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WHAT IS CLAIMED 1S:

1. A method comprising:

generating, by a trusted application in a secure element of a first device
running a specified procedure, a trusted application private key and a corresponding
trusted application public key;

providing, by the trusted application, the trusted application public key to a
trusted operating system in the secure element for authentication;

signing, by the trusted operating system, the trusted application public key
and a statement that says that the trusted application public key is generated by the
trusted application running the specified procedure;

transmitting, by the first device, the trusted application public key to a
server computer;

receiving, by the first device from the server computer, a trusted
application certificate comprising the trusted application public key signed with a server
computer private key corresponding to a server computer public key;

receiving, by the first device from a second device, an interaction request
message comprising an amount and a second device certificate;

verifying, by the first device, the second device certificate using the server
computer public key;

determining, by the trusted application, whether or not the amount is less
than an offline amount stored in the secure element;

if the amount is less than the offline amount, determining, by the trusted
application, an updated offline amount based on the amount;

generating, by the trusted application, an interaction response message
comprising the amount and the trusted application certificate;

signing, by the trusted application, the interaction response message
using the trusted application private key to produce an interaction response message

signature; and
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providing, by the first device, the interaction response message including

the interaction response message signature to the second device.

2. The method of claim 1, wherein the interaction response message
further comprises the second device certificate, and wherein the second device verifies
that the second device certificate received in the interaction response message

matches the second device certificate provided in the interaction request message.

3. The method of claim 1, wherein the interaction response message

further comprises an index.

4. The method of claim 3, wherein the index is a counter value locally

tracked by both the first device and the second device.

5. The method of claim 1 further comprising:
prior to receiving the interaction request message, receiving, by the first

device, a first device certificate from the server computer.

6. The method of claim 1 further comprising:
prior to receiving the interaction request message, receiving, by the first
device the offline amount from the server computer; and

storing, by the first device the offline amount into the secure element.

7. The method of claim 1, wherein the first device receives the
interaction request message during an offline interaction between the first device and

the second device.

8. The method of claim 1, wherein the offline amount is securely

stored in the secure element.

9. The method of claim 5,

wherein the first device certificate is issued to the first device by an
intermediate certificate authority, wherein the intermediate certificate authority is the
server computer, and wherein the server computer public key is issued to the

78



N SN AW

[V, B N VS B S ]

O© 0 39 O »n B~ W N =

—_— e e
w NN = O

intermediate certificate authority in an intermediate certificate by a root certificate

authority.

10.  The method of claim 9, wherein the first device certificate, the
second device certificate, and the server computer public key are components in a
public key infrastructure where a root of trust is the root certificate authority, and
wherein the public key infrastructure is divided into two tiers including a first tier and a
second tier, the first tier including first set of computers that issue certificates, and the
second tier including a second set of computers that manage interaction, wherein the

second tier includes the first device and the second device.

11.  The method of claim 1 further comprising:

after a predetermined amount of time, generating, by the first device, a
synchronization message comprising an interaction log, a time, and a signature; and

sending, by the first device, the synchronization message to the server

computer.

12. The method of claim 11, wherein the server computer verifies the
signature in the synchronization message, verifies that the time is between a last epoch
ending time and a current epoch ending time, and wherein the server computer, for
each interaction in the interaction log, updates an online balance of the first device and
an offline balance of another user device as indicated by the interaction log, generates a
synchronization confirmation message and a signature of the synchronization
confirmation message created using the server computer private key, and provides the
synchronization confirmation message to the first device, wherein the method further
comprises:

receiving, by the first device, the synchronization confirmation message
from the server computer; and

verifying, by the first device, the signature of the synchronization

confirmation message using the server computer public key.
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13.  The method of claim 12, wherein a user of the first device loses
possession of the first device, and wherein a secondary device is utilized by the user to
generate a lost device balance recovery message and send the lost device balance
recovery message to the server computer, wherein the server computer adds a first
device public key to a blacklist, waits until an end of the current epoch, updates the
online balance of the first device based on synchronization of devices during the current

epoch, and sets an offline balance of the first device to zero.

14. A first device comprising:
a processor; and
a computer readable medium coupled to the processor, the computer
readable medium comprising code, executable by the processor, to implement a
method comprising:
generating, by a trusted application in a secure element of the first
device running a specified procedure, a trusted application private key and a
corresponding trusted application public key;
providing, by the trusted application, the trusted application public
key to a trusted operating system in the secure element for authentication;
signing, by the trusted operating system, the trusted application
public key and a statement that says that the trusted application public key is
generated by the trusted application running the specified procedure;
transmitting, by the first device, the trusted application public key to
a server computer;
receiving, by the first device from the server computer, a trusted
application certificate comprising the trusted application public key signed with a
server computer private key corresponding to a server computer public key;
receiving, by the first device from a second device, an interaction
request message comprising an amount and a second device certificate;
verifying the second device certificate using the server computer

public key;
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determining, by the trusted application, whether or not the amount
is less than an offline amount stored in the secure element;

if the amount is less than the offline amount, determining, by the
trusted application, an updated offline amount based on the amount;

generating, by the trusted application, an interaction response
message comprising the amount and the trusted application certificate;

signing, by the trusted application, the interaction response
message using the trusted application private key to produce an interaction
response message signature; and

providing, by the first device, the interaction response message

including the interaction response message signature to the second device.

15.  The first device of claim 14 further comprising the secure element

comprising the trusted application.

16.  The first device of claim 14, wherein the interaction request
message is received over a short-range communication channel and the interaction

response message is provided over the short-range communication channel.

17.  The first device of claim 14, wherein the interaction response

message further comprises the second device certificate and an index.

18.  The first device of claim 14, wherein after providing the interaction
response message to the second device, the second device updates a second offline

amount based on the amount in the interaction response message.

19.  The first device of claim 18, wherein the second device receives a
second interaction request message comprising a second amount and a third device
certificate during a second interaction from a third device and verifies the third device
certificate using the server computer public key corresponding to the server computer
private key used to sign the third device certificate, and wherein a second trusted
application in a second secure element of the second device determines whether or not

the second amount is less than the second offline amount stored in the second secure
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element, if the second amount is less than the second offline amount stored in the

second secure element, determines a second updated offline amount based on the
second amount, generates a second interaction response message comprising the
second amount and the second device certificate, and signs the second interaction
response message using a second trusted application private key, and wherein the

second device provides the second interaction response message to the third device.

20. The first device of claim 14, wherein the offline amount is generated

and issued by the server computer.

21.  The first device of claim 14, wherein the method further comprises:

after a predetermined amount of time, generating, by the first device, a
synchronization message comprising an interaction log, a time, and a signature;

sending, by the first device, the synchronization message to the server
computer corresponding to the server computer public key, wherein the server
computer verifies the signature in the synchronization message, verifies that the time is
between a last epoch ending time and a current epoch ending time, and wherein the
server computer, for each interaction in the interaction log, updates an online balance of
the first device and an offline balance of another user device as indicated by the
interaction log, generates a synchronization confirmation message including a signature
of the synchronization confirmation message created using the server computer private
key, and provides the synchronization confirmation message to the first device;

receiving, by the first device, the synchronization confirmation message
from the server computer; and

verifying, by the first device, the signature of the synchronization

confirmation message using the server computer public key.

22. A method comprising:

generating, by a second device, an interaction request message
comprising an amount and a second device certificate;

providing, by the second device to a first device, the interaction request

message, wherein the first device comprises computer code that when executed by a
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processor in the first device generates, by a trusted application in a secure element of
the first device running a specified procedure, a trusted application private key and a
corresponding trusted application public key, provides, by the trusted application, the
trusted application public key to a trusted operating system in the secure element for
authentication, signs, by the trusted operating system, the trusted application public key
and a statement that says that the trusted application public key is generated by the
trusted application running the specified procedure. transmits the trusted application
public key to a server computer, receives, from the server computer, a trusted
application certificate comprising the trusted application public key signed with a server
computer private key corresponding to a server computer public key, receives, from the
second device, the interaction request message comprising the amount and the second
device certificate, verifies the second device certificate using the server computer public
key, determines whether or not the amount is less than an offline amount stored in the
secure element on the first device, determines an updated offline amount based on the
amount, generates an interaction response message comprising the amount and the
trusted application certificate, and signs the interaction response message using the
trusted application private key to produce an interaction response message signature;

receiving, by the second device, the interaction response message
including the interaction response message signature; and

temporarily storing, by the second device, the interaction response

message.

23.  The method of claim 22 further comprising:
verifying, by the second device, the trusted application certificate using the

server computer public key corresponding to the server computer private key.

24.  The method of claim 22 further comprising:

after temporarily storing the interaction response message, providing, by
the second device, the interaction response message to processing software associated
with the server computer public key, wherein the processing software updates a first

online amount associated with the first device and a second online amount associated
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with the second device based on the amount included in the interaction response

message.

25. The method of claim 24, wherein the processing software is a smart

contract.

26. The method of claim 24, wherein the processing software is

included in the server computer.
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