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METHOD FOR SECURING TRANSMISSION DATA AND SECURITY SYSTEM FOR
IMPLEMENTING THE SAME      Thepresent invention relates to a method for securing transmission
data, more particularly to a method for Securing transmission data using asymmetric keys.     Current
encryption algorithms using keys for data security are classified into twomajor types, ie., the symmetric
key encryption algorithm and the asymmetric key encryption algorithm: Degrees of security and safety
of these algorithms are not related to the algorithms, and depend on the security of the keys.
Regsrding the symmetric key encryption algorithm, a same key is used for both encryption and
decryption. Therefore, a data encryption end and a data decryption end both need to have this key.
Well-known symmetric key encryption algorithms include Data Encryption Standard (DES) and various
modifications thereof, International Data encryption Algorithm (IDEA), etc"     Regarding the
asymmetric key encryption algorithm, a pair of a public key and a private key are used for encryption
and decryption, respectively, and it is difficult to derive the private key from the public key. Well-known
asymmetric key encryption algorithms include RSA Algorithm (standing for Rivest, Shamis and
Adleman who first publicly described this algorithm), Elliptic Curve Algorithm, etc,. With popularization
of computers and networks, it  
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-2- the first private key, to thereby obtain the second public key;     e) configuring the first security
module to encrypt the first verification data associated therewith using the second public key obtained
in step d) and to provide the encrypted first verification data to the second security module;     f)
configuring the first security module and the second security module to verify each other using the
encrypted second verification data and the encrypted first verification data received in steps c) and e),
respectively; and     g) configuring the security system to allow data transmission through the first
security module and the second security module when verification is successfully completed in step f).
Another object of the present invention is to provide a security system for securing transmission data.
According to another aspect, a security system for securing transmission data of this invention
comprises a first security module associated with first verification data and a second security module
associated with second verification data.     The first security module includes a first
encryption/decryption unit, a first verification unit, and a first key-generating unit for generating an
accessible first public key and a first private key 
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-3- corresponding to the first public key. The second security module is configured to obtain the first
public key froth the first security module, and includes a second encryption/decryption unit, a second
verification unit, and a second key-generating unit tor generating a second public key and a second
private key corresponding to the second public key_ The second encryption/decryptions operable to
encrypt the second public key and the second verification data using the first public key, and to provide
the encrypted second public key and the encrypted second verification data to the first security
module.     The first encryption/decryption unit is operable to decrypt the encrypted second public key
and the encrypted second verification data using the first private key to thereby obtain the second
public key and the second verification data, to encrypt the first verification data using the second public
key thus obtained, and to provide the encrypted first verification data to the second security module.
The first verification unit is operable to verify the second security module based upon the second
verification data decrypted and obtained by the first encryption/decryption unit.     The second
encryption/decryption unit is further operable to decrypt the encrypted first verification data using the
second private key to obtain the first verification data. The second verification unit is  
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-4- operable to verify the first security module based upon the first verification data decrypted and
obtained by the second encryption/decryption unit.     The security system is operable to allow data
transmission through the first security module and the second security module when verification
between the first security module and the second security module is successfully completed.     Other
features and advantages of the present invention wiLl become apparent in the following detailed
description of the preferred embodiments with reference to the accompanying drawings, of which:
Figure 1 is a block diagram of a first preferred embodiment of a security system for securing
transmission data according to this invention;     Vigure 2 is a flow chart of a method for securing
transmission data to be implemented by the security system of the first preferred embodiment;
Figure 3 is a flow chart illustrating a procedure for data transmission of the method implemented using
the security system of the first preferred embodiment;     Figure 4 is a flow chart illustrating a login
procedure of the method implemented using the security system of the first preferred embodiment; 
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Figure 5 is a block diagram of a second preferred embodiment of a security system for securing
transmission data according to this invention;      Figure 6 is a block diagram of a third preferred
embodiment of a security system for securing transmission data according to this invention; and
Figure 7 is a flow chart Of a method for securing transmission data to be implemented by the security
system of the third preferred erRbodiment.     Before the present invention is described in greater
detail, it should be noted that like elements are denoted by the same reference numerals throughout
the disclosure.     Referring to Figure 1, a first preferred embodiment of a security system 10 according
to this invention includes a first security module 1 and a second security module 2. The first security
module 1 is associated with first verification data and includes a first verification unit 11, a first
encryption/decryption unit 12, and a first key-generating unit 13_ The second security module 2 is
associated with second verification data, and includes a second verification unit 21, a second
encryption/decryption unit 22, and a second key-generating unit 23.      In this embodiment, the first
security module 1 and the second security module 2 are configured for integration within a client
device 3, such as a personal computer, a notebook computer, a cell phone, or other similar electronic
devices. The client device 3 has an operating system, a memory unit 31 (such as a hard  
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-6- disk, a flash memory, or any other types of storage devices and a processing unit 32 (such as an
application program, a chip, or a processor) . The first security module 1 is electrically connected to
the memory unit 31, and the second security module 2 is operatively associated with the processing
unit 32. Since the client device 3 and the memory unit 31 and the processing unit 32 thereof are well
known to those skilled in the art and are not the features of this inve ntion, further details thereof will be
omitted herein for the sake of brevity.     In this embodiment, the first security module I can be
implemented using hardware, such as a specified chip. As long as the data contained in the first
security module 1 and the data generated during operation of the components of the first security
module 3. are not made public, these data are inaccessible to the operating system of the client device
3 and any other application programs installed in the operating system. Namely, the operating system
and other application programs cannot monitor, access, and modify the non-public data in the first
security module I. The second security module 2, for example, is an application program stored in a
hidden memory or a read-only/write-only memory of the memory unit 31 of the client device 3, and is
configured to be implemented by the processing unit 32 of the client device 3.      Referring to Figures
1 and 2, a method for securing transmission data to be implemented by the security system 10 of the
first preferred embodiment includes the following steps.     Instep 501, the first key-generating unit 13
of the first security module 1 is operable to generate an accessible first public key and a first private
key corresponding to the first public key. In particular, the first public key and the first private key are
generated using an existing asymmetric key encryption algorithm. Since the asymmetric key
encryption algorithm is well known to those skilled in the art, further details thereof will he omitted
herein for the sake (D' brevity -     Similarly, in step 502, the second key-generating unit 23 of the
second security module 2 is operable to generate an accessible second public key and a second
private keycorrespondingtothesecondpublickey. The second public key and the second private key are
also generated using the asymmetric key encryption algorithm. 
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Instep 503, the first security module 1 is operable to make public the first public key, that is to say, the
operating system of the client device 3 and the application programs installed in the operating system
are allowed to monitor, access, and modify the first public key. Even other devices 4connectedto the
client  -8- device 3 through network 100 can monitor, access, and modify the first public key. Thus, the
second security module 2 can access and obtain the first public key after step 503. On the other hand,
since the first private key is not made public and is generated and used merely within the first security
module 1, the operating system and the application programs cannot monitor, access, and modify the
first private key.     In step 504, the second encryption/decryption unit 22 of the second security module
2 is operable to encrypt the second public key generated in step 502 using the first public key obtained
from the first security module 1 in step 503, and then to make public the encrypted second public key.
Thus, the encrypted second public key can be. decrypted only using the first private key, that is to say,
only the first security module 1 can decrypt the encrypted second public key.     In step 505, the
second encryption/decryption unit 22 of the second security module 2 is operable to also encrypt the
second verification data using the first public key, and then the second security module 2 is operable
to provide the encrypted second verification data to the first security module 1. In particular, the
second verification data is associated with the second security module 2 and the processing unit 32,
and is provided to the first security module 1 for verifying the second security module 2 and the probes
sing  -9- 
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unit 32. In practice, the second verification unit 21 of the second security module 2 is configured to
generate the second verification data according to a verification rule dynamically generated by the first
verification unit 11 of the first security module 1.     The first encryption/decryption unit 12 of the first
security module 1 is operable to decrypt the encrypted second verification data using the first private
key in step 506, and to decrypt the encrypted second public key using the first private key in step 507
to thereby obtain the second public key.     In step 508, the first verification unit 11 of the first security
module 1 is operable to verify the second security module 2 according tc the second verification data
decrypted in step 506. In practice, the first verification unit 11 is configured to implement a
conventional verification mechanism to verify the second security modtle 2 Since the conventional
verification mechanism is well known to those skilled in the art, details thereof will be omitted herein for
the sake of brevity.     The flow goes to step 509 when the first security module 1 successfully
completed the verification of the second security module 2 in step 508. Otherwise, the security system
10 is configured to deny data transmission through the first security module 1 and the second security
module 2.  -10-     In step 509, the first encryption/decryption unit 12 of the first security module I iz
operable to encrypt the first verification data using the second public key obtained in step 507, and
then the first security module 1 is operable to provide the encrypted first verification data to the second
security module 2. In particular, the first verification data is associated with the first security module 1,
and is provided to the second security module 2 for verifying the first security module 1. r practice, the
first verification unit 11 of the first security module 1 is configured to dynamically generate the first
verification data. Thus, the first verification data is generated within the first security module 1 such
that the first verification data is inaccessible to the operating systemand the application programs of
the c).ient device 3. Namely, the operating system arid the application programs cannot monitor,
access, and modify the first verification data.    In step 510, the second encryption/decryption unit 22 of
the second security module 2 is operable to decrypt the encrypted first verification data obtained in
step 509 using the second private key. Then, in step 511, the second verification unit 21 of the second
security module 2 is operable to verify the first security module 1 according to the first verification data
decrypted in step 510_ The second security module 2 is further configured to provide a result of
verification to the 
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first security module 1,     The flow goes to step 512 when the result of verification from the second
security module 2 is successful, i.e,, verification between the first and secondsecuritymodules 1, 2 is
successfully completed. Otherwise, the security system 10 is configured to deny data transmission
through the first security module 1 and the second security module 2. For example, when the second
security module 2 fails to verify the first security module 1, the processing unit 32 cooperatively
associated With the second security module 2 is denied to access the memory unit 31 electrically
connected to the first security module 1. Similarly, any one of the devices 4 connected to the client
device 3 through the network 100 is authorized to access the memory unit 31 only after verification of
said one of the devices 4 is successfully completed.     After the verification between the first and
second security modules 1, 2 is successfully completed, the first key-generating -unit 13 of the first
se.curitymodule 1 is operable to generate a pair of a first key and a second key in step 512. Each of
the first and second keys is used for encrypting data and for decrypting encrypted data that is
encrypted using the other one of the first and second keys. In practice, the first and second keys are
generated also using the existing asymmetrickeyencryptionalgorithm. Then, instep 5113,  -12- the first
encryption/decryption unit 12 of the first security module 2. is operable to encrypt one of the first and
second keys (for example, the first key in this embodiment) using the second public key obtained in
step 507, and the first security module 1 is operable to make public the encrypted first key. In step
514, the second encryption/decryption unit 22 of the second security module 2 is operable to decrypt
the encrypted tint key using the second private key to thereby obtain the first key.     Referring to
Figures 1 and 3, when the processing unit 32 requires access to data stored in the memory unit 31,
the first encryption/decryptionunit 12 of the first security module 1 is operable to encrypt data that is to
be transmitted using the second key in step 601. Subsequently, the first security module 1 is operable
to transmit the encrypted data to the second security module 2 in step 602. 
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Then, instep603, the second encryption/decryption unit 22 of the second security module 2 is operable
to decrypt the encrypted data received in step 602 using the first key obtained in step 514. In step 604,
the second security module 2 is operable to transmit the data decrypted in step 603 to the processing
unit 32. In addition, the method for securing transmission data may further include, prior to step 501, a
login 
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procedure for allowing the second security module 2 to  -13- gain access to the security system 10.
Referring to Figures 1 and 4, the login procedure, for' example, includes the following steps.     When
the second security module 2 is installed (for example, installation of the applicationprogramof the
second security module 2), the second security module 2 is operable to notify the first security module
2 to generate an identification code corresponding to the second security module 2 in step 611,     The
irAt security module 1 is operable, in response to the notification from the second security module in
step 611, to generate the identification code in step 612, and to provide the identification code to the
second security module 2 in step 613.     In step 614, the second security module 2 is operable to
implement the login procedure using the identification code received in step 613. Then, the first
security module I is operable to verify the second security module 2. and the identification CQd:'.. in
step 615. Only after the login procedure is successfully completed will the security system 10 be
operable to implement the subsequent steps ofthe method for securing transmission data.     In
particular, when the first security moduIe 1 determines that a number of attempts of unauthorized
access to the memory unit 31 or a number of times of use of an incorrect identification code in the
login 
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-14- procedure exceeds a predetermined number, the first security module 1 is operable to repeat
steps 612 and 613 to generate and provide a new identification code to the second security module 2.
Then, the second security module 2 may use the new identification code to implement the login
procedure in step 614.      Referring to Figure 5, a s.econd preferred embodiment of a security system
20 according to this invention includes a first security module 1 and a second security module 2 that
are similar to those of the first preferred embodiment. The operations of the components of the first
and second security modules l, 2 are also similar to those in the first preferred embodiment. in this
embodiment, the first security module 1 is configured for integration within a server 5, and is coupled
to a transoeiving unit 51 and a server memory unit 52 of the server 5- The second seouritymodule 2 is
configured for integration within a client device 3' connected to the server 5 through network 100, and
is coupled to a transceiving unit 35 and a memory unit 36 of the client device 3' .      The security
system 20 of this embodiment is configured to implement a method similar to the method of the first
preferred embodiment (see Figure 2) for securing the data stored in the server memory unit 52 of the
server 5 and the data stored in the memory unit 36 of the client device 3' . Further, the security system
-15- 20 is configured to implement the method for also securing transmission data between the server
5 and the client device 3'. Referring to Figures 2 and 5, the method to be implemented using the
security system 20 of this embodiment is described as follows. 



-13- 

 

In steps 501 to 511, the first and second security modules 1, 2 of the security system 20 are operable
to verify each other . Inthis embodiment, the transce lying unit 51 of the server 5 and the transceiving
unit 35 of the client device 3' are configured to send and to receive the data to be used during the
verification, i.e., the firstpublickey, the encrypted second public key, and the encrypted first and second
verification data.     When the verification between the first security module land the second security
module 2 is successfully completed, the first and second security modules 1, 2 ofthesecurity system
20 are operable to implement steps 512 to 514 to thereby obtain the first key and the second key. In
this embodiment, the first security module I is configured to use the second key to secure not only the
data stored in the server memory unit 520 but also the data transmitted from the server 5 to the client
device 3' through the first security module 1. Similarly, the second security module 2 is configured to
use the first key to secure not only the data stored in the memory unit 35, but also the data transmitted
-16- from the client device 3' to the server 5 through the second security module 2.     For example,
when the server 5 needs to transmit data to the client device 3', thefirstencryption/deeryption unit 11 of
the first security modulo 1 is operable to encrypt the data using the second key, and the transceiving
unit 51 of the server 5 is subsequently operable to transmit the encrypted data to the client device 3'.
Then, the second security module 2 receives the encrypted data through the transceiving unit 35 of the
client device 3,, and is operable to decrypt the encrypteddatausingthe irst key obtained in step 5l4.
When the client device 3' needs to transmit data to the server 5, the second encryption/decryption unit
22 of the secondsecuritymodule 2 is operable to encrypt the data using the first key, and the
transceiving unit 35 of the client device 3' is subsequently operable to transmit the encrypted data to
the server 5. Then he first security module 1 receives the encrypted data through the trsnsceiving unit
51 of the server 5, and is operable to decrypt the encrypted data using the second key.     Referring to
Figure 6, a third preferred embodiment of a security system 30 according to this invention includes a
first security module 1 and a second security module 2 that are similar to the first preferred
embodiment, and a third security module 3 that is  
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-17- associated. with third verification data_ The third security module 6 includes a third verification
unit 61, a third encryption/decryption unit 62, and a third key-generating unit 63. In this embodiment,
the first security module 1 is configured for integration within averificationcenter 7, and is coupled. ,Q a
transcciving unit 37 of the verification center 7. The second security module 2 is configured for
integratiot within    first. client device 8 connected to the verification center 7 through network 100, and
is coupled to a transceiving unit 38 of the first client device S. The third security module 6 is configured
for integration within a second client device 9 connected to the verification center 7 through the
network 100, and is coupled to a transceiving unit 39 of the second client device 9.     Referring to
Figures 6 and 7, a method for securing transmissicrl data between the first and second client device 8,
9 to be implemented by the security system 30 of the third preferred embodiment includes the
following steps.     First, the first and second security modules 1 2 of the security system 30 are
operable to verity each other in steps 701 to illthat are similar to steps 501 to 511 of the first preferred
embodiment as shown in Figure 2. Moreover, the first and third security modules. 1, 6 are also
operable to verify each other in  -18- steps 701 and 703 and steps 712 to 720 that are also similar to
steps 501 to 511 of the first preferred embodiment- 
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In step 712, the third key-generating unit 63 of the third security module 6 is operable to generate an
accessible third public key and a third private key corresponding to the third public key. In steps 713
and 714, the third encryption/decryption unit 62 of the third security module 6 is operable to encrypt
the third public key and the third verification data using the first public key, respectively. The encrypted
third public key is made public in step 713, and the encrypted third verification data is provided to the
first security module 1 in step 714.     In steps 715 to 718, operation of the first security module 1 is
similar to steps 506 to 509 with the third verification data and the third public key instead of the second
verification data and the second public key, respectively. When the first verification unit 1J of the first
security module 1 successfully verifies the third security module 6 in step 717, the first security module
1 is operable, in step 7IU, to encrypt the first verification data using the third public key obtained in
step 716 and to provide the encrypted first ver fication data to the third security module 6.     Then, the
third security module 6 is operable to decrypt the encrypted first verification data using the  -19- third
private key in step 719, and to verify the first security module 1 according to the first verification data in
step 720.     When the verification between the first security module 1 in the verification center 7 and
each of the second security module 2 in the first client device 8 and the third security module 6 in the
second client device 9 is successfully completed, the first key-generating unit 13 of the first security
module 1 is operable to generate a pa ir of a first key and a second key in step 721. Then; in step 722,
the first encryption/decryption unit 12 of the first security module 1 is operable to encrypt the first key
using the second public key and to encrypt the second key using the third public key. The encrypted
first key and the encrypted second key are made public.     In step 723, the second
encryption/decryption unit 22 of the second security module 2 is operable to decrypt the encrypted first
key using the second private key to thereby obtain the first key. Instep724, the third
encryption/decryption unit 62 of the third security module 6 is operable to decrypt the encrypted
second key using the third private key to thereby obtain the second key. 
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When the first client device 8 needs to transmit data to the second client device 9, the second
encryption/decryption unit 22 of the second security  -20- module 1 is operable to encrypt the data
using the first key, and the transceiving unit 38 of the first client device 8 is subsequently operable to
transmit the encrypted data to the second client device 9 through the network 100. Then, the third
security module receives the encrypted data through the transceiving unit 39 of the second client
device 9, and is operable to decrypt the encrypted data using the second key. On the other hand,
when the second client device 9 needs to transmit data to the first client device 8, the third
encryption/decryption unit 62 of the third security module 6 is operable to encrypt the data using the
second key, and the transceiving unit 39 of the second client device 9 is subsequently operable to
transmit the encrypted data to the first client device 8. Then, the second security module 2 receive.,
the encrypted data through the transceiving unit 38 of the first client device 8, and is operable to
decrypt the encrypted data using the first key.     In summary, since the transmitted data is encrypted
using one of the first and second keys, the encrypted data cannot be decrypted without the other one
of the first and second keys when the encrypted data is stolen. As a result, the stolen encrypted data is
useless. Therefore( the method for securing transmission data of this invention provides multiple
protections to the second public key, the first and second keys, and the  -21- is desired to have a
relatively safer method for securing data based on the existing encryption algorithms. 
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Therefore, an object of the present invention in to provide a method for securing transmission data.
Accordingly, method for securing transmission data of this invention is to be implemented by a security
system that includes a first security module associated with first verification data and a second security
!nodule associated with second verification data The first security module includes a first public key
and a first private key corresponding to the first public key. The second security module includes a
second public key and a second private key corresponding to the second public key. The method
comprises the steps of :      a) configuring the first security module to provide the first public key to the
second security module;      b) configuring the second security module to encrypt the second public
key using the first public key, and to provide the encrypted second public key to the first security
module;      c) configuring the second security module to encrypt the second verification data
associated therewith using the first public key received in step a) , and to provide the encrypted
second verification data to the first security module;      d) configuring the first security module to
decrypt the encrypted second public key received in step 1p) using  -22- 
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data stored in the memory unit 31, 52, 36. Any data Stv.I.en ICC= an unauthorized channel cannot jio
used for any other purpose. Thus, security and safety of the data are certainly enhanced.  -23-
CLAIMS 1. A method for securing transmission data to be       emented by a security system that
includes a first security module associated with first verification data and a second security module
associated with second verification data, the first security module including a first public key and a first
private key corresponding to the first public key, the second security module including a second public
key and a second private key corresponding to the second public key, said method comprising the
steps of      a) configuring the first security module to provide the first publ.io key to the second security
module;      b) configuring the second security module to encrypt the second public key using the first
public key, and to provide the encrypted second public key to the first security module; 
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c) configuring the second security module to encrypt the second verification data associated therewith
L.t.i.neg the first public key received in step a) f and to provide the encrypted second verification data
to the first security module;                    d) configuring the first security module to decrypt the encrypted
Second public key received in step b) using the first private key, to thereby obtain the second public
key; e) configuring the first security module to encrypt  -24- the first verification data associated
therewith using the second public key obtained in step d ) , and to provide the encrypted first verific
tion data to the second security module;      f) configuring the first security module and the second
security module to verify each other using the encrypted second verification data and the encrypted
first verification data received in steps c) and e), respectively; and      o) configuring the security
system to allow data transmissionthroughthe first. security module and the second security module
when verification is successfully completed in step f). 
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2. The method as claimed in Claim 1, further comprising , prior to step a), the steps of.:      configuring
the first security moduic to generate an identification code corresponding to the second
securitymodule, and to provide. the identification code to the second security module; and
configuring the security system to implement steps a) to g) after the second security module
successfully completes a login procedure for gaining access, to the security system using the
identification code,  3. The method as claimed in Claim 1, wherein step fl includes the following
sub-steps of:  -25-      f1) configuring the first security module to decrypt the encrypted second
verification data received in step c) using the first private key to thereby obtain the second verification
data, and tc verify the second security moduie using the second verificati,cn data thus obtained; and
f2) configuring the second security module to decrypt the encrypted first verification data received in
step e) using the second private key to thereby obtain the first. veri fication data , and to verity the. first
security module using the fix:et vez-ificatien data thus obtained. 
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. The method as claimed in Claim 1hez.- comprising pri.or to step g) , the following steps of     1)
configuring the first security module to generate a first key and a second key each of which is used for
encrypting data and for decrypting encrypted data that is encrypted using the other one of the first and
second keys; and     Ii) configuring the first security module to encrypt the first key using the second
public key obtained in step d.), and to provide the encrypted first key to the second security trodule. 5_
The method as claimed in Claim 4, whe in step g) includes the following sub-steps cf.: g2.) configuring
the first security module to encrypt  -26- 
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data that is to be transmitted using the second key" and to transmit the encrypted data to the second
security module; and     921 configuring the second securitymodule to deer pt the encrypted first key
received in step ii) using the second private key to thereby obtain the first key, and to decrypt the
encrypted data received in sub-step gl) using the first key thus obtained. G. The method as claimed in
Claim 4, wherei.n step g) udes the following sub-steps of:         configuring the seccnd security module
to decrypt the encrypted first key received in step Li) using the second private key to thereby obtain
the first key;     94 ) configuring the second security :module to encrypt data that is to be transmitted
using the first key thus obtained, and -to transmit the encrypted data to the first security module; and
95) configuring the first security module to decrypt the encrypted data received in sub-step g4) using
the second key. 7. The method as claimed in Claim 4, the security system further including a third
security racdule that is associated with third verification data and that includes a third public key and a
third private key corresponding to the third public key,  
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-27-     said method further comprising the step of configuring the security system to implement steps
a) to g) with the third security module, the third verification data, the third public key and the third
private key instead of the second security module, the second verification data, the second public key
and the second private key, respectively, such that data transmission through the second security
module and the third security module is allowed in step g) when the first and second security modules
have successfully verified each other and when the first and third security modules have successfully
verified each other. 8. The method as claimed in Claim 7, wherein, in step ii), the first security module
is further configured to encrypt the second key using the third public key obtained in step d) and to
provide the encrypted second key to the third security module. D. The method as claimed in Claim 8,
wherein step 0) includes the following sub-steps of:      g6) configu ring the second secur ity module to
decrypt the encrypted first key received in step 11) using the second private key to thereby obtain the
first key;       g7) configuring the second Securitymodule to encrypt data that is to be transmitted using
the first key thus obtained, and to transmit the encrypted data to the third  -28- 
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security module; and      ge) configuring the third security modu to decrypt the encrypted second key
received in step ) using the third private key to thereby obtain the second key, and to decrypt the
encrypted data received in sub-step g7) using the second key thus obtained. 10. The method as
claimed in Claimwherein step g) includes the following sub- steps of:      g9) configuring the third
security module to decrypt the encrypted second key received in step ii) using the third private key to
thereby obtain the second key;      g10) configuring the third securityrnodule to encrypt data that is to
be transmitted using the second key thus obtained, and to transmit the encrypted data to the second
security module; and      gll) configuring the second security module to decrypt the encrypted first key
received in step i) using the second private key to thereby obtain the first key, and to decrypt the
encrypted data received in sub-step g10) using the first key thus obtained. 11. A security system for
securing transmission data, said security system comprising: 
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a first security module that is associated with first verification data, and that includes a first
encryption/decryption unit, a first verification unit,  -29- and a firs key-generating unit for generating an
accessible first public key and a first private key corresponding to the first public key; and     a second
security module that is associated with second verification data, that is configured to obtain the first
public key from said first security module, and that includes a second encryption/decryption unit, a
second verification unit, and a second key-generating unit for generating a second public key and a
second private key corresponding to the second public key;     said second encryption/decryption unit
being operable to encrypt the second public key and the second verification data using the first public
key, and to provide the encrypted second public key and the encrypted second verification data to said
first security module,     said first encryption/decryption unit being operable to decrypt the encrypted
second public key and the encrypted second verification data using the first private key to thereby
obtain the second public key and the second verification data, to encrypt the first verification data
using the second public kay thus obtained, and to provide the encrypted first verification data to said
second security module;     said first verification unit being opkrabie tc verify said Second security
module based upon the second verification data decrypted and obtained by said first:
encryption/decryption unit; 
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-30-     said second encryption/decryption unit being further operable to decrypt the encrypted first
verification data using the second private key to obtain the first verification data;     said second
verification unit being operable to verity said first security module based upon the first verification data
decrypted and obtained by said second encryption/decryption unit;     said security system being
operable to allow data transmission through said first security module and said     end security module
when veritcation between said first security module and said second security module is successfully
completed. 12. The security system as claimed inClaim11, wherein:     said first security module is
operable to generate an Identification code corresponding to said second securty module, and to
provide the identi 'cation code to said second security module: and 
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said second security module is operable only after a login procedure for gaining acc.ess to said
security system using the identification code received f. in said first security module is successfully
complete y said second security module,  -31- successfully verified each other,      said first
key-generating unit of said first security module is operable to further generate a first key and a second
key each of which is used for encrypting data and for decrypting encrypted data that is encrypted using
the other one of the first and second keys;      said first encryption/decryption unit of said first security
module is further operable to encrypt the first key using the second public key, and to provide the
encrypted first key to said second security module;      said second encryption/decryption unit of said
Second security module is further operable to decrypt the encrypted first key using the second private
key to thereby obtain the first key;     said first encryption/decryption unit is further operable to encrypt
data that is to be transmitted using the second key and to transmit the encrypted data to said second
security module, and said second encryption/decryption unit is further operable to decrypt the
encrypted data from said first security module using the first key thus obtained; and 
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said second encryption/decryption unit is further operable to encrypt data that is to be transmitted
using the first key thus obtained and to transmit the encrypted data to said first security module, and
said first encryption/decryption unit is further operable to decrypt the encrypted data from said second
security  -32- module using the second keys  19. The security system as claimed in Claim 11, wherein
said first security module is configured for hardware integration within a computer having an operating
system and an application program, and the first private key generated by said first key-generating unit
is inaccessible to the operating system and the application program of the computer. The security
system as claimed in Claim 19, wherein:      said firsc verification unit of said first security module is
further operable to dynamically generate the first verification data, and the first verificaticn data thus
generated is inaccessible to the operating system and the application program of the computer;
said second security module is an application program stored in a memory device of the computer
electrically connected to said first security module, and is configured for implementation by a
processor of the computer; and 
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said second verification unit of said second security module is further operable to generate the second
verification data according to a verification rule dynamically generated by said first verification unit of
said first security module. 
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