METHOD FOR SECURING TRANSMISSION DATA AND SECURITY SYSTEM FOR
IMPLEMENTING THE SAME  Thepresent invention relates to a method for securing transmission
data, more particularly to a method for Securing transmission data using asymmetric keys.  Current
encryption algorithms using keys for data security are classified into twomajor types, ie., the symmetric
key encryption algorithm and the asymmetric key encryption algorithm: Degrees of security and safety
of these algorithms are not related to the algorithms, and depend on the security of the keys.
Regsrding the symmetric key encryption algorithm, a same key is used for both encryption and

decryption. Thegalaigemhdaiagncaf end A daiadeaniian kol aaed | Dﬁgﬁ.ﬁ'ﬁg?ys
Well-known symmetric key encryption algorithms include Data Encryption Standard S) and various
modifications thereof, Internat®i&TDEM NRBpIMRIFSIENTIDEA) THE SRagarding the
asymmetric key encryption algorithm, a pair of a public key and a private key are used for encryption
and decryption, respectiyetye architis diffieultid derive ihe tpevateckeynfeophib el fblicdey. W¥alknown
asymmetric keﬁlﬁée%]cr tion algorithms include RSA Algorithm (standing for Rivest, Shamis and

Adleman who ¥ FesBrbed Fi& algBHif), BBt Gtivedidoitin® efe, RAHIRPuiRZtion

of computers EleoRks, E ransmission data using asymmetric keys.

Current encryption algorithms using keys for data
security are classified into two major types, i.e., the
symmetric key encryption algorithm and the asymmetric
key encryption algorithm. Degrees of security and
gsafety of these algorithms are not related to the
algorithms, and depend on the security of the keys.

Regarding the symmetric key encryption algorithm,
a same key is used for both encryption and decryption.
Therefore, a data encryption end and a data decryption
end both need to have this key. Well-known symmetric
key encryption algerithms dnclude Data Encryption
Standard (DES) and various modifications thereoct,
International Data Encxyption Algorithm (IDEA), etc..

Regarding the asymmetric key encryption algorithm,
a pair of a public key and a private key are used for
encryption and decryption, respectively, and it is
difficult to derive the private key from the public key.
Well-known asymmetric key encryption algorithms
include RSA Algorithm (standing for Rivest, Shamis and
Adleman who first publicly described this algorithm),
Elliptic Curve Algeorithm, etc..

With popularization of computers and networks, it



-2- the first private key, to thereby obtain the second public key; e) configuring the first security
module to encrypt the first verification data associatengherewith using the second public key obtained
in step d) and to provide the encrypted first verification data to the second security module; f)
configuring the first security module and the second security module to verify each other using the
encrypted second verification data and the encrypted first verification data received in steps c) and e),

respectively; anche of configupig the secudlysyster te alovedaa dgasmissionrodgh:ths dirst
security module and the second security module when verification is successfully completed in step f).
Another objectithé beskatinvention is to provide a security system for securing transmission data.

According to another as§ect, a securiggsystem for securing transmission data of this invention

comprises a first sefurity AbhE Hsd6Fatel Suithtir & Vet ficition BT Se&dh FLECHME Module
associated with. seeangvedficationdaia, « 1 Hie stkseauibyredpendudesadistn using

encryption/decryption unit, a first verification unit, and a first key-generating unit for generating an

accessible firstipublis &kep andrafivdtiprivedeykeptained in step d) , and to provide
the encrypted fixrst verification data to the second
security module;

f) configuring the first security module and the
second security module to verify each other using the
encrypted second verification data and the encrypted
first verification data received in steps c) and e),
respectively; and

g) configuring the security system to allow data
transmission through the first security module and the
second security module when verification is
successfully completed in step f).

Another object of the present invention is to provide
a security system for securing transmission data.

According to another aspect, a security system for
securing transmission data of this invention comprises
a first security module associated with first
verification data and a second security module
associated with second verification data.

The first security module includes a first
encryption/decryption unit, a first verification unit,
and a first key-generxating unit for generating an

accessible first public Key and a first private key



-3- corresponding to the first public key. The second security module is configured to obtain the first
public key froth the first security module, and includes_a second encryption/decryption unit, a second
verification unit, and a second key-generating unit tor generating a second public key and a second
private key corresponding to the second public key The second encryption/decryptions operable to

e ng o the s e key._Ti encryplon/decry §
e oncryptod LB U Ly antine 2rary R SocoRd VarhCatb Gaia 1 1 fret Sautmty

the encrypte lic the encrypted seco

module.  Theditst eneryptioa/decryptiopamit isgapeeadle todleerypritehen@ypted seapyidipuiblic key
and the encrypted second verification data using the first private key to thereby obtain the second
public key an# e S66ohd Darifidais it REE ¥S Rch/PPMRE ikt Rt AR IJAERT M FHE BEbNd public

key thus obtainegr%]nd tg Be Q%%g:%%’%c{yé)r&e% Iti&s%verifigeét@ﬁlgat%dgortgb% Js;%%‘oggogrﬁc;drljltx 1gmdule.

' 211
The first verification“unit 1s Opera verify the secdnd security module base he secénd

verification daia degrypied andiabiairashythe: firsieneryptign/degyaionatitn g dheseeand
encryption/decryption unit is further operable to decrypt the encrypted first verification data using the
second private Key- fccobt&l tienfitstayetificztiog dRa iMRtsecriverificatior pARBing to

the second public key.

The second encryption/decryption unit is operable
to encrypt the second public key and the second
verification data using the first public key, and to
provide the encrypted secondpublic key and the encrypted
second verification data to the first security module.

The first encryption/decryption unit is operable to
decrypt theencrypted secondpublickeyand the encrypted
second verification data using the firxrst private key
to thereby obtain the second public key and the second
verification data, to encrypt the first verification
data using the second public key thus obtained, and to
provide the encrypted first verification data to the
second security module. The first verification unit
is operable to verify the second security module based
uponthe secondverificationdatadecryptedand obtained
by the first encryption/decryption unit.

The second encryption/decryption unit is further
operable to decrypt the encrypted first verification
data using the second private key to obtain the first

verification data. The second verification unit is



-4- operable to verify the first security module based upon the first verification data decrypted and
obtained by the second encryption/decryption unit. _I_he security system is operable to allow data
transmission through the first security module and the 'second security module when verification
between the first security module and the second security module is successfully completed.  Other
features and geh@ntages of therpreseny inteation wnilt heeare apparestin the bHicwidguetaied
description of the preferred embodiments with reference to the accompanying drawings, of which:
Figure 1 is a bloek fiagram sreridhrasianefBddmERor HREGRIPERZ AR fot $8&AnRY

transmission data according,to this invention; J i%Jre Zés‘a flow_chart of a method for securing
curit

tmmsmsgonﬁgﬁiéﬁgﬁﬂ)r&ﬁﬁﬁﬁ%ﬁﬁgg i E%ﬁlﬁ%ng%% preferred embodiment;

Figure 3 is a flow ehay illusirating & progeguredsy data transaissionof the meihadkimplemenied using
the security system of the first preferred embodiment;  Figure 4 is a flow chart illustrating a login

procedure of thesmethdcsisthtemdriterbuginy thessetdinty bystemw! iHeYimostefbfed RFMbBodRent;

second'security module when verification between the
first security module and the second security module
is successfully completed.

Other features and advantages o¢f the present
inventionwill become apparent inthe followingdetailed
description of the preferred embodiments with reference
to the accompanying drawings, of which:

Figure 1 is a block diagram of a first preferred
embodiment of a security system for securing
transmission data according to this invention;

Figure 2 is a flow chart of a method for securing
transmission data to be implemented by the security
system of the first preferred embodiment:;

Figure 3 is a flow chart illustrating a procedure
for data transmission of the method implemented using
the security system of the first preferred embodiment;

Figure 4 is a flow chart illustrating a login
procedure of the method implemented using the secqurity
system of the first preferred embodiment;

Figure 5 is a block diagram of a second preferred
embodiment of a security system £for securing

transmission data according to this invention;



Figure 5 is a block diagram of a second preferred embodiment of a security system for securing
transmission data according to this invention;  Figure 6 is a block diagram of a third preferred
embodiment of a security system for securing transmission data according to this invention; and
Figure 7 is a flow chart Of a method for securing transmission data to be implemented by the security
system of the third preferred erRbodiment.  Before the present invention is described in greater

detall, it should bepg@gflgat@kqgle@eﬁt;g@gq{dea@gegmrmwme referentepHmeeaistbepughout
the disclosure.  Referring to Figure 1, a first preferred embodiment of a security system 10 according
to this inventi@mipelddaseanfirst seéurity@modifeCl Fid-d secEid S&trity Ffvbule PSP BtSecurity

module 1 is ais&sociated with first \c/lgri%cati%rgz data §nd incljelge fir tvielgig%a}'{ieg_ Sﬂit- 1% 2 a(irst
encryption/de @ﬁ%ﬁﬁﬁ?& & firdt key(-:g%ﬁ r]aﬁrgg unit 13 The second security module 2 is

associated with sepqne megficatipg datag ang includes a sgcandrvetificador prit 2k ausesong
encryption/decryption unit 22, and a second key-generating unit 23. In this embodiment, the first

security modute: & meththe secenddetarity mokigle 2rapd comtigured fd? intédratio Swhmstdlient
dovices. The SHCHEAICES el b Eing SoLaT e MBDSIAR Gich o a hard

Before the present invention is described in greater
detail, it shouldbe noted that like elements are denoted
by the same reference numerals throughout the
disclosure.

Referring to Figure 1, a first preferred embodiment
of a security system 10 according to this invention
includes a first security module 1 and a second security
module 2. The first security module 1 is associated
with first verification data, and includes a first
verification unit 11, a first encryption/decryption
unit 12, and a first key-generatingunit 13. The second
securitymodule 2 is associatedwithsecondverification
data, and includes a second verification unit 21, a
second encryption/decryption unit 22, and a second
key-generating unit 23.

Tn this embodiment, the first security module 1 and
the second security module 2 are configured for
iﬁtegration within a client device 3, such as a personal
computer, a notebook computer, a cell phone, or other
similar electronic devices. The client device 3 has

an operating system, a memory unit 31 (such as a hard



-6- disk, a flash memory, or any other types of storage devices and a processing unit 32 (such as an
application program, a chip, or a processor) . The first security module 1 is electrically connected to

the memory unit 31, and the second security module'f_is operatively associated with the processing
unit 32. Since the client device 3 and the memory unit 31 and the processing unit 32 thereof are well

known to thoggf?rﬁgled H‘ t@%%éﬂnqn%rﬁﬁ?gr}e fg ?ﬁngf tg'@l’f}é’f ng%ggth%r egﬂggpﬁggf will be

omitted herei He sake revity. IS em nt, the first seturity module | can

implementeddising darglyare, sueh asa specifiied £RiprAs lopg 4% thexdata ¢entaihed indhe Hist
security module 1 and the data generated during operation of the components of the first security
module 3. aré pethiszle plisiie, REeE Tata a® Faddessible AARROGRFRIAY Systerf bEtRc alight device

3 and any other application programs installed in the operating system. Namely, the operating system
and other apﬁlféﬁtfsoﬁlp?é’g%%égciﬁjoﬁﬁo%' &F&cﬁé%%‘ o%ﬁfllfﬁg Sﬁ&ﬁﬂ% ik fﬁ]g%rst
security modylg {..The second seguriyJpodyle 2 Jerexample samapplicalon pengeam slared in a
hidden memory or a read-only/write-only memory of the memory unit 31 of the client device 3, and is
configured togiedmpleaeried byithé protessipgrunited?of theg clientidevid@ 3.  RieferengittiBigures
1 and 2, a method for securing transmission data to be implemented by the security system 10 of the

first preferredcdrlsaaim@atiiciries #edonbwimEDEY WRdtEpHo R Bk FRBKeY§&RFatihE Bnit 13
of the first security ule 1 is operable to gengrate an accessible first publjc., d a first\private
key correspoH&iﬁé::g?t%eiﬁg? 5&%&%); Fn %gﬁ(@ulgﬁ %%%resrt%uﬁ?cﬂse‘yg a%g %hkfgfésq p%{/flat%elﬁgy are
generated usingan, eXistng AR HEK@LBRCHPEQN 8ig0HHNNs SiRpedht-asyRMmaticrkeye r
encryption algorithm is well known to those skilled in the art, further details thereof will he omitted
herein for thedsake {1’ breniity r e Simitarlylirstep 502, thedduentkiey-geperating uaie X3ofthe

second security module 2 is operable to generate an accessible second public key and a second
private keycd?ﬂé@ﬁbhﬁﬁgtothesecondpublickey. The second public key and the second private key are

also generated us'ﬂg tg?’ isg/rglm%tgaﬁ)(e%rypg%agggg@. security module 1 can

be implemented using hardware, such as a specified chip.
As long as thedatacontained inthe first securitymodule
1 and the data generated during operation of the
components of the first security module 1 are not made
public, these data are inaccessible to the operating
system of the client device 3 and any other application
programs installed in the operating system. Namely,
the operating system and other application programs
cannot monitor, access, and modify the non-public data
in the first security module 1. The second security
module 2, for example, is an application program stored
in a hidden memory or a read-only/write-only memory of
the memory unit 31 of the client device 3, and is
configured to be implemented by the processing unit 32

of the client device 3.



Instep 503, the first security module 1 is operable to make public the first public key, that is to say, the
operating system of the client device 3 and the applic_gt_ion programs installed in the operating system
are allowed to monitor, access, and modify the first public key. Even other devices 4connectedto the
client -8- device 3 through network 100 can monitor, access, and modify the first public key. Thus, the
second security module 2 can access and obtain the first public key after step 503. On the other hand,

since the first privage ke is paigmade publicand is genarated anddisgd merely withinuthe fitgt security
module 1, the operating system and the application programs cannot monitor, access, and modify the

first private keyr arisstep $D4rthel adcont enbrgptivhziseryptivhashit2y ot the seesHaskENtity module
2 is operable to encrypt the second publi¢c key generated in step 502 using the first publi¢ key obtained
from the first s%%ﬁ?ﬁ?%d’d@leoﬁ intji‘e‘r‘p : s %ﬂ%&ﬁﬁﬁ pﬁﬁ?&?ﬁilég?c?fpté&ggc%ﬁﬁﬁubnc key.
Thus, the encwged‘.sgm%g_qp&c E%)’e%?@ be. decrypted only using the first private key, that is to say,
only the first security module 1 can decrypt the encrypted second public key. In step 505, the

second encryption/Beceyptipnuit 22tdfeh€ Secindcsgcudiymeodaleinig speidblé Joafsd-aferypt the

second verificatjon data using the first public key, and then the second security modyle 2 is operable
to provide the Bh&§pted %8&’0?1%1%“%8&%‘?%?& to e fﬁ&%’é@%’r&yemg&legg o

I}e race
n particular, the

second verificglion.data jsiassqciated with, e secanshseswily mogule 2:ang iieRrecesgiag unit 32,
and is provided to the first security module 1 for verifying the second security module 2 and the probes
sing -9- corresponding to the first public key. In particular,
the first public key and the first private Kkey are
generated using an existing asymmetric key encryption
algorithm. Since the asymmetric key encryption
algorithm is well known to those skilled in the art,
further details thereof will be omitted herein for the
sake of brevity.

Similarly, in step 502, the second key-generating
unit 23 of the second security module 2 is operable to
generate an accessible second public key and a second
private key corresponding to the secondpublic key. The
second public key and the second private key are also
generated wusing the asymmetric key encryption
algorithm.

In step 503, the first security module 1 is operable
to make public the first public key, that is to =ay,
the operating system of the client device 3 and the
application programs installed in the operating system
are allowed to monitor, access, and modify the first

publickey. Evenotherdevices4connectedtotheclient



unit 32. In practice, the second verification unit 21 of the second security module 2 is configured to
generate the second verification data according to a \_/g_rification rule dynamically generated by the first
verification unit 11 of the first security module 1.  The first encryption/decryption unit 12 of the first
security module 1 is operable to decrypt the encrypted second verification data using the first private

key in step 506, and to decrypt the encrypted seco ublic key using the first private key in step 507
to thereby ob h'th& %e%or%%ﬁ@%eﬁgtmosf 3&36 ti?eafﬁsl%v%ﬁﬁgaﬂ& uRit gﬁhe%%?ssecurity
module 115 oRg@pie octeEnt e secpibasruripepodule Aot indbe secansieriisayion data

decrypted in step 506. In practice, the first verification unit 11 is configured to implement a

conventional merdicateo2 rmechaniste hayenfyl the secondcdeeutitynaddrie R Sine sy éohventional

verification mechanism_is well known to those skill%%}zg[the art, deta;jF theéeof will be omittgd herein for
u Iﬁ/

|
the sake of biebBP > PHe flof Goldd K&F5d0 WRSH the Firdt S&curiB mdduié T sBdce¥s
completed th‘?cé?ificéﬂﬂﬁ £ L HEC0Ne, $EGU IOl 6e NSIEPROS. SREMAREHIhR-SeS YNy System

10 is configured 1o deny data transmission through the first security module 1 and the second security
module 2. -1@- t hi stephE0¥, thresfirst encryption/decdypiienlunit b2 of thedfadt SBcusty $icenle | iz
operable to encrypt the first verification data using the second public key gbtained in ste§) 507, and

then the first ity o RRPL R SREMBIR tB RITRTe SRiiHtdd MSERfdatio? §45 ¥ the second
security mom%f‘ a I#][H g&gi&#attﬂg fi£slt }_{gr&fi%%peﬁaeis paspciated with the first security module 1,
ed to the seco [

and is provid d security module 2 for verifying the first security module 1. r practice, the
first verification unit 4 10f die retdsecutity eedtdmtlisconfigyred tordydanicglytgenerate the first
verification data. Thus, the first verification data is generated within the first_ security module 1 such

that the first V@Afiedtish BafeFiS HaEcRSTNE %Hé%%ﬁ&s}ﬁeﬂ%ﬁ LS HIRABA BVC%Fams of
the c).ient de Ice 3. Nam%l)é g%gete:{%qu F;ysﬁeghgr%d%t?g apg_l}?ag%rggog@@%@fﬂ%t penitor,

access, and ocﬁfystﬁé: fratvetification da n ste the secondencryption/decfyption unit 22 of

the second secyriy tnedye 2 dsleperape widestyF theenbrypiddfirst vertinationyatadbthed in
step 509 using the second private key. Then, in step 511, the second verification unit 21 of the second

security module 21 cjerablé @ erifnte ﬁrhﬁébcﬁﬁlyfﬁﬂﬂﬁﬁleﬁ%éﬂinﬁh@ tr%"‘fﬁé%%ﬁﬁgtion data

decrypted in step 510, The seeond securivyodule g fuer,Sppiuied st gyl o
key can be decrypted only using the first private key,
that is to say, only the first security module 1 can
decrypt the encrypted second public key.

In step 505, the second encryption/decryption unit

22 of the second security module 2 is operable to also
encrypt the second verification data using the first
public key, and then the second security module 2 is
operable to provide the encrypted second verification
data to the first security module 1. In particular,
the second verification data is associated with the
second security module 2 and the processing unit 32,

and is provided to the first security module 1 for

verifyingthe second securitymodule 2 andthe processing



first security module 1,  The flow goes to step 512 when the result of verification from the second
security module 2 is successful, i.e,, verification between the first and secondsecuritymodules 1, 2 is
successfully completed. Otherwise, the security system 10 is configured to deny data transmission
through the first security module 1 and the second security module 2. For example, when the second

security module 2 fajls.to vegify the first security module 1, the,processing unjt 32 cooperati
associated Wit tire izc'ond ctirft ﬁw%ﬁ&g 2i r%gnigg R () %aoryléﬁ'ig} éﬁnell%c;??gllly

connected todhefirst secutily adiis b Siilkdn ankope of herieviges-erpregied torthe lient

device 3 through the network 100 is authorized to access the memory unit 31 only after verification of

said one of thghdeweeschid susedsSiidiy dnmetirt 2 Afterctbel ferifidation betwi . the fidssdand
second security modules 1, 2 is successfully completed, the first key-generating -unit 13 of the first

se.curitymoddile h6s @peramd erdehraBea 50t 8Fird XeF Bfd 4 ddcehd ¥&F# §RF3E2 Bach of
the first and secor%d lﬁte%/s ios fjsg%for *gricr)égéin%gata a@%gpr %%c&gi g Encrypted data that is
ey ctice, t

encrypted us}‘Héjthe otherdne of the Tirst and second Keys. In practice, the first and second keys are

generated also usingdhe existing AsR petickayeneypighatention Thenzinstep b18.1 i@t the first
encryption/decryption unit 12 of the first security module 2. is operable to encrypt one of the first and

second keys $fecexampie, ttuecfudtekey in thio prmbedivhent) asiig dreysetohd pulsic k&Y stit&Aed in
step 507, and the first security module 1 is operable to make puyblic the encrypted first key, In step
514, the secGHIERBYpiidhTdeEr Bt mit 22 df the '$8dhE s%%\ﬁitfﬁﬁcﬁ%e %EJOEQ Ble't§ decrypt

the encrypted tint key usinghe éﬁ%)ryop_r@/@@?g{ﬁompéeg*g@? thedirstkeyna @ﬁj@:{fmq:to
i regai a

Figures 1 and‘g, whet the processing unit 32 res access to data stored in the memory unit 31,

the first encrypiignidearyrfiondeit £2 efdhe first securtyaoduien] istaperaldeytorencrype datk that is to
be transmitted using the second key in step 601. Subsequently, the first security module 1 is operable
to transmit theleherypted bigta fothe BetoRé Bdcbifity Ridule 2 in step 602.

In step 508, the first verification unit 11 of the
first security module 1 is operable to verify the second
security module 2 according to the second verification
data decrypted in step 506. In practice, the first
verification unit 11 is configured to implement a
conventional verification mechanism to verify the
second security module 2. Since the conventional
verification mechanism is well known to those skilled
in the art, details thereof will be omitted herein for
the sake of brevity.

The flow goes to step 509 when the first security
module 1 successfully completed the verification of the
second security module 2 in step 508. Otherwise, the
security system 10 is configured to deny data
transmission through the first security meodule 1 and

the second security module 2.



Then, instep603, the second encryption/decryption unit 22 of the second security module 2 is operable
to decrypt the encrypted data received in step 602 usjng the first key obtained in step 514. In step 604,
the second security module 2 is operable to transmit the data decrypted in step 603 to the processing
unif[ 32. In addition, the method for securing transmission data may further include, prior to step 501, a
login In step 509, the first encryption/decryption unit
12 of the first security module 1 is operable to encrypt
the first verification data using the second public key
obtained in step 507, and then the first security medule
lisoperabletoprovidetheencryptedfirst verification
data to the second security module 2. In particular,
the first verificationdata is associatedwith the first
securitymodule 1, and is provided to the second security
module 2 for verifying the first security module 1. In
practice, the firxst verification unit 11 of the fixst
security module 1 is configured to dynamically generate
the first wverification data. Thus, the first
verificationdata isgeneratedwithinthe first security
module 1 such that the first verification data is
inaccessible tothe operating systemand theapplication
programs of the client device 3. Namely, the operating
system and the application programs cannot monitor,
access, and modify the first verification data.

In step 510, the second encryption/decryption unit
22 of the second security module 2 is operable to decrypt
the encrypted first verification data ocbtained in step
509 using the second private key. Then, in step 311,
the second verification unit 21 of the second security
module 2 is operable to verify the first security module
1 according to the first verification data decrypted

in step 510. The second security module 2 is further

configured to provide a result of verification to the



procedure for allowing the second security module 2 to -13- gain access to the security system 10.
Referring to Figures 1 and 4, the login procedure, for'.example, includes the following steps.
the second security module 2 is installed (for examplé; installation of the applicationprogramof the
second security module 2), the second security module 2 is operable to notify the first security module
2 to generate an identification code corresponding to the second security module 2 in step 611, The
irAt security fnpggle 1 dseperabte; imresnobse to the notification from the second security module in
step 611, to generate the identification code in step 612, and to provide the identification code to the
second security nidtile £ ibstepB28.s  1h SteSeIAPthe>Setond Besurity Ffdoduteeziv bperadble to

implement the Io%;érl_procedure usg the identification code received in step 613. T. en,g:e first
security mod{fet dﬁe’?‘ ' ﬁvfn

HACR variPile SGndXBERRANGGR DT A ihSaS it Eat

When

d.in

step 615. Only,after thedegin procedure is suqcessiully camplsied walkthe securityssysiemaQdbe

operable to implement the subsequent steps ofthe method for securing transmission data. In
particular, whenctbe firstsecuritytpotgld d deterinings iratamurees flettEnptoopibedtkatized
access to the memory unit 31 or a number of times of use of an incorrect identification code in the

login

Otherwise, the security system 10 is configured to deny
data transmission through the first security module 1
and the second security module 2. For example, when
the second security module 2 fails to verify the first
security module 1, the processing unit 32 cooperatively
associated with the second security module 2 is denied
to access the memory unit 31 electrically connected to
the first security module 1. Similarly, any one of the
devieces 4 connacted to the client device 3 through the
network 100 is authorized to access the memory unit 31
only after verification of said one of the devices 4
is successfully completed.

After the verification between the first and second
security modules 1, 2 is successfully completed, the
first key-generatingunit 13 ofthe first securitymodule
1 is operable to generate a pair of a first key and a
second key in step 512. Each ¢f the first and second
keys is used for encrypting data and for decrypting
encrypted data that is encrypted using the other one
of the first and second keys. In practice, the first
and second keys are generated also using the existing

asymmetric keyencryptionalgorithm. Then, instep313,



-14- procedure exceeds a predetermined number, the first security module 1 is operable to repeat
steps 612 and 613 to generate and provide a new idt_eﬁt_ification code to the second security module 2.
Then, the second security module 2 may use the new identification code to implement the login
procedure in step 614.  Referring to Figure 5, a s.econd preferred embodiment of a security system
20 according to this invention includes a first security module 1 and a second security module 2 that

are similar to #t8e HithE Fir e prefaried Embi@metY Pielsieratioad oftRe €dmEdrents bF &k first

and second security modules |, 2-.are.also similar t (tjtu se in the first preferred di t. in this
embodiment, r%ecf‘l'[}ygtls%é’uﬁé%loldﬁlg T8 (?o%ﬁd:uar%j f%r%lrﬁe%pa%gh’ é\jl hH's s%%\%{r)%,ean ‘Fss(%upled

to a transoeiviiyading && gpdia peryer Menayy ebadof dhe seper g+ikhersecend sepurigpmogule 2 is
configured for integration within a client device 3' connected to the server 5 through network 100, and

is coupled to amagsteiviy tihit3siang &hremeryonit 36ulb ineclleny debita 3n e d Tie sécepty
system 20 of this embodiment is configured to implement a method similar to the method of the first

preferred emB&iimeRt(Seb iy dré DF fordBERd the Bad Stbfed il hOBS¥H ietndr§ &Mt /52 of the
5 and i i li i 'a h i
e o easi ol e pevan LI OLLs et dake s Suthen die Seutly Sy

-15- 20 is corifigure implement Ission data between the server
5 and the clieshdavige 81 Kefeaing:tg bigues 2and &, the eethachte hedwplamented using-the

security system 20 of this embodiment is described as follows.
module 2 is operable to decrypt the encrypted fixrst key
using the second private key to thereby obtain the first
key.

Referring to Figures 1 and 3, when the processing
unit 32 requires access to data stored in the memory
unit 31, the first encryption/decryption unit 12 of the
first security module 1 is operable to encrypt data that
is to be transmitted using the second key in step 601,
Subsequently, the first security module 1 is operable
to transmit the encrypted data to the second security
module 2 in step 602.

Then, in step 603, the second encryption/decryption
unit 22 of the second security module 2 is operable to
decrypt the encrypted data received in step 602 using
the first key obtained in step 514. In step 604, the
second security module 2 is operable to transmit the
data decrypted in step 603 to the processing unit 32.

In addition, the method for securing transmission
data may further include, prior to step 501, a login

procedure for allowing the second security module 2 to



In steps 501 to 511, the first and second security modules 1, 2 of the security system 20 are operable
to verify each other . Inthis embodiment, the transce I}/&ng unit 51 of the server 5 and the transceiving
unit 35 of the client device 3' are configured to send and to receive the data to be used during the
verification, i.e., the firstpublickey, the encrypted second public key, and the encrypted first and second
verification data.  When the verification between the first security module land the second security

module 2 is siadeRsRIMFENTIdRd, tRETISESYSEESh FE LT mbBiulesRie 3 ftkdFaBurkP system
20 are operable to implemen s 512 14 eb tai irst n d key. In
this embodimtg(-i%lc',I the i?s??eé?ﬁ%om%dul{éqﬁs c%%lgg;ﬁledﬁtc? %sé‘egtﬂ%%s%cror?g {gy %Eggclﬁﬁgoﬁlét only the

data stored inihe saresmemerytmit 53w bulcplsottbe data transmitted from the server 5 to the client
device 3' through the first security module 1. Similarly, the second security module 2 is canfigured to

use the first key td‘@'&@&réﬁtﬂ GIfACRE daBLsibRed Wtﬁ%orﬁ‘é’fﬁ@ryzuﬁiﬁs&’b%f:é@&ﬁ*@ dat®Fansmitted
-16- from the client d?_wce 3! tggg%i%gﬁr g&ig%uglplg?e%%cefggt%%?é% I?Pg & 2m Qlf%ﬁ)éample,

when the servér b Heeds to transmi a to the client cryption/deeryption unit 11 of

the first security swadloskis @perablerte @agrypbthe dateeusing-tba deeanshkey ancibeltrarsceiving
unit 51 of the server 5 is subsequently operable to transmit the encrypted data to the client device 3'.

Then, the secdbntiseenity atotiglcDrerelve s thet &Rt datd AFbIGH HeYRAASCER/iMg BRIt 35 of the

client device 3,, and is operable,tq decrypt.the encrypteddatausingthe irst key obtai in step 514.
When the cliéht G&iée ngéldslt%%r%%g%%gaag]fgﬁe%%ﬁ/%r §gtg§ §esc%r31 %%ﬁﬁ)ﬁ%/d%@éption unit
22 of the secg@_@g%ityg@gyg_eia:@ ope/apledo enarypt thedatasysing the first key, and the
transceiving unit 35 of the client device 3' is subsequently operable to transmit the encrypted data to

the server 5. ThenTHesfirst gectiri@moduld ¥ feedivdsethk drfcgprRd 3athahrduyr hERIRERiving unit

51 of the server 5, and is operable to decrypt the encrypted data using t con ferring to
Figure 6, a thir8 p1; &nmdd £ &ﬁr%gﬂt%?aigglﬂitgéyxstesn% %8%%“0(%&%9?&? ?Fﬁ'é fﬁ\ish}(tilcl)r? i?]R%udes a

first security peduledragd a secgrgdsgerimaghle 2 da arersimias iohaaeiiesedp
embodiment, and a third security module 3 that is
612, and to provide the identification code to the second
security module 2 in step 613.

In step 614, the second security module 2 is operable
to implement the login procedure using the
identification code received in step 613. Then, the
first security module 1 is operable to verify the second
security module 2 and the identification code in step
615. Only after the login procedure is successfully
completed will the security system 10 be operable to
implement the subsequent steps of themethod for securing
transmission data.

Tn particular, when the first security module 1
determines that a number of attempts of unauthorized

access to the memory unit 31 or a number of times of

use of an incorrect identification code in the leogin



-17- associated. with third verification data_ The third security module 6 includes a third verification

unit 61, a third encryption/decryption unit 62, and a thjrd key-generating unit 63. In this embodiment,

the first security module 1 is configured for integration within averificationcenter 7, and is coupled. ,Q a

transcciving unit 37 of the verification center 7. The second security module 2 is configured for

integratiot within f|r client dewceg connectedﬁ é:ee verjfication ceng?r 7 thr g% n twor 100, and
t

is coupled toB’f%ﬁ? |vrh% (ift 38 oF the firsP &ifRAG ﬁ%%n? et%‘?ﬂ" &’fmty onfigured
for integration; within  sgcqnslalient device Szaapagiadiiodhe yerflicationesiss 7éhr9usm@e

network 100, and is coupled to a transceiving unit 39 of the second client device 9.  Referring to
Figures 6 and 1,3 methpdriensetwirmchrnsmissicd data b:aWeenﬂaneﬁmsE ane $econd clemedevice 8,

9 to be |mplemented by the securlty system 30 of theaﬂ éfrred embodiment includes th
following steps®  FiSt, 18 ARR SN Eb‘rﬂl&eifuﬁ%? -2 ofT(H(?Ee'cuﬁ@%ys?é?ﬁ%‘ e

operable o veri sach GNEIIR Sieps F03 40 ek e andpﬂér}o 51988 BQLipcaH oLihe Jigipreferred

embodiment as shown in Figure 2. Moreov rd security modules. 1, 6 are also
operable to veify eaghl etherrin t&rétepsgﬂhamﬂaaﬁdﬁepsﬂ 12 toeg20ahat are also similar to

steps 501 to 511 of the first preferred embodiment-

Referring to Figure 5, a second preferred embodiment
of a security system 20 according to this invention
includes a first security module 1 and a second security
module 2 that are similar to those of the first preferred
embodiment. The operations of the components of the
first and second security modules 1, 2 are also similar
to those in the first preferred embodiment. In this
embodiment, the first seacurity module 1 is econfigured
for integration within a server 5, and is coupled to
a transceiving unit 51 and a server memory unit 52 of
the server 5. The second securitymeodule2isconfigured
for integration within a eclient device 3’ connected to
the server 5 through network 100, and is coupled to a
transceiving unit 35 and a memory unit 36 of the client
device 3.

The security system 20 of this embodiment is
configured to implement a method similar te the method
of the first preferred embodiment (see Figure 2) for
securing the data stored in the server memory unit 52
of the server 5 and the data stored in the memory unit

36cftheclient device 3/. Further, the securitysystem



In step 712, the third key-generating unit 63 of the third security module 6 is operable to generate an
accessible third public key and a third private key corresponding to the third public key. In steps 713
and 714, the third encryption/decryption unit 62 of the third security module 6 is operable to encrypt
the third public key and the third verification data using the first public key, respectively. The encrypted
third public key is made public in step 713, and the encrypted third verification data is provided to the
first security rd@dulieSl if etef 7auredn diepsiB i@ e bperiion BEthe Fitst S&ctriti Addule 1 is

similar to steps. 506 te 509 with the third verificati at ird_public key instea: the second
verification data and Eh%gsé:c%ﬁcrjl %%'b %‘?(jéig/,kreas%ggi\% ;/% @\%?%Er?%@%i rg%\}:e?i%gaéogﬁﬁtgﬁ%f the first

security modwie 1 sHecaessiilyeerifies theridife seciiity medure 6inceiep Z14 ke #rst saearity module
1 is operable, in step 71U, to encrypt the first verification data using the third public key obtained in

step 716 and'@ plavidethe BRcFRd $Te V6T a6 8&ta ts heShird Bd&YinPMB8eR' 620 Then, the
third security g}Pd gsls (gﬁ%rggffb%&%cq@ tigpeg'ggﬂeéjdirgg/e@'@@ﬂgr&gqta using the -19- third
T

private key in step , and to veri e first security module 1 according to the first verification data in
step 720. Whenthe yeeficatié hetweehtfie fitshsedititerhoduld 1se thenvkrifieation cegter 7 and

each of the second security module 2 in the first client device 8 and_the third security module 6 in the

second client®Rdicd 9 9s SuccesSfully REmpREAT vk ity SR relafiguMPEF S ifsP security
module 1is Oes@@gﬁ%g%}?@&% pa ir gf 2 first keyand g secard keydn:stam £2le THem; dn step 722,

the first encryption/décryption unit 12 of the first security module 1 Is operable to encrypt the first key

using the secand. puldlit key andh& ererypetheSseznrd kédyeusingpthe derhpublic keyd Fhé éncrypted
first key and the engtr%pted second keg/,are made public. Ip,step 7%:, the second

encryption/deRfyptiBit uffit 32 Bfth8 $EESH secufity 3 B Rrade 18 FERy it e &iferypted first
key using the seeendRrivaieckey 4 therebybtajn the fustkeygnster’ 34 thefthkd tion,

encryption/decryption unit 62 of the third security module 6 is operable to decrypt the encrypted
second key using the thirel grivagetkgyptoliherdbyobtéin éhe Becord ey, second public

key, and the encrypted first and second verification
data.

When the verification between the first security
module 1 and the second security module 2 is successfully
completed, the first and second security modules 1, 2
of the security system20 are operable to implement steps
512 to 514 to thereby obtain the first key and the second
key. In this embodiment, the first security module 1
is configured to use the second key to secure not only
the data stored in the server memory unit 52, but also
the data transmitted from the server 5 to the client
device 3’ through the first security module 1.
Similarly, the second security module 2 is configured
to use the first key to secure not only the data stored

in the memoxy unit 36, but also the data transmitted



When the first client device 8 needs to transmit data to the second client device 9, the second
encryption/decryption unit 22 of the second security -20- module 1 is operable to encrypt the data
using the first key, and the transceiving unit 38 of the first client device 8 is subsequently operable to
transmit the encrypted data to the second client device 9 through the network 100. Then, the third
security module receives the encrypted data through the transceiving unit 39 of the second client

device 9, andfi§ Wpeiabie ©HLeRbt FeBhESpRd dafa tdify BRSERSN P k&) DAUEE offe® hand,
when the secggg (§Iri]ec§1t g%\é er?lggled[ﬁ é(&Hglésnyt.data to the first client device 8, the third
of the thir

encryption/decryption unit security module 6 is operable to encrypt the data using the

second key, and tRe ffangaeiyng: | Ini38mfithe seeand=clichtdayite ¢ is subsagueintydepesable to
transmit the encrypted data to the first client device 8. Then, the second security module 2 receive.,

the encrypted-@a @n%&él?fhfa ‘E’rSr"@cEF\‘viﬁé urlitd® S the kP AkHPdeRR 8185F ¥RBbeRBIe to
decrypt the englypied alfusing. Ieyfistkey, o 03 SWYMARaNee fhelianspitisaiala iepncrypted

using one of irst and second keys, the encrypted data cannot be decrypted without the other one
of the first andsegonsitkeys whendbe encrypted glata: isestoler.ocksraireskitt ythe stoleh endrgpted data is
useless. Therefore( the method for securing transmission data of this invention provides multiple

protections td-hBREESHH LB KE: theTitst¥hd 'SBEortkeyS famd the -5H3S 8E4@h td Have a
relatively safeymethed for sgeuring daip;hased ondhe eYsINGENERPHOR 8I00HKINS: 1 ent

device 3. Then, the second security module 2 receives
the encrypted data through the transceiving unit 35 of
the client device 3/, and is operable to decrypt the
encrypted data using the first key obtained in step 514.
When the client device 3’ needs to transmit data to the
server 5, the second encryption/decryption unit 22 of
the second security module 2 is operable to encrypt the
data using the first key, and the transceiving undt 35
of the client device 3’ is subsequently operable to
transmit the encrypted data to the sexver 5. Then, the
first security meodule 1 receives the encrypted data
through the transceiving unit 51 of the server 5, and
is operable to decrypt the encrypted data using the
second key.

Referring to Figure 6, a third preferred embodiment
of a security system 30 according to this invention
includes a first security module 1 and a second security
module 2 that are similar to the first preferred

embodiment, and a third security module 3 that is



Therefore, an object of the present invention in to provide a method for securing transmission data.
Accordingly, method for securing transmission data oyhis invention is to be implemented by a security

system that includes a first security module associated with first verification data and a second security

Inodule associated with second verification data The first security module includes a first public key
and a first private key correspondin%;o the first public key. The second security module includes a

second publi@ﬁ@%ﬂ%@@oﬁﬂ’pﬁ tf,;}k’é’y’%@_rré%SFrcfﬂgc@Weoé’éc&ﬁi%blic K&HeT hE]'_hiie'ﬂ%d
comprises thg étge&gft' v @%@ﬂgur@gf&%fi@&g%urgy @ﬁq#ﬁl%to T}e)ét%védfé;géﬁit O%Jb{lﬁ_i l§_e to the

second security modul€; Iguring the second security modu e second public

key using thegfirst publip keys ang éq:dgr@\ﬂ'tie_oﬁ? aeEyRiectsegand; public key toythe fisstogeuriy
module;  c¢) configuring the second security module to encrypt the second verification data
associated theegwvity @siag theffirsy puhlictkeyIeceilad infsiep a@nlaod tapeavide theentdypted
second verification data to the first security module;  d) configuring the first security module to

decrypt the eR&GMEd Sabmadubie Keyirécenddin ¢iehay) fisingipsegration within

averificationcenter 7, andiscoupled toa transceiving
unit 37 of the verification center 7. The second
security module 2 is configured for integration within
a first client device 8 connected to the verification
center 7 through network 100, and is coupled to a
transceiving unit 38 of the first client device 8. The
third security module 6 is configured for integration
within a second client device 9 connected to the
verification center 7 through the network 100, and is
coupled to a transceiving unit 39 of the second client
device 9.

Refexring to Figures 6 and 7, a method for securing
transmission data betwean the first and second client
device 8, 9 to be implemented by the security system
30 of the third preferred embodiment includes the
following steps.

First, the first and second security modules 1, 2
of the security system 30 are operable to verify each
other in steps 701 to 711 that are similar to steps 501
to 511 of the first preferred embodiment as shown in
Figure 2. Moreover, the firxst and third security

modules 1, 6 are also operable to verify each othex in



data stored in the memory unit 31, 52, 36. Any data Stv.l.en ICC= an unauthorized channel cannot jio
used for any other purpose. Thus, security and safetylg_f the data are certainly enhanced. -23-
CLAIMS 1. A method for securing transmission data to be emented by a security system that
includes a first security module associated with first verification data and a second security module

associated wiéq_‘%ﬁgndm rifi%?lti@n ’?6‘? It%%( ;;Sétﬁ%%gty oiju{?dnq%n%%grﬁt C%uggc léﬁsand a first

private key corresponding to thefirst pub € Second Security module Includinga Second public
key and a segong priwate kqy cgrregpendinpito the sgqond publig key, gai¢ methgd: egmaprising the

steps of @) configuring the first security module to provide the first publ.io key to the second security

module;  bRudrfiguringntie.second security module to encrypt the second public key using the first

Pl ke, and t0 B R Y P R L B Ry S e S DR WG RO £ the
third security module 6 is operable to generate an
accessible third public key and a third private key
corresponding to the third public key. In steps 713
and 714, the third encryption/decryption unit 62 of the
third security module 6 is operable to encrypt the third
public key and the third verification data using the
first public key, respectively. The encrypted third
public key is made public in step 713, and the encrypted
thirdverificationdataisprovidedtothe first security
module 1 in step 714.

In steps 715 to 718, operation of the first security
module 1 is similar to steps 506 to 502 with the third
verification data and the third public key instead of
the second verification data and the second public key,
respectively. When the first verification unit 11 of
the first security module 1 successfully verifies the
third security module 6 in step 717, the first security
module 1 is operable, in step 718, to encrypt the first
verification data using the third public key obtained
in step 716 and to provide the encrypted first
verification data to the third security module 6.

Then, the third security module 6 is operable to

decrypt the encrypted first verification data using the



c¢) configuring the second security module to encrypt the second verification data associated therewith
L.t.i.neg the first public key received in step a) f and t Eﬁrovide the encrypted second verification data
to the first security module; d) configuring the first security module to decrypt the encrypted
Second public key received in step b) using the first private key, to thereby obtain the second public

key; e) configuring the first security module to encr =24- the,first verification data asspciated
therewith us?n Jtr’l-'geés c%"ﬁg %e&b ic %}V/ olﬁféir?e%elﬁj s):gip%’) ,aalﬁg tg‘ %rc‘i{/led%]tgg ecrifacl?yept%sd‘ ﬁr%%cverific

tion data to tge sagepd segwiymadyles « B senfiguringdthe fiest sgqusity Madiuerandhg second

security module to verify each other using the encrypted second verification data and the encrypted
first verificatida datairaceiviedin $t&s.c) and e), respectively; and  0) configuring the security
system to allow data transmissionthroughthe first. security module and the second security module

when verification W& RcdsRiIly Somiptet&Rih SR Petween the Iirst security

module 1 in the verification center 7 and each of the
second security module 2'in the first client device 8
and the third security module 6 in the second client
device 9 is successfully completed, the first
key-generating unit 13 of the first security module 1
is operable to generate a pair of a first key and a second
key in step 721. Then, in step 722, the fixst
encryption/decryption unit 12 of the first security
module 1 is operable to encrypt the first key using the
second public key and to encrypt the second key using
the third public key. The encrypted first key and the
encrypted second key are made public.

In step 723, the second encryption/decryption unit
22 of the second securitymodule 2 is operable to decrypt
the encrypted first key using the second private key
to thereby obtain the first key. In step 724, the third
encryption/decryption unit 62 of the third security
module 6 is operable to decrypt the encrypted second
key using the third private key to thereby obtain the
second key.

When the first client device 8 needs to transmit data
to the second client device 9, the second

encryption/decryption unit 22 of the second security



2. The method as claimed in Claim 1, further comprising , prior to step a), the steps of..  configuring
the first security moduic to generate an identification_ciagle corresponding to the second
securitymodule, and to provide. the identification codé to the second security module; and

configuring the security system to implement steps a) to g) after the second security module

successfully completes a login procedure for gaining access, to the security system using the
dentificatioMGRIEL 8. TbSRIBE A0 LS et FROKMPL diltremahd RGeS B gty

sub steps ok ¢ arf) &Oﬁ%g;tfg gdredisteeqinmadiiale deenph e enenypied sacond

verification dafd feceived in's using the first private key to thereby o e second verification
data, and tcyerify e secondseguritsmedismusing thepseeensverificati.ca tda shustobtained; and

f2) configuring the second security module to decrypt the encrypted first verification data received in

step e) using thesgpdreidridas ke\E© thidrebyesbramiitie Gilst. 9B/ fickEiTd @ata Jafd b e@y the. first

%mumynm%ﬂ%wﬂggn%@ﬁaf86wcm?ﬂgg?ﬂ%ﬁngT?%d security module 6
receives the encrypted data through the transceiving
unit 39 of the second client device 9, and is operable
to decrxypt the encrypted data using the second key. On
the other hand, when the second client device 9 needs
to transmit data to the first client device 8, the third
encryption/decryption unit 62 of the third security
module 6 is operable to encrypt the data using the second
key, and the transceiving unit 39 of the second client
device 9 is subseguently operable to transmit the
encrypted data to the first ¢lient device 8. Then, the
second security module 2 receives the encrypted data
through the transceiving unit 38 of the first client
device 8, and is operable to decrypt the encrypted data
using the first key.

ITn summary, since the transmitted data is encrypted
using one of the first and second keys, the encrypted
data cannot be decrypted without the othex one of the
first and second keys when the encrypted data is stolen.
As a result, the stolen encrypted data is useless.
Therefore, the method for securing transmission data

of this invention provides multiple protections to the

second public key, the first and second keys, and the



. The method as claimed in Claim 1hez.- comprising pri.or to step g) , the following steps of 1)
configuring the first security module to generate a fir§£t{<_ey and a second key each of which is used for
encrypting data and for decrypting encrypted data that’is encrypted using the other one of the first and
second keys; and 1) configuring the first security module to encrypt the first key using the second

The method A CamEs It A Whe e 5] SO T iy Sib oot g2 2entguing
the first securita madbaedcrygpt 2Be existing encryption algorithms.

Thexrefore, an object of the present invention is to
provide a method for securing transmission data.

Accordingly, amethod for securing transmissiondata
of this invention is to be implemented by a security
system that includes a first security module asscociated
with first verificationdataanda secondsecuritymodule
associated with second verification data. The first
security module includes a first public key and a first
private key corresponding to the £irst public key., The
second security module includes a second public key and
a second private key corresponding to the second public
key. The method comprises the steps of:

a) configuring the first security module to provide
the first public key to the second security module;

b) configuring the second security module to encrypt
the second public key using the first public key, and
to provide the encrypted second public key to the first
security module;

c) configuring the second security module to encrypt
the second verification data associated therewithusing
the first public key received in step a), and to provide
the encrypted second verification data to the first
security module;

d) configuring the first security module to decrypt

the encrypted second public key received in step b) using



data that is to be transmitted using the second key" and to transmit the encrypted data to the second
security module; and 921 configuring the second sigg_uritymodule to deer pt the encrypted first key
received in step ii) using the second private key to théfeby obtain the first key, and to decrypt the
encrypted data received in sub-step gl) using the first key thus obtained. G. The method as claimed in
Claim 4, wherei.n step g) udes the following sub-steps of: configuring the seccnd security module

to decrypt tidseheryped it kdyreEdnRdMe BER 1) Bdidthe 3econd privhfe keytB Yhefebydbtain

the first key; onfigurin rify. ; QQH! pcrypt that is tQ bg traggmitted

using the firss.tigé é]%s%;%ﬁllngd},{j }nﬁg ra%ifrr?it %e@ancry%%?dé data%o ?ﬁ?ﬁrﬁ%ecurity m%gule; and
95) configuring yheofirstesecyrift-modide to dderypt, the enaryptedydatan b ceimdtkin gule Stefy §4) using
the second key. 7. The method as claimed in Claim 4, the security system further including a third

security racAifid thafig Gs<othied Wt Yhird VBAMRERH data and that includes a third public key and a
third private key corresponding to the third public key,



-27-  said method further comprising the step of configuring the security system to implement steps
a) to g) with the third security module, the third verific_%i_on data, the third public key and the third
private key instead of the second security module, thé'second verification data, the second public key
and the second private key, respectively, such that data transmission through the second security
module and the third security module is allowed in step g) when the first and second security modules
have succesgitflyryggfied each other and when the first and third security modules have successfully
verified each other. 8. The method as claimed in Claim 7, wherein, in step ii), the first security module
is further cordfigurdd taneriehptithefsetond &eyuusingghe third pablit keyi obtaingd tnestep d) abe:to

ide th ted to the third security module. D. The methad as claimed in Claim 8,
Wherein step DY HETEChE Py STRSHALGH = GoF EUATb ity HESbEARA Semuriy Roele t

ot KoY. 87y SRS e coperd aou e D et S (har e o b harb i using
the first key thasl olstaises; amdito sransarntithy entoypted data sethe il 2d8-with second
verification data, the first security module including
a first public key anda first private key corresponding
to the first public key, the second security module
including a second public key and a second private key
corresponding to the second public key, said method
comprising the steps of:

a) configuring the first security module to provide
the first public key to the second security module;

b) configuring the second security module to encrypt
the second public key using the first public key, and
to provide the encrypted second public key to the firxst
security module;

c) configuring the second security module £to encrypt
the secondverificationdata associated therewithusing
the first public key received in step a), and to provide
the encrypted second verificaticn data to the first
security module;

d) configuring the first security module to decrypt
the encrypted second public key received in stepb) using
the first private key, to thereby obtain the second
public key;

e) configuring the first security module to encrypt



security module; and  ge) configuring the third security modu to decrypt the encrypted second key
received in step ) using the third private key to theret_)%(49btain the second key, and to decrypt the
encrypted data received in sub-step g7) using the second key thus obtained. 10. The method as
claimed in Claimwherein step g) includes the following sub- steps of:  g9) configuring the third
security module to decrypt the encrypted second keﬁ/‘] received in step ii) using the third private key to

thereby obtanftfe Sédond KEG ' 1 Hie)brfRiriAg the RifFReEdriVifclid® eReit dabdha s o
be transmittqdysi tg% ¢ tai d.tq transmit the epcrypted data to the second
security module; a%% g%:g)ﬁ#(gu%i?gq?ﬁgbsgcﬁ%%g@c%%ylrﬁoﬁn&% oggdry%ﬁﬁege%c?ﬁ?e'ﬁjﬂi?key
received in stepd) using iherseeend priveda:key da-thereysabiabmthe firstkey.ang fpdeeyRt theg
encrypted data received in sub-step g10) using the first key thus obtained. 11. A security system for
securing trar®s# a6 Bata Msadsbeutity system comprising:

f) configuring the first security module and thes
second security module to verify each other using the
encrypted second verification data and the encrypted
first verification data received in steps c) and e),
respectively: and

g} configuring the security system to allow data
transmission through the first security module and the

second security module when verification is

successfully completed in step f).

2. The method as claimed in Claim 1, further comprising,
prior to step a), the steps of:

configuring the first security module tc generate
an identification code corresponding to the second
security module, and te provide the identification code
to the second security module; and

configuring the security system to implement steps
a) to g) after the second security module successfully
completes & login procedure for gaining access to the

security system using the identification code.

3. The method as ¢laimed in Claim 1, wherein step £f)

includes the following sub-steps of:



a first security module that is associated with first verification data, and that includes a first
encryption/decryption unit, a first verification unit, -29- and a firs key-generating unit for generating an
accessible first public key and a first private key corresponding to the first public key; and  a second
security module that is associated with second verification data, that is configured to obtain the first
public key from said first security module, and that includes a second encryption/decryption unit, a

second verificatioh bihitC 8t SHE S @ L §en dr dtin g LR 9ot G Akt CHsbEBnE PUBRCIEY Rifd a
second priv%tg ke corresE;n nding to the second L_Ig_:)lic kee/' saéd econd encr)(pti%:/decg tion unit
being operabl % ﬁccrfl:ﬁf es.%c: ﬁ(f'&]'b c‘r@f ndltﬁeasejcgﬂb SHnlafichtat & glfﬂe | &%ublic
key, and to prpvidestha @neryiredsesend Qﬁ‘?&ed@iéndc@%e&%yrﬁ@?bﬁ?éw \eHficatiqn dagaeto said
first security module, said first encryption/decryption unit being operable to decrypt the encrypted
second publisskep aad theerici/pred sécond vaifieatioradath using the Xirst privath &eyste theredy
obtain the second pyblic key and the second verification data, to encrypt the first verification data
using the s&&ﬂ%ﬁlﬁ%é@ﬂﬁ%t&iﬁé&ﬁnﬁ%&pﬁ%% gﬁcﬁ?pédcﬁ?s'{' Y& Gfiorfu s Hsaid

second secu.gytrgq_q,%ed: said irst verification unit being opkrabie tc verify said Second security
module based upon the second verification data decrypted and obtained by said first:

encryption/decryipn unith £iguring the second securitymodule todecrypt
the encrxypted first verification data received in step
@) using the s=cond private key to thereby obtain the
firstverificationdata, andtoverifythe first security

module using the fixst verification data thus obtained.

4. The method as claimad in Claim 1, furthex comprising,
prior to step g), the following steps of:

i) configuring the first security module to gesnerate
a first key and a second key each of which is used for
encrypting data and for decrypting encrypted data that
is encrypted using the other one of the £first and second
keys; and

ii) configuring the first security module to encrypt
the first key using the second public key obtadned in
step d), and to provide the encrypted first key to the

second security module.

5. The method as claimed in Claim 4, wherein step g)
includes the following sub-steps of:

gl) configuring the first security module to encrypt



-30- said second encryption/decryption unit being further operable to decrypt the encrypted first
verification data using the second private key to obtain the first verification data;  said second
verification unit being operable to verity said first security module based upon the first verification data
decrypted and obtained by said second encryption/decryption unit;  said security system being

operable to allow data transmission through said first security module and said  end security module
when veritcat®f bétwebrdaid fsitseclty hodeSiht shigl Sestthd Becufiyncar G ckeskiully

veritcatién Eenebe y RN i detihd 38cUR TR W okt
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nding to said second securty module, an
provide the ideatH'gatian cededo said second security module: and

g2) configuring the secondsecuritymodule todecrypt
the encrypted first key received in step ii) using the
second private key to thereby cbtain the first key, and
to decrypt the encrypted data received in sub-step gl)

using the first key thus obtained.

6. The method as claimed in Claim 4, wherein step g)
includes the following sub-steps of:

g3) configuring the seccnd securitymodule todecrypt
the encrypted first key received in step ii) using the
second private key to thereby obtain the first key;

g4) configuring the second securitymodule toencrypt
data that is to ba transmitted using the Zirst key thus
obtained, and to transmit the encrypteddata to the first
gsecurity module; and

g5) configuring the first security module to decrypt
the encrypted data received in sub-step g4) using the

gecond key.

7. The method as claimad in Claim 4, the security systen
further including a third security mcdule that is
associated with third wverification data and that
includes a third public key and a third private ksy

corresponding to the third public key,



said second security module is operable only after a login procedure for gaining acc.ess to said
security system using the identification code received f7 in said first security module is successfully
complete y said second security module, -31- successfully verified each other,  said first
key-generating unit of said first security module is operable to further generate a first key and a second
key each of which is used for encrypting data and for decrypting encrypted data that is encrypted using

the other one of the first,and sec keys; Id first engr. 'on%j ryption.unif of said fitst segurity
module is further opée’rggkcé!11 to é“h%?%/ngt" t efirjg%]k%a?/%%i%g th%%%%’orn %%gq% ke#&%d to%)ro ide t%cefj

encrypted first key#cersaidisecard secsrityeaedules vy said sesondencryptionvtiennyptareynit of said
Second security module is further operable to decrypt the encrypted first kerif| using the second private

key to thereby dbBain@He filsLEdy: t&fd fitdR xSy pRARBEYHOn MG Riner Sfefabls fotdirypt
data that is to bg g@(;{ﬁf‘i"&%deﬁsm the second key andtp irangmit the epgrypied data said seepnd

security module, and said second encryption/decryption unit’is further operable to decrypt the

encrypted data frenhsaid dirft sgcuinty medule aiimgtiee fisstkeydhaschiainddyanddule, the
second verification data, the second public key and the
second private key, respectively, such that data
transmission through the second security module and the
third security module is allowed in step g) when the
first and second security modules have successfully

verified each other and when the first and third security

modules have successfully verified each other.

8. The method as claimed in Claim 7, wherein, in step
ii), the first security module is further configured
to encrypt the second key using the third public key
obtained in step d), and to provide the encrypted second

key to the third security module.

9. The method as claimed in Claim 8, wherein step g)
includes the following sub-steps of:
g6) configuring the second securitymodule todecrypt
the encrypted first key received in step ii) using the
second private key to thereby obtain the first key:
g7) configuring the second securitymodule toencrypt
data that is to be transmitted using the first key thus

obtained, and to transmit the encrypteddata to the third



said second encryption/decryption unit is further operable to encrypt data that is to be transmitted
using the first key thus obtained and to transmit the epngrypted data to said first security module, and
said first encryption/decryption unit is further operablée To decrypt the encrypted data from said second
security -32- module using the second keys 19. The security system as claimed in Claim 11, wherein
said first secgg)éggq_ IS ﬁg@'glirgd’_ fo dware integration within a computer having an operating
system and an application program, and the Tirst private key generated by said first key-generating unit

is inaccessible to fe ppeatifg. systedrand:the applicatps prearamioftheocombetal o THe sacyfity
system as claimed in Claim 19, wherein:  said firsc verification unit of said first security module is
further operable@o @pniichegemeaemd fitg yerfivatonuat, bndinepstvelifivaicmdatahieus

generated is inac¢cessible to the operating system and the lication program of the computer;
it socond LS RIS, Bt iiBE B LTI Dby SERERG) (HE YomiAek
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processor of the comp
using the second key thus obtained.

10. The method as claimed in Claim 8, wherein step g)
includes the following sub-steps of:

g%) configuring the third security module to decrypt
the encrypted second key received in step ii) using the
third private key to thereby obtain the second key:

gl0) configuring the third securitymodule toencrypt
data that is to be transmitted using the secoend key thus
obtained, and to transmit the encrypted data to the
second security module; and

gll) configuring the second security module to
decrypt the encrypted first key received in step ii)
using the second private key to thereby obtain the first
key, and to decrypt the encrypted data xeceived in

sub=-step gl0) using the first key thus obtained.

11. A security system for securing transmission data,
sald security system comprising:

a first securitymodule that is assoclatedwith first
verification data, and that includes a first

encryption/decryptionunit, a first verification unit,



said second verification unit of said second security module is further operable to generate the second
verification data according to a verification rule dynanai&ally generated by said first verification unit of
said first security module. et

and a first key-generating unit for generating an
accessible first public key and a first private Kkey
corresponding to the first public key; and
a second security medule that is associated with
second verification data, that is configured teo cbtain
the first public key from said first security module,
and that includes a second encryption/decryption unit,
a second verification unit, and a second key-generating
unit for generating a second public key and a second
private key corresponding teo the second public key’
said second encryption/decryption unit being
operable to encrypt the second public key and the second
verification data using the first public key, and to
provide the encrypted secondpublic keyandtheencrypted
second verification data to said first security module;
said first encryption/decryption unit being
operable to decrypt the encrypted second public key and
the encrypted second verification data using the first
private key to thereby obtain the second public key and
the second verification data, to encrypt the first
verification data using the second public key thus
obtained, and to provide the encrypted first
verification data to said second security module;
saidfirstverificationunitbeingopeérable toverify
said second security module based upon the second
verification data decrypted and obtained by said first

encryption/decryption unit;
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said second encryprtion/decryption unit being
further operable to decrypt the encrypted first
verificationdata using the secondprivate key to obtain
the first verificaticon data;

said second verification unit being operable to
verify said first security module based upon the first
verification data decrypted and obtainad by said second
encryption/decryption unit;

said security system being operable to allow data
transmission through said first securitymodule and said
second security medule when verification between said
first security module and said second security module

is successiully completed.

12. The security system as claimed in Claim 11, wherein:

said first security medule is operable Lo generate
an identificaticn code corresponding to saild second
security module, and to provide the identification ccde
to said second security medule; and

said second security module is operable only after
a login procedure for gaining access to said security
systemusing the identification code received fxom sald
first security module is successfully completed by said

second sscurity mcdule.

13. The security system as claimed in Claim 11, wherein,

after said first and second security modules have
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successfully verified each other,

saidfirst key~-generatingunit of saidfirst security
module is operable to further generate a first key and
a second key each of which is used for encrypting data
and fordecryptingencrypteddata that isencryptedusing
the other one of the first and second keys;

saild first encryption/decryption'unit of said first
securitymodule is further operable to encrypt the first
key using the second public key, and to provide the
encrypted first key to said second security module;

said second encryption/decryption unit of said
second security meodule is further operable to decrypt
the encrypted first key using the second private key
to thereby obtain the first key;

said first encryption/decryption unit is further
operable to encrypt data that is to be transmitted using
the second key and to transﬁit the encrypted data to
said second security module, and said seccond
encryption/decryption unit 1is further operable to
decrypt the encrypted data from said first security
module using the first key thus obtained; and

sald second encryption/decryption unit is further
operable to encrypt data that is to be transmitted using
the first key thus obtained andto transmit the encrypted
data to said first security module, and said first
encryption/decryption unit is further operable to

decrypt the encrypted data from said second security
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module using the second key.

14. The security system as claimed in Claim 11, wherein
said first security module is configured for hardware
integrationwithin a computer having anoperating system
and an application progrxam, and the first private key
generated by said first kangenerating unit is
inaccessible to the operating systemand the application

program of the computer.

15, The security system as claimed in Claim 14, wherein:

said first verification unit of said first security
module is further operable to dynamically generate the
firstverificationdata, andthe firstverificationdata
thus generated is inaccessible to the operating system
and the application program of the computer;

salidsecond securitymedule is anapplicationprogram
stored in a memory device of the computer electrically
connected to said first security module, and is
configured for implementation by a processor of the
computer; and

saidsecondverificationunit of saidsecondsecurity
module is further operable to generate the second
vaerification data according to a verification rule
dynamically generated by said first verification unit

of said first security module,



