TI ME STAWVPI NG SYSTEM FOR ELECTRONI C DOCUMVENTS AND PROGRAM MEDI UM FOR THE
SAME ABSTRACT OF THE DI SCLOSURE (bj ect: To provide a tine stanping system
for electronic docunents making it possible to easily provide a tinme stanp
certifying date and tinme of a docunent prepared with general purpose
docunent TEMEPSTaMPONGSS¥5BEME FOROEBECTRONI€aPOCYMERNESaaNDr @ReGramer i fy t he
time data and a_program nediumfor the sane. Solution: The electronic
documnt%m&gﬂ&aﬁ&gtion 20 at a client site has a first docunent
preparation term nal device 30 and a second docunent preparation term nal
devi ce 40. Wen the docuABSTRAECSBIOK THETISChaISIURE ce 30 transnmits the
prepared docunent and a tinme stanp request nessage 31 to the tine stanp

i ssuing server 12, and time stanp issuing server 12 assigns electronic
signatures with the signature generation secret keys Klerr], Klerr] and
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verificatian. r&e t er m nal .(%ev}lce. 30 .and the term nal gevi ce 40 can verify

the si grifstyenchacqratelysigrity he Jimne dathenda progrudy mediymfor the same.

signature verification public key Klerr]. . L .
Solution: The electronic document preparing organization 20 at a client

site has a first document preparation terminal device 30 and a second document
10 preparation terminal device 40. When the document preparation terminal
device 30 transmits the prepared document and a time stamp request message
31 to the time stamp issuing server 12, and time stamp issuing server 12
assigns electronic signatures with the signature generation secret keys Ky, Kq»
and returns the data to the document preparation terminal device 30. The
15 document preparation terminal device 40 a document file with the time stamp
received from the terminal device 30 assigned therein and a time stamp
verification request message 41 to the time stamp verification server 13. The
time stamp verification server 13 verifies the time stamp with the signature
verification secret key K., and returns a result of the verification. The
20 terminal device 30 and the terminal device 40 can verify the signature and the

result of verification respectively with the signature verification public key K.
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