11

* Datsextraction
+ Dataencryption
+ Flletransfer

-

177

Datadecryption
Datamapping &
conversion
Dataencryption
File transfer

Figure 1

.’._...—'

12

* Datarecelved

+ Datadecryption

* Dataformat validation
» Dataprocessing




11

217

B 102
Decryption Module Encryption Module
//
03— | : — 101
Extraction Module | —— |
Transmitter Receiver
L —1 105
104 — |
9
304
\ 302
\--.., . . _‘-"“'/
Receiver Decryption Module
| 8
2l /71— Processor
p Transmitter Encryption Module
5
// N\
303 \
301
9
l\ 204
205 B
— . .
T Receiver Transmitter 1|
0
Extraction Module
202 ——7 | Encryption Module Decryption Module

Figure 2

203

12



3/7

DR Message Setver

DR Web Ditspateber

Figure 3



11

FIRST NODE

. Sends back confirmation
Q—

4/7

_sends Hello"-message to server

d{gmer sends cert and asks for cert

o S8Nds cert, encrypted secret key,
) and list of supported cryplo algorithmd™

Lo = —. TARTT T

__Encrypted Sessmn establishefi >

12

S—

SECOND NODE

Figure 4




5/7

STAKEHOLDER SPECIFICATIONS

REQUIREMENTS ENGINEER REQUIREMENTS

SECURITY
SECURITY EXPERT SECURITY MODEL

TEST MODEL

TEST ENGINEER VERIFICATION EXPERT JAVA CODE

APPLICATION STAKEHOLDER

RISK ANALYST

Figure 5




6/7

11 12

.

Data Protection and Security (“DP}”)

Dutgoing
{Folder(

- File{Received(in :
(encryoted{format % - File(to(be(sent(in
( (encrypted(format(
' - File(placed(in - File(placed(in
[ (;elsdpecsve(cllenl (respec6 ve(client
(folder( (folder{awai6 ng(to
{send(to(bank(

Figure 6



7/7

Figure 7



