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ClaimtafiRriority:
U.S. Provisional Application entitted SYSTEM AND METHOD

FOR PROVIDING CHANNELS IN APPLICATION SERVER AND
TRANSACTION-BASED SYSTEMS, Application No. 60/572,646, filed May
19, 2004 by Andrew Piper (Atty. Docket No.: BEAS-01549US0), and
incorporated herein by reference.

U.S. Patent Application entitled SYSTEM AND METHOD FOR
PROVIDING CHANNELS IN APPLICATION SERVER AND
TRANSACTION-BASED SYSTEMS, Application No. .
filed May 16, 2005 by Andrew Piper (Atty. Docket No. BEAS-01549US1),

and incorporated herein by reference.

Field of the Invention:

The invention is related generally to application servers,
messaging systems, and transaction-based systems, and specifically to a

system and method for providing channels in those systems.
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30 WD 2005/ 114233 PCT/ US2005/ 017506 -2 Background: In
an application server environnent, such as that
wee@sidead in  the WebLogi c Server (WL.S) produckCT/Ds2u05/017506
BEA Syst ens, Inc., network 5 channels, hereafter to
referred to as "channels", are provided to allow
external network traffic to be segregated as it
arrives or |eaves the séfver. Network channels all ow
a systemadm nistrator to configure additional ports
with one or nore WebLogi c Server instances or clusters
(ports in addition to the required Listen Port and
SSL Listen Port). A network channel defines 10 the
basic attributes for a new network connection to
Bagkgreund:server, including for exanple: The protocols

th t HTTP, HITP T3, T3S ..

bataur NP RieRREh e e hEEoE, suEkiaf fhih PESEdee in
thE WBBLbGidISetver (v%«ﬁ_s?ﬁf c fdRPPEN & aeﬁﬁf, IhdEnetwork

connection such as Ogl n tinnmeou val ue, maxi mum

chappeky besdafter to et taldg "chaanelsénare modidedde\sdiods .

el ariir R Bres SROGRAGLas LAVes obIRAYAP CAS semker
N MK S e BYSe Al B ContRick 2alpof s

wittoohé guneatedd/ ebL ogicrBarveninstaneesior dustersAportsiis additioprto
Consol e, and then one or nore channels can be added to

the sequirad lstan RoftirndidRhilistendian). A seigrk chaarakdefinash
thglﬂa‘slo"ét?nb?ﬁéé’ flra 8 ﬁé\R} efinHJ &by &%BH% ngﬂé@@ Ybdon

server EeRUSE Th angi
including for example:

The protocols the connection supports (HTTP, HTTPS, T3, T3S,
COM).

Default listen ports to use for secure and non-secure communication.

Default properties for the connection such as the login timeout value,
maximum message sizes, and default user names and passwords.

Whether or not the connection supports tunneling.

Whether the connection can be used to communicate with other
WebLogic Servers in the domain, or can be used only for communication
with clients.

Channels are configured as distinct entities in the
Administration Console, and then one or more channels can be added to
servers within the domain. Using a single channel with multiple servers can
simplify network configuration for a server domain, because changing the
channel configuration automatically changes the connection attributes of all
servers that use the channel. Using mulitiple channels with a single server
helps the administrator to segment network traffic by protocol, listen ports, or

any other channel configuration property. In a clustered environment,
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connection attributes of all servers that use the

web@aned233 Usi ng nul ti pl e channels with a singl BCHES2005/017506

hel ps the adm nistrator to segnment network traffic by
protocol, listen ports, or any other channe
configuration property. In a clustered environnent, WO
2005/ 114233 PCT/ US2005/ 017506 -3 channel s al so
provide the ability to configure clustered server
instances on a single NIC, using different port
nunbers. After configuring and assigning network

chaameisladso plowidesithes abikity taiconfig@e cpstersthéénebfFdtances on a
nnel overrjdes (also known as network 5 access

ch .
sihgiNey. ueing difterenhoré REAMEIS set ti ngs on an i ndi vi dual

or ot ocol s/ e Bt SHERRLbo G fpaf RN Gky the
atimiitisirbiios capptioHEMPUSe ERENGITGVRMFEY TN kh@ih @8 network
channel s. This deprecates the requirenent for

agesspapoints) &0 finedune gbanmeltsetiings oan indipdeabserveheThis
. il ] dormai n- wi de adni t. Th

iR JohoR 191 3l Rt iR dsald: ShrDar O Bonaesion e
NATUiEeNIS, SRy sBSpER TSt dUstmAMniRfstratiBR BhahiA Y SFhis al |

of the above-described features are targete
depreeatds thg reguisemant fartseover-levelfdviecridddebuioddes matf i ¢

that |s,internal to the erver | till generall

dERIBCRIRING TARIY HEREITAF § dOMATBe admin@ek  These channels
: . _ or . Ll

o0 B O SISy ISR P8 KRS B brfhan ome o

thest.work traffic, usually for security or perfornmance

reasons. ] n addition, custoners would like to be able
to have fiiRWevenalahthe abgyerdescribed featutas aral targates ek

cAEl S R EPE A Yot e IR TS
sérvexiststit! gemeralfstdried @vad prapristaygtoRORE However,
application server customers are increasingly demanding the ability to also
segregate internal network traffic, usually for security or performance
reasons. In addition, customers would like to be able to have finer, dynamic,
control over external network channels. Accordingly, what is needed is a
means for segregating this internal network traffic in a flexible and easily

administered manner.

Summary:
In accordance with an embodiment of the invention, a system

and method is provided for providing channels within application servers,
messaging systems, and transaction-based systems. Network traffic internal
to the server is carried over these channels. This allows the administrator to

segregate internal network traffic, usually for security or performance
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Summary: I n accordance with an enbodi nent of the

invention, a system and nethod is provided for
w@e@sidi2egy channel s within application server SPCRBES2005/017506

nmessagi ng systens, and transaction-based systens.

Network traffic internal to the server is carried

over these channels. This allows the adm nistrator to

segregate internal netvvo'f"k traffic, usually for

security or performance WO 2005/114233

PCT/ US2005/ 017506 -4 reasons. In addition

adm ni strators have finer, dynam c, control over
re@sbasnm additoncidniphaansrshavBrfire, BRricPLoRFolver BRternal

igures: 5 Figure 1 shows an illustration of an

“%Woélﬁphg'éfﬁﬂér envi ronment in accordance with an

enbodi nent of the invention, that allows for dynamc

channels. Figure 2 shows an illustration of a cluster
BABY DeQRfpiion bf'Hd Figigeghannel s in accordance with an

enbodi ment of the rnvention. 10 Figure 3 shows an

i I'lustr at Figuref1 shows tin-lamiationtof an dieat’setver environment

configuration in accordance with an enbodi nent of the
lnlaW@ﬁ?aftﬁfP with gorembodimeng ohthe investiomtthehallswsafor dynamic

I% neI based virtual web site configuration in

dance with an enbodi nent of the invention.

Figure 5 F?@Mﬁ 2sHdvyaR Alustratior ofBtdigstef eﬁchSrgréﬁing

channel s accordance with an enbodi nent _
inCluding ¢hamnelDit a¢doedameswith jgni @mbodlimert aftisirmentibh

enbodi f the inyentign, a system and nethod
?2 provi o'g'z’uf"ﬁg sd"fQW/E’f an dystrtenef 8 wkﬂrﬁw@ab@n chenael

t nsact | pn-based
co?m?@’:?ét%n |ﬁ|2ﬁcfm5§f rr\glﬁ%ﬁ eﬁﬁ@?q@“%%t of HEAVERTON.
Figure 4 shows an illustration of a channel-based virtual web
site configuration in accordance with an embodiment of the invention.
Figure 5 shows a flowchart of a method for providing channels

in accordance with an embodiment of the invention.

Detailed Description:

In accordance with an embodiment of the invention, a system
and method is provided for providing channels within application servers,
messaging systems, and transaction-based systems. Network traffic internal
to the server is carried over these channels. This allows the administrator to
segregate internal network traffic, usually for security or performance
reasons. [n addition administrators have finer, dynamic, control over external
network channels.

Figure 1 shows an illustration of an client/server environment
in accordance with an embodiment of the invention, that allows for dynamic

channels. As shown in Figure 1, clients 102, 104 may access a remote
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to the server is carried over these channels. This
allows the admnistrator to segregate interna
woeddorf3zraf fic, usually for security or perfPCTHINE/017506
reasons. |n addition adm nistrators have finer,
dynam c, control over external network channels. 25
Figure 1 shows an illustration of an client/server
environnment in accorda®ce with an enbodi ment of the
invention, that allows for dynanmic channels. As shown
in Figure 1, clients 102, 104 may access a renote WO
2005/ 114233 PCT/ US2005/ 017506 -5 server 106, in the

sefvef 706! nrtﬁglfSﬁﬁ Df PEqUEie br 68HENEDIALNIREHods 8101182, The
server i ncludes a nunber of channels 114, 118, 122

seMier iftlwdes & anhigrrofchannelsadridl, 4 18h822 @cm@saée capfigured to
admi ni strator may use an administrative.co

hapdbgtggrfgqu)esianﬁrg%ﬁ@'ﬁ'ﬁéﬁt@hmﬁl(é!%e 51 ORGSR Aty eonsan
an e
prqggrrbtgo ' 5% g'be gﬁﬂ%‘g H%c&d?agﬂgé witR'dh Qbﬁ'?o%mrﬁentaﬁgch

necessary.

ofﬂjf@é}'i‘éﬂr?elgﬁbé 8 samRke anamhagbe edtivatedrand deleoamasn c
. Previously, any configuration to the channel %
necesmaryed' he crl’mm&is mey alsmbe gpnfigureddpdnarids QyRaMje SSL.

Préigusongy EoRMEIRENT IO S et efbtart S MRS baver
crijHP | PL&BE iselUss %ﬁsi‘)rlnﬁiﬁﬁtelé)mbﬁg TeHaH ’@'b@d ofiréduests and

rent channel' s, for purposes of providing
hahdld iheer appropriatelppFonexamples diferestmutinjexer Sin%#%@iﬁs) may

anlllustra of a cluster environ
e @d Mﬁ&%reagﬁeanm%%{oanum&%pv@%@l Hilové or to
shown in Figure 2, within a cluster
opﬁﬁf@t re may exi st a nunber of servers 15 132, 144.
Each ser \Rgure2lshdes sn ilustratioroof aytustérceniommeens as
descri bed above. A channel (cluster channel 146
|n¢iedmgsnr@natalsdn apsordancenwithan engedimgnt gf the wyeef'%t é‘?

shoan A M Fighfe DM HRiIRS tlugtdr 50, thbe MG RIsE aSRINbE! of servers

132, 144. Each server includes a number of dynamic channels as described
above. A channel (cluster channel 146) may be designated as the channel
used within the cluster for cluster-wide activities, for example servlet
replication. The channel may then be configured to for example, re;l)Iicate the
servlets over a specific network card. This gives the administrator flexibility
in optimizing the internal communications within the cluster.

Figure 3 shows an illustration of a multi-application channel
configuration in accordance with an embodiment of the invention. As shown
in Figure 3, a channel may be application-scoped. In this way the system
can restrict clients (or other entities) to accessing a particular application
through a particular channel. In Figure 3, a request or communication 166 is

received at the server 160. Requests designated for application A 170 are
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replication. The channel may then be configured to for
exanple, replicate the servlets over a specific

waoedosorf3rard. This gives the adm ni strator flBXi/DE1005/§17506

20 in optimzing the internal comrunications wthin
the cluster. Figure 3 shows an illustration of a

mul ti-application channel configuration in accordance
with an embodi ment of te i nvention. As shown in
Figure 3, a channel may be application-scoped. In this
way the system can restrict clients (or other
entities) to accessing a particular application 25

hahme%“ cRam?dIt $62 aRHuRBRdesidgmatEd dor gpRlication BIUES re

or co nication 166 is received at the server 160.
haRafsdesy shalesel@1464d for application A 170 are WO
2005/ 114233 PCT/ US2005/ 017506 -6 handl ed b hannel @
162. Reqlrigure dsboysantlusbatiopplac ?PB%'dlBaQI/?ng'aP%' we

St onEaHEARPa Y Secardansh i ah SR mBigEP(Rnvention. As
shPAH |‘n9*1§ﬁPé %gah %dﬂﬁﬁ%fr‘éﬁfr%n%és‘@cﬁﬂe enpecalest sié withea

I nvent shown 1 n Fi gure 4, an adm ni strator

p#ﬁéhléﬁ@tmhrﬁil e Requistsufal thvatlvirtual ovek site arepeeceived ki the
channel . Requests_for that virtual

cqr@@@m@@gu;hanm@l Eor examBleaPrieonABR BTy ke JkaHaTtS at o

e eTi kRl A oS EERE o T8 eniS id) bh tprliBired to,
%@{@ laﬁ oﬂ]ﬁe ﬁf J(;%; t’étbf’re@%@ts ok this 'Lﬂ’@lya’éfhia ffo@chdNn%I 184.

nne 10 Simlarly, the server
Snﬁﬂl}érl?eth@%érvgumegl bBeocdreigured t0 hamxﬂleteﬂie)frtbq vegueasts for the
WWw. bar . com URL at the bar cha 186. A efa
mﬂai@_msﬁilcahﬂ@ebard&\mngbﬂ%@ oA SRR %h%trl?é”

ure ho | hart of a nethod for provi d| n
E‘)ﬁ?'ﬁg@%&) ra@%ﬁﬁ wi th an enbodi ment gf t he 9
i nvent ' O”Fltgﬁ? d B floWeHER df.a méthddfos toedvidihg, chamtiels

adm ni stra contigures certain channels to be used
infacordance with an embodiment of the invention. As shown in Figure 5,
in step 190, and administrator configures certain channels to be used for
certain operations, such as an application request, an intra-cluster
communication, or a web-site access. In step 192, the channel is activated
as necessary. In step 194, a communication is received from the client or
other entity. In step 196, the communication is passed to the appropriate
channel. In step 198, the channel may be deactivated as necessary.

In accordance with an embodiment, configuration of the SSL
server identity is possible at the Channel level. Configuration of SSL
one-way/two-way is also possible at the Channel level. Channels are
configurable and startable at runtime. Multicast may be added as a channel
property. It is possible to configure a named channel scoped against a

specific application.
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certain operations, such as an application request, an

intra-cluster comunication, or a web-site access. In
we®p/11223 the channel is activated as necessBCHUSI005/017506

step 194, a conmunication is received fromthe client

or other entity. In step 196, the comunication is

passed to the appropriate 20 channel. In step 198,

the channel may be deact¥vated as necessary. In

accordance wi th an enbodi nent, configuration of the

SSL server identity is possible at the Channel |evel.

Configuration of SSL one-way/two-way is al so possible

at the Chanpgordait@ witkcaariabsdifieht, |€%é%lé%%e%@
startable at runtinme. Milticast nmay as a

spseifitehanreipiosseecific acltlvit|33péél§nﬂcé‘lot d'namslels wilirdefault to

RS T S P S BB BIArEES 55 port
M st BrafEORsH I 'RBlr ovdr ( E%sﬁnyﬁth?) ﬁw@tlt&%?&@anﬁéﬁcltfié ¢
channel s for specific activities. Al specific
passitiadd sonfiguredistindt Chamnetsier ﬁteafuilammg:heweelto server
ten address and

h . th d |t
iy Akt BoCTTAR e SBesan RARESHsATBIrystraliog (TS wi

| t I |8 At f
e A T
stateadfithe seAdm); rIntmn:hIS(thlamllt baftfieé def@ﬂ!lsfalll@abm leveatthing);

Admni stration (Thi include DRS traffic and
ar}?eém iﬁﬁ Possibiasto Wﬁ&ih%dﬁf&yﬁzﬂwﬁﬂi eficespplgtatedf the

o St B AL HAD BRI Wl e bRcany
N sri-bhlantiagtofiChdrie! esdquasts |th?ﬂ€§|ou@Eﬁd CHEHRIS Ay not

If the 10 default Channel is off, channel sel ection
bewsed ge afabl-telerancaumestanisal, iajthough at eannectitiame theysystem

wit 5 EebE G el rfiEplcastiartiine G S et o

connect tinme the system wll try available Channel S
until it succeeds or runs out of Channels.
Channel Monitoring :

Currently channels have no specific monitoring capabilities,
although comprehensive instrumentation can be added to all Channels and

made available through JMX and the console.

Channel Lifecycle

In accordance with an embodiment, Channels have a defined
lifecycle that obeys the standard Server Lifecycle requirements. It is possible
to configure a channel without starting it, and stop a channel without deleting

it (also known as "Suspend” and "Resume"), and without stopping the server.

Channel Configuration and Scoping

Channels will have several new configuration points:
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15 Channel Mnitoring Currently channels have no
specific nonitoring capabilities, although
w@epnef2ensi ve i nstrunmentati on can be added t oPEl/US2005/017506
Channel s and nade avail abl e through JMX and the
consol e. 20 Channel Lifecycle In accordance with an
enbodi nent, Channels have a defined |ifecycle that
obeys the standard Serve@‘LifecycIe requirenents. It
is possible to configure a channel w thout starting
it, and stop a channel mﬁthout deleting it (also
known as "Suspend” and "Resune"), and w thout stopping

t he ser veConfigarafibatigS|CoatveaHtabites i§pessibRPAEe
Channels will have several new configuration points:

Chenneldsyali is epaltiessystsn agminisiratass Go ghieqaVdt$ instaince

Bt i b A Bl eRBRERT heuBhe sl Biowoor
ThiE2riabidspsteer éﬂﬂpb'rﬂ%? VIr!u‘éPHbét*s'vﬂ%refW&g’sﬂ&esuch ag
per spective of client application or browser hi s
meaiﬂowrb@mdeuwmkpmmn ftan bei hasiedl ohdbe saneserveeb
sites suc r.com can be

host ed onﬁ’t %3%%%0%\@! Eé%oe%ﬁog'&%‘rtdgﬁ%n%ﬁﬁﬁe ganfigurable
ateRafHe Bt no@%@ﬁh@/ MUt G b HH’ftﬁ‘i?é)e §|r?&e i E@ﬁééﬁblé%t

not gracefully shutdown at runtinme
sq.m:@s(i)bamels to so@ppliCatiomahd strmeaarpmlpahomta@ Ibeami)loyed

d d d Iy,
cfheliralld siiasehighal Qgganglgec%éﬁbﬁ oG CA fhmricaIgiso.

Tk fhaiPuiten FEARMSLCATG AP i P v

wiltﬂimjtsresweumg the saver. ellﬂibscmlh@%ﬁ’ilr&x:!‘nﬂh@ﬂftéc ?ﬂac&ﬁutsﬁg’e%\nﬂf ofa
Channel (including waiti nﬂ for all in-Tlight work to
i

Chanpeldinc Gvadingdor all in-flight work to finish) may also be
performed. If time allows it is possible to abruptly terminate a Channel.

All properties of a Channel are dynamically configurable. Many
properties of a Channel relate directly to features of the underlying
ServerSocket and where these cannot be physically changed dynamically
they are configurable by restarting the Channel.

Multicast can be added as a channel property. If a Channel is
specified as multicast enabled, the server will use that channel for sending
and receiving multicast messages.

It is possible to configure a named channel scoped against a
specific application. This guarantees exclusive access to an application over
a particular Channel. Every Channel has a name, and if an application was
configured with that channel name specified, then only requests over that
Channel would be serviced by the application.

It is possible to configure a multiplexer (muxer) for a particular

channel and associated muxer properties.
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performed. If tinme allows it is possible to abruptly

termnate a Channel. All properties of a Channel are
walywaimiead |y configurable. Many 15 properti esPOf/Us2005/017506

Channel relate directly to features of the underlying

Server Socket and where these cannot be physically

changed dynamcally they are configurable by

restarting the Channel. | ticast can be added as a

channel property. If a Channel is specified as

mul ti cast enabled, the server will use that channe

for sending 20 and receiving nulticast nessages. It

S8t QerFRjuphttori 0 configure a named channel scoped
agai nst a specific apﬁl i cation. This guarantees

excl usi velnaaeaesdance with appgmbadimentocenfigusatien of S6Lar
Chanpel.. .Every Channel B h an , dif an
SVRF Fitaytsh ubesSIals At the iwnnel IFvehdinis Wilkmgan iaakthe
foﬁewmcg SSOMBTVANLY WIlEHSG PeSpre¥eht &iafe 25 Channel
woul d be serviced by the application. It is possible
NetwarbAtcegsRoistMBean plsexer (nuxer) for a particul ar

channel and associ ated nuxer properties. WO
2005/ 114233 PCT/ US2005/ 017506 -9 SSL Configuration In

S@GCo1 danceeYt i Bi @ erhedi-gBAt . configuration of SSL
server attributes is possible at the Channel |evel.

SThi EwollaySpelEmabhed the follow ng SSLMBean val ues
j | : t he 5 Networ kAccessPoi nt MBean
Sga\# S%e%ﬁ?@ﬁ%@%?&%?lﬂ?% cateEnforced SSL.
S TobWi &St Evapbeds Sotas&er ver Pri vat eKeyAl'ias 10 SSL.
Pri vat eKeyPassPhr ase.

These new attributes are reflected in the Channel console
pages, however for simplicity no checking of the specified certificate is
enforced since the admin server may not actually have access to the
referenced keystore. The format of the extra attributes must be the same as

those that already exist for the SSL configuration console pages.

Dynamic Configuration

In accordance with an embodiment, it is possible to configure
a channel in the console or through for example, weblogic.Admin, and then
"start” that Channel without rebooting the server. "Starting” a Channel means
that it starts listening on the configured IP-address and port for the configured
protocol. [t is possible to shutdown the dynamically configured channel, but
shutdown will not make any attempt to gracefully terminate in-flight work - the
ServerSocket will simply be closed. Stopping a Channel is distinct from
deleting a channel. A stopped Channel can be restarted. Stopping and

restarting a channel will provide a way to reconfigure some properties at
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These new attributes are reflected in the Channe
consol e pages, however for sinplicity no checking of

wo b@sapesi fied certificate is enforced since peEUSZNG/ 017506
server may not actually have access to the 15
referenced keystore. The format of the extra
attributes nmust be the sane as those that already
exist for the SSL conf +HYlr ati on consol e pages. Dynamic
Configuration In accordance with an enbodinent, it is
possible to configure 20 a channel in the console or
t hrough for exanple, weblogic.Adm n, and then "start"

rurlt wﬁlf'h:'ébq{o \ RO ariRRIBFiHh theereseredtion of &t ar ti ng”
a%anne neam/ tﬁ;t It st a'ﬁhs listening on the )
Sep@Bogkated | P-address and port for the configured

protocol. It is possible to shutdown the dynamcally
configured channel, but shutdown will not make any

t racefully termnate in-flight k - th
M@ica%g%gbgggket will sinply be closed. gSt oWOirng a °
Gtwanneld &s}a&@rlﬂhnc@ vdki)mcnn eahbbdirmeit, # is paaﬂgl%. tosselect a
st oppe annel can be restarted. St [ d
configuradchagnal antie@ultigast a%&@\?? @é‘daoqcl)(}g{)grtncg" §§E onfi gure
Some .pr.oper /
co i fie 02 RelSHRURM b AmRaIc o ine Nt Xatfo
ch&fn&ls e AWl bedpossile & SelekceSSLMHannekssior Ghalticast o6 | n
accordance with an enbodinent, it is pgssible t
adds&d&sdtpart ?@vbfneglonedh@trﬁﬁraéneaéy Used bwgéls-@a&%'%ﬂﬁdr ess
an ort for. cluster . c ' [ L S
crédvefy HipesttieS srecii R aurrs it s pe HSRAES o1 ng

coﬁﬂ@.ﬂ‘éﬁ%}ﬁ-po‘iﬁt. Wi Il not be possible to select SSL
channel's 'for nulticast or address / port conbinations

that are already used by SSL enabl ed 10 Channel s.

Properties specific to multicast will still b
Appligaiien ecoping | ° e

In accordance with an embodiment, it is possible to configure

an application to use a named channel. For instance in the deployment

descriptor for the application it would have something akin to:

<application-channel-reference> MyCustomChannel</

application-channel-refence>

The deployed app would only then be reachable via that
custom channel. Channels would not be deployed as part of the application,
but merely referenced by the deployed application. An application deployed
with a named-channel would be the application selected by default when
accessing the URL for that channel. If two channels are deployed with the
same named channel then an error is given, unless the applications have
been deployed with non-overlapping context paths. If an application is

deployed with a named channel then it must not be possible to access that
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configuration point. Application Scoping In accordance

with an enmbodinment, it is possible to configure 15 an
wa@ppbitcasi on to use a nanmed channel . For i nst aPCBEUS005/017506

the depl oynent descriptor for the application it

woul d have sonething akin to:

<appl i cati on-channel -ref erence> MyCust onChannel </

appl i cati on- channel -refthce> 20 The depl oyed app
woul d only then be reachable via that custom channel.
Channel s woul d not be deployed as part of the
application, but nerely referenced by the depl oyed

apﬁiﬁfgtlgﬁﬁdrﬁ% Qﬂhélpélﬁélﬁﬂil | ThedpRIABEEOUN hdveato be started for

anne woul d be the application selecte
suctsfsaful depleymad ofdbe epphicationdntims way. Ifiae sgﬁgﬁﬁg ichappel

two channel s are h the
Waﬁﬁéﬁslgﬁgﬁpf?%ge PQPS‘P%QTP/ reﬁfﬁ\ﬁ%i USe tﬁggﬁ%‘m?. ons %g,@g@g
e AL RPN RS ey sttt i bt
visible ffa®it ottr dhanpelssi bl e t o access that WO 2005/ 114233
PCT/ US2005/ 017506 -11 application from any other

channel . The channel would have to be started for

SUCCESS pl oynent of the application in' this way.
M )?e$§%z%té|‘géé‘@%?| ed channel was m ssing then the d

appl i cat ijpacterdante with ars empodireede fitas ipossitimtceconiguie

a warning in the log. JNDI nanes introduced, b
a rappet fosiei partioplar cg@nrﬁ’eplaé@@s\g)p@%qilénq)&g@?%g ¥ t|Ji'1|s will

e O B e 5 N O Sh e
th@ﬁél ?;—op‘é}g@@el and associ ated nmuxer properties.

Reader threads-per-muxer. This prevents reader-thread starvation on
the default muxer.

Enable direct-dispatch for a particular channel. This is useful for fast
dispatch of heavy inter-server traffic such as replication.

Discriminate only on registered protocols. This reduces the overhead

associated with discrimination.

Channelization of Internal Traffic

In accordance with an embodiment, customers can currently
configure channels to be used for external traffic and then use the default
channel for all internal traffic. This allows them to separate application traffic
from internal traffic preventing administration problems that would occur if the
internal traffic was slowed down by a deluge of application traffic. However,
customers often have additional needs for internal traffic:

They require internal administration traffic to occur over a
secure connection, but they do not want to bear the cost of security overhead

for other items. Customers' definitions of what needs to be secure vary,
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10 enabl e custoners to use a different nuxer (e.g.
NlO in a server and change the follow ng properties:
woemdar428hr eads- per - nuxer. This prevents readePCT/O8®ag017506
starvation on the default nuxer. Enable
di rect-di spatch for a particular channel. This is
useful for fast 15 disp?%_::]h of heavy inter-server
traffic such as replicafl . Discrimnate only on
regi stered protocols. This reduces the overhead
associated with discrimnation. Channelization of
Internal Traffic 20 In accordance wth an enbodi nent,

sometreqeirs sinaply @dmiaiztriation taiffic, @ttiersihelnoe irxffiowhr used
for external traffic and then use the default channel

petentially-sengidvaapplicasiphidata sHek aglsesaionteplicationsepar at e

applicati .1 C rom 1 ng. traffic preventi
ini n ot r SOPLFEsR WAy BN TR dseRnrfadK flimeser
partic@laR RInds! ¥itfdffic éshetlaMyathate Wiody valuffdsidsul@be large -
application traffic. However, 25 custoners often have
sesfipn replightior trafic for instargeal hisralsd applicthiefigld persannel
rnal adm ni raticmtl.traffic to occur over a

B 3 St B R e e vant to bear the

cost of security overhead for other itens. Custoners'
definitions of what needs to be secure vary, WO
Cheonsel13elestorPCT/ US2005/ 017506 - 12 some require sinply

dm nistrati ffi th include traffi h
O P s At A0d s B OGS Aol el o
SR OFehABe TERedoHL e VY sl ERRBRAER eyt o

thesgiandaid @havives| £i. 6.8 swithyiblelsarsertodéfdultdistear gédresd and port.
|an§SSi on replication traffic for instance. This al so

g1akseneg of adrampd (dismnel. orer defayltChanngd augieorting the

rURBE 5ol NI S¥RELASE is made in a round-robin fashion from
available Channels supporting the required protocol. In order to support
named Channels it is necessary for a server to know the various remote
connection possibilities in another server. This is true within a cluster, or
where JVMIDs have been exchanged during bootstrap. In this instance the
name of a remote Channel can be used to determine connectivity since all of
the remote Channels - and corresponding listen addresses - is known.
Bootstrap, therefore, is problematic. A number of schemes can be
envisaged to overcome this:

Allow bootstrap to a well known address, but redirect to another once
JVMIDs have been exchanged.

Publish JVMIDs through a JVMID-service. This would allow
inter-domain exchanges to know full remote JVMID information.

Do nothing and only use named channels for intra-cluster

communication. This is possibly all that is required since segregation of
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Channel Selection In accordance with an enbodi nent, it
is possible to select 10 specific Channels for

w@ep@sili4283 activities. Al specific channel s w PET/US2005/017506
default to the standard Channel, i.e. t3 with the
server's default listen address and port. In the
absence of a nanmed Channel, or a default Channe
supporting the required1%TotocoI, Channel sel ection
is made in a round-robin fashion from avail able
Channel s supporting the required protocol. In order to
support 15 nanmed Channels it is necessary for a server

Chankalaraffit & yallyiliRely to&Edieguire@ Wittt b@ugies Sitd-failbl&sand
in another server. This is true within a cluster, or

repteatiorymakes thigseluliaanmere prali@matier i ng bootstrap. In
this instance the nane of a renote Channel can be
used to determ ne connectivity since all of the
IntsyABat enghaasel s - and corresponding |isten addresses -
is known. 20 Bootstrap, therefore, is problematic. A
nunber of Insatoongdancsawith@n embodiamd, albindermat traffict dsirshe

A SRR B R T er | 5
coWMuPé@tidH“fhf?é’@haﬁRéMMﬂ% aéfeﬁ.lrl]tg%h?ﬂﬂli@fl?’ H&h@\%r?‘(t/ho%bss%@e, via

i nter - domai n exchanges to renote J
configoraticn, do remboe ad tdepegdendies mnytheskefaair©hacheh mdowing

S S oA i Sl
oFEHUFIONEH iyl s R edd b4y G L

reqafpreizcaell anowakesptsthas Chahnél) owhieh B qureditgraltiof plan. It is
Internal Channels 5 In accordance with an enbodi nent,
pegsible te sprtigurerdisting Channgls for the following server-to-server

traffic within a cluster: Multicast traffic; Replication traffic; JTA;
Administration (this will include DRS traffic) ; and Internal. This is the default
fallback for everything and is based on the default protocol, i.e. if t3 is
configured as the default protocol then the RMI channel with t3 is used. If the
RMI channel only supports one protocol then that protocol is used by default.
This assumes that vlb‘cal and remote ends both support the same protocol as
default. Outside of a cluster only administration traffic is channelizable.
Internal traffic can be channelized for the purposes of security and
monitoring.

The present invention may be conveniently implemented using
a conventional general purpose or a specialized digital computer or
microprocessor programmed according to the teachings of the present
disclosure. Appropriate software coding can readily be prepared by skilled
programmers based on the teachings of the present disclosure, as is

apparent to those skilled in the software art.
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configured to happen over a particular Channel. In the

absence of configuration this Channel is the default
w@h@aned233 However, it is possible, via confi geCHUS®NG/017506

to renove all dependencies on the default Channel,

allowng custonmers to route all internal traffic over

custom Channel s. The only possible 10 exception to

this is automated renotd4Channel di scovery (which,

would require a well known bootstrap Channel) - which

is currently out of plan. It is possible to configure

di stinct Channels for the follow ng server-to-server

traffic whiBis embbdrhéiits, 'Mg Jbr"eSéﬁﬁint/emidri mcludes a

Replication traffic; JTA; mnistration q(j_this Wil |

commltederoprantpradéctoyhich i e steregeraediumn(rgedia) hgxing
default 15 fallb far. t hi '

inglBician staTet ghereonyingitict bah e ik Bribtolyfark ¥ EotpRlter 16

pelﬁ’ﬁfrﬁhuééﬁy g Nt?\béfﬁ’@heéé&rbfttﬁé prdderthansttionwi THe sBrage resgiiim

annel only supports one protocol then
cantiatlugde pbuicieInat §miteddo banyibpedftdisk nelugling doppy diskat

ontigal tera YD, B SEIME g sk Al ord e BRIRL B o
RO, Hivts SEERRINIS! EEPRMS ISRNME VIRAMS! R4dH merorybe

he purposes of security and
deVidiis, eiddistic Dropticaleart's] mresyistemséipclodingometeaudait | y
i mpl enmented using a conventi gnal %gﬂeral Eurgosq Ok
mepery K0$)z o6 any §RePf MERRLPEIe\dre spitabig folstonng nstructions
'ggogr mred according to the teachings of the present
a odg§ f osure. Appropriate software coding can readily
be preparegk Ryregbingl dsbcriptiog bativepesbateention has been
teachi ngs of the present disclosure, as is. apparen
prosidenidoe theputnesc o ilvsiration aad dleseiipiam RivBphDisded to

o pRadiPvaRspaneBY b § e RIBaRE oS diskied, The
eiBbatnérits verb WhRSeNn HHdl dBBcriBed g prdertoigst explain the
principles of the invention and its practical application, thereby enabling
others skilled in the art to understand the invention for various embodiments
and with various modifications that are suited to the particular use
contemplated. Itis intended that the scope of the invention be defined by the

following claims and their equivalence.
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instructions stored thereon/in which can be used to
program a conputer to performany of the processes of

wao b®spresent invention. The storage nmedi um 5 BEIUS2005/017506

include, but is not limted to, any type of disk
including floppy disks, optical discs, DVD, CD ROV,
m crodrive, and magnet o-gptical disks, ROVs, RAMs,
EPROVs, EEPROVs, DRAMs, - Ms, flash menory devi ces,
magneti c or optical cards, nanosystens (including
nol ecul ar nmenory I1Cs), or any type of media or device
suitable for storing instructions 10 and/or data. The
Clainggoi ng description of the present invention has
been provided for the purposes of illustration and
Wihad és Clpimeeiis:it is not intended to be exhaustive or
tolimt the invention to the precise forns disclosed.
The enbodi nents were chosen and described in order to

1best AeyBleth fort fevilPEndifial GRhRf aphRatiBN 8BHS, and

its practical application, thereby enabling others
carkpfisied in the art to understand the invention for

vari ous enbodi nent nd with variou di fi.cations
{ hat @ $PB/ES SQIIPUEA {oyBos.averalichannels OF FRaaivipg at ed.

t%al t oty
O R R
equi & plurality.of 20 aWEEIRARSY thig HRCHTGUHSP BAG/RIVERE torébeive

Claims: Wat is clainmed is: 1. A systemfor providing
PHEHAE CRMYMEAtIQNSAY thatsesrerasd riosess thassnpaitisulag a
£
odiffffcatioS dsBifdifi \e R S REKAIH of PRYBPS] 01 ner
servers; and

2. The system of claim 1 wherein a channel may be scoped to an
application at the server, for receiving communications directed to that

application.

3. The system of claim 2 wherein access to the application is only

possible via the configured channel.

4. The system of claim 1 wherein the channel may be activated or

suspended by an administrator.

5. The system of claim 4 wherein the activation or suspension happens

dynamically without necessitating the restart of the server.

6. The system of claim 1 wherein the system includes a plurality of
servers operating within a cluster, and wherein a channel is configured at

each server for intra-cluster communications.
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a plurality of channels that may be configured and
activated to receive particular communications at the
W@ 2008a142and process those particular 10 conmunPCHUSINS 017506
according to the configuration of the channel. 2. The
systemof claiml wherein a channel nmay be scoped to

an application at the Sﬁ%V for receiving

comuni cations directed” t hat application. 15 3.
The system of claim2 wherein access to the
application is only possible via the configured
channel. 4. The systemof claim| wherein the channe

7.may Tiee agsterrndeclaion 1 vilierslisihenstedebincides @nplatality af virtual
5. The system of claim4 wherein the activation or

waly sjiah speratigsperren anRdwhetein epchiaf ais Plveality of vistuishyeb
e L e e R

virdpined b ggevmthl n a cluster, and wherein a channel is
configured at each server for intra-cluster
cormruni cations. WD 2005/114233 PCT/ US2005/ 017506 - 16

T, 0 aim1l erej n th rver includes a
8. u/g?“%s‘bgéﬁg;’v?@@éng S g bl pEIERRY SentSon anc
coMmSYisthd tifaste gfof{sal d plurality of virtual web sites
includes a c annel associ ated therewith for receiving
r equuevigliricoa sehwer configuneal tovleist several h@nnels fier fecdivirgy
anne | icati on servers,

C%ﬁ‘éhﬁ%ﬂﬁﬁs ?qq@ gllgeé’ﬁga lorgﬁﬁg& | ¥TMGSa28€r ver confi gured
to hemifighANG aPlurdiBnattradiidis P shrticular

communications at the server and process those particular communications

according to the configuration of the channel.

9. The method of claim 8 wherein a channel may be scoped fo an
application at the server, for receiving communications directed to that

application.

10.  The method of claim 9 wherein access to the application is only

possible via the configured channel.

11.  The method of claim 8 wherein the channel may be activated or

suspended by an administrator.

12. The method of claim 11 wherein the activation or suspension happens

dynamically without necessitating the restart of the server.



communi cations fromclients and/or other servers; and
10 configuring a plurality of channels to receive
w@arositc2Bar conmuni cations at the server and PCDUSHS5/017506
those particul ar communi cations according to the
configuration of the channel. 9. The nmethod of claim8
wherei n a channel may blvﬁcoped to an 15 application
at the server, for recefVMi'ng communi cations directed
to that application. 10. The nethod of claim?9
wherein access to the application is only possible
via the configured channel. 20 11. The nethod of claim
13 wWiEtehtethde of baim @ whaieim theasystemtiadiuges aspiapgingd el
by an adm nistrator. 12. The nethod of claim1l
Se\wlsémer@m withina clusteroand wieselsi aahanig és sonfigured at

oAV SR oSt RS RRRIBENGE, 017506 17 1. The
nmet hod of claim8 wherein the systemincludes a

£Gyrallty of servers operating within a cluster, and
er Bimmethocahelain $ wheresiny theeseraer inchustesse plm;ahty@rf virtual

i ntra-clus onmun ons.
wetf 55 GpalaiRE GO LEPYhARn Rl o s ERIFANY By Vigual web
sitésfihdlBles WethaphbPassepdtal 'tlﬁ‘@reW‘lﬁrf@P %Wn%"ﬁ?ﬁ@ééﬂs f&%Rat

of said plurality of virtual web sites des a
virdteliwed) siégsoci ated therewith for receiving requests

for that virtual web site.



