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TOKEN-BASED OFF-CHAIN INTERACTION AUTHORIZATION

BACKGROUND

f0001] Blockchain technologies, such as cryplocurrencies, are increasingly
popular for facilitating interactions between participants. However, there are a

number of problems prevanting widespread adoption of these technologies.

00023 One such problem is that blockchain technologies currently aren't very
user friendly. Participants often need special knowledge or eguipment in order to
make use of thase technologies. As such, few commercial organizations support
such blockehain technologies. Currently, there are only approximately 15,000
businesses worldwide that are able to accept bilcoin as payment for transactions.
Thus, even if a person possessas bitcoin, there is a low likelihood that they can use

it to pay for goods or services.

[0003] This problem exists, in part, because cryptocurrencies cannot be used
with existing interaction authorization infrastructure (i.e., payment processing

networks). Unlike a credit card, which can be used at most businesses, and for

which there ars well established networks and protocols, cryptocurrency transfar
typically involves the direct transfer from one cryptocurency wallet o ancther. If
gither participant doas not have a crypiocurrency wallet, the transfer cannot take

place.

{0004] Additionally, blockchains are poorly equipped to handle large volumes
of transactions. The Bitcoin blockechain currently supports less than 7 transactions
per second. By contrast, during the 2013 holidays, at peak, Visa processed
approximately 47, 000 transactions per second. As such, achieving Visa-like
capacity on the Bitcoin network is currently infeasible, another problem that prevents

widespread adoption of cryptocurrencies.

[O005] Embodiments address these and other problems, individually and

collectively.
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SUMMARY

[00086] Embodiments of the present disclosure are directed to methods and
systems for authorizing cryptocurrency-based interactions {(e.g., payment
fransactions) using tokenization and off-chain channels. Embodiments, when used
in conjunction with payment processing networks {(such as VisaNet™), enable users
to perform cryptocurrency-based interactions with resource providers (e.g.,
merchants) in @ manner similar {o conventional credit card transactions. Using
embodiments, resource providers can accept cryptocurrencies at traditional point of
sale terminals, without any additional technological burden. Embodiments provide
more convenience for customers, who can use cryplocurrencies to pay resaurce
providers who typically would be unable to accept them. Further, the use of off-chain
channels, described in more detail below, enables embodiments 1o overcome the

fransaction rate limits associated with blockehains such as Bitcoin.

[0007] in brief, a hub computer sstablishes and maintains off-chain channels
with one or more cryptocurrency issuer computers and one or more cryplocurrency
custodian computers. The cryptocurrency issuer computers maintain digital wallets
for users {e.g., customners). The cryptocurrency custodian computers manage

cryptocurrencies for resource providers, acquirers, and cther entities (including, in

some cases, the hub computer, or the entity owning or operating the hub computer).

{0008 These "off-chain channels” exist cutside of their corresponding
blockchain. The off-chain channel effectively allows the parties on the channel o
transact without broadcasting each individual transaction to the underlying
blockehain, Typically, only an initial broadcast is needed o astablish the channesl,
and a second broadcast is needed {o close the channel, allowing the participants on
the channel to conduct an arbitrary number of cryplocurrency transactions while only

broadcasting a small, finite number of “transactions” to the underlying blockchain.

{0609] During an interaction {e.¢., a transaction} between a resource provider
{(merchant) and a user of a mobile device (8.¢., a consumer operating a smariphone)
the mobile device, or a wallet application operating on the mobile device, can
generate a cryptogram comprising data comprising one or mare of. fransaction
information, an “interaction value” (e.g., the transaction amount or cost), a resource

provider identifier, andfor a digital wallet token. This cryptogram can be fransmitted
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{0 an access device {&.¢., a point-of-sale terminal), which can route the cryptogram
{0 a processing network computer {which may be part of a payment processing
network such as a VisaNet™) via an acquirer computer {8.q., 8 computer system
associated with the resource provider's bank). The cryptogram may be praesent in an
authorization reguest message that is transmitted from the access device io the

processing network computer via the acquirer computer.

0614} After receiving the cryptogram, the processing network computer can
decrypt the crypicgram and analyze iis contents, including the digital wallet token.
Based on the contents of the cryptogram, the processing network computer can
determine that the transaction is a cryptocurrency-based transaction, and forward
the contents to the hub computer. In some embodiments, the hub computer and

processing network computer may form a single antity (e.40., a single systam).

60113 Using the contenis of the cryptogram such as the digital wallet token,
the hub computer can retrieve an access token corresponding to the cryplocurrency
issuer computer. Using the resource provider identifier, the hub computer can also
determine the cryptocurrency custodian computer. Off-chain interaction channels
may be formed between the hub computer and the cryptocurrency issuer computer,

and the hub computer and the cryptocurrency custodian computer.

16612] The hub computer can request authorization for the interaction
{transaction) from the cryplocurrency issuer computer. If the cryplocurrency issuer
computer approves the transaction, the hub computer and the cryptocurrency issuer
computer can update the current state of their off-chain channel based on the
interaction value from the cryplogram. Afterwards, the hub computer can update the
state of the off-chain channel betwsen the hub computer and the cryptocurrency

custodian computer.

{0013 Embodiments of the invention provide for cryptographically secure,
enforceable, promises from the cryplocurrency issusr computer (o deliver the
requested amount of cryplocurrency to the cryptocurrency custodian compuler via
the hub computer. After the off-chain charnnels are updated, the hub computer can
transmit an authorization response massage o the accass device. This
authorization response message, much like a traditional credit card authorization

response message, indicates to the resource provider that the interaction has been
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successfully authorized, and they can provide the user (e.g., customer) with the

resource {good or service) that the user requests,

[0014] While the example above focused on commercial business
applications, embodiments of the present disclosure can be applied to any number of
applicable blockchain based, resource provision applications. A user could, for
example, use this technology to check out books from a library {resource provider)

that maintains their lending records using blockchains and off-chain channels.

[0015] One embodiment is directed o a method comprising: receiving, by a
hub computer, an access token and an interaction value for an interaction;
determining, by the hub computer, a cryplocurrency issuer address using the access
token, the cryplocurrency issuer address associated with a crypiocurrency issuer
computer; transmitting, by the hub computer, to the cryplocurrency issuer computer,
a first off-chain interaction request comprising the interaction value; receiving, by the
hub computer, from the cryptocurrency issuer computer, a first off-chain interaction
response comprising a cryptocurrency issuer computer cryptographic signature,
wherein the first off-chain interaction request occcurs in a first off-chain interaction
channel betweesn the hub computer and the cryptocurrency issuer computer, the first
off-chain interaction channel formed by at least a first initial recordation between the
cryptographic hub computer and the cryplocurrency issuer computeron a
blockehain; and transmitting, by the hub computer, an authorization response

meassage for the interaction.

[0a16] Another embodiment is directed to a hub computer comprising: a
processor; and a non-transitory computer readable medium coupled to the
processor, the non-fransitory computer readable medium comprising code,
executable by the proceassor, for performing steps comprising: receiving an access
token and an interaction value for an interaction; determining a cryptocurrency issuer
addrass using the access token, the cryplocurrency issuer address associated with a
cryptocurrency issuer computer; transmitting, o the cryplocurrency issuer computer,
a first off-chain interaction request comprising the interaction value; receaiving, from
the cryptocurrency issuer computer, a first off-chain interaction response comprising
a cryptocurrency issuer computier cryptographic signature, wherein the first off-chain

interaction request ocours in a first off-chain interaction channel between the hub



(93]

10

15

20

25

36

WO 2022/154789 PCT/US2021/013316

computer and the cryptocurrency issuer computer, the first off-chain interaction
channel formed by at least a first initial recordation between the hub computer and
the cryptocurrency issuer computer on a blockchain, and transmitting, by the hub

computer, an authorization response messagse for the interaction.

[0017] Another embodiment is directed to a method comprising: receiving, by
a cryptocurrency issuer computer, a communication comprising an initial vaiue from
an application on a mobile device of a user for an interaction, the application
associated with the cryptocurrency issuer computer; receiving, by the cryplocurrency
issuer computer, an off-chain interaction request comprising an interaction value
from & hub computer, the interaction value raceived by the hub computer interacting
with the mobile device, wherein the off-chain interaction request cccuwrs in an off-
chain interaction channe! batween the hub computar and the cryptocurrency issuer
computer, the off-chain interaction channel formed by at least an initial recordation
between the hub computer and the cryptocurrency issuer computer on a blockchain;
signing, by the cryplocurrency issuer compuier, interaction data including the
interaction value to form a cryptocurrency issuer computer crypiographic signature;
transmitling by the cryptocurrency issuer computer, o the hub computer, an off-
chain interaction response comprising the cryptocurrency issuer computer
cryptographic signature; and transmitting, by the cryplocurrency issuar computer, a

confirmation message to the application on the mobile device for the interaction.

oo18] These smbodiments, among others, are described in more detail below

with reference {0 the figures.

TERMS

f0019] Some descriptions of some terms may be helpful prior to discussing

embodiments of the present disclosure.

[0620] A “server computer” may include a powerful computer or cluster of
computers., For example, the server computer can include a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example,
the server computer can include a database server couplad to a web server. The

server computer may comprise one or more computational apparatuses and may
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use any of a variety of computing structures, arrangements, and compilations for

servicing the requests from one or more client computers.

[o021] A “‘memory” may inciude any suitable device or devices that may store
electronic data. A suitable memory may comprise a non-transitory computer
readable medium that stores instructions that can be executed by a procassor {0
implement a desired method. Examples of memorias include ong or more memaory
chips, disk drives, ete. Such memories may operate using any suitable electrical,

optical, andfor magnetic mode of operation.

[0622] A “processor” may include any suitable data computation device or
devices. A processor may comprise one or more microprocassors working togsther
to accomplish a desired function. The processor may include a CPU that comprises
at least one high-speed data processor adsguate to execute program components
for executing user andfor sysiem generated requests. The CPUmay be a
microprocessor such as AMD's Athion, Duron and/or Opteron; IBM andior Motorola's
PowerPC; IBM's and Sony's Cell processor; Intel's Celeron, tanium, Pentium,

Xenon, andior XScale; andfor the like processor(s).

{0623] A "application” may be a computer program that is used for a specific
pLFpOSe.
fo624] An “identifier” may include data used to identify something. This may

include an object, entity {such as a person or business entity), computer system,

transaction, method, sic.

f0025] A “token” may be a substitute value for a credential. An “access token”
may be a token used 1o access something. A token may be a string of numbers,
letters, or any other suitable characters. Examples of access tokens include digital
wallet tokens (substituting for a digital wallet credential}, virtual payment account

numbers (VPANS), personal identification tokens, atc,

f0028] A "key pair’ may include a pair of linked cryptographic keys. For
example, a key pair can include a public key and a corresponding private key. Ina
key pair, a first key {e.Q., a public kKey) may be usad to encrypt a message, while a
second key {e.g., a private key) may be used to decrypt the encrypied message.

Additionally, a public key may be able to verify a digital signaturs created with the
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corresponding private key. The public key may be disiributed throughout a network
in order 1o allow for verification of messages signed using the corresponding private
key. Public and privaie keys may be in any suitable format, including those based

on RSA or eliiptic curve crypiography (ECC).

[0027] A “digital signature” may include any electronic signature for a
message. A digital signature may be a numeric data value, an alphanumeric data
value, or any other type of data. In some embodiments, a digital signature may be a
unigue data value generated from a message (or data packei) and & private key
using a cryptographic algorithm. In some embodiments, a validation algorithm using
a public key may be used to verify the signature. A digital signature may be used o

demonstrate the veracity of the sender.

foa28] A “cryptogram” may include any packet of encrypted data. A
cryptogram may be used to secursly fransmit sensitive data (such as transaction

data or interaction data) through a public network such as the Internet.

[0029] A “hash” or “hash valug” may include any data element produced using
a *hashing function.” A hashing function may be used to transform data of arbitrary
size o data of fixed size (for example, 1 KB). A hash function may be used {0
genarate commitments {o secret data, such as a secret token, without revealing thea
sgeret data itself. Some hash functions are “collision resistant,” meaning it is difficul
to determine two inputs that produce the same hash output. Collision resistant hash

functions can be used as a securily feature in blockchains.

{0634] A “blockchain” may include a database that maintains a continuously-
growing list of records secured from tampering and revision. A blockchain may
include a number of blocks of event records recorded by one or more peers. Each
block in the blockchain can contain also include a timestamp and a link (o a previous
block. For example, each block may include a hash of the previous block. Stated
differently, event records in a blockchain may be stored as a series of "blocks,” or
permanent files that include a record of a number of events occurring over a given
period of time. Blocks may be appended to a blockehain by an appropriate peer
after it complates the block and the block is validated. In embodimants of the
invention, a blockchain may be distributed, and a copy of the blockchain may be

maintained at each peear in a blockchain natwork,
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{00311 A “node” of a blockchain may include a computer or software node. In
some cases, each node in a blockchain network has a copy of a digital ledger or
blockchain. Each node checks the validity of each transaction. In some cases, if a

majority of nodes say that a transaction is valid then it is written into a block.

[0032] An “off-chain channel” or “off-chain interaction channel” may include a
channel used to perform cryptocurrency fransactions or micro-transactions without
broadcasting to the underlying blockchain, An off-chain channel may be referred to
as a “layer two channel.” Channels in the Lighining Network are examples of off-
chain channels. In some implemeantations, an off-chain channsl may be opanead by
broadeasting a “funding transaction” or “opaning transaction” to the blockchain. The
participants on the off-chain channel can then perform cryptocurrency fransactions
with one another without broadcasting to the blockchain, The off-chain channel can
be closed by broadcasting a “"commitment fransaction” or “closing fransaction,” at

which point the funds on the off-chain channel are distributed to the participants.

[0033] An “‘elactronic wallel” or "digital wallel” may include an slectronic device
or service that allows an individual to conduct electronic commerce transactions. A
digital waliet may store user profile information, credentials, bank account
information, one or more digital wallst identifiers andfor the like and can be used in a
variety of transactions, such as, but not limited to, eCommerce transactions, social
network transactions, money transfer/ personal payment transactions, mobile
commerce fransactions, proximity payment iransactions, gaming transactions, etc. A
digital waliet may be designed to streamline the purchase and payment process. A
digital waliet may allow the user to load one or more payment cards onto the digital
wallet so as to make a paymeant without having to enter an account number or
presert a physical card. Digital wallels may also be used manage cryptocurrencies
and executs cryptocurrency transactions, including, for exampile, recaiving
cryptocurrencies at a crypltocurrency address associated with the digital wallet holder
or transmitting cryptocurrencies o other cryptocurrency addresses. A digital wallet
may have a corresponding “digital wallet token” that can be used in place of another
digital wallet credential in order to perform transactions or receive authorization for

fransactions.
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[0034] A fcryptocurrency transaction” may include a payment fransaction that
utilizes cryptocurrency instead of fiat currency. Cryptocurrency transactions may
include (but are not limited to) fransactions using Bitcoin, Ethersum, and USDC.
Cryptocurrency transactions may further be processed by a blockchain network.
Responsive to processing, cryptocurrency transactions may be added to a ledger of

fransactions included within the blockchain natwork.

[0638] A “cryptocurrency transaction identifier” may include any suitable data
element that identifies a cryplocurrency iransaction. For example, a cryplocurrency
transaction identifier may be a string of alphanumeric characters. In some

embodiments, a cryptocurrency transaction identifier may be a hashed value.

[0036] A feryptocurrency address” may include an identifier that indicates a
destination and/or a source for a cryptocurrency payment. For exampls, a
cryptocurrency address may be a string of at least 26 to 35 alphanumeric characters.
As another example, a cryptocurrency address may be a public key. Each
cryptocurrency transaction may include a cryplocurrency address of a sender (8.g., &
source of a cryptocurrency payment) and a cryptocurrency address of a recipient

{(2.q., a destination of a cryptocurrency payment).

f0637] A “user” may include any user of some object or service. This may
include, for example, a user of a "mobile device” such as a smartphone, or a user of
a payment card (e.g., a credit or debit card). A user may be associatad with one or
more personal accounts {e.q., payment accounts) or user devices. A user may be
referred o as a "cardholder” {when possessing or using a payment card), an account
holder {(when possessing or using an account), or a consumer {(when using goods or

services provided by relying entities and resource providers).

[0038] A “resource provider’ may include any suitable entity that provides
resources (e.g., goods, services, access to secure data, access to locations, or the
like) to other entities, such as users. For example, a resource providing entity can
be a merchant, a venue operator, a building owner, a governmental entity, etc. A
“‘merchani” may typically be an entity that engages in transactions and can sell

gonds or services, or provide access to goods or services.

{0039 A “mobile device” may include any suitable slectronic device that may

be transported and operated by a user, which may also provide remote

@
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communication capabilities to a network. A mobile communication device may
communicate using a mobile phone {wireless) network, wireless data network {e.g.,
3G, 4G or similar networks), Wi-Fi, Bluetooth, Blustooth Low Energy (BLE), Wi-Max,
or any other communication medium that may provide access o a network such as
the internet or a private network., Examples of mobile devices include mobile phones
{2.q., cellular phones), PDAs, tablet computers, net books, laptop computers,
wearable devices {e.q., walchas), vehicles such as automobiles and motoreyclas,
personal music players, hand-held specialized readers, etc. A mobile device may
comprise any suitable hardware and software for performing such functions, and
may also include multiple devices or components {e.g., when a device has remote
access {0 a network by tethering to another device - Le., using the other device as a

modem — both devices taken together may be considered a single mobile device).

{60407 An “access device” may include any suitable device for providing
access to an external computer system. An access device may be in any suitable
form. Some examples of access devices include point of sale (POS8) devices,
cellular phones, PDAs, personal computers (PCs), tablet PCs, hand-held specialized
readers, set-top boxes, electronic cash registers (ECRs), automated teller machines
{ATMs), virtual cash registers {(VCRs), kiosks, sacurily systems, access systems,
Weabsites, and the like. An access device may use any suitabla contact or
cordactless mode of operation {0 send or receive data from, or associated with, a
maobile device. In some embodiments, where an access device may comprise a2 POS
terminal, any suitable POS terminal may be used and may include a reader, a
processor, and a computer-readable medium. A reader may include any suitable
cortact or contactiess mode of operation. For example, exemplary card readers can
include radio frequency (RF) antennas, optical scanners, bar code readers, or

magnetic siripe readers {o interact with a mabile device.

f0041] An “acguirer” may include an entity that processes payments on behalf
of a resource provider, such as a merchant. An acquirer may comprise a financial
institution, such as a bank, that maintains an account for a merchant. An acquirer
may operate an "acquirer computer,” a computer system that can be used to transmit
payment information through networks such as the Internst, including, for example,

authorization request messages and authorization response messages

10
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{00427 A “token provider computer” may include a system that services
tokens. in some embodimeants, a token provider computer can facilitate requesting,
determining {e.g., generating) and/or issuing fokens, as well as maintaining an
established mapping of tokens to primary account numbers (PANS) or virtual primary
account numbers (VPANS) in a repository (e.g. token vault). In some embodiments,
the foken provider computer may establish a token assurance level for a given token
to indicate the confidence level of the token to PAN binding. The token provider
computer may include or be in communication with a token vault where the
generated tokens are stored. The token provider computer may support token
processing of payment transactions submitted using tokens by de-tokenizing the
token {o obtain the actual PAN. In soms embodiments, a token provider computer
may include a tokenization computer alone, or in combination with other computers
such as a processing network computer or hub computer. Various entities of a
tokenization ecosystem may assume the roles of the token service provider. For
example, payment networks and issuers or their agents may act as token service

providers by implamenting token services.

f0043] A “processing network computer” may include a sysiem that can
support and deliver data services. A processing network computer canbeina
‘payment processing network” that may include data processing subsystems,
networks, server computers and operations used (o support and deliver authorization
services, axception file services, and clearing and settlement services. A payment
processing network may be any suitable network able to fransmit and receive
financial system transaction messages (2.g., IS0 8583 messages), and process
original credit and debit card transactions. An exemplary payment procassing
system may include VisaNat™. Payment processing sysiems such as VisaNet™ are
abie to process credit card transactions, debit card transactions, and other types of

commaercial transactions.

[0044] A fcryptocurrency issuer” may include an entity that manages a
cryptocurrency account on behalf of a user. A cryptocurrency issuer may aiso broker
exchanges between different cryptocurrencies or cryptocurrencies and fiat
currencies. A cryptocurrency issuer may issus or provide a digital wallet application
to a user. This digital wallet application may be used by the user in order to perform

cryptocurrency transactions. When a user performs a cryptocurrency transaction,

11
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the cryptocurrency issuer may approve or deny that tfransaction, in order to prevent

fraudulent spending of the user's cryplocurrency funds.

[0045] A “cryptocurrency custodian” may include an entity that provides
storage and securily services for cryptocurrencies. These may include, for example,
storing cryptocurrencies for other financial organizations, such as banks {including
acquiring entities) and hedge funds. A cryptocurrency custodian may maintain a
cryptocurrency account on behalf of an acguirer. In some cases, a cryplocurrency
issuer and cryptocurrency custodian may comprise a single entity. In some
embodiments, a cryptocurrency custodian can also be a cryptocurrency exchange,

whaere cryptocurrencies can be bought or sold with fiat currency.

[0048] “Transaction datg” may be data that is associated with a payment
transaction. Transaction data may include a transaction amount, adate of a
transaction, a primary account number associated with a user initigting the

transaction.

[0047] "Authentication data” may include any data suitable for verifying
somathing. Authentication data may include data authenticating a user or a mobile
device. Authentication data may be oblained from a user or a device that is
operated by the user. Examples of authentication data obtained from a user may
include PINs {personal identification numbers), biometric data, passwords, elc.
Examples of authentication data that may be obtained from a device may be include
device serial numbers, hardware secure element identifiers, device fingerprints,

phone numbers, IME! numbers, etc.

f0048] An "authorization request massage” may include any slectronic
message that requesis authorization for a transaction. In some embodiments, it is
sent {o a fransaction processing computer and/or an issuer of a payment card to
request authorization for a transaction. An authorization request meassage according
to some embodiments may comply with IS0 8583, which is a standard for systems
that exchange electronic transaction information associated with a payment made by
a user using a payment device or payment accourt. The authorization request
message may include an issuer account identifier that may be associated with a
payment device or payment account. An authorization request message may aiso

comprise additional data elements corresponding to "identification information”

12



10

15

20

3G

WO 2022/154789 PCT/US2021/013316

including, by way of example only: a service code, a CW {(card verification value), a
dCW {dynamic card verification valug), a PAN {primary account number or "account
number”), a payment token, a user name, an expiration date, etc. An authorization
request message may also comprise "transaction information,” such as any
information associated with a current transaciion, such as the transaction amount,
merchant identifier, merchant location, acquirer bank identification number {(BIN},
card acceptor 1D, information identifying items being purchased, st as well as any
other information that may be ulilized in determining whether to identify and/or

authorize a transaction.

[0049] An "authorization response message” may include any slectronic
message that responds to an authorization request. In some cases, it may be an
electronic message reply to an authorization requeast message generated by an
issuing financial institution or a transaction processing computer. The authorization
response message may include, by way of example only, one or more of the
following status indicators: Approval -- ransaction was approved, Decline -
transaction was not approved, or Call Center -~ response pending more information,
merchant must call the toll-free authorization phone number. The authorization
response message may also include an authorization code, which may be a code
that a credit card issuing bank returns in response o an authorization request
message in an electronic meassage {either direcily or through the transaction
processing computer} to the mearchant's access device (a.¢. PA egquipment) that

indicates approval of the transaction. The code may serve as proof of authorization.

BRIEF DESCRIPTION OF THE DRAWINGS

{60807 FiG. 1 shows a system block diagram of an off-chain interaction

authorization system according o some embaodiments,

[8051] FIG. 2A shows a system block diagram of a hub computer according to

some embodiments.

f0052] FiG. 2B shows a system block diagram of a processing network

computer accarding to some embodiments.

f0083] FiG. 3 shows a system block diagram of a cryplocurrency issuer

computer according {0 some embodiments.

13
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f0054] FiG. 4 shows a hybrid system block and flow diagram of an off-chain

interaction authorization method according to some embodiments.

[O055] FiGs. 5A and 5B show a flowchart of an off-chain interaction
authorization method, corresponding to the hybrid diagram of FIG. 4, according to

some embodiments.

DETAILED DESCRIPTION

[0058] FiG. 1 shows a token-based, off-channel interaction authorization
system according to some embodiments. The interaction authorization system
comprises a blockchain 102, a cryptocurrency custodian 104, a hub computer 108, a
cryptocurrency issuer computer 108, a mobile device (operating a digital wallet
application) 110, a processing network computer 112, an access device 114, and an
acquirer computer 116, FIG. 1 additionally includes two off-chain channels, a first
off-chain channel 118 and a second off-chain channei 120, Although there are two
computers 104, 108, one processing network computer 112 and ona blockchain 102
in communication with the hub computer 106, it is understood that there can be
many cryptocurrency issuar computers, many cryptocurrency custodian computers,
marty blockchains, and many processing network computers in communication with

the hub computer 108.

[0087] The components in the system in FiG. 1 can be in operative
communication with each other through any suitable communication channel or
communications network. Suitable communications networks may be any ona
andfor the combination of the following: a direct interconnection; the intermet; a Local
Area Network (LAN);, a Metropolitan Area Network (MAN); an Operating Missions as
Nodes on the internet (OMNI); a secured custom connection; a Wide Area Network
{(WAN)}, a wireless network {e.g., employing protocols such as, but not limitedto a
Wireless Application Protocol (WAP), I-mode, andfor the like); andfor the like.
Messages between the computers, networks, and devices may be transmitted using
a secure communications protocois such as, but not limited o, File Transfer Protocol
{(FTP); HyperText Transfer Protoco! (HTTP); and Secure Hypertext Transfer Protocol
{(HTTPRS).

14
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[0058] As stated above, one function of embodiments is {0 enable a user of a
mobile device 110 to parform cryplocurrency interactions (e.g., ransactions) with a
resource provider {e.g., merchant), operating an access device 114. The mobile
device 110 may operate an application, such as a digital wallet application for this
purpose among other purposes (including, for example, managing & crypiocurrency
porifolio, directly transferring cryplocurrencies between accounts, etc.). The mobile
wallet application may be associated with the cryptocurrency issusr computer 108
{e.g., the mobile wallet application may have been provided to the mobile device 110
by the cryptocurrency issuer computer 108). Additionally, the mobile wallet

application may be in communication with a cryptocurrency issuer computer 108,

{0059 The mobile device 110 may comprise any suitable poriable device,
such as a smartphone, tablet, or laptop computer. The mobile device 110 may
possess a number of communications interfaces, including for example, a celiular
communication interface, 8 Wi-Fi communication interface, Blustooth communication
interface, near-field communication interface, and the like. The mobile device 110
may use any of these communication interfaces 1o communicate with other devices
in the network, including the hub computer 108, the cryplocurrency issuer compuier
108, the processing network computer 112, and the access device 114. The mobile
device 110 may also comprise an optical intarface (such as a camera) that can be

used to collect data such as OR codes.

{00607 The mobile device 110 may possess an access token (such as a digital
wallet token) issued by the processing network computer 112, the hub computer
106, or the cryptocurrency issuer compuier 108. This digital wallet token may be
usad in place of a traditional payment credential {such as a payment account
number, PAN) when conducting a transaction with the resource provider operating
access device 114, The digital wallet token may indicate to the processing network
computer 112 or any other suitable computer in the system that the fransaction is to

be conducted using cryptocurrency instead of fiat currency.

f0061] Additionally, the mobile device 110 may possess a cryptographic key,
such as a limited use key (LUK), which may also be issued to mobile device 110 by
processing network computer 112, hub computer 106, or cryptocurrency issuer

computer 108. The LUK may have a limited lifetime (e.g., for one week or for up to
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five transactions), such that any data encrypted using the LUK beyond its lifetime

may not be validated for a transaction.

[0082] During a transaction, the mobile device 110 may receive interaction
data from the access device, including an interaction value {e.q., transaction amount,
price, elc.), a resource provider identifier, a hash of a secrat value (or "secret tokan”),
and any other relevant information (such as a timestamp associated with the
transaction, andfor a geographic location, such as a zip code, city name, country

name, eic.)

f0083] The mobile device 110 may use the LUK to generate a cryptogram.
The LUK may be used to encrypt the digital wallet token and any interaction data
from the mobile device 110. The maobile device 110 can transmit this cryptogram to
the access device 114. The access device can then forward the cryptogram o the
processing network computer 112 via the acquirer computer 116, In some
embodiments, the cryptogram may be present in an authorization request message
{e.g., a standard IS0 8583 formatied message). In addition to the cryptogram, the
authorization request message may comprise the interaction amouni, the resource
provider identifier, an access device identifier, and routing data sufficient to route the
authorization request message to the hub computer 106, In some embodiments, the
routing data may also include the digitai wallet token. In other embodiments, the
digital waliet foken may only be presert in the cryptogram, and the routing data
might include a conventional payment token or primary account number. The latter
data would be sufficient {o route the authorization request message to the

processing network computer 112.

[0064] in some embodiments, the access device 114 may comprise a device
such as a point-of-sale terminal. One function of the access device 114 may be io
collect interaction information {e.g., payment information, such as a credit card
number, pavment token, or digital wallet token) and forward it to processing network
computer 112 in order to later receive authorization to complete the interaction. The
access device 114 may comprise any number of davices, interfaces, or peripherals
in order to perform this function. For example, the access device 114 may comprise
a screen that can display interaction information, enabling a user of mobile device

110 to review the interaction information before providing any payment details.
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Additionally, the access devics 114 may use this screen to display QR codes. These
QR codes may encode the interaction data described above. The access device
114 may transmit this interaction data by displaying the QR code on the scresn,
aliowing the mobile device 110 to collect the OR code using an optical reader or
camera. Additionally, the access device 114 may comprise one or more
communication interfaces (e.q., csliular, Blustooth, Wi-FFi, Ethernet, NFC, Ethernet,
ete.} that it may use to communicate with other devices in the network, These
communications may include, for example, transmitting interaction data to mobile
device 110, receiving a cryptogram from maobile device 110, transmitting the
cryptogram 1o acquirer computer 116, and receiving an authorization response
message (indicating wheather the interaction was authorized) from acguirer computer
116.

{G085] Acquirer computer 116 may comprise a computer sysiem associated
with an acquiring entity.  In some embodiments, the acquiring entity comprises an
acquiring bank that manages an account on behalf of the rescurce provider (e.g., a
merchant). The acquirer computer 116 can receive the crypiogram from access
device 114 and forward it to processing network computer 112, Later, the acquirer
computer 116 can receive an authorization response message (indicating whether
the interaction was authorized) and forward the authorization response message to
access device 114, In some embodiments, acquirer computer 116 may be
associated with cryptocurrency custodian computer 104, That is, cryplocurrency
custodian computer 104 may provide cryptocurrency custodial services (such as
storage, for example) for acquirer computer 118, or cryptocurrency custodian

computer 104 and acquirer computer 116 may comprise a single computer system.

{0086] Processing network computer 112 may comprise a server computer.
The processing network computer 112 may route interaction (paymeant) information
between acquirers and issuers (typically issuing banks associated with users), in
order to enact payment between the user and the resource provider. The processing
network computer 112 may also route authorization request and response messages
between these entities, in order to indicate ¢ the resource provider and user whether
a fransaction has been approved or denied. The processing network computer 112
can perform these functions for both conventional interactions (e.g., those involving

payment credentials such as PANS), tokenized interactions, and token based
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cryplocurrency interactions as disclosed hersin. The processing network compuier
112 may comprise a “token provider computer” as described in the terms section

above, and may have provisioned the digital wallet token {0 the mobile device 110,

{0067] The processing network computer 112 may be in a payment
processing network, which may include data processing subsystems, natworks, and
operations used to support and deliver authorization services, exception file services,
and clearing and settlement services. An exemplary payment processing network
may include VisaNet™ . Payment processing networks such as VisaNet™ are able
to process cradit card transactions, debif card transactions, and other types of
commercial transactions. VisaNet™  in particular, includes a VIP system (Visa
integrated Payments system) which processes authorization requests and a Base il
system which performs clearing and settlemeant services. The payment processing

network may use any suitable wired or wireless network, including the Internet.

16068] Processing network computer 112 may decrypt the cryptogram
received from the mobile device 110 in order to determine the digital wallet token,
the resource provider identifier, and the interaction value (if these values were not
otherwise received in an authorization request massage). The procassing network
computer 112 may decrypt the cryptogram using a cryptographic kKey corresponding
to the LUK issued to the mobile device 110. If the processing network computer 112
is able to decrypt the cryptogram with the LUK and confirms that the LUK that was
used o decrypt the cryptogram is valid and has not expired, then the processing

network computer 112 may initially determine that the cryptogram is valid.

{6069 The processing network computer 112 may determing, based on the
digital wallet token (which is an example of an access token), that the interaction
taking place between the mobile device 110 and access device 114 (or user and
resgurce provider) is a cryptocurrency-based interaction, rather than a conventional
interaction (&.g., a conventional credit or debit card transaction). Using a database
or other suitable data structure, the processing network computer 112 may identify
ancther access token such as a “virtual payment account number” or “VPAN’
associated with the digital wallet token. The processing network computer 112 can
forward at least the VPAN, the interaction value, and the resource provider identifier

to hub computer 108,

18



10

Y
o

20

25

WO 2022/154789 PCT/US2021/013316

{00707 Hub computer 106 may comprise a server computer that acts as a hub
between blockehains, processing network computers, cryptocurrency issuer

computers {e.g., cryptocurrency issuser computer 108} and cryptocurrency custodians
{e.g., cryptocurrency custodian computer 104). The hub computer 106 maintains off-
chain channels between itself, cryptocurrency issuers and cryptocurrency cusiodians
(i.e., off-chain channels 118 and 120}

i

Hub computer 108 may also interface with a
blockehain 102, Blockehain 102 can be used to implement the first off-chain channg!

118 and the second off-chain channel 120.

[0671] The hub computer 106, its componants, and its functions are describsd
in more detail with referance to FIG. 2A below, however, before describing the hub

computer 108, it may be helpful to describe off-chain channels in more detail.

[0072] Off-chain channels, sometimes referred o as “layer two” channels, are
used o perform secure cryptocurrency transactions without broadcasting sach
transaction to the blockchain. This contrasts with traditional cryplocurrency
transactions, where each transaction is broadcast and writlen to the blockchain, By
reducing the number of transactions broadcast {o the blockchain, off-chain channsls

increase the total transaction processing rate of the underlying blockchain.

[0073] There are many ways in which off-chain channels can be implementad.
In some implementations, off-chain channels are created using a “funding
transactiony that is broadcast {0 the underlying blockchain, In the funding
transaction, the two participants in the off-chain channel (such as the hub computer
106 and cryptocurrency issuer computer 108) each contribute some cryptocurrency
to the channel. This cryptocurrency cannot be spent or fransferred by either
participant until the off-chain channel is closed. This closure occurs when a “closing
transaction” or *‘commitment transaction” is writlen to the blockchain by either one of
the participants. This commitment transaction is usually cryptographically signed by
both participants, in order to indicate that the participants agree on the channel

closure.

[0074] The participants are then free to "transact” any number of times by
rebalancing the available funds on the channel. For example, the cryplocurrency
issuer computer 108 and the hub computer 106 could sach contribute 0.5 BTC

{Bitcoins) to the first off-chain channel 118 in a funding transaction, for a total of 1
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BTC on the off-chain channel. The current balance of the channel would reflect that
each participant possesses 0.5 BTC on the channel. The cryptocurrency issuer
computer 108 could then pay the hub computer 106 0.1 BTC. After this payment,
the channel's state would reflect that the cryptocurrency issuer computer 108
possesses 0.4 BTC and the hub computer 108 possesses 0.6 BTC. If the hub
computer 106 and the cryptocurrency issuer computer 108 have complsted their
transactions, sither participant can close tha channel by writing a commitment
transaction o the blockchain 102, Off-chain channel 120 will then free the
cryptocurrency on the channel, allowing the cryptocurrency issuer computer 108 to
spend or transfer 0.4 BTC, and the hub compuier 106 to spend or transfer 0.6 BTC.
Usually, howaver the participants will rebalance the off-chain channel muitiple times

before closing out the channel.

{6O75] in some implementations, pariicipants on the ¢ff-chain channel will
generate commitmeant transactions each time the off-chain channel is rebalanced.
The participants will each sign their generated commitment transaction, and then
transmit it o the other participant. [ a participant wants to close the channel, thay
can sign the received commitment transaction with their own private kay. Al this
point, the commitment transaction has been signed by both participants and can be
broadeast to the blockchain to close out the channel. If neither participant is
interested in closing the off-chain channel, they can digitally store the commitment
fransactions untll the off-chain channel is rebalanced and new commitment
transactions are generated. At this poini, the old commitment transactions can be
deleted.

f0076] Typically, off-chain channels use some form of fransaction scripting
{such as Bitcoin Transaction Scripting) in order to enforce rules and penalties, rather
than relying on participants o behave honestly. An exemplary transaction script is a
“time lock” that prevents cryptocurrency from being spent or transferred until a
certain amount of time has expirad. The iable below shows an exampie of a time

lock script in Bitcoin Transaction Scripting:

ScriptPubKey: <explry timer» 0P CHECKLOCKTIMEVERIFY

OP DROP OP DUPE OP HASHI

OP EQUALVERIFY CF CHECKSIG
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T

scriptsSiG: <sig> <pubKey>

Table. 1: Exemplary time-lock script

f0077] Alternative time locking scripts can pravent cryptocurrency from being

spent until a certain number of additional blocks have been written to the blockchain.

[0078] As such, off-chain channels 118 and 120 can be used to implement
cryptocurrency payments between the cryptocurrency issuer computer 108 and hub
computer 108, and between the hub computer 106 and cryptocurrency custodian
computer 104, As such, hub computer 106 can effectively manage cryptocurrency
payments between cryplocurrency issuer computer 108 (and by extension, the user
of mobile device 110) and crypiocurrency custodian computer 104 {(and by

extension, the resource provider operating access device 114).

f0679] The hub computer 106 may be better understood with reference to
FIG. 2A, which shows a hub computer 108 comprising a processor 202, a
communications interface 204, an off-chain channel database 206, and a computer
readable medium 210, comprising or storing a number of software modules,
including a communication module 212, a blockchain / off-chain module 214, and a

cryptography module 216,

16080] The hub computer 106 can manage off-chain payment channels
betwsen i, cryplocurrency issuer computers, and cryptocurrency custadian
computers, in order to enabie off-chain cryptocurrency paymenis between
cryptocurrency issuer computers {on behalf of users of mobile devices or customers)
and cryptocurrency custodian computers (on behalf of resource providers or
merchants). During an interaction, the hub computer 106 can receive an access
tokery and interaction data, including an interaction value (e.g., a transaction amourt
such as 1 BTC), and a resource provider identifier. Using the access token, the hub
computer 106 can identify the cryptocurrency issuer computer and the off-chain
channel corresponding o that cryptocurrency issuer computer. Using the resocurce
provider identifier, the hub computer 1086 can identify the cryptocurrency custodian
computer and the off-chain channel corresponding to that crypiocurrency custodian
computer. Via thase off-chain channels, tha hub computer 106 can request
interaction authorization from the cryptocurrency issuer computer, and rebalance the

stats of the two off-chain channels to enact off-chain payment betwsen the
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cryplocurrency issuer computer and the cryptocurrency custodian computer.
Afterwards, the hub computer 106 can transmit an authorization response message
to the access device (8.¢., via the processing network computer and the acquirer
computer}, enabling the resourcs provider to complete the interaction. In some
embodiments, the hub computer 106 and processing network compuier 112 may
form part of a singie compuiter system. In these embodiments, the computer system
may perform functions, including generating digital wallet tokens and provisioning
those digital wallet tokens to access devices, as well as decrypling cryptograms
received from access devices, and identifying access tokens basead on their

corresponding digital wallet tokens.

{00811 Processor 202 may comprise any suitable data computation device or
devices. Processor 202 may be able {o interpret code and carry out instructions
stored on computer readable medium 210, Processor 202 may comprise a Central
Procassing Unit (CPU) operating on a reducead instructional sst, and may comprise a
single or multi-core processor. Processor 202 may also include an Arithmetic Logic

Unit {(ALU) and a cache memaory.

[0082] Communication interface 204 may comprise any interface by which
hub computer 108 may communicate with other computers or devices. Examples of
communication interfaces include: wired interfaces, such as USB, Ethernet, or
FireWire, as well as wireless interfaces such as a Blustooth or Wi-Fireceivers. Hub
computer 106 may possess multiple communication interfaces 204, As an exampie,
hub computer 106 may communicate through an Ethemet interface, as well as a
USB port.

[0683] Hub computer 106 may communicate with other devices or computers
using communication interface 204, via one or more secure and authenticated point-
to-point channels. These channels may use a standard public key infrastructure.
For example, hub computer 106 and a cryptocurrency issuer computser may
exchange a symmetric key via their communication interfaces. This key exchange
may comprise, for example, a Diffie-Heliman kay exchangs. After exchanging
cryptographic keys, hub computer 106 and the cryplocurrency issuer computer may
communicate over a public channel (such as an unsecured network) using a

standard authenticated encryption scheme. Messages betweern hub compuier 106
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and the cryptocurrency issuer computer can be encrypted with the symmetric
cryptographic key, Additional authentication methods, such as digital signatures,

can also be used.

10084] The off-chain channel database 206 may comprise a database of
information used to identify off-chain channels. This may include, for example, key-
value pairs associating access tokens with off-chain channsl identifiers or
cryptocurrency issuer addresses. it may also include, for example, key-vaiue pairs
associating resource provider identifiers with off-chain channe! identifiers or
cryptocurrency cusiodian addresses. The hub computer 106 may access this
information in order {0 identify the cryptocurrency issuer associated with an access
token received from an access device, in order o subsequently request interaction

authorization from the cryplocurrency issuer computer.

fO085] Communication module 212 may comprise code, software, or
instructions the may be interpreted and executed by processor 202, This software
may bs used by hub computer 108 in order to communicate with other computers,
devices, and entilies in the off-chain interaction authorization system, such as the
computers, devicas, and entities displayed in FIG. 1. This may include code or
instructions for: recelving access fokens and interaction values from access devices
{or other devices, such as a processing network computer), receiving cryptograms
from access devices, transmitting off-chain interaction requests o cryptocurrency
issuer computers and cryptocurrency custodian computers, receiving off-chain
interaction responses from cryptocurrency issuer computers and crypliocurrency
custodian computers, and transmitling authorization response messages 1o access
devices. Communication module 212 may enable hub computer 106 to
communicate with other computers and devices according to any appropriaie
communication protocol, such as the user datagram protocol (UDP), the

transmission control protocol (TCP), 1ISO 8583, stc.

{608s] Blockchain / Off-chain module 214 may comprise code or software,
exscutable by processor 202 to enable the hub computer 106 to perform functions
associated with managing an off-chain channel or the underlying blockchain
corresponding to that channel. For exampie, the hub computer 106 may use

blockchain / off-chain module 214 to open an off-chain channel with a cryptocurrency
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issuer computer or a cryptocurrency custodian computer by broadcasting an initial
recordation {otherwise referred 1o as an initial transaction or a funding transaction} to
the underlying blockchain, Hub computer 106 may also use blockchain / off-chain
module 214 o generate commitment transactions that reflect an updated state of the
corresponding off-chain channel. Additionally, hub computer 106 may use
blockchain / off-chain module 214 o broadcast a closing recordation {(otherwise
referred to as a closing transaction or commitment transaction) {0 the underlving
blockchain. Further, blockchain / off-chain module 214 may be used by hub

computer 106 to access, search, and modify the off-chain channel database 206.

[0087] Cryptography module 218 may comprise code or software, exacutable
by processor 202 for performing cryptographic services, including encrypting or
decrypting data (such as generating authorization response cryptograms), digitally
signing data {such as commitment transactions), performing key exchanges,

encrypting messages sant to other systems or devices, and the like.

[0088] Returning briefly to FIG. 1, the hub computer 106 may maintain a first
off-chain channel 118 with the cryptocurrency issuer computer 108, and a second
off-chain channel 120 with cryptocurrancy custodian computer 104, The hub
computer 106 can use these channels (o perform off-chain cryptocurrency transfers
between itself, cryplocurrency issuer computer 108 and cryptocurrency custodian

computer 104,

{0089 Additionally, hub computer 106, cryptocurrency custodian computer
104, and crypiocurrency issuer computer 108 may interface with a blockchain 102,
or a network of computers each acting as nodes in blockchain 102, These computer
systems may interface {(8.¢., by broadcasting transactions) with the blockchain in
order to open or close off-chain channels and in order to perform off-chain

cryplocurrency fransactions between each cother.

0634} A block diagram of the processing network computer 112 is shown in
FiG5. 2B, which shows a processing netwark computer hub computar 112 comprising
a processor 232, a communications interface 234, a token database 238, and a non-
transitory computer readable medium 240, comprising or storing a number of
software modules, including a communication module 242, a crypiography module

248, a tokenization module 248, and a licensing module 250.
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{00911 The processor 232 and communication interface 234 can be similar to
similarly named components in FIG. 2A in hub computer 106, so descriptions

therefore need not be repeated here.

[6082] The token database 238 may comprise a database of information used
to map access tokens to digital wallet tokens. The processing network computer 112
may receive cryptograms encoding digital wallet tokens and other information, and
the processing network computer 112 can use token database 208 to identify the
corresponding access tokern {(e.¢g., a virtual PAN). The access token may then be
transmitted to the hub computer which identifies the cryptocurrency issuer compuitsr,

and the off-chain channel corresponding to the cryplocurrency issuer computer.

f0083] Communication module 242 may comprise code, softwarg, or
instructions the may be interpreted and executed by processor 202, This softwars
may be used by hub computer 108 in order to communicate with other computers,
devices, and entities in the off-chain interaction authorization system, such as the
computers, devices, and entities displayed in FIG. 1. Communication module 242
may enable processing network computer 112 to communicate with other computers
and devices according to any appropriate communication protocol, such as the user

datagram protocol (UDP), the fransmission control protocol {TCP), 1IS0O 8583, etc.

{60941 Cryptography module 246 may comprise code or software, executabls
by processor 202 for performing cryptographic services, including encrypting or
decrypting data {such as decrypting received cryptograms, or generating
authorization response cryptograms), digitally signing data, generating cryptographic
keys (such as limited use keys), performing key exchanges, encrypling messages

sent to other systems or devices, and the like.

[0085] Tokenization module 248 may comprise code or software, exacutable
by processor 232, for implementing tokenization services. These services can
include generating and provisioning digital wallet tokens to mobile devices. These
services can aiso include associating digital wallet tokens {0 access tokens, and “de-
tokenizing” digital wallet tokens to identify the corresponding access token. The
tokenization module 240 and the processor 232 may also detokenize an access

token to obiain a real credential corresponding to that access token. The
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tokenization module 218 may aiso be used by the processing network computer 106

{0 access, search, and modify token database 208,

[0038] Licensing module 250 may comprise code or software, execuiable by
processor 232 for generating, distributing, and analyzing digital waliet licenses. A
digital waliet license may comprise data used to indicate that a cryptocurrency issuer
computer is allowed to request digital walief tokens for its users and their mobile
devices. A digital wallet license may be cryptographically signed by processing
network computer 112, in order to indicate that the digital wallet license originated
from processing network computer 112, The processing network computer 112 may
use the licensing moduie 250 to generate a digital wallet license and digitally sign it
before transmitting it {o a cryptocurrency issuer computer. YWhen the cryptocurrency
issuer computer requests a digital wallet token for a mobile device, the
cryptocurrency issuer computer may fransmit the digital wallet license hack to
processing network computer 112, Processing network computer 112 may use
licensing module 250 to determine if the digital wallet license is legitimate (e.g., by
verifying the digital signature), before generating a digital wallet token and issuing it

to the respective mobile device.

f0087] Returning to FIG. 1, cryptocurrency custodian computer 104 may
comprise a computer system that performs “custodial” servicaes for other entities.
These include storing crypiocurrencies in either *hot” (online connected) storage or
“‘cold” {offiine) storage. Cryptocurrency custodian computer 104 may actas a
repository for cryptocurrencies. Cryptocurrency custodian computer 104 may
maintain an account on behalf of either the acquirer or rescurce provider, allowing
cryptocurrency payments made via the second off-chain channel 120 to eventually

reach the resource provider.

f0088] Cryptocurrency issuer computer 108 may comprise a server computer
system that maintains cryptocurrency accounis on behalf of clients. The
cryptocurrency issuer computer 108 may be part of a cryptocurrency exchange that
brokers exchanges of cryptocurrencies between clients, as well as securely storing
client cryptocurrencies. The cryplocurrency issuer computer 108 may maintain an
account on behalf of the user of mobile device 110, Additionally, the cryplocurrency

issuer computer 108 may issue a mobile wallet application to mobile device 110,
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enabling the user of mobile device 110 to manage their account or their
cryptocurrencies. The cryptocurrency issuer computer 108 may communicate with
mobile device 110 via this application. Cryptocurrency issuer computer 108 may be

better understood with reference to FIG. 3.

[0089] FiG. 3 shows a system block diagram of a cryptocurrency issuer
computer 108 according to some embodiments. Cryptocurrency issusr computer
108 may comprise a processor 302, a communication interface 304, an account
database 306, and a compuier readable medium 308. The computer readable
medium 308 may comprise or store a number of software modules, including a
communication module 310, a blockchain / off-chain module 312, a cryptography

module 314, and an account management module 316.

0104} Processor 302 may comprise any suitable data computation device or
devices. Processor 302 may be able to interpret code and carry out instructions
stored on computer readable medium 308. Processor 302 may comprise a Central
FProcassing Unit (CPU) operating on a reduced instructional sat, and may comprise a
single or multi-core processor. Processor 302 may also include an Arithmetic Logic

Unit (ALU) and a cache memaory.

[0101] Communication interface 304 may comprise any intarface by which
cryptocurrency issuer computer 108 may communicate with other computers or
devices. Examples of communication interfaces include: wired interfaces, such as
USE, Ethernet, or FireWire, as well as wireless interfaces such as a Blustooth or Wi-
Fireceivers. Cryptocurrency issuer computer 108 may possess mulliple
communication interfaces 304. As an example, cryptocurrency issuer computer 108

may possaess and communicate via Ethernet and USH interfaces.

[0162] Cryptocurrency issuer computer 108 may communicate with other
devices or computers using communication interface 304 via one or more secure
and authenticated point-to-point channels. These channels may use a standard
public key infrastructure. For example, cryplocurrency issuer computer 108 and a
hub computer may exchange a symmetric key via their communication interfaces.
This key exchange may comprise, for example, a Diffie-Hellman key exchange.
After exchanging cryptographic keys, crypiocurrency issuer computer 108 and the

hub computer may communicate over a public channel (such as an unsecured
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network) using a standard authenticated encryption scheme. Messages between
cryptocurrency issuer computer 108 and the hub computer can be encrypted with the
symmetric cryptographic key. Additional authentication methods, such as digital

signatures, can also be used.

[0103] Account database 306 may comprise a database of user accounts and
user account information. These may comprise cryptocurrency accounts
corresponding to users’ cryptocurrency holdings. The database may also store
associated “account values” corresponding to the amounts and types of
cryptocurrencies held by those users, such as “2 BTC.” Account database 306 may
additionally comprise key-value pairs that relate access tokens and mobile devices
{or mobile device identifiers) to their corresponding accourits. The cryptocurrency
issuer computer 108 may use account database 306 o debit cryptocurrency from
user accounts during crypiocurrency based interactions. In some embodiments, in
addition {o managing a cryptocurrency account for a user, the cryptocurrency issuer
computer 108 may also manage a fiat currency account. For example, a bank

computer could managse both cryptocurrency and fiat currency accounts for a user.

[0104] Communication module 310 may comprise code, software, or
instructions the may be interpreted and executed by processor 302, This software
may be used by cryptocurency issuer computer 108 in order to communicate with
other computers, devices, and entities in the off-chain interaction authorization
system, such as the devices and computers shown in FIG. 1. This may include cods
or instructions for: receiving off-chain interaction requests from a hub computer,
receiving access tokens and interaction values from the hub computer, generating
and transmitting off-chain interaction responses to the hub computer, as well as
communicating with a mobile device via a mobile wallset application, including
transmitting authorization response messages and cryptocurrency account
information. Communication module 310 may enable cryptocurrency issuer
computer 108 to communicate with other computers and devices according {0 any
appropriate communication protocol, such as the user datagram protocol (UDP), the

transmission control protocol (TCR), 180 8583, etc.

{0105] Blockchain / Off-chain module 312 may comprise code, software or

instructions that may be interpreted and executed by processor 302 in order to
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manage off-chain channels and interface with their underlying biockchains., For
example, the cryptocurrency issuer computer 108 may use biockchain / off-chain
module 312 o open an off-chain channel with a hub computer by broadcasting an
initial recordation to the underlying binckehain, Cryptocurrency issuer computer 108
may also use blockchain / off-chain module 312 to generate commitment
transactions that reflact an updated stale of the corresponding off-chain channel.
Additionally, cryptocurrency issuer computer 108 may use blockchain / off-chain
module 214 to broadcast a closing recordation to the underlying blockchain. Further,
cryptocurrency issuer computer 108 may use blockchain / off-chain modula 312 to
interpret off-chain interaction request messages and generate off-chain interaction

responsa messages, in order to update the state of the off-chain channel.

[01086] Cryptography module 314 may comprise code or software, executabls
by processor 302 for performing cryplographic services, including encrypling or
decrypting data, and signing data, including signing commitment transactions,
signing interaction data o generate off-chain interaction responses, etc.
Cryptography module 314 may also be ussd by cryptocurrency issuer computer 108

to perform key exchanges.

[0107] Account management module 316 may comprise code or software,
executable by processor 302 for managing user accounts and interfacing with
account database 306, The cryptocurrency issuer computer 108 may use account
management module 316 {0 debit a user's account based on an interaction value
received in an off-chain inferaction request, &.¢., by subtracting the interaction value

from a corresponding account value.

{0108] Having described systems and computers according to some
embodiments with reference to FiGs. 1-3, it may be helpful to describe methods
according to embodiments of the present disclosure. Fi(s. 4 shows a hybrid system
and flow diagram, corresponding to the system of FIG. 1. Also shown on FIG. 4 are
steps 5422-S444, corresponding to some methods according to some embodiments,

these steps are also shown in FiGs. 5A and 5B.

[0109] At stap 5422, tha processing network camputer 112 can grant a digital
wallet license to the cryplocurrency issuer computer 108 and transmit a digital wallet

token {o the mobiie device 110
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01107 In some embodiments, the cryptocurrency issuer computer 108 can
fransmit a request for a digital wallet license (o the processing network computer
112. The request can comprise information used to identify the cryptocurrency
issuer computer 108 {e.g., a public key associated with the cryptocurrency issuer
computer 108), such as a cryptocurrency issuer address (e.g., an IP address for the
cryplocurrency issuer computer 108). The processing network computer 112 can
analyze the request, generate a digital wallet license {using, for example, licensing
module 220 from FIG. 2B}, then transmit the digital wallet license o the

cryptocurrency issuer computer 108

0111 Later, when the cryplocurrency issuer computer 108 is enroliing a user
in the off-chain interaction authorization service, the cryptocurrency issuer computer
108 can generate an access token associated with a user account of the user
operating a mobile device {e.g., the user's smartphone). The cryplocurrency issuer
computer 108 can transmit a request to issue a digital wallet token to the processing
network computer 112. The request for the digital wallet token can include the
praviously generated access token generated. The processing network computer
112 can subsesquently generate a digital wallet token, associate the digital wallet
token with the access {oken {e.q., by storing the tokens in conjunction with one
ancther in a database), and transmit the digital wallet token to the mobile device 110,
Further, in some embodimenits, the processing network compuier 112 can fransmit a
limited use key {0 the mobile device 110, The mobile device 110 can than use the

digital wallet token and limited use key during a later interaction {e.g., a transaction).

f0112] At step 5424 during an interaction between a user of mobile device
110 and a resource provider operating access device 114, mobile device 110 can
generate an interaction cryptogram and transmit the interaction cryptogram {o
access device 114, The interaction cryplogram can comprise one or more of
interaction data, digital representations of data corresponding to the interaction, as
well as the digital wallet token, encrypled using a limited use key. The interaction
data can comprise, for example, an interaction vaiue {such as the price or cost of the
good or service, represented in cryptocurrency), as well as a resource provider
identifier (used to identify the resource provider operating the access device). The
interaction data can additionally comprise other relevant interaction information, such

as a timestamp corresponding {6 the interaction, a merchant category code, eic.
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Access device 114 may transmit the interaction data to the mobile device 110 prior
to step S424, enabling mobile device 110 o generate the interaction cryptogram. In
some embodiments, the digital wallet application operating on mobile device 110 can
reguest the interaction data in the processing data object list (PDOL) of the file
control information (FCH sent to the mobile device 110 during the interaction.
Alternatively, access device 114 may generate and display a OR code that the
mobile device 110 can scan in order 10 gain access (o the interaction data. In some
cases, the mobile device 110 and/or the access device may include information
{e.g., network addressas, pseudo account numbers, efc.} in any message that is
eventually ransmitted to the acquirer computer 116 and/or the processing network

112 that would be sufficient to route the message.

[0113] Optionally at step $5424, mobile device 110 can transmit an initial value
to cryptocurrency issuer computer 108, This initial value can correspond 1o or egual
the interaction value. The initial value can indicate to the cryptocurrency issuer
computer 108 that the user of the mobile device intends {0 use or spend that amount
of cryptocurrency, and thus the cryptocurrency issuer computer 108 should expect
an authorization request for that amount. The cryplocurrency issuer computer 108

can optionally “lock” that amount from the user's cryplocurrency account.

[6114] At step 8426, the access device 114 can forward the interaction
cryptogram to the acquirer computer 116, Subsequently at step 5428, the acquirer
computer 116 can forward the interaction cryptogram 1o the processing network

computer 112,

[0115] At step 5430, the processing network computer 112 can decrypt the
interaction cryptogram and identifies an access token corresponding to the digital
wallet foken. The processing network computer 112 can use a crypiographic key
corresponding to the limited use key o decrypt the cryptogram to retrieve the access
token and the interaction value (along with any other interaction data, such as a
resource provider identifier). In other embodiments, the digital wallet token,
interaction amount, and the resocurce provider identifier are in the authorization
request message, along with the cryptogram. In such embodiments, the decryption

of the cryptogram by the processing network computer 112 using a valid limited use
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key, and the comparison of the decrypted data to the data in the authorization

request message may serve o validate the authorization request message.

f0116] Further, the processing network computer 112 can use a token
database {such as token database 238 from FIG. 2B) to determine an access token
corresponding to the digital wallet token. Optionally at step S430, prior to
determining a cryptocurrency issuer address (i.e., in step 5434), the processing
network computer 112 can determine based on the access token or the digital wallet
token that the interaction comprises a cryptocurrency-based interaction. This may
be helpful if the processing network computer typically processes non-
cryptocurrency based interactions, such as credit card or debit card interactions. i
the transaction is not a cryptocurrency transaction, then the processing network
computer 112 may transmit the authorization request message {0 an issuer

computer for authorization as is done conventionally.

{61177 At step 5432, the processing network computer 112 can transmit the
access token, interaction valug, and any other interaction data, such as the resource

provider identifier to the hub computer 106.

{0118} Referring now to FIG. 5B, at step $434, the hub computer 106 can
identify the cryptocurrency issuer computer 108, the cryptocurrency custodian
computer 104, and their associated off-chain charnnels, e.g., the first off-chain
channel 118 and the second off-chain channel 120, The hub computer 106 can use
the access token, the resource provider identifier, and an off-chain channel database
{such as off-chain channe! database 206 from FIG. 2A), to identify these entities and
channels. In some embodiments, the hub computer 106 can determine a
cryptocurrency issuer computer address using the access token, the cryptocurrency
issuer address associated with the cryptocurrency issuer computer 108, and
determine a cryptocurrency custodian computer based on the resource provider

identifier.

0119 The first off-chain interaction channel 118 may hava been previously
opened by the hub computer 106 and cryptocurrency issuer compuier 108, The first
off-chain interaction channel 118 may have been formed by at least a first initial
recordation between the hub computer 106 and crypiocurrency issuer compuier 108

on blockehain 102 (2.q., a funding transaction). Further, the first off-chain interaction
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channel 118 may later be closed by a first closing recordation between the hub
computer 106 and the cryplocurrency issuer computer 108 on the blockehain 102

{e.¢., a commitment transaction).

10420] Likewise, the second off-chain interaction channel 120 may have been
previously apanad by the hub computer 106 and the cryptocurrency custodian
computer 104, The second off-chain interaction channel 120 may have been formed
at least by a second initial recordation between the hub computer 106 and
cryptocurrency cusicodian computer 104 on blockehain 102 (e.g., a funding

transaction)

i

Further, the second off-chain interaction channel 120 may later be
closed by a2 second closing recordation betweean the hub computer 106 and the
cryptocurrency custodian computer 104 on the blockchain 102 {(e.g., & commitment

transaction).

0121 The terms “first” and “second,” are intended only to distinguish the off-
chain interaction channels, their corresponding initial recordations and corresponding
closing recordations, not o indicate, for example, the order in which the channels

were opened or closed.

01223 At step §$436, having identified the crypiocurrency issuer computer 108
based on the access token, the hub computer 106 can transmit a first off-chain
interaction reguest comprising the interaction value to the cryptocurrency issuer
computer 108, In some embodiments, the first off-chain interaction request

additionally comprises the access foken and any associated interaction daia,

[0123] The cryptocurrency issuer compuier 108 can use the access token,
interaction value, and other interaction data in order (o delermine whether {0 approve
or deny the interaction. The cryptocurrency issusr computer 108 can, for exampie,
check a user account associated with the access token to determine if the user
possesses enough cryptocurrency o complete the interaction. Additionally, the
cryptocurrency issuer computer 108 can perform fraud detection using the
interaction information in order to determing if the interaction is legitimate. For
exampie, the cryplocurrency issuer computer 108 can analvze a time stamp, or a
geographic location associated with the interaction to determine if it is an unusual
place or time for the user io attempt to perform an interaction. Additionally, the

cryptocurrency issuer computer 108 can update the user's account balance, by
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identifying a user account corresponding 1o the access token and the mobile device
and subtracting the interaction value from an account value associated with the user

account.

{61241 At step 5438, provided the cryptocurrency issuer computer 108
approves the interaction, the cryptocurrency issuer computer 108 and hub computer
106 can update the state of the first off-chain channel 118 in order to enact payment
from the user's cryptocurrency account. Updating the state of the channel depends
on the particular off-chain channel implementation. in some embodiments, the
cryptocurrency issuer computer 108 can sign interaction data including the
interaction value to form a cryptocurrency issuer computer cryplographic signature.
This cryptocurrency issuer computer cryptographic signature can be used {0 creale a
first off-chain interaction responss and sent to the hub computer 108, In some
embodiments, the first off-chain interaction response may comprise a commitment
transaction. If the hub computer 106 later wishes to close the channel, i can sign
the first off-chair interaction response with its own private key and broadcast it to
blockchain 102, in other embodiments, the first off-chain interaction response may
comprise a signed cryptographic promise to deliver cryptocurrency in the amount of
the interaction value. The hub computer 106 may later deliver this signed
cryptographic promise to cryptocurrency custodian computer 104 via the second off-
chain channel 120 in order to enact payment between the cryptocurrency issuer

computer 108 and crypiocurrency custodian computer 104,

[0125] At step 5440, after receiving the first off-chain interaction response
message from the cryplocurrency issuer computer 108, and updating the first off-
chain interaction channel 118, the hub computar 106 and cryptocurrency custodian
computer 104 can update the state of the second off-chain interaction channel 120.
How the hub computer 106 and cryptocurrency custodian computer 108 update the
second off-chain interaction channel 120 depends on the particular implementation
of the second off-chain interaction channel. In some embodiments, the hub
computer can fransmit a second off-chain interaction request comprising the
interaction value, the resource provider identifier, and optionally a second hub
computer cryptographic signature to the cryptocurrency custodian computer 104
The second off-chain interaction reqguest may essentially amount (o a signed

cryptographic promise, indicating that the hub computer 108 will transfer an amount
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of cryptocurrency equal to the inferaction value to the cryptocurrency custodian
computer 104, The second off-chain interaction request may also comprise a
commitment transaction, signed by the hub computer 106, If the cryptocurrency
custodian computar 104 wants to close the channel and collect the cryptocurrency, it

can sign the second off-chain interaction request and broadceast it to blockehain 102,

{0126] After receiving the second off-chain interaction request, the
cryptocurrency custodian computer 104 may generate and sign a second off-chain
interaction response, comprising a cryplocurrency custodian computer cryptographic
signature, and fransmit it 1o the hub computer 106. The second off-chain interaction
response may indicate that the cryptocurrency custodian computer accepts the off-
chain cryptocurrency transfer. The second off-chain interaction response may
comprise a commitment transaction, signed by the cryptocurrency custodian

computer.

{61271 At step 5442, the cryptocurrency issuer computer 108 can transmit a
confirmation message to the application on the mobile device 110 for the interaction.
This confirmation message can comprise authorization confirmation, indicating to the
user of the mabile device 110 that the interaction between the user and the resource
provider has been approved, and that the user's account has been debiled in the

amount of the interaction value.

[0128] At step 5444, tha hub computer 1068 can transmit an authorization
response message for the interaction o the access device 114, via (optionally) the
processing network computer 112, and the acquirer computer 116, In some
embodiments, the hub computer 108 instead transmits the authorization response
message o the processing network computer 112, which thereafler generatss an
authorization cryptogram comprising the authorization response message and

transmits the authorization cryptogram to the access device 114,

[0129] After step 8444, the hub computer 108 {or the cryptocurency issuer
computer 108} can optionally close the first off-chain channel 118 by broadeasting
the closing recordation to a computer network (L.e., a blockchain network)
corrasponding to blockehain 102, The hub computer 106 can do this if the

interactions between itself and the cryplocurrency issuer computer 108 are
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complete, or if the channel funds have become totally deplete, or for other reasons

{2.q., suspected fraud, renegotiating relationship between the two entities, etfc.)

e

[0130] Once a participant (e.g., the hub computer 108} broadcasts the closing
recordation {e.g., a commitment transaction signed by both the hub computer 106
and the other party on the off-chain channel), the closing recordation can be included
in a block appended {o the blockchain {e.g., a “mined” block). in order {o include the
closing recordation, a "miner” needs to first confirm the closing recordation, then
generate a proof-of-work. Confirming the closing recordation typically involves
verifying that the cryptocurrency corresponding o the closing recordation has not
been double spent. In some embodiments, the closing recordation may include a
mining fee to incentivize miners 1o include the closing recordation in the next block
thay mine. Once a miner has confirmed the closing recordation and agreed to
include the closing recordation in the next block, the miner can begin the time-

consuming process of generating the proof-of-work.

0131} In some blockehains, the proof-cf-work function involves determining a
hash vaiue that is lower than a target hash value. Because hash values are often
unpredictable and appear random, generating the proof-of-work is typically a time-
consuming, trial-and-error based process, which can involve guessing a noncs that
will produce the desired hash value, when included with the data {e.g., transactions)
to be written {o that block. Blockehains such as the Bitcoin blockchain have a
“difficuitly” value that relates to the probabiiity that a correct proof-of-work is
generated. This difficulty value is often high in order to reduce the rate at which
blocks are added {o the blockchain {for Bitcoin, roughly once every 10 minutes).
Once a miner has discovered the proof-of-work, the block including the closing
recordation can be broadcast through the blockehain network and added to the
blockchain. Subsequently, the participants on the off-chain channel can spend the
cryptocurrency praeviously on the channel (subject o the terms of any smart-

contracts or other limitations, as describad above).

{0132] In some embodiments, if the rasource provider operating the access
device 114 wishes to be paid in fiat currency rather than cryptocurrency, then a
clearing and settlement process can be performed. In a pericdic settlement process,

the acquirer computer 116 may be owed an aggregate amount of fial currency for
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the accounts of the resource providers that it services. In some embodiments, the
cryptocurrency custodian computer 104 can sell or otherwise convert any aggregate
amount of cryptocurrency owed to the acquirer operating the acquirer computer 116
to fiat currency. The acquirer computer 118 may recsive that aggregate amount of
fiat currency from the cryptocurrency custodian computer 104 directly or via the
processing network computer 112, In other embodiments, after the off-chain
channels are closed, then the hub computer 108 could provide the fiat currency in
the amount of the cryptocurrency that each of the cryptocurrency custodian
computer 104 and the cryptocurrency issuer computer 108 are owed, and the
blockehain 102 could be updated with this settlement transaction. Note that these
recordation steps on the blockchain 102 can alse be parformed with an initial

transaction opening a channel.

{6133] Embodiments of the invention have a number of advantages. In
embodiments of the invention, an interaction such as a payment transaction can be
conducted using cryptocurrency. Further, because off-chain channels are used {0
record and conduct transfers between issuer computers, custodian computers, efc,,
each transaction need not be recorded to a biockchain., This saves a significant
amount of processing spsed and processing work by computers in a biockchain
network, which would otherwise require data and energy intensive mining for every

fransaction.

{0134 Any of the computer systems mentioned herein may utilize any suitable
number of subsysiems. In some embodiments, a computer sysiem includes a single
computer apparatus, where the subsystems can be components of the computer

apparatus. In other ambodiments, a computer system can include multiple computer

apparatuses, each being a subsystem, with internal components.

{0135] A computer system can include a plurality of the components or
subsystems, e.¢., connectad together by external interface or by an internal
interface. In some embodiments, computer systems, subsystems, or apparaiuses
can communicate over a network. In such instances, one computer can ba
considered a client and another computer a server, where each canbe partof a
same computer system. A client and a server can each include multiple systems,

subsysiems, or components.
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[0136] it should be understood that any of the embodiments of the present
invention can be implementad in the form of control logic using hardware {8.g., an
application specific integraied circuit or field programmable gate array) andfor using
computer software with a generally programmable processor in a modular or
integrated manner. As used herein a processor includes a single-core processor,
multi-core processor on a same integrated chip, or mulliple procassing units on a
single circuit board or networked. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will know and appreciate other ways
and/or methods to implement embodiments of the present invention using hardware

and a combination of hardware and software.

{0137] Any of the software components or functions described in this
application may be implemented as software code {0 be executad by a processor
using any suitable computer language such as, for example, Java, C, C++, C#
Cbjsctive-C, Swift, or scripting language such as FPerl or Python using, for example,
corwvertional or object-ariented technigues. The software code may be stored as a
series of instructions or commands on a computer readable medium for storage
andfor transmission, suitable media include random access memory (RAM), a read
only memary {ROM), a magnetic medium such as a hard-drive or a floppy disk, or an
optical medium such as a compact disk (CD} or DVD (digital versatile disk), flash
memory, and the like. The computer readable medium may be any combination of

such storage or transmission devices,

f6138] Such programs may also be encoded and transmitted using carrier
signals adapted for transmission via wired, optical, and/or wireless networks
conforming to a variety of protocols, including the Internet. As such, a computer
readabie medium according (o an embodiment of the present invention may be
created using a data signal encoded with such programs. Computer readable media
encoded with the program code may be packaged with a compatible device or
provided separately from other devices {e.g., via Internet downioad). Any such
computer readable medium may reside on or within g single computer product {(e.g.
a hard drive, a CD, or an entire computer system}, and may be present on or within
different computer products within a system or network. A computer system may
include a monitor, printer or other suitable display for providing any of the results

mentioned herain to a usar.
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{0139 Any of the methods described herein may be totally or partially
performed with a computer system including one or mare processors, which can be
configured to perform the steps. Thus, embodiments can be involve computer
systems configured o parform the steps of any of the methods described herein,
potentially with different components performing a respective steps or a respective
group of steps. Although presented as numberead steps, steps of methods herein
can be performed at a same time or in a different order. Additionally, portions of
these steps may be used with portions of other steps from other methods. Also, all or
portions of a step may be optional. Additionally, and of the steps of any of the
methods can be performed with modules, circuits, or other means Tor performing

these steps.

[0146] The specific details of particular embodiments may be combined in any
suitable manner without departing from the spirit and scope of embodiments of the
invention. However, other embodiments of the invention may be involve specific
embodiments relating to each individual aspect, or specific combinations of thase
individual aspects. The above description of exemplary embodiments of the
invention has been presented for the purpose of illustration and description. It is not
intendead 1o be exhaustive or {o limit the invention to the precise form described, and
many modifications and variations are possible in light of the teaching above. The
embodiments were chosen and described in order to best explain the principles of
the invention and its practical applications {0 thereby enabie others skilled in the art
to best utilize the invention in various embodiments and with various modifications as

are suited to the particular use contempiated.

[0141] The above description is illustrative and is not restrictive. Many
variations of the invention will become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention should, therefore, be
determined not with reference to the above description, but instead should be
determined with reference to the pending claims along with their full scope or

equivalents.

01423 One or more features from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of

the invention.
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{01431 Arecitation of “&”, "an” or “the” is intended to mean “one or moreg”
uriess spacifically indicated to the contrary. The use of “or” is intended to mean an

‘inclusive or,” and not an “exclusive or” unless specifically indicated to the contrary.

[0144] All patents, patent applications, publications and description mentioned
herein are incorporated by reference in their entirety for all purposes. None is

admitted to be prior art.
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WHAT IS CLAIMED 1S

1. A method comprising:

receiving, by a hub computer, an access {oken and an interaction value
in an interaction;

determining, by the hub computer, a cryplocurrency issuer address
using the access token, the cryptocurrency issuer address associated with a
cryptocurrency issuer computer;

transmitting, by the hub computer, 1o the cryptocurrency issuer
computer, a first off-chain interaction request comprising the interaction value;

receiving, by the hub computer, from the cryplocurrency issuer
computer, a first off-chain interaction response comprising a cryptocurrency issuer
computer cryptographic signature, wherein the first off-chain interaction reguest
ocowrs in a first off-chain interaction channel between the hub computer and the
cryptocurrency issuer computer, the first off-chain interaction channel formed by at
least a first initial recordation between the hub computer and the cryptocurrency
issuer computer on a blockchain, and

transmitting, by the hub computer, an authorization response message

for the interaction.

2. The method of claim 1, wherein the first off-chain interaction

request comprises a request (o authorize the interaction.

3. The methoed of claim 1, wherein the first off-chain interaction
response comprises interaction data including at least the interaction value, and
wherein the cryptocurrency issuer computer cryptographic signature corresponds to
the interaction data.

4. The method of claim 1, wherein the first off-chain interaction

reguest additionaily comprises the access loken.

5. The method of claim 1, wherein the first off-chain interaction

request additionally comprises a first hub computer cryplographic signature.

6. The method of claim 1, further comprising:

recaiving, by the hub computer, a resource provider identifier;
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determining, by the hub computer, a crypiocurrency custodian
computer based on the resource provider identifier;

transmitting, by the hub computer, to the cryptocurrency custodian
computer, a second off-chain interaction request comprising the interaction value,
the resource provider identifier, and a second hub computer crypiographic signature;
and

receiving, by the hub computer, from the cryptocurrency custadian
computer, a second off-chain interaction response comprising a cryptocurrency
custodian computer cryptographic signature, wherein the second off-chain
interaction request occurs in a second off-chain interaction channel between the hub
computer and the cryptocurrency custodian computer, the second off-chain
interaction channel formed at least by a second initial recordation between the hub

computer and the cryptocurrency custodian computer on the biockchain.

7. The method of claim 1, further comprising:

receiving, by the hub computer, a resource provider identifier,

determining, by the hub computer, a crypiocurrency custodian
computer based on the resource provider identifier; and

transmitting, by the hub computer, to the cryptocurrency custodian
computer, the first off-chain interaction response comprising the cryptocurrency

issuer computer cryplographic signature.

8. The method of claim 7, wherein the cryptocurrency custodian
computer is associated with an acquirer computer, which holds an account of a
resource provider carresponding to the resource provider identifier, and wherein the
access token is received from a processing network computer via the acquirer
computer, which converted a digital wallet token from an access device of the

resgurce provider to the access ioken.

8. A hub computer comprising:

a processor; and

a non-transitory computer readable medium coupled to the processor,
the non-transitory computar readable medium comprising code, exacutable by the
processor, for performing steps comprising:

receiving an access token and an interaction value for an interaction;
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determining a crypiccurrency issuer address using the access token,
the cryptocurrency issuer address associated with a crypiocurrency issuer computer;

transmitting, to the crypiocurrency issuer computer, a first off-chain
interaction request comprising the interaction value;

receiving, from the cryptocurrency issuer computer, a first off-chain
interaction response comprising a cryptocurrency issuer computer cryplographic
signature, wherein the first off-chain interaction request oocurs in a first off-chain
interaction channel between the hub computer and the cryptocurrency issuer
computer, the first off-chain interaction channel! formed at least by a first initial
recordation between the hub computer and the cryptocurrency issuer computer on a
blockchain,; and

transmitting, by the hub computer, an authorization response meassage

for the interaction.

10, The hub computer of claim @, wherein the access token and the
interaction value are received from a processing network computer in communication

with an access device.

11, The hub computer of claim 8, wherein the steps further
comprises:

prior to determining the cryplocurrency issuer address, determining, by
a processing network computer, based on the access token that the interaction

comprises a cryptocurrency-based interaction.

12, The hub computer of claim 9, wherein the steps further comprise
closing the first off-chain interaction channel by broadcasting a closing recordation to

the blockchain.

13.  The hub computer of claim 9, wherein the access token is
mapped (o a digital wallet token stored in a processing network computer, and a
mobile device operated by a user that conducts an interaction with a resource

provider.

14.  The hub computer of claim 13, wherein the steps further

comprise:
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transmitting, to a cryptocurrency custodian computer, a second off-
chain interaction request comprising a resource provider identifier and the interaction
value: and

receiving, from the crypiocurrency custodian computer, a second off-
chain interaction response comprising a cryptocurrency custodian compuiter
cryptographic signature, wherein the sscond off-chain interaction request occurs in a
second off-chain interaction channe! between the hub computer and the
cryptocurrency custodian computer, the second off-chain interaction channel formed
by at least a second initial recordation betwean the hub computer and the

cryptocurrency issuer computer on the blockchain.

15 The hub computer of claim 13, wherein the non-transitory

computer readable medium further comprises a blockchain / off-chain module.

16.  The hub computer of claim 13, wherein the access token and
the inferaction value are received from the processing network computer in
communication with an access device, and wherein the hub computer transmits the
authorization response message to the access device via the processing network

computer,

17. A method comprising:

receiving, by a cryptocurrancy issuer computer, an off-chain interaction
reguest comprising an interaction value from a hub computer in communication with
an access device, the interaction value receaived by the hub computer from an
access device interacting with a mobile device, wherein the off-chain interaction
request cccurs in an off-chain interaction channel between the hub computer and the
cryptocurrency issuer computer, the off-chain interaction channel formed by at least
an initial recordation betwaen the hub computer and the cryptocurrency issuer
computer on a blockchain;

signing, by the cryptocurrency issuer computer, interaction data
including the interaction value o form a cryplocurrency issusr computer
cryptographic signature;

fransmitting, by the cryptocurrency issuer computer, to the hub
computer, an off-chain inferaction response comprising the cryptocurrency issuer

computer cryptographic signature; and
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transmitting, by the cryptocurrency issuer compuler, a confirmation
message to an application on the mobile device for an interaction between the

mobile device and the access device.

18.  The method of claim 17, wherein the method further comprises:

receiving, by the crypiocurrency issuer computer, a communication
comprising an initial value from an application on a mobile device of a user for an
interaction, the application associated with the cryplocurrency issuer computer,

wherein the initial value is equal to the interaction valus.

19. The method of claim 17, further comprising:

transmitting, by the cryptocurrency issuer computer, a reguest for a
digital wallet license {0 a processing network compuiter;

receiving, by the cryptocurrency issuer computer, from the processing
network computer, a digital wallet license,

obiaining, by the cryptocurrency issuer computer, an access token
associated with a user account of a user operating a mohils device; and

transmitting, by the cryptocurrancy issuer computer, {0 the processing
network computer, a request io issue a digital wallet token, wherein the processing
network computer subsequently generates a digital wallet token and associates the
digital wallet token with the access foken, then transmils the digital wallet token {o

the mobile deavice.

20, The method of claim 17, wherein the off-chain interaction
request additionally comprises an access {oken, and wherein the method further
comprises:

identifving, by the cryptocurrency issuer computer, a user accournt
corrasponding (o the access token and the mobile device; and

subtracting, by the cryptocurrency issuer computer, the interaction

value from an account value associaled with the user account.



