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Encrypting Device 5 Technical Field This invention rel at crypting
apparatus, a decrypting apparatus, a nessage authentic §?%%%g3§gﬁ%
generating unit, a nessage authentication code appending unit, and
integrity verification unit, and a ragio communication apparatus used for
devi ces such as a cellular phone. 10 In particular, the invention rel ates
to data confidentiality and integrity processing. Background Art Fig. 24

shows a conventi onaj Nt IS AR ARG AN Fi{g%ﬁoé@ JTd“l%d‘Zééf) (interface) unit

510, a radi o conmmuni cation control Unl a radi o comuni cati on unit

530 are provided to the conventtsﬁqf@i IFj 1’ phone 500. The termnal IF
unit 510 perfornms interface w user the cel lul ar phone 500. The
radi o communi cation control t e f or 6 conmuni cati on control of the
whol e cel l ul ar phone, 20 data cgﬁl Igi:psfg% ant dat a processi ng based on
protocol. The radio comrunication unit 530 nodul ates and denodul at es data
to enable radio commni cation. The radio comunication unit 530 supports

t he physi C& ? r.(layer 1), which is the | owernost |ayer of seven |ayers
def i néd @ fcaldfagldy systens. Interconnection). A confidentiality

processing unit 540 is .25 provided to the radi o conmunication unit 530.
The confi dent i 6{[‘1}1§9ngent10n relates to an encrypting apparatus, a decrypting

apparatus, a message authentication code generating unit, a message

authentication code appending unit, and integrity verification unit, and a

radio communication apparatus used for devices such as a cellular phone.
10  In particular, the invention relates to data confidentiality and integrity

processing.

Background Art
Fig. 24 shows a conventional cellular phone 500.

15 ‘A terminal IF (interface) unit 510, a radio communication control
unit 520 and a radio communication unit 530 are provided to the
conventional cellular phone 500. The terminal IF unit 510 performs
interface with a user of the cellular phone 500. The radio communication
control unit 520 performs communication control of the whole cellular phone,

20 data conversion and data processing based on protocol. The radio

-communication unit 530 modulates and demodulates data to enable radio
communication. The radio communication unit 530 supports the physical
layer (layer 1), which is the lowermost layer of seven layers defined by OSI

(Open Systems Interconnection). A confidentiality processing unit 540 is

'_.25 provided to the radio communication unit 530. - The confidentiality



3 Cctober 2005 processing unit 540 encrypts or decrypts data of the

physi cal layer to be processed by the radio connunicatigg*g I t f As the
data sent/received by an antenna 541 és encrypted by pr "&ﬁ&
confidentiality processing unit 540, Wiretappers are prevented from
obtaining any significant 5. information unless the ecryption codes are
broken. The conventional cellular phone 500 has the confidentiality
processing unit 540 within the radi o comunication unit 530. Accordingly,

the data to be.proce by the canfident; ali processjng unit 540 is
stored i FHE! Vé’ﬂ'@i&g P&%@rpr%f Pﬁ@@?ry s da apﬁghepﬁﬁgﬁleai ﬂﬂyﬁyéi’f’,&j@it is

I npossi bl e to 1Q.di scrinj.nate data between user data and control data. Data
sent / r ecdi"PEEfFSe }’Ytﬁ@ EarealPGP’é‘Fn%’GﬁEOPﬁBP&é@Q- vasitbeslatpsentisecadeech such as
user dataqor signaling data, and_ it is required to performdata

conf i dent@¥afR GRtoRRR éégilﬁ gnpugsed by nheidingdhricanbdentiatity prenessingat a
integrity depending on the significance of the data. As shown in the
convent i oRat 54Pcwittedappers, arsi prezented frencataiviont amy signifcatessi ng unit 540
is provided to the layer 1, the data cannot be performed the

conf i dentinfirimation andessi the evoyptite coddseayre byokepr ocessi ng based on the data
kind because it is inpossible to discrimnate the data. kinds at the |ayer
1. Further, th&hsocommentibnall celiafarddninesd00 kap the esis dentigstypeen 20
performed by generating a random nunber sequence synchronously wth

i nput ti ngrdedsaimgn dnkxys P@ wficHif the raficédtn Analication udfic 586. dat@rand:yhe
random nunber sequence synchronously with inputting the data. Yet turther,

t he conveheidanalto HRlAGEEIHAR; inTiflcRem IR oL DRY 54 iO8PeEAL I Ng
message aut hentication code for each data or checking 25 integrity of the

data for jgaph p%%‘s?eal layer (layer 1). At the physical layer, it is impossible to

10  discriminate data between user data and control data. Data sent/received
by the cellular phone includes various kinds of data such as user data or
signaling data, and it is required to perform data confidentiality procéssing
based on the data kinds, or to ensure data infegrity depending on the
significance of the data. As shown in the conventional architecture, since

15  the confidentiality processing unit 540 is provided to the layer 1, the data
cannot be performed the confidentiality processing nor the integrity
processing based on the data kind because it is impossible to discriminate
the data kinds at the layer 1.

Further, the conventional confidentiality processing has been
20 performed by generating a random number sequence synchronously with
inputting data and by performing an XOR operation of the data and the
. random number sequeﬁc_e synchronously with inputting the data.
Yet furthe;j, the conventional integrity processing has been performgd '
by generating a message authenticatioﬁ code for each data or checking

25 integrity of the data for each data.



3 Cctober 2005 3 A preferred enbodi nent of the present invention ains to

perform high-speed data confidentiality and integrity p Si urther,
anot her objective of the preferred enbodi ment of the preégﬁggbqrmi on is

to performthe data confidentiality and integrity processing at a 5 higher
| ayer equal to or greater than layer 25(data link layer) of the seven

. layers of the OSI. Yet further, another objective of the preferred

enbodi ment of the present invention is to performthe data confidentiality
and integrity  progessing w thout | oading on the central processing unit
and the bus. 10 meiared gpbodimenkof thecprasent Reveatmaimstapstfpsn aspect of
the present invention, there is provided an encrypting apparatus

conpri si ngighaspeedtdath confidentinliy undtinfeyrityrymetédsige.and out putting a
control signal 15 to be used for generating a random nunber sequence and

pl aintext dat aFupthe@ &t bbicetive BPhé pheketARl £ABbARNe S SNAe Fkodnd he
central processing unit and generating the random nunber sequence based on

A L T TR e O R
BRGTERE TG RNt S AT SR
layer.s of the OSI.
Yet further, another objective of the preferred embodiment of the
present invention is to perform the data confidentiality and integrity
processing without loading on the central processing unit and the bus.
10
Disclosure of the Invention
According to a first aspect of the present invention, there is provided
an encrypting apparatus comprising:
a central processing unit for inputting and outputting a control signal
- 15 | to be used for generating a random number sequence and plaintext data;
an encryptor for inputting the control signal from the central
_processing unit and generating the random number sequence based on the
control signal;
a random number sequence memory for storing the random number
20 sequence generated by the encryptor; and
an operating unit for inputting the plaintext data from the central

processing unit, performing an operation of the plaintext data input and the



random nunber sequence stored in the random nunber sequence nenory and

out putting ciphertext data, wherein the central processi@g}cﬁnlj)t nig(:di)aguts t he
control signal before outputting the plaintext data, an RO tor

starts generation of the 5 random nunber sequence before the plaintext data
is input into the operating unit, and,wherein the central processing unit
first starts the generation of the random nunber sequence by the encryptor
and nmenorization of the random nunber sequence by the random nunber
‘sequence nenory, then starts the 10 operati on of the plaintext data and the
r andom nutdsedors agirebeesagpenhe staypd riattga gandom, niwaber eeqpasticermemgry he
generation of the random nunber sequence by the encryptor, the

. menori zat and ookputteng aplemertidbes, sequence by the random nunber sequence
menory, and the operation of the plaintext data and the random nunber

sequence byt hgLeP&HAHNBntl] bhrbéb sk Pahf! dgg*)uts-rﬂf‘e SN QhatShdtbies the

generation of the random nunbér sequenhce ore the operafting unit inputs

" the plai ., The. t ts at | east tion K d

o P b r bt he BISRASY (R0 i b Rntor Rt e B L s Y P ag
t he | th 20 th | ai nt ext dat i th ti key, d k
Lhe 1 o RS SR B ARSEBON AP the BIAIMTAE dataqoratkee Boauance o

generated, and 3 Cctober 2005 5 the random nunber sequence nenory i ncl udes
a buffer éparatimgtywuitiamd) t he random number sequence stored in case that the
operating wunit inputs the plaintext data.
wherein the central processing unit {irst starts the generation of the
random number sequence by the encryptor and memorization of the random
number sequence by the random number sequence memory, then starts the
10  operation of the plaintext data and the random number sequence by the
operating unit, before performing the generation of the random number
sequence by the encryptor, the memorization of the random number
sequence by the random number sequence memory, and the operation of the
| plaintext data and the random number sequence by the operating unit in
15 parallel.
The encryptor starts the generation of the random number sequence
.'before the operating unit inputs the plaintext data.
The encryptor inputs at least an encryption key and a length of the
plaintext data, generates the random number sequence haviﬁg the length of

20  the plaintext data using the encryption key, and makes the random number

sequence memory store the random number sequence generated, and




The operating unit inputs the plaintext data corresponding to plural 5
channel s; the encryptor inputs channel identifying infor ign f
identifying a channel and generates the random nunber égE%Eﬁ%Efﬁgﬁ each of
the plural channels; the random nunber sequence nenory stores the random
nunber 10 sequence generated by the epncrypt or for each of the plural
channel s; and the operating unit inputsS the random nunber sequence
corresponding to each of the plural channels from which the plaintext data
is input and encrypts the plaintext data. According to a second aspect of
t he present i nihemanstom nharkerissquescpmenawdnaludes aylpaifegfoappar at us
conprising: a central processing unit for inputting and outputting a

control sowpalttingahbeaddes: h@mbge Reqadndadtarddindaive thabEhe SpOARTNRE and
ci phertext data, a decoder for inputting the control signal fromthe

central prRReashRYthdMi-ini@Rf ggener ati ng the random nunber sequence based on
t he control Zoﬁsf%tnaé%@aanrangom'nunber sequence nenory for storing the

-random nunber guence. gener.at ed, by the.decoder; and 3 t ober . 2005 6 an
bporating un t TEFORRGTIE Ratanser e pRiEEe 45k o8ty dine WRial on o
the ciphertext data input and the random nunber sequence stored in the

random nuiieledEquence nmenory, and outputting plaintext data, 5 wherein

the central processing unit outputs the control signal before
the encryptor inputs channel identifying information for identifying a

channel and generates the random number sequence for each of the plural
channels;
the random number sequence memory stores the random number
. 10 sequence generated by the encryptor for each of the plural channels; and
the operating unit inputs the random number sequence corresponding
to each of the plural channels from which the plaintext data is input and
encrypts the plaintext data.
According to a second aspect of the present invention, there is
15 provided a decrypting apparatus comprising:
a central processing unit for inputting and outputting a control signal
‘to be used for generating a random number sequence and ciphertext data,
a decoder for inputting the control signal from the central processing
unit and generating the random number sequence based on the control
20 signal;
a random number sequence memory for storing the random number

sequence generated by the decoder; and




outputting the ciphertext data, and the decryptor starts generation of the
random nunber sequence before inputting the plaintext da:;r% I rg 0
operating unit, and wherein the central processing unit 7 FEPe0ps
generation of the 10 random nunber sequence by the decryptor and

menori zation of the random nunber sea‘JfJence by the random nunber sequence
menory, then starts the operation of the ciphertext data and the random
nunber sequence by the operating unit, before perform ng the generation of
t he random nunber sequence by the decryptor, the nenorization of the

random nunber dribosaEmdiiergeniiyfor hgputingpaphartest dstquentermegmry, and t he
operation of the plaintext data and the random nunber sequence by the

oper at i ngpémhtioh bf tRaERHeRtoxt a2 dBFLY RhAthS rahllSmi MemBePSERtde of the
-random nunber sequence before the operating unit inputs the ciphertext

data. 20 [ I 170 . gth of the
ci phert ex%&gaggl gl,cmgjég]ag{dg%lggl ldﬁbe&isgﬁglg%&%glﬁbqggyggége%ggﬁﬁ%vg%ﬁp L]%PEI ength of
t he ci ph_e({?%ext data using the decryption key, and makes the random nunber
sequence frory store the random nunber sequence generated, 3 Cctober 2005
7 and _the random nunber sequence nenory includes a buffer for outputting

t he r &ndom nuribeeredn the gertrel precgssimgcaié oukputstthe copsrasignpl hefire i nput s
the ci phertext data. 5 The operating unit inputs the ciphertext data

~ corr esporditpgtiimg pheiciphertaxamiath sand the decryptor starts generation of the
random number sequence before inputting the plaintext data into the
operating unit, and |
wherein the central processing unit first starts generation of the
10  random number sequence by the decryptor and memorization of the random
number sequence by the random number sequence memory, then starts the
operation of the ciphertext data and the random number sequence by the
operating unit, before performing the generation of the random number
sequence by the decryptor, the memorization of the random number
15 sequence by the random number sequence memory, and the operation of the
plaintext data and the randonﬁ number sequence by the operating unit in
parallel.
The decryptor starts the generation of the random number sequence
before the ope_rating unit inputs the ciphertext data.
20 The decryptor inputs at least a decryption key and a length of the
ciphertext data, generates the random number sequence having the length
| of the ciphertext data using the decryption key, and makes the random

number sequence memory store the random number sequence generated,




t he decryptor inputs channel identifying information for identifying a
channel and generates the random nunber sequence for eaggopg th lur al
channel s; 10 the random nunber sequence nenory stores th Ftﬂﬁgﬁ¥ﬁﬁnber
sequence generated by the decryptor for each of the plural channels; and
the operating unit inputs the randon1nynber sequence corresponding to each
of the channels fromwhich the ciphertext data is input and decrypts the
ci phertext data. 15 According to a third aspect of the present invention,
there is provided a radio comunication apparatus conprising: a term nal
interfaceanthit for inputting data; a radio communication control unit for
inputting the data input by the termnal interface unit, processing the

dat a ‘based on theRadtHBAEChundRy sedle®id RtidridnalddRs W bulr fope processing; a
confidentiality processing unit for inputting a control signal and the

data fro - adl mpigﬂi' I It rform jdentiality
_ processi and'{t gltt(r%n ?@%?’?ng he ggf;slcﬁ%g{@bsgé%g%n&t gﬁggﬁagg*)&%qﬁgober 2005
S signal input, and outputting the data processed to the radio

wSithec i

comuni catPoAeP SIPREHtEXt 4@ a radi o conmuni cation unit for inputting,
nodul ating, and sending the data output by the radi o conmnunication control
uni t, 55 wher eitha trerabdigousié inputscte @pheiriext datapenrzespmmdingte plutal gnal
before outputting the data, wherein the confidentiality processing unit
i ncl udes:channels;
the decryptor inputs channel identifying information for identifying a
channel and generates the random number sequence for each of the plural
channels;
10 the random number sequence memory stores the random number
sequence generated by the decryptor for each :)f the plural channels; and
the operating unit inputs the random number sequence corresponding
to each of the channels from which the ciphertext data is input and decrypts
the ciphertext data.
15 According to a third aspect of the present invention, there is provided
a radio communication apparatus comprising:
a terminal interface unit for inputting data;
a radio communication control unit for inputting the data input by
the terminal interface unit, processing the data based on a protocol, and
20  outputting a result of the processing;
a confidentiality processing unit for inputting a control signal and

the data from the radio communication control unit, performing’

confidentiality processing by encrypting the data input based on the control




an encryptor for starting generation of a random nunber sequence to be
used for encrypting the data before the data is input, a§1g) %ﬁe@tﬁddf)ng 1 0
t he random nunber sequence generated; a random nunber sequence nenory
inputting before the data is input and tenporarily storing the random
nunber sequence output by the encrypt%r; and an operating unit for
inputting the data and encrypting the data by 15 perform ng an operation
of the data input and the random nunber sequence stored in the random
nunber sequence nmenory, and wherein the radi o conmuni cation control unit
first stangsalinputgendoatpoiting thchéatmanadoessednbehesadicommnnitddorencr ypt or
and the nenorization of the random nunber sequence by the random nunber 20
sequence ¢gmRd\anikhetd starts the operation of the data and the random
nunber sequence by the operating unit, before performng the generation of

the random nunbaefac'glg%ﬂﬁﬂﬁnﬁnﬂ%tfoﬂ%lﬁg%%ﬂﬁ)(?{’gtm% AiRhE P Bordinbhe 3

Cct ober 2005 random nu sequence dom nu sequence nenory,
and the ti o L 2 dat,a and t he random nuirber sequence in parallel.
Accor di ngt%ted{ afQ PP by E@Eﬁa@fcqnﬁ@“&l%ﬁge% C‘?Wé‘n‘t‘?’&n there is provided a
radi o communi cati on apgar atus conprising: 5 a radio _communication unit for
recei ¥i ng and 4he madiganommuaicagiinonnidraninitsakheoronderitsignaluni t f or
inputting the data denodul ated by the radi o comruni cation unit, and
pr ocessi ngfardutputfiuptthogathe data based on a protocol; a conf i dentialit y
processing unit for inputting a control signal and the
‘wherein the confidentiality processing unit includes:
an encryptor for starting generation of a random number sequence
to be used for encrypting the data before the data is input, and outputting
10  the random number sequence generated;
a random number sequence memory for inputting before the data is
input and temporarily storing the random number sequence output by the
encryptor; and
an operating unit for inputting the data and encrypting the data by
15 performing an operation of the data input and the random number sequence
stored in the random number sequence memory, and
wherein the radio communication control unit first starts the
generation of the random number sequence by the encryptor and the
memorization of the random number sequence by the random number
20 sequence memory, then starts the operation of the data and the random

number sequence by the operating unit, before performing the generation of

the random number sequence by the encryptor, the memorization of the




10 data, performng a data random zi ng processing by decrypting data for
the data input, and outputting the data processed to t .e 2005
comuni cation control unit; and a termnal interface unit Tor inputting
and outputting the data processed by the radi o comruni cation control unit,
and 15 wherein the radi o conmmuni cati ony unit outputs the control signal
before outputting the data, wherein the confidentiality processing unit

i ncludes: a decryptor for for starting generation of a random nunber
~sequence to be used for decrypting the data input before the data is input
and 20 outgdaony mentbee seamdoee hytbe rasdomenembge sequred; memoaydond tharber
sequence nenory for inputting before the data is input and tenporarily

storing thserasvdanthedes asdaheraadost fiinbRy sbhgendtedl ytadlel. and 3 Cct ober
- 2005 10 an operating unit for inputting the data, perform ng an operation

of the data |Rpldffifd 050l ARAAMAIEE ABIANGS AR thd ik he random

nunber sequence nmenory, outputting pl a,’ an erein the
-radio connuni&%%ion control wunit first %tarts the 5 generation of the

r andom nuBXIAhE ARAIOCRYDURICALI, SR HATYR SOTRES N nor i zati on of the random

number_ sequence by the random number, sequence menory, then starts the
oper atd on of thEa@OLOMBRAIEHNR wrd fomeecerdng amdriamedulssingdata by t he
operating unit, before performng the generation of the random nunber
sequence by t heradhiorepptmnnidaiienldntertomit & iapudfing hhe dataom nunber
sequence by the random nunber
' demodulated by the radio communication unit, and processing and
outputting the data based on a protocol;
a confidentiality processing unit for inputting a control signal and the
10  data, performing a data randomizing processing by decrypting data for the
data input, and outputting the data processed to the radio communication
control unit; and
a terminal interface unit for inputting and outputting the data
processed by the radio communication control unit, and
15 wherein the radio communication unit outputs the control signal
before outputting the data,
wherein the confidentiality processing unit includes:
a decryptor for for starting generation of a random number sequence
to be used for decrypting the data input before the data is input and
20  outputting the random number sequence generated;
a random number sequence memory for inputting before the data is

input and temporarily storing the random number sequence output by the

decryptor; and




sequence nenory, and the operation of the plaintext data and the random

nunber sequence in parallel. In one exanple enbodi nent, YdHAd=Ng
met hod includes: starting generating a random nunber sé%ggﬁ@%ﬁﬁggﬁﬁe

inputting 15 plaintext data, and previously storing the random nunber
sequence generated in a random nunber _sequence nenory; and inputting the
pl ai ntext data after the starting gene1 ating the random nunber sequence,
perform ng an operation of the plaintext data input and the random nunber
sequence previously stored in the random nunber 20 sequence nenory, and
out putting ci pieoperttingtiait fon impatties thexdmtal, peefivhmingrantopeaades p§pt i ng
met hod i ncludes: starting generating a random nunber sequence before

i nput t i ngthecdMacipex tandathd, radlddnPh 8MiRY SbYush@ dtbeed HftHardarsraunber
sequence 3 Cctober 2005 11 generated in a random nunber sequence nenory;

equence 3 _ | ! uence memory;
umber  Seaiinee CaiPRarRb Aty Mol Bhide Raf AL At BEOE C1 2 nput and

nunber sequence, e data input and
t he random nunber sequence. previously.stored jin . %e and 5 nunber
sequence ms'rmrV?‘e’é‘ﬂﬂ%g‘ﬁtrﬂﬁ’c(f‘?%m&né‘?%ﬂ(&?o@ﬁfa‘?m}‘ r?éﬁtaggghl“?er exanpl e
enbodi nent, a rr,essage aut henti cati on code _generating nethod includes:
i nput B nggeRfFatiopl the xapdemyupber sequsmed dvatherancawpter gndxtheont r ol
signals in a data nenory; and 10 inputting the X pieces of data and the
data of Xmeowrimticsi dithlesrasidonendumbertshgueadesbyr8immrandage meimabémng X nessage
aut henti cation codes
sequence memory, then starts the operation of the plaintext data and the
random number sequence by the operating unit, before performing the
- generation of the random number sequence by the encryptor, the
10 memorization of the random number sequence by the random number
sequence memory, and the operation of the plaintext data and the random
number sequence in parallel.
In one example embodiment, an encrypting method includes:
starting generating a random number sequence before inputting
15 plaintext data, and previously storing the random number sequence
generated in a random number sequence memory; and
Inputting the plaintext data after the starting generating the random
number sequence, performing an operation of the plaintext data input and
the random number sequence previously stored in the random number
20 sequence memory, and outputting ciphertext data.
In another example embodiment, a decrypting method includes:

starting generating a random number sequence before inputting

ciphertext data, and previously storing the random number sequence




corresponding to the X pieces of data, and outputting the X nessage

aut henti cation codes together as a group. 15 Brief Expl %nétcl;dﬂ%r@coo%he

Drawi ngs Fig. 1 shows a configuration of a nobile comunicatlon system
Fig. 2 shows a configuration of a radio network controller (RNC) 120. Fig.
3 shows a configuration of a nobile station (MS) 100 according to 20 the
first enbodinment. Fig. 4 shows a configuration of a
confidentiality/integrity processing unit 40 according to the first

enbodi ment. 3 Cctober 2005 12 Fig. 5 shows a configuration of a

conf i dentgesleraigd w egandgmpruwobes sempengainemoragask ding to the first

enbodi nent. Fig. 6 shows a configuration of a confidentiality/integrity

processi ng uninpudiingcheeiiingtdxt ddie afiertheanbathgpaberabidd the 7 shows a
configuration of a confidentiality/integrity processing unit 40 according

to the fimsldoaMaiHRbquih&, p%rﬁ:?ﬁﬂﬁg%n%frhﬁklﬁ%@tﬂé‘ pPeIin@ext data.

confidentiality/integrity proCessing unit 40 according to the first

enbodi e iqg. S a figuration of .a bile,station (N5) 100
acoor df naeput af e utn SACE B0 @yl Besfa At And0RA on of &
confidentialjty/integrity processing unit _40 according to the second
enbod?neﬁ’t‘?mh?’@.se%?@ﬁd’@\%ma% | JUPHENBE pdginge tdentiality/integrity
processing unit 40 according to the second enbodi nent.

In yet another example embodiment, a message authentication code

generating method includes:
inputting and storing X (X>2) pieces of data and data of X control
signals in a data memory; and
10 inputting the X pieces of data and the data of X control signals stored
in the data memory, generating X message authentication codes
corresponding to the X pieces of data, and outputting the X message

authentication codes together as a group.

15
Brief Explanation of the Drawings
Fig. 1 shows a configuration of a mobile communication system.
Fig. 2 shows a configuration of a radio network controller (RNC) 120.
Fig. 3 shows a configuration of a mobile station (MS) 100 according to
20  the first embodiment.
Fig. 4 shows a configuration of a confidentiality/integrity processing

unit 40 according to the first embodiment.




15 Fi g. 12 shows an exanpl e of encrypting/decrypting systens 3 October 2005

13 Fig. 13 shows a configuration of a confidentiality/i Ll
. processing unit 40 according to the second enbodi nent. r%lég{dbf% 2|0§)5an

illustration shown in ARIB STD T63 33.102,3G Security; Security
Architecture, Section 6.3. 5 Fig. 15 i, an illustration shown in AR B
STD-T63 33.102, 3G Secuity; Security Architecture, Figure 16b. Fig. 16 is
an illustration shown in ARIB STD T63 33.102,3G Security; Security
Architecture, Figure 16. Fig. 17 shows a configuration of an encrypting
nmodul e 51 (or Eg. 3shdweraygurifraprationl of a7donfetemtmlss/intagrity processing
encrypting/decrypting 421. Fig. 18 shows an installing formof the
conf i denturit “DWceaidegg it yhe firsce&adbdmenni.t 40. Fig. 19 shows a case in
which the confidentiality/integrity processing unit 40 is inplenmented by
sof tware. 15 Fiftg. 8ah5H8 Yoo RAAABLSTS Rkl thRISTyRIBAIRMA7 by an
ara on control

application program executed I'n I 0O comruni cat uni t~ 20.

Fig. 21 sha a congrete, ex | e of ,data 92, 93 in case of RLC non-

t ranspar é’rﬂl%ﬂé}?oﬁﬁg%‘ﬁﬁ%ﬁg&e %83%?%0 exanpl e of voice data as one
exanple of 20 _tr ansgar ent data 95, 96. Fol@g_ 23 shows a concrete_exanpl e of
unresPricted difget Aehems a contighaeaiionpb peopiidepbisdibWinteeTHR PA0ESSIgE . Fi g.

24 shows a conventional cellular phone 500.
unit 40 according to the first embodiment.

Fig. 8 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.
Fig. 9 shows a configuration of a mobile station (MS) 100 according to
10 the second embodiment.
Fig. 10 shows a configuration of a confidentiality/integrity processing
unit 40 according to the second embodiment.
Fig. 11 shows é configuration of a confidentiality/integrity processing
unit 40 according to the second embodiment.

15 Fig. 12 shows an example of encrypting/decrypting systems




Fig. 25 shows encrypting and decrypting nethods for data 25
~confidentiality processing according to the third enbodi$Tﬁ%0 é3jaa ober
2005 14 Fig. 26 shows encryption and decryption mnethods Tor Jﬁga I'ntegrity
processing according to the third embddinent. Fig. 27 shows a radio
communi cation control unit 20 and a data confidentiality/integrity
processing unit 40 according to the third 5 enbodinent. Fig. 28 shows a
configuration of a confidentiality processing unit 420 of the third
enbodi ment. Fig. 29 shows a configuration, of the confidentiality
processi ng uni tig4bPshéwshe wonifiguratrbodf awonfideotipligy/ i@ gshpws a
configuration of a confidentiality processing unit 460 of the third
enbodi nemrocdssmg GhitsHbascoadapnfol der stcond eafbaliimehegri ty processing unit
430 of the third enbodinent. Fig. 32 shows a configuration of the
integrity proc@$gi Midimh illd3Ratibn showinhie ARIBEEDLRGR BN, 9. 33 shows a
configuration of an encrypting unit 422 of the third enbodi nent having

mul ti pl e SaghifieySSedurthy BAISHRYerea Seebh@gati on of the encrypting unit 422
of the third enbodinment having nultiple buffers. 20 Fig. 35 shows a

configuration et 16 NRErAGoH MhbwAr ARIBEIDIIESI 33 amoost; MRhithavi ng
mul tiple buffers. Preferred Enbodi mnent of Carrying Qut the Invention
' Security Architecture, Figure 16b.
- Fig. 16 is an illustration shown in ARIB STD-T63 33.102,3G
Security; Security Architecture, Figure 16.
¥Fig. 17 shows a configuration of an encrypting module 51 {or a
10  decrypting module 71) e_mﬁloyed within a encrypting/decrypting A421.
AFig. 18 shows an installing form of the confidentiality/integrity
processing unit 40.
Fig. 19 shows a case in which the confidentiality/integrity processing
unit 40 1s implemented by software.
15 Fig. 20 shows a mechanism for calling cipher program 47 by an
application program executed in é radio communication control unit 20.
Fig. 21 shows a concrete éxample of data 92, 93 in case of RLC nﬁn—
traﬁsparent mode.
Fig. 22 shows a concrete _example of voice data as one example of
20 transparent data 95, 96. |
Fig. 23 shows a concrete example of unrestricted digital data as one
example of transparent data 95, 96.
Fig. 24 shows a convéntional cellular phone 500.

Fig. 25 shows encrypting and decrypting methods for data

25  confidentiality processing according to the third embodiment.




Enbodi ment 1. 26 Fig. 1 shows a general configuration of a nobile

communi cation 3 October 2005 15 system according to thisgebai., Bt A
nobile station (MS) is one exanpl e of 'Elhe radi o communi cation apparat us
according to the invention. The mobi | é%stati on (M5) 100 is, for exanple, a
cellul ar phone. The nobile station (M5) 100 is connected to a 5 base
‘transceiver station (BTS) 110 by radi o. The base transceiver station (BTS)
110 is connected to a radio network controller (RNC) 120. The radio

network controlJ.er C) 120 is.connecjed to another radio network

control l er (RN lgi%éghl‘? 8 SRS c%?%ﬂ%ﬁoémdthm%gﬂ@ so
connected to a.core network (CN), 130, and further connected to another

radi o 10 PrOFRsEyT KC%S&IF%WE}FQ‘(}RF@)Wmlwa’G{ he core network (CN) 130. One
or both of the base transceiver station (STS) 110 and the radi o network -
control ler (R¥Ip- 22ehewn speadietermnpanicatian cantimdiveis LA windm dEtay. 2 shows a
configuration of the sane nobile communication systemas shown in Fig. -1.
| n parti confidentipbty/ingtegeity prosesshar initethatcordmectonftiegthied i on of the radio
network controller (RNC) 120. A BTS IF unit 121 connects the base

transéei esbatiatendn (BTS) 110. A handover control unit 122 controls
handover in case the nobile station (MS) 100 noves between the base

transceiver staigo28shB¥Sh cobfigudativgdla afidedkiality thrddekshar ulyR o8y f or ns
radi o communi cation 20. control and data confidentiality/integrity

processi af thdthedembadingaiti ng wth the nobile station (M5) 100. The
follow ng confidentiality/integrity processing of the nobile station (M)
100 is perf or ngge o2y ERSWEAdondisiPatibR of the confidentiality processing unit
420 of the third embodiment.
10 ~ Fig. 30 shows a configuration of a confidentiality processing unit 460
of the third embodiment.
Fig. 31 shows a configuration of a integrity processing unit 430 of the
third embodiment. |
Fig. 32 shows a configuration of the integrity processing unit 430 of
15 - the third embodiment.
Fig. 33 shows a configuration of an encrypting unit 422 of the third
embodiment having multiple buffers.
Fig. 34 shows a configuration of the encrypting' unit 422 of the third
embodiment having multiple buffers. |

20 Fig. 35 shows a configuration of the encrypting unit 422 of the third

embodiment having multiple buffers.

Preferred Embodiment of Carrying Qut the Invention
Embodiment 1.

25 Fig. 1 shows a general conﬁguxaﬁon of a mobile communication




confidentiality/integrity processing of the signal control unit 123 for M.
Narmel y, data encrypted by the nobile station (MS) 100 i s3gRespdiRmsoY the
25 signal control unit 123 for Ms. In reverse, the data encrypted in the
signal 3 Cctober 2005 16 control unit 1$23 for MBis decrypted in the nobile
station (M5) 100. An authentication code appended by the nobile station
(M5) 100 to ensure the integrity of data is checked by the signal control
unit 123 for MS. In reverse, the authentication code appended by the
signal control unit 123 for M5 to 5 ensure the integrity of data is checked
by the nodStanscserding tuthisigobodimeentdat a confidentiality processing or the
data integrity processing.is performed at the second |ayer of the seven

| ayers, that i ,m@y@rstatl@de(l\gs)liisrﬂnel expendle of theNalio eomhtniiddation er f aces
with the core network (CN) 130. A RNC IF unit 125 interfaces w th another

- radi o netapparatenacoidisrg tolihe(iRNENtidAD. TheshghAé stetidr MISYITIO0 id26rf or CN
perfornms control with a core network (CN) 130. A signal control unit 127

for RNC pemimplesacelttan piwide) noindbilersagtion MRISHOI00 sahnekbicdrto(RNC) 120.
A control unit 128 controls the whole radio network controller (RNC) 120.

A swi tch Bk29 tsxhicehas: st@ﬂbﬁQB_’I‘Ef)iIQOGHfraﬂﬂQ. PTRK Hasddtamdrasrd fAibhe control
performance of the control unit 15 128 anong the radio station (BTS) 110,

the radi qBTS)WIOKs cBAhEQLNED a( NG nelwBridbehirbler ERHO?Q%W K Pgid-30-

Nanely, the switch 129 switches not only the packet data, but all data

i nds_susiaasrRRSERAINRANCY b HdGkolditto SBHEP AER FiBRR tches the

control signals. a configuration o e nobile station (M)

106, 50 onuamll anortie (PR BN AT 1S o o0
| connected to a core network (CN) 130, and further conhected to another radio
10 . network controller (RNC) 120 via the core netﬁork (CN) 130. One or both of
the base transceiver station (BTS) 110 and the radio network controller
(RNC) 120 can be referred to as a radio station.
Fig. 2 shows a configuration of the same mobile communication
system as shown in Fig. 1. In particular, the figure shows the internal
15  configuration of the radio network controller (RNC) 120.
A BTS IF unit 121 connects the base transceiver station (BTS) 110. |
A handover control unit 122 controls handover in case the mobile station
| (MS) 100 moves between the base transceiver stations (BTS) 110.
A signal control unit 123 for MS performs radio communication
20 control and data conﬁdentiality/iﬁtegrity processing while communicating
with the mobile station (MS) 100. The following coﬁﬁdentiality/integrity
proceésing of the mobile station (MS) 100 is performed corresponding to the
confidentiality/integrity processing of the signal control unit 123 for MS.
Namely, data encrypted by the mobile station (MS) 100 is decrypted by the

25 signal control unit 123 for MS. 1In reverse, the data encrypted in the signal




confidentiality/integrity processing unit 40. A canera 1, a video 2, BIT
(Blue Tooth) 3, an LCD 4, a KEY 5, an LED 6, a USIM (Uni cri ber
Identity Module) 7, a RECEIVER 8, a MC 9, and an HSJ (%gﬁﬁ@e‘:’faﬁaﬁgk) 0 25
are connected to the termnal |F unit 0. These devices of the canera 1 3
Oct ober 2005 17 through the HSJ O performinterface processing wth a user
(a person) or a device to be connected, and the devices input or output

i nformati on which can be recogni zed by the user (person) or the device to
be connected. The terminal IF unit 10 includes a nodule |IF unit 11 for each
nodul e, ®nfrojamat 138 den Mévisvdacregptetlin thetropbileatatidh @48) A60. udin 13, and a
speech’® encodi ng/ decoding unit 14. The nodule IF unit 11 for each nodul e

i nt er f acemthenhication cofle thpexidad bpshefmdlik satenaMS) hd®tgbnsine 48] 0. The
data format converter 12 converts the data formats processed by the devices

of the camesgrity dfitaagdchdukedPd; thet ifhabiontithsl it 228 66 oesssed | nsi de
10 the nobile station (M5) 100. The termnal IF control unit 13 controls

the opershkiRithehtitioh @6de a?beﬁdfewy thd Qigntl@oARSEGRAItLIEP i TWIRC0di Ng
unit 14 encodes speech electric signals input by the MC 9 into speech

code. sFurda@te thoneReRS Br AEOTH AHABEYT 13 I?Aabﬂe %@%@@ 1o0e gngoded

signals to output the speech electric Signals to VER S. 15 The

radi o_corgmy !csi’:}ﬁhgﬂtigggg g,%ceggm to%&h%q{gt?qgge%r?? %g%ﬁégg% {Jgrfog&lgai on (Ms)

100. The radi o commu I on co uni ar dwar e

et AR AT AL o o

sof twar e ule.” ¢ cormmuni‘cati’on col _ _ _

petveen B LTIk S LR OIE Lo, L %0 20 The

| ' A RNC IF unit 125 interfaces with another radio network controller

10 (RNC) 120. A signal control unit 126 for CN performs control with a core

network (CN) 130. A signal control unit 127 for RNC performs control with

another radio network controller (RNC) 120. A control unit 128 controls the
| whole radio network controller (RNC) 120. A switch 129 switches confrol

signals and packet data based on the control performance of the control unit

15 128 among the radio station (BTS) 110, the radio network controﬂer (RNC)

120 and the core network (CN) 130. Namely, the switch 129 switches not
E oﬁly the packet data, but all data kinds such as speech data, and further the
switch 129 also switches the control signals.
Fig. 3 shows a configuration of the mobile station (MS) 100.

20 The mobile station (MS) 100 includes a terminal IF unit 10, a radio
communication control unit 20, a radio communicatioﬁ unit 30 and a
confidentiality/integrity processing unit 40. A camera 1, a video 2, B/T
-(Blue Tooth) 3, an LCD 4, a KEY 5, an LED 6, a USIM (Universal Subscriber
Identity Module) 7, a RECEIVER 8, a MIC 9, and an HSJ (Head Set Jack) 0

25 are connected to the terminal IF unit 10. These devices of the camera 1




. defined by the standard or the protocol. In particul ar the radio

conmmuni cation control unit 20 processes data of |ayer '??lb Em)%g, dﬁvel s of
| ayer, by such functions as packeting or concatenating t ta 'P e radio
- comuni cation control unit 20 can disdfFim nate the data kind, because the
25 radi o communi cation control unit 20 processes the data of |ayer 2 or

~_upper. 3 Cctober 2005 18 Accordingly, the radio communication control unit

- 20 can judge if certain data should undergo the confidentiality processing
or the integrity processing based on the data kind. It is inpossible to

di scri m nétreugihehd ST O lpenthrat 1ﬁtbﬁfab@)6%ce’smn@nﬂ1th@h@éﬁ?ﬁpéﬁsokﬁ otk &POSSi bl e
to judge whether the data 5 should be performed the confidentiality

processi nipvide {dige bdHRGEEd, YandFRCASHbOinp (O r/REp At ﬁ%ﬁﬁﬁlt{b%twfbwmt 30 is
provi ded with a channel encodi ng unit BFO a baseband

modul at i nahdsrRALALLRG UM utRpePuck Sk he Bloe33he @RS ANt enna 34.  The

- channel encodi ng unit 3 encodlng units an codlng units for

respective .Chagfl}% @rmﬂl?ﬂ ARGAR 119 c!l'&!iés 4 Hf:ldgﬂgfﬁ‘@mfig?ér %’g& dBEeysi cal

encodi ng unit AN erTor Correction encod ng uni
Formap canya Brudtonl i 88 o KUtz Rkdldiniy e b FieER an er ror
e R
baseband "GRG 2tigh <59h OF the SPHiapb oL cwern perels (oh LSk OendRe o Sn2| :
el uden G 35 05,%5(5&%3;9%3 (?czgﬁfrﬁ'\ése{ﬁeedagahf%rﬁl%%g Srodossed by the dbvices | o0
of the camera 1 through the HSJ 0 to/from the data formats processed inside
10  the mobile station (MS) 100. The terminal IF control unit 13 controls the
) operation of the terminal IF unit 10. The speech encoding/decoding unit 14
encodes speech electric signals input by the MIC 9 into speech code.
‘Further, the speech encoding/decoding unit 14 decodes the encoded signals to
output the speech electric signals to the RECEIVER 8. |
15 The radio communication control unit 20 controls the whole mobile
station (MS) 100. The radic communication control unit 20 is provided with
a hardware circuit including a CPU, a ROM, a RAM, a firmware, and the like,
or softwlare module. The radio communication control unit 20 processes
data between the terﬁlinal IF unit 10 and the radio communication unit 30.
20  The radi() communication control unit 20 converts d-ata based on rules
defined by the standard or the protocol. In particular, the radio
communication control unit 20 processes data of layer 2 or upper levels of
layer, by such functions as packeting or concatenating the data. The radio

communication control unit 20 can discriminate the data kind, because the

25  radio communication control unit 20 processes the data of layer 2 or upper.




20 down-converter 332. The confidentiality/integrity processing unit 40 is
connected to the radio communication unit 20. The 3 October 200
confidentiality/integrity processing unit 40 receives data (%rom t I’?e radi o
conmmuni cation control unit 20 and perflérms the data confidentiality
processing. Further, the confidentiality/integrity 25 processing unit 40
ensures the integrity of the data. The 3 Cctober 2005 19
confidentiality/integrity processing unit 40 inputs a control signal 91
~from the radio conmunication control unit 20 for the data )

conf i dentisprdipelshtheradip commavdentinn candrohenit 20hean judge if certain .
confidentiality/integrity processing unit 40 inputs data 92 of an arbitrary
| ayer of datashgplsennilengs theofonfalpatiadsy precqasbnessimyidednita of t he
confidentiality processing and/or data 92 of an arbitrary layer of 2 or
upper |- epebeessing bysrd as thbdapa &bedsi itds dafpassibld hedisotiaghiaty the deessi ng
fromthe radio conmunication control unit 20. The confidentiality/integrity

processi kgndaittthé Qaypar I,oms thdiefarent idpnpostibleytoll:a86 $SidtHeA R dhtd he
integrity processing of the data 92 based on the input control signal 91 to

10 ousputshbald he pe Al caAHELEdNEALhOIR1EP PrbQsstHY ér A2 intBerigpnt rol signal 91
I ncl udes paraneters such as a key, an 1nitial value, selection between the

confi dentpiraéésgﬁlgqrocessi ng and the integrity processing. Fig. 4 shows a
configuration of the confidentiality/integrity processing unit 40. 15 The

confidentiali tWHe’lgau ek%f?%%r%?ﬁ% i‘ﬁ'@btis ﬁ?‘."’é@%??’@?ﬁ aatghalrl:néini t 410 and a

nodul e 411. The no 41 orns e col al'l'ty ~processing and the
L A BARSESTLRONY. bbb TR B A o0
unit 330, and an antenna 34. The channel encoding unit 310 includes
10  encoding units and decoding units for respectiﬁe channels. The encoding
unit includes an error detection encoding unit 311, an error correction
encoding unit 312, and a physical format converter 313. Further, the
decoding unit includes a physical format converter 314, an error correction
decoding unit 315, and an error detection unit 316. The baseband
15 - modulating/demodulating (MODEM) unit 320 modulates and demodulates
the band. The baseband modulatingjdemodulating unit 320 includes a
 baseband modulator 321 and a baseband demodulator 322. The radio unit
330 converts the baseband signals into transmission specti'um, or reverse
‘the conversion. The radio unit 330 includes an up-converter 331 and a
20 down-converter 332,
The confidentiality/integrity processing unit 40 is connected to the
radio communication unit 20. The conﬁdentialij:y/integrity processing unii;
40 receives data from the radio communication control unit 20 and performs
the data confidentiality processing. Further, the conﬁdenltialitylintegrity

25  processing unit 40 ensures the integrity of the data. The




~the integrity processing is determ ned by the control signal 91. 20 Here,

the confidentiality processing neans encrypting or decrypty tanq' at a.
Further, the integrity processing maarlg detecting data tgppcg%egg 5;/
a

appendi ng aut hentication codes to the ta or reproduci ng and conparing
the authentication codes. The confidentiality processing and the integrity
processing can be 25 perforned by the sane circuit or algorithm or by a
simlar circuit or a 3 Cctober 2005 20 sim |l ar nodule. Accordingly, as
.shown in Fig. 4, the.confidentialit rocessing and the.i rity

processi rfg™ nlf)‘é‘hﬁgf“f“iﬁgﬁ’éﬁ pggceassg;x%&pgt %@HEH‘@S %ﬁ%tr@lfﬁlg’%g]éggf{rqﬂ?g. 4, it
I s possible tq.reduce t_he,hardvvarf resource_and the _software resource.

Her ei naf t'&f F2qlo sRIgmuica lden cantrgl upe Hhivy theglatmennBdentiahtyintesyityiar dwar e
or software only, or by conbining the both tools. Here, concrete exanples
of the cdHPrersiRg-al Fuitherddeseontgleatiplitiantdgritygriorsssing vast40gnpated f or
the cellular phone will be explained. Fig. 14 is a figure showmn in AR B
STD- T63 3mta®2 d@sechitiary;laySe ol ior yipfrec hé tads piifayer Sadthieqobed®ind0 Fig. 15
is a figure shown in ARIB STD T63 33. 102, 3G Security; Security

Ar chi tectdate of FheuoefidébtiaFyprd:esdiagand/gud gtastuhan Ak B §TRyEH 3f 2
33.102,3G Security; Security Architecture, Figure 16. Fig. 14 shows an

encrypt i ng umidrdavels of heyaragh thd priressShgiats bfohe idtzghrity fprceskingrean t he
follow ng: CK cipher key (encryption key) F8: function for data
confi dentfr@hithy radesesadithication control unit 20. The confidentiality/integrity
processing unit 40 performs the confidentiality processing and/or the
integrity processing of the data 92 based on the input control signal 91 to

10 output to the radio communication control unit 20. The control signal 91
-includes parémeters such as a key, an initial value, selection between the
confidentiality processing and the integrity prbcessing.

Fig. 4 shows a configuration of the confidentiality/integrity
processing unit 40, |

15 The confidentiality/integrity processing unit 40 includes an IF unit

. 410 and a module 411. The module 411 performs the confidentiality
processing and the integrity processing within the same circuit or using the
same algorithm. The selection between the confidentiality processing and
the integrity processing is determined by the control signal 91.

20 . Here, the confidentiality processing means encrypting or decrypting
thé data. Further, the integrity processing means detecting data tampering
by appending authentication codes to the dé.ta or reproducing and comparing

~ the authentication codes.

The confidentiality processing and the integrity processing can be

25  performed by the same circuit or algorithm, or by a similar circuit or a




K int egri'ty key (nessage aut henti cati on key) F9: function for data

~integrity processing 20 Cellular phone carriers inplene jEat i on
using functions fl through f5. The 128-bit encryption E%%‘H%}%%’Ed CK and

| K generated through this aut hent i catd®on process are transferred to the
function for data confidentiality processing (f8) and the function for
data integrity processing (fe) 25 Fig. 15 shows an encrypting nethod on
the radio |ine. The signs 3 Cctober 2005 21 shown in Fig. 15 nean the-
following: f8: function for data confidentiality processing CK: cipher key
(encr ypt iOH y‘}‘oa’EESA coyslinely as shawnanwhice 4, ées@i&éie ity to send to a
receiver 5 such as user data and signal information before encryption
COUNT- C: Iaaessane aad fbedategriyomongssihe can bemsrfiratehbyriaesingfe module

transm ssion/reception, increnented by 1 at each session. BEARER bit for

i denti fyi4ld. | dgicak of aginglit B REGTHIEND roilticd the Hasbwird rabupg: 4hé tHerecti on
of transm ssion of 10 ciphertext LENGIH. bit |length of MESSAGE or

ci pher t exbftiedre résosivewn Herehidfter] 8, “nenthily’Ptdfory getHeydidsoimslentdigedat a is
performed based on a random nunber sequence generated by the function f8

for dataeildmiftiylbatdwhid ¥r JTOOLESHRT; ol By EbfibidBeSiheViotd taBlhod for
generating nessage authentication code. Signs shown in. Fig. 16 nean the
f_0| | owi ng: Here, concrete examples of the confidentiality processing and the
~ integrity processing used for the céllular phone will be explained.
| ~ Fig. 14 is a figure shown in ARIB STD-T63 33.102,3G Security;
Secufrity Architecture, Section 6.3. |
10 i_ Fig. 15 is a figure shown in ARIB STD-T63 33.102,3G Secutity;
| Secuirity Architecture, Figure 16b. | |
Fig. 16 is a figure shown in ARIB STD-T63 33.102,3G Security;
Secuérity Architecture, Figure 16. .
Fig. 14 shows an encrypting method on the radio line. _Signs shown
15 in Flg 14 mean the following:
CK: cipher key (encryption key)
F8: function for data confidentiality processing
IK: integrity key (message authentication key)
F9: function for data integrity processing
20 Cellular phone carriers implement authentication using functions f1
‘through 5. The 128-bit encryption keys called CK and IK generated
through this authentication process are transferred to the function for data
~ confidentiality processing (f8) and the function for data integrity processing
(f9).

25 ~ Fig. 15 shows an encrypting method on the radio line. The signs




f9: function for data integrity processing IK integrity key (nessage

aut henticating key) COUNT-I: nuneral value data show ng tﬂfct e(}%{j?t ed
nunber of 20 transm ssionlreception, dncremant ed by 1 at each session
MESSAGE: pl ai ntext data which a sender lyants to send to a receiver such as
user data and signal information before encryption D RECTION: bit for
discrimnating the direction of transm ssion FRESH random nunber
generated for each user 25 MAC-1: nessage authentication code for integrity

(rressage Oct ob 2005 22 thfnt i.cation code conputed by the sender)
XVAC- | e@iﬁf@i’:‘? aﬁw dpllpwargion code for int egrity (message

aut hent| cation code corrput ed by the receiver) As shown in Fig. 16, the
integrity of tHs: damdiguiersiataicenkidantylitspreepsngng two message

aut hentication codes at the receiver side. In the follow ng, the operation
wi |l be expl ai nel: ciphepdwefdenexyippiver kef)communi cati on bet ween the terninal
and the network within the radi o network, authentication process is
required, in VWHHEIBAGRE; phihtett daaafwhich o shdek RetntisIodepd @parrepaivener, or
both partners 10 nutually confirmthe other is proper before

sendi 1g/ rachl &8 agprddia el weaal infbematdnifbRes sorypsioahown in Fig. 14,
during a series of authentication processes, both the term nal and the

revor e, YSOUROLG o b A kst kgl M (1
128 bits ﬁﬁﬂsﬁilﬁtﬁ@&%p@i&{,‘%ﬂe%ﬂt@& bl§fel}’a£ baE S dsion. key,
| BEARER: bit for identifying logical channel
DIRECTION: bit for discriminating the direction of transmission of
10 = ciphertext
LENGTH: bit length of MESSAGE or ciphertext data
As shown in Fig. 15, encryption/decryption of the data is performed
based on a random number sequence generated by the function {8 "for data
confidentiality processing. -
- 15 ~ Fig. 16 shows a method for generating ﬁessage authentication code.
Signs shown in Fig. 16 mean the following:
f9: function for data integrity processing
IK: integrity key (inessage authenticating key)
COUNT-I: numeral value data showing the accumulated number of
20 transmission/reception, incremented by 1 at each session
MESSAGE: plaintext data which a sender wants to send to a receiver
s_i:tch as user data and signal information before encryption
DIRECTION: bit for discriminating the direction of transmission

FRESH: random number generated for each user

25, - MAC-I: message authentication code for integrity (message




| K) at both the termnal and the network. The two keys can be shared
exclusively by the ternmnal and the network which have b:??%ttﬂ}étr 5y
~authenticated, and the two keys are used, wthin the two Tunctions f8 and
- f9 described below. The two keys vary 2or 20 each conmuni cati on sessi on,
and further, there are no patterns anong keys generated. Then, the keys
are di scarded when the communication is over. The mechani sm (protocol)
required for this authentication process is standardi zed. However, as the
functions of fl to f5 are not standardi zed, operators decide these

f unct i onsauthgapieatientchde camptited batthesendef)t y after aut hentication
processing is. maintained by 3 Cctober 2005 23 the data confidentiality and
Integrity proceSdiAiylt eqimieliamssdfeatiligiticadidnecoderth dekiili ty techni que
is applied to encrypt the wuser data and the signal information including

speech t rianskass adilenti®fion astccdigp wWRdkhy drdceiveRy €venti ng wiret appi ng.
To .inplenent this data 5 confidentiality processing, a function called data

confi denti al I YA isih 0f Fighe6 AHadh ity GftBE Efa'Andh (fibd pgP! oyed. I

t he case of communicating data whi ch has undergone con ity

- procesgsi NGnfssho o nleds eat&ﬁenﬁ@&i@ﬁp?:ﬁéésréptgﬁl%ggive?@ﬁé{pti on key (CK)

gener at ed at authentication process. random nunber sequence

i s generated by..i i it | : . . of, the target data for
encryption/ dec?i?pt?ﬁeﬁﬂbg%l%p‘ﬁgé)\ﬁﬁggﬁéﬁ“%lhﬁg%ﬁla{b%,d‘ a counter (COUNT-C), a

NN e R RE M R
ci phert e)get\gv%tfﬁ wqgttlivr\{etel\l% xgacfig Bgitvrs]rgi'k, authentication process is required, in
which one partner confirms the other is a proper partner, or both partners
10 ‘mutually confirm the other is prdper before sending/receiving data between
- the two partners.

As shown in Fig. 14, duringr a series of authentication processes, both
the termiﬁal and the network use five functions named functions fl through
f5. In parallel with the authentication process, the function generates a

15 cipher key (CK) of 128 bits and a message authentication key (integrity key,
IK) at both the terminal and the networlk.

The two keys can be shared exclusively by the terminal and the
network which have been mutually authenticated, and the two keys are used
within the two functions f8 and f9 described bevlow. The two keys vary for

20 N each communication session, and further, there are no patterns among keys
generated. Then,. the keys are discarded when the éommunication 1s over.

The mechanism (profocol) required for this authentication process is
standardized. However, as the functions of f1 to f5 are not standardized,

operators decide these functions independently.

25 The data security after authentication processing is maintained by




15 and a base station. Further, the counter is data show ng the nunber of
accunul ated tines of sending/receiving data. At each sengmgégeercégjo\g ng the
-data, a fixed value is added to the. counter. The counter is used for
preventing an attack which tries to séadd the ciphertext data that has been
sent previously. Yet further, the |logic channel identifier nmeans a bit for
20 .identifying a | ogical channel perform ng encryption. C phertext data is
generated by XORi ng the random nunmber sequence generated above and the
data/signal information to be encrypted  and sent to the receiver. The

par anet erthe ebate ponfileaielifeand intapritiyeprecedang tachirhiguesecei ver 25 wi t hout
encryption. It is unnecessary to send CK because the sane 3 Cctober 2005 24

-paraneter is gfierfatddata tdidfideegeilitgrteshalieyuatis agphiedttocaick gt theocess. Even
if the paraneters-other than CK are obtained by the third party, the

security yabr BAa @htGhealignBSiTFeen &80 PeclkaRig spsechteahReRIA switiRer
sequence required to decrypt the ciphertext data cannot be generated as

long 5 %ﬁd%éﬁ&@sjk[‘anﬁ%f g}ev 4 tiﬂé"@/ife%gbﬁf‘gﬂ sn'*och%mpmﬁerf%(moaaﬁu mber

sequence IS generated usin the recei ved paraneters and whi ch has been

Gat o oo Bl tathy Brode e L IR, SRR Mt B AR i e 8 e
U1 2 nah P R b B BBl el 01 6. “Tn “orE mode, - even i
D e o LS SO SR BRI s R o Phertext data
confidentiality processing as shown in Fig. 15, the sender uses the |
encryption key (CK) generated at authentication process. Further, a
10 random number sequence is generated by inputting a bit length (LENGTH)
| of the target data for encryptio-n/decryption, an up/down link (DIRECTION),
a counter (COUNT-C), a logic channel identifier (BEARER) to 8.
Here, the upldowﬁ link meahs those distinguishing bits which
indicates the transmission direction of ciphertext data between a terminal
15 and a base station. Further, th; counter is data showing the number of
accumulated times of sending/receiving data. At each sending/receiving the
data, a fixed value is added to the counter. The counter is used for
preventing an attéck which tries to send the ciphertext data that has been
sent previously. Yet further, the logic channel identifier means a bit for
20 identifying a logical channel performing encryption.
_ Ciphertext data is generated by XORing the random number
sequence generated above and the data/signal information to be encrypted
and sent to the receiver. | |
The parameters except CK aré sent from the sender to the receiver

25 without encryption. It is unnecessary to send CK because the same




i ncreasing. For this reason, this node is often adopted for radio voice 15

- comuni cation. The second techni que for keeping the secusigyomdy SRR IS
data integrity technique, which detects tanpering in the signal

i nformati on by appending a nessage adthentication code (message

aut hentication code) to the signal information on the radi o conmunication -
line. This is also called 20 nessage authentication technique. To inplenent
this data integrity technique, a function for data integrity (hereinafter,
referred to as f9) is used. The sanme encryption algorithmas F8 is

enpl oyed Hayanipder bt gerpantedat floe rqxﬁet@tr,SI@magauﬂéenm@emrbm‘OC@h% nmessage
authentication key (Il11) is derived fromthe function f4 for generating
the message autHrem ifé¢he ponaieyers ckbentttan O amsddgmealibhéme tload pamtikey i s
transferred to D. As shown in Fig. 3 Cctober 2005 25 16, a nessage

aut hent i dheisecueaioyef (i AGk il Xddd@et kanhdbedesar at ¢he byndompuihbag t he data
(MESSAGE), the up/down link (DI RECTION), the counter (COUNT-C), the random
nunber ( EREREhcoenptisddth deurypach tipherikt dakd catinbdiiee FEaGAded as long
~authentication key. 5 These paraneters are also sent to the receiver by

usi Ngsan A CH 1*maiddisdcdadr mat which is not encrypted by the sender. Even if
the paraneters. are obtained by the third party, the confidentiality of the

data can be kepl; @ rdofiYdr 8R1d, MRe TRAISES AHbBLAL AIck Q8 ok R¥rdidiushisy kept

. secret, which is the sane as the case of data confidentiality.

sender sad3eliicoiFufailet AARPOR BicH b3, B8 ABRadg HhERldac BRI on code

(MAC-1) appen € receliver. Si conputes the

message %%'&SEH Illﬁﬁi[bleg %e&&gﬁ‘ce( fs(%leh “pl¥h "fflla %ﬂ)ﬂe%text data received to
~ decrypt into the original message.
| - 10 'This method is a variation of OFB (output feedback) mode, which is
one of the modes utilizing the block cipher defined by ISO/IEC10116. In
OFB mode, even if noise geﬁerated on the transmission paths is mixed in the
ciphertext data, the decode processing can prevent the noise part from
increasing. For this reason, this mode is often adopted for radio voice
15 communication.

The second technique for kegping the security of data is data
integrity technique, which detects tamperi_ng in the signal information by
appending a message authentication code (message authentication code) to
the signal information on the radio communication line. This is also called

20 message authentication technique. To implement this data integrity
. technique, afunction for data integrity (hereinafter, referred to as f9) is used.
The same encryption algorithm as ¥8 is employed in the core part of £9.

First, on authentication, the message authentication key (IK) is

derived from the function f4 for generating the message authentication key,

25 - and the message authentication key is transferred to 9. As shown in Fig. |




It can be confirnmed there is no tanpering by conmparing MAC-I and XMAC-I to
find themidentical. 15 Here, the follow ng shows sone exapbss fios
subsequent process in case of tanper detection: (1) Request the

retransm ssion of the data and check #? the received nessage

aut hentication code is proper or not. (2) Disconnect the connection in case
of consecutive tanper detection. 20. According to 3GPP specification (for
nore information, access http://ww. 3gpp. org/ About 3GPP/ 3gpp. htnm), the
encryptionl decryption nodul e has the function to encrypt the input

pl ai nt extl6armegspgeputdepsicationode @IAGL or M AG-phisrdeseratisk BY (encr ypt ed
~data) and output the ciphertext data, and the function to decrypt the

ci phert extputiing the datd MBS GENM thet upfdoandimk IIRECTIRNEhe nt ext dat a.
Assum ng the enbodi nent is 3 October 2005 26 conpliant to the 3GPP

speci fi cabuater (FERUMDD, K30 o AR O FRECS Hpie ki dtEIEFHe ach nespond t o
the control signal 91 shown in Fig. 3 as concrete exanples. Further, as

for concr@t‘eeﬁé@rmbqge@faggrﬁtﬁ@ﬁacgﬁoﬁng_dy_93 shown in Fig. 5 3, for
exanpl e, "MACSDU' or "RLCPDU (datapart)" corresponds as shown in  Fig. 21.

Here, 5" RLCSDU (1dals@Rakhinetbfs #ePalkh s@ht R-ERDkbcelve@Bynidiae dihgreaipper 1 Cot
or 2 Ccts (1 byte or 2 bytes) is deleted (the part of "DATA FOR Cl PHERI NG'

ROt 1" LA IR B TR e st Sl

Cont o, SFERERREE, b hor SR TSSO P o ol igtasol oot
long as the message authentication key (IK) is kept secret, which is the same
as the case of data confidentiality.

10 = The sender sends the data with appending this message
authentication code (MAC-I) appended to the receiver. The receiver,
similarly, computes the message authentication code (XMAC-I) by using f9.

It can be confirmed there is notamperiné by comparing MAC-I and XMAC-T
to find them identical.

15 Here, the following shows some examples of subsequent process in
case .of tamper detection:

(1) Request the retransmission of 1;he data and check if the received message
authentication code is proper or not. |
(2) Disconnect the connection in case of consecutive tamper detection.

20 | According to 3GPP specification (for more information, access
http:/fwww.3gpp.org/About_3GPP/3gpp.htm), the encryption/decryption
ﬁmdule has the function to encrypt the input plaintext data (data tq be
encrypted) into the ciphertext data (encrypted data) and output the

- ciphertext data, and the function to decrypt the ciphertext data into the

25 plaintext data and output the plaintext data. Assuming the embodiment is




structured from RLCPDU at the layer 3 after deleting RLC header. Although
RLCPDU has. 1-Cct or 2-Cct part which is not subjected tosd&?{;ﬁér jality
processing, all of the RLCPDU is input to the 15 confidentiality/integrity
processing unit 40 and the unit opt néf to perform
~confidentiality/integrity processing on the 1-Cct or 2-Cct part. This is
in. order to reduce the |load of the radi o communi cation control unit 20
wherein the load is generated by shifting 1 Oct or 2 Cct for renoving the
.excluded part of I Cct or 2 Cct fromthe all data unit (RLCPDU). 20 Fig. 5
shows anseruiantdigibe BFPP peeibentiganthearbadg/ i ntegrity processing unit 40.
As featured in Fig. 5, a confidentiality processing unit 420 and an.

i nt egri t YCOUNBEHRGRERDIRFC RGN B BNGEE par@spbyd to nbe dentiob
confidentiality processing unit 420, an encrypting/ decrypting unit 421 is -
25 provi degnall isslaewi e Hipl 2gsicbycipteerasiphgs. unit 430, a nessage 3 Cctober
2005 27 authentication code appending/integrity verification unit 431 is

provided. The Jaithies iaedbelesiorbtd egatiplds A Zhe daoN92a10RSE showwindfigt he
‘encryption and the decryption are perfornmed using an identical nodule. The

message  AYLNSRh AR FRIA CSBYARPEINCPDU (Ha28hAkey” dRbeddordls! dshoRid irft31
shows a case in 5 which appendi ng the nessage authenticati on code and

veri fyingughg: | pegrincant REASEATYLIObAR ARLOPBUCBbnREMIPIHA case

shown in Firg. 51s I gu 'n which the encryption and the

decrypti Hpritrd B8 505 @d&\s/. g;’ ibfygt/? br %ﬂﬁ%eé)% Golc?Bd ?gls}egl%’&’}ﬂ‘ %Xe'fc‘fﬁ RQ’RS sage

aut henti cati on code an ng thHe i'ntegrity perfo t he sane

funct | on. - Coggag bty FOFEL G1)6. APPSR BBU GMEBaleichl dver e
example of MESSAGE shown in Fig. 15. Yet furfher, MACSDU denotfes |
| 100 Media Access Control Service Data Unit. RLCPDU denoctes Radio Link
~ Control Protocol Data Unit. Each message within the ﬁlessage flow is
structured from RLCPDU at the layer 3 after deleting RLC header.
| Although RLCPDU Has 1-Oct or 2—Oct‘part. which is not subjected to
confidentiality processing, all of the RLLCPDU is input to the
_ .15 confidentiality/integrity processing unit 40 and the unit opt not to perform
| confidentiality/integrity proceésing on the 1-Oct or 2-Oct part. Thisisin
~ order to reduce the load of the radio communication control unit 20 wherein
the load is generated by shifting 1 Oct or 2 Oct for removing the excluded
part of 1 Oct or 2 Oct from the all data unit (RLCPDUj.
20 Fig. 5 shows another example of the confidentiality/integrity
processing unit 40,
As featured in Fig. 5, a confidentiality processing unit 420 and an
integrity processing unit 430 are provided separately. Inside the
confidentiality processing unit 420, an encrypting/decrypting unit 421 is

25 provided. Inside the integrity processing unit 430, a message




resource within the case of Fig. 5. Fig. 6 shows anot her exanple of the
confidentiality/integrity processing unit 40. As featur ' ' ,
inside the confidentiality processing gnit 420, 15 an eﬁg?%g?ﬁkgyﬁﬁit 422
and a decrypting unit 423 are provide& separately. Further, inside the
integrity processing unit 430, a nessage authentication code appending
unit 432 and an integrity verification unit 433 are provided separately. A
case shown in Fig. 6 is a configuration in which the encryption and the
decryptionii%e perforned by different functions or appending the 20 nessage
aut hent i BHENERTIEBHEN gAde WPPRRIEIntARrifnyedficationuaithd3t éy prayidsd. differ ent
functions. It is possible to respectively performencrypting, decrypting,

- appendi nglhenyimssngideenyphio waikt42drshootes caesr irf whach theeninypéigniand  and
further the data confidentiality processing or the integrity processing can
be si nul tthealegsyptipe ate peefdrinedpaiag lael identissininodebei VEde datsaage 25
Accordingly, the high speed processing can be done. 3 Cctober 2005 28 Fig.
7 sShows authsaticativhicole appthfing/enegnipt vadficHtids vA243Nshowdihicapé én
‘decrypting units 423 are provided in the confidentiality processing unit

420. Bur tvhkich @ esldong the rﬁéb%a?é autBentitHtidiPtRlcdsd ¥6L fFnk Rt | cation code
appending units 432 and nultiple integrity verification units 433 are 5

provi ded jhfedrits drdtRAFdinYe PUBRESSH Mbitial nRile VWAlG st BRoWRL BS54 1 On
(MB) 1001iségg§rati%tf theere may be a cgse I n a/hich glataoi n rrultgisple

channel s SapullulfioB AOFARRR odBFpRAT (I AGRIDBIATML peckipRdlp ki nds

e
of data such as speech data and Imle data are sinmu

tr ansf er gl st il 01(l Eﬁﬁén&lﬂg tﬁ@ %gﬁlaﬁe %ﬁ?ﬂéﬁlﬂp&léﬁ Hb‘&é 41§ ously
verifying the integrity are performed by the same flinction. Compared with
10 Fig. 6, it is possible to reduce the hardware resource and the software
resource within the case of Fig. 5.
Fig. 6 shows another example of the confidentiality/integrity
processing unit 40,
As featured in Fig. 6, inside the confidentiality processing unit 420,
15 an encrypting unit 422 and a decrypting unit 423 are provided separately.
Further, inside the integrity processing unit 430, a message authentication
code appending unit 432 and an integrity verification unit 433 are pfovided
separately. A ecase shown in Fig. 6 is a configuration in which the encryption
and the decryptibn are performed by different functions or appending the
20 message authentication code and verifying the integrity are-per-formed by
different functions. Itis poséible to respectively perform encrypting,
decrypting, appending the message authentication code, verifying the -
integrity, and further the data confidentiality processing or the integrity
| processing can be simultaneously performed ih parallel on sént/received data.

25 Accordingly, the high' speed processing can be done.




10. processed. In such a case, the speech data can be encrypted by the
encrypting unit 1, and the facsimle data can be encryptgqmggb%pgn 5
encrypting wunit 2. Further, in case of decryption, data on nu tld?e
channel s can be decrypted sinmultaneod§ly. It is not necessary to have the
same nunber (n in case of Fig. 7) of the encrypting units 422, the
decrypting units 423, the 15 nessage authentication code appending units
432, and the integrity verification units 433. The nunber of each units
can be determ ned _according to the nunber of channels to be processed

si mul t aneousl y 3¢ ¥ sbowggbease it whichnmplgple@oryptingnmibed2%and t he above
units do not correspond to each channel, but when a certain channel needs
to processuliiplgrdpsrapionaundts 423 det pravided i ghe spefdentislitysppossiibge to
make two encrypting units process the |arge anount of data assigned to th
channel . watrdBg, Thethernrheshofvn maite fiide, sueltipds nidiagaauyRéntiehtiv t 422,
the decrypting unit 423, the nessage authentication code appending unit .
432, -and dotle apptading Mnity 13X 4 ki dipldidteddidy GarfRatdat8iim 188 agecor di ng
to the nunber of channels 25 to be processed simultaneously and/ or anount

of data. pro@dealarth20iRBe @ty prdcBssingtifit ABYI MWRTY BRE IndMild AGtSACT % gti ng

units 422 and the maxi mum nunber of the decrypting units 423 can

di f f er entMHUENE o érﬁﬁn@ﬁé?é%%ﬁmeic e i%hi«{?&é&gﬁl AUAAGN | cation code

appendi ng units 432 and the maxi mum number of the integrity verification
ts 43 B " ) : :

S e ARl eflone et o G2 0 i 266 LBl

encrypt i ngh §e6F YR Ekgchug% Eﬁg%ﬁl%adé?%%(? garec’(§il5a:\1n1.slghdsaqgvﬂe'sri]m%li'fearfeloggfye’ the

i ntegrity processing uni

transferred, data of at least two channels should be simultaneously
10 processed. In such a case, the speech data can be encrypted by the
encrypting unit 1, and the facsimile data can be encrypted by the encrypting
unit 2. Further, in case of decryption, data on multiple channels can be
decrypted simultaneously. It is not necessary to have the same number (n
in case of Fig. 7) of the enqrypting units 422, the decrypting units 423, the
15 _ -message authentication code appending units 432, and the integrity
verification units 433. The number of each units can be determined
‘according to the number of channels to be processed simultaneously by the
mobile station (MS) 100. In anothel_' way, the above units do not correspond
to each channel, but when a certain channel needs to process a large amount
- 20 ~ of data at a high speed, it is possible to make two encryptirig units process
the large amount of data assigned to the channel. Namely, the number of
each unit such as the encrypting unit 422, the decrypting unit 423, the
message authentication code appending unit 432, and the integrity
 verification unit 433 can be determined according to the number of channels

25  to be processed simultaneously and/or amount of data.

e

5




mul tipl e nessage aut henticati on code appending/integrity verificati on units

10 431. In Fig. 8, the encrypting/decrypting unit 421 an Esspoe
aut henti cati on code appendi ng/integri %é verification uni:?dfg@n shown in Fig.
a

5 are respectively made nultiple. In se of Fig. 8, when the encryption
and  the decryption are perforned using the sane function, nmultiple 15
encrypting/decrypting units 421 are provided corresponding to nultiple
channels. Simlarly, when the nessage authentication code appendi ng and
the integrity verification are perfornmed using the same function, multiple
nmessage aut hentiurihenhhe seaxiapperimber af duy ¢ngrypbingruniss 3% andithe 431 are
provi ded corresponding to nmultiple channels. Conpared with the case 20
shown i n nEagim T nisabeoof the deatypbimgoini®s g238ande difiduest.t he har dware
resource and the software resource. In cases shown in Figs. 4 through 8,

t he confidenti &urtlén, nheaiatiynumroaabsr ofjthoinesddzd matheseabohhcodbe
confidentiality processing unit 420 and the integrity processing unit 430.

However, appendiyf G8R8td32 4hd thé bRShiitum 2umbacettheriatertity délifieatiomc| ude
either. of the confidentiality processing unit 3 Cctober 2005 30 420 and the

I Nt egki t irRfCEES N BeUlibrdi0. Wien the confidentiality/integrity )
processing unit 40 includes either of the <confidentiality processing unit

420 and the intedrs LY RERRERILOHh WHilh ‘ﬂﬁ@coxliﬁlfentﬂs[ c&lsihandl B2 can be

performed by the radi o comrunication control 5 unit”20. Enbodinment 2. Fig.

9 shovs q0BERGHeE b b R118 brly e BRYp ik @hit0 ot Moukfier, as

shown in the figure, the integrity processing unit 430 is provided with
multiple message authentication code appending/integrity verification units
10 431 |
In Fig. 8, the encrypting/decrypting unit 421 and the message
- authentication code appending/integrity verification unit 431 shown in Fig. 5
are respectively made multiple. In case of Fig. 8, when the encryption and
the decryption are performed using the same function, muli:iple
15 encrypting/decrypﬁng units 421 are provided corresponding to multiple
channels. Similarly, when the. message authentication code appending and
the integrity verification are performed using the same function, multipie
message authentication code appendingfintegrity verification units 431 are
provided corresponding to multiple channels. Compared with the case
20 shown in Fig. 7, the configuration of Fig. 8 can reduce the hardware resource
and the software resource.
In cases shown in Figs. 4 through 8, the confidentiality/integrity
processing unit 40 includes both the confidentiality processing unit 420 and -
the integrity processing unit 430. However, the confidentiality/integrity

25  processing unit 40 can include either of the confidentiality processing unit




Different fromthe configuration of Fig. 3, in Fig. 9, data is

i nput/out put between the termnal IF unit 10 and the 10 3 getober 2005
confidentiality/integrity processing unit 40. And further, data is al so

I nput/ out put between the radi o conmunB@ation unit 30 and the
confidentiality/integrity processing unit 40. In Fig. 9, non-transparent
data. 97 is non-transparent data such as packet data. Further, transparent
data 95, 96 are transparent data such as speech data, unrestricted digital
data. 15. Transparent data neans the data is not changed throughout input

t 0 out pud20iaghdathe Im¥eFisy proceubmigayeitst30f WikedBhe r ef erence | ayers.
"\Whereas, the non- transparent data neans the data requires sone. data

processi REnfASHtiI AR (HR tRgritP hPSlesSRRVEORRI MNincRiRHIthdHBfitheo out put in sone
|.ayers or sub-layers of the OSI reference |ayers. For exanple, at an RLC

(Radi o LEH%@@%&@% ggcf&%s;lgghﬁﬁe ﬁz@fa(;#dﬂﬂlé ﬁ%@é-rei%a })%Qsiﬁ%ﬁ@%@’)! g% Data

Unit) an nit) data a fferent, the data is

Gont rot ) 2etser oy 45t Byaailh BOH PSR ind Al BomlmidEBh MY, gata

In cage showﬂ in Fig. 9, the transparent data is, for exanple, speech data
whi ch caﬁmb% 9Tansferred to the 25 termnal IF unit 10 wi thout any '
pr ocessi %ﬁn 1 he ta of the layer 1 3 Cctober 2005 31 input/output by the
radio co PEIRGHr-unit 30. On the other hand, the non-transparent data

I's, for exanple, packet data which require onMe . .processi n_the data of

| ayer | out put %‘Fg-o?rﬁﬁ%‘ﬁs PRAFRET r@E‘PPdE tgﬁi“ﬂ"‘%‘g? S@%Wél @gﬁ?ﬂgﬁed above,

t he concrete exanpl es of transparent ‘data% 95 and_96 ir(l Fig. 9 are speech
a

data and unr esthfferent fapw the cophenratigeiptdiig; dog Fig. 9, data1s
input/output between the terminal IF unit 10 and the

10 confidentiality/integrity processing unit 40. And further, data 1s also
input/oﬁtput between the radio communication unit 30 and the
confidentiality/integrity processing unit 40. In Fig. 9, noh-transparent data
97 is non-transparent data such as packet data. Further, transparent data
95, 96 are transparent data such as speech data, unrestricted digital data.

15 | Transparent data means the data is not changed throughout input to output
in any 1ayers or sub-layers of the OSI reference layers. Whereas, the non-
transparent data means the data requires some data processing such as data
format conversion through input to output in some layers or sub-layers of the
OSI reference layers. For example, at an RLC (Radio Link Control) sub-

20. layer of the layer 2, when SDU (Service Data Unit) and PDU (Protocol Data

| Unit) of data are different, the data is non-trahsparent data. When SDU
and PDU of data at MAC (Media Access Confrol) sub-layer of the layer 2 are

same, the data is transparent data. In case shown in Fig. 9, the |
transparent data is, for example, speech data which can be transferred to the

25 terminal IF unit 10 without any processing on the data of the layer 1




by transport block unit defined between |ayer 1 and |ayer 2. These
transparent data .divided by transports block unit equalgiRieGRidds( and
MACSDU), and therefore each data of the transport bl ock unit corresponds
10 to the confidentiality processing @hit. As data kinds such as speech
data are user data which remains transparent in the RLC sub-|ayers, by

I npl ementi ngARI B defined M (Mobile Termnal) - TA (Tarm nal Adaptor) I/F
(Figs. 22, 23) as the serial interface for this transport nodel, it
becones possible to perform 15 confidentiality processing on the MA-TA 1/F
seri al f anpatsughitieythanydoaowananorationmibi &0, @icoheovdic lexalyghe of the
non-transparent data 97 is, as described above, packet data or data for

si gnal i ngnorhoMeMphrettaddtadal forickantiilv] fifckelt Mada whith rédaiaes peme Bl ock)
defined between the layers:1 and 2. 20 The confidentiality/integrity

processi q&ouéusanégn%hemta%fﬁﬂar Pouﬁﬁ{tf%ﬁﬁthte%dﬁpmmﬁﬁ{ﬁm@dmﬁ Yinf¥ ocessi ng

and the integrity processing ‘selectively on the non-transparent data
i nput/outqyt fromto the radio comunication control unit 20, and at the
sane tinme, the confidentiality/integrity processing unit 40 al ways ‘

Gat o Prput / out it Dacises 4Mer 8 féoq%%%a%é&%f LB AR 405 9457300 Che
40 docs. UM BEsR ot ¢ REF eRcesy fip 55 %éﬁ%@%%@e%%ﬁ?@tdﬁ?é'né%c&?ilﬁfﬁﬁfﬁ' e
conf i dentBLBRFP g'ggﬁggtd&;@geﬁ ﬁfeﬁ o T EL P Bh SooIEBF uni t 20 makes
the tr anst@glrlgﬁéreg% atgwéllm eg y transports block unit equal to MACPDU (and

: MACSDU), and therefore each data of the transport block unit corresponds
10  to the confidentiality processing unit.

As data kinds such as speech data are user data which remains
transparent in the RLC sub-layers, by implementing ARIB defined MT -
(Mobile Terminal) — TA (Tarminél Adaptor) I/F (Figs. 22, 23) as the serial
interface for this transport model, it becomes possible to perform

15 confidentiality processing on the MA-TA I/F sérial formats without any
conversion.

Further, a concrete example of the non-transparent data 97 is, as
described above, packet data or déta for signaling, however, each data 1s
divided into units (Transport Block) defined between the layers 1 and 2.

20 The conﬁdentia]ifylintegrity processing unit 40 shown in Fig. 9
performs the confidentiality processing and the integrity processing
selectively on the non-transparent data input/output from/to the radio
communication control unit 20, and at the same time, the |
, conﬁdentialityliﬁtegrity processing unit 40 always performs, for examplé,

25 the confidentiality processing on the transparent data input/output between




require the confidentiality processing not input to the
confidentiality/integrity processing unit 40, but input 4eythg rafs0
comuni cation control unit 20. O it is possible to make the transparent
data whi ch does not require the confi#fentiality processing input to the 10
confidentialitylintegrity processing unit 40, but not performthe
confidentiality processing on the transparent data using the control signal
fromthe radi o conmunication control unit 20. Fig. 10 shows a configuration
of the confidentiality/integrity processing unit 40. 15 Different. from
t he conf ithetamiigal Kot il Fidytharadip gomboumentipn unit BldeT'ha
confidentiality processing unit 460. The confidentiality processing unit
460 i ncl voeSdartidngyintegnty pnidesdif? wand 48 dbes mpptpenfpromile 1146gritsThe
encrypting unit 462 inputs the transparent data 95 fromthe termnal IF

unit 10, pesesyipiesor tite trpspasaitaddia. oUf fhd trta@spheertallita 1dCludesddna cat i on
unit 30 as the transparent data 96. On the other hand, the decrypting unit

463 i nputghitdobs ABSRA[ERE tHabSn Pferlti Ayt fr@cEaFhe, tHeH@Ri cation unit
30, .decrypts the input data to output to the terminal IF unit 10 as the

transpar %‘ﬁnnﬂ?ﬁi@?ﬁén cofl i@?@%ﬁﬁ%esoéhetﬁ??ngﬁgehg SRkh HHikY doRs ﬁ|6:€55i ng

unit 460 are perforned based, on the contro nal 99 fromthe I'F 25 unit

410. The g@&(}}é%e‘gdygﬂ ﬂﬁgﬁ%}??‘ﬁ%ﬁ%ﬁgi%qgﬁﬁp&wtro' signal 91. 3 Cctober

2005 33 £c rding e Cco ocessing unit 460 perforns the

cont e S BIGTARRIR, BRGSR A0 0 4520 B B g [ om e
I nput / out.put using. 02 RIELL 8 | BLSE [ ARSI W B fho RhnkPgrQiNer hand.
data which does not require the confidentiality processing input to the
10  confidentiality/integrity processing unit 40, but not perform the
confidentiality processing on the transparent data using the control signal
from the radio communication control unit 20.
Fig. 10 shows a configuration of the conﬁdentia]ity/integrity
processing unit 40.
15 Different from the configuration shown in Fig. 5, Fig. 10 newly
includes a confidentiality processing unit 460. The confidentiality
processing unit 460 includes an encrypting unit 462 and a decrypting unit
463. The encrypting unit 462 inputs the transparent data 95 from the
terminal IF unit 10, encrypts the input data to output to the radio
20 communication unit 30 as the transparent data 96. On the other hand, the
decrypting unit 463 inputs the transparent data 96 from the radio
communication unit 30, decrypts the input data to output to the terminal IF
_unit 10 as the transparent data 95. These processes of the confidentiality |

processing unit 460 are performed based on the control signal 99 from the IF

95 unit 410. The control signal 99 is derived from the control signal 91.




5 95 and 96 are input/output to/fromthe confidentiality processing unit
460 through the serial interface. As expl ai ned above, H r a case
in which two systens of input/output interface, that is, tﬁe paral | el
interface and the serial interface aBé provided in the
confidentiality/integrity processing unit 40. 10 Fig. 11 shows a
configuration in which the confidentiality processing unit 460 is added to
the confidentiality/integrity processing unit 40 shown in Fig. 7. It is
effective to have the configuration shown in Fig. 11 when the encrypting
unit or theoddmgyptthagonfidengeher ptoessdiny wtit dédperorbe théRed with the
serial data as shown in Fig. 12. 15 As shown in Fig. 11, the transparent

data 95 amafidéntiaéity ppodessighsedfonotid @riths Lomndli idendd aloini yh@kadiessi ng
unit 460 through the serial interface, and further, the serial data which

i's input/@uinuhiddiieu@htidanseroal In Mt erd, 366 dabs budes: zﬂuﬂ/ém@lu@xl%ﬁl@ata of
mul ti pl e channel s. For exanple; when data of channel i's input as serial

dat a .af t eheqntgiief lﬁeﬁ%@khﬂod BERUOn £Re BE?@%&’RBEQQ& Jdreht data

corresponding to the channel generates a stréam utput to a

mul ti gl exgy , 48 be éx%‘inﬁﬂ%ﬁ%dt”t%/ﬂ%tth[% o ﬁﬁ%ﬁlﬁﬂ( I’Bg?ée%six&e‘éll&%?ﬁe'

‘gener at es anot her key stre exer and the
T g LI, 1 A 55
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10 Fig. 11 shows a configuration in which the confidentiality processing
unit 460 is added to the conﬁdentiality/integrify procgssing unit 40 shown in
Fig. 7. It is effective to have the configuration shown in Fig. 11 when the
encrypting unit or the decrypting unit generates key streams to be XORed
Wiﬁh the serial data as shown in Fig. 12. |

15 As shown in Fig. 11, the transparent data 95 and 96 are input/output
from/to the confidentiality processing unit 460 through the serial interface,
and further, thé serial data which is input/output through the serial'
interface includes multiplexed data of multiple channels. For example,
when data of channel 2 is input as serial data after data of channel 1 is input,

20 the encrypting unit 1 corresponding to the channel 1 generates a key stream
to output to é multiplexer 481, the encrypting unit 2 corresponding to the
channel 2 generates another key streém to output to the multipleker 481,
and the multiplexer 481 multiplexes these key streams into format the same

as the data system of the data 95. The multiplexed key stream and the data

25 sequence of the input data 95 are XORed by the XOR circuit 483. The




delay of the serial data is caused only by the operation of the XOR circuit

483, 5 which enabl es the high speed processing. Fig. 13 er
configuration in which the confidentigLity processi ng Jﬁpﬁmﬁﬁgqgﬁﬁ t he

confidentiality processing unit 460 of*Fig. 10 are conbined into one
confidentiality processing unit 470. The confidentiality processing unit
470. processes both of the data 92 10 input/output through the parall el
interface and the data 95, 96 input/output through the serial interface.:
The confidggﬁiaLihgyprocessing_unit 420 and . the confidentiality processing
uni t 460 RREJGRIAEE PRRGSEIRE Wohiblaeriams the shecpsrationabasalon so t hat
- the ‘hardware resource can be reduced. The' confidentiality processing unit
470 swi t dhesontrsl ptanad H9, hemelydhe cantwdsignal B3 sigpdiedrfdomhthepradiess for

t he non-transparent data based on the control signal 99, nanely, the
control siogmangktontutrdlnant 28e Bydising shmeonfigtiation cORig. dll, thd t  20.
‘Enbodi nent 3. Fig. 25 shows encrypting and decrypting nethods for a 20

conf i dentdedhy bftipr @etdsiatg is0adisedondy biythetopei-figon bf tik XOBDEro®n 483 The | ef t
part of Fig. 25 shows an encrypting apparatus of the sender's side. The

ri ght spardhieh doathles?fheShy el 9EbYddsin®g apparatus of the receiver's side.
Different fromFig. 15, Fig. 25 contains a random nunber sequence nenory

(buffer) f0r'tQﬂ%PI?éh&%s%h@ﬁkﬁ&n%ﬁ@%&ﬂﬁﬂhHHRPE%h%ﬁ@%Sﬁﬁﬂeﬁéaﬁggerated by a
function f8 for data confidentiality processing. The random 3 t ober 2005
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as combined into one confidentiality processing unit 470.
The confidentiality processing unit 470 processes both of the data 92
10 | input/output throﬁgh the parallel interface and the data 95, 96 input/output
| through the serial interface. The confidentiality processing unit 420 and
the confidentiality pi'ocessing unit 460 are united into the confidentiality
processing unit 470, so that the hardwalie resource can be reduced. The
confidentiality processing unit 470 switches the process for the transparent
15 - data and the process for the non-transparent data based on the control signal
99, namely, the control signal 91 output from the radio communication
control unit 20.
Embodiment 3
Fig. 25 shows encrypting and decrypting methods for a
20 confidentiality processing unit according ‘to the third embodiment. The left
i)art of Fig. 25 shows an encrypting apparatus of the sender’s side. The
right part of Fig. 25 shows a decrjpting apparatus of the receivgr’s side,
Different from Fig. 15, Fig. 25 contains a random number sequence

memory (buffer) for temporarily storing a random number sequence

25 generated by a fanction f8 for data confidentiality processing. The random




soon .as information for generating the random nunber sequence i s obtained,
the function f8 for data confidentiality processing starg g.ganerajgson of
-the 5 random nunber sequence and out puts the random nunber sequence to the
random nunber sequence nenory. The rad@om nunber sequence nenory
tenporarily stores the random nunber sequence until a nessage (plaintext)
is received, and-outputs the random nunber sequence bei ng stored
synchronously with inputting the nessage (plaintext). 10 On the ot her hand,
in case of decryption, as soon as information for generating the random
nunber saqueheesép@icoit ahaddry phevibusiytstoresftBefranddat aumbenfseqeendeal i ty
processing starts generation of the random nunber sequence and outputs the

“random nuygsberaisddueticefdrmrtionefs fandava botidsn tdiyaneeessiegor Namldlg, asandom
nunber sequence nenory tenporarily stores the 15 random nunber sequence

until a "R3EIGEnlEd i€ gdierhfiagitheFandhh n@MbBEESgRdiR clidREeAMmBA TDET
sequence whi ch has been stored in the random nunber sequence nenory

synchr onGig! fnWibh 8 BG4 b iR niRie ﬁ’f@é@ssﬂ?gt ﬁarﬁsg&f'eﬁ'ﬁfl'oﬁw tagove, the

features of the encrypting apparatus S n the left part of Fig. 25 are

doneL g ti %n]%{n; Hﬁn{b%Q%BHh&%Q’%ﬁd%ﬁﬁ&iﬁt@%ﬁe%ﬁnﬂﬁh"ﬂuﬁﬁ%r sHﬁ‘&éﬂhe Nof hef OF data

confi ent| processing a ronous operation o nessage and

th d t

coﬁflr Sgnﬁ{@a ggg{ﬁpg’%g;égﬁﬁgnﬁel\lﬁ%% (%/r (S ?‘ err‘le gﬁ %llmgﬁﬂlfr?g &%ge%%gﬁgrenoglgf ore the
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synchronously with inputting the message (plaintext).

10 On the other hand, in case of decryption, as soon as information for
generating the random number sequence is obtained, the function f8 for data
confidentiality processing starts generation of the random number sequence
and outputs the random number sequence to the random number sequence
memory. The random number sequence memory temporarily stores the

15 random number éequence until a message (plaintext) is received, and
outputs the random number sequence which has been stored in the random
number sequence memory synchronously with inputting the ciphe_rtext data.

As described above, the featu_res of the encrypting apparatus shown
in the left part of Fig. 25 are generation of the random number sequence'

20 using the function f8 for data confidentiality processing and asynchronous
operafion of the message and the random number sequence. Namely, the
function 8 for data confidentiality processing generates the random number

~ sequence before the operation of the plaintext data and the random number

sequence and previously stores the generated random number sequence in

- 25 the random number sequence memory.




25 are generation of a random nunber sequence using the function f8 for
data confidentiality processing and asynchronous operati
.. ciphertext data and the random nunber sequence. Nanel y,§pﬁgél%et6rt?‘aoi5on f8
for data 5 confidentiality processi ng3g§enerates the random nunber sequence
before the input of the ciphertext data and previously stores the
generated random nunber sequence in the' random nunber sequence nenory.
The encrypting apparatus and the decrypting apparatus shown in Fig. 25
perform for exanple, encryption/decryption of OFB (output 10 feedback)
nmode, one of atTelfabtwesmbdesryiindhpekratupBBowdeahi thedipiyt pd®QfIHIE10116.
O, a variation of the OFB node can be used. O, any nobde can be used as

long as 2sraRdemesibe bf a0SmA0EEn GaThcR@egBBREHAH s thetfiatioR Rt ext data
or ciphertext data. However, since the encrypting apparatus and the

decrypt i AgtRRHRAAEMIaBRPYFOCLEsi ik Gin d2Rsy IR RS RN @p(frraﬁgﬁfaf%ﬁe ggﬂ}%ﬁ&:&equence

I n advance w thout plai'ntext data or Ciphertext 'data, a nD whi ch a

random nu&?ganmu%s;ﬁoh&na rras%gq RY%.] rt@aa&feién@h LA £ Qa 0"
e enpl oye f ryp?lng app

- ci phertext data cannot or ‘the en aratus and the
.decrypti . o in Fig. 2 Her the pl aintext dat.a ngans data
o bebendrpRaRi Aty ket el e SEhom ST B iee R e
by a human. For..exanpl e, X data and data copnsistin characters are
o1 ai nt e ot oF thGsEBearh dafe.afd badPhsbBet T incdlelmibiie o s
etc. are plaintext data ﬁx _the%}ialret be encr;;gted. The chi pertext data

means en HFCIRLRCe &N RRROPIYUPILL S§RUCSE UPQEY-t ext dat a regardl ess

of data fornmat (l)lf t he data before enc({%/ption such 3 Cctober, 2005 37
The encrypting apparatus and the decrypting apparatus shown in

Fig. 25 perform, for example, encryption/decryption of OFB (output

10 feedback) mode, one of available modes for block cipher defined by
ISOMTEC10116. Or, a variation of the.OFB mode can be used. Or, any
mode can be used as long as a random number sequence can be generated
without plaintext data or ciphertext data. However, since the encrypting
apparatus and the decryﬁting apparatus shown in Fig. 25 generate a random

15 number sequence in advance without plaintext data or ciphertext data, a
mode in which a random number sequence is generated by inputting

: 'plaintext data or ciphertext data cannot be employed for the encrypting
apparatus and the decrypting apparatus shown in Fig. 25.
Here, the plaintext data means data to be encrypted and is not

20 limited to data which can be read or written by a human. For example, text
data and data consisting of charaéters are plaintext data. Voice data, image
data, encoding data,‘ compressed data, etc. are plaintext data if they are to be
encrypted.

The chipertext data means encrypted data. The encrypted data is

25 ciphertext data regardless of data format of the data before encryption such




as text data, character data, voice data, inmage data, encoding data.,

conpressed data, etc. Fig. 26 shows an integrity processi E%]Qﬂﬁ)
performed by an integrity processing unit according to t%gg:tt Ir 5

enbodinent. 5 Different fromFig. 16,3Fig. 26 is provided with a data
menory (buffer) at a previous stage of the function f9 for data integrity
processing. The data nenory inputs and stores X (X z 2) pieces of data and
data of X control signals. The function f9 for data integrity processing
inputs the X pieces of data and the data of X control signals stored in

t he dat a asgest fatd @hgeaceatasa, X diesdaige imapbehitth caidodimge dgies, and out puts
the X nmessage authentication codes together. In case a nessage

aut hent i camipepsdedyddtianeegrity key, IK) is shared wth the X pieces of
data, the nessage authentication key (1K) can be input directly to the

function f9 fomigdag@shéwsani ihyedi E8InB SR hdrforidlt b nl> W t hout
storing the nessage authentication key (1K) in the data nenpory. Wen the

message. qitdiRhy!fiabi g BhI S aink B the!Bir FoGBAAAENe. L NE MESSAgE

aut henti cation”Key shoutfd be stored in the data nenory together w th other

e, o DAl SRR TP i 0
cont ol (oGl bt doud St et ok e o ey bl BBl o O
e S TR Bes 3 10 SOBLL I SRR A e
- control signals. The function f9 for data integrity processing inputs the X
| pieces of data and the data of X control signals stored in the data memory,
10 generates X message authentication codes, and outputs the X méssage
authentication codes' together. |
In case a message éuthentication key (integrity key, IK} is shared
‘with the X pieces of data, the message authentication key (IK) can be input
directly to the function {9 for data integrity processing as shown in Fig. 26
15 without storing the message authentication key (IK) in the data memory.
When the message authentication k_ey (IK) differs for each data, the message
authentication key should be stored in the data memory together ﬁvith other
data of control signal.
Hereinafter, concrete examples of a confidentiality processing unit
20 . and an integrity processing unit shown in.Fig.-25 will be explained referring
to the figures.
| Fig. 27 shows a radio cominunication control unit 20 and a
_ conﬁdentiality/integrity processing unit 40 according to the third
embodiment.

25 The configuration except the following is the same with the mobile




38 station 100 shown in Fig. 9 of the second enbodi nent; different points
from the second enbodinent will be explained referring i -A CPU
29 is provided inside the radi o comrunication control uﬁ%?cgggraﬁﬁgide t he
confidentialitylintegrity processing 88it 40, a confidentiality 5
processing unit 420 having a parallel interface, another confidentiality
processing unit 460 having a serial interface, and an integrity processing
unit 430. The confidentiality processing unit 420 includes an encrypting
unit 422 and a decrypting unit 423. The confidentiality processing unit 460
i ncl udes saatiendOPpshiong iinFig. 46 tietkceoté emipidimgnunditied6d. polihes frohegrity 10
processing unit 430 includes a nessage authentication code appendi ng unit

432 and aheiseb@®d binbodeibhi GalliReplhined3dferthas fAHig0 2goMMUNI cati on
control unit 20 and the confidentialitylintegrity.processing unit 40 are

connected w th Acpys9§Qs p?&'ﬁ%@&@ns‘i@e ¢RERE oo 1 ufridd t% dodghdlGutib @or adi o

communi cation control unit 20, the confidentiality processing unit 420, the

15 ¢ ot . . _ - . . it
130 1 st by e B L e TP P
90 t f ' t.a, 9 h Ki of. data. The CPU
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t her - i it t illustrated) |ocated i i d tside th
adi o "ot APRa: LB CBRARBHALT rOBoSRE YRS s HEkE P RGP HOggr | 1y
processi ng . uyni taléo. Fig. 28 shows in detail_the encrypting unit 422 and

t he -decr y3Hf ﬁa2 3 deeryppmeounit fe3e o rithepemiidemitiahty paeeassingunHi 4620,

includes an encrypting unit 462 and a decrypting unit 463. The integrity
10  processing unit 430 1ncludes a message authentication code appending unit
432 and an integrity verification unit 433. The radio communication
control unit 20 and the con_ﬁdentialitylintegrity processing unit 40 are
connected with a bus 90. The bus 90 connects the CPU 29 inside the radio
cémmunication control unit 20, the confidentiality processing unit 420, the
156  confidentiality processing unit 460, and the integrity processing unit 430
inside the confidentiality/integrity processing unit 40, and the bus 90
transfers a control signal 91, data 92 and other kinds of data. | The CPU 29
controls an entire processing of the radio communication control unit 20 by
reading and executing programs stored in the recording medium such as
20 Read Only Memory. The bus 90 is a bus for general use which connects
| other processing units (not illustrated) located inside or outside the radio
communication cohtrol unit 20 and the confidentiality/integrity processing
unit 40.
Fig. 28 shows in detail the encrypting unit 422 and the decrypting

25  unit 423 of the confidentiality processing unit 420.




3 Cctober 2005 39 The encrypting unit 422 includes an encryptor 610, a -

- buffer 620, and an XOR unit 630. The decrypting unit 4 | a
~decryptor 611, a buffer 621, and an XOR unit 631. The g%?rcgﬁeg?ﬁ@o
corresponds the function f8 for data32onfidentiality processing of the
sender's side shown in 5 Fig. 25. The buffer 620 corresponds the random

- nunber sequence nenory of the sender's side shown in Fig. 25. Here, a FIFO
menory is enployed for the buffer 620. The XOR unit 630 perforns, for

- exanpl e, XOR operations of parallel data of 64 bits simultaneously. The

decryptor 611 Jdorerespypdsgniret 4RAnotludas B8 droryplimt 6 160 aftivdnt6 20, iand
processing of the receiver's side shown in 10 Fig. 25. The buffer 621

cor r esporasXOftunar@Bim riibéscryp tingnast @2atnyludel atderypreiondr as si de shown
in Fig. 25. The XOR unit 631 perforns, for exanple, XOR operations of

paral |I-el hadfer 631, @ddbid XOR uhRE6 SENEThé BReryp6r 6 P0EbAEE5Rld the Processing
uni-'t. 420 inputs the control signal 91 fromthe CPU 29 through the bus 90.

At this tafBioR FRiid @ith @akideRfRIRADrodeasi o9 kehiBHE sY&S ?hovm‘ﬁ% CrU 29

knows the control signal 91 in advance and is able to transter t control
2973 9¥ops NerROR e R bt BLACERRLRI fun DL ARRNE R 20
o a5t AREUGRERL e KBIACHPREE oheY 1)y R0 LULAREE ol B et e
(O recrr O BulteF 600 o A ORS8 B peeifhimthe ox Bl SO bmeionset
bncr ypt e RPERIR T (R R b0 0w e IR PP REE PR DU Bt
( COUNT- C)fﬁncﬁ;ri]gn %g]?orl (f’a%ccoﬁﬁﬁgﬂﬁlanitﬁ %?{t)(iefsisiel{g éf%%ﬁ%g@ivg{"g sildr:aps tovstrr? n
10  Fig. 25. The buffer 621 corresponds the random number sequence memory
of the receiver’s side shown in Fig. 25. The XOR unit 631 performs, for
._example, XOR operations of parallel data of 64 bits at the same time.
o The confidentiality processing unit 420 inputs the control signal 91
from the CPU 29 through the bus 90. At this time, plaintext data 950 has
15 not been input yet. The CPU 29 knows the control signal 91 in advance and
is able to transfer the control signal 91 to the confidentiality processing unit
420 from tile CPU 29 before transferring the plaintext data 950. The
control signal 91 includes at least an encryption key (cipher key, CK), and
further, in this example, other than CK, a bit lené'th of data to be
20 encrypted/decrypted (LENGTH, the'bit length = 256 bits in case of Fig. 28),
an up/down link (DIRECTION), a counter (COUNT-C), and a logical channel
_ identifier (BEARER). The encryption key (CK), the bit length of data to be
~ encrypted/decrypted (LENGTH), the up/down link (DIRECTION), the
counter (COUNT-C), and the logic channel identifier (BEARER) are input to

25 the encrypting unit 422 or the decrypting unit 423 as a control signal 600 or




25 the encrypting unit 422 or the decrypting unit 423 as a control signal
600 or 3 Cctober 2005 40 another control signal 601. On 4 paddidl.Rgokhe
control signal 600, the encryptor 610 starts generating a random nunber
sequence and outputs the random nunbdfP sequence to the buffer 621. Here it
I s assuned that the encryptor 610 generates the random nunber sequence by
64-bit unit. In 5 this case, the random nunber sequence of 64-bit unit is
output fromthe encryptor 610 and tenporarily stored in the buffer 620. As
descri bed abpve, when the bit [ength of the data to be encrypted (LENGTH)
i s 256 bianpthepeontapksigpabf0b100gampustivg the gonirehdigmad GPethesequences of
64 bits and conposes a random nunber sequence havi ng enough | ength (64
bits x 4)encoywivirttdidl datisrganeeating d sngldm efuntber saente and enpuigptled (256
bits). Fig. 28 shows a case in which the buffer 620 stores four random

nunber segudnoesuhbersggtdndd tethehfeneznt | Merd hesGRsuzRdithangher s t he
pl ai ntext data 950 having a bit length of 256 bits by 64-bit unit to the

encrypt i rgncuyptior 632 deieught theerahdoltifiutiber\#§0e h&tEbXER BPLi®3Ani nput s t he
pl ai ntext data 950 by 64-bit unit, the buffer 620 sequentially outputs the

rando® nufieéases thie pEedGRtahbeAsePidiRe of BA-BIPRMNNIL 0 BRUt RRIh QhEE XOR

oper at ions of t he plaintext data 950 and the random nunber sequence 650 by
oA DI Uit R0SAE i PR o SAREE LG )" Bl R 00, of, O
422, oxconr e BarBiBbut cPule s R En Al BRI IERngBRRUAY 62 2 060
and the %ll’ﬁ:%to.i' %15%%:1%&'31!@@%8&' rgr?&(?mgz?@mbgp ge(it}esnces of 64 bits and
composes a random number sequence having enough length (64 bits x 4)
10  suitable for the bit length of the data to be encrypted (256 bits).
Fig. 28 shows a case in which the buffer 620 stores four random
number sequences having 64 bits.
Subsequently, the CPU 29 transfers the plaintext data 950 having a
~ bit length of 256 bits by 64-bit unit to the encrypting unit 422 through the
15 bus 90. When the XOR unit 630 inputs the plaintext data 950 by 64-bit unit,
the buffer 620 sequentially outﬁuts the random number sequence 650 of 64
bits. The XOR unit 630 performs XOR operations of the plaintext data 950
and the random number sequence 650 by 64-bit unit at the same time and
generates the ciphertext data 960 of 64 bits. The ciphertext data 960 is
20 returned to the CPU 29.
An operation of the decrypting unit 423 is the same as the one of the
encrypting unit 422, except that the input of the XOR unit 631 is the
ciphertext data 960 and the output is the plaintext data 950, and its
explanation will be omitted here.

25 - The XOR. unit 630 is not always required to input the plaintext data -




expl anation wll be omtted here. 25 . The XOR unit 630 is not always
required to input the plaintext data 3 October 2005 41 9§® e(gz?éﬁ)%nerati ng
four random nunber sequences (having 256 bits) in the fer but the
XOR unit 630 can start XOR operation #hen at |east one random nunber
sequence of 64 bits is stored in the buffer 620. In this case, the
generation of the random nunber sequence by the encryptor 610 and the 5
XOR operation by the XOR unit 630 are performed parallelly and

si mul-t aneously. Wiile the XOR unit 630 perfornms the XOR operation of the

pl ai nt_ext95d)aatée19§memhie1geﬁour yphdomai@mbapueguenaeexhaciongt 250 bxs)gimathes00,
generates the random nunber sequence for the plaintext data 950 which w |
be i nput dfdr,62dndustthe S8ORhmit 8800 emmyakieX OFespaacion whendy daee oher the 10
next plaintext data in the buffer 620. In this way, prior to the input of

~the plai nta@dbndatmbe el 1oidd S6LBs i Storb A n SRE hiPelr BROUNTH tAglcddeeVi ousl y
stores the .random nunber sequence in the buffer 620. Accordingly, there is

no wai ti RfeldeMBrdi@6n bhal@pﬁa&am%mner §difuetieR by e o iy S r 1P 65 L1
hi gh-speed encryption. Simlarly, a high 15 spéed decryption can be

perfogm%@ﬂ&ﬂé@a%ﬁwﬁsﬂmo hit45h ex‘%:\p Bl QP pAARRALY ¥ng! the Duffer 620

or the b 621 enou B gredater than the unit
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be input next, and stores the random number sequence in advance for the

10 next plaintext data in the buffer 620.

In this way, prior to the input of the plaintext data 950 from the CPU
29, the encrypting unit 422 previously stores the random number sequence
in the buffer 620. Accordingly, there is no waiting time for the operation in
the XOR unit, which enables a high-speed encryption. Similarly, a high-

15 | speed decryption can be performed in the decrypting unit 423.

As for the capacity of the buffer 620 or the buffer 621, it is enough to
be equal to or greater than the unit size of the random number sequence
output from the encryptor 610 or the decryptor 611; however, it is desirable
to be eqﬁal to or greater than the maximum value of the bit length

.20 (LENGTH) of the data to be encrypted/decrypted specified within this
system. For example, if the unit size of the random number sequence
output from the encryptor 610 or the decryptor 611 is 64 bits and the
maximum value of the bit length (LENGTH) of the data to be A |
encrypted/decrypted is 5114 bité, it is desirable that the capacity of the buffer

25 620 or the buffer 621 is equal to or greai:er than 5120 bits (64 x 80).




maxi mrum val ue of the bit length (LENGIH) of the data to be
encrypted/decrypted is 5114 bits, it is desirable that t gcg%%%m@% of the
buffer 25 620 or the buffer 621 is equal to or greater than I'ts (64 X
80). 3 October 2005 42 Further, the X€R unit 631 perfornms XOR operations
of, for exanple, 64 bits; however, parallel.data of other bit size such as
32 bits or 128 bits can be processed. It has been discussed that the unit
size of the random nunber 5 sequence output by the encryptor 610 or the
decryptor 611 is 64 bits; however, the unit size of the random nunber
sequence can v@hytlsae bhaX (AR uhiit 631 p@Fobink XORtdperhtions of)/@br akayde,r equi r ed
that the unit size of the random nunber sequence output fromthe encryptor

610 or t Ba HiashicerGldrallehgatca0dthot bt sikd sGtE s T2 BibEoPWRE 8i62Q or 621,
and the bit size of the parallel data of the XOR unit 631 are the sane.

Fig. 29 ng%c@gggg_her exanpl e of the radi o comunication control unit 20
and the confidentrality processing unit 420. Different fromFi g. 28, the

FOR U ¢ 030 ane 1B IPR A e PRRARE wiF Rl MhASA A MIRIGRT | Je 1l ity
cequence S aRRaltp by BR et ATot BIP U BT BR HAE G4IRT 626" hr ough
(he B R0uht URBLLE S e JARRALREE PBences o, LhE IR L 650 20
nunber Sg%g,e?ﬁgb?t%?eiizc? performed to gengr ate the ciphertext data
It is not always required that the unit size of the random number
sequence output from the encryptor 610 or the decryptor 611, the read/write .
10 size of the buffer 620 or 621, and the bit size of the parallel data of the XOR
unit 631 are the same.
Fig. 29 shows anothe.r example of the radio communication control
unit 20 and the confidentiality processing unit 420.
Different from Fig. 28, the XOR unit 630 and the XOR unit 631 are
| 15 not placed in the confidentiality pfocessing unit 420 but in the radio
commuhication control unit 20 in case of Fig. 29.
The CPU 29 reads the random number sequence (as many as plural
sequences togefher) for the plaintext data 950 from the buffer 620 through
the bus 90 and supplies the random number sequences to the XOR unit 630.
20 In the XOR unit 630, the XOR between the plaintext data 950 and the
random number sequence 650 is performed to generate the ciphertext data
 960. |
Similarly, in the XOR unit 631, the random number setjuence 651 is
read from the buffer 621 by the CPU 29 through the bus 90, the XOR

25 operation is performed with the ciphertext data 960, and the plaintext data




960. Sinilarly, in the XOR unit 631, the random nunber sequence 651 is

-read fromthe buffer 621 by the CPU 29 through the bus ﬁ)% Xdg52°
operation is perfornmed with the ciphertext data 960, an??ﬁé pl al nt5ext dat a

3 Cctober 2005 43 950 is output. In casle of Fig. 29, the operation is such
sinmple that the CPU 29 reads the random nunber sequence fromthe buffer
620, and the plaintext data 950 and the ciphertext data 960 do not have to
be sent/returned through the bus 5 90. Therefore, conpared with the
configuration of Fig. 28, the ampbunt of data that passes the bus 90 can be
reduced tB5@dqueltpha. or | ess than a half. Further, the waiting time to use
the bus 90 can be reduced. Yet further, it is possible to elimnate the

tition to L 599 0thel ' - , XOR
conpetition to Lseadehss FQESZ%%héeBd}Je?Qﬁbn(i§§ﬁc§1 leﬂ[eg:glag%ﬁ%m%% reh§

unit 630 and the XOR unit can be i npl enen y hardware, software,

or a combiiatd i hublfor LGLINES ﬁ‘ﬂﬁf‘%%ﬂéﬁ%&aé%eﬁég%l}eﬁaﬁt&t ﬁ%ﬁf%ﬁ@dof e

~di agram showi ng the encrypting unit . ( ypting uni
conTt en 4 sRARSEP e Y500 DR 102 RO BTSN 1 o
O £ 2 56 Byl B HLIER, NSRS A TR R0 T 5
e P Tt ORI 20 0 ST 0Bl B chEnBIRNESY |
\ch,? hxﬂ? e Zﬁu&rlllie%, t ?ézv’waittihneg igilrnaent%pl?sreet te t()jl?st 80 ggn Ibz rie(ri]legéd. t{’]e% f)li%e%pi%ris tion
possible to eliminate the competition to ﬁse the bus 90.
In both cases of Figs. 28 and 29, the XOR unit 630 and the XOR unit
10 631 can be implemented by hardware, software, or a combination of the
hardware and software.
Fig. 30 is a detailed diagram showing the encrypting unit 462 and
the decrypting unit 463 of the confidentiality processing unit 460 having a
serial interface. |
15 Different from Fig. 28, aﬁ XOR unit 632 which performs the XOR
operation of serial data of 1 bit is provided inétead of the XOR unit 630 which
performs the XOR operation of parallel data. And further, an XOR unit 633
~ which performs the XOR operation of serial data of 1 bit is provided instead
of the XORunit 631 which operates the XOR of parallel data. In the XOR'
20 unit 632, the_ transparent data 95 is j.nput, the XOR operation with the
‘rand(‘)m number sequence 650 is performed serially by 1 bit, and the
encryptéd transparent data 96 is output. On the other hand, in the XOR
unit 633, the transparent data 96 is input, the XOR operation with the

random number sequence 651 is performed serially by 1 bit, and the

25 - decrypted transparent data 95 is output.




random nunber sequence 650 is perfornmed serially by | bit, and the

. encrypted transparent data 96 is output. On the other h L0t XOR
unit 633, the transparent data 96 is input, the XOR ope?ggkgﬁgﬁ%g?QJua

random nunber sequence 651. is perforded serially by 1 bit, and the 25

- decrypted transparent data 95 is output. 3 October 2005 44 In case of Fig.

30, the random nunber sequence is previously generated and stored in the
buffer 620 and the buffer 621, so that the waiting tine is elimnated in
the XOR unit 632 and the XOR unit 633, which enabl es a high-speed XOR

- operation. 5 |dncase ofFifi3D, tBO rahBemXOBmbet be@hoanid prbeiolely unit 633 al so
can be inplenented by hardware, software, or a conbination of the hardware

and sof tpeaefatedUddefored e tXOBuBRE 6203 R BB ERY UD tha83BeCan be

| ocated outside the confidentiality processing unit 460. 10 Fig. 31 is a

det ai | ed vl igpATe 18 W RGinkREd mﬁﬁ@g@m&lgg % gﬁgiﬁge XORAEifRBE ik uni t

432 and the integrity verification unit I ntegrity processing

uni t 4309};1}2?(332%81?@%@%%%%?@}5Bﬁ%thait%.wde appending unit 432 is provided

with a bu agé aut hentication code generator 670, and a 15 -

th ' ' 68 The i it ificati it
mos | 2 provi dodhyabk SEFRO 0P, PREZIAT Lma ke, RS thE REME kol F5A s Bher ot or
671, and.an.inte r'%i verifier 681. The buf fber 60&328 he .buffer ,661 are
FI FO mendriblemented by hasdware soflyviuce OF areoBibinatiop sl the Jond™ese ARd dat a

nenory'lrgoﬁl‘)'%re?& The nessage aut hgntlcatlon code generator 670 anql t he

Further, the XOR unit 632 and the XOR unit 633 can be located
outside the conﬁdentiality processing unit 460,

10 Fig. 31 is a detailed diagram showing the message authentication
code appending unit 432 and the integrity verification unit 433 of the
mtegrity processing unit 430.

The message authentication code appending unit 432 is pfovided
with a buffer 660, a message authentication code generator 670, and a
15 message authentication code appender 680. The integrity verification unit
433 is provided with a buffer 661, a message authentication code generator
671, and an integrity verifier 681. The buffer 660 and the buffer 661 are
FIFO meniories. The buffer 660 and the buffer 661 correspond to the data
| memory in Fig. 26. The meséage authentication code generator 670 and the

20 message authentication code generator 671 correspond to the functioﬁ 9 for

data integrity processing in Fig. 26. Thé message authentication code

- appender 680 appends the message authentication code to the data. The
integrity verifier 681 compares the message authentication code received
from the sender’s side and the message authentication code generated at the

25  receiver’s side, and if they match, the integrity verifier 681 verifies the




20 message aut hentication code generator 671 correspond to the function f9

- for data integrity processing in Fig. 26. The nessage on code
appender 680 appends the nessage authentication code toq?Eﬁﬁﬂ}#gﬁb

integrity verifier 681 conpares the n#dsage authentication code recelved
.fromthe sender's side and the nessage authentication code generated at the
25 receiver's side, and if they match, the integrity verifier 681 verifies
the 3 October 2005 45 integrity of the data. In Fig. 31, the CPU 29 sends
four pieces of data 92, which require integrity verification, together to
t he ness&@@%@bhéﬁh&ﬁﬂmmn code appending unit 432. The CPU 29 al so sends
four control signals 91 together 5 corresponding to the four pieces of data

92, which requilneFignBagthd P E8iskhdatféiwunpietteotdniar @, whghaleqirel ncl udes
- at least a nessage authentication key (1K), and further an up/down |ink

(DI RECTI Qijegraty wartifiéiion, Gk beCko tHE thevshad dathawibiod &¥eS at ed
. for each wuser. The CPU 29 transfers at Iegi]t t he up/ down Ilnkp( CTI ON) ,

the 10 cau asa( COUTERLS 2 b dads DAL APGEnb ERESHeiRper 2t ed for each

user to the buffer 660 as the control signal 9I corresponding to the four

pi eceg Ofcod@isBonding & thd'Rou ’i‘?ﬁé%@%f%%gmt Wﬁ&]ﬁ?@q&]ﬁ¥ 11§1ée§r1tb'f our respective

message aut henti cat | on keys corresponding to-t | eces of data

can be trapg{akisgd | xedé E@T@wglgﬁapgp%n&Pﬁ Q("Eﬁﬁzas?% JEssage authentication

15 key (I'K) I's a val'ue ¢ our pieces data, the nessage
can e ot EEREYah  CRT b REa o EnPh I MRAGRION B o o7
The contrgl#l %U?\T’E $%in % farle 0%; %arm &r}ﬁi}@ﬂ) %Qg.elga e rfgxl eachgnaI
user. The CPU 29 transfers at least the up/down link (DIRECTION), the
10 counter (COUNT-C), and the random number (FRESH) generated for each
user to the buffer 660 as the control signal f91 corresponding to the four
pieces of data. As for the message authentication key (IK), four respective
-message authentication keys (IK) corresponding to fhé four pieces of data
can be transferred to the buffer 660, and when the message authentication
15 key (IK) is a fixed value common to the four pieces of data, the message
authentication key (IK) does not need to be stored in the buffer 660 but can
be directly input to the message authentication code generator 670. |
The control signal 91 can be transferred through the control sig;nal
| line of the bus 90 és the control signal and also can be transferred through
20 the data signal line of the bus 90 as the data. The four control signals 91
can be sent together with the four pieces of data and also can.be sent
separately. The buffer 660 inputs and stores the four pieces of data and the
four control signals together. Here, that the CPU 29 transfers the four
pieces of data or the four control signals together means that four pieces of

25 data or four control signals are transferred by one transfer instruction.




line of the bus 90 as the control signal and also can be transferred
through 20 the data signal line of the bus 90 as the dat f control
signals 91 can be sent together with the four pieces ofgggg(;al%érn% S0 can
be sent separately. The buffer 660 iruts and stores the four pieces of
data and the four control signals together. Here, that the CPU 29
transfers the four pieces of data or the four control signals together

- nmeans that four pieces of 25 data or four control signals are transferred
by one transfer instruction. 3 October 2005 46 Hereinafter, "together"
means " byHeranaffee ‘tozethert ineahs Sby htsinglei ingtyuictival’ ot fivegsinagerdier as a
group, not separately." The |oad of the CPU 29 and each processing unit

can be rdhucgdt@zther asuldroad, ast @pacutdleh IFhd hadsifmbkaCPURE a0t i on.
Further, the nunber of transfers which pass through the bus 5 90 or each

transm ssiaeh pgrodesingtunit s be 2b&@dedCada Resiie deaatb@sufioh@T¢ht stigla
transfer or an input/output by "treating plural things together as a group,

not - separiakfhition! NG RYhELEhE BOMIBHEST thhfsfofs map{agsénaﬁgggh%%m&she dat a

and the control signal and stores it as correspondence a. The nessage

10 autshergq ALAQDN+ A ISRANML no@?ﬁuéﬂ}ggﬁc@fctat qaeecﬁé;ﬂlgag%%df%l?ﬁfe g and

gener ates the nessage authentication co ased on contr ol

Tescage SUCRERT TAar Ll Aeep6F b HeRBNE ROE BBk RECARP R AMRNICC da o

using a rm red algorithm respectively, and outputs the four nessage
15 aut heﬁ{ﬂﬁ%§§).§5§38&§des to the nessage aut hentication code appender 680

AU e R R o e N
~ control signal and stores it as correspondence data. The message
1_0 authentication code generator 670 inputs the correspondence data and
generates the message authentication code of the data based on the control
- signal. The message authentication code generator 670 generates four
message authentication codes from the four pieces of correspondence data
using a predetermined algorithm, respectively, and outputs the four message
15 authentication codes to the message authentication code appender 680
together. The niessage authentication code éenerator 670 generates four
message authentication codes having 32-bit length each. The message
authentication code appender 680 appends the four message auﬁhentication
codes to the four pieces of data, respéctivelj, and transfers them by one
20 instruction of the CPU 29.

In éase of inputting four pieces of data having 256-bit length, the,
message authentication code appending unit 432 returns i;he data haﬁng
(256+32)x4 bits to the CPU 29.

On the other hand, the integrity verification unit 433 inputs the four

25  pieces of data with the message authentication codes appended together.




aut henti cati on code appender 680 appends the four nessage authentication
codes to the four pieces of data, respectively, and tra LS.t by one
20 instruction of the CPU 29. In case of inputting fourngkg%égmgﬁﬂ}ata
havi ng 256-bit |ength, the. nessage agthentication code appending unit 432
returns the data having (256+32)x4 bits to the CPU 29. On the other hand,
the integrity verification unit 433 inputs the four 25 pieces of data with
‘the nessage aut hentication codes appended together. 47 The integrity
verification unit 433 inputs also four control signals 91 together. As

di scussedlabimtegrity eerifisadion it B8AtLhatd SRokeYr ééldﬂcolcﬁﬁnﬁ% gptored in the
buffer 661 or can be directly input to the nessage authentication code

gener at Oftofedther> ABRlifsbed aBble, TRKGS 4G CAIHERRRAESA KR YQTKS bﬁxéfbgur pi eces

of data and stores it as correspondence data. The nessage authentication

code genghalich (eloitacee! e oW dieasPuffucpespndence data stored in

the buffer 661 and generates four ness aut henticat1on codes using the

same - al %%%héﬁgggﬁq%ggggggé%%ggt]@mi cation code generator 670 at the

sender' s y verifier 681 conpares the four nessage

aut hepti cati onmycodes. a nded to the input, four.pieces of dat nd the

f our r%essage a']:heﬁgﬁﬁ?%ggf&a eotg"se GER QPSSDB%Ofﬁ@ m@&%‘?s 4t i cati on
‘code generator 671, respectiyvely. |f t match, the integrity verifier
681 senddnd FaLsials %6%?&&%%%%&- L&Y a%%ssgg%eﬁh%tlff Wp9de has been
verified. 15 W the intfegrity. verification unit 433 inputs data

consi st i ﬁ&nsafamrg}rl rﬁaééége g@ﬂlaa{egeﬁaf/wrge%ldﬁme Id@ﬁﬁﬁwrﬁﬁdnftg‘@r nessage
aut henti catjon _codes having 32-bit length ((256+3)bits x 4), the integrity
verifier pr&&iqnd generates four message authentication codes using the same

algorithm as the message authentication code generator 670 at the sender’s
10 side. The integrity verifier 681 compares the four message authentication
codes appended to the input four pieces of data and the four message
authentication codes generated by the message authentication code
generator 671, respectively. If they match, the integrity verifier 681 sendsa
response showing a normal status, since the integrity has been verified.
15 When the integrity verification unit 433 inputs data consiéting of
- four pieces of data having 256-bit length and four message authentication
codes having 32-bit length ((256+3)bits X 4), the integrity verifier 681 sends a
.response of “1 bit X 4” to the CPU 29.
While conveﬁtionally plural pieces of data are respectively
20 transferred to the integrity processing unif 430 from the CPU 29, in case of
Fig. 31, four pieces of data can be transferred together, which improves
utilization efficiency of the bus 90. Namely, a waiting time of the Bus 90 can
be reduced, and a competition to use the bus 90 can be also reduced. .
Fig. 31 shows a case in which four pieces of data are transferred

25 together; however, the number of pieces of data is not limited to four.




response of "1 bit x 4" to the CPU 29. Wi le conventionally plural pieces
of data are respectively 20 transferred to the integritysgk@ﬁ%&%i uni t
430 fromthe CPU 29, in case of Fig. 31, four pieces of data can Dbe
transferred together, which inproves 48tilization efficiency of the bus 90.
- Nanely, a waiting tinme of the bus 90 can be reduced, and a conpetition to
use the bus 90 can be also reduced. . Fig. 31 shows a case in which four
pi eces of data are transferred 25 together; however, the nunber of pieces
of data is not limted to four. . 3 Cctober 2005 48 Further, the nunber of

pi eces ofF@dahér, thatnuohibe Dol pigtecainidial thak $hoBuffet Bhhabid i9nboOUmmissd wel | .
The bit length of the data is not limted to 256 bits, for exanple, the

bit | ength fe@adqedl2 bits or 5114 bits. The capacity of the buffers 660
and 5 661 is enough for storing data if it is at least twice as a total

bit Tength of wig I?H{tgeﬂéfﬂxg(%i{}g%&a&?tié P i fd€d P«%}Eaﬁ%ﬁ‘\%t E%P%%a]&ggfre[ Phe Si gnal ;

that .is, the capac ers 1s enoug en t can store
val e of TRERIE AR Bl RITHER O R R A AR S, e
66118 abdigaeropgh a° SRR ARPE T as biagt APBR A s oreIeRb RS
control  ihienesh g date BdThedyf [t caBbioh et ipdas. HHicEHg ity
Gener at | 1o itiess 19 gnasah FHhmhs by GHLHOTY AbIRASIGNCIIOCTTOH g 32 the
fressage _'acgirfégggrilggﬁgeogat%?d%or example, when the maximum value of the bit
length of data which can be specified within this system is 5114 bits, 1t is
10  preferable that the capacity of the buffers 660 and 661 is at least (5114 bits +
the bit length of the control signal) X 2, respectively.
Fig. 32 shows another example of the radio communication control
' unit. 20 and the integrity processing unit 430. The integrity processing unit
430 shown in Fig.‘ 32 includes message authentication code generating units
| 15 434 and 435.
Different from Fig. 31, in Fig. 32 the message authentication code
appender 680 and the integrity verifier 681 are not included in the integrity
processing unit 430 but placed in the radio communication control unit 20.
| In case of Fig. 32, the message authentication code generator 670 transfers
- 20 four message authentication codes to the message authentication code
| appender 680 b& one transfer instruction issued from the CPU 29. On the
" other hand, the message authentication code generator 671 transfers four
authentication codes to the integrity verifier 681 by one transfer instruction

issued from the CPU 29.

25 In case of Fig. 32, the amount of data transfer of the bus 90 from the




appender 680 and the integrity verifier 681 are not included in the
integrity processing unit 430 but placed in the radio c @59%km%n
control unit 20. 1In case of Fig. 32, the nmessage authentication code
generator. 670 transfers .20 four nessi@ge authentication codes to the
nmessage aut hentication code appender 680 by one transfer instruction

I ssued fromthe CPU 29. On the other hand, the nessage authentication code
generator 671 transfers four authentication codes to the integrity
verifier 681 by one transfer instruction issued fromthe CPU 29. 25 In
case of Hingssa3R, authensivatioh ole¢gaharithavIdan the hb&adpuslBchtiemibhe 3

Cct ober 2005 49 nessage aut hentication code generator 670 to the nessage

aut hent i caide@ippeadde 68pASBIHItHRY. | T 3ZhbY, ke arfoudibi fG trhRsfeapuUNt Of
data transfer of the bus 90 fromthe nessage authentication code

gener at of thefiids 99 fidiné the ine ik aithon fealilfh BRI AL M Id ARTEr rom the
integrity processing unit %e radio co nication control unit 20
shown .i n igx 432 can be greatly reduced conpared with the anount of data

returning transfer in case of Fig. since the nessage aut hentication
code generator (§70 eturn dat 0. the
aut he%t i cation @gd%&g}glglgngéiﬁ%%nsgﬁ I%Rmtﬂbe Jlnﬁ?%raf,y P§P°6F%‘8§s‘§ﬁﬁ&38ﬁ?t 1430
shown in gl t he masg}ag gru hent%(?ahl on .c nerg;t |t 434 and
Che. mess g TAdRCHPRRTaHON conao dney 20 hava P Es82 rapDe
conflguratlon so _t hat th can be orated into s of
Fi gs. f&HBC%fk CO*PR&Y%%FV& Fag amount r?@ %&tg ZRGuTERE FAnSlgR q@egtafsﬁghe

tt f the buff 660, 661, th
| nputti ngsllo e t enlgaegstat)g(iaeggth%ntlcaaonlizodg rg?anerator 670 doesei\lot need to

return data to the message authentication code appender 680.
10 A' In the integrity processing unit 430 shown in Fig. 32, the message
. authentication code generating unit 434 and the message authentication
code generating unit 435 have the same configuration, so that they can be -
- incorporated into one.
In cases of Figs. 31 and 32, the data transferring process of the bus

15 90, the inputting/outputting process of the buffers 660, 661, the

authentication code generating process of the meséage authentication code
generators 670, 671, the authentication code appending process of the
‘meséage authentication code appender 680, and the verifying process of the
integrity verifier 681 are performed on plural pieces of data “together.’;

.20 Froma viewpoint of utilization efficiency of the CPU 29 and the bus 90, it is.
desirable to perform at least one of the data sending process an.d‘the data
receiving process of the bus 90 “by a single instrucﬁion” or by “treating plural
pieces of data as a group, not separately.”

In both cases of Figs. 31 and 32, the message authentication code

25  generator 670, the message authentication code generator 671, the message




- authentication code generating process of the nessage authentication code
generators 670, 671, the authenticati on code appendi ng pé@ﬁ%&%ﬂ§0@$e
~nessage aut hentication code appender 680, and the verifying process of the
integrity verifier 681 are perforned df plural pieces of data "together."
20 From a viewpoint of utilization efficiency of the CPU 29 and the bus 90,
it is desirable to performat |east one of t he data sendi ng process and
the data receiving process of the bus 90 "by a single instruction” or by
"treating plural pieces of data as a group, not separately.” In both cases
of Figs. @athemdicafiontdodermpyeader 880 hend thainiegritpderdera@lesaibs 670, the
nessage aut hentication code generator 671, the nessage 3 COctober 2005 50

aut hent i cianplemerndd bypiperidardwide, tlanebitherd, Hregedhbintidd €the681 can be
i mpl enented by the hardware, the software, or a conbination of the

har dwar e ladvidie sod thessfitwhvd. 33 shows anot her configuration of the
~encrypting unit 422. 5 Fig. 33 shows a case in which pl ural buffers are

provi ded and ¢ iy 9B'ho A el e Iy b ysPggan be

swi t ched by, for exanple, a loglca anne when there
are ngl ogical e pyepared in
advance for eac Iggsghéglsaa F]%q%l%g 3‘6?5%@% %ﬁa&&%d&ilﬁgétgey34 shows

3., A 0 PR S MR, 12
way, by perx%&ﬁ' ng Iglgfégfl che?rlfriél%(rlgnglﬁer " RRmely, ¥ Y, W en 91'151%' are n logical
channels, a random number sequence can be prepared in advance for each
logical channel by providing n buffers.
10 Fig. 34 shows a case in which n buffers and n XOR circuits are
provided.

In case of Fig. 35, n buffers are provided and plural encx"yi)tors are
provided. |

In this way, by providinglplural buffers for respective 1og"ical

15 channels, the confidentiality prodessing fof each channel can be performed at
a high speed.

The decrypting unit can be configured to have plural buffers for
i‘espective channels like the cases of Figs. 33, 34, and 35, which is not
illustrated. Further, the message authentication code appending unit 432

20 and the integrity verification unit 433 can.be provided with plural buffers for
_resﬁective channels like the cases of Figs. 33, 34, and 35.

The configuration of the thi:rd embodiment is not limited to the one
shown in Fig. 27, and the configuration can be like such as ones as shown -in
Figs. 4, 5, 6, 7, 8, 10, 11, etc. For example, the confidentiality processing

25 and the integrity processing can be performed by one module as shown in Fig.




15 channel s, the confidentiality processing for each channel can be

- perfornmed at a high speed. The decrypting unit can be c I, Quur have
plural buffers for respective channels |ike the cases o?@ﬁtgésjereg@b%a and

35, which is not illustrated. Further®l the nessage authentication code
appending unit 432 .. 20 and the integrity verification unit 433 can be
provided with plural buffers for respective channels |like the cases of
Figs. 33; 34, and 35. The configuration of the third enbodi ment is not
limted to the one shown in Fig. 27, and the configuration can be |ike
such as chesThe espomtidmangithe dedrymgjorsearybe perfobmetihy ene mddare.exanpl e,
the confidentiality processing 25 and the integrity processing can be

per f or ned™wsthendheraiendisg ofithw niess&ig authernkia t@nctodptdrahtlenthtopety
decryption can be performed by one nodule. Further, the appending of the
message awrhisniticratdobe pedforand hhené MeDilE YYetvRirthidiC ahel® hshdle Ren
performed by one nodule. Yet further, each nodule can be plural. 5 The
buffers @t0plwedl,, 660, and 661 are not limted to the FIFO nenories, but
t hey can be shift menories, address mapped nenories, cache nmenories, or

regi sgers. Wiemidipuffehd @@o,a@ysm@,sam%datﬁxfeg{da; 1fafed?8the G0 and 661,

such access can be perforned using nenory a esses or 1 nput/output

addr essesyembicBuf Bhdy Bih B gmgﬁg%utﬁeftm&%g &%’@ﬂe[aﬁxgﬁl RRa lé?gt/hé he

nmessage authentication ‘code a apparat u egri
verificatj, It ratus), and the nessage authentication code
generati ng&&r??ités’ ?IE'B.%) ngetrg's), whi ch have been explained in the third

enmbodi nent, ar | i 4n t o ones, . used..f or adi.o co i cation
Soparatue. " but WD thi CRUER AL SIEC Gt 620 o 2060 AR Lot
apparat usﬁccgssct%%é %Effo%le thS?lll.:lg memory addresses or input/output addresses.

10 | The encrypting apparatus, the decrypting apparatus, the message
| authentication code adding unit (apparatus), the integrity verification unit
(apparatus), and the message authentication code generating unit
(apparatus), which have been explained in the third ‘embodiment, are not
_limited to ones used for the radio communication apparatus, but they can be
15 employed within a wired communication apparatus, a‘computer, or other
electronic devices. |
The above confidentiality/integrity processing unit 40 can be
configured by the hardware. For example, the -conﬁguration can.be
implemented by FPGA or custom LSI. Further, fhe confidentiality/integrity
20 processing unit 40 can be implemented by the software program. In case
- the confidentiality/integrity processing unit 40 is implemented by the
software program, CPU of the radio cémmunication control unit 20 executes
~ the software program.

Further, the confidentiality/integrity processing unit 40 can he

25 implemented by a combination of the hardware and the software. For




—a ran

el ectroni c devices. The above confidentiality/integrity processing unit 40
can -be configured by the hardware. For exanple, the con%kﬂ#ragkﬁgFgan be
i npl emented by FPGA or custom LSI. Further, the confidentia ??@1| egrity
20 processing unit 40 can be inplenmentsegd by the software program In case
the confidentiality/integrity processing unit 40 is inplenented by the
software program CPU of the radio conmunication control unit 20 executes
the software program Further, the confidentiality/integrity processing
uni't 40 can be 25 inplenented by a conbination of the hardware and the

sof t war e.exhaipld, fhut @Ede2@RFit5R 64160 6 AR 46 cBh IRl e rity
processing unit 40 can be inp eﬁ?r?’?ﬁllﬁg; DSII%’g(Di gi tgl gi%glr%l?%gi}g%ggsor)

and m cr dyPDEBr @ikl SisHEOCRIBE AR nEXAPHESaRY of ﬁ?g.@ge pRggapatier. a

concrete exanple will be explained wth reference to rough

20. Fi'g. okécsfra%y éhLDRIP guration of the encryption nodule 51 (or
decryption nodulé 71) used for the encryption/decrypting unit 421. The

encryption nod ' duler 511 and a.cigt random zi ng

i 1810 the. LRt dl RN B BRI SN e Bl BiftEierdRRdS,

ext ended t KI ugh ExtKn. The data random zing unit 512 generates
gomfﬁ %ﬁ?)leﬁitf uﬁéhz:ad?function F and an XOR circuit. The function F

[nouLs Lhe ot sndefy Key BN0 RECLOLI, Mot ear, Cet e Lignstormtion. I
' decryption module 71) used for the encryption/decrypting unit 421,
Therencryption module 51 includes a key scheduler 511 and a data
randomizing unit 512. The key scheduler 511 inputs one key K and
10 generéteé n extended keys ExtK1 through ExtKn. The data randomizing
| unit 512 generates a random number using a function F and an XOR circuit.
The function F inputs the extended key and performs non-linear data
transformation.
In the encryption module 51, various block cipher algorithm can be
15 employed such as:
(1) DES (Data Encryption étandard);
(2) MISTY, which is the block cipher algorithm disclosed in the International
Publication No. WO97/9705 (US Serial No. 08/83640);
(3) KASUMI, which is the 64-bit block cipher technique based on the above
20 block cipher algorithm MISTY and is determined to be employed as
International standard cipher for next generation cellular phone-(IMTZOOVO);
. and |
(4) Camellia, which is the block cipher algorithm disclosed in the Japanese
~ patent app]ication No. 2000-64614 (filed on March 9, 2000).
25 Further, these block cipher algorithms such as DES, MISTY, KASUMI, and




15 enpl oyed such'as: (1) DES (Data -Encryption Standard); (2) M STY, which

I's the block cipher algorithmdisclosed in the Internati ation
No. W)97/9705 (US Serial No. 08/83640);_ (3) KASUM, whi c Wto?gyﬂg%blt

bl ock ci pher techni que based on the abdVve 20 bl ock cipher algorithmM STY
and is determned to be enployed as International standard cipher for next
generation cellul ar phone (I1M2000); and (4) Canellia, which is the block
ci pher al gorithmdisclosed in the Japanese patent application No.

2000- 6461 ed 0 March 9, 25 Further, these bl ock cipher

al gorit hrTg: g’ﬁ%iﬁ Qr nﬁ%ﬁlﬂ}\ﬂcryﬁﬁ@p@@ﬂﬁﬁér 2005 53 Canel lia can
be enpl oyed |nn#‘he de ryptlon m)dul e 71. Fig. 18 shows the inplenentation
formof the confifdd@shoms (he im mftlxtablﬂucfemmfghamt 40. Fig. 18 shows a
case in which the confidentiality/integrity processing 5 unit 40 is

i mpl emnt%‘&lﬁdﬁsﬁtuﬂltﬁb@egﬂé proceSiingNane#9, the confidentiality/integrity
processing unit_ 40 can be inplenented by the hardware. Further, the

confidenti al i t yFignil8gihiowws prasensivhdchuthd coffidanidy/iabsm i &Eﬁ‘élh d by a
print circuit board, which is not shown in the figure. Fig 93hovvs a case

i n whisch Wi 4c£b1|sf1anlanmealted yhdide RPGAYIQ0eISIS| Mamdf), Wilét 40 is
~inplenmented by the software. The confidentiality/integrity processing unit

40 can becdnfileabiabitedntdpytity SioRE&inS QS AV4d bemﬁ‘pleb:.%%d Bg Lam 47 is
stored.in a ROM (Read Only Menory) 42 (an exanple of stora The ci pher
pr ogr am Marlwniee Further, the confidentiality/integrity processing unit 40 can be
also implemented by a print circuit board, which is not shown in the figure.
Fig. 19 shows a case in which thé confidentiality/integrity processing
10  unit 40 is implemented by the software.
The confidentiality/integrity processing unit 40 can be implemented
by a cipher program 47. The cipher program 47 is stored in a ROM (Read
Only Memory) 42 (an example of storage). The cipher program 47 can be
‘stored in a RAM (Random Access Memory) or another storage such as a
15  flexible disk or a fixed disk. Further, the cipher program 47 can be
downloaded from a server computer. The cipher program 47 is functioned
~ as a subroutine. The cipher program 47 is called for subroutine execution
from an application program 46 stored in the RAM 45 as a subroutine call.
In another way, the cipher program 47 can be activated by generation of an
-20  interrupt received at an interrupt control unit 43. A memory 55-can be a
pai't of the RAM 45. The application program 46 and the cipher program 47
- are programs executed by the CPU 41.
Fig. 20 shows mechanism for calling the cipher program 47 by the

application program 46 which is operated on the radio communication

25  control unit 20.




stored in a RAM (Random Access Menory) or another storage such as a 15
flexible disk or a fixed disk. Further, the cipher program 47 can be

downl oaded from a server conputer. The ci pher program 473iQetekarciG®ned as
a subroutine. The cipher program 47 i Pcal | ed for subroutine execution
‘froman application program46 stored in the RAM 45 as a subroutine call.

I n anot her way, the cipher program 47 can be activated by generation of an
20 interrupt received at an interrupt control unit 43. A nmenory 55 can be a
part of the RANL@S. Tpe application program 46 and the ci pher program 47
are prograns exettifEBIBUIOR@roguam 16 Cﬁil%.th@@mmrmanaﬁmﬁg)r cal ling
the cipher program 47 by the application program 46 which is operated on
the radi oP¥@wReiereat fdiey2s, soinitull vwhie I¥(plabite3t GatobiratDOphEhext
application program 46 calls the ci pher program 47 using paraneters of a
key K, andatai @i aTheaipleer Mogphai 47 éxputdathe Wy Entheinitial vekie TWaimd C. The
ci pher program 47 inputs the key K, the initial value IV, and the

pl ai nt exttieailaiMMeahdatzMiand deberes HeriphsitedatlatC. | fif theciphigber 5 program
47 and the decryption programare the sanme, the cipher program47 is
cal | ed usprogrpar4iehéthe dectARikeprdgranhgrd thd EdtheVal j gher text
data C, and the plaintext daj'rtg MﬁFdl?rrt her, the ci Bheréj‘gpgglr‘g%&%%%gz be

i mpl ementig@allyd a1sthh @ phddmesd:@TIthBRGEIS SHe APy execut ed
by 'the digital si gn%F 10 processor,?t hougeh mh?c‘ﬁ%ugqlr?g?hésﬁ V\ﬁq:a%tt he

figure. I\@dfgl(y’,aﬁ({ngl@bmﬁge,&r&gﬁq\m 47 can be inplenented by conbi nati on of
the hardware and the "software. '

Further, the cipher program 47 can be implemented by a digital

signal processor and a program read and executed by the digital signal
10 processor, though which is not shown inlthe figure. Namely, the cipher
program 47 can be implemented by combination of the hardware and the
software.
The above explanation referring to Figs. 18, 19, and 20 épplies to the
encryption, however, the decryption can be implemented‘ in the same way.
15 The encryption system or the decryption system can be installed to
| an electronic devices. The system can be installed in all kinds of electronic
" devices, for example, a personal computer, facsimile machine, a cellular
phone, a video camera, a digital camera, or a TV camera. In particular, the
féature of the embodiment can be accomplished effectively when the data
20 from multiple channels is encrypted/decrypted. Or the implementatioh of
the embodiment can be effective in case where data is received at random
from multiple users and (iecryptéd, or data for multiple users is generated at
random and respectively encrypted in real time. Namely, the
encryption/decryption of the above embodiment can be exti'emely effective

25 - when the number of apparatuses for encryption/decryption is small



The above explanation referring to Figs. 18, 19, and 20 applies to the _
encryption, however, the decryption can be inplenented in the sane way. 15 .
The encryption systemor the decryption system can be i ndOgtohea 30495 an

el ectroni c devices. The system can be §nstalled in all kinds of electronic
devices, for exanple, a. personal conputer, facsimle nmachine, a cellular
phone, .a video canmera, a digital canmera, or a TV canera. In particular, the
feature of the enmbodi nent can be acconplished effectively when the data 20
frommultiple channels is encrypted/ decrypted. O the inplenentation of

t he embodfdiBperesh!thethes nawmbioy of data ksedstodbeenatyated'deaypiadd Bor r andom
fromnmultiple users and decrypted, or data for nultiple users is generated
at  randoewample; ébpeovtiwion/deayyfipacdfithe rabale idiMName iy highle

encryption/ decryption of the above enbodi nent can be extrenely effective 25

when t he efiiedbare whenppaliedusessdoer eaopyipét @hiceRay B6 5appst waRY! 55 3
Cct ober 2005 conpared with the nunber of data kinds to be

encr ypt edélitattrappimeterEoF a Rxanphon bRQ BAS EYRLHPRAHSEhIR h ANt Plolid2e above
enbodi ment is highly effective when applied to a server conputer which has

| tO_Suﬁporéndf&mtrib@ﬂté@.@&a@M&b%aﬁlﬁéelﬁﬂla@?%fo%étiOn or a line control unit
whi ch has to collect 5 and distribute dat romto many cel |l ul ar phones. In

the above exanmlihd MoyeAtliain FRITHOLEAG! My fARI o M@0 %0 406

confidentiality/integrity processing uni re connect
Gacd  Tor RoRRgReRLEMPHAEE R Ree U RAR 10 RS ed G G WA ARG " e 10°
Cont Sent b B o REPTAFPLIShaflrBe BH S eraR HIF NGRS

for connecting the radio communication control unit 20 and the

10  confidentiality/integrity processing unit 40. Further, in the above

explanation, the terminal IF unit 10 and the confidentiality/integrity

processing unit 40, the 30 and the confidentiality/integrity processing unit 40

aré connected with the serial interface, however, the parallel interface can be

- used for processing at a higher speed instead of j;he serial interface.

15 In case of Figs. 9 and 10, the conﬁdentialii_;y processing unit 460 is
provided inside the confidentiality/integrity processing unit 40, however, thé
confidentiality processing unit 460 can be provided-independentiy from the
confidentiality/integrity processing urﬁt 40, énd the confidentiality

processing unit 460 can be placed between the terminal IF unit 10 and the

- 20 radioc communication unit 30.

Industrial Applicability
As has been described, according to the foregoing embodiments,
plural pieces of data are previously stored in the buffer, which enables to

- 25  perform the confidentiality proéessing and the integrity processing at a high




processing unit 40, the 30 and the confidentiality/integrity processing
unit 40 are connected with the serial interface, however, the parall el
interface can be used for processing at a higher speed 3 Rstekar 2005t he
serial interface. 15 In case of Figs. ¥ and 10, the confidentiality
processing unit 460 is provided inside the confidentiality/integrity
processing unit 40, however, the confidentiality processing unit 460 can
be provided i ndependently fromthe confidentiality/integrity processing
unit 40, and the confidentiality processing unit 460 can be placed between
“the terni$¥P$€di F unit 10 and the 20 radio conmunication unit 30. |ndustrial
Applicability As has been described, according to the foregoing

enbodi ments, prurther,ghecusnbér dbdataatranpfeeyicanHeyredios @ dor the he buf f er,

whi ch enables to 25 performthe confidentiality processing and the

i nt egri t yopfideasialiny pavcemshicghnd 6he peRgrits JPotaRais, 200BhRIES Reduceshe number
of data transfers can be reduced for the confidentiality processing and

t he i nt eghietlgaghobcles §IP1J andhtheb@.so reduces the |oad of the CPU and the
bus. Further, according to the above enbodinent, nultiple confidentiality

processi ng uni tRur@her, Bekéidehe th BhE Abbhy cRIRASEShR In bR &h&dﬁ%@%@fﬂe

inside the confidentiality/integrity processing unit ‘accor

nunber ofpreh@RNgs Snfts ANEnANBPI ntekrit meS0RRL g dat a
-processigb by ﬂ%%e sinultaneogs pargfﬁgﬁr%%%§%15|ng%hggeg?%@ggq 57
- the confidentiality/integrity processing unit according to the number of
channels or the amount of the data, enabling high speed data processing by

the simultaneous parallel processing.




Claims | . An encrypting apparatus conprising: a central processing unit
for inputting and outputting a control signal to be wused for generating a
random nunber sequence and pl ai ntext data: an encryptor'36k“ﬂﬁﬁd¥¥ﬁng t he
~control signal fromthe central procesging unit and generating the random
nunber sequence based on the control signal; a random nunber sequence
menory for storing the random nunber sequence generated by the encryptor;
and an operating unit for inputting the plaintext data fromthe central
proceSS|n@quﬁ perform ng an operation of the plaintext data input and
the random Nanber sequence stored in the random nunber sequence nenory and
out putting ci phertext data, wherein the central processing unit outputs the
control signal before outputting the plaintext data, and the encryptor
starts. geheration oAnmh@yp&mgampanmmbemnpﬂQngﬂce before the plaintext data
is input into the operating unit, and wherein the central ?roce55|ng uni t

first starts thEfEHagessRemit fr mputting and onteuiting g ronge! pignehi kcr ypt or

and nenorj zatd b random nunber
seqguence {r‘r%%"g,@el?‘%amg? a%?{oqﬁ]ﬁgn{hggg%ﬂeﬁg%%ﬁgpﬁg%ﬁ g&ﬁt ext data and the
_ random nunber sgaOu@RoFtoR Yok BHuiRes Md BshtrdlNignal f I

generation of the random %uhn%)er sequence byl?ha QF%rﬁctrﬁ?/%?%{rrﬂ ﬁﬁggssm?
menor i zatuihaed gemsrating themandoineTurskensequendeybaséd on dintloontralsigrel; sequence
menory, and the o atl on of the plaintext data and the random . nunber
sequence by thaerég 3¢ PEbER i Searencsamamery. far stormgetho gandas pumbpek

encrypt i NG A0R& &hidfat8d b§'1RL Badryptor; and

an operating unit for inputting the plaintext data from the central
processing unit, performing an operation of the plaintext data input and the
random number sequence stored in the random number sequence memory and
outputting ciphertext data,
wherein the central processing unit outputs the control signal before
outputting the plaintext data, and the encryptor starts generation of the random
number sequence before the plaintext data is input into the operating unit, and
wherein the central processing unit first starts the generation of the
random number sequence by the encryptor and memorization of the random
number sequence by the random number sequence memory, then starts the
| 6peration of the plaintext data and the random number sequence by the operating
unit, before performing the generation of the random number sequence by the
-encryptor, the memorization of the random number sequence by the random
number sequence memory, and the operation of the plaintéxt data and the random

number sequence by the operating unit in parallel.




wherein the encryptor inputs at |east an encryption key and a | ength of

the pl ai ntext data, generates the random nunber sequence having the |ength
of the plaintext data using the encryption key, and mak&8&cteher280§om
nunber sequence nenory store the randgm nunber sequence generated, and
wherei n-the random nunber sequence nerdry includes a buffer for outputting
t he random nunber sequence stored in case that the operating unit inputs
the plaintext data. 3. The encrypting apparatus of claim1l1l, wherein: the
operating, unit. inputs the plainte¥t datg corresponding to plural channels;

‘the encryptor 1HptAEYRERSAPATARS HAYME i nformation for identifying a

h | and h f |
channel s. "t he. PGt S ThAMTHETeaf SH Rkl K8 i IfiEHELE" ®
sequence thggiigihaixedaby deherRes iR dohPhudbeh s&qucnbe HavigatheClRapheds; and

the operating unit inputs the random nunber sequence corresponding to each
of the pltheaplaintenindits wsingn thei etcrypieomp keyntaedt makes the rangun smdbencr ypt s

the plaintext data. 3 Octoher 2Q05 59 4. A decryptin ppar at us conpri si ng:
a cent r alSCPPPEEIBEHGTY, Fhore a&rapa%@tqqfﬁl@eréﬁﬂuwm%‘ié‘"gontrol signal to

b ouzed 10T EHEER 19 A BAIA B El, SRAUAGR A ALY B e, @

decoder for inputting the control s omt processing unit.

and generaitputging the rrandorm numiber sepbies Gtoredsiadcae thhe teovpéatingigial ; a
random nunber sequence nmenory for storing the random nunber
inputs the plaintext data.

3. The encrypting apparatus of claim 1, wherein:

the operating unit inputs the plaintext data corresponding to plural
channels;

the encryptor inputs channel identifying information for identifying a
channel and generates the random number sequence for each of the plural
channels;

the random number sequence memory stores the random number sequence
generated by the encryptor for each of the plural channels; and

the operating unit inputs the random number sequence corresponding to
each of the plural channels from which the plaintext data is input and encrypts

the plaintext data.




sequence generated by the decoder; and an operating unit for inputting

ci phertext data, perform ng an operation of the ciphertext data input and
t he random nunber sequence stored in the random nunber %&?@@%@Qﬁory,
and outputting plaintext data, wherei n the central processing unit outputs
the control signal before outputting ?he ci phertext data, and the
decryptor starts generation of the random nunber sequence before inputting
the plaintext data into the operating unit, and wherein the central

processing unit firgt starts generation of. the random nunber sequence by
‘the decryptor and nefSFIPHREARPARYSEOIRIYBE nunber sequence by the random

nunber sequen . i . I dat a
and the randocrfaf%u e %%éagl}glg(}gﬁ%{?&t Lﬁ@b’@%ﬁ‘? %@% ,a ({)@%8?8%%[&%9%# m ng
t he genergkd dor géndriténg & Relalvnd uihder SE&fiLR06 and tiphegedegitypt or, the

menori zation of the random nunber sequence by the. random nunber sequence
menory, and t heé dgsedat fasrinpittingdhe canmolsignaldiremahd cenwalrpndessingurer
sequence

the operating unit .in parallel. t ober 2005 60 5. The
decrypti rf’é‘%gﬁfﬁlﬁlr’aé‘rr%s 6t ,beﬁﬁg‘i‘l—ﬁnﬁe?ﬁ%ﬁg@% YNl SRS at | east a

d ti k I ' t d
unber sequente RTagRTRR Skabote, RNy, Ry APk ZIEARNE phiifef °OT

~ decrypti seqhence gondratekbs thddedodleetamdnunber  sequence nenory store the
random nunber sequence generated, and wherein the random nunber sequence

nmenory i ncl udé® epeseHinSEn dor inputting ciphgrtextedatanprrformingen opegatéorcef st or ed

' case igthURcePaa B 1 bhe MBS n BB L Xr R n bR 2008

‘number sequence memory, and outputting plaintext data,

wherein the central processing unit outputs the control signal before
outputting the ciphertext data, and the decryptor starts generation of the random

number sequence before inputting the plaintext data into the operating unit, and
wherein the central processing unit first starts generation of the random
number sequence by the decryptor and memorization of the random number
sequence by the random number sequence memory, then starts the operation of
the ciphertext data and the random number sequence by the operating unit, before
performing the generation of the random number sequence by the decryptor, the
memorization of the random number sequence by the random number sequence
| memory, and the operation of the plaintext data and the random number sequence

by the operating unit in parallel.




61 6. The decrypting apparatus of claim5, wherein: the operating unit

i nputs the ciphertext data corresponding to plural channels; the decryptor
i nputs channel identifying information for identifying a3 Qstelrrel0®ind
generates the random nunber sequence fﬁﬁr each of the plural channels; the
- random nunber sequence nenory stores the random nunber sequence generated
by the decryptor for each of the plural channels; and the operating unit

i nputs the random nunber sequence corresponding to each of the channels
fromwhich th i phertext data is nput. and decrypts the ciphertext data.
3 Cctober 'ZOOEF%ZHWWWW%BPWE rﬁTfQI&l Lon apparatus conprising: a

uni 1 Tor i nput 1 Rgothe JePhBERPLOR B3 a@ e RSP L AP RIGRGRRE ion T ©

pr ocessi ngphértexdalata, heaethtanthe rﬁﬁdélﬁac}glmb@*@qﬁaﬁwhé\iiﬂ? tRe 16riphilof thé t he
processing; a confidentjality processing unit for inpuftting a control

si gnal ardpheréexdadata psiog thee degtipdiopokediniandt insakes other sandomt pumber or ni ng
~cohfidentjialit rocessjn b ncrypting the data i nput hased on the
control ssite_&HEﬁK}/q lﬁﬁ{?tolry 51!%‘9 mﬁ%ﬁs?%féﬁ?h@%eﬂﬁ?%fe&%@g‘g ! ft he radi ;)_
conmuni cat i on 1a@n Elggémtﬂﬂé ing,
nodul at i ng, an‘gﬁés}rg{r%giﬂﬁ%%@ﬁdg?%bgﬁggg}l y éﬁ(r?lé)d?ﬂ(}l%%gns’n&n%g??gﬁf con'?r ol

E n} t, whengpumtingetheadhdowontimber sédqumce Nitbred Uinpedse thhe o 6bedltingi @iial
erore
- inputs the ciphertext data.




outputting the data, wherein the confidentiality processing unit includes:
an encryptor for starting generation of a random nunber sequence to be
used for encrypting the data before the data is input, ah@cbehesitdlibng t he
random nunber. sequence generated; 3 t ober 2005 63 a random nunber
sequence nenory for inputting before e data is input and tenporarily
storing the random nunber sequence output by the encryptor; and an
operating unit for inputting the data and encrypting the data by
perform ng an operation of the data input and the random nunber sequence
-stored in the random nunber sequence nenory, and wherein the radio

. communi cation ani . first startsct eneration of the random
nunber sgéiuencﬂgﬁ%@é%‘g%]@%?@lﬁ Oiﬁga%%‘%@?f%m'zati on of the random nunber
sequence by t hger GHEAEMAUTHIE inHESURRE RigRIRKY datd) WRrbsAbhdin tt&e@nﬁ ation
of the data and the ran%om nunber sequence by tahe opergtthl5 ngguni , 1L)ef ore
per f or mi nchanhelsgener ati on of the random nunber sequence by the encryptor,

the menorization of the random nunber, sequence by the random nunber
sequence msrmrtg? tRE igpwis athame fld?IH%'YHIﬁ anfgramatinn fosnidlspilhung &

conpri o1 ri a8l 8l Chensreet B8 HaniO nhitysy SabBics” 7 IR dentCPARRG  dat o
a radi o cghapnelkcation control unit for inputting the data denodul ated by
the random number sequence memory stores the random number sequence
generated by the decryptor for each of the plural channels; and
the operating unit inputs the random number sequence corresponding to
each of the channels from which the ciphertext data is input and decrypts the
ciphertext data.




the radi o comuni cation unit, and processing and outputting the data based
on a protocol; a confidentiality processing unit for inputting a control
signal and the data, perforning a data randoni zi ng procgﬁﬁtﬂ@?rtﬁﬂ%
decrypting data for the data input, %gd outputting the data processed to
t he radi o communi cation control unit; "@nd a termnal interface unit for

i nputting and outputting the data processed by the radi o comunication
control unit, and wherein the radio comunication unit outputs the control
signal before outputting the datg, wherein the confidentiality processing
unit inclddes: a de@r@é&ocﬁommwapﬂiaﬁgar%ﬁ@mwg;f a random nunber

- sequence to be f. i t he i nput before the data is input
and outputti nga% e Igarléﬁ%(r)%g%u Letbpglg&fennt@tg’enerat ed; a random nunber

sequence Menory rhdlb ddiRsuhidatioRefoHi®l Wit €@t thpuStind RHE dadDShRNBPRIRE T |y
storing the random nunber sequence output by the decryptor; = and 3 Cctober

2005 65 atsroped anterfgcainiit, processipg the daga blasedian a, prptrcobrandnoutputtinger at i on
of the dat@éi gg{)t and the random nunber sequence stored in the random
nunber s¥§HEREETRIREFSNE&Nd out putting pl ai ntext data, and wherein the

radi o conmmuni ' : 1k -at 110 f e random
nunber sequeng%&%@meﬁg%@vg?%énéhéﬁgﬂiﬁl%@g ggf’ g@ﬁﬁégh@h%d t?l r%%gam nunber
sequence fyni the ridiodommitiiestions eGMEsCmifPERoYmiig Cdhfiicatihfty progeBfy ati on

of the plaintext data and the random nunber sequence by the  operating

uni t, befly enggpting thandata hepujdreedondhe oontrolesigralidoputy ant entmeting thee

data processed to the radio communication control unit; and

a radio communication unit for inputting, modulating, and sending the
data output by the radio communication control unit,

wherein the radio communication unit outputs the comtrol signal before
outputting the data,
| wherem the confidentiality processing unit includes:

an encryptor for starting generation of a random number sequence to be
used for encrypting the data before the data is input, and outputting the random

number sequence generated,;




by the encryptor, the menorization of the random nunber sequence by the
random nunber sequence nenory, and the operation of the é)l ai ntext data and
the random nunber sequence in parallel. Abstract A ?&kdehariiader
sequence is previously generated by t function f8 for data
confidentiality processing, which genetates a random nunber sequence, and
stored in a random nunber sequence nenory (buffer). Wien data (nessage) is
i nput, the random nunber sequence stored in the random nunber sequence
menory is obtained, and the data (nessage) i.s encrypted _by an XOR circuit
‘to generate cidbFAIMOBXUERCE Sequensa dReTBeTYEY rippetiting kedere the dafaisdeBihunber

cont dent 13} RrabouREEL SRR tREREHBHERuEel HE ARG B 1 sk rermor y
(buffer).aphen the ciphertext data is input, by the XOR circuit, the
random nunber sequence stored in the random nunber sequence nenory is read

and the ci pher taxtopdstimg sndeforyppatingithe tdata datlacforgpsngehe data by

| performing an operation of the data input and the random number sequence
stored in the random number sequence memory, and

wherein the radio communication control unit first starts the generation

of the random number sequence by the encryptor and the memorization of the

random number sequence by the random number sequence memory, then starts

the operation of the data and the random number sequence by the operating unit,

before performing the generation of the random number sequence by the

encryptor, the memorization of the random number sequence by the random

number sequence memory, and the operation of the data and the random number

sequence in parallel.
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8. A radio communication apparatus comprising;

a radio communication unit for receiving and demodulating data;

a radio communication control unit for inputting the data demodulated by
the radio communication unit, and processing and outputting the data based on a
protocol;

a confidentiality processing unit for inputting a control signal and the data,
performing a data randomizing processing by decrypting data for the data input,
and outputting the data processed to the radio communication control unit; and

a terminal interface unit for inputting and outputting the data processed by
the radio communication control unit, and

wherein the radio communication unit outputs the control signal before
outputting the data,

wherein the confidentiality processing unit includes:

a decryptor for starting generation of a random number sequence to be
used for decrypting the data input before the data is input and outputting the
- random number sequence generated;

a random number sequence memory for inputting before the data is input
and temporarily storing the random number sequence output by the decryptor;

and
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an operating unit for inputting the data, performing an operation of the
data input and the random number sequence stored in the random number
sequence memory, and outputting plaintext data, and

wherein the radio communication control unit first starts the generation
- of the random number sequence by the encryptor and the memorization of the
random number sequence by the random number sequence memory, then starts
the operation of the plaintext data and the random number sequence by the
operating unit, before performing the generation of the random number sequence
by the encryptor, the memorization of the random number sequence by the
random number sequence memory, and the operation of the plaintext data and the

random number sequence in parallel.






