
;uve3e-F-C:B6NT4=5Bz WO 02/8873 PCT/USO1/47626 EXCEPTION HANDLING IN A
PIPELINED PROCESSOR  BACKGROUND This invention relates to exception
handling in a 5 processor. A programmable microprocessor, such as a digital
signal processor, typically includes exception handling hardware for
dealing with errors that may be encountered while processing instructions.
For example, the processor so may encounter illegal instructions
(unsupported opcodes), misaligned instructions, instructions that access
protected areas of memory, illegal memory addresses, bus errors and the
like. In the event such an error is detected, the exception 15 handler
hardware typically invokes a corresponding software routine, often referred
to as an error handler, for responding to the error condition.   - 1    WO
02/.48873 PCT/USOl/-47l>2G DESCRIPTION OF DRAWINGS Figure 1 is a block
diagram illustrating an example of a programmable processor configured
according to an embodiment of the invention. 5 Figure 2 is a block diagram
illustrating an example execution pipeline of the programmable processor.
Figure 3 is circuit diagram of an exception pipeline according to an
embodiment of the invention. Figure 4 is another circuit diagram of an
exception 10 pipeline according the an embodiment of the invention
DESCRIPTION Figure 1 is a block diagram illustrating an example of a
programmable processor adapted to handle exceptions s5 according to an
embodiment of the invention. Processor 2 may include execution pipeline 4,
exception pipeline 5 and control unit 6. Execution pipeline 4 may have a
number of pipeline stages for concurrently processing more than one 



20 instruction. Instructions may be loaded into a first stage of execution
pipeline 4 and processed through subsequent stages. Data may pass between
the stages in pipelines 4 during a cycle of the system. The results of an -
2    WO 02/8873 PCT/U S01 /7C26 instruction may emerge at the end of the
pipelines 4 in rapid succession. Control unit 6 may control the flow of
instructions and/or data through execution pipeline 4 according to a 5
system clock. For example, during the processing of an instruction, control
unit 6 may direct the various components of pipeline 4 to decode an
instruction and correctly perform the corresponding operation including,
for example, writing the results back to memory. l0 The various stages of
execution pipeline 4 may, in the event of an error condition, generate one
or more exception signals 17, which may be in the form of an exception code
representative of a particular error condition. Exception pipeline 5 may
have a number of pipeline stages for l5 receiving the exceptions from
execution pipeline 4 and propagating the exceptions in sync with the
instructions responsible for causing the error conditions. As described in
detail below, exception pipeline 5 is "interlocked" with execution pipeline
4 to ensure that the exceptions flowing 20 through exception pipeline 5
remain synchronized with the instructions flowing through execution
pipeline 4. For example, if a stall condition arises in execution pipeline
- 3   



VVO 02/-48873 PCT/USO1/~7G2G 4, exception pipeline 5 may stall for an equal
number of cycles. Figure 2 is a block diagram illustrating an execution
pipeline in a programmable processor according to an 5 embodiment of the
invention. Control unit 6 may assert control signals 18 to control the flow
of instructions and data through execution pipeline 4. Pipeline 4, for
example, may have five stages: instruction fetch (IF), instruction decode
(DEC), address l0 calculation (AC), execute (EX) and write back (WB).
Instructions may be fetched from a memory device such as, for example, main
memory 8 or from an instruction cache during the first stage (IF} by fetch
unit 11 and decoded during the second stage (DEC) by instruction decode
unit 15 12. At the next clock cycle, the results are passed to the third
stage (AC), where data address generators 13 may calculate any memory
addresses to perform the operation. During the execution stage (EX),
execution unit 15, may perform one or more operations specified by the 20
instruction such as, for example, adding or multiplying two numbers.
Execution unit 15 may contain specialized hardware for performing the
operations including, for ' example, one or more arithmetic logic units
(ALU's), _ q _   WO U2/8873 PCT/USU1/-47C2( floating-point units (FPU) and
barrel shifters. A variety 



of data may be applied to execution unit 15 such as the i addresses
generated by data address generators 13, data retrieved from memory or data
retrieved from data registers 5 14. During the final stage (WB), write back
unit 16 may write any results back to data memory or to data registers 14.
The stages of pipeline 4 include storage circuits, such as pipeline
registers 19, for storing any results of 10 the current stage. Stage
registers 19 typically latch the results according to the system clock.
Stage registers 19 receive the control signals 18, including one or more
stall signals, which control whether or not stage registers 19 latch the
results from the previous stage. In this manner, 15 control unit 6 may
synchronously stall one or more stages of pipeline 4. As described in
detail below, exception pipeline 5 (Figure 1) also receives control signals
18 and synchronously stalls with execution pipeline 4. The various stages
of execution pipeline 4 may 20 generate one or more exception signals
(EXPS) indicating an error condition has been detected within the
corresponding stage. For example, fetch unit 11 may assert one of the
exception signals 17 when a misaligned instruction is - 5    WO 021.18873
PCT/U S01 /7G26 encountered. Decode unit 12 may assert an exception signal
17 when an unsupported (illegal) instruction opcode is decoded. Data
address generators 13 may assert an exception signal 17 when an illegal
memory address is 5 computed. Execution unit 15 may assert an exception
signal 17 when an operation results in an error condition, such as an
overflow condition. Write back unit 16 may assert an exception signal 17
when an instruction attempts to write results to a protected area of
memory. These errors are 10 listed for exemplary purposes only and
represent only a subset of errors that may arise during the execution of an



instruction. Figure 3 is a block diagram illustrating an example exception
pipeline 5 having a plurality of stages. 15 Exception pipeline 5 may have,
for example, an instruction fetch (IF) stage, a decode (DEC) stage, an
address calculation (AC) stage, an execute (EX) stage and a write back (WB)
stage. Each stage of exception pipeline 5 may receive one or more
exceptions 17 from a corresponding 20 stage of execution pipeline 4. For
example, the IF stage of exception pipeline 5 may receive one or more of M
exceptions 17A. Each exception 17 may be represented by an - 6    WO
02/8873 PCT/USO1/~7C21> N bit exception code. Therefore, pipeline registers
32 may _ be capable of storing N bits in parallel. Each stage of exception
pipeline 5 includes an exception selection unit 31 for selecting a highest
5 priority exception to be passed to the subsequent stage. For example,
instruction fetch selection unit 31A selects one of the M exceptions that
may arise in the IF stage of exception pipeline 5. The selected IF
exception is stored within stage register 32A upon the next clock cycle. 10
Depending on the priority of the various exceptions, decode selection unit
31B selects either: (1) one of the M exceptions 17B that may arise during
the decode stage of execution pipeline 4, or (2) the exception stored
within stage register 32A propagated from the IF stage of 15 exception
pipeline 5. Decode selection unit 31B stores the selected exception in
pipeline stage register 32B. In this manner, exceptions propagate through
the various stages of exception pipeline 5 in sync with the various
instructions propagating through execution pipeline 20 4. As an instruction
is committed during the write back stage of execution pipeline 4, a
corresponding exception may emerge from exception pipeline 5 on the
exc_code 



output, for use by control unit 6 and exception handler 8    WO 02/.18873
PCT/USO1/~7(2fi invoking a corresponding error handling software routine.
In one embodiment, the process of servicing an exception begins several
stages before the exception emerges from the WB stage and the appropriate
service routine is invoked. 5 Figure 4 is a block diagram illustrating a
circuit 35 of exception pipeline 5 for controlling the flow of exceptions
through the various stages illustrated in Figure 3. As described in detail
below, circuit 35 propagates one or more exception requests through a
series of flip flops to 36; the exception requests correspond to the
exception codes propagating within exception pipeline 5 of Figure 3. The
exception requests are qualified as the propagate through circuit 35 with
the same control signals 18 that control the flow of instructions through
execution pipeline 15 4. For example, a first fetch exception signal is
qualified with a two signals: (1) a "kill" signal, indicating whether a
corresponding instruction is will not be committed in the WB stage due to a
change in instruction flow, and (2) a "stall" signal, indicating the 20
corresponding instruction has stalled in execution pipeline 4. When these
conditions do not exist, the fetch exception signal is latched by flip-flop
36A. In the event of a stall condition, however, the output of flip-flop
36A is _ g _   



WO 02/-t8873 PCT/US01/.17G2G fed back and selected by a multiplexer be
latched at the following clock cycle. In this manner, the exception
requests are interlocked with the instruction flow through execution
pipeline 4. 5 Similarly, an exception request generated at the decode stage
is ORed with an output of flip-flop 36A to produce a combined decode
exception request, which is similarly qualified with the kill and stall
condition signals. In this manner, exception request signals may 10 enter
circuit 35 at any stage and propagate to flip-flop 36D unless the
corresponding instruction is killed within the execution pipeline 4. In
this event, the exception request is overwritten and removed from circuit
35. The output of flip-flop 36D is again qualified with 15 not stalled and
not killed for the write back stage. The output of circuit 35 is an
exception-req signal 19 that is received by exception handler 8. In
response, exception handler 8 invokes a corresponding exception handling
software routine based upon the current exception code 16 20 supplied by
exception pipeline 5 of Figure 3. Although not illustrated in Figure 4, the
input exception signals axe pre-qualified with an instruction valid signal
to ensure that the exception is associated _ g _   WO 02/-48873
PCT/USO1/~7G2G with a "valid" instruction, i.e., an instruction that is
supported by the instruction set of processor 2. Unlike 



the other exception signals, however, the fetch exception signal is not
qualified with a valid instruction signal. 5 This ensures that exceptions
arising during the IF stage are correctly serviced regardless of whether
valid instructions are fetched. The corresponding instruction as it
propagates through execution pipeline 4, however, is marked as an invalid
instruction. l0 Various embodiments of the invention have been described.
For example, a processor having an exception pipeline for propagating
exception requests has been described. The processor may be implemented in
a variety of systems including general purpose computing systems, 15
digital processing systems, laptop computers, personal digital assistants
(PDA's) and cellular phones. In such a system, the processor may be coupled
to a memory device, such as a Flash memory device or a static random access
memory (SRAM), that stores an operating system and other 2o software
applications. These and other embodiments are within the scope of the
following claims. - 10    WO 02/-Q8873 PCT/USO1/~7C26 What is claimed is: 1
1. A method comprising: 2 processing an instruction in a execution pipeline
of a 3 programmable processor; and 4 propagating an exception of the
instruction through an 5 exception pipeline of the processor. 1 2. The
method of claim 1, processing an instruction in 2 the execution pipeline
comprises propagating the 3 instruction through N stages of the execution
pipeline, and 9 further wherein propagating the exception status of the 5
instruction in the exception pipeline comprises propagating 6 the exception
status of the instruction through N stages of 7 the exception pipeline. l
3. The method of claim 1 further comprising receiving the 2 exception from
the execution pipeline and storing the 



3 exception within the exception pipeline. 1 4. The method of claim 3,
wherein receiving the exception 2 comprises receiving an exception code
from one of a 3 plurality of stages of the execution pipeline, and further
4 wherein storing the exception includes storing the - m    WO 02/.L8873
PCT/US01 /~7G2G 5 exception code within a corresponding stage of the 6
exception pipeline. 1 5. The method of claim 1 further comprising
propagating 2 an exception request bit in the exception pipeline, wherein 3
the exception request bit represents an error condition for 4 an
instruction within a corresponding stage of the 5 execution pipeline. 1 6.
The method of claim 1, further comprising stalling the 2 exception pipeline
when the execution pipeline is stalled. 1 7. The method of claim 1, further
comprising clearing the 2 exception within the exception pipeline when a 3
corresponding instruction within execution pipeline will 4 not complete
execution. 1 8. The method of claim 4, further comprising servicing 2 the
exception when the exception has propagated through a 3 last stage of the
exception pipeline.  1 9. The method of claim 1, wherein propagating the 2
exception through the exception pipeline comprises - 12    WO 02/.L8873
PCT/US01/-47G26 3 selecting one of a number of exceptions at stages of the
4 exception pipeline based on a priority associated with the 5 exceptions.
1 10. The method of claim 1, qualifying the exception at 2 stages of the
exception pipeline to ensure the 3 corresponding instruction has not been
terminated. 1 11. The method of claim 1, further comprising qualifying 2
the exception at stages of the exception pipeline, except 3 an instruction
fetch stage, to ensure the corresponding 4 instruction is valid. 1 12. An
apparatus comprising: 2 an execution pipeline having a number of stages to
3 execute one or more instructions concurrently; and 9 an exception
pipeline having a number of stages to 5 propagate exceptions resulting from
the execution of the 6 instructions. 



1 13. The apparatus of claim 12, wherein the execution 2 pipeline and the
exception pipeline each have N stages. - 13    WO 02/8873 PCT/USt11L~7G2( 1
14. The apparatus of claim 12, wherein the stages of the 2 exception
pipeline include pipeline registers to store 3 exception codes. 1 15. The
apparatus of claim 12, wherein the exception 2 pipeline includes a number
of storage circuits to propagate 3 an exception request bit. 1 16. The
apparatus of claim 12, wherein the stages of the 2 exception pipeline and
the execution pipeline are 3 controlled by one or more stall signals. 1 17.
The apparatus of claim 15, wherein each stage receives 2 a kill signal to
reset the exception request bit. 1 18. The apparatus of claim 12, further
comprising an 2 exception handler receiving the exception request bit from
3 a last stage of the exception pipeline. 1 19. The apparatus of claim 12,
wherein the stages of the 2 exception pipeline include selection logic to
select one of 3 a number of exceptions based on a priority associated with
4 the exceptions. - 14    WO 02/.48873 PCT/USO1/~7G2G 1 20. The apparatus
of claim 12, wherein the stages of the 2 exception pipeline include logic
to qualify the exception 3 request bit to ensure the instruction is a valid
4 instruction and has not been terminated. 1 21. A system comprising: 2 a
Flash memory device; and 3 a processor coupled to the Flash memory device,
9 wherein the processor includes an execution pipeline having 5 a number of
stages to execute one or more instructions 6 concurrently, and an exception
pipeline having a number of stages to propagate exceptions resulting from
the execution 8 of the instructions. 1 22. The system of claim 21, wherein
the execution pipeline 2 and the exception pipeline each have N stages. 1
23. The system of claim 21, wherein the stages of the 2 exception pipeline
include pipeline registers to store 3 exception codes - 15  



WO 02/8873 PCT/USO1/.t7C26 1 24. The system of claim 21, wherein the
exception pipeline 2 includes a number of storage circuits to propagate an
3 exception request bit. 1 25. The system of claim 21, wherein the stages
of the 2 exception pipeline and the execution pipeline are 3 synchronously
controlled by one or more stall signals. 1 26. The system of claim 21,
wherein the processor further 2 comprises an exception handler receiving
the exception 3 request bit from a last stage of the exception pipeline. -
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