; 789: e3eG@Df f g\ j Xj | 61 T@lJ MOBI LE COVPUTI NG SYSTEM AND METHOD FOR A NETWORK
Field of the Invention The present inventy gener al | t he
field of network conputing. In particularjmwmumm"mmmmm invéﬁ9W§358%Iates to
net wor k conputing which provides a nobile conputing envi ronment. Background
Hi storically, conputers were | arge and expensiVve processors that had to be
| ocated at special premses and that few could afford to own and nai nt ai n.
To benefit fromthe then powerful conpluting and processing capabilities of
a conputer of the past, a user had to access the prem ses where the

“conput er was MOBHI COMPUERNGBYSTEM ANDMEATHOP PORA NETWERKWer €
unique to the conputer in order to operate the conputer. Currently, through
_technol ogi cal evol ution, one of the successors of these |arge and expensive
conputers is a snmall and affordabl e not ebook conputer. I tly,
however, such a notebook conputer nay provide conputing:@wﬂﬁmmwﬂmh@mhe
ability teg. x applications and conpl ex for ng

| ar ge nungleeﬁ(g%gp{ﬂnggﬁ%!r"gcessi ng speeds. Such an evol ution iR¥&nputi ng
technol ogy is made possible partially because of the advent of integrated
circuit technollbgyprdsbatinemsibh edatehgerendlygodhé fieldof netwerk computing.rlnui ts into
smal | el ectronjc devices, The adyancenent of technol and rel ated skills
' manuf aBRGERIRE oS iR RO RGP MRk SOMBRUER YRHDGEP RGeS so
contri but goutie chibatisyYAvionRRnt. 22 July 2003 2 The evol ution of conputer
technol ogy also sfgniticantly I npacts the evolution of network technol ogy.
Modern network technol ogy all ows users who are connected to a network to
share resources that are connected to the network. Currently, networks can
ei ther cover a small geographical area, such as a |ocal area network (LAN),
or a mﬁdeﬂggﬁgk%&gical area, such as the coverage provided by the Internet
or an | ntraner. cogni zi ng the market potential of coupling nodern
conputing technol ogy that provides for small, portable, and powerful

conput ers, and Hilterivdlle caap@eagecrolargdiad expensied protéwosahgitiadito baadust ry has
pl aced many nodern conputing products and_services of sorts on the conputer

mar ket pl adcatedt sescippremnisss addhat ie s gapld aftordtosiy pre@api@ine Ao bengfli ng
commer ci algj IiBerPSED s - ﬁfaerg ; bdb§li ' - bRE Ni nal

| ocal storééggﬁgéae. Thﬁgeﬁé'ﬁ% at %%ﬁé?geﬁgﬁﬁvggggg%B?%P&%aﬁg?Lcturers
can | ever pg#, ohder hhé td aptwsibaprmisn vdferathaicomiputeo eab lentedagd takech as t he

| ocal hard dj.sk,. therefore accentuating the conpactness of nodern nobile
comput or s MR HSHR AHE ROBFI LT BRLe & REME 1 HG GRBPLS b OREHI LB B, f or
exanpl e, wefpefeki ng, conmuni cations and inage processing. Another exanple
of the products and services currently being conmercialized is based on the

concept of a "nobile" user. The nobile user in one context refers to a
conput er user WHErendE<theough drehpolegisal evokiianuees of the sugeetsrey ofdhescext , t he
nobi | e us RuL f onput er
wthin a ThEnEEpehGufcaRiRMbLSL o IREN shif Sl rolRRLE OBRUEE. 1
subscri besmportarglyc howexdt adnclke a ndtebosioborhputersiany plovidel coatgueing poedr witht he

| atter context. thus perfor wor si ng whi chever conputer, the nmobile user
accesses \?@et iIﬁtyttﬁ gxq:fglgw ex applh:atlilons a%d complex formulaanvo ving large

numbers at high processing speeds. Such an evolution in computing technology is

made possible partially because of the advent of integrated circuit technology that
enables the integration of electronic circuits into small electronic devices. The
advancement of technology and related skills in manufacturing and software

programming and/or engineering also contributes to this evolution.



When any conputer user utilizes a conputer, the conputer user is basically
wor king on a set or sets of information using the conputer'i &rg@ﬁgsor.
Generally, the information is found on a | ocal storage devPEdul¥ as the

| ocal hard disk or a storage nedi um such as a Conpact Disc Read Only Menory
(CD ROM. However, the information nmay al so reside on a renote storage that
i s accessi ble through, for exanple, a network. Irrespective of the storage
| ocation, it is a fundanental 22 July 2003 requirenent that the conputer
provi des neans ' VA he. o [ npl e,
"when the nobi l eﬂijeséﬁr()ﬂwc?% gbf? 5%1%8%5 Eerrgh{léelrgél)f %9% %%g‘ﬁft"éﬁtg’ %ng%g?%?@a&ger may
ei t her useoffreppgrk tebhakkigy e 3odeb RPWVbrk w@elindlsgrmions Siser@ winite odrretteior m of
_storage nedium for providing the information that the nobile user is

deal i ng wi tor. newonktp shars eesppicey diat e C§Wte§tteﬁlﬁ‘g‘%§t¥@m LWrRtlyneed to be
transport StQr 3 ' Usehuhshes to
access a ﬁ%{n%{)%ggt&g?l%eg c é“?(ﬁea rm%%bgf%g g%?elrc allv%g%] gﬁqﬁﬁs&!&’l %% 4il)l%trzonntg,\t)‘:/%s\ilktso anot her
conput er c@AN)pbt a ngdd gegraphivhbarsi,cuelgas the tbearagh procideyd by ithe Inteonkg lor a
networ k. Such a ne%york,,ould eiLher coyEr a spall aeogra hi cal area such
as a LAN, &yInfaggiyRegeefizing fedatrketRotendighpf COUPHRGMORETESOBIPULNG pot h

exanpl es, : I j t I for the
A A R T AU R ke
or | essenidanyetage ofithedntemet rthesqropitert indusitychas pheead mang docsleor ageputingi a.
Currently ased pr.oducts, or services such as Wb portals, to

, I t -
whi ch a ch§§@§§mg£§#aﬁﬁv)§85§8$ﬂ5§? 53Wﬁﬁﬁﬁﬁ@8%nts with electronic

mai | boxes, personal starting Wb pages, and file directories. These can be
accessed from apye sQfPIE BF suchProdiR&CanidRervides @arraft]y Ktk esmme\eizB pWser
application programand an Internet |ink are available on that conputer.
The subscrhaset omtegoneept of mobile Fergpytingovitheinigisl fnsak sierage seagat TAisd thus is
able to USﬁe{rﬁGEhJI%A&%Prfm%glﬁé‘c?&rﬁé&eﬁnilﬁdf&‘ctfx{e?s’%am@vefré coffiffeectory that is
provi ded by € account. SIS a very userul concept tor providing
conput er Useplémathtiorasfagiémildotdl Stosa@BuCADhsbddabhard [ekk géRfforees at al |

ti mes regardl ess, of whether the conputer users are at hone, in the office,
or travel | ¥Rgntuatinethe gempaciness ebmedera mehilsiaemputess. gEhgmpderamaedilene concept

f t i t
of STt & AR BRSO Ao MNP EruiNe MAIOAGATLARRLIBAIAN O 2

Wb portal ct or service I1st porta
only througl imagéprddessivger . This nmeans that the Web portal account is
distinct fromthe subscriber's other network or renote access accounts that

may exist at the office t me r.wth any Internet.service pr.ovjder.
Tybi cal by, “onl yAPRBCLEEMETE SRR RAdEetsAng R P REb T A el B RO R Ak

I nt egr at edis bagd ohtthy caR@pt ¢ A rhbbileh @s&lThe mdtfle Beidh BE cafteRUBEeSs 16 N
protocols such as POP3 or | MAP. A practical consequence of this distinction

i s that a eharputgriuser vha pgsmgneders rwbie computer Adrfgothsecoperiediedatilet | y by a
program t i ile if o) IS, all ed on

anot her aglgstghlr:]et?&‘ﬁﬁé %Iglg‘,%'}g{ ﬁséagg{zft?ggésl t?%ﬂlﬁg}sngﬁ tgpéoe%r@péé Swn%}ﬂﬁél ly to the
account whithoanildre” gefgpday d setvok @lwidch themsdbileAnet subscrities endant short com ng
is that the subscriber has to work with different environment settings,
shor t cut s, caneeabler yTherpehile ises herginafienusedjip ghe lafercopeat. shuserfosads  wor ks on
the differ 9&9» ] i.ffal : conponent s of
a conputihga%ﬁﬁl onﬁ%ﬁ?&%Enggggg#aégﬁgﬁgmﬁﬁggﬁéiﬁgh?gggng?ﬂ%he user
interface, file access, directory access, and execution of application
program of a coWheheny compaiar bier efifizestacompatarotire computer usenisbasicallpe above
probl ens, co ventioqgl nethgd exi st in t%e naéﬁgt | ace. suq@

convent i ongP™E Fib® @éﬁgtsf ! 8‘?1‘?%‘;9& USYIE U SRS G PIOEEERT nd® it es resi ding
on di ffer efik idfolRatitin i§ $6Rid Sa REalbdrhgd @iViceRueR HhE 16041 HEdRGsK o £
attributes. Fromthe file attributes, it can be determined if for exanple a

request ed $tprage medjume sucbdis@rCarhpack Bissl Read §prdy Memory {EDRAPUL dtovervenn a
renot e stq%a%g. In.the fiﬂe a%%ribute ?fta figgtindicaﬁis tha% %he
request ed FPIECTEUTAY A e Pehismete gy diat i Ferssols raighafdver in the
operati ng &yanipReNadietbik. IRBIPLEEVe TARS ABrape Mddalbn, litishi fahddreatedl drivers to
continue processing the request as an input/output (1/0O request. However,
such a conventional method does not address the probl em adequately because
only renote storage supported by communi cati ons protocols congruent with

t he communi cati ons protocols supported by the operating systemis
accessi bl e. Mdreover, such a conventional nethod does not specifically
address the other problens nentioned in the foregoing. Another conventional
met hod addresses the problem of accessing different resources on the Wb

t hrough overwiting shared libraries used by application prograns on the

-y



22 July 2003 5 nmethod al so does not address the problem adequately because
there is no provision to access renote storage on a file ssévelr. §$is
conventional mnethod al so does not specifically address the YH¥ 2087 obl ens
mentioned in the foregoing. A further conventional nethod addresses the
probl em of accessing files through a distributed server environnment by use
of a central file managenent device or ,systemthat maintains a virtual file
managenent table for indicating the vi Ptual identification (I'D) and the
physi cal | ' il |.gi L ] i on prograns
For “tiTes SigyfthsBlat Yo Emp RBEaIR MHnTof SR8 shARMERRIAERE OF Phe
appropri atigf@aitien. Basexdmple, ithen des abildikes homl frém camparr o cdmygutén, | es. Thi s
_conventional nethod however involves additional hardware, software,
firmare, Hhagompater pses mayeitieroisedlopgy diskettesnEPROMS, gardhiIpRIRsner &Yyst em
This inpli b - ; o ' . a
conventi on@ﬁeﬂngﬂhtgg%gdﬁe gﬁ@%ﬁggﬁlﬁ éiélgl{r}rgatg?édf%ag@q{lﬁﬁg@%gﬁ@%ﬁﬁgsnal met hod
does not s¢eating withl T abtkdiheeshd e adtshelr stpragd hedin. thaitmead tb bé aandportgd,ovi di ng

means of connecting a cqQnputer_fo renote storage, a network may al so
b ovi do. noRMOGHOGHE M PeoEd.« HOCE iRIOR S WeT BISTEr (LESERAToBO aske. ¢ hat
are i nvokego@Qpe tRenBBIIPHicR'is re NiPé&t%'c'oM:ixcc@th&ﬁﬁhér'&M Gfer baRIiliRg e

conput er when the user executes an application progfam on the Conputer.
However, tieeotostprageeitlerldirectly orthongb eanetregrkn Suclka b wetyeorkneoald either

operational requirenents of sone | i jon prograns. For exanple, the
comput er - <SP U AECOR RPN SRR CADE ORI ECEFIRNAR Bedcusihg Ui
(CPU) speegleMy¥mept be sufficiently large and/or fast enough, respectively.
To use any one of those inconpatible application prograns, the user nust
then either re-install the application programon a conputer w th matching
| ocal resour ceslndrotiyexaspples. drere appeactocRist adantagentsy ksingiepmaiersibragg for

di st 11 but egle RLAGESS diher iTBbvibE b REREL JIAL nBbOMRSAIBM ARL QR O
processi ng Wor 0 be pertormetd by separate conputers connect'ed to the
networ k. Aebsepingahe geedp t@nsfortsitie Bbevenaénsonkd storageehddiat / server LAN t hat
makes use of distributed intelligence to treat both the server and the

i ndividual client as intelligent, prog}r anmabl e machi nes, thus exploiting

the full conput FREEHbeeMenteRghbased prodygls or SeHiecEsydhas JEFD P t©
client/ser r-&h i el

di Stributi Lnich cfgﬁiﬁg’%? Elﬁ%fﬁ.ﬁ%ﬁ“%a%ﬁ&%eﬁ‘%% aggcgi\}]gsr @gﬁﬁie?ﬁéﬁikﬁqdﬁ’?gﬁsm client
i n these aparfomabsthtingSVels pdgexcaohd file dirb@odantihese cdn e avoessed friooraly
client/server LAN whetgge .wWhi ch i ndi vi dug\; ient i S i erformng front-end

pr ocessi ng"YRRPIHHPE AU 8?%#3?55353893 Br g HRReTAPR LRI R agAf 4nd an

predet er m RdnetdinitseE aVii@bORSht@Rpuler UTRS s@bsBAbdri iebdPto sehpBNbgih@s a
running a particular application programmay find that the arrangenent

wor ks wel | the Noelepartal acgpunhanditbns iablegp vse thegnaitbox| arapedss afilefromale a nobi | e
user may fjnd;. . [ erf.en b- opti mal
perfor rrancféfégdrll%rf] %’%y #hgglos i é‘gaﬁfwgltzc:ﬁl@@gx’ %ﬁgégéﬁeﬁﬁégﬁlg&icﬁ@%bi | e user
may hop frﬂ@ﬂiﬂ@ﬁmﬁ@ex&isbﬁﬂﬁt%&b&sﬁo&Hilﬁsa@iej iafurmagoy etid teddircesd aflr om each
client wishes to use the sane application pr o?r am The sane application
program admenreepiliess of whetherthe camputseusess wgpl Jomgda theeffi6h Bne client and
not on ano ol ad B Sed ! of
applicati o%g‘?rilggf aﬁsﬁ% ldse%?ea%# ﬁ]\ﬁﬁ?@%‘ﬁ%‘fee éi%@%ﬁs%é%&éc%?%gi%ﬁ%ﬁ% " nodel

whi | e ot hesterage ecdeasexdston the "fat-client”™ nodel. A thin-client application
program such as a termnal - or Web-based thin-client application program

is one that is %itten for use with a cIient‘Xthat gerf rons | ess gq:{ﬁcessi ng

than the corres Wangogeeﬁ\pgfqmﬂngfaﬁepgqqtgﬂta_ Ep PP RSP Hf the

ot her hand, it fiftal RouhSis WedekdiBIR onBf thrGhV Wb Bréws&@Ntrhi@karRehdeRe™s nor e
processing than the correspondi ng server. Hence, a top-of-the-range

conput er s¥febipogtabaccauntlis distingtdyonh theusubizaribet’s piher tetwodnorseommie dgggssa

thin-client appli.cation progra ile an outmded.cQo ter. servi as

anot her o 1P S B BOBR TR, oot Bp MBS LR @RE S isE Bl acur e a
fat - cli ent Tagiphlly; ahlyahe Bal caipotidin 6Lthel Web portdl @8Eounbataytbeentepiacddi ng of
conputer resources with the operational requirenents of application
prograns poses a problem in particular to the nobile user in the context
of a conventional network that provides distributed processing. This

probl em however, is not addressed by conventional nethods. Fromthe

di scussi on of conventional nethods, it is clear that a need exists for an
adequate solution to overconmng or at |east aneliorating one or nore of the
di sadvant ages descri bed in the foregoing. 22 July 2003 7 Summary Vari ous
aspects of the invention are directed to aneliorating or overcom ng at

. o Y Y M o S o, N r



In accordance with a second aspect of the invention, there is disclosed a
conputation server for providing a nobile conputing envi roggﬁn't ngé a user
on a conputing system the conputation server being connec H renot e
storage and having a | ocal conmputing environnent, an operating system and
a local storage, the conputation server including: nmeans for comrunicating
i nformati on of resources on the conput ﬁti on server for allocation of
execution |ocation of an application programresident on the conmputing
.system ?”Qitﬁ'ﬁ%%%b&&fvt\)ﬁPPBh{ef’&écBﬂn %ﬁnﬁﬁ&ﬁ&l&é’dlé‘éﬁc&m% PIS SPiREADT @n of the
appl i cation program when allocated to~the conputation server. 22 July
2003 8 | n macmabiecomsequentdiofahishdistthceisp sahatef datdfilei rasidimpiodronetabesuat | S
~disclosed a nethod for providing a nobile conputing environnent to, a
comput i ng SRR IpsRe flwéle/,bytwoafawp@?ﬁ REUIEFSHEh? Baadte tfdﬁ?]eag%w to
renote st Oiéﬁtgﬁ?c%&@'fuﬁEﬁl\(ér%ccﬂm't.oﬁélea&REPgéth‘Pi b be Hmﬁﬂaﬁf&f @t! ng
system and a local storage, the nethod i1 ncluding the steps of: providing
an appl i caiccomtwhege theprograakis ingtallbé fisgppl i cati on program and al |l ocati ng

t he execution |ocation of the application programwhen the application
programis invoked by jncludjng an internedi gry.between the I.Lcation

Pt g am and ¢ heBjbPaeRget Suotoiine B EROREuME G R © Yoth vis BSERE of ¢ he
i nventi on, erffvivehMehtSseflings! hoReuts, diRLRPH sthiurds, Aud eHeNiked wiBR teaubsimbet | Ng
environnment on a conputing systemfor a user using a conputation server,

t he conput weiksendky diglerans peapuois dreee thetslierent qommytass.s Segtaare camgormd ng a

| ocal conput.i Vi ronnent aper at i NgqSyis |l o rage, the
conput at i o%aséeg;nv%wmgﬁgplu i %qt%gaéﬁf%'ﬁ&égt“?n%&f %‘?ﬁeﬁgﬁ géﬁe Sfegrﬁié%%lﬁ:rgtes on the
conput at i ofilesi€Eess, difeforphddess th®Bxerliti G 6CAppliOAti dnQsiagiadiofdf coipuddp! | cati on
program resident on the conputing system and nonitoring and co-ordinating

the execution of the application programwhen allocated to the conputation
server. |n accolrEmt {ho¥ereqmme eneasaere obtherbove prrblqnen coryrarangls

di scl osed ﬁe@%ﬁ?kﬁi&‘tﬁn Pﬁ&ﬁﬁ&%ygé&%ﬁfe shé cd?(v&‘(ﬁ&iag efholRPLU G0 GAMRLE thD Y

envi ronment for a user, inc I'ng a conputer usable nmedi um RavS ng comput er
readabl e pprobleansf locadmgfidesesidiMposh different filealireesbiriasof diffecemt acqogntstby nobi | e
conmputing environment to_be provided to a conpuiing.sysiem the conputing
Syt om bei N HITECPUSS o PR M aT8byPs g iy SRispH Ioiar SEHPPEdpUL | ng
envi r onnenfequétfedtpR i idcied o Sheeidtalalage drAR@LompREAH N 4 REBOSBEGEr Program
havi ng conput er readabl e program code neans for providing an application
program chufilerattributtadfladile inicaten thaidbe reguessed fole i$ storgdi angthe kemetppl i cat i on
progr am aqd cor% ter i egjdabl e Br o?r am codf rre@ﬁs for taI | ocat | ng Lpe
execut i on 1'BERYiONCSYSERETRHHIT CaPPEANT BGFEhPWAE FOTRE LI T  8h pr ogr am
I's i nvokedhigl ldvaCltivirs b eohtinié prodBRind the RRU¥E AN ak ipulb@puCAIO)IBq@isgr am and

t he operating system 22 ,Juléé@ZOOS 9 In accordance with a sixth aspect of
t he i nvent Heweverhgich ajconyendionakiaethad degsiiat addrpssdhie arablme adeauatebt provi di ng

i n htich e _ _ provi ding
2 Conput er P0Rat By, SR AR bRl A SR G ERTBIb O YRR Wl v 1O

enbodi ed i thetchmmumigation$ protavalssupportdaeh ynh® operatogipustenn ¢ agoessibdeiment to be
provi ded usjng a conputation server, the conputation server being
Eonnect abl Morgveegiba g@waa@aiﬁ&t g gt apseépalbb%ia%%s fef ¥R ronment, an
operating glegxfﬂm@rﬂﬁn@dhpﬁﬂl Oé%ghg_ge, t he conputer program product having:
conput er readabl e program coée ans for communicating information of
resources on the conputation server for allocation of execution |ocation of
an applicati on pnoteneonvesiictahmethodtaddressaspha problenyefi asaessingdlifereput er
readabl e program code apns for noni.torin d co-ordjnati,ng..t he execution
of the appl R B SURE MU BT SR M RER RO B BRAGEr ver - Br
Descri pti 0progfanidéh e 6pater EThR KoM Snplied Mat dudk @ohOéhtdhel Hewedi bed
hereinafter with reference to the drawings, in which: Fig. 1is a
cont ext ual cametRipgPegpRksatiopipeagrags that viilésetstaticddrratiasg Heoce the ef err ed
teg*e)o‘ﬂ'A&?“t aplichfiSh S SR Y BV ABAAGh&Hod R Bseliéthh ANELQ JfFfed Y €7 Nt through
application programs that utilize only shared libraries. Moreover, such a conventional



Fig. 2a is a block diagramillustrating the conponents of the client shown
in Fig. 1 and the | ogical connections to the LAN and the l?%ﬁ@nﬁb @hen
program execution is done locally; Fig. 2b is a block diag 4 8 trating
t he conponents of the client shown in Fig. 1 and the |ogical connections to
the LAN and the Internet when program execution is shared out to a
conputation server; Fig. 3 is a top-level flowdiagramillustrating the
processes carried out by the client and the conputation server shown in
Figs. 2a and,?2 or. the m.gration a ., 22 | y 2003 10 consistent and
aynar cal | 9uadasP vatsiiu PR bEBpPled sdsielthebalit iedan F BB oot he
client; Fidicesd réfho seRh@ diedlfifd ewedl THIsBhVdntibRilmadtheDalkh@odkaidyl es of the
Initiate Session process of Fig. 3; Fig.5a is a detailed flow di agram

i |1 ust r at i $pgcifindlyhasidhngss sheostherrsoldams mengpagd isdbsfosegqi®cess of Fig. 3;
Figure 5b is a detailed flow diagramillustrating further details of
program A further conventional method addresses the problem of accessing files
through a distributed server environment by use of a central file management device
or system that maintains a virtual file management table for indicating the virtual
identification (ID) and the physical location of files. Requests originating from
application programs for files are directed from the central file management system to
the appropriate server based on the actual physical location of the files. This
conventional method however involves additional hardware, software, firmware, and
the like for providing the central file management system. This implies additional
cost and effort on implementation of such a conventional method, which is not
desirable. Also, this conventional method does not specifically address the other

problems.

In addition to providing means of connecting a computer to a remote storage, a
network may also provide means of sharing out the computation or processing of
tasks that are invoked on the computer. Typically, a user invokes tasks on the
computer when the user executes an application program on the computer. However,
the computer’s local resources may not always match the operational requirements of
some application programs. For example, the computer’s Random Access Memory
(RAM) size and/or Central Processing Unit (CPU) speed may not be sufficiently large
and/or fast enough, respectively. To use any one of those incompatible application
programs, the user must then either re-install the application program on a computer
with matching local resources or a computer connected to a network that enables
distributed processing. That is, a network that allows computation or processing work
to be performed by separate computers connected to the network. A typical example
of such a network is a client/server LAN that makes use of distributed intelligence to
treat both the server and the individual client as intelligent, programmable machines,

thus exploiting the full computing power of each.



execution nodules of Fig. 5a; Fig. 6 is a detailed flow di agram
Illustrating the nodul es of the Term nate Session process l.n.Fig. 3;
Figs. 7a and 7b respectively illustrate exanples of the coéggﬁ&ﬁpg3of an
original conputing environnment and a consi stent and dynam cal | y-adapti ve

di stributed processing conputing environnment mgrated onto the client shown
in Fig. 1 wherein the user interface, file access, directory access, and
shortcuts to application prograns are ﬁrovided; Figs. 8 arid 9 are bl ock

di agrans il ust L0 nen . | pl | t he
"File Mnitor ofﬁé\la'a\é‘g’ éygﬁgﬁ%ﬂggwg 6%‘%‘6@00&‘?}8?%@ﬁ‘%&@%%@@ﬁ%ﬁ%gn of the
Fi | e Moni tdiktribanéh &f fanctiéhality bisweat he serveenritad mdiviges eliemipdiess by whi ch

_the enbodi ments of the invention are pref erablé{j rTBI emented. Detail ed
Descri pt i otchitesipsesimixed.nbuthe gontagt of crenyentivgakalienysrsvasdviNovheeht settings,
appl 1 cat | gt g A At £ bbaSmAhe ASREUN SraPRLARGLAGLS, &rpltfiecr i Der so
that a consistent conputl ng environnent 1s achi eved. 'S consl st ent

conput i ng ety Rick-eal PudddssingR predeyeraditd, 4 bsdvevint doncisrhtl ¢ ute aand
det achabl e from any conputer a conmputer user is using, rﬁggardl ess of the

| ocat i on ofartigilarclispuios p rarning s garisulenaPRiGATRR RS Bk ABEBHIRE to a
netvork t hgt, BEMYLAGSKE %uagﬂfv%%f,gﬁe fhe BRRAXE GRe sdthS QliertNGNeLARNS! St ent

conputing environment shoul d provi means to optimze perfornmance and/ or
resour ce umbbileader araydindtthat thoapartgemehninadiectent! y1perpetmstes sebroptimalput i ng
environ rrenIt)e o?‘m%%éeagng?odr'resource utilization. This is because the mobile user may hop
from client to client within the client/server LAN, and from each client wishes to use
the same application program. The same application program, as can be appreciated,
may be suitably executed on one client and not on another client. This is because
there are different types of application programs, some of which are based on the
“thin-client” model while others are based on the “fat-client” model. A thin-client
application program, such as a terminal — or Web-based thin-client application
program, is one that is written for use with a client that performs less processing than
the corresponding server. A fat-client application program on the other hand is one
that is written for use with a client that performs more processing than the
corresponding server. Hence, a top-of-the-range computer serving as a client may be
under-utilized when executing a thin-client application program while an outmoded

computer serving as another client may not have the resources or be able to properly

execute a fat-client application program.

Hence, it is clear that the matching of computer resources with the operational
requirements of application programs poses a problem, in particular to the mobile user
in the context of a conventional network that provides distributed processing. This

problem, however, is not addressed by conventional methods.

From the discussion of conventional methods, it is clear that a need exists for
an adequate solution to overcoming or at least ameliorating one or more of the

disadvantages described in the foregoing.



A conputing system a nethod, and a conmputer program product for providing
portable or nobile conmputing within the context of a netvvogg a]rglqgﬁscri bed.
In particular, a conputing environment nay be migrated to y}”é! ter on
the network to provide a user with a consistent and dynam cal | y-adapti ve

di stributed processing conputing environment. In the follow ng description
of several enbodi nents, nunerous detaihz are described in order to provide
a nore thorough description of these enbodi nents. It becones apparent to
one skill ef;hhat?e art, however, that the invention may be practiced

“wi thout those specific details. In other instances, well-known details have
not been described at length so as not to obscure the invention. The
_advant ages of tVariasiasphctseoftthe mfventinn drediretted o amediorating @l ayvercanfing it
advantage jis that at |east o enbodi rent _al | ows. a .conput er. user .to.use the
Same appl 1168 PBROTH GypRRtior ohihs RbQe dieadktages OF inddERERtes of FORENY ™ onput or
W thi n t henBRbIOTTR pakitf ARUeSirabls & protide Poftabl8 oF Aidbfe Bapitid Withid
networ k, renote access, or Internet access accounts that are accessible

t hr ough dithé eemext of eametweksvhieasin agoopmiag eiiinopet may bg igstahte anThr ough

any one of the accqunts and .usi a e of the conputers, th onput er
user can L&ogmuﬁeg%ﬁ%& ?Qf’é‘f’i%wefﬁ? g%rnzfﬂ‘éorg e F’ch\’lﬁgc‘?'nuﬁrgﬁg' I@Oaciﬂ?éﬁ%@?as t hough
the appl i cainpuinpeRGFGBer®! [1deld6BBRbRIE prarilcah t&tdistnt oMmbEEn®N t hat
conputer. A second advantage is that at |east one enbodi nent provides a
mobi | e corgivirongeriagredingdat dynpwically adantakineemaunisadensirplonel thafnput ers
provi ded v Py <4 BeRslEon i oustE Ry By NE S ERaRe D AR 27 O 1
conput i ng fanter dusitable to progiied] casiseht sungivtiag ehiigormmempwiereiniger confi gures
that conputer or not. A third advantage is that at |east one enbodi nent

enabl es appfareatipnregarding Hies storut onyeaots,eiprage sselreongidevitlipdlis s t o whi ch
t he conput | $..C RN : .

advant age s T ERO et BRATHERS DRI CiBh P R Blne MIBMRE: ween

t he conputthat emablles dfhemniesily-adapese distribeal pross3sivig mathimtheughwatknam c

adapt ati on of communi cati ons protocols. For exanple, in one instance, the

compu f Ueer . SSHERS But SPRUSSLIELe bRLD ARl PP e

comuni Patédhirﬁxtiﬂ%@&ﬁéﬂfor pravRIet DRObIIOSS APG MQIBnhBR f6PARErSthe USEr S
travelling and therefore is outside the firewall of the LAN, another type
of comuniewpusing spstemdeilg dogneptabde toefmots storage amd bayang & lacabgoraputingast one

enbodi ment_provides for encr ed fi.les store n remote servers to be
Goorypt oa SREHEREE e Shesff SRleR, 4pt ool HRHEE P8 ch@PRIEE SBlekE °1h0s
provi des ainskditgt anyapmﬁsmmﬂx@gfhrﬁ;hn@neﬂ&uﬁmﬁ%@b appEctionPd@imySRY can
safely use renote servers that may be accessible to the public for renote
storage. SueMsdosylagaiingtheexeqntion lestipn of the apBlication Progampyehcadhput er user

and the apgq; | i tooh Saher i : gﬁﬁﬂ' e is that
at | east oﬂgﬂ 135’( dggﬁﬁg{]&?ﬁs?@vﬂfkgg’swﬁeg?mgh%gps&gt| %@aa]ﬁsdg%ﬁém eE% stributed
pr ocessi ngbatwaguthe applaration progearh andyhecbpeeatingalydtymadapt i ng t he di stribution
of functionality between, for exanple, a client and a server in a
client/server N, the conputer user install and/or use on the conputer
oh appl | cat § on THGYRACAHIE A SreonarnerEer b aptiod g exHEToRaA &t hi o
fat-clientcdmsiRtionRivr 6 ROWING FmBBIfAt T RIngleRFPEnthiR f6OBIEE BA 20T any
correspondi ng conputing device on the network that is capable of handling

t he procesgimgptingisysiemathefomputatipn senveohring eagastpelede ramee storgeapgl i cati on
program The.conpu on.which the appli i £ 0g | S 4 l.ed and/ or
used shar e@g%lfﬁ ff%éle%rm C él\gh ieﬁ‘élrgr q%n?’raglcf’ p%ge{tmgﬁgﬁ r)%éé:‘ﬁﬂ ié)%alo#] r%gtlé the

appl i cat i ofonpsuR@icSetver intdudifgiPhdant Gordomintehitding iffotranini e restaesespat mat ch
22 July 2003 13 the operatjional requirenents of the application program
Such a cap@BicPmpiytatine serverfor allecation af executien los#fiqn efiangppHeationdregsamut i ng
within the 3 V. ' - I i ment

pr ovi des 157 aeA 41 e SoRBHAR SRR Bt Bortp BieRhe siEE o RAR IR oot o1

t hrough nuésecpdieh efxht aplicaton progeind Mhen all6@$qaR0 tthe/Compputitivg deyyae. of
operating systemfor which the application prograns are witten. This is
achi eved by executing each application programon a conputation server that
is installed with the corresponding operating system Fig. 1is a
contextual block diagram of a nobile conputing environnent network forned
by the Internet 100 and a network LAN A 102, to which a nunber of client
conputers (generally hereinafter known as clients) according to a preferred
enbodi ment of the invention are connected. The LAN A 102 is connected to
the Internet 100 and therefore provides the clients access to the resources

L, A NN Y - e Y



Al so connected to the Internet 100 are resources such as an FTP server 112,
an HTTP or Web server 114, and a Gopher server 116, which gay rxadé ovi ded
by organi zations or individuals and are well known to thos KM in the
art. In addition, there are typically individuals or small organizations
that connect or link to the Internet 100 through personal computers that
are given the designations PC A 118 and PC B 120. These i ndividual s or
smal | organi zations are typically conndcted to the Internet 100 via

I nternet servi rovi ders., Al,so, shown.i.n .Fig.. 1 is anqgther netwark LAN B
122 to whi ch ol PeREaEceaiityg it aspeel Be i dnvetiion, (s disgiosed gl 15 ang
RS D 130 afop pfidifE b @bbilt REmpaith BerhdmdnienBloSomputink ¢ fdteAFbM® hider, the
_inplenentation in an organi zation. The LAN A 2 July 2003 14 102 and the
LAN B 122 epmeputingnzsemdeingeoanessahieiy iemoicoyierage ard haimg & lecal ¢omaping r t ual
private ne ] r [ ' . L i j nk 132
s ol ogi colebmeh AT SPsrbiife 1ARP MR IGR! bEMRs e R Pl R Bt

I nternet 160 pavidingl a esplicationpdiptant;aalvakongiheiapplidacios progikm; dadoer sonal
conmputer PC C 134 is also connected to the LAN A 102 via a renpte access
connect i ondllpgatingthg exequion lecatian of heapplicatinn progigwmhentheappisaien access
connectio 1S i l. gl al - | i C i ded by
rodems. A Pepn} BibydeaBy ol 3 rhBnk BT EbaRlh ShoRtuRADRERN |

est abl i sheshathaopdratingéystenet 100. Sinmilarly, a personal conputer PC D 138
is also connected to the LAN B 122 in the sane manner. To one skilled in
the art, any o of the personal conputers PCs A B, C D (118, 120, |34,
138) may be a ceerdapgrtiti p it Asa o&,‘tl{eﬂnger@gﬁv Fife; L F}%?Fl(oé ni cati ons
link such RshBAGoBYidffch R¥bitke RelvRofthér ohiadSnBucitl sHERT
teleconnunicatyoﬁgﬁlﬂhk. Al'ternati eﬁg, éach ofotﬁésgﬁgégkﬁgi beo%Fconputer
at an | nt ewseetsiRg e skmpiEatibn efrveththeglomputation nerveheeipgcaueaiabledopemetes i s
provi ded wi,ith a r 0sof Y ndows. 95 or conpati bl e operatin tem (sinply
et errod tyoast sy fnen lonal Sinping 2y rogihal, i eras SR i Y e Shment o
each of thas@geARPEdBpatisitderete Sndliing: Ratm@ichtin@shformhtidd6r rdidigleuys user
interface and access to files, directories, and application progranms. A
consi st ent onvihagemputatiap senverfos alloqat arehexacytiemlocatiay of aprapplipaiion s avai | abl e
to a conpu r. rdl f. ichever, W.k ent . ofr,. ona
conputer t rgﬁ%ao rr%ﬁltdgﬁtg%s@F %é%g@%r&%sge us gd n@ggﬁ%ﬁé %cﬁg}déﬁ%}nﬁh‘?re nt is

at t achabl eexeoutididofttat agpihtién progfant hies AdsRRAAb it ¢onput@einsewr. conput er
using information that is stored renotely. For purposes of maintaining a
consi stent W ndow conputi ng environmen the informatign_pertaining to the
conputing envi rg’rﬂ?éﬂ'idap%e \M‘g@étﬁé@‘ agpeqt H%sh%B\YF’étéo‘bfhe%ﬁ qw&ﬂﬂatcpmu fore
det achnent piobrallGroRREIEE Sovhiifd a HBIIE PRt S 1oRMBAL P uSRYVint RN - Thi's
t herefore %ng%legﬂﬁﬁe coﬁ%ﬁsf@%% VVhdomsggbé%utfng enviroHneh? toﬁg?ovide

t he conput 2computer whable rhedinmiharingicochputer sedabla gsograid® cddd meaB@mbbBiednd user
interface as, Ig&g.asfthe conput er. .user__connect.s to nnbi#@ %onputing
envi ronnent’ hePrgium foxcapying iné‘?h‘. BHE"PRE ERHE G ESY 8% s0 pe
runni ng ancoipitmgE9smEt te coRIpRANAEYsiin BeilvB ebiricR bl EMbid PorayShRin or UNI X
operating system_ the nobile conputing environment is capabl e of

transl| at i ngpving adeea 6pmputing enviteomenio Ap QpYAting wfstesn, sad adecdl stosagecBasi st ent

COMPULI NG SO ALY HTE B IEA L BRBSE BRI RHNC o NRGLAL B30t i

N

cofponent s on res ecB?ve gﬁlents and
personal ceiplidhtedn prbBiain; SouPatel RdaBEPropRag icoienearison Bvokitg thenvi r onnent
regardl ess of the operating systemon the clients and personal caonputers.
For the safRPlisatigy prppram; aag comppice Fradatile arqgeis epda mewmdar allecatingthieng t he
W ndows op i: e i j . iL l.Ly, the
comput ng BgrdSPICRHEETE B prlh b ok ARBE HedEpiodRb bR LY.
r egar dl essinvbkedigt imeludirpeanciatgpmedint yshetwesaithe applivatiom ptdgeampad dtei onal
requi rements of the application prograns. The conputer's resources include
the RAM si MRETAUNESYESM. speed, the type of operating system and the like. If
t he conputer does not have the conpatible resources for performng
conput ati on or processing necessary for execution of the application
program the conputer then shares out the conputation or processing with
anot her client, personal conputer or server on the nobile conputing
envi ronment network. Every conputer user who has access to the nobile
conputing environment network is provided with an account for attaching
that conputer user's unique or personalized consistent Wndows conputing
environnment to any of the clients or personal conputers connected to the
nobi | e conputing environnent network. Hence, a conputer user nmay on one day
attach the personalized consistent Wndows conputing environnent to the CL

A AN A . . o o - b - AN N o - "



22 July 2003 16 any network account, renote access account, or |nternet
access account that the conputer user has access to. A netwprk unt
typically allows the conputer user to access the LAN A 102%#5‘%&@83hi n the
organi zation that inplenents the LAN A 102, thereby providing the conputer
user access to renote storage on for exanple, the renote servers RS A 108
and RS B 110. A renote access account typically allows the conputer user to
access the LAN A 102 from outside the 8rgani zation's firewall. An Internet
access account {ypicall ovides th np r. user w s to the
‘resources on thﬁe1 afg%?rg?rh t‘&itb%mgﬁlaaséfc 8?ﬁ}‘f‘ég{'eﬁ‘tug#h@fxe\g%?@?@ggﬁiovi der's host
resour ces. cohijfutet PIpLRAMProdRt fé pioNting aaAGH1H doRtpuBiny ehGRsTRItNt A@iaweKk account
“through any of these accounts i s accessed using a Wndows Internet Browser
appl i cat i oM PEUBPHIAE syptempEIcludifs Weomprier Heablemachiae haying FeBPYeh progr am

Net scape {.gal i I b Qg I r 702. O her
br owsers, N%%a%ﬁe Sg{ Ogcie}f%‘g%qng8@59%14%33‘3?@1&%&2%393@% pl orer may
be used asconguting Ehgironfientksbe plooitied Likihg atdoaiputtion ea®Bi, Shedfongpuditivlows
conputing environment, such as a Wndows desktop 704 displaying a wall paper
706, a gr oGpresbeingsaanerible gigmateditorags Fdhavigs malmmpugmse t he conput er

. . . . . h
br ovser wi e gy R ppctaEArRMlehl And RYodaPACRRL, RELIAbheA BRI PN ove
conput i ng levirig: oomputer readatilé pooigesin tadd eans dopeanenunid¢itmgihfumatodes kt op 704

is transfornmed to ovi de the persaqnaljzed consi stent. W ndo conput er
envi r onnerfesauscesine the payTpwation Server darallofatnolaRepon dasAson Y ahsor -

personal i z liEﬂfb?ﬂp?B%r@Fn e tROBTHphtiHE Sk, Qﬁ@@&ﬁp&éﬁeﬁm In Figs.

7B, which i'ncludes the Wndows desktop 704°di spl ayi ng a new wal | paper 714,
a new gr ouprogffan gmlesnéahs foranchitomingand ¢e-ondinating tii¢ 8xectitien aftheve wi ndow 718
provi des a new director in 20, whi ch shows directories on whichever
net wor k acth® ggtlmgr@nggﬁ%g@ocgtp FtheCAmPURLoR SEVE count t he conputer user
chooses to use for accessing the nobile conmputing environnment network
account. The new directory mapping 720 al so shows directories on the | ocal
22 July 2003 17 storage of the conmputer the conputer user is using, and

al so on the nohile conputing environnment network account. Sone of the icons
in the nevByeblescsiptionnfsheDrawimgsshortcuts to sone docunents found on the
virtual directories mapped in the active wi ndow 718, while sone are
shortcuts to applb6@ieal dROfBRidn St abdcRBe@RorbMafier Witk RGERhESS hdependi ng
on the processing capability of and resources avail abl e on the conputer
used by t hérawongsuinevhiclser, the processing of sone of these application
prograns invoked through the respective shortcuts may be perforned on the
conputer or another.client sonal conputer or..server.. The other icons
776 are assoc! abgal it 4 onoeEied et R oBpicEhe FERER AL Ghung ¥ aB e e
conput er . diifodieftdtahé ASEnEH onHitRed to DADNVNALE fiUintdiget 8vougiPtEeNt s then
detached fromthe conputer after the conputer user no |onger requires

wor ki ng wi N6 he personal i zed W ndows conputing environment. The operations
i nvol ving attaching a consistent Wndows conputing environnent to and

det achi ng the sg ggllé}nei : ' A a Figs 2 -
6. In Fig. 2a, %%ggéag%%r%a?lf@u traltilcgg&atq ng‘?@%é%o er?ws? dgrtﬁeerr(gﬁafge}gﬁfntnﬁa client
or per sonaFigcbapditherlogicalmodingugionota the AN fed the dnterriso dheme ptogodm t he

i nvention. Such conponents may be inplenented through hardware, software,
firmare, SYECHILISHSORS qcaﬁy;of t hese. For purposes of brevity, a reference
made hereinafter to a client 202 refers to any one of the clients or
personal conput Pirfm: aeetediabfint NRsHRiH tBe EOHPOHNRDIERY E1iR BRIV AET WOr K.

In the client 202, there exist two nodes:. a user node 204 and a kernel node
206. The uEigr 1 aodithedogicgenoonedtions tacthe LAN and thetInteenet when pragrarhi ent 202 t hat
interacts with.the go utﬁtr useré&é. extrinsic devices, and the kernel node
206 genera?’ieﬁu?%l}lérs LT ML AR logﬁgwg{',i ng system of the client 202.
Exanpl es of conponents of the user node 204 are an application program 208
and a Process Mipaged a ipblevelfibvediagianetlusfratiphe peetseolartib@oltesyntht node
206 are an Installable File System Manager 210 and a Native File System
212. When ¢lat anghihgreempyaEion sevessdownip digho B prd 29 a5t migration flohnent
network account fromthe browser 702, an Account Manager 214, a File
Monitor 216 and the Process Manager 22 July 2003




18 226 are invoked. The Account Manager 214 is an application program and
therefore is part of the user node 204. The Process I\/anage? ﬁﬁ&gqg an
internediary that is |layered over the Installable File Sys % aer 21 0.
The File Monitor 216 has two conponents: a Virtual Device Driver 218 and an
FTP Cient 220. The Virtual Device Driver 218 is a hook within the kernel
node 206 that is |ayered over the Native File System 212 and thus renains
in the kernel node 206. The FTP Cient 1920 is anot her programin the kernel
node 206. The mobil e, conput.ing environient network account according to the
pref er red QHBSET MR o RERED pike ek e s AR Lence
upon accesiébBedthe VWb portal account, the client 202 gains access to a Wb
_Server 222 through the Account Manager 214. On the other hand, the FTP
client 220, as the name suggests, provides the client 202 access to an FTP
Server 224. Th@lgc%wmﬂetw&%gbm dipgrampillugleating theymodylep of te Ipdiate Session
personal i éﬁgcet%%isiz tgnt W ndows conputing environment to the client 202

usi ng i nformti on &whl oaded fromthe Web Server 222. The Account Manager
214 al so upl oads changes to the conputer user's personalized W ndows
conput i ng envi rEigngmnis atdetdileé fidsdiGanmdilutifing shedmothdeeaf the Rundsogmms t he
original conputing environnment to the client 202 when the conputer user
exits the SC/)@BOBBFQCQ’I‘S Hdiguhit . Wien the Account Manager 214 attaches the
conput er user's personalized consistent Wndows conputing environnent to
the client 202 gibhe 5%%Qlae{aﬂ_é@naaecﬁag%ﬁ,iumﬂaﬂﬂgrure;ehaét_aﬂ@wg%%&%cr' bed in
the foregoing, mgrates application prograns to the client 202 by providing
short cut s axecutimsmodiped ofdéigi o prograns. To those skilled in the art, to
properly run or execute any application programrequires files associated

appl i catf on pr ageaisd SRR ThinBRaR SR BEHRLbR RERTRERMSLS i ™

al so mat chsdskien presess showalin Feflg r ement s of the application programs in
terms of resources and processing capability. Since the client 202 nay be
any client or persaonal conputer at _any part of the nobile conputing

envi ronment net¥ig§-K'2 aRAdPHeIPCE vehy ﬂwsé%teﬁﬁ%fépl%f’f/@éﬁomﬁ@n@tﬁ &rpﬁn 202 and the

voking (P ASRERGEEnROAREh SRRl BPOUAEIRWBAN C P2 July

2003 19 prdisteibsied pravessngcarhpumgahvirbmaentapigtatabarnito thepliegt shosvn is Fig.

di stri but eﬁ gjo t he nobi.l e corrP. ti n? envi ronnent netwgr K. Hencel. a. mechani sm
i s provi detiWOEreHER YEeTRICHACE RGPS, HiRRCIUN SEERSHGIRdISBRIRYLD P apPliFstion

appl i cat i opropfaRfiraddProvielich may be the client 202, or any other conpatible
client, personal conputer or server on the nobile conputing environnent
networ k. Such a _nechani sminvol ves the Process Manager 226, which is al so

| ayer ed beneat hFighd asp? aredlockdizareags Hhwstrating the compenentdel DEMBWIRM t he

per sonal i z ] Lnd . i i . ]S .ached to the
client Zofﬁ%é‘%ﬁ%gﬁﬁgtnéﬁ%ﬁﬂ%%}tgg@#é 2? aﬁﬁé’r’ ggﬁg{;&b}d&ae@ést&%gnager 226 is
an i nt er medisadiptidnedfweERilé MonipRlangat i on prograns and the Installable File
Syst em Manager 210, any interaction between the application prograns and
the Installable File System Manager 210 is intercepted by the Process
Manager 226. Thbi€ mehlsvﬁtéseaﬁwwum&ssrwmmgw ‘?‘E§§@85¥Wtss‘?\fortcuts,
the Proces i h interactions and uses property

i nformati o%eg@?gg%?lgiﬁ%ﬂeﬁ%{ﬁgﬂ%%%ﬁ%ati on prograns for allocating the
execution |ocations of the application prograns. Such information includes
the operating systemtypes and versions, for exanple Wndows 95, Wndows NT
or Solaris 2.5.1, for which the respective application prograns are
witten. TRe, kN mation al so includes the processor types, for exanple

I nt el pentpgﬁ?\‘lSé?%&%“gﬁ c, and the nenory sizes, for exanple 32 Myytes or
ot herwi se, on which the respective application progranms run. The Process
Manager 226 conpaystsmtibinsededftindtica ineprie e dérivéroament dettiras) appliodtidnhe
resources on the client 202, this specification being stored in the Wndows
syst em r egPrograms, prd files of agcougts bglongingde asBRSCHRGT sQIPRY XLSISINpr ogr am and
the client : : l.cat | r L W l.aC; W se, a
process iSCI tt}ngggglr?ﬁg%ﬁtg %(gl\?ésll etH hgtﬂ{sgéggFI?tgatl 0 uggggﬁg%r%%mg% J)elgaecut ed on
a separate client, personal conputer or server on the nobile conputing
environment network. If the application prograns are executed | ocally) and
since only the shortcuts to application prograns are available to the
client 202 while the associated files are not, for reasons already

di scussed, a nmechanismis therefore provided to redirect the requests for
these files to the renpte storage of the files. This renote storage is the
22 July 2003 20 FTP Server 224 and the Virtual Device Driver 218 intercepts
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22 July 2003 21 two and the system | oad. Once the conputation server 234 is
identified, the client 202 then starts a session with the gf uéﬁ@'on
server 234 between the Process Manager 226 and a correspon H@y Moni t or
228 in the conputation server 234. The Job Monitor 228, also a peer to the
Account Manager 214, attaches |imted aspects of the sane personalized
consi stent Wndows conputing environnent to the conputation server 234
using information fromthe Wb Server 2b2. A File Monitor 216A that mirrors

t he functi,on ngd, operati on f.the File nitor 216 in.the client 202 is
beo 1 nvorBeiBIEREnR e faRad B o ayR A iR vidlit PEnE Font 230 11
the cli en'£re§zﬁ§1e<§’eﬂ&ic the Rﬁﬁ@é@oﬁ%béﬂbut@?ﬁé’l@h§ 4Sthel dndphieer §0FGHREQEDIORO BET Ver

234 are also started. By grovi ding these, the client 202 is able to control
renot el y tisevedksithaitpaevioes the ppprpPREY raspuiseo Ao nich asgnsistant qommsitipg ng

di splay inf ' ' f .1k | i [ I is then
started a'?: n’? ﬁ%%@r%&?%ip ﬁ’éﬁ‘)igeg%%é@ﬂﬁ%ﬂ&%ﬂ% rﬁllélglgésesaglrgf/o? r?%é?cg | e Monitor
216A accessizafidteorthe comput t@@Hichhacsisittdnacomputiigrengiohmentis | € Moni t or
216 woul d access the FTP Server 224 if the execution had been perforned

| ocal |y atatiaghede| i ent 202. Hence, the entire process of transferring the
execution of the application program becones transparent to the conputer
user. A nore degaj : ot ' ferred

embodi ment. of the TR Enb o B, S SO pRlErh rofucblE T ¢ ki g
3 provi desraviflingwpodiablgraxmmadtilecstmpating yithivethe bomtextpfacessek acar ri ed out by
the client, 20 ng EOSSiﬁl y the conputation server 234, for the attachnent,
use, and lebetthedo e baticy B AROMNWHAR POYEPTERARE ey SRR RANY SRR A

envi r onnendy th&hb@ork tdprovidl a usbewiih h@Bhsigo% agﬁglgfﬂénﬁaﬁy-raéﬁpt%ocess known as
an Initiate Session process 304. A second proce8s known as a Run Program
process 30Bstfibhted psocesning corhputinigieamirormoentvdy thedolBowingslepripdionof wher e
necessary and t'ntf#l&%t het conput er gs r ca%osgs 1o tf.ierm' nat.g t he nobile
comput i ng EXET GARMHTCR S WEPHOR IR eare $eE B Ao PRAISAEY i th a third
process knavfougl deschiplith bethescfsdddems ORdeSom&Bappharent fifordakflddhh kien of

t hese processes, nodules in the client 202 are carried out to produce the

desired reuhpwewr, Gpf the irventor majbg prassicedhyitheutithesespedifie detalls. oligh

har dwar e, . 140 ! r LAt t hese. 22 July
2003 22 Fi ‘gﬁérzix\]ﬁ{“fc’ﬁ%’t‘{r’ﬂF@@‘f’hg&%oﬁlssdﬁvgéloﬁg%g{@g ed 3 18 i Jr%gaigll% % he
Initiate Sswsuethginoetizm, 304. After start up, a Login nodul e 404 assunes
control and provides access to the Wb, or Profile, Server 222. Once access

to the Profile Qerver 222 is gaiped, an | nvoke npdul e 406 assupges control
and i nvokes the aRReeRa] e pmbar meﬁﬁ@tfé‘?flpﬁ?mﬁoﬁaée@@ﬂﬁ?@a& f| paper
modul e 408,qyhitged s GRA AL leW?t%g%hb%&ﬂan?‘ﬁﬂla@éQ%oﬁPﬁM Bsef BRI thE Bfind Nf Or mati on
about the new wal | paper 714 fromthe Profile Sefver 222, and stores the
file on thwplictwin mogruger srork withdhé same GRRMedissmy aentomputar withiafhe Cal |

dul e 410, .th t 214 mak V. APl call to ch th
el | paper M5kO8, Ao RoulS5e50 457 tnslRE R miluple i upiy et st 0G Lo « ne
file downlpedesd atéRimdddantEtRdtiateacoedsitRé thidizsh deBﬂﬁt"@orﬁﬁlteﬁ%h{/i?lgar e

generally known to those skilled in the art for providing an interface
bet ween apjsmpaiblesipepatingsastemandhioneh wpnaesnef hp aecountsgnd psingrany ore af

| oad I : A
cont ai ni ng ¢ ATBPRGLT B PRl B RAR U o ApRRGof R RARLER0S, Buh bt

docunent s ddtuinestsie\thahgh e fiplicawsispréganisra@@otingendts afeiih@talfwy otaesid@en and
stores these in the "\w ndows\ Desktop”™ directory. The Account Manager 214
further i rthat ORENPad Docunent Shortcuts nodul e 414 downl oads shortcuts to
docunents fromthe Profile Server 222, and adds the shortcuts to the

"\ wi ndows\ Receni"..d| : : | oads

i nformation forAtSﬁée&ﬁS‘vq&gédr(%ec%?ﬁa ;;%Prr%g%i%trlllg%ggﬁengﬁ%oﬁm%?%aﬂ%ppi ng nodul e
416 t o " nolinmitigskviopimehtiwhich Bratth¢habld toeliffer2fZofmpmars haviiy odmpaibBer ver

222. The new director pping 720 ig effected in the. Downl oad Mappi ng
rodul o 416OF IEGRS Gy R3GURoRSeaEcss e Copisn dseis B “Bbr SRR, ot em
(DOS) "subst" conmmand. Thereafter, the Account Manager 212 downl oads
registry settings fromthe Profile Server 222 and effects the settings on
the client 202 in a Downl oad Registry nodul e 418. The Account Manager 2|2
then starts the Process Manager 226. The Account Manager 214 conpletes the
current process by starting the Virtual Device Driver 218 and the FTP
Client 220 in a Start File Mnitor nodul e 420. 22 July 2003




23 The personalized consistent Wndows conputing environnment is thereafter
successfully attached to the client 202 for the conputer uggr tgﬁgse. The
Run Program process 306 shown in detail in Fig. 5a conmenc July he
Initiate Session process 304 ends and when the conputer user selects to
execute the application program 208 in the user node 204. Thereafter, the
Process Manager 226 waits and intercepts any interaction between the
application program 208 and the Instal &bl e File Syst em Manager 210. The
Process My n L I y_ L nkor ' ' with the
appl 1 cati oneagsfe Tl e hd B aRa e HURA T, VAR ARG EUBb By

Conput at i qngeSe@ﬁfngrds(tﬁatcﬁﬁ@uteeoﬁﬂ&, the details of which are al ready
.described. The Process Manager 226 identifies a conpatible conputation
server 234 if the client 202 does not nmatch the operational requirenents of
the appl i cati onAghisdpdiantags is that aleast pnscembadimenienables apnlisationcat i on, a

Test L t] i i ti i
the. ol  ont 30 R s RAAREMTINGE R YRR Ut O HRuET SRR BCF2 07 '
modul e 53Zbexseuued on thit computef. t he execution [ocation is the conputation

server 234, the condition tests false (NO and a Login to CS nodul e 506

assunes control | niti, a%gteqlzrlé)agram rmt? |l e 532 éhe Process Manager

. Jn th -
226 al lovs the PriPETLEdvBITERé e A IALPETS POVIEEH SAOTHIYnd ¢ he
I nst al | abl getfpbdPthetsinpiicVailPdiffercht B pbf oL RM IRV FhrBiEIP@aRMiOT €xecuting
t he application program 208 accordi'ng to the description wth reference to
Fi g. 2a. Fadaptation décemimunishtionseprotocels. Eqeexanipbn imbneaipplance theogpmpuderr am 208
are provided with reference to Fi.g. 5b. ter. the execution is ¢ | et ed,
the Pniti arer inthebh arbmotsces wilinaanfioRbich Pourihe famomaetver S5
process 30&nSutéraPPEshnetied RSIHE DR EYpe of BbinmuniRLiEARBERD]. UhGofiRE des to
exit the nobile conputing environnment network account. Wen this_ happens,
t he Run Priggiensn where diescopamiterarser in sraselliag and Herefetens puside dessiirestallpf ocess
308 comren . i . I . Process Manager 226
per forns a&?}édl‘l\lrll’%né&&h&gﬁggarﬁm@}%@ggﬁ‘c‘c@?&’gggsHslgegds'i on with the identified
conput ation server 234. After successful login, an Invoke Job Mnitor (JM
modul e 508 assuAdifticatvanake is that2at leaktyon @idbodimarh peeviddsefoPemegstied Mrewager 226

i nvokes the Jaob Monitor 228 qgn the computation server 234. The Job Mbonitor
228 i's an ¥PAioRdrmel ssw&g%aﬁae&eerypwgltoa Y enjthg,computes thak fecompuier disen

comput e s RRdingCTARY Srol Bl o NRVAPREMUAY R R dRutdd Sndf DY i SRERNEL NG

envi ronment network ‘as potential® conputation servers 234. Subsequently, the
Job Moni t ocan2@R1y ogesreimote servdrethat mhy be aSessikle t@ #e putlic forenesmid storage.JM

Downl oad Direct or%.trmdul e 510 as(s&rurres C nt{ol. In the JM I%%vmk)%@%. Directory
modul e 5107 VPHECTBRINBHSTG P28 ARG L theommEter 8P U HRictiPect or y
nmappi ng t oprogfpd that MeskigaRed dri ves on the conputation server 234 fromthe
Profile Server 222. The new directory mapping 720 is effected in the JM

Downl oad Directory nodule 510 through a Wndows "net use" comuand or a DOS
"subst" commandA ssith ddvansagelig thagatigaspenmemberineni providesdas @ versstile ands unes

control wh j I i nfo Lon: Leqi.str,
cotti ngs 1 oAbl sl ORe I BRIk ing iy dORE AR b CBT R hAichly hE e
t he conput disiribatise bf/ RimcBdrhliacbaivden) foyex ahmpld, awlieg antdiacderver iea Job Moni t or

228 starts the Fil nitor 216A on the computation server 234 in a JM
Start FM nﬂ&aﬂéergqriﬁi 10 CUDHIRE ¥SKE PR BFAY PRAYPE e BSARPBEHRegi sty

modul e 512,,,F06k GabdoBFam, which it Mt tbr BERRLiSesCHRES 2lhid ROt fioadie, the
Job Monitor 228 starts the Renote’ Control "Server 232 on the conputation
server 234Thi€isnpasgibdnbdcgysei at leastGhe eompB8enot anfComeshdndifgl@®mputiagcevieat 202

tarts th dj R | . Client, 230 t.he Job Nbni.t 228
ot 11 st AL MGOLTE RIS EORbs S PEGInE HEPTERBITE YoHlg ToreISBP pBprabamal o
started. B%Bir&rﬁ@nt?@f‘%eapgfl?ﬁti'bﬁ lprddrhNThé l%grn?ﬁ@r bR HREMRE GpHiRAtibe! Server

232 interact so that the ient "2 is ab o control renotely the

conput at i oprogeany ssringt3ledoandinrarsedishagesi aup the prockssiog e¢quiinad foli thp Exgeution
information,.  Upon.providing repote contrql .to..the client,202 the Job

Von or - 228 1 SaPRf B praelitn SR sPmRR B B a S R e POLRER: T on of
the application program 208 according to the description with reference to
Fig. 2a. The details of the execution of the application program 208 on the
conput ati on server 234 are described with reference to Fig. 5b. After the
execution is conpleted, the JMInitiate Program 22 July 2003 25 nodul e
520 rel eases control and a Cient Term nate RC nodul e 522 assunmes control .
In this nodule, the client 202 term nates the Renmote Control Cient 230
thereby initiating the relinqui shment of the renote control over the
conput ati on server 234. The Process Manager 226 notifies the Job Mnitor

NN N Y o o oy -, = NSNS 2 oy M ~ 2




For purposes of brevity, regardl ess of whether the program application 208
execution is perfornmed on the client 202 or the conputati og gelrég)@ 234,
reference is only made to the conmponents in the client 202 ? Uy ?ibe t he
execution on the client 202 with reference to Fig. 5b. It is to be

appreci ated, however, that any reference to the conponents in the client
202 is to be simlarly extended to the mrror conponents in the conputation
server 234 for a construction of the edlécution on the conmput ati on server
234. In Fig, 5b en _the application.program 208 4.5, executed, i | e-open
Fequest 1 s g aReHOR fale@RRioh i SR RACTOHER SiEn BRI adelort gy am 208
requires fgiemyfesiihe Mobiybf nfobille Q¥irpaEn@FithinaHé néteore kernel node 206.
.The Virtual Device Driver 218 intercepts the file-open request in an

I ntercept Request nodul e 542, and subsequently perfornms a check on the
file-open requedtseysnthadvastageis thals desst pusrerphagimentuavidesfor puiltiplet Fi| e
Condi ti on i i LLy: file-open
request i S&Hr%gcteﬁgsgélﬁef) P?&d?gé%wﬂfég&?%\ét %%%wsf%P% hglﬂﬁﬁﬁ% ag{)llléeaﬁ? "202. If

t he condi tprograms?2i2redpdcyive 00thedPpd efdperating 8 y{tefit$or) whizh et appdickiidre S ystem
nodul e 545 assunes co,ntrglL .and jn thjs nodul e, osmhe Virtual Device Driver
218 provi dRFOSERES; ¥ Witienel his Iscachisued héa’tfégimgﬁa REPHEALO) PTOFIAR 0ByAst em 2| 2
for retrie : i : , p equest s nodul e
552 assurreés{(%c%fr?ét}ot‘oﬂ%g{% hﬁt)%)%ggt% ﬁe gﬁlg%% Cr?ﬁ%%és@?g{r% r%)agggg 9%8% back to the
begi nning of the process for intercepting other file-open requests,
file-nodify reqbigsl ss acmhtektua blavkydiagedratof d mabileesmputivglentitomnenty i n t he

I nt t Oh t dul 2, . the Vi [ Drx i 18
i nt ai ns TR G RERER b edaiern Ao aed & rgiek FAN o 10k Eyeh 8 Syabéret | o
Condi {1 on aTRsbemPies (khRrARGkiRTrkaSHA of Ahsts)GbArind Favkerdlvs Condi i on

modul e 546 assunmes control. "I n the Test New Condition nodule 546, the
Vi rtual Desheedimentafithengensian ase genngaisdhdhe A A YR is genrecied todeen r equest

to determ i f e file ds bhei. f fi ' ' hi s
sessi on. I#‘I'?etrh% ltgg r?Blétﬂllegenflofe r‘ﬁ gf&? %{hggﬁgﬁé)ﬁgcets 701{3 tb?Fees%lrﬁg‘%noé {ehgﬁ’ées??“ e‘IE S nmade
to a file i0prdi@ablerfoupk @\Yirewsl. yCoauRd e thedANdOW ardatnied @t he FTP
Server 224 to the local storage on the client 202. A Mdify Request nodul e

548 then adisiesiickahCloh 18hand QLikhil Q6. bl AN AHE2 mpeigantlymeoyides tei ver 218

nodi fies t ke j I client

202 for - opaRho rhaC A B30 bRkl i fndtPubRlRonhAbRIEBR SR T BT

548 then pH¥sasl ROB 10, whithtdieablatomectedlte thisyisANM 102iuTke BAN All02iiat he

Test New Condition nodul e 546 the condition tests true gYE% t%%ﬂ | e- open
request i sUYRISENGIYORK implemen{ationinan sganization thal pEsipeks the SHers pR &nd

downl oadedrehicpdiidritgs Wi @k beunddf of Qletglaggl‘la?ﬁ&!ll 288 RAFic@By ke client 202.

Hence, a Request FTP nodul e 550 assumes control and in this nodule, the

Vi rtual Dewvigesiz@tdnver 218 provides input to the FTP Client 220 to establish
comruni cations with the FTP Server 224 for downloading the file fromthe

FTP Server 224. ,The Virtual i.ce ver 218 then,.receings fro e FTP

O ient 950 the MREoRFHERBR B0 ket SPa U BT P RSN T2 &F or age
on the cli HTTPZRAVeH sepvdiaduf indRegustzr sMﬂlm,M&mswar@mml

t hereafter. 22 July 2003 27 If during the operation of the Run Program
process 309ganigationspsindiyidyals and psaedkknoyvndtpjthoseskilled pn the asorfBut i ng
envi r onneny 4.4 ] . . i and t he
Torm nat e Wb Ricke MRl IR Gl O SRR ALALERS P CodrRLEDIAAES 208
begi ns w t thedimetres 1 0Q tHroughPpersuaial enGfiiferaitear aret dieenthe designdtiona§erA 218

provides in o the FTP Cient 220 to propagate nodjfjed files and
directori e%‘PJSéO\Gk 1Pt S?ﬂﬂﬂ“sgﬁlf\}%Pf ypal OI%F\%‘Z% S @S WRtca 32801}1%‘83 to the
est abl i sheg,GAEMHH GRTHARSt MJi&%ﬂ%@icf:&P Server 224 for such a purpose.
Thereafter, the Instruct FTP nodul e 602 passes control to an Instruct

Native File System nodule 604. In the Instruct Native File System nodul e
604, the Accoun?ldsshagerin Figl 1ps enotbenetworiitLAN B h2 thavhiole cignteChyst em 212
for deleti al i and directori | 0 f.ramthe FTIP ver 224
duri ng. ¢ helBaarhi £ B s S 3endts GORR SASSRUSARE Mmees S8t nen i n
a Ter m nat EANTE 1706414180 8 Ofpid# hBiwhrk B8pleRRnivtibh Pdn &guhieRidd, IMRIT NG and t he
FTP Cient 220. An Unmap nodul e 608 subsequently assunes control and in
this nmodul e, the Account Manager 214 undoes the new directory mapping 720

t hrough processing the nobile desktop drives by using a Wndows "net use
drive /d" command or a DOS "subst drive /d" conmand. After conpletion, the
Unnmap Modul e 608 passes control to an Undo Registry nodul e 609 where the
Account Manager 214 deletes the registry settings that are added in the
Downl oad Regi stry nodul e 418. Subsequently, a Record nodule 610 assunes

- —~ e a o ~ A N na

=




22 July 2003 28 Subsequently in a Wite Wal | paper nodul e 614, the Account
Manager 214 wites any altered file for a changed new wal | Espe( 7I§1 to the
Profile Server 222 and deletes the altered file fromthe cPPeHY 2983
Thereafter in an APl Reset nodul e 616, the Account Manager 214 nakes a

W ndows APl call to reset the new wal |l paper 714 on the desktop 704 to the
wal | paper 706. The Term nate Session process 308 ends with a Term nate AM
and PM nodul e 618 where the Account Mahdger 214 and Process Manager 226 are

t i t ~aTh | j i h est d to. the W i ti
emvi r onmrertO2 el KRR 127 aistoanaat L8 Ao BRI Leb s neg
envi 1 onMENfiADvaARRAG R Y iRMrgdfZatidnd. IROLORMATARSHIR 132 he

client 202 supports a plurality of € access protocols, which are

" i npl ement dd albggical chMMunidatings bmklaral 1y be ohplemented thrheghihe dnteet 100 01216,

t oget her Wiéih ?I\/B acgd l}gzs clients l?\éﬁr ed below the Native File System 212.
When a redudiL§et Phfedicated comupunicatiqns {1tk <+ or age server is received, the VxD
218 selects one of the protocols to service the request as follows. First,
the VxD 218 conpaessniltempbicatdr €184 &f alidwnabitedio RO LAN W02 ¥ih gt oOf

networ k addresses that the renote storage server supports for each
prot ocol . IREWEE ac4es5COPRRCHPN 136 Ehd EROLE peaRss 1e5% (PRtehews). sTheygmotthe cl i ent

202 is all i R - i £ j r exanpl e,
SVE over g el 1IERTMERY | BefnbbnRRRE b ERAEODREILEL) T8 mor e
ef fici ent mbdemd: TAtEnati vy fhepreatone adcsgs. cotnention 186 @iaycaddo besesedbdisiesnl vih he VxD

218 routes the file request to the correspondi n&fi | e access client. The

f or egoi ng e dtemst 100 milady, sesesem] comrenied 8 igalspgopeecipdtedied using
t he nost he4l. ing into account characteristics of the
current ngﬁﬁﬁlg%hﬁg%%ghsaaéﬁkas whether there is a firewall between the
client 202 and the renote storage server. Description of the File Mnitor
To enabl e a betTepnagpieatinghe amn, anfy onhef Hiel perdvnali coompud§ PERA, B, €, &per at i on,

reference | e Lg. 8 for a.nore detailed description. The File

voni tor - 21618 B8 1f 135 8ipay ve S anehiF ool R Etes05tE b efyeRierdl T ed and run
on a host dpnehimiations 1ARYhcH KWHeProdddd 8y ¥ RIGAEMYINEG Wikd Be bOwhRElesthysi cal |y
avai |l abl e on any of the |ocal storage drives. Instead, every file request
fromthe stelecommangeionsslink: aplieraatyela sachefithesediisanapbs @ epmpaar {tighe Fil e
Moni t or 211%)( %ﬂ{iocstl} dynam cally downl oads the target file froma renote
file server %6 O a local storage nediumif the file has not already been
downl oaded. The installable nmonitor 804 thereafter directs the native file
system of the hBsth ofakdilivdis daRepérbenadtorhpgteday\plovaddddvitt 4 Rictoseft der to
satisfy th&,file request. Even requests faor &file at an abgol yte path on a
speci fi ¢ dMIBPY) . CompapIROBFHHIAg Systeip &Sipmpl felrteddo @y PHRIWB NI oaded
file, whi CllfhééiﬁaﬂtérF.eH&(;e?tHe% %}iﬁ%eﬁ’vifgn et 6Mdach 3F Fhe@é‘c@}n?&tt:lfs%ﬁﬁ'&esd“ ve.
The downl oaded file can optionally be renoved when the software closes the
file, or wheflaokenddéalhaf the Jiddows nsdarmteeface aBdrasesss enfiley, directooiss, amdchi ne

licati ft 802 wi.t.hout havi hysi cal. pedi
cont ai ni noRERIFRQIPORAEI g1 SRpSranb W mpave P eSS s (TSP 0e  at ed
in Fig. 9 thhhie abhildISRIv@mputerdséirépdaless bhicREwe Wilaws!siidhd of he FTP

comruni cati ons Pr otocol. The communications network is the Internet. The
user's conpisanal peepwertievempaienyser choaspeiodisendhe pempwingenyironmemip server

choul d- appt ETIE R R YRl P Ko AR AR Rk 7 o2l ur s

and funct i @ficrmasion thdis sibred rdindalyl Hor uippidstaImARinisy Nodnsistetit Meiddéw use
only in connection with these operating systens, The i1nstallable nonitor

804 on t heCQBRHING cayirprmet, the informatianrssabyngto the GoMPYHIE AaPBBeRtris ver

(vxD) 904 T ' . LASI 3! ' ker nel .
The D a0 OBl B e homBALR bLOR, Be i BB REERCTT 01 Lo
of the natc¢hangéd the coppueing SGronfiteat. VRids Biddefos dnablee therdoasistest Wildaoks t hat
gets installed below the installable file system (lIFS) nmnager interface
908. A hooRCMRULAZSNUEPHREAtIY PERNJCEe Cormputar bser &/t B an W IneRva delings om t he
original intent. Consequently, for selected programflow threads
progressing through the I FS nanager interface 908, programflowis routed
to the VxD 904 rather than to the native file system 906 as originally

i ntended. The VxD 904 is then free to either satisfy the request and return
program fl ow back to the requesting thread or nodify the request before
directing the request to the native file system 906. 22 July 2003




30 The native file system 906 may include function routines directed
towards file rights, file locking, file transaction tracki gg ﬂ@(bogl\g’e like.
These are of little inportance to the installable nonitor 4' hence
hooks are omitted for such functions. The selected functions for which
hooks are inplenmented are indicated in the follow ng table:

CreateFil eWiteFi|l eFi ndNext Fi |l eCl oseFi | eGet Fi |l esi zeGet Fi |l eAttri but esReadFi |
eFi ndFirstFil eGetFileTi neCreateDirect orlgDeI eteFile The precise processes

~and progr ortant
for the pﬁéﬁgoses 0 g%gﬂloﬁg %Q@ﬁ%gﬁlgét*%@%%% tggh@cﬁ'aﬁ B&{wg}p
I mpl ement esivaoymentmeerordd di fferent ways, as is known to those ski | I ed in

.the art. For exanple, published information describing the operating system
i ndi nition of the | FS mana nterface 908 for various

d te th
Funct on rout | e EiBs ARUPHyoTa OMRRETINFY e b BRBIREAIAHS ¢ ne. oxt ont
that pub i ORTiOR Mkib Sk ar A9k PSAUNDR 0 Blin by 5 i nod

enpirically. h function rout 'S hooke t he D 904 bl ocks
t he executmml@omMng@qumeMQ chpablhef kensiging tUecwnmnw!; mhbecfpat h nanme of

th t d t d. t ] at th to th
el val oo SR PO L CaRSton] PN g R Ggment VSRR Bht b nane
is then pa%md)vaSOMalaﬁmﬁ%rWM&%eatﬁ]gtg@bt@ﬁl mwolﬁya@@&mﬂpéﬂehts%tthém

mechani sms. The FTP client 912 then translates the request into an FTP
request arrdsHeotiviaelipnts and peTyenalapmptert dhisrgivesthe sameeonsBeEnt The FTP cli ent

912 “windowing” environment regardless of the operating system on the clients and

personal computers. For the sake of brevity, only clients and personal computers

running the Windows operating system are hereinafter described.

Additionally, the computing environment also provides access to application
programs regardless of whether the computer’s resources match the operational
requirements of the application programs. The computer’s resources include the
RAM size, the CPU speed, the type of operating system, and the like. If the computer
does not have the compatible resources for performing computation or processing
necessary for execution of the application program, the computer then shares out the
computation or processing with another client, personal computer or server on the

mobile computing environment network.

Every computer user who has access to the mobile computing environment
network is provided with an account for attaching that computer user’s unique or
personalized consistent Windows computing environment to any of the clients or
personal computers connected to the mobile computing environment network. Hence,
a computer user may on one day attach the personalized consistent Windows
computing environment to the CL A 104 and on another day attach the same to the PC

B 120 because the computer user is travelling.

To attach a consistent Windows computing environment to a computer
connected to the mobile computing environment network, the computer user has to

access the computer user’s mobile computing environment network account through



waits for a response fromthe FTP server 902 and, once the file has been
downl oaded onto the user's machine, the FTP client 912 savggdngg @'Ie to
anot her | ocation on the user's machine's | ocal storage ned R rmation
of the download is passed to the VxD 904, together with the |ocation of the
| ocal copy of the file. The VxD 904 then redirects the native file system
906 to satisfy the request nmade by the application 910 using the |ocal

copy, and the application 910 conti nuedbas normal . The application 22

on-1ine r atwaiapiches A Hefolq ehesd dfoddal. 8 FRERe! Lefr e Se RGBT Ches

execut i on, codfipueéras€shdsaeedss ta2, A aktwadtk @écoanPiypicdy alloweh@d cotipaes uedr toses or
after a pre-determ ned nunber of days, (these %gtl ons may be condggurabl e)

“one or noréecess tha LAD AtllQ@ fepsithigibe Ofgalnt?@tl&lil thag anplemgnts thgd-AReA
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account using the browser window 702, the computer user’s personalized consistent
Windows computing environment is attached to the computer. The Windows desktop
704 is transformed to provide the personalized consistent Windows computer

environment to the computer user.

Components of the computer user’s personalized consistent Windows
computing environment are shown in Figs. 7B, which includes the Windows desktop
704 displaying a new wallpaper 714, a new group of icons 716, and an active window
718. The active window 718 provides a new directory mapping 720, which shows
directories on whichever network access, remote access, or Internet access account
the computer user chooses to use for accessing the mobile computing environment

network account. The new directory mapping 720 also shows directories on the local



i nvention. Conputers with which the enbodi nrent can be practiced include
| BMPC/ ATs or conpati bl es, one of the Macintosh (TM famly gf Pﬁ@ Sun
Sparcstation (TM, a workstation or the |ike. The foregoin6 puly P%Iy
exenplary of the types of conputers with which the enbodi nents of the
invention may be practiced. Typically, the processes of the enbodi nents,
descri bed hereinafter, are resident as _software or a programrecorded on a
hard di sk drive (generally depicted as 1Bl ock 29 in Fig. 10) as the conputer
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for provi dtHghingaeensigtepioindovwssormpytipg prdranneat toanddetaching the 88AG Ut i ng
Syst em bel EmGARAREIANadEHbEITHE LRAANR A% Navi ng a | ocal comput | ng
envi ronment, an operating system and a |ocaf storage, said conputing
system i ncl udi ng: an application program means for invoking said

appl i cati on pr obrEig) 2;adispeansildsorteathecmmaipongnts bemexdalesin anliénboat i on of

said applicatio rogram when saj d applicatiqgn programis invgked, wherein
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means for wigrating
computing environment network. In the client 202, there exist two modes: a user

mode 204 and a kernel mode 206. The user mode 204 generally refers to that part of
the client 202 that interacts with the computer user or extrinsic devices, and the kernel
mode 206 generally refers to the Windows operating system of the client 202.
Examples of components of the user mode 204 are an application program 208 and a
Process Manager 226, and examples of components of the kernel mode 206 are an
Installable File System Manager 210 and a Native File System 212. When the
computer user accesses the mobile computing environment network account from the

browser 702, an Account Manager 214, a File Monitor 216 and the Process Manager



conputing environnment further includes: neans for mapping a user-interface
portion of said nobile conputing environnent onto said Iocgé co ging
environnment using information transferred fromsaid renote ¢ g@@ bei ng

connected to said system said mappi ng neans bei ng actuabl e by said user; a
file systemin said operating systemfor receiving and translating requests
for performng file operations on said_|ocal storage; and 22 July 2003 34
means for nDnitoring and intercepting &Srequest made to said file system

user ¥t orRes® ke o FRotpL FENEE: oPEH S BRI B St Bl SRBREE,

connect ed ik as of theukeit @Ble 204. TIFhe ProdetsMamaget 226ad A ihieritadiagy thasii d
_allocati ngl neans i s communi cable with a conEut ation server to which said
B 5

execut i on Ipyrsed Py thesIngtaflabla bitle Systenmivianages £ Kin 'Hae File Mogitar 216 kigsdwei n sai d
al locating. @@gmk S ¥ Bb%%{?b%vm 1% ﬁﬁbh@ﬁ%bo TrESViRA8 Device

co-ordi nati e exec I'on of "said appli catl on program on Ssal conput ation

server. 6.Diiv@ 29834 &hvslswithinah@kemél mvde2(8 thatsiglayefedsdvemheNativerRilei cabl e
with said conputation server for renote control of said conputation server.
System 212 and thus remains in the kernel mode 206. The FTP Client 220 is another

program in the kernel mode 206.

The mobile computing environment network account according to the
preferred embodiment is provided by preferably a Web portal service. Hence upon
accessing the Web portal account, the client 202 gains access to a Web Server 222
through the Account Manager 214. On the other hand, the FTP client 220, as the
name suggests, provides the client 202 access to an FTP Server 224. The Account
Manager 214 attaches the computer user’s personalized consistent Windows
computing environment to the client 202 using information downloaded from the
Web Server 222. The Account Manager 214 also uploads changes to the computer
user’s personalized Windows computing environment to the Web Server 222, and
thereafter restores the original computing environment to the client 202 when the

computer user exits the Web portal account.

When the Account Manager 214 attaches the computer user’s personalized
consistent Windows computing environment to the client 202, the Account Manager
214, amongst other things described in the foregoing, migrates application programs
to the client 202 by providing shortcuts to these application programs. To those
skilled in the art, to properly run or execute any application program requires files
associated with and/or used by the application programs have to be accessible to the
application programs. Another consideration is that the client 202 must also match
the operational requirements of the application programs in terms of resources and
processing capability. Since the client 202 may be any client or personal computer at
any part of the mobile computing environment network, whether a match is made
between the client 202 and the application programs for proper execution is only

determinable upon invoking the respective shortcuts. If a match is not made, the



7. The systemas in claim®6, further including nmeans for renote control of
said conputation server, said renote control neans being CogMYR ﬁggl e wth
said conputation server. 8. The systemas in claim4, wheré&in sai

al l ocating nmeans i s dependent on the operational requirenents of said
application programfor allocating the execution |ocation of said
application program 22 July 2003 35 § The systemas in claim8, wherein
said allocating neans matches said operl tional requirenments with resources
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resources on said

Such a mechanism involves the Process Manager 226, which is also layered
beneath the application programs in the user mode 204 when the personalized
consistent Windows computing environment is attached to the client 202. By having
such an arrangement where the Process Manager 226 is an intermediary between the
application programs and the Installable File System Manager 210, any interaction
between the application programs and the Installable File System Manager 210 is
intercepted by the Process Manager 226. Thus when the computer user invokes the
respective shortcuts, the Process Manager 226 intercepts such interactions and uses
property information associated with the application programs for allocating the
execution locations of the application programs. Such information includes the
operating system types and versions, for example Windows 95, Windows NT or
Solaris 2.5.1, for which the respective application programs are written. The
information also includes the processor types, for example Intel Pentium or Sun
Sparc, and the memory sizes, for example 32 Mbytes or otherwise, on which the
respective application programs run. The Process Manager 226 compares this
information with the specification of the resources on the client 202, this specification
being stored in the Windows system registry. If there is a match between any
application program and the client 202, that application program is executed locally.
Otherwise, a process is initiated that allows that application program to be executed
on a separate client, personal computer or server on the mobile computing

environment network.

If the application programs are executed locally, and since only the shortcuts
to application programs are available to the client 202 while the associated files are
not, for reasons already discussed, a mechanism is therefore provided to redirect the

requests for these files to the remote storage of the files. This remote storage is the



conmput ation server for allocation of execution |ocation of an application
program resi dent on said conputing system and neans for I.tor] and
co-ordinating the execution of said application progran1m222JH&ﬁ%@gted to
said computation server. 12. The server as in claim211l, further including
means for renote control of said server by said conmputing system wherein
said renote control neans is comuni cable with said conputing system 22
July 2003 36 13. The server as in clai#P12, wherein said nonitoring nmeans
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224. If a target file is found only on the FTP Server 224, the Virtual Device Driver

218 communicates with the FTP Client 220 so that the FTP Client 220 downloads the
target file from the FTP Server 224 to the local storage on the client 202. The Virtual

Device Driver 218 thereafter directs the Native File System 212 to satisfy the request
for the target file by providing the locally stored copy of the target file.

When the FTP Client 220 receives a file from the FTP Server 224, the FTP
Client 220 receives an encrypted file for apparent security reasons. The FTP Client
220 thus decrypts the file before saving the file locally on the client 202. Upon
detachment of the personalized consistent Windows computing environment, the files
that are altered or changed for example as a result of the execution of migrated
application programs are encrypted by the FTP Client 220 before the FTP Client 220
transmits the altered files to the FTP Server 224. Such decryption and encryption
activities are transparent both to the computer user and to the migrated application

programs.

However, if the application programs are not executed locally, the Process
Manager 226 then attempts to identify a separate client, personal computer or a server
on the mobile computing environment network as a “computation server” 234 as
shown in Fig. 2b for each application program. This means that upon identifying the
computation server 234 for an application program, the execution for that application
program is transferred to the respective computation server 234. This identification
process begins with the Process Manager 226 initiating contacts with other clients,
personal computers or servers on the mobile computing environment network to
which the client 202 has access permission. This is done by using broadcasting
techniques. The first client, personal computer or server to respond with matching
specification is then chosen as the computation server 234 on the basis that there is a

match and that the speed of response reflect the communications speed between the



a file systemin said operating systemfor receiving and transl ating
requests for performng file operations on said | ocal stor X ﬂ?neans
for nonitoring and intercepting a request made to said fi|2§§V¥§§ for
operation on a file, said request being actuable by the execution of said
application and said file being stored on said renpte storage being
connected to said server. 15. A nethod for providing a nobile conputing
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n

“operat i ng RKpandihe sysipmy anC neg t cé’&g’“t 190 ey identitig £HEMst eps of :

provi di ng gy Rewktafeh | ‘se%@mﬂrvﬂgf @Aeko Pﬂﬁhbﬂ‘gerﬁé}‘ﬁ4%9bééﬁ%é PrbcB§Lgram  and
al l ocating the execution location of said |'i cation program when said

“appl i cat i oMapagsg226renda corvespending JmmMonmm@ZSan thencamprisaticar gcrmﬂaéen said
R e
conput i ng KPYdtS BFHBRAME Persohized SoRTBIME SViatowS b plfty élﬁﬂ@ﬁﬂ@h‘ﬁ tofike
environnent i ncl udes sai d application program

computation server 234 using information from the Web Server 222. A File Monitor

216A that mirrors the functions and operations of the File Monitor 216 in the client

202 is also invoked in the computation server 234. A Remote Control Client 230 in

the client 202 and a Remote Control Server 232 in the computation server 234 are

also started. By providing these, the client 202 is able to control remotely the

computation server 234 by providing input and receiving display information. The

execution of the application program is then started at the computation server 234.

Where necessary, the File Monitor 216A accesses the FTP Server 224 in a similar

manner as the File Monitor 216 would access the FTP Server 224 if the execution had

been performed locally at the client 202. Hence, the entire process of transferring the

execution of the application program becomes transparent to the computer user.

A more detailed description of the operation of the preferred embodiment of
the invention is provided with reference to Figs. 3 — 6. Fig. 3 provides a flow diagram
illustrating the three processes carried out by the client 202 and possibly the
computation server 234, for the attachment, use, and detachment of the personalized
consistent Windows computing environment. After start up, the client 202 begins a
first process known as an Initiate Session process 304. A second process known as a
Run Program process 306 follows this. The client 202 may loop this process where
necessary and until the computer user chooses to terminate the mobile computing
environment network account. The operation then ends with a third process known as

a Terminate Session process 308.

In the description of these processes, modules in the client 202 are carried out
to produce the desired results or effects. Such modules may be implemented through

hardware, software, firmware means, or a combination of these.



17. The method as in claim16, wherein said mgrating step further

I ncl udes: mapping a user-interface portion of said nobile ut
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co-ordinating the execution of sald application programon said conputation
server. Thereafter in a Download Wallpaper module 408, the Account Manager 214
downloads a file containing information about the new wallpaper 714 from the Profile

Server 222, and stores the file on the local storage on the client 202.

Subsequently in an API Call module 410, the Account Manager 214 makes a
Windows API call to change the wallpaper 706 on the desktop 704 to the new
wallpaper 714 according to the file downloaded from the Profile Server 222.
Windows API calls are generally known to those skilled in the art for providing an

interface between application programs and the Windows operating system.

In a Download Icons module 412, the Account Manager 214 downloads a file
containing information for the shortcuts to application programs and documents in the
new group of icons 716 from the Profile Server 222, and stores these in the
“\windows\Desktop” directory. The Account Manager 214 further in a Download
Document Shortcuts module 414 downloads shortcuts to documents from the Profile

Server 222, and adds the shortcuts to the “\windows\Recent” directory.

The Account Manager 214 then downloads information for the new directory
mapping 720 in a Download Mapping module 416 to “mobile desktop” drives on the
client 202 from the Profile Server 222. The new directory mapping 720 is effected in
the Download Mapping module 416 through a Windows “net use” command or a disk

operating system (DOS) “subst” command.

Thereafter, the Account Manager 212 downloads registry settings from the
Profile Server 222 and effects the settings on the client 202 in a Download Registry
module 418. The Account Manager 212 then starts the Process Manager 226.

The Account Manager 214 completes the current process by starting the
Virtual Device Driver 218 and the FTP Client 220 in a Start File Monitor module 420.



22 July 2003 38 20. The nethod as in claim18, wherein said comrunicating
step further includes providing renpote control of said co Et afizg)@ server.
21. The nmethod as in claim 18, wherein said allocating stg% Pl AP0R

i ncl udes determ ning the operational requirenents of said application
program 22. The nethod as in claim21l, wherein said allocating step
further includes matching said operatiqgnal requirenents with resources of
said system and sai d conputation servel3 23. The method as in claim 22,
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waits and intercepts any interaction between the application program 208 and the
Installable File System Manager 210. The Process Manager 226 then uses the
property information associated with the application program to allocate the execution
location in a Select Computation Server (CS) module 502, the details of which are
already described. The Process Manager 226 identifies a compatible computation
server 234 if the client 202 does not match the operational requirements of the
application program 208. After allocating the execution location, a Test Location
module 504 assumes control where if the execution location is the client 202, the
condition tests true (YES) and an Initiate Program module 532 assumes control. If
the execution location is the computation server 234, the condition tests false (NO)

and a Login to CS module 506 assumes control.

In the Initiate Program module 532, the Process Manager 226 allows the
interaction between the application program 208 and the Installable File System
Manager 210 to continue for purposes of executing the application program 208
according to the description with reference to Fig. 2a. Further details of the local
execution of application program 208 are provided with reference to Fig. 5b. After
the execution is completed, the Initiate Program module 532 releases control and the
Run Program process 306 is looped, if necessary, until the computer user decides to
exit the mobile computing environment network account. When this happens, the
Run Program process 306 terminates and the Terminate Session process 308

commences.

In the Login to CS module 506, the Process Manager 226 performs a login to
commence a communications session with the identified computation server 234,

After successful login, an Invoke Job Monitor (JM) module 508 assumes control,



39 nmonitoring and co-ordinating the execution of said application program
when al l ocated to said conputation server. 25. The nethod I N b I m 24,
further including the step of providing renote control of 2€H 3@ er by
sai d conputing system by providing comuni cati on between said server and
said conmputing system 26. The nmethod as in claim?25, wherein said

nmoni toring step further includes connu2 cating wwth said renote storage for
mgrating said nobile conputing enviro nt to said server for enabling the
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nobi | e conRNTANRIcARY 22 IRMIoAR infdrid®sn for AGeWdifrGiory mapping to “mobile
desktop” drives on the computation server 234 from the Profile Server 222. The new
directory mapping 720 is effected in the JM Download Directory module 510 through

a Windows “net use” command or a DOS “subst” command.

Subsequently, a JM Download Registry module 512 assumes control where
the Job Monitor 228 downloads information to registry settings from the Profile
Server 222 and effects the registry settings on the computation server 234

accordingly.

Following which, the Job Monitor 228 starts the File Monitor 216A on the
computation server 234 in a JM Start FM module 514 which assumes control from the
JM Download Registry module 512. Thereafter, in a JM Start Remote-Control (RC)
module 516, the Job Monitor 228 starts the Remote Control Server 232 on the
computation server 234. Consequently, in a Client Start RC module 518, the client
202 starts the corresponding Remote Control Client 230 when the Job Monitor 228
notifies the Process Manager 226 that the Remote Control Server 232 is started. Both
the Remote Control Client 230 and the Remote Control Server 232 interact so that the
client 202 is able to control remotely the computation server 234 by providing input

and receiving display information.

Upon providing remote control to the client 202, the Job Monitor 228 in a JM
Initiate Program module 520 provides for execution of the application program 208
according to the description with reference to Fig. 2a. The details of the execution of
the application program 208 on the computation server 234 are described with

reference to Fig. 5b. After the execution is completed, the JM Initiate Program



22 July 2003 40 a conputer usable nedi um havi ng conputer readabl e program
code neans enbodied in said nediumfor causing said nobile_co Bi g
environnment to be provided to a conputing system said conﬁgﬂmﬁé Qgsten1
bei ng connectable to renote storage and having a | ocal computing
environment, an operating system and a |ocal storage, said conputer
program havi ng: conputer readabl e program code neans for providing an
application program conputer readabl e“program code neans for invoking said

.appl i cati %9@61995@?31@%@5%@?@ ¢4 ClishTk aag% ﬁ&rrﬁ‘{iﬂlﬁé’%‘z RARRs Eirol.

al l ocating e éxecutron location o I'’cat1 on” program when said
appl i cati oin thiseusdule, itise ¢lizvioRk@tehyiniates khedk érgota ICannbECliett 230ythdiebyveen sai d
_application _program and said operating system 29. The product in claim 28,
further i n®itiadnggheashparidiment ofthsirempiesgpup QsateRomPtFoN sgiVeF 484-ng sai d
nmobil e co ' ' { - SAl Mo | ' utin
envi ronm%%@?ﬁsgggé@ | apnﬁ&fl?lgg |e§r?§%?%rg{rgg\r%ﬁggﬁhqsl%gd %Pg‘%ﬁ{g#@’gﬂég‘lpai m 29,
wher ei n saloth Monipart228 t¢radnkald the ReagtaContosSemea 3?2 troa IMi TeratinngRCur t her

R TN TN e R

Thereafter, a JM Terminate FM module 526 assumes control in which the Job

Monitor 228 terminates the File Monitor 216A. This is followed by the deletion of

the additional registry settings on the computation server 234 in a JM Delete Registry

module 528. The Job Monitor 228 then unmaps the directory mapping on the mobile

desktop drives on the computation server 234 in a JM Unmap Directory module 530,

before the Job Monitor 228 is terminated. Subsequently, the Run Program process

306 is looped, if necessary, until the computer user decides to exit the mobile

computing environment network account. When this happens, the Run Program

process 306 terminates and the Terminate Session process 308 commences.

For purposes of brevity, regardless of whether the program application 208
execution is performed on the client 202 or the computation server 234, reference is
only made to the components in the client 202 to describe the execution on the client
202 with reference to Fig. 5b. It is to be appreciated, however, that any reference to
the components in the client 202 is to be similarly extended to the mirror components
in the computation server 234 for a construction of the execution on the computation

server 234,

In Fig. 5b when the application program 208 is executed, a file-open request is
generated in relation to a file that the application program 208 requires for execution,
and is provided as input to the kernel mode 206. The Virtual Device Driver 218
intercepts the file-open request in an Intercept Request module 542, and subsequently
performs a check on the file-open request in a Test File Condition module 544. In the
Test File Condition module 544, the Virtual Device Driver 218 checks if the file-open

request is made to a file residing on local storage on the client 202. If the condition
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If in the Test File Condition module 544, the condition tests false (NO), a Test
New Condition module 546 assumes control. In the Test New Condition module 546,
the Virtual Device Driver 218 performs another check on the file-open request to
determine if the file is being requested for the first time in this session. If the
condition tests false (NO), the file-open request is made to a file that has been
previously requested and downloaded from the FTP Server 224 to the local storage on
the client 202. A Modify Request module 548 then assumes control and in this
module, the Virtual Device Driver 218 modifies the file-open request to point to the
local storage on the client 202 for opening the downloaded copy of the file. The

Modify Request module 548 then passes control to the Native File System module
545.

If in the Test New Condition module 546 the condition tests true (YES), the
file-open request is made to a file that has not been previously requested and
downloaded from the FTP server 224 to the local storage on the client 202. Hence, a
Request FTP module 550 assumes control and in this module, the Virtual Device
Driver 218 provides input to the FTP Client 220 to establish communications with the
FTP Server 224 for downloading the file from the FTP Server 224. The Virtual
Device Driver 218 then receives from the FTP Client 220 the file and causes the file
to be stored on the local storage on the client 202. The Modify Request module 548

assumes control thereafter.
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In the Instruct Native File System module 604, the Account Manager 214
provides input to the Native File System 212 for deleting all files and directories
downloaded from the FTP Server 224 during the Run Program Session process 306.
The Account Manager 214 then in a Terminate FTP module 606 terminates the
Virtual Device Driver 218 and the FTP Client 220.

An Unmap module 608 subsequently assumes control and in this module, the
Account Manager 214 undoes the new directory mapping 720 through processing the
mobile desktop drives by using a Windows “net use drive /d” command or a DOS
“subst drive /d” command. After completion, the Unmap Module 608 passes control
to an Undo Registry module 609 where the Account Manager 214 deletes the registry
settings that are added in the Download Registry module 418.

Subsequently, a Record module 610 assumes control. In the Record
Documents module 610, the Account Manager 214 records shortcuts to mobile
desktop documents in the \windows\Recent directory on the Profile Server 222 and
then deletes the shortcuts from the directory. Similarly, the Account Manager 214
records shortcuts to mobile desktop application programs and documents in the
\windows\Desktop directory on the Profile Server 222 and thereafter deletes the
shortcuts from the directory after a Record Application Programs module 612

assumes control from the Record Documents module 610.
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module 618 where the Account Manager 214 and Process Manager 226 are
terminated. The client 202 is hence restored to the Windows computing environment
before the personalized consistent Windows computing environment was attached to

the client 202.

In another embodiment, the client 202 supports a plurality of file access
protocols, which are implemented by an FTP client and a HTTP client in the File
Monitor 216, together with SMB and NFS clients layered below the Native File
System 212. When a request for a file on a remote storage server is received, the
VxD 218 selects one of the protocols to service the request as follows. First, the VXD
218 compares the IP address of the client 202 with a list of network addresses that the
remote storage server supports for each protocol. Next, a protocol is chosen from
those protocols that the client 202 is allowed to use, according to a pre-specified
ranking (for example, SMB over NFS over FTP over HTTP, because the SMB and
NFS protocols are more efficient than FTP and HTTP protocols). Once a protocol is

chosen, the VxD 218 routes the file request to the corresponding file access client.

The foregoing protocol selection mechanism enables files to be accessed using
the most preferred protocol, taking into account characteristics of the current network
connection such as whether there is a firewall between the client 202 and the remote

storage server.

Description of the File Monitor

To enable a better appreciation of the File Monitor 216 and its operation,

reference is made to Fig. 8 for a more detailed description. The File Monitor 216
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downloaded file can optionally be removed when the software closes the file, or when

the software 802 terminates. Consequently, a host machine can run application

software 802 without having a physical medium containing all the underlying files.

In one implementation as illustrated in Fig. 9, the file server is a standard FTP
server 902 using the FTP communications protocol. The communications network is
the Internet. The user's computer has Windows 95 as its operating system, and the
FTP server 902 has a Solaris operating system. However, those skilled in the art
should appreciate that different operating systems have similar features and functions,
so that the installable monitor 804 is not limited to use only in connection with these

operating systems.

The installable monitor 804 on the user's computer has two components: a
virtual device driver (VxD) 904 and an FTP client 912, both inside the operating
system kernel. The VxD 904 is implemented in such a way that the VXD 904 is
layered on top of the native file system 906. The VxD 904 is implemented as a hook
that gets installed below the installable file system (IFS) manager interface 908. A
hook is a programming device that alters program flow away from the original intent.
Consequently, for selected program flow threads progressing through the IES
managet interface 908, program flow is routed to the VXD 904 rather than to the
native file system 906 as originally intended. The VxD 904 is then free to either
satisfy the request and return program flow back to the requesting thread or modify

the request before directing the request to the native file system 906.
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may indicate the definition of the IFS manager interface 908 for various function
routines supported by the native file system 906. To the extent that published

information is lacking, hook locations may be determined empirically.

For each function routine that is hooked, the VxD 904 blocks the execution of
the request inside the kernel, determines the path name of the request issued by the
application and translates the request into the equivalent remote path name on the file
server 902. This remote path name is then passed to the FTP client 912 using known
event notification mechanisms. The FTP client 912 then translates the request into an
FTP request and forwards the FTP request to the FTP server 902. The FTP client 912
waits for a response from the FTP server 902 and, once the file has been downloaded
onto the user’s machine, the FTP client 912 saves the file to another location on the
user's machine's local storage media. Confirmation of the download is passed to the
VxD 904, together with the location of the local copy of the file. The VXD 904 then
redirects the native file system 906 to satisfy the request made by the application 910

using the local copy, and the application 910 continues as normal. The application
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910 is unaware that the files and data are being accessed on-line rather than on a local
drive. After the application 910 finishes execution, or closes the file, or after a
pre-determined number of uses or after a pre-determined number of days, (these
options may be configurable) one or more or all of the downloaded files are deleted

from the user's machine.

Description of A Computer Program Product

The embodiments of the invention are preferably implemented using a
computer, such as the general-purpose computer shown in Fig. 10. In particular, the
functionality or processing of the system of Figs. 1 to 9 can be implemented as
software, or a computer program, executing on the computer. The method or process
steps for migrating a consistent and dynamically-adaptive distributed processing
mobile computing environment to a computer connectable to a mobile computing
environment network are effected by instructions in the software that are carried out
by the computer. The software may be implemented as one or more modules for
implementing the process steps. A module is a part of a computer program that
usually performs a particular function or related functions. Also, as described in the
foregoing, a module can also be a packaged functional hardware unit for use with

other components or modules.

In particular, the software may be stored in a computer readable medium,
including the storage devices described below. The software is preferably loaded into
the computer from the computer readable medium and then carried out by the
computer. A computer program product includes a computer readable medium
having such software or a computer program recorded on it that can be carried out by
a computer. The use of the computer program product in the computer preferably
effects an advantageous apparatus for providing a low data transmission rate and
intelligible speech communication in accordance with the embodiments of the

invention.

The system 28 is simply provided for illustrative purposes and other

configurations can be employed without departing from the scope and spirit of the
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invention. Computers with which the embodiment can be practiced include IBM-
PC/ATs or compatibles, one of the Macintosh (TM) family of PCs, Sun Sparcstation
(TM), a workstation or the like. The foregoing is merely exemplary of the types of
computers with which the embodiments of the invention may be practiced. Typically,
the processes of the embodiments, described hereinafter, are resident as software or a
program recorded on a hard disk drive (generally depicted as block 29 in Fig. 10) as
the computer readable medium, and read and controlled using the processor 30.
Intermediate storage of the program and any data may be accomplished using the

semiconductor memory 31, possibly in concert with the hard disk drive 29.

In some instances, the program may be supplied to the user encoded on a
CD-ROM or a floppy disk (both generally depicted by block 29), or alternatively
could be read by the user from the network via a modem device connected to the
computer, for example. Still further, the software can also be loaded into the
computer system 28 from other computer readable medium including magnetic tape, a
ROM or integrated circuit, a magneto-optical disk, a radio or infra-red transmission
channel between the computer and another device, a computer readable card such as a
PCMCIA card, and the Internet and Intranets including email transmissions and
information recorded on Websites and the like. The foregoing is merely exemplary of
relevant computer readable mediums. Other computer readable mediums may be

practiced without departing from the scope and spirit of the invention.

In the foregoing manner, a computing system, a method, and a computer
program product for providing portable or mobile computing within the context of a
network are described. In particular, a computing environment may be migrated to
any computer that is connectable to the network for providing a user with a consistent
and dynamically-adaptive distributed processing mobile computing environment.
However, it will be apparent to one skilled in the art in view of this disclosure that
numerous changes and/or modification can be made without departing from the scope

and spirit of the invention.
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CLAIMS

1. A computing system for providing a mobile computing environment for a
user, said computing system being connectable to remote storage and having a local
computing environment, an operating system, and a local storage, said computing

system including:
an application program;
means for invoking said application program; and

means for allocating the execution location of said application program
when said application program is invoked, wherein said allocating means
includes an intermediary between said application program and said operating

system.

2. The system as in claim 1, further including means for migrating said mobile
computing environment to said system wherein said mobile computing environment

includes said application program and said invoking means.

3. The system as in claim 2, wherein said means for migrating said mobile

computing environment further includes:

means for mapping a user-interface portion of said mobile computing
environment onto said local computing environment using information
transferred from said remote storage being connected to said system, said

mapping means being actuable by said user;

a file system in said operating system for receiving and translating

requests for performing file operations on said local storage; and
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means for monitoring and intercepting a request made to said file
system for operation on a file, said request being actuable by said mapped
user-interface and said file being stored on said remote storage being

connected to said system.

4. The system as in claim 1, wherein said allocating means is communicable

with a computation server to which said execution location is allocable.

5. The system as in claim 4, wherein said allocating means is communicable
with means for monitoring and co-ordinating the execution of said application

program on said computation server.

6. The system as in claim 4, wherein said system is communicable with said

computation server for remote control of said computation server.

7. The system as in claim 6, further including means for remote control of said
computation server, said remote control means being communicable with said

computation server.

8. The system as in claim 4, wherein said allocating means is dependent on the
operational requirements of said application program for allocating the execution

location of said application program.
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9. The system as in claim 8, wherein said allocating means matches said

operational requirements with resources of said system and said computation server

for allocating the execution location of said application program.

10.  The system as in claim 9, wherein said operational requirements include at

least one of:
operating system type;
memory size; and

processing speed.

11. A computation server for providing a mobile computing environment for a
user on a computing system, said computation server being connectable to remote
storage and having a local computing environment, an operating system, and a local

storage, said computation server including:

means for communicating information of resources on said
computation server for allocation of execution location of an application

program resident on said computing system; and

means for monitoring and co-ordinating the execution of said

application program when allocated to said computation server.

12.  The server as in claim 11, further including means for remote control of said
server by said computing system, wherein said remote control means is

communicable with said computing system.
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13.  The server as in claim 12, wherein said monitoring means is communicable
with said remote storage for migrating said mobile computing environment to said

server for enabling the execution of said application program on said server.

14. The server as in claim 13, wherein said migration of said mobile computing

environment further includes:

means for mapping said mobile computing environment onto said local
computing environment using information transferred from said remote

storage being connected to said server;

a file system in said operating system for receiving and translating

requests for performing file operations on said local storage; and

means for monitoring and intercepting a request made to said file
system for operation on a file, said request being actuable by the execution of
said application and said file being stored on said remote storage being

connected to said server.

15. A method for providing a mobile computing environment to a computing
system for a user, said computing system being connectable to remote storage and
having a local computing environment, an operating system, and a local storage, said

method including the steps of:
providing an application program;
invoking said application program; and

allocating the execution location of said application program when said
application program is invoked by including an intermediary between said

application program and said operating system,
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includes said application program.

17.  The method as in claim 16, wherein said migrating step further includes:

mapping a user-interface portion of said mobile computing
environment onto said local computing environment using information
transferred from said remote storage being connected to said system, said

mapping being actuable by said user;

receiving and translating in a file system in said operating system

requests for performing file operations on said local storage; and

monitoring and intercepting a request made to said file system for
operation on a file, said request being actuable by said mapped user-interface
and said file being stored on said remote storage being connected to said

system.,

18. The method as in claim 15, wherein said allocating step further includes
communicating with a computation server to which said execution location is

allocable.

19, The method as in claim 18, wherein said communicating step further includes
monitoring and co-ordinating the execution of said application program on said

computation server.
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20.  The method as in claim 18, wherein said communicating step further includes

providing remote control of said computation server.

21.  The method as in claim 18, wherein said allocating step further includes

determining the operational requirements of said application program.

22. The method as in claim 21, wherein said allocating step further includes
matching said operational requirements with resources of said system and said

computation server.

23.  The method as in claim 22, wherein said allocating step further includes

determining said operational requirements that include at least one of:
operating system type;
memory size; and

processing speed.

24. A method for providing a mobile computing environment for a user on a
computing system using a computation server, said computation server being
connectable to remote storage and having a local computing environment, an

operating system, and a local storage, said computation server including:

communicating information of resources on said computation server
for allocation of execution location of an application program resident on said

computing system; and
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program when allocated to said computation server.

25.  The method as in claim 24, further including the step of providing remote
control of said server by said computing system by providing communication between

said server and said computing system.

26.  The method as in claim 25, wherein said monitoring step further includes
communicating with said remote storage for migrating said mobile computing
environment to said server for enabling the execution of said application program on

said server.

27.  The method as in claim 26, wherein said migrating step further includes:

mapping said mobile computing environment onto said local
computing environment using information transferred from said remote

storage being connected to said server;

receiving and translating in a file system in said operating system

requests for performing file operations on said local storage; and

monitoring and intercepting a request made to said file system for
operation on a file, said request being actuable by the execution of said
application and said file being stored on said remote storage being connected

to said server.,

28. A computer program product for providing a mobile computing environment

for a user, including;
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29.

being connectable to remote storage and having a local computing
environment, an operating system, and a local storage, said computer program

having:

computer readable program code means for providing an application

program,

computer readable program code means for invoking said application

program; and

computer readable program code means for allocating the execution
location of said application program when said application program is invoked
by including an intermediary between said application program and said

operating system.

The product in claim 28, further including computer readable program code

means for migrating said mobile computing environment to said system wherein said

mobile computing environment includes said application program.

30.

The product in claim 29, wherein said computer readable program code means

for migrating further includes;

computer readable program code means for mapping a user-interface
portion of said mobile computing environment onto said local computing
environment using information transferred from said remote storage being

connected to said system, said mapping being actuable by said user;
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a file system in said operating system requests for performing file operations

on said local storage; and

computer readable program code means for monitoring and
intercepting a request made to said file system for operation on a file, said
request being actuable by said mapped user-interface and said file being stored

on said remote storage being connected to said system.

31.  The product as in claim 28, wherein said computer readable program code
means for allocating further includes computer readable program code means for
communicating with a computation server to which said execution location is

allocable.

32. The product as in claim 31, wherein said computer readable program code
means for communicating further includes computer readable program code means
for monitoring and co-ordinating the execution of said application program on said

computation server.

33.  The product as in claim 31, wherein said computer readable program code
means for communicating further includes computer readable program code means

for providing remote control of said computation server.

34.  The product as in claim 31, wherein said computer readable program code
means for allocating further includes computer readable program code means for

determining the operational requirements of said application program.
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means for matching sald operauonal requirements with resources of said system and

said computation server.

36. The product as in claim 35, wherein said computer readable program code
means for allocating further includes computer readable program code means for

determining said operational requirements that include at least one of:
operating system type;
memory size; and

processing speed.

37. A computer program product for providing a mobile computing environment

for a user on a computing system, including:

a computer usable medium having computer readable program code
means embodied in said medium for causing said mobile computing
environment to be provided using a computation server, said computation
server being connectable to remote storage and having a local computing
environment, an operating system, and a local storage, said computer program

product having:

computer readable program code means for communicating
information of resources on said computation server for allocation of
execution location of an application program resident on said computing

system; and
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computation server.

38.  The product as in claim 37, further including computer readable program code
means for providing remote control of said server by said computing system by

providing communication between said server and said computing system.

39.  The product as in claim 38, wherein said computer readable program code
means for monitoring further includes computer readable program code means for
communicating with said remote storage for migrating said mobile computing
environment to said server for enabling the execution of said application program on

said server.

40.  The product as in claim 39, wherein said computer readable program code

means for migrating further includes:

computer readable program code means for mapping said mobile
computing environment onto said local computing environment using
information transferred from said remote storage being connected to said

server,

computer readable program code means for receiving and translating in
a file system in said operating system requests for performing file operations

on said local storage; and

computer readable program code means for monitoring and

intercepting a request made to said file system for operation on a file, said
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request being actuable by the execution of said application and said file being

stored on said remote storage being connected to said server



