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: . 1 METHOD AND SYSTEM FRP ONLINE PAYMENTS  FIELD OF INVENTION    The
present invention relates generally to methods systems and apparatus for
interacting with computers. More particularly, the invention relates to
making online payments utilizing such methods, systems and apparatus.  The
inventionhas been developed priorily primarily so allow a large number of
distributed users to interact with networked information via printed matter
and optied only sensors, thereby to obtain interactive printed matter on
demand via high-speed networked color printers. Although the invention has
largely be described herein with reference to this use, ic will be
appreciated that the invention is not limited to saw in this ways
CO-PENDING APPLICATIONS  Varkng method systems and apparatus relating in
the patent invention are disclosed in the following co- pending
applications filed by the applicant or assignee of the present invention
similaneously with the present  applications                



The disclosure of these co-pending applcations are incorporated herein by
cross-reference  BACKGROUND  A bill statemetn or invoice is commerly
received in paper form through the mail system. To make a  payment, a
payment section on the bill is typically filled in by hand and returned by
the biller by mail. Alternatively a bill may be paid using a telephone
payment system allowing payment by credit card, or other pre-arranged
payment method.  A bill may also  be paid by giving the biller authority to
directly debit a bank account for the full due amount on the due date.
Bill payment is also possible using online bill payment system or the
Internet, utilizing a conventional  screen and keyboard based computer and
Internet browser software.  OBJECT  It is an object of hte present
invention to combine advantages of paper based and online payments  SUMMARY
OF INVENTION  The present invention provides,in a first aspect, method to
enable a person to make a requested payment utilizing a bill printed onto a
surface, the bill including information relating to the requested payment,
the surface having coded data indicative of an identity of the bill and a
plurality of reference points of the bill, the method including the steps
of  causing the bill and coded data to be printed onto the surface
substantially simultaneously,     ..:..,; ~ - _ ' :,_.~_r .::, .:..  . ...
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.. ';'; ': " :'. '. :: . '.'_';.. v ~~~ !7l11; the . '~0. w . p . . ~Y .
tha . .. g  ~~~'t,~,-:.:v:~: laaa3~ opetat<rro wcTat3ve :Cv ~ .: ::.
~~:^~t'~8-:atiiig data based at least . all.:: . ~P... x :ou~:~4~1n
at'ieascva~r~c-oftiie ~ed::ia. g , 'tli~~iCi~iity!:t?~oo~and _. . . . ~' ~
. f~#"tt~',~ri~I~=~1's~;': sic least one  , ... ,.. , ~:. ntto~ ~W: tom
flue gtrn,p ' ctiao~i~sll~t'~ . ... . . . .. , . .... :  ___ ...  . . . .
. f~c aii3'a iiit3ablC~ p~qxmt~ . . . . . . :. .. . ~"~:~:'~spxt;
t>~'~eittlGq'piravi~~s:~'t0:~lb'~:ipasoii to maloe a ~1~Y...,~8~=6111
.cato~.~'bft~ ~Iei .. itdatiag to 10 lhtz~ea~Od-paya~eat,~~;e
tai.'f"-trccftaYnig r..~i~d' daial~ddioatiire"d~aa~idc.tif. . il i&o ~1a~
of a plurality ol~c'p~iau' bf tha ''bill;'~s ~'in~feflies tteps bf ' . ..,
_ . .. .. ~ . ''~:.:'   iao~v~i~~p,a camr syst~t; avra~t lra~ tic &li . . .
' ' . ~caas~se to the ) tlt~:tiill to be.piiitto~otito.tF~ o~tfa~be;..
r~ei~g. is tfto ~m~tx system, iitdic~t~uig dsta'~rOia a uxaini~~de'vicx,
theindicatlng 15 data indic,~t~~te of both as identity of the bliI
at~n~po~Hoa of the s~'tyddvic~.rteh~ti~re to the b111) tt~e sensing
dt~(ice: vilhen ~laad operstiveiy r~ti~re~toWe~bill,.garaxti~gW W$ data
based at !cast psrbi~illy~oa'~asing at least some of the coiie~~'ia tile
vl~cinityofth't= pt~ltioa; sad ' I 'L :_.... id~ia~mg; ~ the ~utor.s~cE~
~nd.fro~ thoWi~g data:~atttagt'a~ne parameter - relating to thG yeqttested
paymeaat, dxe.a~t.least O~.pann~CaWl~cted fi~ttse.graup ootnpaisiag m _
20~actl,p~pe;ti~'~stl~a~b~e,~,ia~~e~ . ~ ,.._.__..._._._..__-.__-_...._.
_.____ Pt~f~tiily; at'bcast ooe y'hehtit<g'Itt~'t~ y Pdy~cat'~' a~oclated
with at !cast sae mtie of the bill and is which the ttrdtod Iachzdes
identifying, is the computer system and firm the soae relative to which the
wing device is located) aid at least one parameter. . Preferably the method
fmet>a:r includes rxdvlng, la the system) data cegaCding 25 movement of the
easing device nclativ~e to the bbl, the sensing device crag tts movement
relative to the bill nrmg at least same of the coded data. Pceefetably alas
the method hxludes ldcntlfyiag, in they system std from the move bob
at:~lst partially ~rith9n ai Ieast one ume, at Ie:at oat of tire requested
payment. hs a tltiiti aap~x, the invention provldea tt method to enable a
pacsan to mabc a reqaesGod 30 payment ' '' ' ~ a bfU prlatod onto a
sacfaee, tha bill iaclndIng iaformstiva retatiag to tlso requested
~paytmeat; the .s~a~face bavIng coded data i~ldicatlve of at least vase.
pa~t~er of the ~1P~Yt~t the at least ~oaa parartcter eeloctcd fpm the groap
co~cisiag an actfoa paramder and a variable param~a) tl~e method
I~cclu~d-ing the'tbepa oh caua~ the bill ~md the coded data to be painted
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~ti~tipu~e~ay~t~rit;;.aaia tiom~:a'~cetzs'iag.dcvica iegai~iiig:af ~~t:otse
.__ parameter W d: ~grig,.movt :~''ttt~i' sensing device isIative to the
Bill;: t~' iig'~dcirica) when moved rbla'ttv~::~t~ :tlte.:bill)
genctatlri$ahe dat& regarding said at leust:iHto:~ using at least soaoe of
flit;: ~~: ~~od :data and sul~ta,at1~11y aimaltanEOUSIp generating tire
~ac4:aiding Its own ' S movement ~litli'tGaitit~'blll; and . .
iatapi~igr~a'the'~ tyatem, said anvemeat of the ceasialgi~e~at ii reLtes to
raid at least onepur. ~~ ' . . _ Ip.~ ~~tih aapoct,'i~d ~nveuiioti proridcs
a method to enable ii .to malae a czquested paytnmt.""' .' a bill
~txdtlomoo a outface, the bill icludlngr3afctbn t~eZadng tok~. 



10 the requested psijiat~bt:'tha:urfa~'b~vf~tg:ooded data mdi~cuive of at
least omagof tho raltxated payme~ the sd leant om; puameta saiectcd from
tlm groap ooan actiau parameter and a va~h~ p:rametrx, the method including
the steps of receiving, fn r'~ntter system, a r~qaaat for tlro bill:
causing. In tarpanso to the t~oqu~t, tlic bill to be printed onto the
srnfaoe; 15 receiving, in the computer syabaoa, data fmtt~ a sensing device
regarding Bald at least one parameter and regarding movement of the teasing
dwice reladYC to the bill, the sensing d~,wioe) when moved relative to the
bill, gauradng the data regarding said at toast one parameE~r using at ..
least some of t>~e coded dun and substantially amultatteously grneradag
the~data regacdit~g its own movement relative to tbo bill; uid __ .. 2~
Wig. ~ t~ sYs~.. ~d ~vement of the sensing device a: it relates w said at
least one pacamaec - _ 1n a fdlh,sapect, ttbe inv~iam provides a memod tv
otvablo a person to a~alm a eeg~od . payment uttli~g~.a plxycical object
including a bill and coded data, the 61l1 factc~dlrlg iafo~rmada~n relating
to the cnque~tad paymcut, the ~d~Od data indicadvo of an ldatdty of the
btfi, tho mahod 25 iaatuding the:t~u'oi providing: th~c person with.tlre
bill; . ...~., z~elvbp~, i~i:a.c~at~ :dtacat irorn a ses~g d~ ~ ~ Y of the
person, and reg~~tl~ td~dty, oytl~asl~l, the satsEug device ing tlsv daft
tega~iug the identity of tho partner, scud g~er~tg'ttte ~iets'iittg'the
ideudty of tho bill aslng a leant aomo 30 of the coded lout::~d. . .
idd~~'~tli~y'3y.a'n'd-th~ddta~'t~atdin8 t!~'ia~Qty'oltl~'n and the identity
of tlie.6I11, the'f~s~s~ ~ay~oabat. .__ r , '... .. ... ' .....: . ... . '~
N- . .. . _   :...;:..:.::.::: .. .. .~. . . ..; .., .;:::.....~ ~
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__ . ~~-~~ ~~ ~ ~ 2 4 NOU 2003 _. '1'ji>rfetably the coded data is
als~ti:airdi~ttv~e ~of at least otl~..p~ametec of the reqaestod paymcttt;
:and the method inclodes~ rxei'vuig: i~~_tticsv computer ~statn, indicating
data from the scasing device iegatding said at IGast.~aaic-p"vf the
requested: pay~t) the sensing device sensing t>ie indieathtg data using it~
.lea~st'~tomew.cif the codod data. ProfCtably also, the method includes
roctiving) in the c~aqsutar'aystryd~:'~oiu tHie saasincg devix regazd~g
movemottt of the aensiug de~eix ~etative oo the blll:'thc"ig'd~vics
generati~'~data regudmg its own tnovcmeat.retative to tha 6i14 . .
Prafcntbly, is nay Qf these. aspoct~) Wp't~ait~otex is as aotion.ps~ter of
tho talaested .,YvnJ.~ ~'S'~p:Rtr 11JG ~ itt~at~t~ ~~ ~1 olOt~':~"t~sp~t ~
tlZC 10 action-~. Peefecably flue action ~ of :ehe tbqueatLs seieaed from
the croup eompdaing tnqttestlttg that payment be ma,dt, specifying a
Pap~or~t arbouat or trsaatag the bill to an aigmad start. 1n a sixth
aspoct, the iavaition pmvides.a a~at~em to enable d pctson t0 mike a
reqaestod payment utiliriag a trill printed onto a aacfaco) tfio bill
including information. relatistg to the 15 trqaested payment. the eutfico
having codod data indicative of an identity of the bill and of a plurality
of tafrreaee points.of the 611t, the system including a coaoputa ryctem
which: -'caascs tho bill and the coded data to be printod onto tho stufacc
substaa~aliy tim~utcaaeottstr. ..__._-- 2~ ' ~~ ~~$ ~ ~ a ~8 ~~. tho
indicating data indiaativo of both as identity of the bill and a position
of the soasiag doyice telative to the bill, the . sensing device vv>xn
placed apas~iv~lY rblative to the 6t11, gas>aadng the indicating data baacd
at leant partially ott :caning at knit sonic of the coded data in the
vicinity of the positivo; at~d ldmtifia, from tho 'mdic~tm$ data, at.lcast
one peramaer relating to the requested Payment, tho at least one par~a~
ietet~d fimn the grasp ~rislng- an action ~a~x sad a variable paramctoc. ,
. . . is a~~~eeventh aspoa, the invention provide ~;ato arable a:pctsoo o
a~~ke a payi>xm 'attliziag a bill printed oetto a~tcf~ee:. tticc bill
iricl~r'dg~rmation mIatlag to 30. the mqu~v~" ~ a~a having
codesd'indicatlvc of as idetttitj~.af the bill and of a pitu~atity'oi'~c
polatrof therb3n, tlft'tyc33i~"ttdiiig ' . ' a sYscca~ which: receives a
ttxluest far tho bill;; causes, is trspoase to the ceqtses4 the hall.to be
prituod onto the surface; 35 taoeivcs Indicating data from a ~asiy ilGVicc,
the itidicatiag~data indicatlvc of both an. Identity of the bill and a
position of the seizsitig device rolative to the bill) the sensing ._
y.':.~::. _y. ~E'NpEA/ UHEC::. ~ :~:..:.,:y':::.:.:.:.~:~~.~::..~~~ ~. ~ ,
.. . . .. .. 
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wheuvplaoeit:opeca'tively reladv~e:io~flie.ll;gar~tui~:tl~'ln8icavtit~g
data based ac leaat'pait~ally do sensing at Least
somooftlsr~codcd~.d~(a~i~'tlcc: ~Yi~it~r:of theposition; and identifies,
fmm the indicating tiata~ at:~asto'u~pC~r~ia't3ag ~to the toquested
paymeixi" the at least one parametrx stlrt~vi3m"~~ou~'o~si~tiamg an action
pa~ameta 5 antt'~ varirsble paramaaar. . . ~la:ait-~aspect) tI~ inveatlon
~:yav~~e tct..:wa' W to make a c~qu~soed yt'~iliz~g'a bt'll pdritod aatod
~e ~ tl~i-tiilfyc't~aan rr.mg to t~ ~:pa~hm~at, the surface laving ooaod'
el~ta:~dicxtive of-at ~:lcaat iiin~o pararncoer of the ....._... . .. . ~ '
._ :.. '.,:. i,.'1~. the at least one pm~ei from the yp:..siag an action
::. 10 pad uiid'~t'i~Idble parameter, flea ~ iacliidiag. a ~mptat~x system
which: ate tho bill and the cakd data to' be printed orna ~ the autface
sabstaatially dmuItaneoaaly~ recdves indicating data firm a tensing device.
rogud~iug Bald at least ono penme~x and 15 regarding movement of the
sensing device reIadve to the bill) the sensing device) whco moved reladve
to the bill) generating the indlc~tlng data: and ' Interprets mid movement
of the sez>Sieg devix as it relates to said at-Icast one paraaoeter.
Tn~<ointb aspax) the invention provides system to enablo a person to make a
. _ - ' reqtiested paynoeat t~tiIiring a bill ptiatad onto smfaea; tf~e
bill inclWdis;g information relating to 20 the roqaestcd.pa~at, the satfaoe
having coded data.iadica8ve of at least one'parame~ of the
roqaestod~paymart, the at least one paraaACta sctoaod~fcvm the grxtp coding
~aa a~ctioa _._ patdmeta sad ~ variable parameter) the system including a
comp~a~ tyabaa whidi: receives a request for the bill; , 2S ean:as, in
response to the roqnat, the bill to be printed onto tlo :tuface: indicating
data from a wing d~boa tt~rd~g~tcEid at~least one parameter and~6agmovrat~t
of the aoasing doviooviblat#va oo t6e bHI, tile :caslng device, when
mowe~i~fiice bo the.biu, 8~8~ydata: . . ..;,~.. :~3 ~tapo~ ~id.movematt of
the scd~vloe as ft'ivlafei~ to said at lean one 30: per. . . 1u * yfis~Ct,
tt~ tttveattoa provides a s~CaWibtd:'~'~~'a rdquated payment urii~
~~hyCivxf' objax incfiding et b111 ai~'x~do~'d~:"t~`. lag indornoadon
relating ~to g ~titid payment sad tfso coded data) indicative of tn
idtiiit~t~ ot` tlieS 611l. the system inolading 35 a co~u~ix aystcut for
t~ecei'ving from a sensing d~cvioo data.regaidiiig as ids:ndty of the
person sad : tt~fdeaiuy of the bill) , ttttd for idexttifying, from said
ttceS't~o~':data, tt~e c~equested .' ..... ~ ~ _ ::: . _.,
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NOU 2003 payment, the seusiitg dairioticiintaining the. dataizgardiag the
identity of the p~ and teasing the ... . data negaiding the idchti~y;~~tlne
bill using at least some of the coded data. Accordingly,,ttib.aenc
invention provides a system and a m~hod which utilizes one or mom forms
capable of ittotixcting with a computer system. Whilst the novel rnediod
and system of 5 the present inveudon may .6ii.us~ in conjunction with a
slngla computer. system, is a particularly prcfiemed form it is deaigii~:
i~ operaot, over a computer network, such: e~ tho Internet. Physically, tho
fc~ is cf la~sod on~ d modit of any aalrable aorucxune. Hroarever, in a
pmfrxred artangematt; ttse form la dl9paacd on sheet material atteh
as.paper or the tike which . . . . ~ the oodod data pcii~od.itti it ~d
which altowa kteraction with the oo~n~puter cysecm. Tbo coded . . ._ 10
data is detectable pceferabljl: but trot exclusively) atetaide the visible
spoctaam) thereby enabling it to be machino-readable but aubctandally
invltible to the human eye. Tho fncm may ttlao include visible mataiai
which prcwidCs inforrmtion to a nsa) such as the application or pufpose of
the forns, and which visible informadao may be regiatemd or comlate in
position with tho rolcvaat hidden coded data. 



The. system also includes a sensing device to convey data from the form to
the computer rystem, and in soma instances, to cantributc additional data.
Again. the sensing device may take a vuiety of forms bnt is preferably
compact and easily portablo. In a patdcuIady preferred arrangement, the
sensing dcvioo is coatgored as a pen which is designed to be able to
physically mark the form as well as to aekcdvely e~nabk the coded data from
the farm to be dead and .__ 20 transmitted to the eom K~ ay~c coded data
rhea provides ca~a~nl infomoadon, ooufi~md___ _ _ _.___ _. ._. _...:...
such that d(~y a user causes instrtudioas to be applied to the software
running on the copuoar system oe nawork. The nature of the interaction
bawom the form and the ceasing davix and the data that each contr~utes to
the compat~ tystcm may vary. 1n oaa arrangcmettt, the codod data on tho
form 25 is indicative of the id~dty of the form and of at kut ono rafa~eaaa
point oti that form. In another e>nbodhmeat, trio form iadttdes coded data
which is indicative of a parameter of the fozm, wh~rs~eas tho :onsing
device is apa~ive~to proviQe data rtg~ding its. own movement t~elative to
that foQn to .. t::~;; the coampu~x system ~0,With codod~data fmni ttre
form. In yet another anangr~neat. the form includes the codod data which at
least idenlifiea~ the form) and tho aatiiag device is designed to 30
provide, to the compt~x :y~Lem, d:ta bssod on thre form coded data, sad
also on data which identifies the user of tta d~iico. 1n a prcfemd
airmganeat, the cysoerir and method also ompIoys specially designdd
printers to print the _. r AhIII;ND~D ~EE.i :. .: ip~lk~J~ ~~:: ~:. ~.v .::
WO 00I72241 -4 PC'f/AU00/00518 2 4 NOV 2003 foam. Further these printers
constitute or form pair of the computer system and are designed to receive
data from the sensing device. As indicated above, the system and method of
the invention is ideally suited to operate over a network. In this
arrangement, the printers are fully integrated into the network and allow
for printing of the forms on demand and also for distributing of the forms
using a mixture of multicast and pointcast communication. protocols. 5
Accordingly, in a preferred form, the present invention provides methods
and systems which use a paper and pen based interface for a computer
system. This provides many significant benefits over traditional computer
systems. The advantage of paper is that it is widely used to display and
record information. Further, printed information is easier to read than
information displayed on a computer screen. Moreover, paper does not run on
batteries, can be read in bright light, or robustly accepts coffee spills
or the like and is portable and disposable. Furtheamore, the system allows
for hand-drawing and hand-writing to be captured which a0'ords greater
richness of expression than input via a computer keyboard and mouse. The
present invention therefore provides a novel system and method for enabling
the payment of a bill online making use of novel surface interlaces. .
BRIEF DESCRIPTION OF DRAWINGS 15 Preferred and other eanbodiments of the
invention will now be described, by way of non-limiting example only, with
reference to the accompanying drawings, in which: Figure 1 is a schematic
of a the relationship between a sample printed netpage and its online page
description; Figure 2 is a schematic view of a interaction between a
netpage pen, a netpage printer, a netpage page server, and a netpage
application server, Figure 3 illustrates a collection of netpage servers
and printers interconnected via a network; Figure 4 is a schematic view of
a high-level struchue of a printed netpage and ifs online page description;
Figure 5 is a plan view showing a sttuchue of a netpage tag; Figure 6 is a
plan view showing a relationship between a set of the tags shown iit Figure
5 and a field of view of a netpage sensing device in the form of a netpage
pen; 25 Figure 7 is a flowchart of a tag image processing and decoding
algorithm; Figure 8 is a perspective view of a netpage pen and its
associated tag-sensing field-of view cone; Figure 9 is a pelspoctivc
exploded view of the netpage pen shown in Figure 8; Figure 10 is a
schematic block diagram of a pen controller for the netpage pen shown in
Figures 8 and 9; Figure 11 is a perspootive view of a wall-mounted netpage
printer, 30 Figure 12 is a section through the length of the rtetpage
printer of Figure 11; Figrue 12a is an enlarged portion of Figure 12
showing a section of the duplexed print engines and glue wheel assembly,
Figure 13 is a detailed aiew of the ink cartridge) ink, air and glue paths,
and print engines of the netpage printer of Figures I1 and 12; Figure 14 is
a schematic block diagram of a printer controller for the netpage printer
shown in Figures 11 and 12; 35 Figure IS is a schematic block diagram of
duplexed print engine controllers and MemjetT" printheads associated with
the Printer' controller shown in Figure 14; Figure 16 is a schematic block
diagram of the print engine controller shown in Figures 14 and 15; Figure
17 is a perspective view of a single MemjetT~ printing element, as used in,
for example, the netpage painter of Figures 10 to 12; Figure i 8 is a
perspective view of a small part of an array of MemjetT"~ printing
elements;. Figure 19 is a series of perspective views illustrating the
operating cycle of the MemjetT' printing element shown in Figure 13; r   2
4 NOU 20d3 wo oon224i -5 Figure 20 is a perspective view ota short segment
of a pagewidth MemjetT~ printhead; Figure 21 is a schematic view of a user
class diagram; Figure 22 is a schematic view of a painter class diagram;
Figure 23 is a schematic view of a pen class diagram; rJ Figure 24 is a
schematic view of an application class diagram; 



Figure 25 is a schematic view of a document and page description class
diagram; Figure 26 is a schematic view of a document and page ownership
class diagram; Figure 27 is a schematic view of a terminal elemrnt
specialization class diagram; Figure 28 is a schematic view of a static
element specialization class diagram; ~ Figure 29 is a schematic view of a
hyperlink elemrnt class diagram; PCT/AU00/00518 Figure 30 is a schematic
view of a hyperlink element specialization class diagram; Figure 31 is a
schematic view of a hyperlinked group class diagram; Figure 32 is a
schematic view of a foam class diagram; ' Figure 33 is a schematic view of
a digital ink class diagram; 15 Figure 34 is a schematic view of a field
element specialization class diagram; Figure 35 is a schematic view of a
checkbox field class diagram; Figure 36 is a schematic view of a text field
class diagram; Figure 37 is a schematic view of a signature field class
diagram; Figure 38 is a flawchatt of an input processing algorithm; Figure
38a is a detailed flowchart of one step of the flowchart of Figure 38;
Figure 39 is a schematic view of a page server command elemrnt class
diagram; Figure 40 is a schematic view of a resource description class
diagram; Figure 41 is a schematic view of a favorites list class diagram;
Figure 42 is a schematic view of a history list class diagram; 25 Figure 43
is a schanatic view of a subscription delivery protocol; Figure 44 is a
schematic view of a hyperlink request class diagram; Figure 45 is a
schematic view of a hyperlink activation protocol; Figure 46 is a schematic
view of a form submission protocol; Figure 47 is a schematic view of a
commission payment protocol; Figure 48 is a schematic view of a set ofuser
interface flow document icons; Figure 49 is a scheanatic view of a set of
user interface page layout element icons; Figure 50 is a schematic view of
a bill payments class diagram; Figure 51 is a schematic view of a user
interface flow for a bill paymrnt; Figure 52 is a schematic view of a bill
frrnrt page; 35 Figure 53 is a schematic view of a bill payment method page
being the back page of the documrnt of figure 52; and Figure 54 is a
schematic view of a bill paymrnt receipt. DETAILED DESCRIPTION OF PREFERRED
AND OTHER EMBODIMENTS Note: MemjetT~ is a trade mark of Silverbrook
Research Pty Ltd, Australia. In the preferred embodiment) the invrntion is
configured to work with the netpage networked computer system, a detailed
overview of which follows. It will be appreciated that not every
implementation will necessarily embody all or even most of the specific
details and extrnsions discussed below in relation to the basic system.
However, the system is described in its most complete form to reduce the
need for external referrnce when attempting to   2 4 NOU 20fl3 WO 00I72241
PGT/AU00/00518 -6understand the context in which the preferred embodiments
and aspects of the present invention operate. In brief summary) the
preferred form of the netpage system employs a computer interface in the
form of a mapped surface) that is, a physical surface which contains
references to a map of the surface maintained in a computer system. The map
references can be queried by an appropriate sensing device. Depending upon
the specific ~J implementation) the map references may be encoded visibly
or invisibly, and defined in such a way that a local query on the mappod
surface yields an unambiguous map reference both within the map and among
different maps. The computer system can contain information about features
on the mapped surface, and such information can be retrieved based on map
references suppliod by a sensing device used with the mappod surface. The
information thus retrieved can take the form of actions which are initiated
by the computer system on behalf of the operator in response to the
operator's 0 interaction with the surface features. 1n its preferred form,
the netpage system relies on the production of, and human interaction with,
netpages. These are pages of text, graphics and images printed on ordinary
paper, but which work like interactive web pages. Information is encoded on
each page using ink which is substantially invisible to the unaided human
eye. The ink, however, and thereby the coded data, can be sensed by an
optically imaging pen and ttansznitted to the netpage system. 15 In the
preferred form) active buttons and hyperlinks on each page can be clicked
with the pen to request information from the network or to signal
preferences to a network server. In one embodiment) text written by hand on
a netpage is automatically recognized and converted to computer text in the
netpage system, allowing forms to be filled in. In other embodiments,
signatures recorded on a netpage are automatically verified, allowing
e-commerce transactions to be securely authorized. As illustrated in Figure
I ) a printed netpage 1 can represent a interactive form which can be
filled in by the user both physically, on the printed page) and
"electronically") via communication between the pen and the netpage system.
The example shows a "Request" form containing name and address fields and a
submit button. The netpage evmsists of graphic data 2 printed using visible
ink, and coded data 3 printed as a coliection of tags 4 using invisible
ink. The corresponding page description 5, stored on the netpage network)
describes the individual elements of the netpage. 25 In particular it
describes the type and spatial extent (zone) of each interactive element
(i.e. taxi field or button in the example), to allow the netpage system to
correctly interpret input via the netpage. The submit button 6, for
example, has a zone 7 which con~sponds to the spatial extent of the
corresponding graphic 8. As illustrated in Figure 2) the netpage pen 101 )
a preferred form of which is shown in Figures 8 and 9 and described in more
detail below, works in conjunction with a netpage printer 601) an
Internet-connected printing appli nce for home) office or mobile use. The
pen is wireless and communicates securely with the netpage printer via a
short-range radio link 9. .. . . The netpage printer 601, a preferred form
of which is shown in Figures 11 to 13 and described in more detail below)
is able to deliver, periodically or on demand, personalized newspapers,
magazines) catalogs) brochures and other publications, all printed at high
quality as interactive netpages. Unlike a personal computer, the netpage
printer is 35 an appliance which can be, for example, wall-mounted adjacent
to an area where the morning news is fu~st consumed, such as in a user's
kitchen, near a breakfast table, or near the household's point of departure
for the day. It also comes in tabletop) desktop, portable and miniature
versions. Netpages printed at their point of consumption combine the
ease-of use of paper with the timeliness and interactivity of an
interactive medium. As shown in Figure 2, the netpage pen l01 interacts
with the coded data on a printed netpage 1 and communicates, via a
short-range radio link 9, the interaction to a netpage printer. The printer
601 sends the interaction to the relevant netpage page server 10 for
interpretation. In appropriate circumstances) the page server sends a r.
2 4 NOU 2003 WO 00/7224I _7_ PCT/AU00/00518 corresponding message to
application computer software running on a netpage application server 13.
The application server may in turn send a response which is pointed on the
originating printer. The netpage system is made considerably more
convenient in the preferred embodiment by being used in conjunction with
high-spoed microelectromechanical system (MEMS) based inkjet (MemjetT"~)
Printers. In the preferred rJ' form of this technology, relatively
high-spoed snd high~uality printing is made more affordable to consumers.
In its preferred form, a netpage publication has the physical
characteristics of a traditional newsmagazine, such as a set of letter size
glossy pages printed in full color on both sides) bound together for easy
navigation and comfortable handling. The netpage printer exploits the
growing availability of broadband Internet access. Cable service is
available to 95% of households in the United States, and cable modem
service offering broadband Internet access is 10 already available to 20%
of these. The netpage printer can also operate with slower connections) but
with longer delivery times and lower image quality. Indeed, the netpage
system can be enabled using atisting consumer inkjet and laser printers,
although the system will operate more slowly and will therefore be less
acceptable from a consumer's point of view. In other embodiments) the
netpage system is hosted on a private intranet 1n still other embodiments,
the netpage system is hosted on a single computer or computer-enabled
device, such as a printer. 



15 Netpage publication servers 14 on the netpage network are configured to
deliver print-quality publications to netpage printers. Periodical
publications arc delivered automatically to subscribing netpage printers
via pointcasting and multicasting Internet protocols. Personalized
publications are filtered and formatted according to individual user
profiles. A netpage printer can be configured to support any number of
pens) and a pen can work with any number of netpage printers. In the
preferred implementation) each netpage pen has a unique identifier. A
household may have a collection of colored netpage pens, one assigned to
each member of the family. This allows each user to maintain a distinct
profile with respect to a netpage publication server or application server.
A netpagc pen can also 6e registered with a netpage registration server 11
and linked to one or more payment card accounts. This allows e-commerce
payments to be securely authorized using the netpage pen. The netpage
r~isbration server compares the signature captured by the netpage pen with
a previously registered signature) allowing it to authenticate the user's
identity to an e.commerce server. Other biometrics can also be used to
verify identity. A version of the netpage pen includes fingerprint
scanning) verified in a similar way by the netpage registration server.
Although a netpage painter may deliver periodicals such as the morning
newspaper without user intervention, it can be configraed never to deliver
unsolicitod junk mail. In its preferred form, it only delivers periodicals
3~ from subscribed or otherwise authorized sotuces. In this respect, the
netpage printer is unlike a fax machine or e-mail account which is visible
to any junk mailer who knows the telephone number or email address. 1
NETPAGE SYSTEM ARCHITECTURE Each object model is the system is described
using a Unified Modeling Language (UIvft.,) class diagram. A class diagram
consists of a set of object classes connected by relationships, and two
kinds of relationships are of interest 35 here: associations and
generalizations. An association represents some kind of relationship
between objects, i.e. between instances of classes. A generalization
relates actual classes, and can be understood in the following way: if a
class is thought of as the set of all objects of that class, and class A is
a generalization of class B, then B is simply a subset of A. The UML does
not directly support second-order modelling - i.e. classes of classes. Each
class is drawn as a rectangle labelled with the name of the class. It
contains a list of the attributes of the class) separated from the name by
a horizontal line) and a list of the operations of the class) separated
from the attribute list by a horizontal line. In the class diagrams which
follow, however) operations are never modelled. An association is drawn as
a line joining two classes, optionally labelled at either end with the
multiplicity   2 4 NOU 2003 WO 00I72241 -g_ PCT/AU00/00518 of the
association. The default multiplicity is one. An asterisk (') indicates a
multiplicity of "many", i.e. zero or more. Each association is optionally
labelled with its name, and is also optionaliy labelled at either end with
the role of the corresponding class. An open diamond indicates an
aggregation association ("is-part-of'), and is drawn at the aggregator end
of the association line. 5 A gateralization relationship ("is-a") is drawn
as a solid line joining two classes, with an aaow (in the form of an open
triangle) at the generalization end. When a class diagram is bmoken up into
multiple diagrams, any class which is duplicated is shown with a dashed
outline in all but the main diagtnm which defines it It is shown with
attributes only where it is defined. 1.1 NETPAGES Netpages are the
foundation on which a netpage network is built. They provide a paper-based
uses interface to published information and interactive services. A netpage
consists of a ptintod page (or other surface region) invisibly tagged with
references to an online descriptl.on of the page. The online page
description is maintained persistently by a netpage page server.,The page
description describes the visible layout and content of the page, including
text) graphics and images. It also describes the ~ 5 input elements on the
page, including buttons) hyperlinks, and input fields. A netpage allows
markings made with a netpage pen on its surface to be simultaneously
captured and processed by the netpage system. Multiple netpages can share
the same page description. However, to allow input through otherwise
identical pages to be distinguished) each netpage is assigned a unique page
identifier. This page 1D has sufficient precision to distinguish between a
very large number of netpages. 2O Each reference to the page description is
encodod in a printed tag. The tag identifies the unique page on which it
appears, and thereby indirectly identifies the page description.. The tag
also identifies its own position on the page. Characteristics of the tags
are described in more detail below. Tags are printed in infraredabsotptive
ink on any substrate which is infrafed-reflective, such as ordiiuuy papa.
Near-iafrarcd wavelengths are invisible to the human rye but are easily
sensed by a solid-state image sensor with 25 an appropriate filter. A tag
is sensed by an area image sensor in the netpage pen, and the tag day is
transmitted to the netpage system via the nearest netpage painter. The pen
is wireless and communicates with the netpage printer via a short-raage
radio link. Tags are sutHciently mall and densely arranged that the pen can
reliably image at least one tag even on a single click on the page. It is
important that the pen recognize the page 1D and position on every
interaction with the 30 page, since the interaction is stateless. Tags are
error-corredably encoded to make them partially tolerant to surface damage.
The netpage page server maintains a unique page instance for each printed
netpage, allowing it to maintain a distinct set of user-supplied values for
input fields in the page description for each printed netpage. The
relationship between the page description, the page instance) and the
printed netpage is shown in 35 Figure 4. The page instance is associated
with both the netpage printer which printed it and, if known, the netpage
uses who requested it 1.2 NETPAGE TAGS 1.2.1 Tag Data Content In a
preferred form, each tag identifies the region in which it appears, and the
location of that tag within the region. A tag may also contain flags which
relate to the region as a whole or to the tag, One or more flag bits may,
for cxarnple, signal a tag sensing device to provide feedback indicative of
a function associated with the immediate area of the tag) without the
sensing device having to refer to a description of the region A netpage pen
may, for example, w..  



2 4 Nov zoo3 WO 00I72241 _g_ PCT/AU00/00518 illuminate an "active area" LED
when in the zone of a hyperlink As will be more clearly atplained below) in
a preferred embodiment, each tag contains an easily recognized invariant
structure which aids initial detection, and which assists in minimizing the
eLTect of any warp induced by the surface or by the sensing process. The
tags preferably tile the entire page, and are sutHciently small and densely
rJ arranged that the pen can reliably image at least one tag even on a
single click on the page. It is important that the pen recognize the page
)D and position on every interaction with the page, since the interaction
is stateless. In a preferred embodiment, the region to which a iag refers
coincides with an entire page, and the region 1D encoded in the tag is
therefore synonymous with the page m of the page on which the tag appears.
1a other embodiments, the region to which a tag refers can be an arbitrary
subregion of a page or other surface. For example) it can coincide with the
zone of an interactive element, in which case the region ID can directly
identify the interactive element. Table 1 - Tag data FieldPrecision
(bits),Region !D100ag ID16lagsotal120 Each tag contains 120 bits of
information, typically allocated as shown in Table 1. Assurnirtg a maximum
tag density of 64 per square inch, a 16-bit tag )D supports a region size
of up to 1024 square inches. Larger regions can be mapped continuously
without increasing the tag m precision simply by using abutting regions and
maps. The 100-bil region ID allows 2r (-10~ or s million trillion trillion)
different regions to be uniquely identified. 1.2.2 Tag Data Encoding The
120 bits oC tag data are redundantly encoded using a (I5) 5) Reed-Solomon
code. This yields 360 20 encoded bits consisting of 6 codewords of IS 4-bit
symbols each. The (15, 5) code allows up to 5 symbol errors to be con~ected
per codev~nord, i.e, it is tolerant of a symbol error rate of up to 33% per
codeword. Each 4-bit symbol is represented in a spatially coherent way in
the tag) and the symbols of the six codavords are interleaved spatially
within the tag. This ensures that a burst error (an error affecting
multiple spatially adjacent bits) damages a minimum number of symbols
overall and a minimum number of symbols in any one codeword, 25 thus
maxinusing the likelihood flat the burst en~on can be fully corrected.
1.2.3 Physical Tag Structure The physical representation of the tag) shown
in Figure 5) includes fixed target structures 15) 16, 17 and variable data
areas 18. The fixed target structures allow a sensing device such as the
netpage pen to detect the tag and info its three-dimensional orientation
relative to the sensor. The data areas contain representations of the
individual bits 30 of the encoded tag data. To achieve proper tag
reproduction) the tag is rendered at a resolution of 256x256 dots. When
printed at I600 dots per inch this yields a tag with a diameter of about 4
mm. At this resolution the tag is designed to be surrounded by a "quiet
area" of radius 16 dots. Since the quiet area is also contributed by
adjacent tags, it only adds 16 dots to the effective diameter of the tag.
35 The tag includes six target structures. A detection ring I S allows the
sensing device to initially detect the tag. The ring is easy to detect
because it i.s rotationally invariant and because a simple connection of
its aspect ratio removes most of the efFects of perspective distortion. An
orientation axis 16 allows the sensing device to determine the    2 4 NOU
2003 WO 00/72241 -10 PCT/AU00/00518 approximate planar orientation of the
tag due to the yaw of the sensor. The orientation axis is skewed to yield a
unique orientation. Four perspective targets 17 allow the sensing device to
infer an accurate two-dimensional perspective transform of the tag and
hence an accurate three-dimeatsiona( position and orientation of the tag
relative to the sensor. All target structures are redundantly large to
improve their immunity to noise. 5 The overall tag shape is circular. This
supports, amongst other things, optimal tag packing on an irregular
triangular grid. In combination with the circular detection ring, this
makes a circular arrangement of data bits within the tag optimal. To
maximisa its size, each data bit is represented by a radial wedge in the
form of an area bounded by two radial lines and two concentric circular
arcs. Each wedge has a minimum dimension of 8 dots at 1600 dpi and is
designed so that its base (its inner arc), is at least equal to this
minimum dimension. The height of the wedge in the radial direction is
always oqual to the minimum dimwsion. Each 4-bit data symbol is represented
by an array of 2x2 wedges. The 15 4-bit data symbols of each of the six
codewords are allocated to the four concentric symbol rings 18a to 18d in
interleaved fashion. Symbols are allocated alternately in circular
progression around the tag. ' The interleaving is designed to maximise the
average spatial distance between any two symbols of the same 15 codeword.
In order to support "single-click" iatesaction with a tagged region via a
sensing device, the sensing device must be able to see at least one entire
tag in its field of view no matter where in the region or at what
orientation it is positioned. The required diameter of the field of view of
the sensing device is therefore a function of the size and spacing of the
tags. Assuming a circular tsg shape, the minimum diameter of the sensor
field of view is obtainod when the tags are tiled on a equilateral
triangular grid, as shown is Figure 6. 1.2.4 Tag Image Processing and
Decoding The tag image processing and decoding performed by a sensing
device such as the netpage pen is shown in Figure 7. While a captured image
is being acquired from the image sensor, the dynamic range of the image is
25 determined (at 20). The center of the range is they chosen as the binary
threshold for the image 21. The image is then thresholded and segmented
into connected pixel regions (i.e. shapes 23) {at 22). Shapes which are too
small to represent tag target strrtctttres are discarded. The size and
centroid of each shape is also computed. Binary shape moments 25 are then
computed (at 24) for each shape) and these provide the basis for
subsequently locating target structures. Caitral shape moments are by their
nature invariant of position) and can be 30 easi>ty made invariant of
scale) aspect ratio and rotation. The ring target structure I S is the
first to be located (at 26). A ring has the advantage of being very well
behaved when perspective~istorted. Matching proceeds by aspect-normalizing
and rotation normalizing each shape's moments. Once its second-order
moments are normalized the ring is easy to recognize even if the
perspective distortion was significant. The ring's original aspect and
rotation 27 together provide a useful approximation of the perspective 35
transform. The axis target structure 16 is the next to be located (at 28).
Matching proceeds by applying the ring's norroalizations to each shape's
moments, and rotation-normalizing the resulting moments. Once its
second-order moments are normalized the axis target is easily recognized.
Note that one third order moment is required to disambiguate the two
possible orientations of the axis. The shape is deliberately skewed to one
side to make this possible. Note also that it is only possible to
rotation-normalize the axis target after it has had the ring's
normalizations applied, sir_ce the perspective distortion can hide the axis
target's axis. The axis target's original rotation provides a useful
approximation of the tag's rotation due to pen yaw 29. .   2 4 NOU 2003 WO
00I72241 PCT/AU00/00518 -11 The four perspective target structures 17 are
the last to be located (at 30). Good estimates of their positions 



are computed based on their known spatial relationships to the ring and
axis targets, the aspect and rotation of the ring, and the rotation of the
axis. Matching proceeds by applying the ring's normalizations to each
shape's moments. Once their second-order moments are normalized the
circular perspective targets are easy to recognize, and the target closest
to each estimated position is taken as a match. The original centroids of
the four perspective targets are then taken to be the perspective-distorted
corners 31 of a square of known size in tag space, and an eight-degree-of
freedom perspective transform 33 is inferred (at 32) based on solving the
well-understood equations relating the four tag-space and imagespace point
pairs (see Heckbert, P., Fundamentals of Texture Mapping and hnage Warping,
Masters Thesis, Dept. of EECS, U. of California at Berkeley) Tectutical
Report No. UCB/CSD 89I516, June 1989, the contents of which are herein
incorporated by cross-reference). The inferred tag-space to image-space
perspective transform is used to project (at 36) each known data bit
position in tag space into image space where the real-valued position is
used to bilinearly interpolate (at 36) the four relevant adjacent pixels in
the input image. The previously computed image threshold 21 is used to
threshold the result to produce the final bit value 37. 15 Once all 360
data bits 37 have been obtained in this way, each of the six 60-bit
Reed-Solomon codewords is decoded (at 38) to yield 20 decoded bits 39, or
120 decoded bits in total. Note that the codeword symbols are sampled in
codeword order) so that codewords are implicitly de-interleaved during the
sampling process. The ring target 15 is only sought in a subarea of the
image whose relationship to the image guarantees that the ring, if found)
is part of a complete tag. If a complete tag is not found and successfully
decoded, they no pen position 20 is recorded for the current frame. Given
adequate processing power and ideally a non-minimal field of view 193) an
alternative strategy involves seeking another tag in the current image. The
obtained tag data indicates the identity of the region containing the tag
and the position of the tag within the r~egioa An accurate position 35.of
the.pen.nib.in-the region) as well as the. overall orientation 35 of the
pen, is then inferred (at 34) from the perspective transform 33 observed on
the tag and the known spatial relationship between 25 the pen's physical
axis and the pen's optical axis. 12.5 Tag Map Decoding a tag results in a
region )D) a tag )D, and a tag-relative pen transform. Before the tag m and
the tag-relative pen location can be translated into an absolute location
within the tagged region, the location of the tag within the region must be
known. This is given by a tag map, a function which maps each tag )D in a
tagged region to a 3t7 corresponding location. The tag map class diagram is
shown in Figure 22, as part of the netpage printer class diagram. A tag map
reflects the scheme used to tile the surface region with tags, and this can
vary according to surface type. When multiple lagged regions share the same
tiling scheme and the same tag numberipg scheme, they.can also share the
same tag map. The tag map for a region must be retrievable via the region
1D. Thus, given a region )D, a tag 1D and a pen 3rJ transfoan, the tag map
can be retrieved, the tag )D can be translated into an absolute tag
location within the region, and the tag-relative pen location can be added
to the tag location to yield an absolute pen location within the region.
1.2.6 Tagging Schemes Two distinct surface coding schemes are oC interest,
both of which use the tag structure described earlier in this section. The
preferred coding scheme uses "location-indicating" tags as already
discussed. An alternative coding ~ scheme uses object-indicating tags. A
location-indicating tag contains a tag )D which, when translated through
the tag map associated with the tagged region) yields a unique tag location
within the region. The tag-relative location of the pen is added to this
tag   2 ~+ NOV 2003 WO 00I72241 -12 PCT/AU00/00518 location to yield the
location of the pen within the region. 'Ibis in turn is used to determine
the location of the pen relative to a user interface element in the page
description associated with the region. Not only is the user interlace
element itself identified, but a location relative to the user interface
element is identified. Location-indicating tags therefore trivially support
the capture of an absolute pen path in the zone of a particular user
interface element. 'rJ An object-indicating tag contains a tag I17 which
directly identifies a user interface element in the page description
associated with the region. All the tags in the zone of the user interface
eleme~at identify the user interface eleutettt, making them all identical
and therefore indistinguishable. Object-indicating tags do not, therefore,
support the capture of an absolute pen path. They do) however, support the
capture of a relative pen path. So long as the position sampling 6requency
exceeds twice the encountered tag frequency) the displacement tmm one
sampled pen position to the 10 next within a stroke can be unambiguously
determined. With either tagging scheme, the tags function in cooperation
with associated visual elements on the netpage as user interactive elements
in that a user can interact with the printed page using an appropriate
sensing device in order fauc tag data to be mad by the sensing device and
fob an appropriate response to be generated in the netpage system. 1.3
DOCUMENT AND PAGE DESCRIPTIONS 15 A preferred embodiment of a document and
page description class diagram is shown in Figures 25 and 26. 1n the
netpage system a document is described at three levels. At the most
abstract level the document 836 has a hierarchical stnlcttffe whose
terminal elements 839 are associated with content objects 840 such as text
objects) tart style objects, image objects, etc. Once the document is
printed on a printer with a particular page size and according to a
particular user's scale factor preference, the document is paginated and
otherwise formatted. Formatted terminal 20 elements 835 will in some cases
be associated with content objects which are different from those
associated with their corresponding terminal elements) particularly where
the content objects are stylo-related. Each printed instance of a document
and page is also described separately) to allow input captured through a
particular page instance 830 to be recorded separately from input-caphrred
through other-instances ~of the same-page de,~riPtion:-..- _--_ .. The
presence of the most abstract document description on the page server
allows a user to request a copy of 25 a document without being forced to
accept the source document's specific format. The user tray be requesting a
copy through a printer with a different page size, for example. Conversely,
the presence of the formatted document description on the page server
allows the page server to effrciently interpret user actions on a
particular printed page. A formatted document 834 consists of a set of
formatted page descriptions 5, each of which consists oC a set of
fasm,atted terminal eleme~ats 835. Each formatted element has a spatial
extent ouc zone 58 on the page. This defines the 30 active area of input
elements such as hyperlinks and input fields. A document instance 831
corresponds to a formatted document 834. It consists of a set of page
instances 830, each of which corrraponds to a page description 5 of the
formatted document. Each page instance 830 describes a single unique
printed netpage 1, and records the page )D 50 of the netpage. A page
instance is not part of a document instance if it teptesatts a copy of a
page requested in isolation. 35 A page instance consists of a set of
terminal element instances 832. An element instance only exists if it
records instance-specific information. Thus, a hyperlink instance exists
for a hyperlink element because it records a transaction 1D 55 which is
specific to the page instance, and a field instance exists for a field
element because it records input specific to the page instance. An element
instance does not exist, however, for static elements such as texttlows. A
terminal element can be a static element 843, a hyperlink element 844) a
field element 845 or a page 40 server command element 846) as shown in
Figure 27. A static element 843 can be a style element 847 with an
associated style object 854) a textflow element 848 with an associated
styled text object~855) an image element 849 with an associated image
elesrtent 856, a graphic element 850 with an associated graphic object 857,
a video clip element 851 
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object 858) an audio clip element 852 with an associated audio clip object
859, or a script element 853 with an associated script object 860, as shown
in Figure 28. A page instance has a background field 833 which is used to
record any digital ink captured on the page which does not apply to a
specific input element. 5 In the prefeaed form of the invention, a tag map
811 is associated with each page instance to allow tags on the page to be
translated into locations on the page. 1.4 THE NETPAGE NETWORK In a
preferred embodiment, a netpage network consists of a distributed set of
netpage page servers 10) netpage registration servers 11) netpage )D
servers 12, netpage application servers 13, netpage publication servers 14,
and netpage printers 601 connected via a network 19 such as the Internet,
as shown in Figure 3. The netpage registration server 11 is a server which
records relationships between users, pens, printers, applications and
publications, and thereby authorizes various network activities. It
authenticates users and acts as a signing proxy on behalf of authenticated
users in application transactions. It also provides handwriting recognition
services. As described above, a netpage page server 10 maintains persistent
information about page descriptions and 15 page instances. The netpage
network includes any number of page servers) each handling a subset oC page
instances. Since a page server also maintains user input values for each
page instance) clients such as netpage printers send netpage input directly
to the appropriate page server. The page server interprets any such input
relative to the description of the corresponding page. A netpage )D server
12 allocates document IDs 51 on demand) and provides load-balancing of page
servers 20 via its >D allocation scheme. A netpage printer uses the
Internet Distributed Name System (DNS), or similar, to resolve a netpage
page )D 50 into the network address of the netpage page server handling the
corresponding page instance. A netpage application server 13 is a server
which hosts interactive netpage applications. A netpage publication server
14 is an application server which publishes netpage documents to netpage
printers. They are 25 deaaibod in detail in Section 2. Netpage servers can
be hosted on a variety of network server platforms from manufacturers such
as IBM, Hewlett Packard, and Sun. Multiple netpage servers can run
concurrently an a single host, and a single server can be distributed over
a number of hosts. Some or all of the functionality provided by netpage
servers, and in particular the fimctionality provided by the ID server and
the page server, can also be provided directly in a netpage appliance such
as 30 a netpage printer, in a computer workstation, or on a local network
1.5 THE NETPAOE PRINTER The netpage printer 601 is an appliance which is
registered with the netpage system and prints netpage documents on demand
and via subscription. Each printer has a unique printer ID 62, and is
connected to the netpage network via a network such as the Internet,
ideally via a broadband connection 35 Apart from identity and security
settings in non-volatile memory, the netpage printer contains no persistent
storage. As far as a user is concerned, "the network is the computer".
Netpages function interactively across space and time with the help of the
distributed netpage page servers 10, independently of particular netpage
printers. The netpage printer receives subscribed netpage documents from
netpage publication servers 14. Each document is distributed in two parts:
the page layouts) and the actual text end image objects which populate the
pages. 40 Because of personalization, page layouts are typically specific
to a particular subscriber and so are pointcast to the subscriber's printer
via the appropriate page server. Text and image objects, on the otherhand,
are typically shared with other subscribers, and so are multicast to all
subscribers' printers and the appropriate page servers. i   2 6 NOU 2003 wo
oonzz4l -14 PGT/AU00/00518 The netpage publication serves optimizes the
segmentation of document content into pointcasts and multicasts. After
receiving the pointcast of a document's page layouts) the painter knows
which multicasts, if any) to listen to. Once the printer has received the
complete page layouts and objects that define the document to be painted, 5
it can print the document. The printer tasterizes and prints odd and even
pages simultaneously on both sides of the sheet. 1t contains duplexod print
engine controllers 760 and print engines utilizing MemjetT" printheads 350
for this purpose. The printing process consists of two decoupled stages:
rasteciTStion of page descriptions, and expansion and printing of page
images. The raster image processor (RIP) consists of one or more standard
DSPs 757 running in parallel. The duplexed print engine controUeas consist
of custom processors which expand, dither and print page images in real
time) synchronized with the operation of the printheads in the paint
engines. Printers not enablod for IR printing have the option to print tags
using 1R-absorptive black ink, although this restricts tags to otherwise
empty areas of the page. Although such pages have more limited
functionality than IR-priated pages) they are still classed as netpages. 15
A normal netpage printer prints netpages on sheets of paper. More
specialised netpage printers may print onto more specialised surfaces, such
as globes. Each printer supports at least one surface type, and supports at
least one tag tiling scheme, and hence tag snap) for each surface type. The
tag map 811 which describes the tag tiling scheme actually used to print a
document becomes associated with that document so that the document's tags
can be correctly interpreted. 20 Figure 2 shows the netpage printer class
diagram, reflecting printer-related information maintained by a
registration server 11 on the netpage network. A preferred embodiment of
the netpage printer is described in greater detail in Section 6 below, with
-__._._. _ _.._-___._ __._.__.___ _ -____. _______.____.___ reference to
Figures 11 to 16. 1.5.1 MemJet"" Prjtttheads 2 'rJ The netpage system can
operate using printers made with a wide range of digital printing
technologies, including thermal inkjet, piezoelectric inkjet) laser
electrophotographic, and others. However) for wide consumer acceptance) it
is desirable that a netpage printer have the following characteristics:
photographic quality color printing  ~~ q~h' ~ Printing 30  high
reliability  low printer cost  low ink cost  low paper cost  simple
operation 35  nearly silent printing  ~Bh P~'~~g ~  simultaneous double
sided painting  compact form factor  low power consumption 



No commercially available printing technology has all of these
characteristics. To enable to production of printers with these
characteristics, the present applicant has invented a new print technology)
referred to as MemjetrN technology. MemjetTN is a drop-on-demand inkjet
technology that incorporates   2 G NOV 2003 WO 00/7224I -15 PGT/AU00/00518
pagewidth printheads fabricated using microelectromechanical systems (MEMS)
technology. Figure l7 shows a single printing element 300 of a Memjeti~
printhead The netpage wallprinter incorporates 168960 printing elements 300
to form a 1600 dpi pagewidth duplex pointer. This printer simultaneously
prints cyan, magenta) yellow) black, and infrared inks as well as paper
conditioner and ink fixative. rJ The printing element 300 is approximately
110 microns long by 32 microns wide. Arrays of these printing elements are
formed oa a silicon substrate 301 that incorporates CMOS logic, data
transfer, timing, and drive circuits (not shown). Major elements of the
printing element 300 are the noale 302, the naale rim 303) the noale
chamber 304, the fluidic seal 305) the ink channel rim 306, the levees arm
307, the active actuator beam pair 308, the passive actuator beam pair 309)
the active actuator anchor 310) the passive actuator anchor 311 ) and the
ink inlet 312. The active actuator beam pair 308 is mechanically joined to
the passive actuator beam pair 309 at the join 319. Both beams pairs are
anchored at their respective anchor points 310 and 311. The combination of
elements 308, 309) 310, 311 ) and 319 form a cantilevered electrothermal
bend actuator 320. Figure 18 shows a small part of an array of printing
elements 300, including a cross section 315 of a ~ 5 printing element 300.
The cmss section 315 is shown without ink, to clearly show the ink inlet
312 that passes through the silicon wafer 301. Figures 19(a), 19(b) and
19(c) show the operating cycle of a MemjetT~ printing element 300. Figure
19(a) shows the quiescent position of the ink meniscus 316 prior to
printing an ink droplet. Ink is retained in the noale chamber by surface
tension at the ink meniscus 316 and at the lluidic seal 305 formed between
the noale chamber 304 and the ink channel rim 306. While printing) the
printhead CMOS circuitry distributes data from the print engine controller
to the correct printing element, latches the data) and buffers the data to
drive the electtndes 318 of the active actuator beam pair 308. This causes
an electrical .current to pass through . the beam pair 308 .for .about one
microsecond; -resulting in Joule heating. The temperature increase
resulting from Joule heating causes the beam pair 308 to expand. As the
passive 25 actuator beam pair 309 is not heated, it does not expand)
resulting in a stress difference between the two beam pairs. This stress
difference is partially resolved by the cantilevered end of the
electrothermal bend acdrator 320 bending towards the substrate 301. The
lever arm 307 transmits this movement to the noale chamber 304. The noale
chamber 304 moves about two microns to the position shown in Figure 19(b).
This increases the ink pressure, forcing ink 321 out of the noale 302) and
causing the ink meniscus 3i6 to bulge. The noale rim 303 prevents the ink
meniscus 316 from spreading across the surface of the nozzle chamber 304.
As the tempasture of the beam pairs 308 and 309 equalizes) the actuator 320
rrturns to its original position. This aids in the break-off of the ink
droplet 3I7 from the ink 321 in the. nozzle chamber) es shown in Figure i
9(c). The noale chamber is refilled by the action of the surface tension at
the meniscus 316. Figure 20 shows a segment of a printhead 350. In a
netpage printer) the length of the ptinthead is the full 35 width of the
paper (typically 210 mm) in the direction 351. The segment shown is 0.4 mm
long (about 0.2% of a complete ptinthead). When printing, the paper is
moved past the fixed printhead in the direction 352. The printhead has 6
rows of interdigitated printing elements 300, printing the six colors or
types of ink supplied by the ink inlets 3 l2. To protect the fragile
surface of the printhead during operation, a noale guard wafer 330 is
attached to the printhead substrate 30l. For each nozzle 302 there is a
corresponding nozzle guard hole 331 through which the ink 40 droplets are
fired. To prevent the nozzle guard holes 331 from becoming blocked by paper
fibers or other debris, filtered air is pumped through the air inlets 332
and out of the nozzle guard holes during printing. To prevent ink 321 from
drying, the nozzle guard is sealed while the printer is idle.   2 4 NOU
2003 WO 00I72241 -16 Pt'T/AU00/00518 1.6 The Netpage Pen The active sensing
device of the netpage system is typically a pen 101, which) using its
embedded controller 134) is able to capture and decode IR position tags
from a page via an image sensor. The image sensor is a solid~tate device
provided with an appropriate filter to permit sensing at only near-infrared
wavelengths. As described in more rJ detail below, the system is able to
sense when the nib is in contact with the surface) and the pen is able to
sense tags at a sufficient rate to capture human handwriting (i.e. at 200
dpi or greater and 100 Hz or faster). Information captured by the pen is
encrypted and wirelessly transmitted to the printer (or base station), the
printer or base station intespretitrg the data with respect to the (known)
page structure. The preferred embodiment of the nctpage pen operates both
as a normal marking ink pen and as a non~ marking stylus. The marking
aspect, however, is not necessary for using the netpage system as a
browsing system, such as when it is used as an Internet interface. Each
netpage pen is registered with the netpage system and has a unique pen LD
61. Figure 23 shows the netpage pert class diagram) reflecting pen-related
information maintained by a registration server 11 on the netpage network.
When either nib is in contact with a netpage) the pen determines its
position and orientation relative to the 15 page. The nib is attached to a
forrx sensor, and the force on the nib is interpreted relative to a
threshold to indicate whether the pen is `~rp" or "down". This allows a
interactive element on the page to be `clicked' by pressing with the pea
nib, in order to request, say, information from a network Furthermore, the
fomx is captured as a continuous value to allow) say) the full dynamics of
a signature to be yeti&ed. 



The pen determines the position and orientation of its nib on the netpage
by imaging, in the inured ~ spatrum, an area 193 of the page in the
vicinity of the nib. It decodes the nearest tag and computes the position
of the nib relative to the tag from the observed perspddive distortion on
the imaged tag and the known geometry of the pen optics. Although the
position resolution of the tag may be low, because the tag density on the
page is inversely proportior>el to the tag size) the adjusted position
resolution is quite high) exceeding the~minimtrm resolution requited for
accurate handwriting recognition. 25 Pen actions relative to a netpage are
captured as a series of strokes. A stroke consists of a sequence of time
stamped pen positions on the page, initiated by a pen-down event and
completed by the subsequent pen-up event A stroke is also tagged with the
page ID 50 of the netpage whenever the page 1D changes) which, under normal
circumstances, is at the commencement of the stroke. Each netpage pen has a
current selection 826 associated with it, allowing the user to perform copy
and paste ~ operations etc. The selection is timestamped to allow the
system to discard it after a defined time period. The current selection
describes a region of a page instance. It consists of the most recent
digital ink stmke captured through the pen relative to the background area
of the page. It is interpreted in an application-spec'iftc warmer once it
is submitted to an application via a selection hyperlink activation. Each
pen has a ctumrtt nib 824. This is the nib last notified by the pen to the
system. In the case of the 35 default nrtpage pen described above) either
the marking black ink nib or the non-marking stylus nib is cturent. Each
pen also has a current nib style 825. This is the nib style last associated
with the pen by an application, e.g. in response to the user selecting a
color from a palette. The default nib style is the nib style associated
with the current nib. Strokes captured through a pen are tagged with the
current nib style. When the strokes are subsequently reproduced, they are
reproduced in the nib style with which they are tagged. 0 Whenever the pen
is within range of a printer with which it can commutricate, the pen slowly
flashes its "online" LED. When the pen fails to decode a stroke relative to
the page, it momentarily activates its "error" LED. When the pen succeeds
in decoding a stroke relative to the page, it momentarily activates its
"ok" LED.   2 ~~ N~!I 2003 WO 00I72241 PCT/AU00/00518 -17 A sequence of
captured strokes is referred to as digital ink Digital ink forms the basis
for the digital exchange of drawings and handwriting, for online
recognition of handwriting, and for online veriGcaiion of sigostures. The
pen is wireless and transmits digital ink to the netpage printer via a
short-range radio link. The transmitted digital ink is encrypted for
privacy and security and packetized for e~cient transmission, but is always
flushed on a pen-up event to ensure timely handling in the printer. When
the pen is out-of range of a printer it buffers digital ink in internal
memory, which has a capacity of over ten minutes of continuous handwriting.
When the pen is once again within range of a printer, it transfers any
buffered digital ink. ' A pen can be registered with any number of
printers, but because all state data resides in netpages both on paper and
on the network, it is largely immaterial which printer a pen is
communicating with at any particular time. A preferred embodiment of the
pen is described in greater detail in Section 6 below) with reference to
Figures 8 to 10. 1.7 NETPAGE (NTERAC1'ION The netpage printer 601 receives
data relating to a stroke from the pen 101 when the pen is used to interact
15 with a netpage 1. The coded data 3 of the tags 4 is read by the pen when
it is used to execute a movement) such as a stroke. The data allows the
identity of the particular page and associated interactive element to be
determined and an indication of the relative positiaaring of the pen
relative to the page to be obtained. The indicating data is transmitted to
the printer, where it resolves) via the DNS) the page 1D 50 of the stroke
into the network address of the netpage page server 10 which maintains the
corresponding page instance 830. It then transmits the stroke to the page
server. If the page was recently identified in an earlier stroke, then the
printer may already have the address of the relevant page server in :its
cache. Each netpage consists of a compact page layout maintained
persistently by a netpage page 'server (see below). The page layout refers
to objects such as images) fonts and pieces of text, typically stored
elsewhere on the netpage network When the page server receives the stroke
from the pen) it retrieves the page description to which the stroke 25
applies, and detamines which element of the page description the stroke
intersects. It is then able to interpret the stroke in the context of the
typo of the relevant element. A "click" is a stroke where the distance and
time between the pen down position and the subsequent pen up position are
both less than some small aa~dmum. An object which is activated by a click
typically requires a click to be activated, and accordingly, a longer stmke
is ignored. The failure of a pen action, such as a "sloppy" click) to
register is 3~ indicated by the lack of response from the pen's "ok" LED.
Them are two kinds of input elements in a netpage page description:
hyperlinks and form fields. Input through a form Geld can also trigger the
activation of azi associated hyperlink 1.7.1 Hyperllnks A hyperlink is a
means of sending a message to a remote application, and typically elicits a
printed response 35 in the netpage system. A hyperlink element 844
identifies the application 71 which handles activation of the hypealink) a
link 1D 54 which identifies the hyperlink to the application, an "alias
required" flag which asks the system to include the user's application
alias >D 65 in the hyperlink activation) and a description which is used
when the hyperlink is recorded as a favorite or appears in the user's
history. The hyperlink element class diagram is shown in Figure 29. 40 When
a hyperlink is activated, the page server sends a request to an application
somewhere on the network. The application is identified by an application
>D 64, and the application )D is resolved in the normal way via the DNS.
There are three types of hyperlinks: general hyperlinks 863, form
hyperlinks 865, and selection hyperlinks 864, as   wo oonz241 _'8 _ 2 4 NOU
2003 PCT/AU00/00518 shown in Figure 30. A general hyperlink can implement a
request for a linked document, or may simply signal a preference to a
server. A form hyperlink submits the corresponding form to the application.
A selection hyperlink submits the current selection to the application. If
the current selection contains a single-word piece of text, for example)
the application may return a single-page document giving the word's meaning
within the context in which it appears, or 



rJ' a translation into a difFerer<t language. Each hyperlink type is
characterized by what information is submitted to the application. The
corresponding hyperlink instance 862 records a ttansaction ID 55 which can
be spec to the page instance on which the hyperlink instance appears. The
transaction ID can identify user-specific data to the application, for
example a "shopping cart" of pending putr~hases maintained by a.
pru,chasing application on behalf of the user. The system includes the
pen's cuu~eat selection 826 in a selection hyperlink activation The system
includes the content of the associated form instance 868 in a form
hyperlink activation) although if the hyperlink has its "submit delta"
attribute set) only input since the last form submission is included. The
system includes an effective return path in all hyperlink activations. A
hyperlinked group 866 is a group element 838 which has an associated
hyperlink, as shown in Figure 31. 15 When input occurs through any field
element in the group, the hyperlink 844 associated with the group is
activated. A hyperlinked group can be used to associate hyperlink behavior
with a field such as a checkbox. It can also be used, in conjunction with
the "submit delta" attribute of a form hyperlirrk, to provide continuous
input to an application. It can therefore be used to support a "blackboard"
interaction model, i.e. where input is captured and therefore shared as
soon as it occurs. 20 1.7.2 Forms A form defines a collection of related
input fields used. to capture a related set of inputs through a printed
netpage. A form allows a user to submit one or mare parameters to an
application software program running on a server. A Corm 867 is a group
clement 838-in the document hierarchy. It ultimately contains a set of
terminal field elements 839. A form instance 868 t~epre~ts a printed
instance of a form It consists of a set of field instances 870 2~ which
correspond to the field elements 845 of the form. Each field instance has
an associated value 871, whose type depends on the type of the
corresponding geld element. Each field value records input through a
particular printed foam instance) i.e. through one or mope printed
netpages. The foam class diagram is shown in Figure 32. Each fa~mn instance
has a status 872 which indicates whether the fornr is active, frozen)
submitted, void or expired. A form is active when fast printed. A form
becomes frozen once it is signed. A form becomes submitted once 30 one of
its submission hyperlinks has been activated, unless the hypealink has its
"submit delta" attribute set. A form becomes void when the user invokes a
void form, reset form or duplicate form page command. A form expires when
the time the form has been active exceeds the form's specified lifetime.
While the form is active, form input is allowed. Input through a farm which
is not active is instead captured in the background Geld 833 of the
relevant page instance. When the form is active or frozen) form submission
is allowed. Any attempt to submit a form when the form is not active or
frozen is rejected) and instead elicits an fottn status report. Each form
instance is associated (at 59) with any form instances derived fiom it,
thus providing a version history. This allows a11 but the latest version of
a form in a particular time period to be excluded from a search. All input
is captured as digital ink. Digital ink g73 consists of a set of
timestampod stroke groups 874, each of which consists of a set of styled
strokes 875. Each stroke consists of a set of timestamped pen positions
876, each of which also includes pen orientation and nib force. The digital
ink class diagram is shown in Figure 33. A field element 845 can be a
checkbox field 877) a text field 878, a drawing field 879, or a signature
Geld 880. The field element class diagram is shown in Figure 34. Any
drgrtal ink captured in a field's zone 58 is assigned to   2 ~ NOU 2003 wo
oon22a1 rcriAUOOioosis -19 the field. A checkbox Geld has an associated
Boolean value 881, as shown in Figure 35. Any mark (a tick, a cross, a
stroke, a fill zigzag) ere. ) captured in a checkbox field's zone causes a
true value to be assigned to the field's value. A text field has an
associated text value 882, as shown in Figure 36. Any digital ink captured
in a text ~J field's zone is automatically converted to text via online
handwriting recognition, and the text is assigned to the field's value.
l?nline handwriting recognition is well-understood (see) for example,
Tappert, C.) C. Y. Suen and T. wakahara) "ltte State of the Art in On-Line
Handwriting Recognition") IEEE Transactia~ns on Pattern Analysis and
Machine Intelligence, Vol.12, No.B, August 1990, the cont~ratts of which
are herein incorporated by cross-reference). A signature field has an
associated digital signature value 883) as shown in Figure 37. Any digital
ink 0 captured in a signature field's zone is automatically verified with
respect to the identity of the owner of the pen) and a digital signature of
the content of the form of which the field is part is generated and
assigned to the field's value. The digital signature is generated using the
pen user's private signature key specific to the application which owns the
form. Online signature verification is well-understood (see) for example)
Plamondon) R. and G. Lorette, "Automatic Signature Verification and Writer
Identification - The State of the Art", Pattern Recognition, Vo1.22, No.2)
1989, the contents of 15 which are herein incorporated by cross-reference).
A field element is hidden if its "hidden" attribute is set. A hidden field
element does not have an input zone on a page and does not accept input. It
can have an associated field value which is included in the form data when
the farm containing the field is submitted. "Editing" ca~mmands, such as
strike-throughs indicating deletion, can also be recognized in form Gelds.
20 Because the handwriting recognition algorithm works "online" (i.e. with
access to the dynamics of the pen movement),.rather than "offline'.' (i.e.
with access only to a bitmap of pen markings), it can recognize run-on
discretelywrittea characters with relatively high accuracy, without a
writer-dependent training phase. A writer-dependent model of handwriting-is
automatically. generated overtime, however) and can be generated up-front
if necessary) Digital ink, as already stated, consists of a sequence of
strokes. Aay stroke which starts in a particular 25 element's zone is
appended to that element's digital ink stream, ready for interpretation.
Any stroke not appended to an object's digital ink stream is appended to
the background field's digital ink strum. Digital ink captured in the
background field is interpreted as a selection gesture. Circumscription of
one or more objxts is generally interpreted as a selection of the
circumscribed objects, although the actual interpretation is
application-specific. Table 2 summarises these various pen interactions
with a netpage. Table 2 - Summary of pen interactions with a netpage
ObJectTypePen inputActionyperlinkGeneralClickSubmit action to
applicationormClickubmit form to applicationelectionlickSubmit selection to
applicationForth fieldheckboxy marksign true to fieldextHandwritingConvert
digital ink to text; assign text to fieldDrawingDigital inksign digital ink
to fieldSignatureSignatureerify digital ink signature;, generate digital
ignature of form; assign digital signature to field   2 4 NOU 2003 WO
00r12241 -20 PCT/AU00/80518 



None ~- ircumscription sign digital ink to current selection The system
maintains s current selection for each pen. The selection consists simply
of the most recent stroke captured in the background field. The selection
is cleared after an inactivity timeout to ensure predictable behavior. 5
The raw digital ink captured in every Geld is retained on the netpage page
server and is optionally transmitted with the form data when the form is
submitted to the application. This allows the application to interrogate
the raw digital ink should it suspect the original conversion, such as the
conversion of handwritten text. This cast, for example, involve human
intervention at the application level for fartrts which fail certain
application-specific consistency checks. As an extension to this, the
entire background area of a form can be designated as a drawing field. The
application can then decide, on the basis of the presence of digital ink
outside the explicit fields of the form, to route the form to a human
operator, on the assumption that the user may have indicated amendments to
the filled-in Gelds outside of those fields. Figure 38 shows a flowchart of
the process of handling pen input relative to a netpage. The process
consists of receiving (at 884) a stroke from the pen; identifying (at 885)
the page instance 830 to which the page )D 50 in the 15 stroke refers;
retrieving (at 886) the page description 5; identifying (at 887) a
formatted element 839 whose zone 58 the stroke intersects; detelmrmining
(at 888) whether the formatted element corresponds to a Geld element) and
if so appending (at 892) the received stroke to the digital ink of the
field value 871, interpreting (at 893) the accumulated digital ink of the
field, and determining (at 894) whether the Geld is part of a hyperlinked
group 866 and if so activating (at 895) the associated hyperlink;
alternatively determining (at 889) whether the formatted element
corresponds to a hyperlink element and if so activating (at 895) the
corresponding hyperlink; alternatively) in the absence of an input Geld or
hyperlink, appending (at 890) the received stroke to the digital ink of the
background Geld 833; and copying (at 891 ) the received stroke to the
current selection 826 of the cur=eat pen, as tnaiatained by the
registration server. Figure 38a shows a detailed Gowrhart of step 893 in
the process shown in Figure 38) where the accumulated digital ink of a
field is interpreted according to the type of the Geld. The process
consists of determining (at 25 896) whether the Geld is a checkbox and (at
897) whether the digital ink represaits a checkrrtark) and if so assigning
(at 898) a true value to the field value; alternatively determining (at
899) whether the field is a text Geld and if so converting (at 900) the
digital ink to computer text) with the help of the appropriate registration
server, and assigning (at 901 ) the converted computer text to the field
value; alternatively determining (at 902) whether the field is a signature
Geld and if so verifying (at 903) the digital ink as the signature of the
pen's owner) with the help of the appropriate 30 registzation server)
creating (at 904) a digital signature of the contents of the corresponding
form, also with the help of the registration server and using the pen
owner's private signature kry relating- to the corresponding application,
and assigning (at 905) the digital signature to the Geld value. 1.T.3 Page
Server Commands A page server command is a command which is handled locally
by the page server. It operates directly on 35 fornt, page and document
instances. A page server command 907 can be a void form command 908) a
duplicate form command 909) a reset form cotnmartd 910, a get form status
command 911, a duplicate page command 912, a reset page command 913, a get
page status command 914, a duplicate document command 915, a reset document
command 916, or a get document status command 917, as shown in Figure 39. A
void form command voids the corresponding form instance. A duplicate form
command voids the corresponding form instance and then produces an active
printed copy of the current form instance with field values   2 4 NOU 2003
WO OOr12Z41 -21 PCT/AU00/00518 preserved. The copy contains the same
hyperlintc transaction )Ds as the original, and so is indistinguishable
from the original to an application. A reset form command voids the
corresponding form instance and then produces an active printed copy of the
form instance with Geld values discarded. A get form status command
produces a printed report on the status of the coaesponding form instance)
including who published it, when it was printed, for whom it was printed)
'rJ and the form status of the form instance. Since a form hyperlink
instance contains a transaction )D) the application has to be involved in
producing a new form instance. A button requesting a new form instance is
therefore typically implemented as a hyperlink. A duplicate page cornmaad
produces a printed copy of the corresponding page instance with the
background Geld value preserved. If the page contains a form or is part of
a form) then the duplicate page command is interpreted as a duplicate form
command. A trset page command produces a printed copy of the corresponding
page instance with the background Geld value discarded. U the page contains
a form or is part of a form) then the reset page command is interpreted as
a reset form command A get page status command produces a printed report on
the status of the corresponding page instance, including who published it)
when it was printed, for whom it was printed) and the status of any forms
it contains or is part of. 15 The netpage logo which appears on every
netpage is usually associated with a duplicate page element. When a page
instance is duplicated with Geld values preserved, field values are printed
in their native form, i.e. a checkmark appears as a standard checkntark
graphic, and text appears as typeset text Only drawings and signatures
appear in their original form, with a signature accompanied by a standard
graphic indicating successful signature verification. 20 A duplicate
document wmmand produces a printed copy of the corresponding document
instance with background Geld values . ptesaved. If the document contains
any forms, they the duplicate document command duplicates the forms in the
same way a duplicate form command does. A reset doctratent command produces
a printed copy of the corresponding document instance with background field
-values discarded. If the document contains any forms) then the reset
document command resets the forms in the same way a reset form command
does. A get document 2 rJ status command produces a printed report on the
status of the concesponding document instance) including who published it,
when it was printed, for whom it was printod, and the status of any forms
it contains. If the page server command's "on selected" attribute is set,
then the command operates on the page identified by the pen's cuaent
selection rather than on the page containing the command. This allows a
menu of page server commands to be printed. If the target page doesn't
contain a page server command element for the designated 30 page server
command, then the commend is ignored. An application can provide
application-specific handling by embedding the relevant page server command
element in a hyperlinked group. The page server activates the hyperlink
associated with the hyperlinked group rather than executing the page server
command. A page server command element is hidden if its "hidden" attribute
is set. A hidden command element does 35 not have an input zone on a page
and so cannot be activated directly by a user. It can, however) be
activated via a page server command embedded in a difFerent page, if that
page server command has its "oa selected" attribute set 1.8 STANDARD
FEATURES OF NETPAOES In the preferred form) each netpage is printed with
the netpage logo at the bottom to indicate that it is a netpage and
therefore has interactive properties. The logo also acts as a copy button.
In most cases pressing the logo 40 produces a copy of the page. 1n the case
of a form, the button produces a copy of the entire form. And in the case
of a secure document, such as a ticket or coupon, the button elicits an
explanatory note or advertising page. 



The default single-page copy function is handled drrectly by the relevant
netpage page server. Special copy   2 4 NOU 2003 wo oona241 functions are
handled by linking the logo button to an application 1.9 UsErt H~ SYSTEM
PCT/AU00/00518 In a prefeaed embodiment, the netpage printer has a single
button labelled "Help". When pressed it elicits a single page of
information, including: 5  status of printer connection  status of printer
consumables  top-level help metro  document fimction menu  top-level
netpage network directory The help menu provides a hierarchical manual on
how to use the netpage systems. The document fimdion menu includes the
following functions;  print a copy of a document  print a clean copy of a
form  print the status of a document 15 A document function is initiated by
simply pressing the button and then touching any page of the document. The
status of a document indicates who published it and when) to whom it was
deliver~od, and to whom and when it was subsequently submitted as a fa~tm.
The netpage network directory allows the user to navigate the hierarchy of
publications end services on the network. As an alternative, the user can
call the aetpage network "900" number `fellow pages" and speak to a human
operator. The operator can locate the desit~ed document and route it to the
user's printer. Depending on the document type) the publisher or the use
pays the small `fellow pages" service fee. The help page is obviously
unavailable if the printer is unable to print. 1n this case the earo~'
light is lit _._ __andihe user.can.requestsmote-diagnosis.over-the-adurork~
_. __..____ _..___-_.. .__.._..._ 2 P~sowu.a~o Punt.tcartoN Moot1 25 In the
following description) news is used as a canonical publication example to
illustrate personalization mechanisms in the netpage system. Although news
is often used in the limited sense of newspaper end newsmagazine news, the
intended scope in the present context is wider. In the nelpage system) the
editorial content and the advertising content of a news publication are
personalized using different mechanisms. The editorial content is
personalized according to the reader's explicitly stated 30 and implicitly
captured ingest profile. The advertising content is personalized axotding
to the reader's locality and Plc. 2.1 Entrowat, P~ttsowu.tzaTtoN A
subscriber can draw oa two kinds of news sources: those that deliver news
publications, end those that deliver news streams. While news publications
are aggregated and edited by the publisher, news stress are aggregated 35
either by a news publisher or by a specialized news aggregator. News
publications typically correspond to traditional newspapers and
newsatagazines, while news streams can be many and varied: a "raw" news
feed from a news service, a cartoon strip. a freelance wtig's column, a
friend's bulletin board, or the reader's own e-mail. , The netpage
publication server supports the publication of edited news publications as
well as the aggregation of multiple neuvs steams. By handling the
aggregation and hence the foratatting of news streams selected directly by
the reader, the server is able to place advertising on pages over which it
otherwise has no editorial control. The subscriber builds a daily newspaper
by selecting one or more contributing news publications, and creating a
personalized version of each. The resulting daily editions are printed and
bound together into a single   WO 00172Z41 -23 2 4 NOU 2003 PCT1AU00/00518
newspaper. The various members of a household typically express their
different interests and tastes by selecting different daily publications
sect then customizing them. For each publication, the reader optionally
selects specific sections. Some sections appear daily, while others appear
weekly. The daily sections available from The New York Times online, far
example, include "Page One Plus", "National", "International") "Opinion",
"Business", "ArtsILiving", "Technology") and "Sports". The set of available
sections is. specific to a publication, as is the default subset. The
reader can extend the daily newspaper by creating custom sections) each one
drawing on any number of news sums. Custom sections might be created far
o-mail and friends' announcements ("Personal"), or for monitoring news
feeds for specific topics ("Alerts" or "Clippings"). For each section) the
reader optionally specifies its size, either qualitatively:.(e:g. short,
medium) or long)) or numerically (i.e. as a limit a~n its number of pages
and the desired proportion of advertising) either qualitatively (e.g. high)
nomtal, low, none), or numerically (i.e. as a percentage). The header also
optionally expresses a preference for a large numbs of shorter articles or
a small number of longer articles. Each article is ideally written (or
edited) in both short and long forms to support this preference. 15 An
article may also be written (or edited) in differetrt versions to match the
expected sophistication of the reader) for example to provide children's
and adults' versions. The appropriate version is selected according to the
reader's age. The reader can specify a `heading age" which takes precedence
over their biological age. The articles which make up each section are
selected and prioritized by the editors, and each is assigned a 



useful lifetime. By default they are delivered to all relevant subscribers,
in priority order, subject to space constraints is the subscribers'
editiaars. ht sections where it is appropriate) the reader may optionally
enable .collaborative filtering. This is then applied to articles which
have a sufficiently long lifetime. Each article which qualifies for
collaborative filtering is prittted_wit~ rat'~g buttous.at.th_e erid of the
article.1~e butto~ts_~pr!axid_e.an e~i.choice.(.e.g. "liked" and
"disliked'), malting it more likely that waders will bother to rate the
article. 25 Articles with high priorities and short lifetimes are therefore
effectively considered essential reading by the editors and arc delivered
to most relevant subscribers. The reader optionally specifies a serendipity
factor, either qualitatively (e.g. do or don't surprise me), or
numerically. A high serendipity factor lowers the threshold used for
matching during collaborative filtering. A high factor makes it more likely
that the corresponding section will be filled to the reader's specified
capacity. A different 30 serendipity factor can be specified for differeut
days of the week. The reader also optionally specifies topics of particular
interrst within a section) and this modifies the priorities assigned by the
editors. The speed of the reader's Internet connection affects the quality
at which images can be delivered. The reader optionally specifies a
preference for fewer images or smaller images or both. If the number or
size of images is 35 not reduced, then images may be delivered at lower
quality (i.e. at lower resolution or with greater compression). At a global
level, the reader specifies how quantities, dates, times and monetary
values are localized. This involves specifying whether units are imperial
or metric, a local timezone and time format, and a local currency) and
whether the localization consist of in situ translation or annotation.
These preferences are derived from the reader's locality by default. To
reduce reading difficulties caused by poor eyesight, the reader optionally
specifies a global preference for a larger presentation. Both text and
images are scaled accordingly, and less information is accommodated on each
page. i.   2 4 NOV 2o03 WO 00I72241 PCT/AU00/00518 -24 The language in
which a news publication is published, and its corresponding text encoding,
is a property of the publication and not a preference expressed by the
user. However, the netpage system can be configured to provide automatic
translation services in various guises. 2.Z M1JVERTtSING LOCALQATION AND
TARGETING The personalization of the editorial content directly affects the
advertising content, because advertising is typically placed to exploit the
editorial context. Travel ads, for example, are more likely to appear in a
travel section than elsewhere. The value of the editorial content to an
advertiser (end therefore to the publisher) lies in its ability to attract
large numbers of readers with the right demographics. Effective adveztising
is placod on the basis of locality and demographics. Locality determines
proximity to particular services) retailers etc.) and particular interests
and concerns associated with the local community and environment.
Demographics determine general interests and preoccupations as well as
likely spending patterns. A news publisher's most pmf table product is
advertising "space", a mufti-dimensional entity determined by the
publication's geographic coverage) the siu of its readership) its
readership demographics, and the ,page area available for advertising. In
the netpage system) the netpage publication serves computes the approximate
mufti-dimensional size of a publication's saleable advertising space on a
per-section basis, taking into account the publication's geographic
coverage, the section's readership) the size of each reader's section
edition, each reader's advertising proportion) and each reader's
demographic. In comparison with other media, the netpage system allows the
advertising space to be defined in greater 20 detail, and allows smaller
pieces of it to be sold separately. It therefore allows it to be sold at
closer to its true value. For example, the same advertising "slot" can be
sold in varying proportions to several advertisers, with individual
readers' pages randomly receiving the advertisement of one advertiser or
another) overall preserving the proportion of space sold to each
advertiser. The netpage system allows advertising to be linked directly to
detailed product infotruation and online 25 purchasing. It therefore raises
the intrinsic value of the advertising space. Because personalization and
localization are handled automatically by netpage publication servers, an
advertising aggregata~r can provide arbitrarily broad coverage of both
geography and demographics. The subsequent disaggregation is efficient
because it is automatic. This makes it more cost-effective for publishers
to deal with advertising aggregators than to directly capture advertising.
Even though the advertising aggregator is taking a 30 proportion of
advertising revenue) publishers may find the change profit-neutral because
of the greater efficiency of aggregation. The advertising aggregator acts
as an intermediary between advertisers and publishers, and may place the
same advertisement in multiple publications. It is worth noting that ad
placement in a netpage publication can be more complex than ad placement in
the publication's traditional counterpart) because the publication's
advertising space is more complex. While ignoring the 35 full complexities
of negotiations between advertisers, advertising aggregators and
publishers, the preferred form of the netpage system provides some
automated support for these negotiations, including support for automated
auctions of advertising space. Automation is particularly desirable for the
placement of advertisements which generate small amounts of income) such as
small or highly localized advertisements. . Once placement has been
negotiated, the aggregator captures and edits the advertisement and records
it on a netpage ad server. Correspondingly) the publisher records the ad
placement on the relevant netpage publication server. When the netpage
publication server lays out each user's personalized publication) it picks
the relevant advertisements from the netpage ad server. r   



2 4 Nov zoo3 WO 00/72241 PGT/AU00/00518 -25 2.3 UsER PROFILES 2.3.1
Information Filtering The personalization of news and ocher publications
relies on an assortment of user-specific profile inforaration, including:
publication customizations  collaborative filtering vectors  contact
details  presentatia~n preferences The customization of a publication is
typically publication-specific, and so the customization information is
maintained by the relevant netpage publication server. A collaborative
filtering vector consists of the user's ratings of a number of news items.
It is used to correlate different users' interests for the purposes of
making recommendations. Although there are benefits to maintaining a single
collaborative filtering vector independently of any particular publication,
there are two rea$ons why it is more practical to maintain a separate
vector for each publication: there is likely to be more overlap between the
15 vectors of subscribers to the same publication than between those of
subscribers to different publications; and a publication is likely to want
to presort its users' collaborative filtering vectors as part of the value
of its brand, not to be found elsewhere. Collaborative filtering vectors
are therefore also maintained by the relevant netpage publication server.
Contact details) including name, street address, ZIP Code, state) country,
telephone numbers, are global by nature) and are maintained by a netpage
registration server. Presentation preferences, including those for
quantities, dates and times, are likewise global and maintained in the same
way. The localization of advertising relies on the locality indicated in
the user's contact details, while the targeting of advertising relies
on.personal information such as date_of birth, gender,. marital status)
.income, profession, education, or qualitative derivatives such as age
range and income range. 25 For those users who choose to reveal personal
information for advertising purFoses, the information is maintained by the
relevant netpage registration server. In the absence of such information)
adv etiising can be targeted on the basis of the demographic associated
with the user's ZIP or ZIP+4 Code. Each user, pen, printer) application
provider and application is assigned its own unique identifier, and the
netpage registration server maintains the relationships between them, as
shown in Figures 21, 22) 23 and 24. For registration purposes) a publisher
is a special kind of application provider, and a publication is a special
kind of application. Each user 800 tnay be authorized to use any number of
printers 802, and each printer may allow any number of users to use it.
Each user has a single default printer (at 66)) to which periodical
publications are delivered by default, whilst pages printed on demand are
delivered to the printer through which the user is interacting. The server
keeps track 35 of which publishers a user has authorized to print to the
user's default printer. A publisher does not record the ID of any
particular printer, but instead resolves the ID when it is required. When a
user subscribes 808 to a publication 807, the publisher 806 (i.e.
application provider 803 ) is authorized to print to a specified printer or
the user's default printer. This authorization can be revoked at any time
by the user. Each user may have several pens 801, but a pen is specific to
a single user. If a user is authorized to use a particular printer, then
that printer recognizes any of the user's pens. The pen 1D is used to
locate the corresponding user profile maintained by a particular netpage
registration server, via rile DNA in the usual wav. r k   2 4 NOU 2003 WO
00I72241 PCT/AU00/00518 -26 A Web terminal 809 can be authorized to print
on a particular netpage printer, allowing Web pages and netpage documents
encountered during Web browsing to be conveniently printed on the nearest
netpage printer. The netpage system can collect, on behalf of a printer
provider) fees and commissions on income earned through publications
printed on the provider's printers. Such income can include advertising
fees) click-through fees, erJ commerce commissions) and transaction fees.
If the printer is owned by the user, then the user is the printer provider.
Each user also has a netpage account 820 which is used to accumulate
micro-debits and credits (such as those described in the preceding
paragraph); contact details 815, including name, address and telephone
numbers; global preferences 816, including privacy, delivery and
localization settings; any number of biometric records 817, containing the
user's encoded signature 8l8, furgerprint 819 etc; a handwriting model 819
automatically maintained by the system; and SET payment card accounts 821
with which e~ommesce payments can be made. 2.3.2 Favorites List A netpage
user can maintain a list 922 of "favorites" - links to useful documents
etc. on the netpage network. The list is maintained by the system on the
user's behalf. It is organized as a hierarchy of folders 924, a preferrred
embodiment of which is shown in the class diagram in Figure 41. 15 2.3.3
History List The system maintains a history list 929 on each user's behalf,
containing links to documents etc. accessed by the user through the netpage
systeJn. It is organized as a date~rdered list, a preferred embodiment of
which is shown in the class diagram in Figure 42. 2.4 INTELLIGENT PAGE
LAYOUT The netpage publication server automatically lays out the pages of
each user's personalized publication on a section-by-section basis. Since
most advertisements are in the form of pre-formatted rectangles, they are
placed on the page before the editorial content. The advertising ratio far
a section can be achieved with wildly varying advertising .ratios on
individual pages within the section) and the ad layout algorithm exploits
this. The algorithm is configured to attempt to co-locate 25 closely tied
editorial and advertising contest, such as placing ads for roofing material
specifically within the publication because of a special feature on
do-it-yourself roofing repairs. 



The editorial content selected for the user, including text and associated
images and graphics, is then laid out according to various aesthetic rules.
The entire process, including the selection of ads and the selection of
editorial content, must be iterated 30 once the layout has converged, to
attempt to more closely achieve the user's stated section size preference.
the section sin preference can, however, be matched orr average over time,
allowing significant day-to-day variations. 2.5 DOCUMENT FORMAT Once the
document is laid out) it is encoded for elFtcient distribution and
persistent storage on the netpage network. 3 rJ The primary efficiency
mechanism is the separation of information specific to a single user's
edition and information shared between multiple users' editions. The
specific information consists of the page layout The shared information
consists of the objects to which the page layout refers) including images,
graphics, and pieces of text. A text object contains fully-formatted text
represented in the Extensible Markup Language (X1v11,) using the Extensible
Stylesheet Language (XSL). XSL provides precise control over text
formatting independently of the region into which the text is being set,
which in this case is being provided by the layout. The ,text object
contains embedded language codes to enable automatic translation, and
embedded hyphenation hints to aid with paragraph formatting. An image
object encodes an image in the JPEG 2000 wavelet-based compressed image
format. A graphic   2 4 NOU 2003 WO 00/72241 -27 object encodes a 2D
graphic in Scalable Vector Graphics (SVG) format. PGT/AU00/00518 The layout
itself consists of a series of placed image and graphic objects, linked
textflow objects through which text objects flow, hyperlinks and input
fields as described above, and watermark regions. These layout objects are
summarized in Table 3. The layout uses a compact format suitable for
efficient distribution and storage. 5 Table 3 - netpage layout objects
Layout objectAttribute.Format of linked objectImagePositionImage object
IDPEG 2000raphicPositionraphic object IDVGextflowextfiow IDoneptional text
object IDMLJXSLyperlinkypeoneplacation ID,
etc.FieldypeMeaningoneatermarkone 2.6 DocuMtatr OtsrweurwN As descn'bed
above, for purposes of efficient distribution and persistent storage on the
netpage network, a user-specific page layout is separated from the shared
objects to which it refers. When a subscribed publication is ready to be
distributed, the netpage publication server allocates) with the help of the
netpage m server 12, a unique 1D for each page, page instance, document,
and document instance. The server computes a set of optimized subsets of
the shared content and creates a multicast channel for each subset, and
then tags each user-specific layout with the names of the multicast
channels which will carry the shared content used by that layout. The
server then pointcasts each user's layouts to that user's printer via the
appropriate page server, and when the pointcasting is complete) multicasts
the shared content on the specified channels. After receiving its
pointcast, each page server and printer subscn'bes to the multicast
channels specified in the page layouts. During the multicasts, each
page.server and printer extracts from the multicast sVeams those objects
referred to by its page layouts. The page servers persistently archive the
received page layouts and shared content. 20 Once a printer has received
all the objects to which its page layouts refer) the printer re-creates the
fully populated layout and then tasterizes and prints it. Under normal
circumstances, the printer prints pages faster than they can be delivered.
Asstuning a quarter of each page is covered with images, the average page
has a size of less than 400ICB. The printer can therefore hold in excess of
100 such pages in its internal 64M8 memory, allowing for temporary buffers
etc. The printer prints at a rate of 25 one page per second. This is
equivalent to 400KB or about 3Mbit of page data per second, which is
similar to the highest expected rate of page data delivery over a broadband
network. r H   wo ooniZal -28 2 4 NOV 2003 PCTIAU00/00518 Even under
abnormal circumstances) such as when the printer runs out of papea) it is
likely that the user will be able to replenish the paper supply before the
printer's 100-page internal storage capacity is exhausted. However, if the
printer's internal memory does fill up, then the printer will be unable to
make use of a multicast when it first occurs. The netpage publication
server therefore allows printers to submit requests for re5 multicasts.
When a critical number of requests is received or a timeout occurs, the
server re-multicasts the corresponding shared objects. Once a document is
printed, a printer can produce an exact duplicate at any time by retrieving
its page layouts and contents from the relevant page server. 



2.T ON-0EMIWD DOCUMENTS When a netpage document is requested on demand, it
can be personalized and delivered in much the same way as a periodical.
However, since there is no shared content, delivery is made directly to the
requesting pointer without the use of multicast. When a non-netpage
document is requested on demand, it is not personalized, and it is
delivered via a designated netpage formatting server which reformats it as
a netpage document. A netpage forinatiing server is a special 15 instance
of a netpage publication server. The netpage formatting server has
knowledge of various Internet document formats) including Adobe's Portable
Document Format (PDF)) and Hypertext Markup Language (H'TMI,). In the case
of HTML, it can make use of the higher resolution of the printed page to
present Web pages in a multi-column format) with a table of contents. It
can automatically include a11 Web pages directly (inked to the requested
page. The user can tune this behavior via a preference. 2~ The netpage
formatting server makes standard netpage behavior, including interactivity
and persistence, available on any Internet document, no matter what its
origin and format. It hides knowledge of diffecertt document formats from
both the netpage printer and the netpage page server) and hides knowledge
of the netpage system from Web servers. 3 SECURITY 25 3.1 CRYPTOGRAPHY
Cryptography is used to pmtect sensitive information, both in storage and
in transit, and to authenticate parties to a transaction. There are two
classes of cryptography in widespread use; secret-key cryptography and
publio-key cryptography. The netpage network uses both classes of
cryptography. Secret-key cryptography, also referred to as symmetric
cryptography) uses the same key to encrypt and decrypt a message. Two
parties wishing to exchange messages must first arrange to securely
exchange the said key. Public-key cryptography, also referred to as
asymmetric cryptography, uses two encryption keys. The two keys are
mathematically related in such a way that any message encrypted using one
key can only be decrypted using the othea key. Orte of these keys is then
published, while the other is kept private. The public key is used to
encrypt any message intended for the holder of the private key. Once
encrypted using the public key, a message can only be 35 decrypted using
the private key. Thus two parties can securely exchange messages without
first having to exchange a secret key. To ensure that the private key is
secure, it is normal for the holder of the private key to generate the key
pair. Publio-key cryptography can be used to create a digital signature.
The holder of the private key can create a known hash of a message and then
encrypt the hash using the private key. Anyone can then verify that the
encrypted hash constitutes the "signature" of the holder of the private key
with respect to that particular message by decrypting the encrypted hash
using the public key and verifying the hash against the message..If the
signature is appended to the message) then the recipient of the message can
verify both that the message is genuine and that it has not been altered in
transit. w.   2 4 NOU 2003 WO 00/7224I PC'T/AU00/00518 -29 To make
public-key cryptography work, there has to be a way to distribute public
keys which prevents impersonation. This is normally done using certificates
and certificate authorities. A certificate authority is a tasted third
party which authenticates the connection between a public key and someone's
identity. The certificate authority verifies the person's identity by
eacamining identity documents, and then creates and signs a digital
certificate containing 5 the person's identity details and public key.
Anyone who trusts the certificate authority can use the public key in the
certificate with a high degree of certainty that it is genuine. They just
have to verify that the certificate has indeed boon signed by the
certificate authority, whose public key is well-lQtown. In most transaction
environrnatts, publio-key cryptography is only used to create digital
signatures and to securely exchange secret session keys. Secret-key
cryptography is used for all other purposes. 10 In the following
discussion, when refa^ertce is made to the secure transmission of
information betareen a netpage prints and a serve) what actually happens is
that the prints obtains the server's ~cate, authenticates it with reference
to the certiFcate authority, uses the public key~accltange key in the
cettitcate to exchange a secret session key with the save, and then uses
the secret session kry to encrypt the message data. A session key) by
de~ftnition, can have an arbitrarily short lifetime. 15 3.2 N~noe Pwtvr~t
S~cuatmr Each netpage printer is assigned a pair of unique identifiers at
time of manufacture which are stored in rrad~nly memory in the prints and
in the netpage registration server database. The first ID 62 is public and
uniquely identifies the printer on the netpage network. The second >D is
secret and is used when the prints is first registered on the network 2~
When the prints connects to the netpage network for the first time afla
installation, it creates a signature publiclprivate key pair. It transmits
the secret >D and the public key securely to the netpage registration
serve. The lava compares the secret ID against the printer's secret 1D
worded in its database) and accepts the registration if the IL?s match. It
then rtes and signs a catif cafe containing the printer's public )D and
public signature key) and stows the certificate in the registration
database. 25 The netpage registration server acts as a certificate
authority for netpage printers, since it has access to secret information
allowing it to verify printer identity. When a user subscribes to a
publication, a record is created in the netpage r~isrration server database
authorizing the publisher to print the publication to the use's default
printer or a specified prints. Every document sent to a printer via a page
server is addressed to a particular user and is signed by the publishes
using the publisher's private signature key. The page server verifies, via
the registration database, that the publisher is authorized to deliver the
publication to the specified user. The page save verifies the signature
using the publisher's public key) obtained from the publisher's certificate
stored in the registration database. The netpage registration saver accepts
>nquests to add printing autha~rizations to the database, so long as those
requests are initiated via a pen registered to the printer. 35 3.3 NETPAOe
Pat SECURITY Each netpage pen is assigned a unique identifier at time of
manufacture which is stored in read-only memory in the pen and in the
netpage registration serve database. The pen ID 61 uniquely identifies the
pen on the netpage network A netpage pen can "know" a number of netpage
printers) and a printer can "know" a number of pens. A pen communicates
with a printer via a radio frequency signal whenever it is within range of
the printer. Once a pen and printer are registered) they regularly exchange
session keys. Whenever the pen transmits digital ink to the printer, the
digital ink is always encrypted using the appropriate session key. Digital
true is never transmitted in the clear.   2 4 NOU 2003 WO 00r12241
PCT/AU00/00518 -30 A pen stores a session key for every printer it knows)
indexed by printer m, and a printer stores a session key for every pen it
knows, indexed by pen 1D. Both have a large but finite storage capacity for
session keys, and will forget a session key on a least-recently-used basis
if necessary. 



When a pen comes within range of a printer, the pen and printer discover
whether they know each other. If they don't know each other, then the
printer determines whether it is supposed to know the pen. This might be)
for example) because the pen belongs to a user who is registered to use the
printer. If the printer is meant to know the pen but doesn't) then it
initiates the suto~matic pen regislraiion procedure. If the printer isn't
meant to know the pen) then it agrees with the pen to ignore it until the
pen is placed in a charging cup, at which time it initiates the
registration procedure. 1n addition to its public 1D, the pea contains a
secret key-exchange key. The key-exchange key is also recorded in the
netpege registration server database at time of manufacture. During
r~istration, the pen transmits its pea !D to the printer, and the printer
transmits the pen )D to the netpage registration server. The server
generates a session key for the printer and pen to use, and securely
transmits the session key to the printer. 1t also transmits a copy of the
session kry encrypted with the pen's key-exchange key. The printer stores
the session key internally, indexed by 1 a the pen )D) aad transmits the
encrypted session key to the pen. The pen stores the session key
internally) indexed by the printer )D. ' Although a fake pen can
impersonate a pen in the pen registration protocol) only a real pen can
decrypt the session key transmitted by the printer. When a previously
unregistered pest is first registered) it is of limited use until it is
linked to a user. A registered but `5m-owned" pen is only allowed to be
used to request and fill in netpage user and pen registration forms, to
register a new user to which the new pen is automatically linked) or to add
a new pea to an existing user. The pen uses secret-key rather than
public-key encryption because of hardvvare performance constraints in the
pen. 3.4 SECURE 00CUIHENTS 25 The netpage system supports the delivery of
secure documents such as tickets and coupons. The netpage printer includes
a facility to point watermarks, but will only do so on request from
publishers who are suitably authorised. The publisher indicates its
authority to print watermarks in its certificate, which the printer is able
to authenticate. The. "watermark" printing process uses an alternative
dither matrix in specified `watermark" regions of the 3~ page. Back-to-back
pages contain mirror-image watermark regions which coincide when printed.
The dither matrices used in odd and even pages' watermark regions are
designed to produce an interference effect when the regions are viewed
together, achieved by looking through the printed sheet. The effect is
similar to a watarnark in that it is not visible when looking at only one
side of the page) and is lost when the page is copied by nornral means. 35
Pages of secure documents cannot be copied using the built-in netpage copy
mechanism described in Section 1.9 above. This extends to copying netpages
on netpage-aware photocopiers. Secure documents are typically generated as
part of e-commerce transactions. They can therefore include the user's
photograph which was captured when the user registered biometric
information with the netpage registration server, as described in Section
2. 4~ When presented with a secure netpage document, the recipient can
verify its authenticity by requesting its status in the usual way. The
unique 1D of a secure document is only valid for the lifetime of the
document, and secure dxument IDs are allocated non~onuguously to prevent
their prediction by opportunistic Corgers. A secure document   2 4 NOU 2003
WO 00I72241 -31 PCT/AU00/00518 verification pen can be developed with
built-in feedback on verification failure, to support easy point-of
presentation document verification. Clearly neither the watermark nor the
user's photograph are secure in a cryptographic sense. They simply pmvide a
significant obstacle to casual forgery. Online document verification,
particularly using a verification pen) ~J provides an added level of
security where it is needed, but is still not entirely immune to forgeries.
3.5 NoN-REPUwnstoN In the netpage system, forms sub~mittad by users are
delivered reliably to forms handlers and are persistently arrhivod on
netpege page servers. It is therefore impossible for recipients to
repudiate delivery. E-commerce payments made through the system, as
described in Section 4) are also impossible for the payee to repudiate. 4
ELECTRONIC COMMERCE MODEL 4.1 SECURE ELECTRONIC TRANSACTION (SET) The
netpage system uses the Secure Electronic Transaction (SET) system as one
of its paymenit systems. SET) having been developed by MasterCard and Visa,
is organized around payment cards, and this is reflected in the 15
terminology. However) much of the system is independent of the type of
accounts being used. Ia SET, cardholders and merchants register with a
certificate authority and are issued with certificates containing their
public signature keys. The ~cate authority verifies a cardholder's
registration details with the card issuer as appropriate, and verifies a
merchant's registration details with the acquirer as appropriate.
Cardholders and merchants store their respective private signature keys
securely on their computers. During the payment process, these 2~
certificates are used to mutually authenticate a merchant and cardholder,
and to authenticate them both to the payment gatenvay. _ SET has not yet
been adopted widely) partly because cardholder maintenance of keys and
certificates is cpnsidered btudog~ms. .Interim solutions. which maintain
cardholder keys. told .certificates. on a server and give the cardholder
access via a password have met with some success. 25 4.2 SET PAYMENTS In
the netgage system the netpage registration server acts as a proxy for the
netpage user (i.e. the cardholder) in SET payment t<aasactions. The netpage
system uses biometrics to authenticate the user and authorize SET payments.
Because the 



system is pea-based, the biometric used is the user's on-line signature,
cortsistiag of time-varying pen position and pressure. A Gagerpriut
biometric can also be used by designing a futgerprint sensor into the pen,
although at a higher cost The type of biometric used only affects the
capture of the bia~metric) not the authorization aspects of the system. The
first step io being able to make SET payments is to .rte the user's
biometric with the netp$ge r~istration server. This is done in a controlled
environment) for example a bank, where the biometric can be captured at the
same lame as the user's identity is verified. The biometric is captured and
stared in the registration database) linked 35 to the user's record. The
user's photograph is also optionally captured and linked to the record. The
SET cardholder registration process is completed, and the resulting private
signature key and certificate are stored in the database. The user's
payment card information is also stored, giving the netpage registration
server enough information to act as the user's proxy in any SET payment
transaction. When the user eventually supplies the biometric to complete a
payment, for example by signing a netpage order form, the printer securely
transmits the order information, the pen ID and the biometric data to the
netpage registration server. The server verifies the biometric with respect
to the user identified by the pen iD, and from then on acts as the user's
proxy in completing the SET payment transaction. r   2 4 NOV 2003 WO
00/72241 -32 4.3 M~cRO-PairMSNTs Ptr'f/AU00/00518 The netpage system
includes a mechanism for micro-paymeiits, to allow the user to be
conveniently charged for printing low-cost documents on demand and for
copying copyright documents, and possibly also to allow the user to be
reimbursed for expalses incurred in printing advertising material. The
latter depends on the level of subsidy already provided to the user. When
the user registers for e~ommerce, a network account is established which
aggregates micro payments. The user receives a statement on a r~egnlar
basis, and can settle any outstanding debit balance using the standard
payment mechanism The network account can be attended to aggregate
subscription fees for periodicals, which would also otherwise be presaited
to the user in the form of individual statements. 4.4 TRlWSACTIONs When a
user requests a netpage in a particular application context, the
application is able to embed a user specific transaction ID 55 in the page.
Subsequent input through the page is tagged with the transaction W, and the
application is thereby able to establish an appropriate context for the
user's input. When input occurs through a page which is not user-specific,
however, the application must use the use's unique identity to establish a
context. A typical example involves adding items from a pre-printed catalog
page to the user's virtual "shopping cart". To protect the user's puivacy,
however) the unique user 1D 60 known to the netpage system is not divulged
to applications. This is , to prevent different application providers froth
easily correlating independently accumulated behavioral data 2O The netpage
registration server instead maintains an anonymous relationship between a
user and an application via a unique alias )D 65, as shown in Figure 24.
Whenever the user activates a hyperlink tagged with the "register"
attribute, the nctpage page server asks the netpage registration server to
translate the associated application m 64rtogether. with the-pen~D-61,-into
an alias-ID bS~Tiie alias.-1D-is then.submitted to the hyperlink's
application. The application maintains state information indexed by alias
ID, and is able to retrieve user-specific state 25 information without
knowledge of the global identity of the user. The system also maintains an
independent certificate and private signature key for each of a user's
applications, to allow it to sign application transactions on behalf of the
user using only application-specific information. To assist the system in
routing product bar code (L)PC) "hypetlink" activations, the system records
a favorite application on behalf of the user for any number of product
types. Each application is associated with an application provider, and the
system maintains an account on behalf of each application provider, to
allow it to credit and debit the provider for click-through fees etc. An
application provider can be a publisher of periodical subscribed content.
The system records the user's willingness to receive the subscribed
publication) as well as the oxp~ted frequency of publication. 4.5 RESOURCE
DrscwprtoNS nH~ CopYwotit 3 'rJ A preferred embodiment of a resource
description class diagram is shown in Figure 40. Each document and content
object may be described by one or more resource descriptions 842. Resource
descriptions use the Dublin Core metadata element set) which is designed to
facilitate discovery of electronic resources. Dublin Core metadata conforms
to the Worid Wide Web t"ansortium (W3C) Resource Description Framework
(RDF). A resource description may identify rights holders 920. The netpage
systeiii automatically transfers copyright fees from users to rights
holders when users print copyright content. , 5 COMMUNICATIONS PROTOCOLS A
communications protocol defines an ordered exchange of messages between
entities. In the neipage   2 4 NOU 2003 WO 00/72241 



-33 PGT/AU00/00518 system) entities such as pens, printers and savers
utilise a set of defined protocols to cooperatively handle use interaction
with the netpage system. Each protocol is illustrated by way of a sequence
diagram in which the horizontal dimension is used to represent message flow
and the vertical dimension is used to represent time. Each entity is
represented by a rectangle containing the name of the entity and a vertical
column representing the lifeline of the entity. Doting the time an entity
exists, the lifeline is shown as a dashed line. Doting the time an entity
is active, the lifeline is shown as a double line. Because the protocols
considered here do not create or destiny entities, lifelines are generally
cut short as soon as an entity ceasGS to participate in a protocol. 5.1
SUBSCRIPTION DELNERY PROTOCOL A prefeaod embodiment of a subscription
delivery protocol is shown in Figure 43. A large number of users may
subscribe to a periodical publication. Each user's edition may be laid out
diB'errntly, but many uses' editions will share common content such as text
objects and image objects. The subscription delivery protocol therefore
delivers document struchu~es to individual printers via pointcast) but
delivers aharod content objects via multicast 15 The application (i.e.
publisher) first obtains a document iD 51 for each document from an ID
server 12. It then sends each document structure; including its document )D
and page descriptions) to the page server 10 responsible for the document's
newly allocated ID. h includes its own application )D 64, the subscriber's
alias JD 65, and the relevant set of multicast channel names. It signs the
message using its private signature key. The page serve uses the
application ID and alias ID to obtain from the registration server the
coaesponding use 1D 60, the user's selected prints ID 62 (which may be
explicitly selected for the application, or may be the user's default
prints), and the application's certificate. The application's certificate
allows the page server to verify the message signature. The page server's
request to the registration server fails ifthe application )D and alias >D
don't together identify a subscription 808. The page serves then allocates
document and page instance IDs and forwards the page descriptions, 25
including page IDs 50) to the printer. It includes the relevant set of
multicast channel names for the painter to listal to. It then returns the
newly allocated page IDs to the application for future reference. Once the
application has distributed all of the document structures to the
subscribers' selected printers via the relevant page servers, it multicasts
the various subsets of the shared objects on the previously selected
multicast channels. Both page servos and printers monitor the appropriate
multicast channels end receive their required content objects. They are
they able to populate the previously pointcast document structures. This
allows the page savers to add complete documents to their databases, end it
allows the printers to print the documents. 5.2 HYPL:RLINK ACTNATION
PROTOCOL. A preferred embodiment of a hypalink activation protocol is shown
in Figure 45. When a use clicks on a netpage with a netpage pen, the pen
communicates the click to the nearest netpage 35 prints 601. The click
identifies the page and a location on the page. The printer already knows
the ID 61 of the pen from the pen connection protocol. The painter
determines, via the DNS, the network address of the page server 10a
handling the particular page iD 50. The address may already be in its cache
if the use has recently interacted with the same page. The printer then
forwards the pen m, its own painter ID 62) the page ID and click location
to the page server. The page serve loads the page description 5 identified
by the page 11J and determines which input element's zone 58, if any, the
click lies in. Assuming the relevant input element is a hypalink element
844) the page server then obtains the associated application ID 64 and link
ID 54, and determines, via the DNS, the network address   z 4 Nov zoo3 WO
00r12241 -34 of the application server hosting the application 71.
PCTIAU00/00518 The page server uses the pen >D 61 to obtain the
corresponding user ID 60 from the registration server 11) and then
allocates a globally unique hyperlink request 1D 52 and builds a hyperlink
request 934. The hyperlink request class diagram is shown in Figure 44. The
hyperlink request records the 1Ds of the requesting user and printer) and 5
identifies the clicked hyperlink instance 862. The page server then sends
its own server 1D 53) the hyperlink request 1D, and the link 1D to the
application. The application produces a response document according to
application~peciftc logic, and obtains a document )D 51 from an 1D server
12. h then sends the document to the page server 10b responsible for the
doctmtent's acwly allocated )D) together with the requesting page server's
1D and the hyperlink request ID. The second page server sends the hyperlink
request 1D and application ID to the first page server to obtain the
cartrsponding user 1D and printer 1D 62. The first page server rejects the
roquest if the hyperlink r~aquest has expired or is for a different
application. The second page server allocates document instance and page
1Ds 50) returns the newly allocated page 1Ds to the application, adds the
complete document to its own database, and finally sends the page
descriptions to the 15 requesting printer. 



The hyperlink instance may include a meaningfirl transaction ID 55, in
which case the first page server includes the transaction ID in the message
sent to the application. This allows the application to establish a
transactionspecific content for the hyperlink activation. If the hyperlink
requires a user alias, i.e, its "alias required" attribute is set, then the
first page server sends both the pen ID 61 and the hyperlink's application
1D 64 to the registration server 11 to obtain not just the user 1D
corresponding to the pen 1D but also the alias 1D 65 corresponding to the
application ID and the user 1D. It includes the alias 1D in the message
sent to the application, allowing the application to establish a
user-specific context for the hypaiirth-activation.-.- ....  5.3
fW'IDWRITtNG RECOGNITION PROTOCOL 25 When a user draws a stroke on a
netpage with a netpage pen) the pen communicates the stroke to the nearest
netpage printer. The stroke identifies the page and a path on the page. The
psirtter forwards the pen 1D 61, its own printer ID 62, the page ID 50 and
stroke path to the page server 10 in the usual way. The page server loads
the page description 5 identified by the page 1D and determines which input
30 element's zone 58, if any, the stroke intersects. Assuming the relevant
input element is a text field 878, the page server appends the stroke to
the text field's digital ink. After a period of inactivity in the zone of
the text field, the page server seeds the pen 1D and the pending strokes to
the registration server l l for interpretation. The registration server
ideat'ifres the user corresponding to the pest, and uses the user's
accumulated handwriting model 822 to interpret the strokes as handvvrittea
text. Once it has 35 converted the strokes to text, the registration server
returns the text to the requesting page server. The page server appends the
text to the text value of the text field. 5.4 SIGNATURE VERIFICATION
PROTOCOL Assuming the input element whose zone the stroke intersects is a
signature field 880, the page server 10 appends the stroke to the signature
f eld's digital ink. After a period of inactivity in the zone of the
signature field, the page server sends the pen ID 61 and the pending
strokes to the registration server 11 for verification. It also sends the
application 1D 64 associated with the form of which the signature field is
part, as well as the form 1D 56 and the current data content of the fbrm
fhe registration   2 4 NOU 2003 WO 00r72241 -35 PCT/AU00/00518 serve
identifies the user corresponding to the pen, end uses the use's dynamic
signature biometric 818 to verify the stmkes as the use's signature. Once
it has verifiod the signature, the registration serve uses the application
1D 64 and use 1D 60 to identify the urea's application-specific private
signature key. It then uses the key to generate a digital signature of the
form data, and returns the digital signature to the requesting page server.
The page serve assigns the digital signature to the signature field and
sets the associated form's status to frozen. The digital signature includes
the alias 1D 65 of the corresponding user. This allows a single form to
capture multiple users' signatures. 5.5 FORM SueMISSION PROTOCOL A
preferred embodiment of a form submission protocol is shown in Figure 46.
Form submission occurs via a form hypalink activation. It thus follows the
protocol defined in Section 52, with some form-specific additions. In the
case of a form hypalink) the hypalink activation message seat by the page
server 10 to the application 71 also contains the form 1D 56 and the
current data contest of the form. If the form contains any signature
fields, then the application verifies each one by extracting the alias 1D
65 associated with the cotnsponding digital 15 signature and obtaining the
corresponding certificate from the registration serve 11. 5.6 COMMISSION
PAYMENT PROTOCOL A preferred embodiment of a commission payment protocol is
shown in Figure 47. In an e~ommace environment, fees and commissions may be
payable from an application provide to a publishes on click-throug6s,
transactions and sales. Commissions on fees and commissions on commissions
may also be 2~ payable from the publishes to the provide of the prints. The
hypalink request )D 52 is used to;ourte a fee or commission credit from the
target application provides 70a (e.g. merchant) to the source application
provides 70b (i.e. publisher)) and from the source application provider 70b
to.the prints provide 72. _.___ _ The target application receives the
hypalink request )D from the page serve 10 when the hypalink is first 25
adivatod, as des~xibed in Section 5.2. When the target application needs to
credit the source application provide, it sends the application provider
credit to the original page serve together with the hypalink request )D.
The page save uses the hypalink request 1D to identify the source
application, and sends the credit on to the relevant registration server 11
together with the source application 1D 64) its own save >D 53, and the
hypalink request ID. The registration saves aedits the corresponding
application provider's account 827. It also notifies the application
provides. If the application pmvida needs to credit the printer provider)
it sends the prints provide credit to the aaigi~l page server together with
the hypalink roquest )D. The page server uses the hyperlinlc request 1D to
identify the printer) and sends the credit on to the relevant registration
lava together with the printer 1D. The registration server credits the
corresponding printer provide account 814. The source application provider
is optionally notified of the identity of the target application provide,
and 35 the psirrta provider of the identity of the source application
provider. 6. NETPAGE PEN DESCRIPTION 6.1 PEN MECluwlcs 



Referring to Figures 8 and 9, the pen, generally designated by reference
numeral 101, includes a housing 102 in the form of a plastics moulding
having walls 103 deGnisg an interior space 104 for mounting the pen
components. The pen top 105 is in operation rotatably mounted at one end
106 of the housing 102. A semi-transparent cove 107 is secured to the
opposite end 108 of the housing 102. The cove 107 is also oC moulded
plastics, and is formed from semi-trar~s~parent material u~ order to enable
the user to view the status of the LED mounted within the r   WO 00I72241
-36 2 !~ NOU 20D3 PCT/AU00/00518 housing 102. The cover 107 includes a main
part 109 which substantially surrounds the end 108 of the housing 102 and a
projecting portion 110 which projects back from the main part 109 and fits
within a corresponding slot 111 formed in the walls 103 of the housing 102.
A radio antenna 1 i2 is mounted behind the projecting portion 110, within
the housing 102. Screw threads 113 surrounding an aperture 113A on the
cover 107 are arranged to receive a metal end piece 114, rJ including
corresponding screw threads 115. The metal end piece 114 is removable to
enable ink cartridge replacement. Also mounted within the covet l07 is a
tri-color status LED 116 on a flex PCB 117. The antenna 112 is also mounted
on the Ilex PCB 117. The status LED 116 is mounted at the top of the pen
l01 for good all~at~ound visibility. The pen can operate both as a normal
marking ink pen and as a non-marking stylus. An ink pen cartridge 118 with
nib 119 and a stylus 120 with stylus nib 121 are mounted side by side
within the housing 102. Either the ink 10 cartridge nib 119 or the stylus
nib 121 can be brought forward through open end l22 of the metal end piece
114) by rotation of the pen top 105. Respective slider blocks 123 and 124
are mounted to the ink cartridge 118 and stylus 120, respectively. A
rotatable cam barrel 125 is secured to the pen top 105 in operation and
arranged to rotate therewith. The cam barrel 125 includes a cam 126 in the
form of a slot within the walls 181 of the cam barrel. Cam followers 127
and l28 projecting from slider blocks 123 and 124 fit within the cam slot
126. On rotation of the cam barre1~125, the slider 15 blocks l23 or 124
move relative to each other to project either the pen nib 119 or stylus nib
121 out through the hole 122 in the metal end piece 114. The pen 101 has
three states of operation. By turning the top 105 through 90 steps, the
three states are:  Stylus 120 nib 121 out;  Ink cartridge 118 nib I 19 out;
and  Neither ink cartridge I I8 nib 119 out nor stylus 120 nib I 21 out A
second flex PCB 129) is mounted on an electronics chassis 130 which sits
within the housing 102. The second flex PCB l29 mounts an infrared LED 131
for providing infrared radiation for projection onto the surface. An image
sensor 132 is provided mounted on the second flex PCB l29 for receiving
reflected radiation from the surface. The second flex PCB 129 also mounts a
radio frequency chip 133, which includes an RF transmitter and RF receives)
25 and a controller chip 134 for controlling operation of the pen 101. An
optics block 135 (formed from moulded clear plastics) sits within the cover
107 aad projects an infrared beam onto the surface and receives images onto
the image sensor 132. Power supply wires I 36 ooamect the componeats on the
second flex PCB 129 to battery contacts 137 which are mounted within the
cam barrel 125. A terminal l38 connxts to the battery contacts 137 and the
cam barrel 125. A three volt rechargeable battery 139 sits within the cam
barrel 125 in contact with the battery contacts. An induction 30 charging
coil 140 is mounted about the second flex PCB 129 to enable recharging of
the battery 139 via induction. The second flex PCB 129 also mounts an
infrared LED 143 and infrared photodiode 144 for detecting displacement in
the cam barrel 125 when either the stylus 120 or the ink cartridge 118 is
used for writing) in otdea to enable a determination of the force being
applied to the surface by the pen nib 119 or stylus nib 121. The Bt
photodiode 144 detects light from the IR LED 143 via reflectors (not shown)
mounted on the slider blocks 123 end 124. 35 Rubber grip pads 141 and 142
are provided towards the ead 108 of the housing 102 to assist gripping the
pen 101, and top 105 also includes a clip 142 for clipping the pen 101 to a
pocket. 6.2 PEN CONTROLLER The pen 101 is arranged to determine the
position of its nib (stylus nib 121 or ink cartridge nib 1l9) by imaging) m
the infrared spectrum, an area of the surface in the vicirtity of the nib.
It records the location data from the nearest location tag) and is arranged
to calculate the distance of the nib 121 or 119 from the location tab
utilising optics 135 and controller chip 134. The controller chip 134
calculates the orientation of the pen and the nib-to-tag distance from the
perspective distortion observed on the imaged tag.   WO 00I72241 -37 2 ~~
NOU 2003 PC'T/AU00/00518 Utilising the RF chip 133 and antenna 112 the pen
101 can trar~nit the digital ink data (which is encrypted for sec~aity and
packaged for efficient tranQnission) to the computing system. When the pea
is in range of a receiver, the digital ink data is transmitted as it is
formed. When the pen l01 moves out of range, digital ink data is bu$'ered
within the pen 101 (the pen 101 circuitry includes a buffer arranged to
store digital ink data for approximately i2 minutes of the pen motion on
the surface) and can be transmitted later. The controller chip 134 is
mounted on the second flex PCB 129 in the pen 101. Figure 10 is a block
dragcam illustrating in more detail the architecture of the controller chip
134. Figure l0 also shows representations of the RF chip 133) the image
sensor 132, the tricolor status LED 116) the IIt illumination LED 131, the
1R force sensor LED 143) and the force sensor photodiode 144. The pen
controller chip 134 includes a controlling processor 145. Bus 146 enables
the exchange of data between components of the controller chip 134. Flash
memory 147 and a 512 KB DRAM 148 are also included. An analog-to-digital
converter 149 is arranged to convert the analog signal from the force
sensor photodiade 144 to a digital signal. An image sensor interface 152
interfaces with the image sensor 132. A transceiver controller 153 and base
15 band circuit 154 are also included to interface with the RF chip I 33
which includes an RF circuit 155 and RF resonators and inductors 156
connected to the antenna 112. The controlling processor 145 captures and
decodes location data from tags from the surface via the image sensor 132,
monitors the force sensor photodiode 144, controls the LEDs 116) l31 and
143) and handles short-range radio communication via the radio transceiver
153. It is a medium-performance (-40MHz) general-purpose R1SC 20 processor.
The processor 145) digital transceiver components (transceiver controller
153 and baseband circuit l54)) image sensor interface 152) flash memory 147
and 512KB DRAM 148 are integrated in a single controller ASIC. Analog RF
components (RF circuit 155 and RF resonators and inductors 156) are
provided in_ the separate RF chip. The image season is a 215x215 pixel CCD
(such a sensor is produced by Matsushita Electronic Corporation, 25 and is
described in a papa by Itakura, K T Nobusada, N Okusenya) R Nagayoshi, and
M Otski, "A 1 mm 50k-Pixel IT CCD Image Sensor fair Miniature Camera
System", IEEE Transactions on Electrcauc Devices) Volt 47, numbs 1, January
2000) which is incorporated herein by reference) with an IR filter. The
controller ASIC 134 enters a quiescent state after a period of inactivity
when the pen 10l is not in contact with a surface. It incorporates a
dedicated circuit 150 which monitors the force sensor photodiode 144 and
wakes 30 up the controller 134 via the power manager 151 on a pen-down
event. The radio transceiver communicates in the unlicensed 900MHz band
naratally used by cordless telephones, or alternatively in the turlicrnsed
2.4GHz industrial) scientific and medical (1SI~ band, and uses frequency
hopping and collision detection to provide interference-free communication.
~ ~ ~~wa e~~t ~e P~ ~~~m~ ~ Infrared Data Association (IrDA) interface for
short35 range communication with a base station or netpage printer. In a
Earths embodiment, the pen 101 includes a pair of orthogonal accelerometers
mounted in the normal plane of the pen 101 axis. The accelerometers 190 are
shown in Figures 9 and 10 in ghost outline. The provision of the
accelerometers enables this embodiment of the pen l01 to sense motion
without reference to surface location tags) allowing the location tags to
be sampled at a lower rate. Each location tag ID can then 40 identify an
object of interest rather than a position on the surface. For example) if
the object is a user interlace input element (e.g. a command button), then
the tag iD of each location tag within the area of the input element can
directly identify the input element. k,   



z 4 Nov 2003 WO 00I72241 -38 PCTIAU00100518 The acceleration measured by
the accelerometers in each of the x and y directions is integrated with
respect to time to produce an instantaneous velocity and position. Since
the starting position of the stroke is not known) only relative positions
within a stroke are calculated. Although position integration accumulates
errors in the sensed acceleration, accelerometers typically have high
resolution) and the time duration of a stroke, over which errors
accumulate) is short 7. NETPAGE PRINTER DescwPnoN T.1 Ptttt~tt Mt_cwwlcs
The vertically-mounted netpage wallprinter 601 is shown fully assembled in
Figure l 1. It prints netpages on Letter/A4 sized media using duplexed 8%,"
Memjet"~ print engines 602 and 603, as shown in Figures 12 and 12a. h ~
uses a straight paper path with the paper.604 passing through the duplexed
print engines 602 and 603 which print both sides of a sheet simultaneously)
in full color and with full blend. An integral binding assembly 605 applies
a strip of glue along one edge oC each printed sheet, allowing it to adhere
to the previous sheet when pressed against it. This creates a final bound
document 618 which can range in thickness from one sheet to several hundred
sheets. The replaceable ink cartridge 627, shown in Figure 13 coupled with
the duplexed print engines) has bladders or chambers for storing fixative)
adhesive) and cyan) magenta, yellow, black and infrared inks. The cartridge
also contains a micro sir filter in a base molding. The micro air filter
interfaces with an sir pump 638 inside the printer via a hose 639. This
provides filtered air to the printheads to prevent ingress of micro
particles into the MemjetT" printheads 350 which might otherwise clog the
printhead nozzles. By incorporating the sir filter within the cartridge,
the operational life of the filter is effectively linked to the life of the
cartridge. The ink cartridge is a fully recyclable product with a opacity
for printing and gluing 3000 pages ( 1500 sheets). Referring to Figure 12)
the motorized media pick up roller assembly 626 pushes the top sheet
directly from the media tray past a paper sensor on the first print engine
602 into the duple~rod MomjetT"t printhcad assembly. The twu MemjetT" print
engines 602 and 603 are mounted in an opposing in-line sequential
configuration along the straight 25 paper path. The paper 604 is drawn into
the first print engine 602 by integral, powerod pick-up rollers 626. The
position and size of the paper 604 is sensed and full bleed printing
commences. Fixative is printed simultaneously to aid drying in the shortest
possible time. The paper exits the first Memjet''s print engine 602 through
a set of powerod exit spike wheels (aligned along the straight paper path))
which act against a rubberized roller. These spike wheels contact the `wet'
printed surface and continue to fend the sheet 604 into the second Memjct"~
print engine 603. Referring to Figures I2 and 12a, the paper 604 passes
from the duplexed print engines 602 and 603 into the binder assembly 605.
The printed page passes betwoen a powered spike wheel axle 670 with a
fibrous support roller and another movable axle with spike wheels and a
mounentary action glue wheel. The movable axlelglue assembly 673 is mounted
to a metal support bracket and it is transported forward to interface with
the powered axle 670 via gears by 35 action of a camshaft. A separate motor
powers this camshaft. The glue wheel assembly 673 consists of a partially
hollow axle 679 with a rotating coupling for the glue supply hose 641 from
the inlc cartridge 627. This axle 679 connects to a glue wheel, which
absorbs adhesive by capillary action through radial holes. A molded housing
682 surrounds the glue wheel) with an opening at the front. Pivoting side
moldings and sprung outer doors are attached to the metal bracket and hinge
out sideways when the rest of the assembly 673 is thrust forward. This
action exposes the glue wheel through the front oC the molded housing 682.
Tension springs close the assembly and effectively cap the glue wheel
during periods of inactivity As the sheet 604 passes into the glue wheel
assembly 673, adhesive is applied to one vertical edge on the k;   2 4 NOV
2003 WO 00/72241 -39 PCT/AU00/00518 front side (apart from the first sheet
of a document) as it is transported down into the binding assembly 605. T.2
Pw~ CONTROLLER ARCHITECTUtiE The netpage printer controller consists of a
controlling processor 750, a factory-installed or field-installed network
interface module 625) a radio transceiver (transceiver controller 753)
baseband circuit 754) RF circuit 755) and RF resonators and inductors 756),
dual raster image processor (RIP) DSPs 757, duplexed print engine
controllers 760a and 760b, flash memory 658) and 64MB of DRAM 657, as
illushated in Figure 14. The controlling processor handles communication
with the network 19 and with local wireless netpage pens 101 ) senses the
help button 617, controls the user interlace LEDs 613A 6) and feeds and
synchronizes the RIP DSPs 757 and print engine controllers 760. It consists
of a medium-performance general-purpose microprocessor. The controlling
processor 750 communicates with the print engine controllers 760 via a
high-speed serial bus 659. The RIP DSPs rasteri2e and compress page
descriptions to the netpage printer's compressed page format. Each print
engine controller expands) dithers and prints page images to its associated
MeanjetT~ printhead 350 in real time (i.e. at over 30 pages per minute).
The duplexed print engine controllers print both sides of a sheet
simultaneously. The master print engine controller 760a controls the paper
transport and monitors ink usage in conjunction 'I r'J with the master QA
chip 665 and the ink cartridge QA chip 761. The printer controller's flash
memory 658 holds the software for both the processor 750 and the DSPs 757)
as well as configuration data. This is copied to main memory 657 at boot
time. The processor 750, DSPs 757) and digital transceiver components
(transceiver controller 753 and baseband circuit 754) are integrated in a
single controller ASIC 656. Analog RF components (RF circuit 755 and RF
resonators ~ and inductors 756) are provided in a separate RF chip 762. The
network interface module 625 is separate) since netpage printers allow the
network connection io be factory-selected or Geld-selected. Flash memory
658 and the 2x256Mbit (64MB) DRAM 657 is also ofl:chip. The print engine
controllers 760 are provided in separate ASICs. A variety of network
iutexface modules 625 .are._proeided) each providing8netpage network
interface?51 . . earl optionally a local computer or network interface 752.
Netpage network Internet interfaces include POTS modems) Hybrid Fiber~oax
(I-IFC) cable modems, ISDN modems, DSL modems, satellite transceivers,
current and nextgeneration cellular telephone transceivers) and wireless
local loop (VJLL) transceivers. Local interlaces include IEEE 1284
(parallel port)) lOBase-T and 100Base-T Ethernet, USB and USB 2.0, IEEE
1394 (Firewire), and various emerging home networking interfaces. U an
Internet connection is available on the local network, then the local
network interface can be used as the netpage network interface. The radio
transceiver 753 communicates in the unlicensed 900MHz band norn~ally used
by cordless telephones, or alternatively in the unlicensed 2.4GHz
industrial, scientific and medical (1SM) band, and uses frequency hopping
and collision detection to provide interlerence-free communication. The
printer controller optionally incorporates an Irt&ared Data Association
(IrDA) interlace for receiving data "squirted" from devices such as netpage
cameras. In an alternative embodiment, the printer uses the IrDA interface
35 for short-range communication with suitably configured netpage pens. 



7.2.1 RasrEritznnoN aNO PatHrtHc Once the main processor 750 has received
and verified the document's page layouts and page objects, it runs the
appropriate RIP software on the DSPs 757. The DSPs 757 rastetize each page
description and compress the rasterized page image. The main processor 4~
stores each compressed page image in memory. The simplest way to
load-balance multiple DSPs is to let each DSP rasterize a separate page.
The DSPs can always be kept busy since an arbitrary number of rasterized
pages can, in general, be stored in memory. This strategy only leads to
potentially poor DSP utilization when uasterizing short   2 4 NOU 2003 WO
00r12241 -40 documents. PCT/AU00/00518 Watermark regions in the page
description are rasterized to a contone-resolution bi-level bitmap which is
losslessly compressed to negligible size and which forms part of the
compressed page image. The infrared (IR) layer of the printed page contains
coded netpage tags at a density of about six per inch. 5 Each tag encodes
the page 1D, tag ID) and control bits, and the data content of each tag is
generated doting rasterization and stored in the compressed page image. The
main processor 750 passes back-to-back page images to the duplexed print
engine controllers 760. Each print engine controller 760 stores the
compressed page image in its local memory, and starts the page expansion
and printing pipeline. Page expansion and printing is pipelined because it
is impractical to store an entire 114MB bi-level ~ CMYK+IR page image in
memory. 7.2.2 PRtHr ENGINE CONTROLLER The page expansia~n and printing
pipeline of the print engine controller 760 consists of a high speed IEEE
1394 serial interface 659, a standard JPEG decode 763) a standard Group 4
Fax decoder 764 r a custom halftoner/compositor unit 765, a custom tag
encoder 766, a line loader/fonnatter unit 767) and a custom interface 768
to 15 the MemjetTw printhead 350. The print engine controller 360 operates
in a double buffered manner. While one page is loaded into DRAM 769 via the
high speed serial interface 659) the previously loaded page is read from
DRAM 769 and passed through the print engine controller pipeline. t7nce the
page has finished printing, the page just loaded is printed while another
page is loaded. 'The fast stage of the pipeline expands (at 763) the
1PEG-compressed contone CMYK layer) expands (at 764) the Group 4
Fax-compressed bi-level black layer) and renders (at 766) the bi-level
netpage tag layer according to the tag format defined in section 1.2, all
in parallel. The second stage dithers (at 765) the contone CMYK layer and
composites (at 765) the bi-level black layer over the resulting bi-level
CMYK layer. The resultant bi-level CMYK+IR dot data is buffered and
formatted (at 767) for printing on the MemjetT" printhead 350 via a set of
line buffers. Most of 25 these line buffers are stored in the off-chip
DRAM. The final stage prints the six channels of bi-level dot data
(including fixative) to the MemjetTU printhcad 350 via the printhead
interface 768. When several print engine controllers 760 are used in
unison, such as in a duplexed configuration, thry are synchronized via a
shared line sync signal 770. Only one print tngine 760, selected via the
external master/slave pin 771 ) generates the line sync signal 770 onto the
sharod line. The print engine controller 760 contains a low-speed processor
772 far synchroni2ing the page expansion and rendering pipeline,
configuring the priathead 350 via a low speed serial bus 773, and
controlling the stepper motors 675, 676. In the 8'/," versions of the
netpage printer, the two print engines each prints 30 Letter pages per
minute along the long dimension of the page (I1"), giving a line rate of
8.8 kHz at 1600 dpi. In the 12" versions of the netpage 35 printer, the two
print engines each prints 45 Letter pages per minute along the short
dimension oCthe page (8'/~"), giving a line rate of 10.2 kHz. These line
rates are well within the operating frequency of the MemjetTU printhead)
which in the current design exceeds 30 kHz. 8 PnYtytEt~rrs The netpage
system provides efficient mechanisms for the secure and auditable delivery
of invoices, statements, and bills directly to the user's netpage printer.
Such documents may jnclude regular bills from utility companies for
services such as electricity, gas, and telephone. The bill can include a
mechanism for the user to make a payment The user can select from
previously   2 4 NOU 2003 WO 00I72241 -41  established payment methods or
enter a new payment card, sign the bill, and submit the payment 8.1
APPLICATION DIAGRAM NOTATION Ptr f/AU00/00518 Each application user
interface flow is illustrated as a collection of documents linked by
command arrows. A command arrow indicates that the target document is
printed as a result of the user pressing the corresponding command button
on the source page. Some command arrows are labelled with multiple commands
separated by slashes (`/'s), indicating that any one of the specified
commands causes the target document to be printed. Although multiple
commands may label the same command arrow, they typically have different
side-effects. 1n application terms, it is important to distinguish betvuxrr
nctpage documents and netpage forms. Documents contain printed information,
as well as command buttons which can be pressed by the user to request
fwther information or some other action. Forms, in addition to behaving
like normal documents) also contain input fields which can be filled in by
the user. They provide the system with a data input mechanism. It is also
useful to distinguish betvveert documents which contain generic information
and documents which contain information specific io a particular 



iatasction between the user and an application. t,reneric documents may be
pre-printed publications such as magazines sold at news stands or
advertising posters encountered in public places. Forms may also be
pre-printed) including, for 15 example, subscription forms encountered in
pre-printed publications. They may) of course, also be generated on-the-fly
by a netpage printer in response to user requests. User specific documents
and forms are normally generated on the fly by a netpage printer in
response to user requests. Figure 48 shows a generic document 990) a
generic form 991, a userspecific document 992, and a user-specific form
993. Netpages which participate in a user interface flow are further
described by abstract page layouts. A page layout may contain various kinds
of elements, each of which has a unique style to differentiate it from the
others. As shown in Figure 49) these include fixed information 994,
variable information 995, input fields 996) command buttons 997) and
draggable commands 998. When a user interface flow is broken up into
multiple diagrams,.any.docttment which is duplicated is shown with dashed
outlines in all but the main diagram which defines it. 25 8.2 PAYMa~trs
Oe,rECr Mood. The payments object model revolves around a billet,
customers, bills and bii! pa~znents. Each billet 500 has a unique
identifier and a name. Each customer 501 is related to a particular billet
500, and has na identifier 65 which is unique within the scope of the
particular billet. The customer id 65 is the alias id for the application
user 805) as allocated by a registration server. Each customer 501
represents a particular nctpage user ~ 800 to the billet. A netpage user
800, on the other hand, can be the customer of any number of billets. Each
customer 501 has a history of payment methods 504 with the billet. The name
and description of a customer derives from the details of the corresponding
netpage user 800. Each bill 502 is associated with one customer and one
billet) and has a unique bill number, a due date) and a due amount. 35 Each
bill payment 503 has a unique payment number, the date and time of the
payment, the amount paid) and a receipt number. Each bill payment 503 has
associated with it a payment method 504. When the SET payment method S06 is
used, the corresponding SET payment card 821 linked to the user is used to
make payment according to the normal SET protocol. When the payment card
payment method 505 is used, the specified payment card is used to make
payment ~ according to the normal protocol between the billet and their
acquiring bank or institution which handles the particular payment card
type. ' . The Bill Payments class diagram is shown in Figure 50. r   2 4
NOV 2003 WO 00I72241 PC'T/AU00/00518 -428.2 PAYMENTS USER INTERFACE A bill
may be delivered to a user directly to their netpage printer, or may be
delivered through the normal postal service. A typical bill 507 507a
includes a section explaining the detailed charges 509 making up the bill,
the total 5 amount due and the payment due date. The bill also includes a
list of the customer's previously used payment methods. A typical bill 507
507a is shown in Figures 52 and 53. The user selects a payment card, or
enters a new payment card io be used for payment) signs the form with their
netpage pen, and presses the <Pay Novh button The user is identified by the
netpage pen 801 they are using and the signature is veriGod from netpage
records 818. ') ~ If the user clicks Reset Fadm~ the bill is re-printed.
When the payment is complete a Payment Receipt 508 is pointed) as shown in
Figure 54. The Bill Payment user interface slow is shown in Figure 51.
CONCLUSION The present invention has been described with reference to a
preferred embodiment and number of specific 'I 5 alternative embodiments.
However, it will be appreciated by those skilled in the relevant Gelds that
a number of other embodiments, differing from those specifically described,
will also fall within the spirit and scope of the present invention
Accordingly, it will be understood that the invention is not intended to be
limited to the specific embodiments described in the present specification,
including documents incorporated by cross-reference as appropriate. The
scope of the invention is only limited by the attached claims.   _ .::.:~ ~
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causing the bill and the ood~ed . Vii; td be printod onto. the surface
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one pea of the mqueated Paym~t) tire sensing device graa~ing the
ittdicatiag data tzsittg at~ coast-some of the coded dots. 9. The a~sod of
clahri 8 which includes in the sYs~. 26 mov~emant dadt from~te sau~ng
device n6guding movr~t of the sests~g t~Ye to tho bitl, tho seasl:ug
devioi~'gen~aaHnE tlyo mo~iea~eat data. 10. Tfie.:tod of aqy owof
ttta~ps~e~odiag elaitns is wt~iah the pmraitts as actiao parameter of tbn
tpaymatt, tlbeod incindlng cffocdng, in tW caystom. ~ 30
operation.faoi~Qye~ction.parafme~;... .. ... ..::.. ' . . _...:,: . 1 i.
Tf~...b~od of claim 10 lip ~hlch the action paramctx of they pay~t ~
selocted from ifse'~,iCOti~i'comprising: requesting that paymrat be made:
epocifying a Payment amount and rese~g rite hilt to 35 an original state. .
..: :. .  .. ~ . ~ . ,_,f~`<7rzlr~ : . : . .'  .  .: : ~ _  .::_ : :: :: ;
_ ' : ' .' .  ..'. .. .;: ~ ..'  ...:....:-..:::.~>~~~Cf9-:.;~  .. :.:
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NOV 2003 46 12. The mcthod':of :.~u~g~e:;of ahd ~Sr~di~g:claims in which
the parameter is a . _...,;.......~~ . . . variable parameter which is
ari~'i~p~iv~~:~~ bf ~.'~q~~ I~'.the method incIudii>& Idea iu.t~ uter .~ ~
. " -tiie: ~ ~ ~t~t~d a hand~drawt~ msudc by meansoftta; tlfyiag. y .._ . .
. , a;' seaaiag davtcc rmt effocdng. '~:y'~ M~un asstxfA.tod with the
option ... gat'ameier. .. ... k`~"`y 13. Th~o muhod of cisiifi`.fZ~
lifwtrdcli th~~ ~-~~tcd with at lcaat one of Itrt gtnap oompcising: . 10
~rdhOlda n~) payment ~S~Od and edit ~aad t~. 14. The method of any c~of tha
preadi~'Glaima iu which tho gara~er is a vartablo parameter which is a text
parameter of 'tf~e oOd paymont, ttbo method inctuding ideadfying. in  the
eoroputa system, that the pa~oa has haadwritta~ tact data bIC means of the
sensing 15 device and effectiag, tn the computer system) an opeta5asi
assodated with tho text parameter. 15. The method of claim 14 which
includes converting. in ~ cod system) the t~andwrittea tox< data to tout 20
16. The method of claim 14 or claim 15 is wtricdi the tit ~ ~ at Least ono
of the gtioup cola~isi~ ' a cudiwldar name, as pull ~ a c:rd explry dato. a
17. T6e mahod of a,~y ono of the p~eood~$ claims is which tho ~ >s a
variable 25 pan~etet whkh is m tuthotisatfoa Via' of the tOd paym~t: the
m~~8 Wdfyin8. is dse-o~mta_cYstGm: fCr~typa~otz ~'e~dd a 6amdwt~ten eby
mcaaa of the aen~g dwlce aad ei~dn~, : iw tttc ooo~pofer sy:~o~, as opax~a~
~ with the . authaximtlan . 5p . . . . lg. . . ~,a.me~Od of claim:~:#t~l.
itt dx~.sycr~. that tlse . ' signature is tha'tt~ of the peraon. ' . 19.
The mahod of clalrii 17 bee claim ~ 18: ~In ..~ gdon parameter is
associated with gaymeat tuthorixation. 35 ' r . "'. .. . .. '  -..: . -:;:
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.The W thbd ~ of any' bne of t~. .~~Gle~s~:i y o~ any one of . ~ claims 1.
5 ~ ? w~iich hncludes prmai~ahe. ~1~3i~:~~ '.':~t~,'c~ei'v~g in't~e
caozPcuer sysccao. a . ~~ues~ for the 6t11 txeived in the oompi~' sy~~~ '
" 5. . . 21. ~d' Od of sap ~ of 3Fw p~~i~s"a~m ~ o ~Y one of . . . :claims
-2. 6 oa ~:.'whlch iAClndea naudag thi; b'i>I'~~iud~ tlbe coded ~a ~~td..bo
'ptintod aurfacc . cututanbially a9mmriltam:onaly. ' 22. T6~' mothod of any
oae of~ the .y damns aththe coded ~ is 1:0 tubctaatially iavIsible to the
average tmalded tnmdaa oye. v 23. The method of aayc one of the
p~eOOOC~g:eIaims wtxa d~ anx one of claims 1, 2 of 7 whtch~ iaclvd~es re~ng
s re~able ~na~d of each iocoad pointed) tlx bill being rarievable ashtg at
feast aott~ of the codod data of the surface on watch tlx bill is printed.
24. The method of any one of the pracoding claims which lnchtd~es
distributing a plurality Qf~.the bills via a ooinptata netarork using a
mixdtre of malticaat and ~ointca~st oommunicatioa~ pavt~ools. . 20 25. The
method of nay one of the preceding c1~ ~ c ~ any oae of claims I. 2. 5 vac
6 is vVtticb tho sensing den'ice.caatalttg data tagatding as ideaHty of the
puson and tho iaettrod in,clud~nioaito~lag) in tho ooaay8ta~: s~ld'Ldeadty.
24. The mexhod of say oao of the p~ediu'g c>~S arhiCh lttalades providm8 au
25 required iafocpaat~oa tnlatjng to the t~oqae~ed Qnymiat lzT ttrrs 6d11
to dl>~te the nood foe a .. . 27. Tfb d of say oae at tlapra$'~ ~ t~ b~ ~
1oa multiple pages a~ b2 Wihleh five method ~clud~bli~i~g~s~Ca. $p..:._ . .
. ' . _ . .-::..: :~ . . . .. , ... > . . ~, ' ?~) y~pefho~ of any ~e of
thay~':~t6i~Ec:~i't~''s~P ~ aeading a;ahysleal objpcttatfic~xson, the
pfijraiealobjoct i~~'~~I'~'~~ .:.:_:. Y:~,,:.:_:.:~_:;=_:~_..~..- . AMCN
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: .' ' . 2g: v'.'.'~~Y'~''~'~~ 1~ alalms wh~etsc~~t~~~~'r~o~iated with the
person i~ i~nsoii.'ro.'.pi~; 'ua 'a''secotid tt~'acew tie pa~On.~t receipt
ypay~at hes been ccxn~loted. 5 . 30. . ~~ 3le~~t~dd ~ cf~?.9' wbatain t~
sbotxid 1~ :aotf~:xfattat indicative of as identity of tliey~cdpt: ~- ~ . .
"; -.-" ~ ~ jt. tp malue x todttcsted paymcat u~l't~ag a bill ptiatad 31. A
sum onto a surface,.thc.bm .lnclodiag~ia~fbri~tida rtla~tlng 40 ~
paY~t:~Hte a<nrfac having t 0 cvdcd data ~arifv~e of an IdenOty otf` the
bill. ind of d pltaality of taf~ace points of the blh. the system Including
a ca~ta which: causes the bill and tha coded data to bo printed onto t~
~bstaatiallx simultane~sly: t 5 t~occtves indicating data: front a leaning
device, the indicating data indicative of both an identity of the b11! and
a position of the sealing device t~ativa to the 6i11, the sensing devix
arhon pfaAed operatlvrly relative to the b71) genaatmg the indicating data
=. 6asod st les=t patttlauy at nettling at least aamo of the cvdcddata la
tho -vidnitX of the .... ..: 20 identl8es) fra~m the Indu~ng ~. at:lesst
one parameter' tet~8 to the . paytneat, tine at least ane pier acrd from
tho gmctp comp~ain8 an ion paramotet' and a variable paramaa~. 32r A axsocm
to enable a pec~o~n to msbo a~reqnested psytnatt tct~g a bill priatad 26
auto a stufaoe, the 6~ lncittdiug infat~.aa rCladttg bb.the reed paym~t. t~
ha~'$ Coded data iadicativ~af anid~ti~cof'tltabill.~d of a:pltaality of
t~cfat;uoa points of tlx bill, the sys~tom inclttdtag ._  ' . a c~oqaat for
the;'~di~ :30 canaer,:m:~t:.~e.~sill.to be printed onto tltt3'st~x:
l~ivlbs'indt~g~dit~y:lfac~iffg'derl,Ce. t~ OaOitg.detar'wC Of both an
identity of tbb bill, aad.~i p~aidbti. 'sedsing device relative cb tix
611t; tba seaatng device) wt~a plauxd ope~ativelyatv~ctb tbc blll,
generating the Indicadttg' data batsed a toast paztisily on seuang at least
ioii~ cf'tha coded dais in tie vicinity of the position; and . . .. ^ . .
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identifies, fia'~'the indicatittg~a~d:~ilt_t~oab~ pa~mdttx:i~lat~ag to the
~aestod paYa~nt, the at least ode parameter iela=friim'the gioiip cog an
aajon paraulctor and a variable pararneber. . . . ~6 33. The system of
e,~I~lm 3I or e~'a"itu~~ic~t aaid.~t~cas~~one'parimeoa relating to ~~,::.,'
the ~cst~d'payment is associated with at leasr.as~tio~e of the bill. 34.
Tt~ syatcai of chin 31 ~ ~Z ~'fii-'c1r ineltaiOS the sa~ia~g device,) tt;o
seasung z:.: ,; _ device s~in,~, its mowemeat relative to the
blfl'~~g'is~leaat soe of t5enodod data. 1~0 35. A :yxlem to enabla a peraoo
to make~:a neqnestod payraart utllir3ng a bill printed onto a :uxfiuoc,
ctrce bill including informatlori rdatiri$ Cd~tho roqtscst~od payimeat, the
eur~e having coded data indicative of ax leant ane parameter of the
iriqncsted payment, the at least one parameter selecred from tire groep
~riaing an action p~r~dter and a vuiable parameter, the system 15 including
a cotter system which: , causes the bill and the coded data to  be printed
onto tix surface substantially simultanoousIy: ~ . _ _ ._ rooe~v~es
indicating data from a sensing dev_ ACC rcganding said at least one patat~r
and 20 rcgardin~ movctrxut of tbo sensing device tnlative tii tile bill)
the sa>sxag device, whm moved rrlative to t>rse bdll, generating tbo
iadic~ting data: ate. . 



intexprtts raid ct~v~emedt of thre sensing de~nbe as it relates to said tit
least ono parameter. 36. A ric:tem to enable a person to malx i inqoe~d
PayrsxnE at~i~g a b11! printed Z5 unto a surface" the bill iaclading ion
rela~mg td ~e reqtuxted ~ay~t. tbo sut~ having coded data~ta~dicx~tivo of
at least ane pazytmotcrof tiieyod pr~a,atl~st one parameter selected
fit~~tha groap oompdsing as acdao pac~eiaC.~ad a vulable p~utt~~ the system
including ' .' a ofamsystem which: 30 ., :-'reccive~ a rnqu~t.fos thablll;
. ::;~.. . . .. . cau:a, In respamae to the r~aqnest:~.tlilF'fo'bc
pri:~iSEt:~fa~: . rox:vea iudica~tg data from a's~vio~ s~cdia~'tlt I4a8t
cue .parameter and~ib~arding tnovemeat of tIx se~ag devi~'l~tative to the
b11; ~ stnsi~ device, wtxn moved relative to the bill, generating tbo
indis~ting data, . .. : t,._'~ . ~.~NDED.S~~::..: . ._ :.:::_:;'. ..
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nooveincnt of tho see,singWYico~i~s~ifi~dl~tttea'~fov~~~ai least one 5 10
37. f1 ~ayCo enable a person to malae a o6qiie~od yn~yli~ag a p6~ydcnl
object Irict~diqg:~a'~$f:.oodcd' dart;. tlu~ bill ia~di~gyir~:i~'"'aa. ~
fed PaY~ ~ ~'!d~:.iadicadva ofaa ldendty of the bif't>io sincl i~g_ a
c~iit~c~; gyp for c~eoeivlng from.; sensing d~arr?oa dam tiagart idendcy of
the P~1 ~ ~v~ Wdtc bill. and f~br vde.~tlfyiag) fmm a~~ ~i~ecdr~! ~ ::the
nequesto'~'~`:~Y~: ~ $yng the data. t~atdiag the ida~~jrrjf t~ p~rtc~
e~ii~siratlng ttx d~a rcgatding the ldcntlty of the b111 using at le:at
sornc of the coddd~Qatet. 38. Zhe prim of claim 37 in which tha coded data'
la alto 'mdicatiYO of at least one 15 ~,.>: 20 P~ d~ ceqoe~ paymcat the at
leant one paramer:elocted from the grog ~risiug an action parameter attd a
variable param~r. the computer system nxcivlag ladicadag data fnnoz the
sensing dcvloe regarding said at least one parameter of the teqaasted
paya~eat, and the scasmg device ping the indicating data using a lerist
some of tile cvdod data. 39. `The of claim 37 or cIaim~-38 which includes
tf~e scoring device, the seasidg . device.ceasing ltS movemart relative to
ttre bllE. 40. T'6e ayateiu of say one of claims 31 to 3b) claim 38 ~ claim
39 in vvhlcimid at 25 Iraat one variable paran~ta of the t~eqt~ar~ed
payment is selected 5rom~ the gnoap using as optfott patamaa' of the
requssood paymcat, a 't~ pairatnder of the tnqaested payment, sad in atlon
parameter' of the reqtteatod Pay~nt. 41. ~e system of auy one of claims 31
to 36, claim 38 of claim 39 38 is ar6ich the 30 actiaa paramc~'
oFfBc.~ieqae~tod payment is sebeaod ftvm the group Wig: n9~t be mado.~o~r~g
a paYtt~t attt~k, sad rr~ettiug. the bill to an original :tats. . . . . . .
. ..7 r:.. 42. Tlm~ ar.of. claim 40 ins ;V'vfti~h' t6e'opdon past~ba is ~;
'a~ith' at least OnC Ot 
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of claims 40 to 44~... :~ _ .act, depeadeat ca any ane of ctei~s~~~ ~~3,.
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tire coded data is sabatantlatly 25 invisible to w averago uasidod hmma
eye) 50. The system of claim~of,'at~'paa of claitas 31 to 49 which
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aU]caU]ca]caU]caU]caU]ca]caU]ca]caU]ca]caU]caU]caU]ca<KQin      " * 2 5 9 m
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a]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]
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a\WQ]V]ca]ca]caU]ca]caU]ca]caU]ca]caU]caU]caU]ca]caU]caU]ca]caU]caU]ca]caU]
ca]ca]c^a U]c^aU]ca]caU]ca]caU]ca]caU]ca]ca%DWvw(!O!!!!!!
"%"="W"!#0#=#I#L##$$$~xsmhb]WRga\WQ]V]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca
U]ca]caU]ca]caU]ca]ca]caV]ca]ca]ca]c^a]ca UV]caV]ca UV]caV]ca UV]caUV]c^a
UV]ca$$$%d%g%&a&e&&!'U']''B(E((((2)6)))V*n***++%,H,\,}wqlfa[VQ]]ca]c
aU]ca]caU]ca]caU]caU]caU]ca]caU]ca]caU]ca]caU]caU]ca]caU]caU]ca
U]c^aU]ca]caU]ca]caU]caU]ca]caU]ca]ca]caU]ca\,--0;0?00011133n333333
4"44555566%878@8ytoid^YSfa[VQ]]U]ca]caU]ca]caU]ca]ca]caU]caU]caU]ca]caU]ca
U]c^a]c^a U]c^a]ca]caU]caU]caU]caU]caU]caU]caU]c
aU]ca]caU]caU]ca]ca]ca@88K9o9p9999999::F:u:w::::::::;
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a]c aU]c a]c aU]c a]c a]ca]c aU]c a]c aU]c a]c aU]c a]c aU]c a]c aU]c a]c
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a]caU]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca
U]caN[N]NgNjNNUO>PAPP"QNQOQSQUQQRRSS8SSSTTTT<UUUUU{upje_ZU]]U]]ca]caU]ca]ca
U]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]caU]ca]caU]ca]caU]ca]ca]c^a]caU]ca]caU
]ca]caU]ca]caU]ca]caUUUkXY`ZZZZ[]^aa[bbRdTdWdddodsd9eFeHeoe7gFgSgUgghh~xrmg
b\W]]U]]]caU]ca]caU]ca]caU]caU]ca]caU]ca]caU]ca]ca]ca]ca]c aU]c
a]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]ca]caU]cahzmmm$n]nnpppppqrttxx?|
o|q|}}'37F/ytoid^XR]]U]caU]caU]ca]caU]ca]ca]c aU]c
aU]ca]caU]ca]caU]caU]ca]caU]ca]caU]ca]caU]ca]caU]caU]ca]ca]caU]caU]ca]caU]c
a]caU]ca/2N#&Y\g}'zupje_YSid^XR]]UU]caU]caU]ca]caU]ca]ca]caU]ca]caU]ca
U]c^aU]caU]caU]caU]caU]caU]caU]caU]ca]caU]ca]caU]ca]caU]ca]caU]caU]caU]ca]c
a$T.2;F7wQ 4NuowW}wqlfa[UOid^XU]caU]c
aU]ca]caU]ca]caU]caU]caU]caU]ca]caU]ca]caU]caU]caU]caU]caU]caU]caU]caU]caU]
caU]caU]caU]c
aU]caU]caU]caU]caU]caW`imp}!GLPztoid^YSU]cU]ca]caU]ca]caU]ca]caU]ca]caU]ca]
caU]ca]caU]ca]ca]caU]ca]caU]caU]ca]caU]caU]caU]caU]ca]caU]ca]c&a]caU]caU]ca
]ca-AIX\^h/2`cv{vpke`ZUU]cU]]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]
ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca"%:@NR`eku"jr{
upje_ZTU]cUU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU
]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca++pzrD$~ytnid^YSU]cU]ca]caU]ca
]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca]caU]caU]caU]ca]caU]caU]caU]ca]ca]caU]caU
]ca]caU]caU]ca]caU]ca]ca$M1:|o!Q4-}xsnhc^XSc]caU]ca]ca]caU]ca]ca]ca]caU]ca]
caU]ca]ca]caU]caU]ca]caU]caU]ca]caU]ca]caU]ca]ca]ca]caU]ca]ca]ca]caU]ca]ca]
ca
0-KO#QT+ytoic^XS}xsnhc^XSc]caU]ca]caU]caU]ca]ca]caU]caU]caU]caU]ca]caU]caU]
caU]ca]caU]caU]caU]caU]ca]caU]caU]caU]ca]caU]caU]caU]caU]caU]caM+3B+
Gf{vpke`ZU}xsnhc^XSc]]caU]ca]caU]ca]caU]ca]caU]caU]ca]caU]caU]caU]caU]caU]c
aU]ca]ca]caU]ca]caU]caU]caU]caU]ca]caU]caU]c
aU]ca]caV]ca9=RW`%DNjy{upkfa\Whc^XSc]]]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]
caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca,&`!C
VE
ysmgb]WRkfa\Whc^XS]caU]ca]ca]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]ca
U]caU]ca]caU]caU]caU]ca]caU]caU]caU]caU]ca]caU]ca]caU]ca(+A
(9!/"##8#=##$$=%zuojd_YSkfa\Whc^XS]U]caU]ca]caU]ca]caU]ca]ca]ca]caU]caU]caU
]caU]caU]caU]caU]ca]caU]ca]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]ca]ca=%%
3&5&&'}''''((&()(U,Y,
-t-./a///e033'3-3:3I35ztoje`ZTkfa\Whc^XS]UU]caU]ca]ca]ca]ca]caU]caU]ca]caU]
caU]caU]caU]caU]caU]ca]caU]ca]caU]ca]caU]caU]caU]c
aU]caU]caU]caU]ca]caU]caU]ca556Y8t8::{;
;;/<oANB7CCDDDD'ECEEEEFGEH\J^JJTKK|vpje_YSkfa\Whc^XS]U]caU]caU]ca]caU]caU]c
aU]caU]caU]ca]caU]ca]caU]ca]ca]ca]ca]caU]caU]caU]caU]caU]ca]caU]caU]caU]caU
]caU]caU]caU]caKL#NN_OO[PPPPPPRRRRRSmSSS8WWXXYsZg[i[[8\'^}xrmgb\WQhc^U]ca]c
aU]ca]caU]ca]caU]ca]caU]ca]caU]caU]ca]ca]ca]caU]ca]caU]ca]ca]caU]caU]ca]caU
]caU]caU]caU]caU]caU]caU]caU]ca'^^L`g``[a9b]bb/c2c?cKcPc_ccJdheeCffwhiijj^k
`k m
mm|vpje_ZTgb\WQhc^U]U]ca]caU]ca]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]ca]
ca]caU]ca]caU]ca]ca]caU]caU]caU]caU]caU]ca]caU]caU]ca]camEndoohpppqqqGr9sst
tt)tlttt#ufu{uuuuuv
vFvHv{vpke`ZUgb\WQhc^U]U]caU]ca]caU]ca]caU]ca]ca]caU]ca]caU]caU]caU]caU]ca]
ca]ca]caU]caU]caU]caU]caU]c
aU]caU]ca]caU]caU]caU]caU]caU]caHvcvevvvvv^wjwwwwwwxyyyyyz9z<z|~~Rhj*-ytnic
^XShc^U]]caU]ca]caU]ca]caU]ca]caU]caU]ca]caU]ca]caU]ca]caU]ca]caU]caU]caU]c
a]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca-9>KZn&O6~~5m|knsv~xrlfa[VPic^XS
hU]ca]caU]ca]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]ca
U]caU]caU]caU]caU]caU]caU]ca]ca]ca]caU]cacPeLR_z,`i
ruysmga[VPic^XShU]ca]caU]caU]caU]caU]caU]caU]caU]caU]ca]caU]caU]caU]caU]caU
]caU]c aU]ca]caU]ca]ca]caU]caU]caU]ca
UV]caU]caU]caU]ca]ca)}"$xpYysmga[Uic^XShU]caU]caU]caU]caU]caU]caU]caU]caU]c
a]caU]ca]caU]ca]ca]ca]caU]ca]caU]ca]c&a]c aU]c
aU]ca]caU]caU]ca]caU]caU]caU]caU]caQ:<2{".=|p|wrlf`[UhU]caU]ca]caU]caU]caU]
ca]ca]ca]ca]caU]ca]ca]ca]c aU]c
a]ca]ca]ca]caU]ca]caU]caU]ca]caU]ca]caU]ca]caU]caU]caU]caU]caGljAQ]C
jltvzupke`ZTlf`[UhU]cU]caU]ca]caU]ca]ca]ca]caU]ca]ca]caU]ca]ca]caU]caU]caU]
caU]caU]caU]ca 



UV]caU]caU]caU]caU]caU]caU]caU]ca]caU]ca]ca),px.Z{!9=@CKP]l{upke`[UPh]caU]c
a]ca]caV]ca]ca]c aU]c
aU]ca]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]ca]caU]ca]caU]ca]caU]
ca]caU]ca]cahNUAEsweK{G|vpic^XSe`[UPh]c]caU]ca]caU]ca
UV]caU]caU]caU]caU]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]caU]ca
UV]caU]caU]ca]caU]ca]caU]ca]caU]caU]caYUYlDG`8H ;f
&{~xrlga\VPe`[UPhU]caU]ca]caU]ca]caU]caU]caU]ca]caU]ca]ca]caU]caU]caU]caU]c
aU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]ca{cfMNc.%ysmga[UOe`
[UU]caU]caU]caU]caU]caU]caU]caU]caU]ca]caU]ca]ca]caU]caU]caU]caU]caU]caU]ca
U]ca UV]caU]caU]caU]ca]caU]ca]caU]caU]caU]caB ob #4 @Q
{uoic]WQe`[UU]U]caU]caU]caU]caU]caU]caU]ca]caU]ca]caU]ca]caU]ca]ca]c aU]c
aU]caU]caU]caU]caU]caU]caU]caU]caU]caU]ca]caU]caU]caU]ca
{G]A_.UWa4AMRa_Mzuojd^XRe`[UU]UU]caU]caU]caU]ca]caU]ca]ca]caU]ca]caU]ca]caU
]caU]ca]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]ca]caU]caM@Vbd
%
!f!i!!""#$k$o$$$$$H%L%%L&'t(w((~xsmga[VQe`[UU]]c&a]caU]caU]caU]caU]ca]caU]c
a]caU]caU]caU]c
aU]caU]caU]caU]caU]caU]ca]caU]caU]caU]caU]caU]caU]ca]caU]caU]caU]caU]ca((((
(E))/***2++,t,,,,-}--.o.//0111&1;111{upjd^XRU]]U]caU]caU]caU]c
aU]ca]caU]caU]caU]caU]caU]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca]ca]caU]caU]ca]c
a]ca]ca]caU]ca]caU]ca1_2t22335555&6_66777777+:::;
;;<W=w=='>>~xrlf`ZTNjdU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]caU]ca]
caU]ca]ca]caU]caU]caU]caU]caU]caU]c
aU]caU]caU]caU]caU]caU]caU]ca>C???DDDDDE~ECGEGHGTGYGgGvGbHHNO"O,O0O<OGO^O`O
pOOO}wrlga\VQ]]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]caU]ca]ca]caU]
ca]c aU]c aU]caU]caU]caU]c
aU]caU]ca]caU]ca]caU]caU]caOOOOOOOOOOOOPPP"P-PHPVPgPPPPPPPPPPPPP{upje_ZT]]c
U]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]
caU]ca]caU]ca]caU]ca]caU]ca]caU]caPPQQQ+QEQIQUQbQoQyQQQQQQQQQQRRR8RDRVR]RRR
RR{vpke`ZU]]cU]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]
ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caRRRRRRRRR,S0S;
SJSSS[S~SSSSSSSSTTxT|TTTTTT{upje_ZT]]cU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]
ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]caTTT
T UUU(U\UdUUUUUUUUUUVV*V5V:V>VZV\VdVlVwVXX{vpke_ZT]]cU]ca]caU]c
aU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca
]caU]ca]caU]ca]caU]ca]caXXXX]``aaBbbIeeehhhhhhh9itiijjjjKk3lwll{uoic]WQ]U]c
aU]caU]caU]caU]caU]c
aU]caU]ca]ca]ca]ca]ca]caU]ca]c(a]caU]caU]ca]caU]caU]ca]caU]ca]caU]ca]caU]ca
U]caU]ca]caU]calmpppqrsis3tt:vwwxx@yFySy_ydysyyz.z0zKzMz{||D~}xrmgb\WQ]U]ca
]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]caU]ca]caU]caU]caU]caU]
caU]caU]caU]caU]caU]ca]caU]caU]caD~~p)T9
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aU]ca]caU]caU]ca]caU]ca]caU]caU]ca]caU]ca]caU]ca]caU]ca]caU]caU]ca]caU]ca]c
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aU]c a]c aU]c a]c a]c aU]c aU]c a]ca]c a]caU]c a]c aU]c a]caV]ca
UV]caU]ca]caU]ca]caNOQ[y&+.CEUWrtm}Z|uojd^YSnic^XU]ca]caU]caU]ca]caU]ca
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