WO 2021/000419

100 _&

1/21

PCT/CN2019/103758

Client-side computing device 111

Node A2 Node A3

Node C
(e.g., user-side system server)

Blockchain
system 113

Blockchain
system 114

Server end 118

Node B
(e.g., lightweight node)

Blockchain system 112

Blockchain Node 3

Il

Blockchain Node 2

Il

Il

Blockchain Node 1

Il

Blockchain Node i

Il o

Blockchain Node 4

FIG. 1




WO 2021/000419

Client-side computing device

111

y

Server end 118

2/21

Information for blockchain account
creation, or Information of
blockchain transaction A

PCT/CN2019/103758

Node B

User-end application
221

B

Y

RPC interface 223

Il

Blockchain Node 1

Blockchain system 112

Il

Blockchain Node i

B

Blockchain Node 2

Blockchain transaction

Local VM 1 Local VM i Local VM 2
Verification Verification
# ) J ) J
Computation | g——p»| Computation |g—o ] Computation
Local Blockchain Local Blockchain Local Blockchain
Copy 1 Copy i Copy 2

FIG. 2




WO 2021/000419 PCT/CN2019/103758

Client-;:;c App Identitgﬁcrvicc « Database
| 342 241 343 |

MUsersideSystem | 'Service-sidesysem | | Blockehain |
[ | = s |
| Server ! Messenger y |
311 ! Resolver ‘
| SDK R
| ap | | | || | I
r | | | I Blockchain |
: - L] |
| . T
y
|| e | | sE Cloud |
- | i || |
|_ _ — — J | _________ = - — — —



WO 2021/000419

4/21

iy

PCT/CN2019/103758

Il

/ DID Agent Service API / Mes.senger
Service API
410
430
— — 3
— —— | Verifiable |
[ User Issuer I( Verifier | Claim |
Agent Agent Agent | repository | Messen
Age.nt _ 4Ll 412 — 43 ! p4 14 Y | ger Memory
ervice = b
531‘;/1 +| A | \— ———7 Service 41
. Y_Y___ 35
Kms 323 |
e e | [t , -
Database
416 || f—m——=———— Database
Baa$ Cloud 324 | 452
\ v \_Y
DID Resolver API
/ 420
DID Resolver VC Resolver
421 422

Resolver
Service =
322

Contract
331

N

324

Database

Listener
424

Blockchain 330

VerifiableCla
im Contract

33le

VerifiableCla
im Contract

331d

DID Contract
331¢

VerifiableCla
im Contract

331f

FIG. 4




PCT/CN2019/103758

5/21

ara

aseqele(]

¢ DA
TcCS
Ansigar
( h AT
) > 2T a1 o> DET uteyoyoo[g [qBULRA
b4 pny drd Tee e 3Tee
5l — 108100 AHV fhlailitig) AHV 10eNU0))
g e ) aia ara aid
> | B-» anoarosoy (€ 3
— dra ray 75 73 = 8
5 .S
( ) U U U & 5
— iy TEa | < 35
b wny i TTS 91 qcce vl 2
o — POUISIN (Il ISA[OSIY IS AJOSOY o
5 |-
z (T )
= | -3 quroajosoy [

I98UasSoN

43

Ty
Juady

IO A

Ty
Juady

IonSS[

5%
Juady 19N

\Q_mm_mg
vlEq
I[qeLIDA

TEC ddv
JuowoZeue N

Amuopy

Fec ddy
OTAIRS

(439 TES
IOYIIDA 1onSS[

WO 2021/000419

Wl




WO 2021/000419 PCT/CN2019/103758

6/21

User-Side System 310

Service-Side Blockchain
User Server 311 SDK 312 System 320 330
| I

|

- — |
Identity Authentication |
|

|

602

| Call createDID 604
ii

I
|
|
|
|
Generate DID 606 :

Apply account 608»;

Success 610 I

,F__Y_______

I
Assign '

—_
[
DID 612
DID 614 _|'<—
I

>
|
I
I
|
|
|
|
k
|

I Create DID |
| doc 616

|<_

: DID doc 618
|
|

Transaction hash 620 |

| Create digital|

L signature 622
I

N |
Digital signature 624
»|

|

|

|

|

|

| |
| |
| |
> |
|

|

|

|

|

|

|

|

| Add DID doc 626>|

]
k— Success 628 N

Success 630 l

K————7——

DID,DID doc |

|
I
I
I
I
I
I
|
I
I
|
I
[
I
I
I
I
I
|
I
I
I
I
I
I
I
I
I
|
I
I I
| e — — 832 _ _ | |
| Notification 634 | | :

I

la— — — — — — 4 |
i | |

FIG. 6A



WO 2021/000419 PCT/CN2019/103758

Generate DID 646

7/21
Identity Service-Side Blockchain
User Management System 320 330
App 533 Y — —
T ' !
Create DID 642 | l !
> | !
I [ I
[ Generate 1 I
L key pair 644 | I
[ I
I

| Apply account GZE'

Success 650 |

I I
| Assign '
DID 652

Create DID
doc 656

Generate
transaction

—
I

—

|

I

:4— 658
_

I

le—

Sign
transaction
660

Transaction 662

Add DID doc 664>|
|

Success 666
Success 668

____J_T__l___
|
|
|
|
|
|
L

FIG. 6B



PCT/CN2019/103758

8/21

1 ] [ h OHHﬁ 1 .
-_———)
S S "
| _ | GLPIEAT T pmA | |
_ 052 gauo) | I I _ _ I
_ I e 1 _ _ I
| | , s dsy ymy _ [ _ I
| | | aa Noor) Te) & 1 T I
9L 9suodsay aFuaqey) QE
| | | | ! |
[ | | | | mlmhlomgml oy 1
_ I I I _ 1 oBueTey) aId
_ _ _ " | __ Tz 93uarrey) __
wy [red
_ _ [ _ _ _ _
| | | | 0TL {Iuasuo)) a |
| | | | _ |
| | l ] |
| | | 8L 93UR([EYD YNV AId V“ I
|
_ | o1, _ | _ _
E_ﬁ_aﬁ% Wy dId {0 _ " | | _
|
_ p1. o3ubryd _ _ _ _
I yny qiq oweary _ _ ! _
_ _ N _ _ _ _
_||||IL|N:8Q9 _ _ _ _ _
| 01 %0Q dId I I _ |
% _ _ _ _ _
: ——— |
_ Aranb:aia , 90L I £1nD __ _ | "
| 0, 2Sus[reynYINe [1BD _ | |
| | | | |
| | _ 0L 4Id 9p1oid | I
| 1 I I _ L
Tee e = esS ) =T
10BIIUOD) IOATOSY cle 3as IOLJLIO A yny did 1L a8

WO 2021/000419




WO 2021/000419 PCT/CN2019/103758

9/21
i SDK 312 Verifier 532 SDK 312 Resolver 322 Contract 331
I | | | I |
! Call DID Auth ! | | | |
L Proxy 802 o | | | |
| L | | | |
I l Sign requestI 804 I l I
| ~ | | | |
I : Signed request 8067= Call DID Http | | I
| | | Request Process 808 | | |
| | I o Obtain DID and |
: : : | signature 810 :
|
| | | |  Query DID812 DID:query |
| | | | 814 > |
| | I | I |
| | | | | DIDDocsle |
| | I |, DID Doc 818 <—————- |
i | | i —=77 |
| | | L | |
: : : : Comeat? 820 :
-——
| | | | | |
| | | | | |
| I | Hup Request 822 | | |
| | | |
| | L | | |
| | | Service | |
| | | < processing 824 | |
| Response 826 | | |
fm———- i i B | |
| |
| |
| |

FIG. 8



WO 2021/000419

VC Repository
414

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
<
|
|
|
|
|
|
|

PCT/CN2019/103758
10/21
Issuer SDK Resolver Contract
331 312 322 331
] I T T I
DID + Proof | | |
902 | | |
| 1 | |
Call generate VC 904
| . N | |
| | | CreatelVC |
| | | 9206 | |
| | | — | |
| | 1 Updad |
| | | VC Status |
| | la— 908 | I
| : | GeTDIDY910 | :
| >
| : : I DID:query 912 |
: | ] | DID Doc 914 |
| | Il DIDDoc91l6 N~ — 7 T T |
| - k=== |
| | | |
| | Identify VC Endpoint 918
| | D |
: \e 920:
| |
| |
| |
| |
| |
| |
| |
. ]

FIG. 9



PCT/CN2019/103758

11/21

01 "DI4

WO 2021/000419

] ] )

I | |

I | |

I | | L

| | | 20T PIBA L_
_ _ _ 0201 DA AjaA | _
I | | I I I
I | | | w_ I
_ "| |__ 8101 Ao orrand |" | _
™ o0t ko1 and” | | | |
| | | I I I
I pro1 fronb:qrg | | | I [
_ e _ _ | _
I | Z101 AId 1e0ss IHD | I
I | | L y I
I | | N_ 0101 PUEA | I
I | F = oot pion I I

8001 PIEA
I | | | I I
I | [ S00T | I I
_ _ I smmgoaoa 100 Lo ! _
I | | 1,001 stels £1enQ) [ I
I | | | I 0T |
I | | | I DAAJLIOA [[BD) I
I | | | | I
I l 1 l | l
TEE wenuo) TCE 12A[059Y TTE 3as TES 1onSS] TTE Xas TES Ioyuo A




PCT/CN2019/103758

WO 2021/000419

12/21

1T D14
[ [ I [ [ [ [ [ [
_ _ _ _ _ F————- -————— AE———
_ _ I _ 2v1 T S5eqeRp o1epdn) | P11 da 9711 UOREOGHON
_ L Gidme— -4 " omiaa T | | |
| _A 8E1[ Ssad0mg | | | | | |
| [ ocITooa aany L | | [ _ _
| | | | vEIl AId .LNd | | | |
e

__“ T ZE11 ampendis | _ ¢ _ _ _
| | 01| amspusls ssonboy m | | | _
_ | I 8211 uopoesuey Jo ysey [ > [ _ _
| | | ‘UonIoBSURI) SMRIUID) | | | |
| | | | | | | | |
| | | ' 9711 %0 »! | | |
_ _ | ara o) Axoysodayg DA _ [ [ _
L el .
_ [ [ _ YL gl _ _ _
_ _ _ 90Q1 QI 0} BOREOHTRIY _ _ _ _
I I | ‘Koyporingd ppy L | [ I I
| | | I I y I | |
_ Fe—em ko= @ida _ | _ !
_ LTS _ _ | _ _
I I 8111 1mosoyAidde | o | I I I I
I I I I 9111 dId 1S0d | I I I
I I pIIL Aoy onqnd | I 3 I I I
< ™ 2111 fostbsnomiouss 15y ! _ | _ |
| | 1 | 0111 SE[yAoY 91BaI1) | | |
| | | | | | | | |
| I | I 6011 Joord ureo | [ | I
| | | | | | l |
| [ | | 8011 YD I + o1 w:oﬁ

_ _ _ _ _ 4 o0t FOTT AId i
| 1 | I [ (AIQPERL) [[BD | 91830 0) 1sonboy Ly I

(743 (43 Tee e 153 1% [0 —
SN propy pofion | | sS85y P mody wsn | | 19Y22008 TTE JoATS
Seeq sy




PCT/CN2019/103758

WO 2021/000419

13/21

¢l ‘D4
| I | | | | | ! ] . 1
| | wel ——— e —— 9T | | | |
| I 0am0) YYCT PHEA | prea | I | I I
_ _ === _ Lo _ _ _ _
_ _ oveI al _ | _ | _ _ |
_ I | s8usteyDd gec] dsg ymy | I I | I |
—————
I | | aredwoy | a1d Yoy 118D | 9gc1 asuodsay k “ I" “
_ | | _ _ | umﬁx_#.go ada | PETT osuodsoy wmau__«ao A ke — o |
| ! _ _ | _ | | _ K~ ~enimimel
[ _ _ _ _ _ _ _ e
| | | _ _ _ | | 821 SBUITETOHNE (5D |
—>

| | | | | I I 97z 1 9suodsay 1sonboy | |
| I | I | | vzt | | | “
| ] | | | | (uasuo) _ “ “ _
_ " “| ——— TZe| BTER) Y A _ _ _ _

o e — _ by _ _ | _
_ [ 0z 1 oyuy oFuaprey) s101g I I _ _ _ | _
_ I grz1 miodpug I _ _ | _ | _
_ _ Wy qQIq WEKNO _ “ [ _ _ _ | _
_ | o omuelen _ | _ | _ _ _ [
_ | v a@asysen | “ [ [ _ _ [
L___ _y T fTedaa | L _ _ _ _
2IT1 %0d dI I I | I | | | | |
-
|- Okl | | [ I _ _ _ _ I
| fenbaia [ gocTA@IA A0 | | _ [ | I |
| I I wﬁ BuEY) vozt | I I | | |
| | | | WIETED ﬂmumowﬁm A | “ “ | “
| | | | | jsonbay a—1 |
| I I I | 7021 Aid | | I |
l _ ! l 1 2pnoig _ L _ L

— J— P p— it — o %
TEE 443 STV fpwedy | | QP 1dY TS OOIISS 30IAID 1454 e
1081100 IOA[OSOY KI0WIN IOGUOA wwmuw@m IoqUOA gy aia EM\ ke S | | mo8y 1esn €E S




PCT/CN2019/103758

WO 2021/000419

14/21

971 anyeudis AJUI A |

STeT Aoy onqng

¥TE1 AIA A1ond

¢l "DId

LTET ANSY

81 €T armeusdis opIouan) I

LIET OFuI JUNOOdY

9T ¢ OJuI UNOE A1and)

SIET
suotssruirad sy |

|
I 61¢r armeusis rensiq A

il

_‘3 ¢1 ampeusis 1sanbay]
|

|

|

|

|

|

0cE 0Cs waskg
UTBLOY01g 9pIS-ad1alag

€TET um:ommum_uw:u%:mu

_ ﬁmmﬁwmcamﬁ >
e ssvodsar > a8ua[ry)

TTET asuodsar

EELSIEL )

|

———— afuoyey) “ _

| | |

| | |

| | |

| | |

| | |

| | |

| | |

| | |

| | |

| | |

| | |

f——— |

| EIET98uoMeYd (Iq]| |

_ __ CIET dBudfeyd QE__

—p

| | TI€T dIa |

1 ] ]

BOT ¢ WoISAS ouAO dId s

QPIS-19S() pauoding IO A

-
|

qoT¢ woxs4g
opI§-105(]




PCT/CN2019/103758

15/21

_ [ [ _ | | |
_ _ [ _ _ _ | |
_ | [ _ _ _
g | gy I PR N - A — _
_
_

PPl $s900m8”) Syl $8900ng”)
_A||_A -

_ '
_ _
_ _
[

8 _ _
| opproses | ppp1 DAmaN | [ levv1 OA 1804 | ] | 5 |
“ " proLdn 115D " “ “ _ "mmﬂ 'ss300ng V_IWmE $59300g "Icvlilmmuluoﬂmy_
I I I I I I I .v.ww SOPER | I I
| | | | L —— — — _l_ DA0S | |
[ _ [ _ | 0Ep1 wms%mlv“.k ZEpT Sse00ng ﬁ,v_ _ |
“ “ I _ _l www w_w% T oyl smes OA _ _ I

v

_ _ ! _ _ " vrt o _ “ “
_ _ _ | _ | peoIdn | |
[ I I I I I I [ _ I
I I I == ———=—-d———=—>
| | | " 10gr1 a Eolvﬁ ZTyl %0d aIa _ _ "
| | | I 1811 Aronb:q1q) 9Iv1 AIA LHD | [ |
I I I _ [ I S oA _“V_ I [
| " | | | | g L | |

I
| | | F—-———-———== + - ———— [ | |
[ [ _ < | Uyl amesis _ | | _
_ _ [ I ol ammBisopoboy | _ _ _ | _ _
I I I I [ [
_ _ _ _ | _ | SOPL*EIE “ _
_ _ _ _ _ I (A1 sonsst 120 | _
_ [ ! _ _ A [ ! !
_ [ _ _ [ | PoUSIApID _ _
| | | | | | | 5T |
| | | I | | | | oyrisuagd 18Dl
[ _ _ _ _ [ _ _ EATI
| I 1 | | I I 0 1 1sonbay

5% G (157 T T6E wE % 4 orF Tes
aa a8y Iesn) E%nwwﬁw.ﬁom ST J0RIU0D) IOAJOSOY qaa wwsm% E%nw%wuuw Ionss|

WO 2021/000419




PCT/CN2019/103758

WO 2021/000419

16/21

CT 'OId
| | | | | | | |
| | | | | | e S
| | | | | | ] 9TST PBA |
[ [ _ [ [ I “yzs1 prea [
| | | | | (443! | | |
| | | | IDA Qs | | |
| | | | | | |
_ _ _ _ |- = =@ — ) _ _
_ _ _ L—qpr——) foomng | _ _
_ _ [ | poming ] [ _ [
_ _ _ g _ _ _
| _ | | fonbqq L— | [ |
| | | | 17151 @Iq tensst LAY | |
| | | | | | | |
[ i H.I..In.l..l..l..l._HHHHHHH_HHHHHHHHHHHHHHW." | |
! ]
I _ | qz1s1 smeid gseg OA [ I} ! |
P e ) _ _ _ I ! _ _
_ | smeys gsey DA | “ | | | m | ]
e I I I} I _
m I Amubpp L I L L | | |
v | | Q90S T smes DA £1nd ! [ | |
g i Yttt G e g | [
o _ _ _ L o _ _
| | | I r 2ZIST I | |
| | | T ROIST— =2 smes qgseypA |} | |
Pl I I LTS USYDA | |t | |
m I I _ | #8051 ABNb:DA | | | I
v | | | = < (I | |
e b b e | 290sT Ss £snd _ _
_ _ _ _ _ | _
| | | | | | M\oﬁ | |
I _ [ [ _ | QAN [ —rer=r—|
! I | I I | | fyuoa oy jsenboy |
I l 1 i I I 1 I
T 75 oy TeT Ve TTF 1003 o —_
om ﬁ - m_ i~ o 14y Sainag sam%o 5 s\mm mom T wmﬁ\% 14y 23S 763 1DGUOA




PCT/CN2019/103758

WO 2021/000419

17/21

91 "OId

| | pwwe— I | | | I
_ | BOTs | _ | _ _
_ “ "Anmﬁ JINSal TOPEOHuaYINY _ " “ _ "
[ T _ - [ I [ I
I €91 UonoesIEx Ureqoyo0iq urelqo | I I _ I
L _ _ _ I I [ "
_ | lgg91 uonoesuen uregoxooiq | | »! | _

_ [ [ _ I Z¢91 Ayuoa goresg | !
I [ I [ 1€91 ! I _ |
| I | | ¢ uopezuoyne | | I |
_ _ I | ‘uopeogmOA I _ I
L I I | »l I I I
I | 0£91 nonoRsUERI} UFRYMO0]q UEIO _ | I | “

_ | I _ I [ [
< _ _ _ [ _ | [

aorndesueI) ureqodoo

| m_Nc [ uor n__“_ oo1d 8791 | | | |
| | | {, uonezuoyne | | | | |
| | | ‘TORLOGHUSA | I _ _
_ _ _ > | _ _ “
“ “ " 1791 1sonboI ss200y “ “ n " |
[ | I [ 9791 15ohbox sscooy [ [ !
| | | | | I I “

| | _||V“|‘|1 I
_ “ " | P91 DA ea1) | STIT DA 1015 | | I
_ _ T re |
| “ “ | I I €291 UOHBRId JA jsonbay |
=== T =TT A A= F————== y—————= 3
| | | | | | 791 _N—EDM |
< t i t & t Ui {
I | | I I I 1291 aIa 0} £1ddv LO91
l l | m. — === ——== T—=" l l [~
[543 T191 T09T T | (4523 7091 -
UTBqO3001e 210)S B)EP ISII] Anus 1SI1] || FE09T SIA qe091 SIA | 210]S BJEP PUOISS Amud puooag -




WO 2021/000419 PCT/CN2019/103758

18/21

1710: obtaining an authentication request by a first entity for authenticating a user, wherein
the authentication request comprises a decentralized identifier (DID) of the user

l

1720: in response to determining that the first entity is permitted to access authentication
information of the user endorsed by a second entity, generating a blockchain transaction for
obtaining an authentication result of the user by the second entity, wherein the
authentication result is associated with the DID

'

1730: transmitting the blockchain transaction to a blockchain node for adding to a
blockchain

FIG. 17A
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1701

1711: obtaining, from a blockchain, a blockchain transaction comprising an authentication
request by a first entity for authenticating a user, wherein the authentication request
comprises a decentralized identifier (DID) of the user

!

1721: in response to determining that the first entity is permitted to access authentication
information of the user endorsed by a second entity, obtaining an authentication result of the
user by the second entity in response to the obtained blockchain transaction, wherein the
authentication result is associated with the DID

'

1731: generating a different blockchain transaction comprising the authentication result

!

1741: transmitting the different blockchain transaction to a blockchain node for adding to
the blockchain

FIG. 17B
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