a communication connection is established between a first device and a
second device
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the first device receives data to be authenticated transmitted by the
second device via the communication connection
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the first device collects biological characteristic information
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the first device sends the data to be authenticated and the biological
characteristic information to a background server
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y

the background server receives the data to be authenticated and the
biological characteristic information
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the background server obtains a pre-stored authentication factor and
biological characteristic verification information corresponding to the
identity identifier
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y

the background server performs an authentication on the digital
authentication information according to the authentication factor, and
determines whether a matching rate between the biological
characteristic information and the biological characteristic verification
information is greater than a first preset value
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y
when the authentication performed on the digital authentication
information is passed and the matching rate between the biological
characteristic information and the biological characteristic verification
information is greater than the first preset value, it is determined that an
identity authentication for the second device is passed

\
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