WO 03/ 038653 PCT/ US02/ 35081 METHOD AND SYSTEM FOR VALI DATI NG REMOTE
DATABASE Cl aim For Priority/ Cross Reference to Related Applications This
non- pr oviwoaaabseappl i cati on clainms the benefit of U S. PraeirdisonadosiPat ent
Application No. 60/330,842, filed Novenber 1, 2001, which is incorporated
by reference inits entirety, and U S. Provisional Patent Application No.
60/ 365,169, filed March 19, 2002, which is incorporated by reference in
its entirety. TedtEHANDEYSEM FERYYSHATRIGIREMOTE DATABASE esent i nvention rel ate
generally to conputer databases. Mre specifically, the enbodi nents

provi de a nethod and systemfor reliably validating renote database

updat es. Background of the Invention Wth the increasing size and highly

di st ri but @i Fok PrieFity/CfosiiRefepeits, toiReldtad Appticatiens ncreasingly difficult
to ensure that rel at ed dat abases in a network contain the sane versions of

the data. f'l'hfs%ﬁg)r@vlﬁg bﬁda‘ﬁ@ﬁ‘%laﬁﬁ'@tﬂg%énéﬁ oP 08, Qﬁbﬂgéﬁﬁ Patedt her

dat abases my nee to include these ch anges ag soon as
y

possi bl e. Anikation NoyEHEB30 8|§d ﬁ@yemw& \?QO?’rV@H%ﬁt'“%Prﬁ’ﬂfﬁe | arge anount

of Updatr’e@eﬁt@tlﬁlté‘énﬂ’é{} bﬁ&@gajr@@ﬁ&%ﬂPaﬂiﬁAppﬁdéﬂbh flo. 60868, e60,ty of such a
process can be trerrendous This rob(ljgmls urth gsr rglgletr[gounded in systens

wher e confiethMaeahi ($h <08z avhichhisdngogpqraied Py refRience 4uiis e may be |ost during
transport. As such, data nmust be retransnmtted and the other databases
updat ed | .over _aqgain. Such repetition significantly reduces the

effici enmglé—?stem and the extent to which the databases contain
up-to-date data. Brief Description of the Draw n a system bl ock
di agram ac Esedingenty obne st Wé?ﬁt‘OBfrel?ft‘?egeﬁF?é%g? Comﬁ% th%?? ®(ig. 2is a
bl ock di agbrmapetifigal ﬁ]b%ﬁwﬂmmﬂaﬁz@@wd@ga hethat sedisgstemeot retidbly he  pr esent

i nvention WO 03/ 53 PCT/ US02/ 35081 Fig. 3 illustrates an exenpl ary

transm ssY%'é Qﬂgr&a}o 4255 1 om a | ocal database to a remote database
accordi ng to an enbodi rrent of the present invention. Fig. 4 shows a

sendfile BSSS 8'{..2‘80%91&‘1’?.\/81?989' ment of the present invention.

With the increasing size and highly distributed structure of databases, it has

become increasingly difficult to ensure that related databases in a network contain
the same versions of the data. [f there are significant changes to one database,
other databases may need to be updated to include these changes as soon as
possible. Making these updates may involve frequently moving large amount of
updating data to multiple databases. The potential complexity of such a process

can be tremendous.

This problem is further compounded in systems where communications are
unreliable. In this case, data may be lost during transport. As such, data must be
retransmitted and the other databases updated all over again. Such repetition
significantly reduces the efficiency of the system and the extent to which the

databases contain up-to-date data.

Brief Description of the Drawings

Fig. 1 is a system block diagram, according to an embodiment of the present

invention.

Fig. 2 is a block diagram of a system hub according to an embodiment of the

present invention.
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present invention. Fig. 6 is an illustrative timng chart of sendfile and
initializwog3ssssdsi |l e generation according to an enbodi mPatr/ush2/s3e81 pr esent
invention. Fig. 7 is a flowhart of an enbodi ment of the present invention
in which update files of a |ocal database may be generated. Fig. 8 is a

fl owchart OfFlg'iB nmtreté‘ermraxemblawaamﬁsﬁm oﬂdatﬁmsiamlpdétasmtmmmaal renot e

dat ab f 9
{1 onc har SURDASRGE RS ERSBUR AR ECOT T HA” AP SRV L AR e uni ch o remot e

dat abase iAgantioacei ve and validate update files froma |ocal database. Fig.
1 CAis a flowhart of an enbodi nent of the present invention in which
update file y. I.S: her

enbodt ment - 519 HBopp Sagnie acesriing o fm SHitb el SAE BREEN ChvaliOh, 2
validated. Fig. 11 is an |IIustrat|on of update file validation accordlng
to an enbodiRiektshofvs anhtiaizingesendiiaaeeardion to aremppdmepkafdhe prasgnt

Embodi ment 5.,qfnt he present invention provide a nmethod and system for
valldatlng renDte dat abase updates over a network. A |ocal database record
and a renote database record may be cogﬁare ag@aexce j, ons

generat ed. Fih@rs ardibpiratys tiwiyg G@E‘Pﬁsﬁé e and iyigiang ge ??8%5' renot e

and | ocal 5cApdidd RS éfetisient dithepeepitimentisient i fi er may be associated with
each exception, where the exception identifier may be associated with an

identifier n event tifi w th each
event in the'd dﬁf"eﬂo""m@?B ?rh%mggcaﬁlfnpﬁﬁgle%?reg?ret%S{?&bgs‘g@@o@é(’%@%d with an
i denti fi efileobf 4 heardataade nMdyebecyaeratedind 2 WO 03/ 038653 PCT/ US02/ 35081
exceptions that correspond to the record may be conpared to determ ne

whether the Fgé)%aig% ffo%c?@rjt hﬂan gﬁ”lgbl(ljlﬁlegﬂ d)fsthél REGHEnASE AkiGRs 111 ustrates a

system accoratrng t resent invention. Generally,
syst em 106may dhta@aseamlamreqelve erﬁtﬂfyeafé@mémal dalehd¥se, recei ve search
requests and provi de search responses over a network. For exanple, system

100 may be aF%ﬂ@%tfroweha%téﬁdﬁﬁ&%@&ﬂdnﬂentGHHB)pré‘sémipmt/@ﬁnonsumoaSa for
exanpl e, an I'BM RS/ 6000(r) MBO or S$80 nmanufactured o%l dar](ternatl onal

Busi ness IRieeip dagbass may 526568 5 VaidgiakPdyig files fromall

Fig. 10A is a flowchart of an embodiment of the present invention in which

update files may be validated.

Fig. 10B is a flowchart of another embodiment of the present invention in which

update files may be validated.

Fig. 11 is an illustration of update file validation according to an embodiment of

the present invention.

Detailed Description

Embodiments of the present invention provide a method and system for
validating remote database updates over a network. A local database record and a
remote database record may be compared and exceptions may be generated.

Each exception may describe a discrepancy between the remote and local
database records. An exception identifier may be associated with each exception,
where the exception identifier may be associated with an identifier of the record. An
event identifier may be associated with each event in the update, where the event
identifier may be associated with an identifier of the record. The events and



York, a Sun EnterpriseTM 10000 manufactured by Sun M crosystens, Inc. of
Santa Clara, California, etc. System 100 may al so be a nmulti-processor
per sonal womajpssees , such as, for exanple, a Conpaq ProlLi afCTNSHL3381
(including two Intel Pentiun(r) 111 866 MHz processors) manufactured by
Hewl ett - Packard Conpany of Palo Alto, California. System 100 nay al so

i ncl ude %%@bﬁdn@'ﬂﬁ&%@ﬁregm}ndn@lﬂﬁnenQrd syyshemmparet tadgtenane akelpt e, | BM

Al X(r)4, Sun Sol ar|? TM 8 Operating Environment, Red Hat Linux(r) 6.2, etc.
System 1656 ;a i9e peri odi ¢ updat es over netvvork 124, which may be
concurrently incorporated into the database. Enbodinents of t he present

i nventi on mijgues hisew blodledipgtzing thatiBitsitrieea sysierotacaerdinggdane  t hr oughput by

| noor por al i A, GaG/b Kk Cer h ERAofla58RASR, WdkliRUoolhs N aRlige dat abase

| ocks or {ro n an enbo system 100 may |ncI ude at | east
one processmoryiesident detalsisedreceive geart 1eqUPBis EESFPVIdRSRACHERFPPIREF Ude an

internal nemg r%y&%}&?ﬁ y(%ggnpie sggtelfnlﬂfba\ﬁgygbe Q%S/nmw nftfﬂfpr@ée@élhé)’) A

secondary nenor cache, L2/L3 caches, etc.) may

resi de betSMRIropwutRssTISh agofRr 9X@ﬁaleb%|%83/ﬁoﬁo@ M&f %rf%@q ed embodi nent,

system 101% Hﬁﬁct Fe‘alHﬁ/qﬁte%d?inél%dsﬁdésQi\/ld@hlﬁé@@§ﬂfo$atib923fJkrmonk NEO2- P coupl ed
to bus 10 g urality of second ar rrermr P may

al so resi Yerkpe Mééﬁt%PrLﬁeaT |1990Q)‘F13B'|‘ Eté‘Eeé*ok? ‘{‘glg'ciosyStemf‘Oﬂ‘CPOf %aﬁ%us 101
(e.g. acleplcditdr 98 ghc.aBgdhbinemouhs) als®be aahdligpraebscelpgrsoatl | east one

secondary nenor che. 103-1 may. be c | ook- asi de
ar chi tec%/Eﬁ’rBl?Ute%?é‘% [y Exampls- ?@mtﬂf@qyr{ghﬁ) I&%%gaél Qlédﬁwg“uﬁe g]gé?}exarrpl e,
random acpemmrrr@nm@s NBAKYqcesedre) manufagtlied IadeIdzwlstt-]PGngarﬂ &rompaoy phg

i nformati truct exec ocessors
10201 Palsate CRENGI 96 o BRyREHbas Db Rubbelials POPTSOT S
transl at i sgstémtseiches, fodexamp1e riBNbéIN@A cﬁunrﬁtéarwé‘t“ Bferear etme%nwrp@meﬂtr ansl ating
names of Ehg Ij—% DHU}@ 69, eld <0 W86 5@29’ eﬁ%s&?lgdchfde{e@\vaﬂ mgwéd updating

subscri be € data, for provi ating user presence data,
etc. Advamzzagdmuehgy b@oompwneetlmnzerp@fatei mtbgﬂet?@ee% POPPYisDEa081  t he

dat abase HRaR! B dBRhaSE sS4 eh ARY wery | arge. For
exanpl e, %%&&%igzm%n Iﬁ%%:%é @r*@gst @ GB of RAM gﬁ? r%y host a 500M

(i.e., 5owqmputrfe@a¢@’pa@ﬁaﬁl ﬁa%w%mmgefaba&sw@mhw@dﬂ ubscri ber

dat abase, j,@p40N S5 Yceds&dppBRNE Nunber portability database, etc. On an
exenpl ary 64-bit system architecture such as, for exanple, a system

: gglstjdlang4abplaﬁ%srfgb0%%6n s:ys em ?b@m%??r%c ude ?9%%?81’98" pr](')gezs_s%)r (f8£ﬁ)| ed to at

coupled to bus 101. Processor 102-1 may include an internal memory cache (e.g.,
an L1 cache, not shown for clarity). A secondary memory cache 103-1 (e.g., an L2
cache, L2/L3 caches, etc.) may reside between processor 102-1 and bus 101. Ina
preferred embodiment, system 100 may include a plurality of processors 102-1 ...
102-P coupled to bus 101. A plurality of secondary memory caches 103-1 ... 103-P
may also reside between plurality of processors 102-1 ... 102-P and bus 101 (e.g.,
a look-through architecture), or, alternatively, at least one secondary memory cache
103-1 may be coupled to bus 101 (e.g., a look-aside architecture). System 100
may include memory 104, such as, for example, random access memory (RAM),
etc., coupled to bus 101, for storing information and instructions to be executed by

plurality of processors 102-1 ... 102-P.

Memory 104 may store a large database, for example, for translating Internet
domain names into Internet addresses, for translating names or phone numbers
into network addresses, for providing and updating subscriber profile data, for
providing and updating user presence data, etc. Advantageously, both the size of
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processor 102-1, all eight bytes of data are written to memory 104 in one
contiguous, uninterrupted transfer, which is enforced by the cache coherency
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However, if an 8-byte pointer value is written to a misaligned location in memory
104, such as a memory address that crosses an 8-byte boundary, all eight bytes of
data can not be transferred from processor 102-1 using a single, 8-byte store
instruction. Instead, processor 102-1 may issue two separate and distinct store
instructions. For example, if the memory address begins four bytes before an 8-
byte boundary (e.g., 8N — 4), the first store instruction transfers the four most
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example, Gigabit Ethernet (e.g., IEEE Standard 802.3-2002, published 2002), Fiber
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same network.
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appropriate LUEs. The number of PEs for a smgle LUE may be determmed for
example, by the number of DNS queries to be processed per second and the
performance characteristics of the particular system. Other metrics may also be

used to determine the appropriate mapping ratios and behaviors.

Generally, other large-volume, query-based embodiments may be supported,
including, for example, telephone number resolution, 8S7 signaling processing,
geolocation determination, telephone number-to-subscriber mapping, subscriber

location and presence determination, etc.

In an embodiment, a central on-line transaction processing (OLTP) server 140-1
may be coupled to WAN 124 and receive additions, modifications and deletions
(i.e., update traffic) to database 142-1 from various sources. OLTP server 140-1
may send updates to system 100, which includes a local copy of database 142-1,
over WAN 124. OLTP server 140-1 may be optimized for processing update traffic
in various formats and protocols, including, for example, HyperText Transmission
Protocol (HTTP), Registry Registrar Protocol (RRP), Extensible Provisioning



Protocol (EPP), Service Managenent System 800 Mechani zed Generic Interface
(M3 ), and other on-line provisioning protocols. A constellation of

r ead- onl ywbUB®386amy be depl oyed in a hub and spoke archit @ctrarse2/s8pr ovi de
hi gh- speed search capability conjoined with high-volune, increnental
updates from OLTP server 140 1. In an alternative enbodi nent, data may be
di st ri but ddroiwgel(ERR) t$esviee HampgersentGysisntad VMechamd3eresictintofiasshi ch may be

coupl ed th&‘}}\‘aﬂaa‘&)thegom? n§%‘h¥)§§ &lngléf%f%ds 1\4‘% §‘$e nr?efgg%%gmgﬂggt' oct|

nodi ficati ons an | et1on ate §pect| ve
dat abases Maybedep ‘33@21'83(%%@'?&9%9 i lt%qtlﬁﬁl’ftv 990Vfd|edmh srarddaesrchour ces. OLTP

servers 14&1péb|hty%éﬂoﬁemthi’rﬁ'd}dvé{mgt|ﬁ§eﬁ1@n%y§6ﬂ%slﬁ?rp o & {&é&‘%ﬁg' ncl ude

copi es of databases 142-1 ... 142-S, other dynam cally-crea ata, etc.,
over WAN 124. For exanple, in a geolocation enbodi nent, OLTP servers
140-1...140-S may receive update traffic from groups of remote sensors. In

iggt Rler al tehwrmtaltema&ﬁb@ﬁ(?(?ﬁ{ﬂﬁenﬂﬂdﬁ ﬁhlaybbé dQsItnUlﬂ‘éd"é\Féf nﬁﬂt‘iB?é‘l %)Eﬁ'ﬁ 1(20 ...

ma ei,v ifi fications del etions (i
indate ¢ raPeR 14T 105 FaHL oCB TR BRV o onano walhs 24 aRCTDeers i &
embodi nent1404l. u’r4:,0 Stwayu‘bcelmebe@scmmﬁtﬁtﬁroﬁsla'ﬁ@-c]eletlons%?é) u'\bdé%\’ send
updat es, S S system 100
may i ncl ugﬁaﬁw ot f r&ﬁgﬁg\’%adsaééttageﬁﬁﬁ ?er’?é?% (r@g§ gb 'fﬂg'?fff@w
i nformat i c)'ﬁrlousrsqulp@ﬁt OlTiFagdrvers 1By ..bBIO0FS omlywedd uboates kagyetetn 10@ver WAN 124

fr om OLTP vty h0d cobls BPaSaBRdsmAL, 1A% nauw I nforaaty on mmy i ncl ude

nodi fications to at | east one existing e erren dat abase.
Syst em 100 @ffagicorouat WAN Hdy Fermrempitainehasdostionembobiasetl QITR he  new

i nformat i @anerCRIVEd 12Y.8" m&??ec@ﬁ@%ﬂgte tl%% fmn'i pfb‘ﬂlgs oﬁrsetrﬁdtg rse Segreh

access to the renote database, wit rren to the

renot e datPapRerAlterRatlg embadiess, R’JWah'tVé’f ﬁﬂwr@@mﬁﬁsdﬂﬂdn (=08 as for
exanpl e, an@tadrfoerebﬂﬁé éu@‘lﬂd)l@mddﬂlcaﬁ’dhseémp@ér@%ﬁfs (i.dr f?éfﬁé-)q

i nclude a word size ﬁ’\gfi Hﬁw 104 may 1 nclude avvldth of
at |east NAYESEUERT QtVﬁr U u%%HBﬁh'ﬁﬁV‘bomet”é ArBlityes to a renote
nenory addebesk tanpdted 120-80. REOMireabnadptNtes] 45 wals §edriegngodi nent ,
system 10 By5| cally delete an existing elenment from nenory 104

correspong}’ng to'the new el ement, after the pointer is witten to the
rempte database. In the DNS resol ution enbodi ment, each PE (e.g., each of
t he pl ural i tlp apfembhesimgntksystamp 10@ mey iR0ide aremoié&atbbasm ¢OBhoike, ofr

(mejl ;' Pl %ﬁa%g%f @40& DN%\AH@@FM?UJFPEPG&J%% tr&fi& %é’yelge RtElve f\(l)v} g)?amaprlee a network
over WAN 124 from OLTP server 140-1. In an embodiment, the new information
may include modifications to at least one existing element within the remote
database. System 100 may create a new remote database element based on the
new information received over the network, and without restricting search access to
the remote database, write a pointer to the new element to the remote database
using a single uninterruptible operation, such as, for example, a store instruction. In
an embodiment, processor 102-1 may include a word size of at least n-bytes,
memory 104 may include a width of at least n-bytes and the store instruction may
write n-bytes to a remote memory address located on an n-byte boundary. In
another embodiment, system 100 may physically delete an existing element from

memory 104, corresponding to the new element, after the pointer is written to the
remote database.

In the DNS resolution embodiment, each PE (e.g., each of the plurality of
network computers 120-1 ... 120-N) may combine, or multiplex, several DNS query
messages, received over a wide area network (e.g., WAN 124), into a single



7 WD 03/ 038653 PCT/ US02/ 35081 Request SuperPacket and send the Request
Super Packet to the LUE (e.g., system 100) over a local area network (e.g.,
LAN 122) .wo0hwa/088683 may conbi ne, or mnultiplex, several DNS aa#rysome®snge
replies into a single Response SuperPacket and send the Response

Super Packet to the appropriate PE over the |local area network. Generally,
t he maxi nﬁmLmstz§umrPaclfeéqné%n@ﬁwemgsisﬁr@di@keamhe LURHg.cheystemi t ed by

t he maX| f r | ayer (e.qg.,
G gabt LI Eans Beatired il (A Dadpt IRILOE fRY I & S e e res
of |ess tmawplfmﬁedﬂaéQweznmeéyamasreplreésw@@tsweﬁesmusga@rfperPa@{retr 30
queries Ay mrdwéweer@%sedsuper@a&eﬁb% spd?eﬁrréefrae%reerheqs breg@S well as

over 15 repI ies to he I plexed into e Response Super Packet .

However, REMWRH: |%€rn%hrb@e fB?X'maWe%eézf a(Reqylest @“d?wen&é%yperra%h@é i ncl uded in
a single R@ﬂueamrt&raet@aﬁbﬂhumra@m@rod&h; i\ oMt Syeichl uweR the

response é ](g ﬁLdt For | arger zes, the nunber of

mul ti pl ex8¥Prd6dri@gak] b &9 mAMple tVﬁ’iE‘i"&@%ﬂu%@GPd?mbW%@&ch

mul ti t askdirey Plesstban g@o uytes and pobpytos rééveearbrmdo@momebgeadede@r gad fj 0
manage uer a re res i or exa 1e i nboun
thregd #dﬂ“'t@ )é‘?fgf'tot% 'n@ﬁl ec?lﬁ'@?f\?se F%lﬁ%tnﬁgwrepé’ﬁlof’ e‘Fq ¥RURR Ry DNS query
packets bemeltiplededints a aingledRespoase BaparBaskeinHoweldr] pmelisaaibal of

mlliseco ug The i nbound

t hread rra@%%ﬁgk ge gqﬁgneé)%ﬁ&bgesﬁ&@@éper a%@%hF§H$ﬁ§gpﬁﬁE%85etrna | ocal area
net wor k. @denterayeidyViTY lpeerflowtdndhe desphnsea(@. gral0 neeb@)ont laegeRBBbNs e

Super Packeled (R Ry b oAUl £ R ARl ehcRaBb ALasutdipr el n

mar shal the various Into a vaI may then be
transmtted over t he wi de _area network. Generally, as noted above, other

| ar ge- vol unEackyettiessigdiE H?ﬁyd@ﬁ"#\@rﬁ”smﬁ%l%ddém@dW@rﬁfwtbqqﬁ‘dé'ﬁeé@rﬁbd| nent ,

t he RequephinSesNEekeds éiﬁi’re@h@é)rés}b@bﬁ’b@ﬁ; mbﬁemﬂe%wwﬂd fasapci ated with
each DNS uer%m— ch a[?%%or exa urce address, the protocol

type, et c"aH 194aY ¢ °§F'§F2’ SHW'%DN%ﬂjJe%W?tét ed DNS
replies, Mtéd?edb\téﬂ% vﬁaegm&et\ﬁurrkernamhmex &Behal Hflisaepnghiengueasst ruct and

return vald |nf rmatjon transmtted fromthe
L " corlblet i et Rt derioayBn oS B AFTsS S 0t ot of ess
machi ne, Request SwzdrPdckBN® memUEeWerrayodaEarEemetwbrlk r Gmﬂreheeli/ rther mat i on
cont ai ne: r t may return the
Res ponsed@é%elﬁ“az%fg? B%S/Srg %el\?%%% Fge%ﬁgﬁ%ﬁns%%r?ﬁ% I ?ﬁ%noqr%{il%bbg eer Packet
ori gi nat editiplexthesepliastdoptaine thatsiroasd meyshabihei vatsliy fidlds ipbss vdlide.

DNS reply, which may then be transmitted over the wide area network. Generally,

as noted above, other large-volume, query-based embodiments may be supported.

In an embodiment, the Request SuperPacket may also include state information
associated with each DNS query, such as, for example, the source address, the
protocol type, etc. The LUE may include the state information, and associated DNS
replies, within the Response SuperPacket. Each PE may then construct and return
valid DNS reply messages using the information transmitted from the LUE.
Consequently, each PE may advantageously operate as a stateless machine, i.e.,
valid DNS replies may be formed from the information contained in the Response
SuperPacket. Generally, the LUE may return the Response SuperPacket to the PE
from which the incoming SuperPacket originated; however, other variations may
obviously be possible.

In an alternative embodiment, each PE may maintain the state information
associated with each DNS query and include a reference, or handle, to the state



In an alternative enbodi nent, each PE may maintain the state information
associ ated with each DNS query and include a reference, or handle, to the
state 8 WD 00RBHBIB653 PCT/ US02/ 35081 information within tPoa/ukRezssest

Super Packet. The LUE may include the state information references, and
associ ated DNS replies, within the Response SuperPacket. Each PE may then

COPst I uc tinfaektioR tithin tgaﬁedu&ﬂ%u;)@mcmemgﬁf_ mag irefudettiee swamf e information
references tragnsmtte rom t he the _state information

mai nt ai ndfOTPRICBS .erelnﬁesf'tﬁ” aé%%%?ﬁ@ﬁfgrq%ﬁ%s E’%& §RPHUE the Response
Super Pac I&tpetl'{ackéte E%Ehfﬂ&may\khemrnmbmot aodetam Valig ONSaekyt messagenat ed.

Figure 2 is ram r 4 cording to an
enbodi medt"gf h‘? ﬁtg?edpfga on rﬁffé%&e@q%n%ﬂtgrﬁgﬁ the (U'étagg/{egﬁm%&gé: include a

| ocal da;ttgtbaﬁmr%ﬁlﬁn maivitaihedrtngrdomn. |ln¢rhladebodlmeoérhlnebllJEmaNFFthbtWO) and one
or nore t L@%@ connect ed
to | ocal FEe& ggbglp g??ﬁé%;%ﬁglc %h@ﬁggﬁa rp&kg%ﬁﬁ%\et or LAN

122. The dat abases may send and receive update data. Referrl ng to Figure
3, in enbodFigurs 3isaf bledkedipgreneita hulyasist sroke archiadtugACEBHINY 100 sends F

sendfi | e, dnntent B reMirhBhfidrR! Géhé\%imﬁéiéysk&n%ﬂaglﬁaudeemgl dat abase

210 in order to u renot e dat abase | es may be sent

i ndi vi duslatapase 2P$ (Waeh ey beémweﬁs‘”ﬁﬁi‘tﬁﬂﬂgps@‘ﬁdﬁoﬁg 808 O BREF sendfil e

300 and (gR@td dytéua%teé zn@gmgnﬁfaiylb@ ||3é&H€dWHlUEB|1QO}5m%bﬂ8630&@QI and one
initializing send

sendflle 300 al one ing sendfile
310 al onélatd Séﬁogﬁﬁc?(ﬁyr?@ﬂ?e%‘f’ntr?ﬁp BPIET AE- ?ﬂ@gﬁfp Wﬂ?gcﬁ%or 104 may
recei ve spifdsbe&mad@bndiand asceiveipdaleidzitng sendfile 310 incl udi ng updating
data from | ocal database 200. System 150 may receive sendfile 300 and

! nitializin endft8£%i%g1®fn§§dm% nts(a?{hng)ar gnam%?(t of E)% at ng%glél on

interface 1 eh co aln sendfile
300 or i rﬂ(lOt@hd&Fr&:gn@éeBﬁ@Q &. 31)0 -Fagral lnéltallzarmm@fﬂ@rfdioﬁg r%{a@fa in renote

dat abase g/ fslafmbmaorﬂy o r@gﬂa’ Jeﬂ%@&étab&er?l'ﬁotﬁ\eﬁ.ﬁ) Qf%a\‘ﬁé's HaPbet hen

processor 1U Initializing sendfile 310 to renote
dat abase @Domdmd@@ﬂ)d@rn@ bgtches muck a8 mullipiseendliiles #R). ansrasglilesOPyndave

updat ed cQ?et ﬁm Eﬁ@ sfé%fa@%%otrh@ln?l%%haﬂgs 965 and ohé i‘ﬁﬁ@llﬂr@é&%%@@oo Figure

4 shows sen accord o an enbodi ment of the present invention.
The fi el oﬁ:;ndﬁleﬁppélogeoorﬁawa'izm trIefileryO alggnpl e, a file identifier 400, the
file generation time 402, the nunber of transactions Nin the file 404, the
total size |phnbMBodimeat Qe presehEfks Iioh Procugorsieimey raeivesendilag
| ndi cat Or304(')0a8nd/or II‘(IthIaIIZIng sendfile 310 including updating data from local database 200.

System 150 may receive sendfile 300 and initializing sendfile 310 at remote

database 210 via communication interface 118. Processor 104 may then compare

updating data in sendfile 300 or initializing sendfile 310 against corresponding data

in remote database 210. If the data is different in remote database 210, then

processor 104 may apply sendfile 300 or initializing sendfile 310 to remote
database 210. Accordingly, remote database 210 may subsequently have updated
data that matches the updating data in local database 200.

Figure 4 shows sendfile 300 according to an embodiment of the present
invention. The fields of file 300 may include, for example, a file identifier 400, the
file generation time 402, the number of transactions N in the file 404, the total size
of the file 406, a checksum or any such error-checking indicator 408, and
transactions 410-1...410-N (including the transaction identifiers). These sendfile
fields are examples meant to illustrate, and not limit, the scope of the embodiments
of the present invention. Any useful field can be included in sendfile 300.



transactions 410-1...410-N (including the transaction identifiers). These
sendfile fields are exanples neant to illustrate, and not limt, the scope
of the enwodBessss of the present invention. Any useful fPCehsoraisbe
included in sendfile 300. 9 WD 03/038653 PCT/ US02/ 35081 Sendfile 300

i ncl udes changes to | ocal database 200 between two points in time. These
changes rraysien@fllexe(eo inchidee Elxamgles to addi datarase @D0 hetwdeddwbipbingsris (i . e

identifi dat records. f r.s
modi f i caetlna%s angss m%?nglugg,[@} %g%zprl%sadgﬁlgggcPgr{?eev{c’i%%ﬂmefré6 Cdentifier,
renam ng |déntmersd:é|data‘ rieeords ) daletions ofepdsting Oretifters, moodificationhefswedhianges may

occur rseeo%'t'ae%%gra%%%sg@é(tep %tﬁ"g & Stifief & %’%ﬁﬂﬁé} bPQﬁ?Hﬁfé?dé hd- %g & 340 may

|nclude nlque I dentifrers o ese trans e transactions may be
recor ded ©One semdfe dféhed@Thangeshmay pder in Aegausocapnrdonayrpd eled  dat abase 200.

Addi 1 onafdngacl At SeABREEH6 AR idiidd digts BRifficld FiinaRArARalERs the changes

may be recor wi thin the nsaction I n der they occurred in |ocal
dat abase Tz@otrar@emwm@y be regarsigdtin sendfileen0;ip ther Yrdariiey eCaleddmogal o

transacti §bés@ 280y AQHfiBRally, fgf‘%nééotloﬁsf"iﬁclwlﬁ?%%ﬁé kR dr@amahéé g need not
nonot oni ca Yy I ncrease over t1ne For exa% (PVS%V\% uent | a transacti ons

may have ¢128HeBMAY BA reeREdR] Withip éhesransgeiten in epy ci‘ﬁ@@i” Oﬂélcor di ngly,

t he ordergdihsdse@obr ansacti on occurred may be determned by its placenent
incurrent file 300-F or its placement in a preceding file 300-(F-1).

conpl ot ¢ a FEIBELY d asiee epae S e B oo e ar IOt b e, hi's

prevent s Tlut id, iHegtransptiiomdedtifiers ngedatot mdnetohically ineease kverdingy ,Forhi ch couI d
| t ,

o al PRy raad Bnsafiking iRt Etty et R o SRS

i nvent i onfolldvres yi €00f2. dccondingivalthezordgr etrifransactarpogesiyred maylge, for

exanpl e, a&ft rfrﬁnhfq\ihfjﬁ?{) h&érﬁ%ntﬁr@ggrééfh‘ﬁlefdd0¢ oﬂf%r}ﬁé@etrﬁé?ﬁ lﬁéBF‘ec?&)iag filghe number

of trans 1 on si ze of a

checksum 300-tni). Sienterallyr Gansertiens may notsape atiasedips 39Qdn preer ECU‘W of t he

entire lo AR bstabade (%@.t Withik bAd b&idhl apphBstion! ernslftevanys f urt her
i ncl ude fi nggtlagle which i1s th eIelldentl |eraF§ﬁ nthelast sendfile

300 gener @t é‘é?rbipi'@? ofan WP@*@@%F%‘ n%two%dqﬂaw évhywougirfasw BISGOBISIS which i s
t he 1 dengiihisefentfte HBRDE&S210.r ansaction comm tted to | ocal database 200
prior to the generation of initializing sendfi | e 310. The data in | ocal

o oot el ABeRS2 P iRl e U SRR B bR 0 0 o

t abl es. Spreswiténveatiotat Atafsdhainitialidressendfile 310 may include, for example a
file identifier 500, the file generation time 502, the number of transactions N in the
file 504, the total size of the file 506, a checksum or any such error-checking
indicator 508, and the copy of the entire local database (data) 516. Initializing
sendfile 310 may further include field 510, which is the file identifier 400 of the last
sendfile 300 generated prior to the generation of file 310, and field 512, which is the
identifier of the last fransaction committed to local database 200 prior to the
generation of initializing sendfile 310. The data in local and remote databases 200,
210 may be allocated to tables residing in databases 200, 210. Databases 200,
210 may support an arbitrary number of tables. So, when a database has tables,
initializing sendfile 310 may include a field for each table indicating the number of
records recorded in the table. For example, a domain name database may include
a domain table and a nameserver table. Hence, initializing sendfile may include a
field indicating the number of records in the domain table and a field indicating the
number of records in the nameserver table. The field may specify, for example, the
table name, a key used to index records in the table, and the number of records in

10



initializing sendfile 310 may include a field for each table indicating the
nunber of records recorded in the table. For exanple, a domain nane

dat abase ways3iosgsfaide a donmin table and a naneserver tablP€T/USenss w81
initializing sendfile may include a field indicating the nunber of records
in the domain table and a field indicating the nunber of records in the
naneser veie k! Additidaaly elitthlinay sepdfits 340 mbpincexermdied intigsting Bl e nane, a

k dt d f 10 WO
057 03865 3P EAEEeereng Do B £ T s BRREAT Sindfle IEOEES 0 iPe
310 may igRampids naedt & itustrats, (aatimnghmlh&a/ME@ﬁtf@fembﬁQ'mamtﬁ,?fWQ sendfile
310, usual lgéaﬁav%@ﬁe u@éMﬁél&%br‘?ge ﬁ?l?ﬂ%& 'ir?n{t)lb?ﬁgsséﬂoﬁle #panpl es meant to

i|lustratPe® € SCO nents of the present
invention. Any useful field can be included in initialijzi n ﬁndfl | e 310.
I nitializinitekziog sérdfi® gy insbidader exasmpieaipgionsisieabes ¥<9 Y¥stent copy

of the &% ISCAI%‘égalbagééé@%%est%@pre%u@ alrﬁﬁiah@ihg\ébﬁmé $10 iyt i al i zi ng

sendfile econe consistent wt abﬁ%\?e 200 g&f a point in
time t béteﬁeeﬁCDBSl%lﬁdthfh locglisigtabape 2p& at# oI IRAMe t RAWES GEREat i on of

ini tiallzjnd, &ng{é firfe §t1\9h@ﬁ@bﬁéraﬁcﬂdoﬂ|rﬁltlélﬁlngtsléﬁdﬂile m&oafegi‘whlandhtfhﬁe
generation co et es. such, the only, o erahﬁ}on t hat hatorﬁg

initiali z’fh?lQmQ@hﬁ’f‘lchéh%g?ﬂe?r@t'oéhconmes o ‘éﬁh %8‘?6? ti aI i zi ng
sendfil e o3d0n irstidliengrahefle 36OR &5 aal” dpeeatnt iThet nbspwmmam@gamfngoo at tinme
t may be recorded in initializing se operation
may %e pet'Ods aeneraisdy %%?Sfﬁk%g'atfrgéogﬁﬂgéas%a E%éelaﬁk&%ﬁﬁ zrlegtggg%ngfl | e
310. | denhiifitisfizifg BBNGie31@CHenes an fadd’ nperation mm@esv@ﬁarm%tog&@rdn any
order. Alter vel f referenced
data recdPEd @%}gb ¥?%‘@d? h%%r@r & 210! cfeﬂflﬁ'érgﬂwa dﬁi} Ebrtib@rns A

oreare erenci ng record. The
addi ti on initialfdrg stndBlEB1arial aby grdenyAliaroativaly, inrine p?ﬁsmeh@f ferei® i 1 e 310 with

some awar gnigss, Ofurshold hs (300 il pURCORROMNGER RetratheaiE LLed Lo

renot e e initralizing sendfile 310 is bel ng generat ed.
However, fteherd. generations of sendfile 300 and initializing sendfile 310 may
be decoupled from each other with respect to the |lack of dependency of one

on the otheryf Uicii6i? B Ad 910 ar§y§’m @aﬁbfd\)@blﬁﬁlﬁalﬁm@ endlieSd0mity prevent a
| ess efficient approach §@ g il e ner |Oon i gtoav%m&tcat' on may
suspend UBAME AWHENPSH @flsﬁﬂf’filﬁ?laoo HH‘F‘V 8988 FORPUER Tl et ed. By
conti nui ngythusgenenaiie nﬂﬂéhz&@l&de%dﬁlsemdfs Bedrsg @éj@raﬁhdl elogevsr tiei ng
initializing sendfile n. enbog 041 i nventian,
the strongerEFat G’Pseﬁé’%’?ﬁ?‘kf%a RPYAEe tﬁlmr%rag@ n%l; : o decolbint ‘Frjlafn as the
pl aci ng ofadhaAisdrditniespant td thenhek af atpdraisecy dipneeorythe otiveirdele constraints or

generation.  Such a structure and process may prevent a less efficient approach,

in which sendfile generation and application may suspend until the initializing

sendfile generation may be completed. By continuing to generate and apply

~ sendfiles 300 while generating initializing sendfile 310, as in an embodiment of the

present invention, the strong error-checking of sendfiles 300 may be done as well

as the placing of constraints on remote database 210, e.g., unique constraints or

foreign-identifier constraints, may be done. The placing of constraints may protect

the integrity of the data in remote database 210 by disallowing transactions that

violate relational models of remote database 210. For example, a unique constraint

may prevent the same key from being stored in database 210 more than once.

Figure 6 is an illustrative timing chart of sendfile and initializing sendfile
generation according to an embodiment of the present invention. In Figure 6,
sendfiles 300 (sf-1 through s-21) are generated at regular time intervals. Inan
alternate embodiment, sendfiles 300 may be generated at irregular time intervals.
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foreign-identifier constraints, may be done. The placing of constraints may
protect the integrity of the data in renote database 210 by di sall ow ng
transact iwo93bsss3 viol ate rel ati onal nodels of renote datralase2/2s081 For
exanpl e, a unique constraint my prevent the sane key from being stored in
dat abase 210 nore than once. Figure 6 is an illustrative timng chart of
sendfi | e RRAGrallisehalil generasemdbed ot takeriee abtire timecivtendil.ngotexammleenbodi ment
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ore geneiineleners anerane ol Randp il PR el ehiosmblies A7, o 21
sendf i | ego ffplemyydneragienef afiied Additionalygiilchangeisrasciinin decghfiaiabase WO 03/ 038653
PCT/ US02/_350 Ge v, i ' - ti

3OS p7E i koot W PARSOThaRRIO0 R Dbt atnf, ont €

time inté I''es are generate -m nut e

i nt er val siexiisenditieSOnoFot exampladf sandfilesf-4 bepinaueseration abtPB0®aRfEner ati on of
a file. Additionally,z.d Et}?%}ge i 6BhsLRdPiRasscuPSiwadt | e

sendfi | echBFelkesS %éizh%s'%éé#gra d&aﬁﬁ%sjté k?:dr%zli?] es s\/\,1 |1 _be _cz;: tured in the

next sendbid560306! 13705:02 remeansured in sasdfieisi-6 (29- 8082 WECIHEMLYER i on at

12:05: 00 A0 fe0.t hen any changes to | ocal database 200
t hat occﬁlfé]@g?&glﬁa ﬁé@ﬁ@so%@’gnd 12:05: 02 are captured in sendfile sf-5
(e.g., 300-5), which captures the time period. from12: 0% 0 2:10: 00.
Sendfil es 38endsilesniPOspend §0Qy8 arg qll%qa}e&rﬁ?quge Bi aﬁ'?ﬁe él_e-s ﬂoevg’eatn?%%es show,
am“96ogtdﬁ?ér éifelidg,l Slfile ié’erftiiﬁbneﬁ%ﬂ@ﬂ’é,i dritey, fi%cgbn(e@fﬁoa,timeme)andf ile gener ath i on
time , and _transacti i denti.fl.er 5 o - t hat the

t r ansact i SAHERIFNLES'S Gﬁgﬁe.gng@b%. 8&&%&@3&%‘%&? %‘?\t?)ggﬁn&.ff%%ent i oned
previ ouslgst bé BRIcrs@mdAciohizally. dennehticeed previoustyathe transddianvdgniiiers However ,
the associated transactions thenge - ' ged Le 300 in the
order thdbat g rBRIP Valorn HPRE T !é‘é{%g%‘g"rs'age%gﬁ%ﬁﬁ%eﬂh? e s ng sendfile
310 generratdroed mnebnaiiedionlie tre0Ddefghetrtaey easurrag ilecaldiatahase é00- i niti al i zi ng
sendfile 310 may be generated at any tine. For exanple, initializing

sendfile 310, By, hA-ABNENANES108bALGIoTNI Agrra0Ridepbramenatagbion of
CCRiguré 8 1

sendfile 30 _ ustrates initializing sendfile 310 Peing
gener at eddetodviey, initielizingesendfile F9umanbegrnerated AL ARNHRE-| BY MY sf-4 and

sf-5). | ' . 0 rhi\ bé 8bherhtag bepslfdutieg, Bt @ftebyerienation@&, anong ot her
fields, Qnﬂ@ﬁi@%%‘gﬂf@ﬁﬂ erél)}Gloé%isf o enti1 the | ast

Sf-1), a fi ' ier 61
sendfi | e gpodBle08d FEQ%F%fﬁé"usfrﬁfefsi'%q'ql'E'F%nﬁegcgﬁed%fq ée'ﬂ%ﬁg?%[?{egmg\g% t he
t ransact i QbR thinel afPftoéeridiRs (@8t sf-4 bamsiaB)t i on commi tted before
initializing sendfile generation. In this exanple, the |ast sendfile

gener e S Sea ot Py S o IR g et e

12: 07: 29. fighgntifier 610 (isf-1), a file identifier 615 of the last sendfile generated before
initializing sendfile generation, and the transaction identifier 620 of the last
transaction committed before initializing sendfile generation. In this example, the
last sendfile generated is sendfile sf-4 and the last transaction committed is
transaction 10001. Initializing sendfile 310 begins generation 611 at 12:07:29. The
first half of transactions in sendfile 300-5 (sf-5), transactions 10002, 10005, and
10001, have already been committed to local database 200 when initializing
sendfile 310 begins generation. Accordingly, initializing sendfile 310 may have
awareness of these transactions and may capture these transactions in initializing
sendfile 310. However, initializing sendfile 310 may not be aware of subsequent
transactions 10003 and 10004 that occur after initializing sendfile generation

begins.

12



first half of transactions in sendfile 300-5 (sf-5), transactions 10002,
10005, and 10001, have already been commtted to | ocal database 200 when
initializwog3/osssaslfil e 310 begi ns generation. Accordi ngl yPCIniso2/a808zi ng
sendfile 310 may have awareness of these transactions and may capture
these transactions in initializing sendfile 310. However, initializing
sendfile 33Whil‘@iyiltlamn@eer&mwmmﬁayshé)geume’mg sendiitesaginging Wito03 and 10004

h | 03/ 038653
T S0 resiie Doy BRI SR ATPEIA bR R el

sendf i | epelbeqitonemgtevddidbaserifiand aBoi®ds may continue to be generated at
regul ar intervals. These files my be sent to renote database 210 and

applied. | 18§e0erRivaybebtech: 15: 29,
m dway bet \I;\"btet'ﬁﬁﬂlﬁ %%gjg I on o%ﬁﬁé&%@%nggﬁgggﬁ sendfl I ea(s? § ggéaf 18 and

sf-19), arderatign eidhe dBfheand 1Y pendiites FROST- taand ot 19).ddnRY & 19. After

receivin tl&@gﬂggggtﬁgé{dﬂ@g@bﬂg sendfile 310 at renote database 210,
remote d3fabase may not consider sendfiles generated prl or to

generation of initializing sendfile 31 b for exanpl e,
initializi ndftereperiying asd (padingdnitriving S&P&'?%«l\b @E?ﬁ%oé g?t@B PSR dat abase 200
ég?g;gg;%@g@%ﬁ&ﬁ% @mrnhéy %&?gﬁﬁlddreéndfﬂé@?edeﬂamb|psoretx>@epn¢faratlorr %fm)t edf I

e fir r sendfil es
(sf-1 thﬂ@lﬁ‘j‘ﬁ'“@ﬁeﬁg}'e%‘ﬁg ghb?ﬁ@%’s %%%&Pué’&e anm@%ém&'g{ﬁﬁ% dﬁgs?)qsf 1 through
sf-4 may idisond8l theanargs forlodahtathibdsez200ghstenettirbeordadin prinesandfilgsi or
sendfi| es Bszﬂrﬁ“ﬂ thr ourg%égf i asg%g‘ﬁk%} Qéd 1fedrRIdRpIHRdtY, archived.

Simlarl );30 NS der transactions comm tted
prior to thgegefatrthaendfles (ufli talough afg4)sél'ﬂﬂ§fqh9@9®lf@0@rﬁ8@ iNgBEE i ncl uded in a

tsﬁggfe' ![ ?as%ggf&%. ng{ ﬁw\/\ﬁ&? &4 I%El 58 pe Fokded lhﬁlwlzﬁg%@ﬁdﬂﬂ@ 3%d.0Treye i ncl ude

initia IZI ng send generated. For
exanpl e, mem@flm&afbhﬁéomfrﬂéway@@ deiated P altepAtYede ATEWEYf i rst three

transact 'é?r'?]ﬁar?;gg&%otejood%se A0y @ot 86ReHer insdctibndesameaed pribese

transacti ons ese transactions recorded in sendfil [,so be

recor ded daneration iohinitializing senie $@t§§?}”er‘?rﬁ%‘§l@e€dﬂﬁlﬁe{‘§'ﬂ gpgﬁgrg%?tlagns may be

del et ed, af@F\?/é\Jdt %lf‘é’rizln\é@e)ﬁdfllémbh‘ré@dncldﬂegtuéﬁe famsactiorfd \M\Mlhaltldallszg an
enbodi nent o

present invention in e fi t? | ocal
dat abase %?é!?f"B@Bé?l@‘?'ﬁr@& ROs@ie m{]feq%&bﬁsgd‘?b AO%% Ufality of
periodic émeﬂbemebmeﬁke@mralnsm@nemmcmz ¢Oe0Ty 4600 bott demdiiloskb beeausbase. Each

updat e na%esentcrla#s%ectlgn%e AlosTore L hansact Q0% sificSH S ALY By e hen send
recorded in initializing sendfile 310. These committed transactions may be deleted,

or alternatively, archived.

Figure 7 is a flowchart of an embodiment of the present invention in which
update files of a local database may be generated. A system may generate (705) a
plurality of periodic updates based on incremental changes to the local database.
Each update may include one or more transactions. The system may then send
(710) the periodic updates to the remote database. While the periodic updates are
being generated, the system may begin generating (715) an initialization update at
a start time. The initialization update may include a version of the entire local
database. The system may determine (720) the last periodic update generated
prior to the start time and the last transaction committed prior to the start time.
Then the system may send (725) the initialization update to the remote database.
The initialization update may include an update identifier associated with the last
periodic update generated and a transaction identifier associated with the last

transaction committed.
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(710) the periodic updates to the renote database. Wile the periodic
updates are being generated, the system may begin generating (715) an
initializaDioom3sspslate at a start tinme. The initializati orCopar/asosny
include a version of the entire local database. The system nay determ ne
(720) the last periodic update generated prior to the start time and the
| ast t ransaqcérleszarr@mLMOQﬁaypgerteoate 16205 tsandfilés BRH at sTmerregiier Fyst em may

d (725) t tj al Th
oL s | e iR A TR A0 el 3shd B G SNSRI o T8 ik e
| ast  pedbpsase Ep@ia\‘/\&nlgeemﬁ%seimeand baing geneatad, O TPdEAtNAY Radilssoci at ed
wth the 'éﬁgﬁ,@t%{ﬁmﬁgal%n gmh% t e Y1) 3R RETEh26 35081 - For

exanple some regul ar or
i rr egul amdyi ineludent eopyabf theemite 1ol dd?baﬁwe?ﬂoséhld”( 7‘1@)§”a¥§‘rﬁﬂ'f| les 300 to

rempt e gﬁéer@ﬁe%z@%gmkmgw 41 rHOPpAs%0 bR g aREIANGd, CLTP 140 mmy

begln nrti send at a_ start tlrre 611.

Initiali :gnengra«hemdf initialiZngsensiile 3@@1”@6@9 lestispRsaston sralfed PEOTIBANE  dat abase

200. O—TP oRYy tfé}e‘d%ne%BﬁBﬂhmsnzﬁr?g%&wﬁ@%loaﬁl_wemﬁ ihgth3A@egener at ed
prior to®> rt ti for eneratlono j.njti aI|2fllﬁ§éendf|Ie 310

and t he I(E&Q) lmlﬁaiﬁmqndﬁle@éprﬁﬁ’f e grieBese &' Hattia ”?%?enp 9% or

generati gy e éé?\'dhleabérﬁmegamtmb@d?ﬁm théla'EPsér#ﬁleme) deneratextart a ( 725)
initializing sendfile 310 t rrg qg % gfe 219 ’H] bl zing sendfile 310
may i nclt[ﬂﬂléa‘ét@ﬁd‘F‘Frlt@e'i %I%)n?sisf’?'éﬁe 84 R st aas %? last sendfile 300
generated and a transaction identifier 620 associated with the | ast
transact i onFeERS id £tdowdfisgiof an@mitedandnt ofibleapresent ingentionivownieBid  of t he

present el oL i ehefe L EBURSRIARIS ERU,AECOl Epabe {1 o5 from

recelve uralit’y of peéeriodic
updat es. reasibe (808abeluraljity oﬁmﬂr@de updetesr Eaghy wpdate @Ay HStuds 98e Ot er i odi ¢

updat es @%sg%angc‘%Jhgg)%nb(g\g'u?&ﬁé@hla b@rreéer\/é?iqmmﬁﬁally-g?% h&YdseMhgay recei ve

(810) an izatl he|n|t|aI|zt|on updat e may
i ncl ude asysmnsmm ra¢el\teh@1@mﬁ inisializagian ua%a’ta@é%%ﬂeifﬁ@ J{x‘%ﬂfé‘fﬁ P ead  (815)
a |ast pef ? dd@&%h%ﬂﬁé At 18cdl Géfabbé@”ﬂ%iiyswm deméad i er from

t he |n|t|a| ?on ate esstemma

et 20) the | t
peri odi ¢ (Bdphalest perinsts update *ﬁP"t‘tﬁ'ef frd 'ai?&é{r@“%a&ﬂm Idﬁﬁtréfgr E{ﬁﬁ("&ﬁe) I aste 2

trgntsactl ﬁ‘itaﬁ’z%%Qﬁh had. Wrﬂehsgs{e?ﬁmb aRmaktértiing ($20) lhtéllﬁt perTdutic perl od| C
Espect | vlate oSttt aerRer BRI P LR OReT O S SRR E oyt em
may appl yinedhsadtidn idenmEnNiTHe periccioUbidte cintit@nsaatiph ovay berthe tastones

cort ESpondlnegatg o g%lor%mtft[geaa treespte<C:)’C|veE'/ prlorqgtggng% LaP8sRe infl2fzatibat em may then

update. The system may apply (825) the remaining uncommitted transactions in
the corresponding periodic update to the remote database. The system may then
apply (830) the remaining periodic updates generated after the last periodic update
to the remote database. Applying the initialization update advantageously makes

up for any previously lost periodic updates.

For example, LUE 100 may receive (805) sendfiles 300 at some regular or
irregular time interval. Sendfiles 300 may be received individually or in batches.
LUE 100 may receive (810) initializing sendfile 310 at some time. LUE 100 may
read (815) sendfile identifier 615 and transaction identifier 620 from initializing
sendfile 310. LUE 100 may then determine (820) sendfile 300 associated with
sendfile identifier 615 and transaction 605 associated with transaction identifier 620.
The sendfile and transaction may be the last ones generated and committed,
respectively, prior to initializing sendfile 310 generation. LUE 100 may apply (825)
the remaining uncommitted transactions 605 in the corresponding sendfile 300 to
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apply (830) the remai ning periodic updates generated after the | ast
periodic update to the renote database. Applying the initialization update
advant agewosBp3seakes up for any previously | ost periodi c Papdso®3s08tor
exanple, LUE 100 may receive (805) sendfiles 300 at sone regular or
irregular tinme interval. Sendfiles 300 may be received individually or in
bat ches. refnble dfifbase\210e tHEVI®O(rBa0then apply 4830 itheyreswsinddd $endsies 380 sone ti ne.

620 11 om T PR SERgNe SEnit P st HEE Poo oy “Then deter mi no (820)

sendfile 300 associated with sendfile identifier 615 and transaction 605
associ at ed ini arhaltaraats othiodiment dort e@mple, 26 100mRay diegaieior archiYe t r ansact i on

na) be t Lor to
1 | LRI STy

r emai ni ng gemmnttmw&@mé&wt@h@n%@@qﬂl? @%@@N'wpﬁﬁﬂﬁ?@ dfile 300 to
14 WO 03/&%%§%rfgér%e%59§ﬂlnclﬁ@@”@érﬁifﬂ@é@é&@c@ﬂe@ wilhldendfl@ may then apply

(830) the remaining sendfiles 300 after the last sendfile sf-4 to renote
dat abase igamifier @1n al t ernate enbodi nent, for exanple, LUE 100 nay discard
or archive sendfiles 300 that have not been applied to renote database 210
and/ or that Ithﬁé&ﬁbe Qn&#ﬂ@dﬁdiﬂiaﬂéﬁdrilmhﬁﬁg sphiifle 3t 0is apiptiedlanglater sendfil e

generation e . . Sendfi 00 di_sc e el ude
sendfile %elnd 'eéégéi}f%f@ﬁqﬁ e%ﬂquygppfdgtﬁg i |°teer agé}{aa\ég%a%y

under st ogdsttdagtiusy terioté dathbadei 2i0myaysieatdiid read-tonsisteaipypth letﬂahzmy | ater
sendfiles_ 3 that »ay .h ey I t e dat abase 210 may
be |ost ¥ g‘ﬁs%% %fr 'nggt %gge%t%f%ﬁ&mgsg&g ng%reterg @(r)gr?m stent with

initializing sendfile 310. Accordlngly, these | ater sendfiles 300 may be
re-appl i ed. In an ambedivwdit pithe pissentiavestiraendfiay AP pethinitislided senediesoo and

initializ @ctoapim 200 to renote
dat abase %%mv\fpgfsbrlwﬁron?’f?gal Hé%e%@mo fre H%Béséj t NACK sional to

t
i ndi cat e adkapwiedeempnipie.without §Gﬁ£@$§kl%ﬂ@é@éf‘@%§e thﬂ‘lﬂ? IR 4Rageous| y

reduces tglﬁ:c@é’s‘?ul Qel\t/eﬂﬁtﬂ'@advéﬂé{ge@@ﬁ/ fidubad themyetegdtiat ahn an alternate
enbodi nent, an gnal may be sent fromrenote database 210 to

i ndi cate é@%‘fﬁpnﬁﬂéﬁ%}f atgs the files. In this enbodi nent, the ACK/ NACK
signal may be sent in systens with unreliable conmmunications. Figure 9 is a
fl owchart ofin aﬁettméteemadiumamammmw sigeatmanbvesdritfnoni iemete ch  t he

syst em ma atvae!\s!edéilo to mcF calflé) (sjliictcgssfflljllrggelp?teoq'khe]c fi&dn Mﬁ%s le%%@hin%&,wse and

recei ved o
ACK/NACK signal may be sent in systems with unreliable communications.

Figure 9 is a flowchart of another embodiment of the present invention in which
the system may validate the update files sent from the local database and received
at the remote database. Here, a system may send (905) a plurality of periodic
updates. Each update may include one or more transactions. The periodic
updates may be sent individually or in batches. The system may send (910) an
initialization update at some time and apply the initialization update to the remote
database. The initialization update may include a version of the entire local
database. The system may first identify (915) discrepancies between the local and
remote databases by comparing the databases. The system may determine (920)
whether the discrepancies are valid or erroneous. The system may then apply
(925) the periodic updates to the remote database in accordance with an
embodiment of the present invention. This embodiment advantageously may
ensure that there are no errors in the remote database as a result of receiving

updates from the local database.
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at the renote database. Here, a systemmy send (905) a plurality of
periodi c updates. Each update nmay include one or nore transactions. The
peri odi c wopdasssss nay be sent individually or in batches. PChassysioem nay
send (910) an initialization update at some tinme and apply the
initialization update to the renote database. The initialization update
may i ncl udeFg: é&@ﬁ@)‘lé)rDIQfP 14Emeybérdobs)sndfildatabassomd reguiy st em may fi r st

identify di sc nci es .bet dat abases by
conpar i ngrg’%@fd'ated to %Otgggt\é\‘ﬁ rr%{;) c1é rﬁ!r%sggeae(%g)éemet her the
di scr epamfrdnﬂamlyer irabatchex. Q@ITROMEDMEY sé’mce(gspsmemlmsendén Hp@ty (925) the
periodic u tes re t enbodi nent
of the pP@E@ﬁW? F?\)eqﬂ‘% qgﬂang%bg @ﬁbtr@acb}{ia}g)r%lﬂm a eous Otﬁaé;lmotgnsure t hat
t here ar elatubaee 200.s OLTPt 1@ masnmrmomiatcaba@a%eam@efﬂthﬂ f?ﬂ‘@fe GatalEAs@i ng
updat es fy.qm the | 3 35081 For

2';1)@ Eii%(ntl @158&%&?@%@3e3%t IQI &9 Phdl l‘n%@@?e’n

exanpl e, send 300 at sone re uI ar or irregular
tine int eetaite928hwhethertha gisstepandes @en@rwi PesTamPUSaPLIE 148mpay

di vi d dfil
310 ar by LOCRigehey BT SM&"%@E@Q?@????FQ?“J'nggsiﬁgf. e

310 to r avovidanckwiiinas empodiment pithe preserlNKIHIS Fott maeihsBaRRY 200 wi t h

renot e da%ﬁmég\o)oggé)rmeu%ﬂééé‘ym( 915) discrepanci es between them OLTP
140 may t determ ne (920) whether the discr epanC| es are valid or

erroneous. OLTP 140 then tify LUE 100 t dfiles 300
to renote d!i‘t%fb%'?én%tf(gmt??d"ﬁ% g §l¥%%'“\mefyhapa’rly gﬁﬁ% %%r}(q?l@%ai € present
inventi Oﬂnltlélléﬁlg]éwldﬂl%)prbhmdamml'nyg ar&devu]rﬂaﬂlrfgsd@@@panmleserﬁdﬁegladmlﬂbase 210. In
an al ter nbodi ment Sys and t he
initiali?Z F‘Iﬁﬁy%e[‘é’i‘?d’f‘w PRy P%t?’%[‘%g?'ﬁﬁ@? g%lﬂ?\egﬂg%ag @%Pe@hfe gjl sc Banci es.

Al t er nat i arell validatingedisorepaiasay apply both the sendfil es and the
initializing sendfile after identifying and validating discrepancies. It

may be undeﬁt%%pge @!%rstrog AR A Rid RN D Q&RE Refopaed eh BRdded any data

transmtted ov roma source to a destination fgr t he purpose
of appl ytr&n“gsntﬂt@ oves RgIeversdromua soures torredRiBationaior Hig PUEPRPSI%E 10A is a

flownchart ndbf M@H@&tda@i toxRedbddnat@nd initializing sendfile
validatio a%/cco ing to the present |nvent| on. After sending a pl urallty of

periodic wupdates and an initializ t| on g { abase,
system may VHUAAPRIs ? Hewehaiirianaan Qe ﬁ%ﬂdé'er%!ﬂ 'P'Hﬁllemes%ﬁﬁ nor e
t ransact i @pgatRer 4 @orEey rthe present |nvent|on After sending a plurality of periodic

updates and an initialization update to the remote database, a system may validate
these updates. Each update may include one or more transactions performed on
the local database. Each transaction may include one or more events. An event is
a database action or occurrence, e.g. addition, modification, deletion, etc., with

respect to data in the database.

First, the system may compare (1000) a record in the remote database with a
corresponding record in the local database. The system may generate (1005) an
exception that describes a discrepancy between the remote and local database
records, where an exception may be generated for each discrepancy. A
discrepancy may be any difference in at least one data value between two versions
of the same record. For example, a data record in the local database may be
(12345, xyz.com, 123.234.345). A corresponding data record in the remote
database, which is supposed to be the same, may be (12345, abc.com,
123.234.345). Accordingly, there is a discrepancy in the second data value of the
record. Thus, an embodiment of the present invention may generate an exception
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the | ocal database. Each transaction may include one or nore events. An
event is a database action or occurrence, e.g. addition, nodification,

del eti on,wetos/038688 t h respect to data in the database. Fi PE€T/USKIES08YSt em
may conpare (1000) a record in the renpte database with a correspondi ng
record in the | ocal database. The system may generate (1005) an exception

t hat ges g{ﬁ(‘ Bescrideditisis ag@.@ragycybestrm@lpﬂldmmg ﬁ@ubawuémncw by abase

records ere an _ex 0 nerat ed..f.o pancy. A

di scr epafityPiiRg ncggn%ﬁv?h]efcpseqee%@ %&3 X%‘%?Cffy'gﬁiéh%gs%tgh% fjhg bet ween two
versions dns@fepbh@y PyRstiey e dfiererexdeplesn the dat datesebied in thet he | ocal

dat abase 23 Z.C 1 i ata record
in the r@l‘?& e@an%ge %aé‘edat%\%chwoﬁhe %§al§§e§%§é}:8rr€%q§%§ {%)SEP’BQQ r&g)tl;é};el (12345,
abc. com in tha3e3t% @tahaseAacdyide verby) if ’thlaéwe records aiestipereseddy C@mfalﬂhe second
dat a vaI e of t record. Thus, an enbodi nent of the present invention may

gener at e ‘?1 %Q%g%*taron 16 WD 03/ 038653 PCT/ US02/ 35081 that describes this
di screpancy. An exception may descri be a discrepancy by si n%)I y | ndl cating

that the di &omeshenondessipet bat gisgppandyynayraierdo patifarenss Retweaied
di scr epa%?%or@gatgg%ﬁfésl?llggecw?@oidthtefr&&ﬁdi‘ﬁﬁitsp@{ti\{‘&?n the two data values in

the discrepancy, data record in the | ocal database corresponds to a

data record_in the renote dat abaoie (and vi cg rﬁﬁrsa if the ttwo records are
supposed t oTR@ssiem mayrssegfte ((ate anjgxCorfipnyde FEE TRAUCY di screpancy
may ref erydefe hediichpli@iaenthier wapebe @Bsociaied mith en dédrdifieralf thesrecordaForecor d or

th di t nt t st t

dent 111 ERaliPlon e s 12aRs. ST TR L S AL b SR, ey Phe

?i Z gzgat Qﬁowptcbor@lmglyd%i éécienronozﬂerttiﬁer may afsg. beRﬂrO Eacheptaption h’@Ydﬁt a Ir ecoi ﬂ
r caprdingly, the

except i or?)(ﬁsaﬁ'ﬁﬁaﬁ &t°n tgﬁg%orgggfdﬁ%)(f?&gﬁh trIdSH% arr@ﬂ;g/g et %ﬁasm 19 i gd as

bel ongi n@xteptanyisomeay be forared tem@qd’eﬂ%%@?’llﬂn @@ﬁéﬁ&@\ﬁ\?)exp?@@@ An

except i Oﬁde'r%t@én{)ﬁ?{ QQCJ&?BHEQS&%& e eH‘geTl'fé"@xc%?ﬁcﬁpﬁét QRd théRfiferaitd t he

exceptio € exception classi therein. The exception
|i st and exceptitinftyeesewill bealeserher dhdetppdierviTne syslegpyey Alsed@ssardiRt ai | | ater.

The syst ggb@%n%v%ﬂt i%l%ﬁe%'r ik eaér{lé\ﬂe'?u} métﬂe eWesE, wﬂ&@ttihé &wint Wehifieeach event

inthe u event 1dentifier %/ r@@ gecalfed Wldth an
i dent i fi enaybe aprodatedwih apilentfies ohihe reeerd- fot 8% delazeomC Xyz. com
123. 2|34 3(@5%45@% e&%§1@23as4m hfdﬁ/@favééﬂ |dékﬁ|ﬂ@rrdilmgl®ordirfw enecsvent | dent i fi er
Ty arso |dgnt|f|er r'naEaa(I:so b%vg%t Elarc]:h tevgn’c nEn) %aet L?pmél may be? ung frorn%)gﬁ n@vent

history. An event history may be a listing, etc., of the events performed on the

records in the local database over a time period. The event history will be described

in detail later.

The system may then determine (1020) if the update of the record is valid.
Figure 10B is a flowchart of an embodiment of the validation determination. This
determination may be done as follows. Each event may be compared (1022) with
each exception. If each exception is justified (1024) by an event, then the update
may be designated (1026) as valid and the update may be applied to the remote
database. Otherwise, if each exception is not justified (1024) by an event, then the
update may be designated (1028) as invalid and the exceptions may be logged as
errors. An exception may be justified when an event identifier corresponds to the
exception identifier and the associated event corresponds to a valid sequence of
events associated with the exception type. The valid sequences will be described
in detail later. If the exception is justified, the system may remove the exception
identifier from the exception list. The exception being justified may indicate that the
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hi story. An event history may be a listing, etc., of the events perforned
on the records in the |ocal database over a tine period. The event history
will be owowsiobssd3 in detail later. The system may then decarusozgsogl020) if
the update of the record is valid. Figure 10Bis a flowhart of an

enbodi nent of the validation determ nation. This determ nation may be done
as fol | owsscrdprby gvaevéndrmy &g., ttenmpaobald£t2B252) hasi rioh yeteacdivesidbept i on. | f each

exception is justified b y be
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dat abase. Ot herwi se, if each exception is not ustlfl ed (1024) by an event,
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Do | 00050, - BEY §ihae ABGSRH] 08y BRN b WSlotthothan ian even

i dentifiér g exception identifier and the associated
event corsrtresqumilglanti@emammsillmC@ré%ﬁjeth@@héﬂie updpien BawBe aefligfled with the

except | O%ukéfe%%fullﬂﬁthkﬂaéfq‘aﬁg% @WOHM bﬂoth&v%ﬂ%ﬂr@qmgraoamﬁttmﬂ later. If

t he exceptron I1s”jus ystem nay renove e exce identifier

from t he aorpapsorsPativeen th?ﬂ@caéﬁ%fﬂm%% dplaPasPs meY ?‘Fqué?ﬁe'}‘rélﬁ%chdl cate that
the 17 WQ 3l %%@ﬁét fﬂé@ﬁ@%’ai’aﬁﬂgﬁnoﬁd&&dmwy del@te@ Mlelsﬁ}stenﬂnaxe g., the

renot e dat abdse has not yet received tg {H\n” | ge[ed mat ch t he
| ocal dateisHSethahea p@H@d'ﬁBBdatné'ai'%at'PBé’Q @t@a may[gjeﬁurqaes@ V&BPie the system

may i dentihd Yerhatb@ftasakeors or faults in periodic and initialization
updates. The system may ensure that these updates may be structurally and

|1 h full
i thout _gendiayergr e eu R asibep e B AR B oV BB Od anBP IRV LY
comnpar i sqngiaf?ttmmﬂrdrﬂitﬂe UatahehseedtdmggamaéIOUafabaWIWt%@@ﬁzgréf{"?ddegl_ ﬁCt
errors, an a ete e
syst em mvamwghfp% a?lha?fécfélﬂ”éa%égﬁfs e %%Ot@ Sat%PQéedéﬂkéﬂnlidgs t

r|o ic and initiallzation updates may be
successf ulhblge iapdbicégh |ﬂmtlfleh@olat@mméy e digsavased JHING T FRASATRPL

advant ag | Yt eqfoﬁﬁﬁ’i éﬁ\%ll@éﬁlcﬁwr@é@s'd?gnte%b%@%éht bhee p%é!éat es to the

remote database dur | ng ation. For exanple th cen errors,
war ni ngs mmtloanth@b'ay&f@m raw atiaptde PRRIY th%et”fﬁ’ga"teéﬁ%t @3Sy war ni ngs

that thegg ét?erﬁptfrﬁé)efagr\/vmélﬁmby fddﬂfaté/!h@{ ﬂhbré)é‘refmiwlbﬁalférrsmnmaed durl ng an
apply attenpt. hus, after perf ormng 5 a,gpﬁ?tlonfoc

embodi men#P eqiﬁ@t 'ﬁV@%’éFﬁthei“H%ﬁ?l%?P Fipgly HRFTRIGTR P@H%F ”t‘% appl y these
updat es t@ dpfy théé@h&jéﬂé’dt@bﬁ@fémota'l‘i@taaéieermt may fail, which may indicate
that there are additional errors in the wupdates that invalidate the

updates. Ac (ir? gg Iaﬂgrn%\te gn?bc]; merneén g trﬁ%ayngé( ml%‘ae q@gﬁply at least one of
the updates prior to performing validation. If the attempt fails, then the validation
may be skipped and the update discarded. On the other hand, if the attempt .
succeeds, then the validation may be performed and the valid update kept and the

invalid update logged for discrepancies.

In an exemplary embodiment, OLTP 140 may validate sendfiles 300 and
initializing sendfiles 310 to ensure that sendfiles 300 and initializing sendfiles 310

may be successfully applied to remote database 210.

In alternate embodiments, network computers 121, LUE 100, or any
combination of the existing systems may perform validation.

Referring to Figure 10A, OLTP 140 may compare local database 200 and
remote database 210 to determine any exceptions (or discrepancies) between
them. Exceptions may include three types: data may be in remote database 210
and not in local database 200; data may be in local database 200 and not in remote
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to apply these updates to the renpte database. In an alternate enbodi nent,
an attenpt nmay be nade to apply at |east one of the updates prior to
perform mgowaiodssati on. |f the attenpt fails, then the val ipdattison3sosny be
ski pped and the update discarded. On the other hand, if the attenpt ,
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dat abase b¥(OLENW40.r enot e dat abase 210 to determ ne any exceptions (or

di screpanci es) between them Exceptions may include three types: data may
be in renot abase i SQr e dgatvalugay be in

| ocal dat abgs?gﬁ'tzu 0" &N d %%t”,‘?“_r?ﬂ?@%{éep@ ng ﬁv\%k'é%/é%%g%ss PCT/ US02/ 35081

dat abase i2 I3 recerd & dhe espdnidithgntfa®a nay be in | ocal database 200 and
renote database 210, but the data may be different. O course,

correspondi pg 'dialhgly[@mbmb Fhdy@@aIpatitiabesereforaiit feeomtén aslabase 210 and
the data may %et € sa i i

me, in whigh c t he data med valid,
thus r eq@%@%eﬁgoﬁﬁﬂf?@?teﬁiﬁ?@@%%ﬁ% 8§$P&$ﬁwféﬁ?ﬂe@g@§5ggﬁunder st ood
that the &icssiRARCIestmEsiEdistrepancybetvaentbe eecded ia rerablestataliaset2i@ record or

the record jpits entirety. Acc in .14 1000)
corresporﬂﬂdﬁgef‘:é‘i?6$@§°‘? d%/tSB%?e %ggwggé%aen %B%%“d%?ggn%ﬁgﬂggﬁdggﬁse 210. OLTP
140 may gensrddceefzhoR5PLTER 14@ ey Essosiate {4010 @ extendion idantiBervdilancy bet ween

the record in renote : - f il idsHabase 200,
where an &6 eeﬁP?Fg{F?n 6&%21%3%%05@%3@@?@& n%gcbﬁcﬁ%g%%tg%gﬂgan %éﬁi@gﬁ40 may
associ at eof(ti®e@preaniresxeptiorolist ma i fpinegd tRiingludedhe BxespdieP tiPsA 2Ndher e t he
exception,| A It hi Mhat 8eBbiidd €pe. Hart he record.
An excep%%%%éldst'to‘q?%eyﬂﬁ%f???%%%gaﬁ%g‘loﬁ%@agﬁe eggcebti,oﬁbg/pes and the
except i orefdediment, te exseptionanaxkepesgirtetavAditty £E°IHAP (¥xception type. In
an enbodj; @% ncﬁ/ R tRXSE Bt RAbBhYs B tHderéiahasmbnager a “Liss2” ékcegtiopept i on (or
di scr epanpgw he exception belongs to the fi rs‘L. g§,p§e2%t| on .hpﬁge, a "List
2" exceptif Bi¢ excepianedaionss i sreaRNLRESPIYN VRS X &cbifh eI Y h Py pe, or a
"List 3" exesfdd B&londs th e third exception type. Figure 11 shows an exemplary

exception list 1140.

It may be understood that the presence of an exception identifier on the
exception list may not imply that sendfile 300 or initializing sendfile 310 is bad,
since, for example, all three types of exceptions may legitimately occur duetoa
time delay between changes to local database 200 and updates applied to remote
database 310. Such delay may be caused by network congestion, for example. As
such, validation may provide a mechanism for weeding out legitimate from

erroneous data.

For initializing sendfile 310, OLTP 140 may compare local database 200 and
remote database 210 by performing a bi-directional full-table scan on both
databases 200, 210. That is, all the data in local database 200 may be compared
against all the data in remote database 210. Then, all the data in remote database
210 may be compared against all the data in local database 200. This
advantageously provides an exhaustive comparison of databases 200, 210 to

discover all discrepancies.
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exception belongs to the third exception type. Figure 11 shows an exenpl ary
exception list 1140. It may be understood that the presence of an exception
i denti fi ewOmn/084s83 exception |ist may not inply that sendPCras8pssosr
initializing sendfile 310 is bad, since, for exanple, all three types of
exceptions may legitimately occur due to a tine delay between changes to

| ocal dat abaEer@mdfilarii@m@u'ﬁ?ééOamldoﬁd)are)omleﬂmdata Groetsas éocdlL0.  Such del ay
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dat abase 23, (g)léﬁ"deﬂa irABYAALRBASISOY afd RSl GaRBagxPeyISt i ve conparison of
dat abases 20 210 to discover all discrepancies. 19 WO 03/038653

PCT/ US02/ 35081 For 300, COLTP 14Q nma are o he data
Pocorae s o) Breapig o2t me s oamer e g Stk 19 S rRm S aor ded i n
sendfi | g ga@d) ﬂ'hdmcatm:ly&n%fi)?e@wsflptu@fsxleek)iesloaalqiutabbsqllem fhatt eredihscgv;ar _
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may t hen m&mn@ tmag examide megent sangsicichdetnamittad koloah! daétbaba 260200 and
renot e dat@Q{% i .St i ng events,
for exanpl e, $%(¥i | ORS %%%g@éréoﬂ%w%é’g%%ﬁé[ﬁ%%ﬁﬁgﬁﬂ]%&Eﬁ{a?lgnsg(del) to
| ocal dat dtirrse iplocalidatabase 800.iThemndy stanncluge herdeniifier tadherrgos thad. So, to
identify t\ﬁb%sé?maﬁg&ﬂglgfﬁé‘ns%ﬁﬁ‘éﬁ %r evéﬂ@'?hél{"éﬁaﬁ&é’d tﬁé@@&d’r‘&(é §C8RLA " ansactions

commtted to abase Gener al each transaction

conmi t t ed,Meth 2BALSF gelpygnthea log geauencs numjvef yblca mdé@@é?%@elqrﬂqr@eaf theat abase
200. The Qfgngyctma\yetb_ncl ude the identifier to the record that was changed,
the transaction (or events) that changed the record (e.g., an add, nod,

andlor deleXe g 3 RESHATE VRS cilech, L BhEERal SR  oF
In this emmphcﬂudesetmhfsadtlens 3008-it htd, wtewn i lag $abdd 11 000 er]s@Smttylim1 shown in
log table, (il‘ca(&es ﬁla in flrs arr}{s]é]c'Pon 1108, data (nameservers) n1 and n2 were added

to the data (domain) associated with identifier d1. Hence, the identifier is d1, the

event is “add”, and the log sequence number is 11526. Similarly, second entry

1102 indicates that, in second transaction 1109, data n8 and n9 were added to the

data associated with identifier d2. Third entry 1103 indicates that, in third

transaction 1110, the data associated with identifier d3 was deleted. Fourth entry

1104 indicates that, in fourth transaction 1111, the data associated with identifier d1

was modified to add data n5. For fifth transaction 1112, fifth entry 1105 indicates

that data n6 and n7 were added to the data associated with identifier d3. For sixth

transaction 1113, sixth entry 1106 indicates that the data associated with identifier

d4 was modified to remove data n3. R" entry 1107, in R" transaction 1114,

indicates that the data associated with identifier d5 was deleted.

Accordingly, as shown in Figure 10A, OLTP 140 may associate (1015) an event
identifier with each event in the update, where the event identifier may be
associated with an identifier of the record. Each event in the update may be found
from an event history. An event history, indexed and ordered by event identifier,
may be generated from log table 1100. An exemplary event history 1120 is shown
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indicates that, in first transaction 1108, data (naneservers) nl and n2
were added to the data (donain) associated with identifier dl. Hence, the
i dentifi ewoiog/osl6s3t he event is "add", and the | og sequen®eTnsbaI08i S
11526. Simlarly, second entry 1102 indicates that, in second transaction
1109, data n8 and n9 were added to the data associated with identifier d2.
Third ent IiryFig!u@?Mi ridére sfirekartdfaurth entriehil e, 1t16@i1rslagttatxlm11l(]mmdicaﬂae dat a

as500i at eflthdd L YN LElocHBn BRh Gt FRUEL IR 188 1 ndi cat es

that, in ransaction 1111, ta assocr at e h 1dentifier dl
was modi f instides dAdeentiersl 174 anddwoeventa 1 2ariadd followed byImoti.f t h entry 1105
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identifier d3. For sixth transaction 1113, sixth ent 6 1 ndicates that
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entry 110¢@p |diéht|ﬁ€rh11t22%rr\8%t“b@d1’ e%AMzw nﬂ\'/é?rﬁh%ﬁ)r& haio hpRdeats associ at ed
with identj eted. Acc hown in Figqure 10A, OLTP
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gener at ed Afccmﬂinlglyge\mib hrstohl@mo Aoludze ap identficevedd ahd atwoy’ k01120, shown 20
WO 03/ 038 PCT/ 2/ 3508 e 11. ourth,entries
101 1308 ey JbP Ak danb s o ¥ uEahaol BES wibidigdlSs ARteA P0L" 7,
i denti fi ehistbry 1T2Qmcludedd idenhfueIrMZi}aﬁd ai“dell endhnd 1¢i80. 1 Identifiefs @1211121 and two
events 11%_@?5 a'%dcgije'feg |1QN‘§Q%IIP)§5 nmod" performed on the data associ at ed

ec

with iden I er ntry 1102 i ndi cates changes to the data
associated with identifier d2. Thus, event history 1120 includes d2
i dentifier 1R&feming@oan tofigyre A0APLTR 340 mpy saiermine: 3930) ifithe updrit itdes d3

identifi eK/alﬂdlzﬁné"@éteﬁﬁiﬁatﬁ#ﬁﬂ%ﬁbé%gﬁorméae*& eié?hﬂ)l@V\é‘dioQNn @R’ indicative of

third and fifth entries h i ncl ude chan es to the data

associ at eGMRCANSHBHEPYEel0B. d_l*o‘rSt @&Tﬁw“’é)n@“?){/ cambRei (k2 SVeR i¢aTiifiegEs to the
dat a aSSOGrIa’(-Gd%MvItHﬂekdé@ﬂbrh fdleﬁﬁfléﬂ§1140°©€dytéfhﬂid wmclemntmé?s st Or y 1120
i ncl udes d4 identi E:I er Fﬁ% p {méﬂ a t% ?(2 1 1107
| ndi cat o5 CERAGEE {0 PRETEAT ulodl il BFTEERIT P eveudietiy event
hi story 11220 coredspdads @31 eeaptidn identiid2im “aistl2"af ‘ededption Vet 140 1&sr
Identlfle 1- 112 are ordered dI §5 Ref err.in nto Figure
o oL THES Ry BN 55 Shion RETE gl S o2 <
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whether each sequence of events 1126-1130 in event history 1120 is valid. This

may be done, for example, by examining exception list 1140 to determine to which

exception type each exception identifier belongs, determining what should be a

valid sequence of events for that exception type, and then searching event history

1120 for the corresponding event identifier and the event identifier's sequence of

events. Valid sequences for each exception type will be detailed below. Ifa

sequence of events 1126-1130 in event history 1120 matches a valid sequence,

then corresponding event identifier 1121-1125 has a valid sequence. As such, the

exception associated with the exception identifier may be justified. And, the

corresponding transaction 1108-1114 which includes that event identifier is a

legitimate one and not erroneous. In this case, OLTP 140 may remove the

exception identifier from exception list 1140.

A valid sequence of events for the “List 1” exception type may be (mod)* (del).
This sequence may include a sequence of zero or more “mod” events followed by a
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1121-1125 with exception identifiers 1140 to determ ne which identifiers
correspond. For exanple, in Figure 11, dl event identifier 1121 in event

hi story WO20/08%53 esponds to dl1 exception identifier in "[PCItUSAL/35981
exception list 1140. After finding a corresponding event and exception,
OLTP 140 may determine (1024) if the event justifies the exception. The

j usti fi catdairevestfolimvetbpearshing| Toad.ist Foexceptiomtype amy ¢adesperfdter 1121- 1125
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T108 1114 R GHeTHBN SRETE R Ly ok il 15170 Sy e PR RAE one and ot
erroneousirahmcudm sag deeonstdiedl4ld.may renove the exception identifier from
exception list 1140. A valid sequence of events for the "List 1" exception
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data that wﬂﬁ%)(eoeiﬁ'e%ént' I'ﬂstﬁﬁ/r’pltZ@ %@El@%ﬁﬁ@o@ﬂa@datt&‘ﬁt d@ﬁé? bé’ed Fﬂg kabase 200.

In this case, data ave been recentl | éte rom at abase 200

and t he iqcakf?éaﬁaseﬁoﬁo'@utyﬁet frogiremate d@éﬁ@éﬁ@f‘pl §08@®9PWH§é11%%ndfl l e 300

may not Yﬁicldaéé(@ienm@ﬁrﬁ)mst @dAEébrﬂlﬂg‘Pé sveahaRap €120l @vento1abhe data nmay
still exist inre be considered to be a

| egi ti mat 8SIACELGEH nﬁhﬁ?‘dﬁ@t&%ﬁ égéfs d%‘&n@'—%Blﬁ% @y fpmRaEe §50/4id expected to

?izgeﬁg gtse@eaaeloe@n_ustad ek@ep{t]:emtpe . @Qﬁﬂ@b)afﬁ@elfz QainSiad5 é\fenﬁm%d(ﬁldfhf Sequence
i s eyent i or an exception identifier

Ler 1 of Ut LRGN 120 cHRe 5 Tl Lol Soaun e cB e Tigh D PSRt on rmy be

consi der edeletidri mansléohorek’almpdsepcuaued ﬁwnguai@hﬁélr d5bay deobvndidered bRimatand i ts

associ ate n&iﬁ&l nheq b%%g(ﬁ}fﬁg ﬁﬁ’n .ﬁjeg (?Pﬁ X%?@Q/dofl shown in Rth

entry 111 lﬁb At the
ti-me of val4@ati on d5 has been deI et ed from

A valid sequence of events for the “List 2" exception type may be (add). This
sequence may include an “add” event followed by anything. The “List 2” exception
type may correspond to data that exist in local database 200, but not in remote
database 210. In this case, data may have been recently added to local database
200 and the transaction not yet written to sendfile 300. Hence, sendfile 300 may
not yet have been applied to remote database 210. So, the data may not exist in
remote database 210. This may be also considered to be a legitimate discrepancy
because at some point sendfile 300 is expected to be generated and applied to
remote database 210. Accordingly, if any such sequence 1126-1130 is found in
event history 1120 for an exception identifier in List 2 of exception list 1140, then
the corresponding transaction may be considered valid.

Referring again to Figure 11, d1 and d2 identifiers 1121, 1123 may be
associated with data that was initially added to local database 200, for example.
Since their sequences of events 1126, 1127 begin with “add” events, d1 and d2
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| ocal dat abase 200, but not fromrenote database 210. So, exception |ist
1140 includes identifier d5 in List 1. According to event history 1120,
event 11300 0a938663 ated with db5 identi fier 1125 is "del". @CTRSWA8508RY
conpare the valid sequence of a "List 1" exception type, i.e. (m)d)*
(del), against d5 event 1130 in event history 1120. Since the "List 1"

val i d seqifientfierand2 b\idas matdotheeetihsequgases foba “Ligtah sxeention YPe14 associ at ed

with 'dean&dr% F}5trﬁﬁ§é0¥?&1§ﬂ@3' qiﬂ:rgaﬁclbagg EHe@Eﬁd’entuﬁé@ rﬁggﬁb@ébn%éfyd
Accordi ngly, ent| ier be renoved from EXCEE'[I on |1 st 140. A

valid seqM@ché‘ dge@{;@m@ qué' Franoved fompexceRiiqayist b Wﬂ@erﬂwdﬁe (add). This
seque?ce PRWtifienaH 2d @lsainciastd age“té@@gev%ﬁﬂnh%?aq@hctaww: HawieJé’retthetl st goo
exception ond to da at exist in loca abase

but not i r?‘idygrﬁrgﬁga%{g grssg'”?fﬁuericﬁ 1t1ﬁﬁst&58%r@'”9l¥a§%9%ﬁ9e ﬂa%g%éé}‘? trecently
addgg Ito gggw iﬁat‘abe@'eypezowcmggnmembéaewmtlceﬁugneﬁedy:eusm btlt_teg to

sendfil e € t en applied to renote
dat abase %‘E?pt'%Ps 1?4@8'0@&‘5&%9 nngé?escg fﬂ'yt%?eﬁgéé( E‘g ®-210. This may
be ,also considered to be a legitimte discrepancy because at sone point
sendfi | e 300/dlid segperesdf beerefogdrdilat 8deaeptiapppe evhytbe (delp(aoitipordat abase

210. - Accof0hiest LofibheSUR, SRINENPET 1000l Ry B! Qanevent i story

1120 for xception'iden exception t hen
t he correfdoned hy anythingastai’ mtvdna\penbwl@wﬁ@ byieméumgarrhd ‘Lisle exedptignagai n to

Figure 11y pglm%r%%pbrgﬂ&tdafté @{a%eﬂfa%ﬂrbotﬂaﬂd%%aag@as 80, z%saﬁ'.a&lﬁ&gmth dat a

that was initially a | ocal  dat abase or ‘exa ince their
sequences oihisspgni data My haﬁ@?e'bEﬁj??ﬁtIWPWf'e%tﬂ‘doceé@éﬁbése Oanfthe2 22 wo

03/ 038653tr5’ﬁ§'é(ch4§926t%@&:htteh eestindfile &08. lﬂeaée sbhdide @@@ﬁt@ytm{émav@ Sequences
for a "Li tion ty ti.on 108

110
i ncl udi ng%§%§@?l?§é£fqmqtg,d§%§a§e 8@0 c%‘?]sh%@%/t@(?ss%?tieéwéfﬁ&h‘? denitier i er s dl and
d2 r enoveehdymotyexeanbditad hirsthobldlabaleao! hedairt 3his hdﬁf!iel donsitierdd2s al so

i ncl ud dd t ini 11, t o
o e BhasdinaB Bitniehe) - RELE B AP NS Bl cleliBencr ™ °
qgualify agetaaeraﬂedsatndszhaqom rerdtt databeak 240, #icomrdind, if anynetichsegugmnat ed i n

List 2 of 1158%% %'ucﬁd'lﬁ v%r?tﬂhstorgﬁ-ll_gogbi ”%06}%}1@&%% l‘»tléstgr the List 2

val i d sequence enc gve e&ceptlon type
may be (dekt)ep(ladbst 1340, thmd)e.COTﬂeewom”QQMeets)nrmqy bencd)rm@red validl " event
foll owed by an "add" event followed by anything or a "nod" event followed

by anyt hi ng. Fomﬁamglesrn AqueHaces 59@ 4 [OSRETAIRY 15011198 R bl RsH@hiBgt hat  exi st
in both dat abases % gi

with data that was modified i |n Iocal database 200. In the case of d3 identifier 1123,

d3 identifier 1123 and its data were initially deleted and then added back with new

data, such that its sequence of events 1128 may include “del” followed by “add”. In

the case of d4 identifier 1124, the d4 data was modified to remove data, such that

its sequence of events 1129 may include “mod”. Since these sequences of events

1128, 1129 match the valid sequences for a “List 3" exception type, their

corresponding transactions 1110, 1112, 1113 may be considered valid and

identifiers d3 and d4 removed from exception list 1140.

Referring to Figure 10B, if all the exceptions indicated by their identifiers in
exception list 1140 have been justified (1024) by events, i.e., if exception list 1140
is empty, OLTP 140 may designate (1026) sendfile 300 or initializing sendfile 310
as valid and notify LUE 100 to apply sendfile 300 or initializing sendfile 310 to
remote database 210. LUE 100 may then apply sendfile 300 or initializing sendfile
310 to remote database 210.
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In this case, data may have been recently nodified in | ocal database 200
and the transaction not yet witten to sendfile 300. Hence, sendfile 300
may not YWD ohasess3 been applied to renote database 210. SoPpCrhesoziatoal
associated with the identifier my not yet be nodified in renote database
210. Again, this may be considered to be a legitimte discrepancy because
at sone poi ntORYEERIY.Iikalkhe exeentigpeilavedat beprjustitate( 824)byaaventapis.jiéd t o

renot e dates i j i W ? . 1126~ is found
in event hi 2?%@?:%?1210@%?6%&%%%%? i{hgﬂra?hgentl @gpﬁtﬁ%ﬁﬁ%@\&@gg# 4"%gsxcepti on

list 1140"% PO rdpitidignsnasndtie 81 @ndaearripalyn@l: TB 46 omayi dgsigpdteval i d.  For

exanpl e, i(1078) gendrild 300 BBinARGiflfsdrdRtI1hILNSvalid 234 iR&nassoci at ed
w th data tha{ygwas nodi fied in 1ocal dat abellse 200. lcfggl%téﬁgg%ée{ggnof d3

identifief™1%8 d3 identifier 1123 and its data were initially deleted
and then added back with new data, such that its sequence of events 1128
may i ncl ude el dltefradté enmddiment, dstxambte, iftsBRdM@8e0 6f infidlidiftesdridfilcer 1124,

t he d4 da i.fi t.o . ve dat such that _its sequence of events
150 ey E1L MRS FERRbAlEE iRt g PRI ot psline. SEHBEA0 Wedo o
t he val i drepsglithecedidétion moctdsson iBlalie sefile 800 dryipidalizirtedsndmiesnespondi ng
transacti , ; i red valid a identifiers d3
and d4 re%ﬁ%‘é‘%%éﬁé’%é&%’ﬂ&oﬁé %?)s(’%‘}%%i%g’%ﬁ?gﬁﬁ Pﬁeﬂageframﬁﬁéa%a OB, if all
t he exceptheoidwpidnergtiione toyiranseitrany diem senidéles 300, 3 @xoeptatabasts 800,1140 have

been j ust bhid Bhrd §924d bBYorBY &3YqSconk if exception list 1140 is enpty,
OLTP 140 may dési gnat e (%026) Sgqu,?{I%mé 300 or initializing sendfile 310 as

valid and ngti fy LUE 100 to apply sendfile 300 or initializing sendfile 310
to renote a@aﬁé@dﬂw%@ eEENaYeRtins thepaty insemete datalzse 290

i ni i al i zivag "BEN el daa N3k URLLESDA® (24 8BAREaR Mhe 23 38653
PCT/ US02/ 35081 Conver A it oall th%x?eptg?rg#g’eh‘ge\?'gwﬁé?éﬁg'gﬁ@j ustified
7 %%?é@@?i

(1024) by"€ %rttg,cof".p%e,s o anddetadt gyorss daigbasasR0p, 21yt he
remai ni ngbexweptreacmsomaistenirad ireadameadintiis timeuse Bk 'tHe? 2P Bx cd'gd]é:aéi al i zi ng
ot a1 2 g b il el dittheR 2oy Philed FSPS R R error 1 1c.
In an al t éatabase 20fhudierethe,dafain remateplatbaisé 2¢@ neHyideam3@esseniidliytthal i zi ng
sendfile sgfﬂ@g%y&’a?éiirgfa@%leﬁta%%sé ?U@l id, after a predeterm ned period of

time, OLTP 14 repeat the valrdation process on invalid sendfile 300
or initializing sendfile 310 to ensure that the discrepancies are indeed
errors. Thi {pPEinehetobprad wretalidation) awscurtendy penewted imtalizingiserdfile t r ansmi t

any sl ow 3Rngid s@ediéht BRI Sb0ARLPRESESIA99 remote database 210 prior to
beginning validation. As such, the number of discrepancies may be significantly
reduced. This batch processing of the sendfiles 300, 310 may be referred to as
chunking. The first and last of these sendfiles 300, 310 in the chunk may be called
low and high water marks, respectively. The first chunk, called the initial chunk,
may include initializing sendfile 310. All the next chunks, called terminal chunks,
may include only sendfiles 300.

t

Chunking may provide for group validation rather than validation in isolation.
Accordingly, if an error is detected in a chunk, the entire chunk may be designated
invalid, not just the sendfile 300 or initializing sendfile 310 where the error occurred.

The mechanisms and methods of embodiments of the present invention may be
implemented using a general-purpose microprocessor programmed according to
the teachings of the embodiments. The embodiments of the present invention thus
also includes a machine readable medium, which may include instructions, which
may be used to program a processor to perform a method according to the
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210 nore time to becone read-consistent. In an enbodi ment of the present

invention, the data in renote database 210 my "lag" the data in | ocal

dat abase ®WO0340¥8683 si gni fi cant tine period. Accordingly, i ®Carse?/33081 conpare

dat abases 200, 210 and detect errors, databases 200, 210 may be nade

read-consistent at the sane point in time such that they are exact copies

of each ogriedimenisanf #id presendimestiatat Blidgedpromaninchder pitliseptiioitadrd t o

| ocal d aggs ; ; Q| i e b 210 may be nmde

essentiaﬁﬁy th@pgggﬁgwggﬁﬁﬁghgg?gagﬁ(ﬁggﬂﬁm%é?ggggg%gg%ﬁ Accordingly, to

speed up validation, any currently generated initializing sendfile 310 and

subsequent SeNar pRSOdDE HRSS thprgpetingntion ?@rﬁﬁ’?@f’%‘b’dbﬁg@e@%d prior to

begi nni nggasalib&phé@m. HsweE M will Be apprebietedahatdhsdifi@Bians bRbvdiBiione

S|gn|f|cantI¥ reduced. This batCh)PrOCESSIng of the s§£dflles,300, 310 may
Gil ri8g a S n

be ref er réfdne Bresent IBYRINRN REF cagErdy RYF ©ashingT ahedin fieRiyie¥s 300, 310
in the chsmke Werﬂ@d%ﬁdiﬂn@@ithb@@epé\ﬁin%ﬁgm tnatpirit s ikfende@sepetorwel y. The
first chunk, called the initial chunk, wmy include initializing sendfile
310. Al THURBxt chunks, called terminal chunks, may include only ’
sendfiles 300. Chunking rmay provide for group validation rather than
validation in isolation. Accordingly, if an error is detected in a chunk,
the entire chunk nay be designated invalid, not just the sendfile 300 or
initializing sendfile 310 where the error occurred. The nechani sns and

met hods of enbodi ments of the present invention nmay be inplenented using a
gener al - pur pose m croprocessor progranmmed according to the teachings of

t he enbodi nents. The enbodi nents of the present invention thus also

i ncl udes a machi ne readabl e medi um which may include instructions, which
may be used to programa processor to performa nmethod according to the 24
WO 03/ 038653 PCT/ US02/ 35081 enbodi nents of the present invention. This
medi um may include, but is not limted to, any type of disk including

fl oppy disk, optical disk, and CD-ROVs. Several enbodinments of the present
invention are specifically illustrated and described herein. However, it
w Il be appreciated that nodifications and variations of the present
invention are covered by the above teachings and within the purview of the
appended cl ainms without departing fromthe spirit and intended scope of the
i nvention. 25 WD 03/038653 PCT/ US02/ 35081
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What is claimed is: 1. A nmethod for validating an update to a record in a
renot e dat abase over a network, the update including at | east one event,
conpri si g0 03089883 i ng the record in the renote database wWPCH/&02/35081
corresponding record in a |local database; generating an exception that
describes a di screpancy between the renote database record and the |ocal
dat abase waapistiaintdd ieach di screpancy; associating an exception identifier
with each exception, wherein each exception identifier is associated wth
an identifier of the record; associating an event identifier with each
event in the updAtesthadhier ¥alidaling An U@Q%%go?é%’i’fq i apiemate dalabrse Vel with an
identi fief n@fohhhd GsRitélincRafhgdRic@Edrdl dvenieeinpasing:ne update is valid by
conmparing the events and exceptions that correspond to the record. 2. The
nmet hod of cl ai ggrdparih@h&ideotdial thipRicte Hatabls wietotorésponding tedofd ver y
exception corres ond| ng to the record is justified by an event

correspond Oﬁa qaég record 3 The nethod of claim2, wherein the types

of exceptions incl first tion t i dis in the
renot e dat abas%er?ﬁ%'”ﬁcﬁn EXCRPYqNe o‘fegF”bc?gt %g%b%&%g%neéngigeggﬁéon type in
whi ch theddtelﬁasredecad|andttlh\@|obalccmwbd1aeadmméfcamchdiscrepﬁncme renot e dat abase;

and a third exception type in which the record is in the |ocal database and
the renpte daissbaméngad eacaptibo@eotifies witheladh excaptien.rwdaseid epeh t he | ocal

dat abase é)?gg@idrblfdgﬁﬁ@ lstéln%gc%{éﬂvbf ld44&d tlflérh@f tf@P&ofd; el d of the record in

the renot € thod of clarm 3, whereéin the event justifies

the exception %}Jsomahrﬁ'iaﬁ\é%ﬁt |de?1t|ﬁer4ﬁﬂheédcﬁ%v8rﬁtlﬁ bR GRee, dhefeieddhe | ocal

dat abase and t exception is first exception type, the event is an

addi ti on @eYent identifiar by @ﬁstoé'afeﬁ’e‘N'F*b%’h'Fje'&fﬁ'ﬁéBfa@%r 3" exception is the

second exceptlon type, the event ; fication pf th record in the
| ocal dat abasedeiRENiNRE whelhes the W%?%‘St\'%@éjbm?fap%w&ﬁ??&% or 26 WO

03/ 038653 f¥ehtidsRORaE&RREpoid® thy &stbrd. s a del etion from fol I owed by an
addition of the record to the | ocal database and the exception is the third

exception t ypez. The method of claim 1, wherein the update to the record is valid if every

exception corresponding to the record is justified by an event corresponding to the

record.

3. The method of claim 2, wherein the types of exceptions include:

a first exception type in which the record is in the remote database and not

in the local database;

a second exception type in which the record is in the local database and not

in the remote database; and

a third exception type in which the record is in the local database and the
remote database and a value of a field of the record in the local database is
different than the value of the same field of the record in the remote database.

4. The method of claim 3, wherein the event justifies the exception if:

the event is a deletion of the record from the local database and the

exception is the first exception type,

the event is an addition of the record to the local database and the

exception is the second exception type,

the event is a modification of the record in the local database and the

exception is the third exception type, or
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5. The method of claim11, further conprising: repeating the nethod for

val idating the update a given anount of tinme after the update was

det er m newotos/obssss nval id, if the update is determ ned to IPETIUNOABIOET 6.
The nethod of claim1, wherein the conparing includes: conparing the entire
| ocal dat abase against the entire renote database. 7. A nethod for

val i dating a rgeelentias dblese franiplioivei by anseidiion gf the retard tetmetecaliat abase a

plurality, of periqdi c updates. base ] mental changes to a | ocal
dat abase,dag@i’@ge@f‘gﬂ?ﬁeﬁﬁﬁ%ﬂ 'Fttrﬁfarg‘frggg%pgéﬁypgpdat es having at |east one

transaction; sending to the renpte database an initialization update
i ncl udi ng a ved.sTlenmetiodtofelainot dlrthiitcbwseings t he | ocal dat abase exi sted at

a start tinme, wherein the initialization update is applied to the renote
dat abase; i denepéatingghelmethasfarneiidatingdhoerdate Roivepcnowh pEBRR &M@ind t he

renot e Qlﬁ% gg@aﬁswa@,%tegm NG pURRLRE T thEBphts ¢ 8aBRGhEStAeanyati d; and

noti fyi ng renote database to apply the periodic updates that have a
start time later than the start time of the initialization update. 8. The

met hod of cl aifin The mgthodéf claBmpr WRsralY: the EYBRRTNeNEHE et hod for validating

t he update a given anpunt of ti fter the update wa termned to be
invalid, if tHeWRIgedhs %nttﬁ%ioéﬁ';?%t?g@s?398'85F%H9§Pﬁr8.rem .Fe G(Ijaﬁaebaﬁ%t hod of claim
7, wherein the discrepancies include: a first discrepancy type in which a
record is in theAmnsstadéEiod asirbtsea esrotadbtabiase tdoenprising!  dat abase; a second

di screpancy type in which a record is in the local database and not in the
renot e dat abasssndmgydodhd teimiade datsbasepmplosalityygi@eriodighipdaies besetde®ord is in the

| ocal dat.abase an a HEr¥kriait Lsddeof the
record in'n?rﬁg'elngaégll"é@%ts é%%i&é&af%&gﬁﬁ f %%Cefl(%}q?%gnr?%t“ﬁgo \(?)Eaelnuel o?ét%e sane field
of the reaving atrieashene &ansastioeit abase. 27 WO 03/ 038653 PCT/ US02/ 35081 10. A

system for validating an update to a record in a renote database over a
networ k, wher esendingeodeicenote detpberesanipitiplizagion Yadateading $¥ereio8t em

CONpri si Ngkihe fcal EASHasRNR thE RESSRMIbaSEOERIRA dt@ sidtetimelwiedrkin ttend a menory
coupled to t%e processor, the mm%g%ndce{t%)dl ng a database and instructions
r

adapt ed tpitipizaiignspdalg iHgPrRigd thHihgE %fpl enent a net hod for
identifying discrepancies between the local database and the remote

database;
determining whether the discrepancies are valid; and

notifying the remote database to apply the periodic updates that have a start

time later than the start time of the initialization update.

8. The method of claim 7, further comprising:

repeating the method for validating the update a given amount of time after
the update was determined to be invalid, if the update is determined to be invalid.

9. The method of claim 7, wherein the discrepancies include:

a first discrepancy type in which a record is in the remote database and not

in the local database;

a second discrepancy type in which a record is in the local database and not

in the remote database; and

a third discrepancy type in which the record is in the local database and the
remote database and a value of a field of the record in the local database is
different than the value of the same field of the record in the remote database.
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validating the update of the record in the renote database over the
network, the nethod including: conparing the record in the renote database
with a cowpasgpsssds ng record in a | ocal database, gener atiPeg/EN2/8308Epti on
that describes a di screpancy between the renpte database record and the

| ocal dat abase record, for each discrepancy, associating an exception
identifier w t10. eashstemdeptdlidatingwnesmesliaie toaciecendde ptrémnte didateise iover i s

Fritib e e

i dentifief event I1dentifier is

associ ated wit I%é}tiggﬁgwcfegﬁfrcﬁaplé@% hesefbrk:ad deternining whether the

update is vali aring the events and ‘exceptions that correspond to

the record. Lo mEifory KSUGER 6fine balBatd, R richinsadiandse dre record i s
valid if every exception corresponding to the record . is %tﬁgégrl ed by an

event coringtsyssines adeptedta breexeseise By e Proezsos {aimpigaent &y wherein the

types of @ﬁ@@tﬂ?tﬁ@%ph%'d#% reBorbiii fle remBRAIdtBhskYer the netwark thbe record is
in the renpte database and not in the |ocal database; a second exception

type in wWRPERIiM&dREOrd is in the | ocal database and not in the renote
dat abase; and a third exceptjion type.i ich the record.,is in e | ocal

dat abase and twpqrg}gﬁp%rﬁ%{%@g@ey@}p&e aak\%g?ileewﬁffa&“ff?%@ad%é r?%o(gé P‘ecord in
t he | ocal g drbedhasitades different than the value of the sane field of the

record in the renote database. 13. The system of claim 12, wherein the
event justifi egertdnatirexaregtdeption that deshebes\eediscreparcydetwadnghe efmete recor d

fromthe | qcal | i | ti t , 28
10 0 2ok RSP P ARG AL bR B PRI R Bt by except on Lype, 28
| ocal dat abasea%s?)@;[atﬁngaﬁ)éﬁ ibﬁ’fbtehgfiélrlﬂ\ﬁth%%ﬁﬁ@Qc&ﬂ@ﬁ,ﬂk%&&nbﬁ&?1 the event is

a nodification e"record n t ocal database and the exception is
t he thi r dexseption identifiey jreassepiatedavib\asyiglentdienofdhe &506h from fol | owed by an
addition of the record to the |ocal _database and the exception.is the
third excepti oRSSOFREINg 81 evempddenitigraringrace eypmh @3?6 W?@Feei"‘&‘,e 41 2k update is
det er m neg,dr® idetifier is associated with an identifier of the record, and

determining whether the update is valid by comparing the events and

exceptions that correspond to the record.

11. The system of claim 10, wherein the update to the record is valid if
every exception corresponding to the record is justified by an event corresponding

to the record.

12. The system of claim 11, wherein the types of exceptions include:

a first exception type in which the record is in the remote database and not

in the local database;

a second exception type in which the record is in the local database and not

in the remote database; and

a third exception type in which the record is in the local database and the
remote database and a value of a field of the record in the local database is
different than the value of the same field of the record in the remote database.

13. The system of claim 12, wherein the event justifies the exception if:

the event is a deletion of the record from the local database and the

exception is the first exception type,
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invalid, the processor repeats the nmethod for validating the update a given
anopunt of tinme after the update was determned to be invalid. 15. The

syst em ofwoloaiosseid, wherein the processor conpares the entPCrasot/ssoal

dat abase agai nst the entire renote database. 16. A machi ne readabl e nmedi um
i ncludi ng programinstructions adapted to be executed by a processor to

i mpl enent a negdegkrt & arvadditibatdf fige @condpd #teelotal databeegendithen a renot e

dat abase over,  a_network e update includes at |east one event,

. wh in t
t he met h@d‘_’%‘ﬁﬁr‘? erﬁ@%%?ﬁf)%f’ﬁ%tyf’%e record in the renote database with a
corr espondi ng s ecord | 0. Ak 0648l ARASE, 145ABHREIARABPYREPL On t hat

descri bes a di he renote database record and the | ocal
dat abase exegsiiod is fherthiediekcepiieTiyppadicy; associ ating an exception identifier
w th each exception, wherein each exception identifier is associated with
an identifier tod evdre is adeletion tersdoliower by aarpddiientof edreard txiefpddh each
event in i ; iof tifier is associated with an

i dentifi éa?aﬁqa%%ﬁ&?k&%?ﬁ%ﬂ;ﬁ%ﬁ?g?%]X%b&{ah\%ﬁgf her the update is valid by
conparing the events and exceptions that correspon toﬁ%e record. 17. The
machi ne readabide Thegsysianeef @aim 19, vherejhd tBe HPAgte is PRie! © 88 det er mi ned

to be invaldid, imb Fod¥eg6iasaits fHeRAathsd fdrealt®iing thd eidaksd bitat amgubhe updat e
a given anount of tine after the _ug(g?te vv%a determ ned to be invalid. 18.

The machidhdimesies Brecundads Was 8eteennpdioe iNYRlidk ei n the update to the record

is valid if every exception corresponding to the record is justified by an
event  cor r espmdigsyisterh bEclaigcbr, diheRn IS MHELE38658NRCTY DSERIB5081 19. The

machi ne r.eadab medi um_of cl ai in the types of exceptions
i ncl ude: 'ﬁcgi%]?é?’aﬁ‘iég?ﬁ'?tgﬂe ??}E%P‘%rﬁ&\?ﬁ%%%e record is in the renote
dat abase and not in the |ocal database; a second exception type in which
the record is 1t Ahechpeabadibleabadismaneudiog pragram fnstiveliehe @dapiedise; and a

third excepi MRE | ot B iRerh&f aflthsd foh valtih@erLpdatabase and the
renote d;tfeg%)g%gtetgn %b@)g%yeo oflmg fnﬁ eld of the recor d@_i r] %%re Il OC?| dat abase
i s diff eeeord in Baamoteedaiahase ayer 2 ReWORMWDEIM HegiPdaiidnelddesi 1935 t ne rendt e
dat abase. one event, the method comprising:
comparing the record in the remote database with a corresponding record in
a local database;
generating an exception that describes a discrepancy between the remote’

database record and the local database record, for each discrepancy;

associating an exception identifier with each exception, wherein each

exception identifier is associated with an identifier of the record;

associating an event identifier with each event in the update, wherein each

event identifier is associated with an identifier of the record; and

determining whether the update is valid by comparing the events and

exceptions that correspond to the record.

17. The machine readable medium of claim 16, wherein, if the update is
determined to be invalid, the processor repeats the method for validating the update

a given amount of time after the update was determined to be invalid.

18. The machine readable medium of claim 16, wherein the update to the
record is valid if every exception corresponding to the record is justified by an event

corresponding to the record.
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20. A nethod for validating a data transm ssion over a network, conprising:
identifying data discrepancies between a source and a desti nati on;

i denti f yiwg odasssszhanges at the source that were includedPcCa/tishe35081
transm ssion; and conparing the discrepancies with the changes to determ ne
if the transmssion is valid. 21. The nmethod of claim 20, wherein the
source and destliPndiheorachine reladabismmediareofsiaimeits whergin tiadypestohod of claim
20, wher eigh. iS dirsfiggpanci es include: a domain name that is in the source
and not int aestl nation; a domain nane that is in the destination and

not in the SOU%Cfﬁst &ngtnoﬁ%d&ﬁﬂmtﬂg r&lﬁ:‘?‘@lsﬁn BRmotd @taifdse dhdfogr ent in

the source and the destination. ) he net hod of claim?20, wherein the
changes i Htihgdecahfatabas® one of addl t| on of a donain nane to a domsu n nane
server, deletion of a domain nane froma donaj n nane server,

modi fication of SSCABHEXGEPHRMYPE i whigh fg reeprdrien tag jogal dat@QﬁseRr‘gé‘Pf dat or,

conpri si ngy thegamstd @itabadendrid yi ng dat a di screpanci es between a source and a
destination; 30 WD 03/038653 PCT/ US02/ 35081 neans for identifying data
changes at the aStaiud! @mefph@ttypeiwhiﬂhlhﬁiedoridﬂs tnhtBe |dchledabaseiand thand means

for conparin screpan hthe changes to deternmne if the
traner orseliaAch ShE IR ol b BT reEPA e b8y YRl Borpr 1 sing:  a
| east onedrfienmttéwtheealselofthewph'@cﬂa!d)oﬂtheren@rd/\mrtke reamule datebasd.e nenory
coupled to the renote processor, the renote nmenory storing the renote

database and i not [iGLYOR% AARKE] ol P FalIBEULE S i dehSoleaml s Ocessor

to: create a new e errent new I n rmation recel ved rom-the

dat abase over ndm.ﬂm%gvmﬁmsaeeaﬁa.émweé@gTssar%laﬁaa%%@fr%oaccess to the
renot e dat abase, te a pointer to the new el enent to the renote database

using a identifying data changes at the source that were included in the
transmission; and

comparing the discrepancies with the changes to determine if the

tfransmission is valid.

21. The method of claim 20, wherein the source and destination are domain
name servers.

22. The method of claim 20, wherein the discrepancies include:

a domain name that is in the source and not in the destination;

a domain name that is in the destination and not in the source; and

corresponding domain names that are different in the source and the

destination.

23. The method of claim 20, wherein the changes include at least one of
addition of a domain name to a domain name server, deletion of a domain name
from a domain name server, and modification of a domain name in a domain name
server.

24. A validator, comprising:

means for identifying data discrepancies between a source and a
destination;
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single uninterruptible operation.
I nstructions are further adapted to:

26. The systemof claim25, wherein the
physical ly del ete an existing el enent

after thewpoBsss3is witten to the database. 27. The sy®Camsot/3zBai m 25,

wherein the single uninterruptible operation is a
The system of claim 27, wherein the renote processor

store instruction.
has a word size

28.
of at

| east n- byt es, re¢ansriendendiffirmoaip charoes alithit $pusse thet wergdncludashio & and t he

store

n- byt e boundary.

means for comparing the discrepancies with the changes to determine if the
transmission is valid.

25. The system of claim 10, further comprising:

at least one remote processor coupled to the network; and

a remote memory coupled to the remote processor, the remote memory
storing the remote database and instructions adapted to be executed by the remote
processor to:

create a new element based on new information received
from the database over the network, and

without restricting search access to the remote database,
write a pointer to the new element to the remote database using a
single uninterruptible operation.

26. The system of claim 25, wherein the instructions are further adapted to:
physically delete an existing element after the pointer is written to the

database.

27. The system of claim 25, wherein the single uninterruptible operation is a
store instruction.

28. The system of claim 27, wherein the remote processor has a word size
of at least n-bytes, the remote memory has a width of at least n-bytes and the store
instruction writes n-bytes to a remote memory address located on an n-byte
boundary.
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