21 December 2005 1 NATIVE WI-FI ARCHITECTURE FOR 802.11 NETWORKS$ FlELRIRF 3d5
INVENTION [0001] This invention relates generally to wireless computing configuration and connectivity
and, more particularly, relates to system configuration and connectivity provided for wireless computing
for IEEE 802.11 networks. BACKGROUND OF THE INVENTION [0002] Most businesses have

recognized the substanNagEefita 3aiRgRdM RECEHDR N FORSYORIKEN EFMYRIISENvironment. By
establishing local area networks (LAN), businesses allow their employees to share network resources,

such as printers, file servers, modem banks, e- mail servers, etc., while maintaining the distributed

computing power of having a plurality of|mdiyidsa Mepsiaienopmputers. Indeed, the benefits of
networked computing are now available for home computing environments as more and more

households begin having more than one computer. Now, as with at the office, network resources (e.g., a

printer) "t[i?ddlﬁf sharag inemie e magaesm tosirieshtnl R dARRIRnG N derRé&ialtyhe

benefits that the networks provide, their hardwired architecture presents several problems that tend to

limit the uparsrplibs i9caRmpUaIiRa Hexiklien MRRRIalon aXaTRiRe nany NRVIsHes Gommer users are

now provided the flexibility to take their computers with them wherever they go by utilizing laptop and
notebook:siap: fers ddnfertHe@igiks however, the physical wired architecture often does not
accommodate multiple users in a particular location (e.g., in a meeting room) due to the limit of network
connection port 21 December 2005

BACKGROUND OF THE INVENTION

[0002] Most businesses have recognized the substantial benefits gained by operating in a
networked computing environment. By establishing local area networks (LAN), businesses
allow their employees to share network resources, such as printers, file servers, modem banks, e-
mail servers, etc., while maintaining the distributed computing power of having a plurality of
individual work station computers. Indeed, the benefits of networked computing are now
available for home computing environments as more and more households begin having more
than one computer. Now, as with at the office, network resources (e.g., a printer) may be shared

among the members of the household.

[0003] Unfortunately, despite all the benefits that the networks provide, their hardwired
architecture presents several problems that tend to limit the users ability to compute in a flexible
manner. For example, many networked computer users are now provided the flexibility to take
their computers with them wherever they go by utilizing laptop and notebook sized computers.
Unfortunately, however, the physical wired architecture often does not accommodate multiple

users in a particular location (e.g., in a meeting room) due to the limit of network connection port



2 outlets that are physically installed at that particular location. Therefore, whilexg gsgrdagdpeotsoretical
ability to connect to the network from any location wherein a network port outlet is provided, the physical
realities of the wiring installation often limit this. Addiffonally, even if a sufficient number of outlet ports
were provided, the requirement for each user to carry around network cabling of lengths sufficient to

couple topathgdwaikapd Ry dfchg esitanie sanacpHafiulRaBERMAT. Tieufise, e eestannaifeulty of
installing network cabling within a household to provide connectivity for each room of the house often

limits thetpgdwai eaklsilingtalemiecerinnsatned ipeangnscatia eveervPLigid ROk RERVAIKdEsoUrces are
currently located. Therefore, such hardwired systems essentially preclude the mobile computing that has

been enghtgddey the pieiRale€OMBLTNNE QN IRES iBSHBAYNOSTHIE Mar ket (21 dnapgagatiiphof the

significant limitations that a wired LAN architecture places on the mobility and flexibility of modern

computinguffiaént iNgissRoieatRSpoRaVdRy propRIRANNea@ UNMdMTEBRIHInG MERIass Avimarks. These
wireless networks allow for substantially increased flexibility by enabling truly nomadic computing from

any locatieawith tabie PosipegHSsUENpise teovapedidy Hwiie Batet ANnMgilapRefr6ia BseEs need to
carry network connection cables and restrict themselves to computing only in physical locations where

network cemapeiifith DIKIEEthauestided difficuwrefaastakiveoiking e chibiohgayitlFod1asusépoiticant
advantages for the home computer user who may now have full home network accessibility from any

location widvithsorneuseithadisamneniest 0 GRbiRseaghizinaibadteaneasiousskergfitsapgvided by
wireless networking, their deployment in airports, hotels, schools, etc., is becoming much more
widespregdséfibe fovdtiordwhecetohpud®and network resources are currently located. Therefore,

such hardwired systems essentially preclude the mobile computing that has been enabled by the

portable computing devices currently on the market.

[0004] In recognition of the significant limitations that a wired LAN architecture places on
the mobility and flexibility of modern computing, many industry leaders have developed and are
now implementing wireless networks. These wireless networks allow for substantially increased
flexibility by enabling truly nomadic computing from any location within the business enterprise
covered by the wireless LAN. No longer do users need to carry network connection cables and
restrict themselves to computing only in physical locations where network connection outlets are
provided. This wireless networking technology also has significant advantages for the home
computer user who may now have full home network accessibility from any location within the

house that is convenient.

[0005] Recognizing the tremendous benefits provided by wireless networking, their

deployment in airports, hotels, schools, etc., is becoming much more widespread. Further, with



3 the increasing popularity of handheld computing devices, the deployment of sugihwiiaisessopggvorks in
shopping malls, grocery stores, and the like is envis(i]%ned. Further, wireless wide area network computing
having coverage areas similar to that currently in widespread use for wireless telephone systems enable
true nomadic computing regardless of a user's physical location. In this way, nomadic computer users

are able tRedipeRSBIMPHopaIMPEKIPRAMIEEE aofplRMGPIQLUE/EeplBimERIBNGUeR wikdaike, commuting
on a train, etc. [0006] Recognizing that compatibility among the various network service providers who

may depigstiiirereinbidppmp enamskeriserynacarn ol tia PKEaneavViki eRclr ¢ i @O rues giewth and
acceptance of such technology, various industry standards have been developed. One such standard

developegtdayndia brsibrim ofifg erivieg| averiecierichifagtoanss direR)ysorsienaied (e lbEE 802.11.

Under this wireless standard, nomadic computer users may form their own network in an ad hoc mode,

or may coingéisterpresiabliskat seinierkis ehiadiesiougiutiddnredediigioe adsbes ghpgealthere is no
structure to the network, and each member is typically able to communicate with every other member.

These addradigietwothis W&y, herfatias WheREVesra agyabe &) HEQIS Wisi Hete@TKMEKHGAISs aRpNg
themselves to share information such as during a meeting. An example of such an ad hoc formed

network yadeinl pioBudtideddtifdlivaitiateona fTiguredinmatingyibe seendtom this simplified Figure, multiple
users 802, 804, 806 communicate with one another in their own loosely formed network 800, all without

the requirement of being coupled together by hard wires. [0007] The second type of network structure of
IEEE 802.11 is known as an infrastructure network and is illustrated in simplified form in Figure 9. As may

be seen, [hos6rchitRetogning eegrobepifity among the various network service providers who
may deploy these wireless networks is of paramount importance to ensure the continued growth
and acceptance of such technology, various industry standards have been developed. One such
standard developed by the Institute of Electrical and Electronics Engineers (IEEE) is designated
by IEEE 802.11. Under this wireless standard, nomadic computer users may form their own
network in an ad hoc mode, or may connect to an established network in an infrastructure mode.
In the ad hoc mode, there is no structure to the network, and each member is typically able to
communicate with every other member. These ad hoc networks may be formed whenever a
group of users wish to communicate among themselves to share information such as during a
meeting. An example of such an ad hoc formed network under IEEE 802.11 is illustrated in
Figure 8. As may be seen from this simplified Figure, multiple users 802, 804, 806 communicate
with one another in their own loosely formed network 800, all without the requirement of being

coupled together by hard wires.

[0007] The second type of network structure of IEEE 802.11 is known as an infrastructure

network and is illustrated in simplified form in Figure 9. As may be seen, this architecture



4 utilizes at least one fixed network access point (AP) 900 through which a mopjlgyeeriputar 256t 902,
904, 906 can communicate with the network members 908, 910 and resources 912, 914. These network
access points 900 may be connected to hardwired LAN lines to broaden the wireless network's capability
by bridging these wireless nodes to other wired nodes on the established network 916 and the

architectytgiiedRtitesstom FiRatenavRIrdactacsens poMoGaARRILGHtA e davielarresripang deployment of

wireless networking devices and infrastructures, consumers and businesses are increasingly being able

to realizegiiie benefis @in tommaniaeanp wingeoalikaeaticus 804, inforapatiesoaxaange oiNp longer are
business travelers required to carry an assortment of cables and search endlessly for an available data

port simpiyeke aeRReK decash BIREED RHiENe @Mt ssAgeRvideMNoadifiteso Orcaddnaige information.
No longer are companies and home consumers restrained in where they may access their networks by

the locatigirglbsbadniirkietdpabaigroihpriviglhdMesiingi pasticiairistanther Qupsd AbddebAsH®may now form
their own ad hoc networks without connecting cables between themselves or logging in to some

preexistingtasivyetknERON dsfand ratakehitesite it knsigaitcaniagy djagespadciexilulity, that wireless
networking brings to the computing environment, the hardware to implement these networks is quite

complex and expensive. For example, the wireless network interface card (NIC) that provides the means
for computers to communicate wirelessly must support most, if not all, of the functions specified in the
802.11 spemiBgationynee daetspheninstalbiegiaywicatascviNiéledh actuisekiss déldcssusiobe either

reconfigured or replaced when a wireless standard changes. The current user experience in configuring
and updatifgsingctuigl essnbliias aiill usiaesemplexingiedsregen@ @bl to realize the benefits of

true mobile computing, collaboration, and information exchange. No longer are business

travelers required to carry an assortment of cables and search endlessly for an available data port

simply to connect to a network to retrieve email messages, download files, or exchange

information. No longer are companies and home consumers restrained in where they may access

their networks by the location of the Ethernet jacks on the wall. Meeting participants and groups

of friends may now form their own ad hoc networks without connecting cables between

themselves or logging in to some preexisting network.

[0009] Unfortunately, despite the significant advantages and flexibility that wireless
networking brings to the computing environment, the hardware to implement these networks is
quite complex and expensive. For example, the wireless network interface card (NIC) that
provides the means for computers to communicate wirelessly must support most, if not all, of the
functions specified in the 802.11 specification. Once a user has installed a wireless NIC, the
wireless NIC must be either reconfigured or replaced when a wireless standard changes. The

current user experience in configuring and updating the wireless NIC is still quite complex.



5 [0010] Further detracting from the user experience is the limitation of current wirgless \sbwomssand
mobile computing devices in providing the capability to form a wireless network using multiple layer deep
access points. Figure 10 illustrates the limitation of available systems. A conventional access point 1000
connected to a wired network 1002 has the limited capability to communicate with device 1014that is
connected to access point 1006. Devices 1006 - 1012 in communication with the wire access points
1004, 1014 can route packets to wired access point 1000 and get connectivity to the wired network 1002.

BRIEF SIHMMARY artrerBetPdWtiy FIOM 10kl Axpefiemieibarerniitties s nliasiusivraystem is

provided. The system has a station driver that communicates with the network stack and a network

interface avebhd G darRisilie BoSHMEJ i GAtREMNeal My tth i staigneifoaT angraridweiupplicant,
an access point driver that communicates with a NIC and either a network bridge or a network stack that

is in comujeatinipWithyarWigsasesuskiran dragure ceSH pRittesendaiiteRonoE ek [k Byklchhe. access
point driver and an 802.1X authenticator. Each NIC provides station and/or access point functionality

support. [Q@drR}drmrsintictest hEihanchtheoansees pENlitEUeBacHk Nave RabltesiNenreginpabaitgdrops
packets that have been received if the packet has not been authenticated and associated. A packet

processoforesaiveaipaekeith halibavelagen rubhenitaiad adsasroctaiessiroyevicesiitegl@mwine and
reassembles packets that have been fragmented. An association manager is used in conjunction with a
configurajignriahleatiGnagertte adso s Shaiite e d0CessPnts paokel Restrtharcaddpot

1000 and get connectivity to the wired network 1002.

BRIEF SUMMARY OF THE INVENTION

[0011] A software based wireless infrastructure system is provided. The system has a station
driver that communicates with the network stack and a network interface card (NIC), a station
server in communication with the station driver and an 802.1X supplicant, an access point driver
that communicates with a NIC and either a network bridge or a network stack that is in
communication with a wired network, and an access point server in communication with the
access point driver and an 802.1X authenticator. Each NIC provides station and/or access point

functionality support.

[0012] The station driver and the access point driver each have a filtering engine that drops
packets that have been received if the packet has not been authenticated and associated. A
packet processor receives packets that have been authenticated and associated from the filtering
engine and reassembles packets that have been fragmented. An association manager is used in

conjunction with a configuration table manager to associate stations and access points via



management packets. A second filtering engine acts like a switch and receives datgpagkstefrognshe
packet processor and drops data packets sent by an unauthenticated sending device and sends data
packets sent by an authenticated sending device up ?o the first network stack. A manager receives
802.1X data packets from the packet processor and sends them up to a station server that

COMMUNIGRAIREG SHHh LISREKES.JRA ABEdIGEiDRSi B) SrRithesas 12 by BeiP BG a8t vanthB adké tsaignenticator

that are used to authenticate and deauthenticate other stations and access points. [0013] APIs are also

provided gthap g raetbositarepsntaket SIMES I BriasEcMAtite PaplinAG dRsianaritheciayers of the

network stack such as stations and access points and the network interface card. [0014] Additional

features gne psbianéagashyf dhautmeitareavt iy aee apnate mhdrars Mawsikondor. detmieddgdescription of

illustrative embodiments which proceeds with reference to the accompanying figures. BRIEF

DESCRIREERNsQBTHERR ARG AR hB ieREe IR @ppeateskairimsens e th st deatwes of the

present invention with particularity, the invention, together with its objects and advantages, may be best

understogtht tomvibeitatwWing desaiasticappripiitnhtatreithepaLBTLIOX Bitpiharacsam@paoying drawings
of which: [0016] Figure 1 is a block diagram generally illustrating an exemplary environment in which the

present invgritotperaiesedibddeceithentdfbandRadieigivacoibe bigtkndiagiactgsppiaty illustrating
an exemplary computer system on which the present invention resides;
[0013] APIs are also provided that provide methods to communicate between the user mode
applications and the layers of the network stack such as stations and access points and the

network interface card.

[0014] Additional features and advantages of the invention will be made apparent from the
following detailed description of illustrative embodiments which proceeds with reference to the

accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] While the appended claims set forth the features of the present invention with
particularity, the invention, together with its objects and advantages, may be best understood
from the following detailed description taken in conjunction with the accompanying drawings of
which:

[0016] Figure 1 is a block diagram generally illustrating an exemplary environment in which

the present invention operates;



[0018] Figure 3 is a block diagram generally illustrating the architecture of the statigg-ansh&csgss point of
the present invention in the computer system of Figure 2; [0019] Figure 4 is a block diagram of the station
of the present invention; [0020] Figure 5 is a block dlagram of the access point of the present invention;
[0021] Figure 6 is a block diagram illustrating the flow of data and commands in the access point in

accordarfee With theigireens iayeskomati@denars Tissainglksbamplalussiapogthgstawsf data and

commands in the station in accordance with the present invention; [0023] Figure 8 illustrates an IEEE

802.11 Agtigrtndrelessniptveatior Psidds-igure 9 illustrates an IEEE 802.11 Infrastructure wireless
network; and [0025] Figure 10 is a block diagram generally illustrating the limitation of prior art access

points anietalions Fidare’d iEDLIES G RM Gdh 624 1Y i FudhadibITHEOACHIRArd urmingstatitie ah@wings,

wherein like reference numerals refer to like elements, the invention is illustrated as being implemented

in a suitaiieeenpipBENL Hrébaitgneatisaddites comedireytiemwiifigudeseribed in the general context of
computer-executable instructions, such as program modules, being executed by a computing device.

Generallyoproprampgaeiiler dmtbattaliayinest o stams ob e gikseampaatiys; data structures, etc. that
perform particular tasks or implement particular abstract data types. Moreover, those skilled in the art will

appreciaf@sha] the Fyert® i BBl tledigeined wihabLpoampiitas pysiemiaoabigenations, 21 December
2005 8 including hand-held devices, multi-processor systems, microprocessor based or programmable

[0021] Figure 6 is a block diagram illustrating the flow of data and commands in the access

point in accordance with the present invention;

[0022] Figure 7 is a block diagram illustrating the flow of data and commands in the station

in accordance with the present invention;

[0023] Figure 8 illustrates an IEEE 802.11 Ad Hoc wireless network;

[0024] Figure 9 illustrates an IEEE 802.11 Infrastructure wireless network; and

[0025] Figure 10 is a block diagram generally illustrating the limitation of prior art access

points and stations.

DETAILED DESCRIPTION OF THE INVENTION

[0026] Turning to the drawings, wherein like reference numerals refer to like elements, the
invention is illustrated as being implemented in a suitable environment. Although not required,
the invention will be described in the general context of computer-executable instructions, such
as program modules, being executed by a computing device. Generally, program modules
include routines, programs, objects, components, data structures, etc. that perform particular
tasks or implement particular abstract data types. Moreover, those skilled in the art will

appreciate that the invention may be practiced with other computer system configurations,



consumer electronics, network PCs, minicomputers, mainframe computers, an T%Iike. The éri') tion
. NS . i ece Ber
may also be practiced in distributed computing envm&nments where tasks are peérforiméed by remote

processing devices that are linked through a commuhications network. In a distributed computing
environment, program modules may be located in both local and remote memory storage devices. [0027]

Figure 1 jgrismtghanderammeiot sl QResatine nyirmitrdpricest Wadisdh dherdgrentiaplaay be
operated. A single access point 22 has wired connectivity (i.e., is hardwired) to a wired network 24 such

as a LAN;ohbgnfthereaeeaRS, RIS kP C3Snairfdamplaced raaniBsiecangiesaas eRsEKOINtgeare in
wireless communication to the wired access point 22 and to each other. The present invention provides

the capapilightibSiatipakdBe gracicetninviictEpa e TIRPIGAY @RWMMSAmMarRe\areesadreiate22 and can route
packets to wired access point and get connectivity to Internet. Stations 46 - 50 are in wireless

communiggfiemaith ysaieasaeee3mPaENicee tad paniiredenaakats conviied @ereshpriIorR21anrd get
connectivity to the wired network 24. Additionally, the present invention provides the capability for

stations 4fisb(bifed euitpRABKEISVIDGINEAN S YR Wikl eRSIYhdiadd fovdfelaah et RRAIMIAIRABtS2. Station
52 is in wireless communication with wireless access point 28 and stations 54-56 are in wireless

communigetiiyétbragealegir@ccess point 32. Station 58 is in wireless communication with wireless
access point 30. Stations 52-58 route packets to other stations in the network without having to route the
packet to wired access point 22. For example, stations 58 can send packets to device 56 via access
points 30-26-28-32. 21 December 2005 9 [0028] Figure 2 illustrates an example of a suitable computing
system efogegpmerrigOf arllustrates an example of a suitable operating environment 20 in which the

invention may be operated. A single access point 22 has wired connectivity (i.e., is hardwired)
to a wired network 24 such as a LAN. The other access points 26 — 38 are be placed anywhere
and these access points are in wireless communication to the wired access point 22 and to each
other. The present invention provides the capability to Stations 40 — 44 are in wireless
communication with wired access point 22 and can route packets to wired access point and get
connectivity to Internet. Stations 46 - 50 are in wireless communication with wireless access
point 26 and can route packets to wired access point 22 and get connectivity to the wired
network 24. Additionally, the present invention provides the capability for stations 46-50 to
route packets to stations 52-56 wirelessly via the wireless access points 28, 32. Station 52 is in
wireless communication with wireless access point 28 and stations 54-56 are in wireless
communication with wireless access point 32. Station 58 is in wireless communication with
wireless access point 30. Stations 52-58 route packets to other stations in the network without
having to route the packet to wired access point 22. For example, stations 58 can send packets to

device 56 via access points 30-26-28-32.



which the invention may be implemented. The computing system environment Jﬂobs only,.one (%gmple
: . . . i o ceﬁiber 2

of a suitable computing environment and is not intenged to suggest any limitation a3 16- the scope of use

or functionality of the invention. Neither should the cdmputing environment 100 be interpreted as having

any dependency or requirement relating to any one or combination of components illustrated in the

exemplayemsratingigmeonmaniddsh AR bedsvrabiert i pREFYIRaMWIERVIMAEYS (B general

purpose or special purpose computing system environments or configurations. Examples of well known

computinghRyStREAveMIBIP AR BEsingsleresreinfigueatamputiag 518 hecavitahincdiareseydntibadnvention
include, but are not limited to, personal computers, server computers, hand-held or laptop devices,

multiprocgasapieystarsitdie PRPOERgANDREAMENARIE, IRRt HREh BEX €S s iRjgeeanyRbikatfsMa v er
electronics, network PCs, minicomputers, mainframe computers, distributed computing environments

that inclughe ssupebtheabeiithsistamsy of drvisamtnd teitiee sHRORPIHERD Mp@Mpenviehbrgtescribed in

the general context of computer-executable instructions, such as program modules, being executed by a

computern.oB @aerdhsreepia mving iz 8 dpehddao\p ot R RINBRE P Rit 1Y) 86 th \ConRRP ORBI rkdieh
structures, etc. that perform particular tasks or implement particular abstract data types. The invention

may alsodpeqmpetieat illudigitdalitetheerempiagy epeimmyenisrodiasattasls are performed by remote
processing devices that are linked through a communications network. In a distributed computing

environment, program modules may be located in both local and remote computer storage media
including memory storage devices. 21 December 2005 10 [0031] With reference to Figure 2, an

exemplafpeysiem fiidnmvamentingpdratioreniiith numerous other general purpose or special purpose
computing system environments or configurations. Examples of well known computing
systems, environments, and/or configurations that may be suitable for use with the invention
include, but are not limited to, personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based systems, set top boxes, programmable
consumer electronics, network PCs, minicomputers, mainframe computers, distributed

computing environments that include any of the above systems or devices, and the like.

[0030] The invention may be described in the general context of computer-executable
instructions, such as program modules, being executed by a computer. Generally, program
modules include routines, programs, objects, components, data structures, etc. that perform
particular tasks or implement particular abstract data types. The invention may also be practiced
in distributed computing environments where tasks are performed by remote processing devices
that are linked through a communications network. In a distributed computing environment,
program modules may be located in both local and remote computer storage media including

memory storage devices.



includes a general purpose computing device in the form of a computer 110. Cor%% ents %‘ cg ter

i o . ) ecembper
110 may include, but are not limited to, a processing unit 120, a system memory , and asystem bus
121 that couples various system components includilll the system memory to the processing unit 120.
The system bus 121 may be any of several types of bus structures including a memory bus or memory
controller, a peripheral bus, and a local bus using any of a variety of bus architectures. By way of
example, and not limitation, such architectures include Industry Standard Architecture (ISA) bus, Micro

Channel pyodujecturgithifefeldide t& phuneed ahsidin ey byseMieaarhigsiioniey SiandaitttoAssociate

(VESA) local bus, and Peripheral Component Interconnect (PCI) bus also known as Mezzanine bus.

[0032] Canenudiey aldéhtyslipriiposchaiesudnpienceicemioier seadahipueeditn. Coonpdigsnteadable media

can be any available media that can be accessed by computer 110 and includes both volatile and

nonvolatigemirdin. InEmavael e e R Ve de disrBrevemg frexezopiesy ot Redriorjatso,

computer readable media may comprise computer storage media and communication media. Computer

storage med@sytineadnih welatieasdvasiove itemresngariasindlnging @mecyaiele medisrynaplemented

in any method or technology for storage of information such as computer readable instructions, data

structureghgopagiessing aditlesmr pibeysaachisampriey starrgefsadiainghedes togtsipuonirbsited to, RAM,
ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital versatile disks (DVD) or

other optipaludisy statagsyhagoctieeasgetasomagnptdiagal higgaalia sk sigyagagasignmagnetic
storage devices, or any other medium which can be used to store the desired information and which can

21 Decendrésty 00buklafuhisasesse Bpynegnopuienitle). a0 montinidation, sediartypieallyesimendies
computer readable
Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA) bus, Enhanced
ISA (EISA) bus, Video Electronics Standards Associate (VESA) local bus, and Peripheral

Component Interconnect (PCI) bus also known as Mezzanine bus.

[0032] Computer 110 typically includes a variety of computer readable media. Computer
readable media can be any available media that can be accessed by computer 110 and includes
both volatile and nonvolatile media, removable and non-removable media. By way of example,
and not limitation, computer readable media may comprise computer storage media and
communication media. Computer storage media includes both volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for storage of
information such as computer readable instructions, data structures, program modules or other
data. Computer storage media includes, but is not limited to, RAM, ROM, EEPROM, flash
memory or other memory technology, CD-ROM, digital versatile disks (DVD) or other optical
disk storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage

devices, or any other medium which can be used to store the desired information and which can



instructions, data structures, program modules or other data in a modulated datgfigg%%gr%(?ﬁscarrier
wave or other transport mechanism and includes any jnformation delivery media. The term "modulated
data signal" means a signal that has one or more ofﬁi characteristics set or changed in such a manner
as to encode information in the signal. By way of example, and not limitation, communication media

includes pérgstsBRdiasuc@te MR ATHRiIVRIK QISR ANGALeRicaRdMilRipseamama such as

acoustic, RF, infrared and other wireless media. Combinations of the any of the above should also be

included wihirtbasSearesel cempYirsgraadabiriesiatieOdah The sivsieiidn e sighaPsiitt udes
computer storage media in the form of volatile and/or nonvolatile memory such as read only memory

(ROM) 133rasdvansenddeeesmspemerchdiAMaid ndudasinipftaripnohsiesn kned(B!Qhg. containing
the basic routines that help to transfer information between elements within computer 110, such as

during stegtraiprrisdiviaiedlbatatsiogelinnReny dlSgnit At hag dvipieathoeoofaip sidmtatansties ssogram modules
that are immediately accessible to and/or presently being operated on by processing unit 120. By way of

example chathBetiRltAtoMahigu e Lilnsb@iesfopeaatngreyRiegniB4Bgnialic atierapiplams iciS, other
program modules 136, and program data 137. [0034] The computer 110 may also include other

removablgfiienisaneonahisicutltatirdaeniiaides eanp uretRieren adnaedirdhe aykodexineopliray, Figure
2 illustrates a hard disk drive 141 that reads from or writes to non-removable, nonvolatile magnetic

media, aconagogdic, diskwiiviestricdiatsiends fsyustc VRreh inrdemdvaiewnenslaidgianagnetic disk 152,
21 December 2005 12 and an optical disk drive 155 that reads from or writes to a removable, nonvolatile
optical diglombinations of the any of the above should also be included within the scope of computer

readable media.

[0033] The system memory 130 includes computer storage media in the form of volatile
and/or nonvolatile memory such as read only memory (ROM) 131 and random access memory
(RAM) 132. A basic input/output system 133 (BIOS), containing the basic routines that help to
transfer information between elements within computer 110, such as during start-up, is typically
stored in ROM 131. RAM 132 typically contains data and/or program modules that are
immediately accessible to and/or presently being operated on by processing unit 120. By way of
example, and not limitation, Figure 2 illustrates operating system 134, application programs 135,

other program modules 136, and program data 137.

[0034] The computer 110 may also include other removable/non-removable,
volatile/nonvolatile computer storage media. By way of example only, Figure 2 illustrates a hard
disk drive 141 that reads from or writes to non-removable, nonvolatile magnetic media, a

magnetic disk drive 151 that reads from or writes to a removable, nonvolatile magnetic disk 152,



156 such as a CD ROM or other optical media. Other removable/non-removablg; platiasvotagile

computer storage media that can be used in the exenéolary operating environment include, but are not
limited to, magnetic tape cassettes, flash memory ca]' s, digital versatile disks, digital video tape, solid
state RAM, solid state ROM, and the like. The hard disk drive 141 is typically connected to the system

bus 121 H@uglRibatisueNabissMem eI Terasietiel asiriridaapId Adraothinespatia disk drive 151
and optical disk drive 155 are typically connected to the system bus 121 by a removable memory

interface 1 sg@N@sa4eCBROMr BIRGRIpitaldrHixEis. a0thde inacesslEiRm compLisie storage media
discussed above and illustrated in Figure 2 provide storage of computer readable instructions, data

structuregopifigrasnvoigdlelesnanfcptiieradatméarathRcammetaselilin. the EB@wiplayauperamgle, hard disk
drive 141 is illustrated as storing operating system 144, application programs 145, other program

modules epd¢omndrpiagrade, datadkdotNiaiidnas thesa i mrneRtstean fkitheh e dhecaadmedagitar different
from operating system 134, application programs 135, other program modules 136, and program data

137. Opevaisaglsytrsn dighalapnbicatios) sungrammsHAR G/ RERIROMNQsERS 146, Bnshprdgiem data
147 are given different numbers hereto illustrate that, at a minimum, they are different copies. A user

may entegrpgmmeirdysodliptoimeadien intpdRestamputanl Rrtugug hoinpmoeiremeanchyas a keyboard
162 and pointing device 161, commonly referred to as a mouse, trackball or touch pad. Other input

devices (impérvengimayintsiade B10)ignaphagretioyiiicrivearpe patoswdel iR idistivescabagdr, or the like.
These and other input devices are often connected to the processing unit 120 through a user input
interface tplR4hgtosneeviete ththéhystysions has, Blalenevabky ReRlAGnterface, such as interface

150.

[0035] The drives and their associated computer storage media discussed above and
illustrated in Figure 2 provide storage of computer readable instructions, data structures, program
modules and other data for the computer 110. In Figure 2 for example, hard disk drive 141 is
illustrated as storing operating system 144, application programs 145, other program modules
146, and program data 147. Note that these components can either be the same as or different
from operating system 134, application programs 135, other program modules 136, and program
data 137. Operating system 144, application programs 145, other program modules 146, and
program data 147 are given different numbers hereto illustrate that, at a minimum, they are
different copies. A user may enter commands and information into the computer 110 through
input devices such as a keyboard 162 and pointing device 161, commonly referred to as a mouse,
trackball or touch pad. Other input devices (not shown) may include a microphone, joystick,
game pad, satellite dish, scanner, or the like. These and other input devices are often connected

to the processing unit 120 through a user input interface 160 that is coupled to the system bus,



but may be connected by other interface and bus structures, such as a parallzl pégrtl%%%me %od[{)#r a
universal serial bus (USB). A monitor 191 or other tygg of display device is al & {%ed e system
bus 121 via an interface, such as a video interface 190. In addition to the monitor, computers may also

include other peripheral output devices such as speakers 197 and printer 196, which may be connected

through a@UiRIt RecsirRaeIEgroIRe HReHREIAL bae aaipRiés! SLER MAPARAIGBIR, YaRbyRIKed

environment using logical connections to one or more remote computers, such as a remote computer

180. Thegangéesgrsanaltens B0SBaybe eHIheo PersAné GRReLERpIR\SaEVRTe & ERsiRbmagtdesk PC, a
peer device or other common network node, and typically includes many or all of the elements described

above relativgtentt@ipersanabaamensies sliehakouabodntérfateernon strigitierdevine méaittrs been
illustrated in Figure 2. The logical connections depicted in Figure 2 include a local area network (LAN)

171 and gonigetatandieiweikdtaNiier pehphsraioatpatioolicks aibrnsshem&s. Bucihagrimerking

environments are commonplace in offices, enterprise-wide computer networks, intranets and the Internet.

[0037] Whes) weechimayLdNdnebrekingoaghisnpenbdipheeispnetscumoater 110 is connected to the LAN
171 through a network interface or adapter 170. When used in a WAN networking environment, the

computer 110 typically includes a modem 172 or other means for establishing communications over the
WAN 173, such as the Internet. The modem 172, which may be internal or external, may be connected to

the syste[po3es 12Inviadhepiser inpuhaytepaee: HOneaied 2ppepneet el dousel dormeviverked
environment, program modules depicted relative to the personal computer 110, or portions thereof, may
be storeddrvtirerencoiadnpie@onigh2is Decarbersti®® computer 180. The remote computer 180

may be another personal computer, a server, a router, a network PC, a peer device or other

common network node, and typically includes many or all of the elements described above

relative to the personal computer 110, although only a memory storage device 181 has been

illustrated in Figure 2. The logical connections depicted in Figure 2 include a local area network

(LAN) 171 and a wide area network (WAN) 173, but may also include other networks. Such

networking environments are commonplace in offices, enterprise-wide computer networks,

intranets and the Internet.

[0037] When used in a LAN networking environment, the personal computer 110 is
connected to the LAN 171 through a network interface or adapter 170. When used in a WAN
networking environment, the computer 110 typically includes a modem 172 or other means for
establishing communications over the WAN 173, such as the Internet. The modem 172, which
may be internal or external, may be connected to the system bus 121 via the user input interface
160, or other appropriate mechanism. In a networked environment, program modules depicted

relative to the personal computer 110, or portions thereof, may be stored in the remote memory



storage device. By way of example, and not limitation, Figure 2 illustrates remaqte application %rg?grams
185 as residing on memory device 181. It will be app:ﬁciated that the network ToMFS&IBRE'AYMM are

exemplary and other means of establishing a communications link between the computers may be used.
[0038] In the description that follows, the invention will be described with reference to acts and symbolic

representgtiane hage! BipnayateReenpesfanmad i Re 6, MRl COMPULRISs WHese dpslieatrm otherwise.
As such, it will be understood that such acts and operations, which are at times referred to as being

computepRxpameIssnelvekading BramigtiaierRardhe Prockasipg dppilcelatdibtRantRuten@Rliectrical signals
representing data in a structured form. This manipulation transforms the data or maintains it at locations

in the mespeiySMHIe AT INE Coxapiiar, \Whichthee easigLIESsebAtheTY iseortiatm ibiopsation of the
computer in a manner well understood by those skilled in the art. The data structures where data is

maintain@dtakpEsieahneadionsydidiveednemory that have particular properties defined by the format of
the data. However, while the invention is being described in the foregoing context, it is not meant to be

limiting as those of skill in the art will appreciate that various of the acts and operation described
hereinafter may also be implemented in hardware. The invention will describe a software based access

point (AP 00B8ccesmphédsoriptiontaatiations nandevergsswilliiy asdibsafivar ecfsack stadian (station)
in either an infrastructure mode wireless LAN or an ad-hoc mode wireless LAN. The invention will

describe ghe 4policstpiosesaparatenoferaiaritthiha drppteinastiediponmay raerintegijaieds intesssingle
infrastructure that allows for dynamic AP or station configuration via an user interface. 15 21 December
2005 indicated otherwise. As such, it will be understood that such acts and operations, which are at
times referred to as being computer-executed, include the manipulation by the processing unit of
the computer of electrical signals representing data in a structured form. This manipulation
transforms the data or maintains it at locations in the memory system of the computer, which
reconfigures or otherwise alters the operation of the computer in a manner well understood by
those skilled in the art. The data structures where data is maintained are physical locations of the
memory that have particular properties defined by the format of the data. However, while the
invention is being described in the foregoing context, it is not meant to be limiting as those of
skill in the art will appreciate that various of the acts and operation described hereinafter may
also be implemented in hardware. The invention will describe a software based access point (AP
or access point) in an infrastructure mode wireless LAN and a software based station (station) in
either an infrastructure mode wireless LAN or an ad-hoc mode wireless LAN. The invention
will describe the AP and station separately for clarity. The implementation may be integrated

into a single infrastructure that allows for dynamic AP or station configuration via an user

interface.



[0039] Turning now to Figure 3, there are two categories of 802.11 service. These categories are the
station service and the distribution system service. ng 802.11 services are*alARER o%?ggsociation,
deauthentication, disassociation, distribution, integration, privacy, reassociation, and MSDU (MAC [media
access control] service data unit) delivery. The station services are authentication, deauthentication,

privacy, 30oMSDUrdeliveyviolhe Figliretianerestemeesdgendoelgrassatiation THeassaeniiar,
distribution, integration and reassociation. Stations 200 communicate to access points 300 wirelessly.

[0040] Indhesiesatipticariied falows dibeiniabiegtsem wihhedasw iBexlwiterthesstadon driver and access

point driver as separate drivers. While described as separate drivers, it is recognized that the drivers may

be combingAeintioati s ateddibiiin dealithéhtitimitnasishr avaiol, aishbeabr e nbgraRivprivagcordance
with the present invention. The 802.11 network interface card (NIC) 202 is connected to a wireless LAN

204. Whegagsd o] ROk I8 G0 finddpagsesssomeofddcpaaketm iy il vepiocPhevshitbrs station
driver 206. When an 802.11 packet is sent, the NIC 202 receives 802.11 packets from station driver 206

and sendsitiess ke desientidancnyigenitaiessdtidh, Ridadhnand 120 mewealso wasfarstiBO8ohl specific
hardware operations as described below if the NIC 202 has a processing unit, in which it may subsume

some 802yitkiparkeisciisicadeaisktdiagingdésodiptiand dissaraeionr aeegRaid apaakatsaintisrown. [0041]
Station driver 206 is an 802.3 virtual miniport. It receives 802.11 packets from NIC 202 and converts

some 803tifipe it dmBllinidapanketsdss insmindomiing il up to 802.3 protocols 208 such as TCP/IP.
The driver 206 also indicates 802.1X packets to 802.1X supplicant 210 via upcalls to station server 212.

On the send path, the driver 206 receives 802.3 16 21 December 2005
[0040] In the description that follows, the architecture will be described with the station
driver and access point driver as separate drivers. While described as separate drivers, it is
recognized that the drivers may be combined into a single driver. Figure 4 illustrates the overall
architecture of a station in accordance with the present invention. The 802.11 network interface
card (NIC) 202 is connected to a wireless LAN 204. When an 802.11 packet is received, it
passes some 802.11 packets to its protocol, which is station driver 206. When an 802.11 packet
is sent, the NIC 202 receives 802.11 packets from station driver 206 and sends them to
destinations via wireless LAN 204. The NIC 202 may also perform 802.11 specific hardware
operations as described below if the NIC 202 has a processing unit, in which it may subsume

some 802.11 packets instead of indicating them up and also generate 802.11 packets on its own.

[0041] Station driver 206 is an 802.3 virtual miniport. It receives 802.11 packets from NIC
202 and converts some 802.11 packets to 802.3 packets before indicating them up to 802.3
protocols 208 such as TCP/IP. The driver 206 also indicates 802.1X packets to 802.1X

supplicant 210 via upcalls to station server 212. On the send path, the driver 206 receives 802.3



packets from 802.3 protocols 208 and converts them as 802.11 packets before %i?%r}%%\&m %) @#IC 202.
The driver 206 also sends out 802.1X packets recei\;ﬁ from 802.1X supplicant | fib % ver
212. In addition to 802.3/802.11 packet conversion, driver 206 performs other 802.11 station
operations in software, in which it may subsume some 802.11 packets instead of indicating them up and

also gengrieB4rokl goackelsebilks EANEGRIPRAN SmUICEN hadik BaRdsrapEstpegiem 30 2. 1X

packets destined to and from an 802.1X authenticator via station server 212. Station server 212 acts a
conduit beige®? alf i tRTeste0618RE RPHe QRIBTRLINS0KeE: FechildsHpRIigent XL sAtaR 210

manager/monitor 214, etc.) and station driver 206. The server 212 exposes APIs into which interested

user modga sRBIEEASPNS 0an . Call ddthtionRBezeciBDrN ckhdResEinR EIbre tOg veeos mefyahd12 also
receives a function table from each interested user mode application when the application registers itself

with the sgreeB8d.21 Ehgice bl atichs Besoffigalenigtianitrbientaypassine yoerlisoem ptalkers driver 206 to
the destined user mode application. Station Client Side DLL 216 provides the capability to remote the

APIs expipgeddyfthriratiey tHoRdd] mdulledobivstirigsiha puekals architeeinre of an access point 300 in
accordance with the present invention. The 802.11 Physical NIC 302 is connected to a wireless LAN 204.

When 802.11 packets are received, NIC 302 passes some 802.11 packets to its protocol, which is AP
driver 304. On the send path, the NIC 302 receives 802.11 packets from AP driver 304 and sends them

out via wicglegp LAB020KK Sinshdéncacd sidiaise pardiven3GD2X pamesifehstiarendfreratans, in which
it may subsume some 802.11 packets instead of indicating them up and also generate 802.11 packets on
its own. ZhDexemibent?tddr L7a station server 212. Station server 212 acts a conduit between all

interested user mode applications (like 802.1X supplicant 210, station manager/monitor 214,

etc.) and station driver 206. The server 212 exposes APIs into which interested user mode

applications can call into to make a down call to station driver 206. Station server 212 also

receives a function table from each interested user mode application when the application

registers itself with the server 212. The server 212 uses this function table to pass the upcall from

station driver 206 to the destined user mode application. Station Client Side DLL 216 provides

the capability to remote the APIs exposed by the server.

[0043] Figure 5 illustrates the overall architecture of an access point 300 in accordance with
the present invention. The 802.11 Physical NIC 302 is connected to a wireless LAN 204. When
802.11 packets are received, NIC 302 passes some 802.11 packets to its protocol, which is AP
driver 304. On the send path, the NIC 302 receives 802.11 packets from AP driver 304 and
sends them out via wireless LAN 204. The NIC card 302 also performs 802.11 specific hardware
operations, in which it may subsume some 802.11 packets instead of indicating them up and also

generate 802.11 packets on its own.



[0044] AP driver 304 is an 802.3 virtual miniport. It receives 802.11 packets fr gIC 30 aag nverts
some 802.11 packets to 802.3 packets before indicating them up to the option(gl1 rer&&g' 56 ﬁgAP
driver 304 also indicates 802.1X packets to 802.1X authenticator 308 via upcalls to AP server 310. On
the send path, the AP driver 304 receives 802.3 packets from the bridge 306 and converts them as
802.11 packets before passing them to the NIC 302. AP driver 304 also sends out 802.1X packets
received from 802.1X Authenticator 308 via AP server 310. In addition to 802.3 to 802.11 and 802.11 to

803.2 paphetAonvessiemivaP3dave 384 ne Rt naiiipoB0%: Hcaives SDRAMpaRRta TR NIsabrare, in
which it may subsume some 802.11 packets instead of indicating them up and also generate 802.11

packets @Rdtsopertd @0l 0261 8 PAckdMGoID2 & rresdterbie mditeemd-Mdnd 1A 1d e ileeaaB06 runs on
the 802.3 NIC 312 and AP driver 304. 802.1X authenticator 308 sends and receives 802.1X packets

destined g@i@gbionTTae AP2diixesBoR!iklan i itawa 892 s pacidtOtoldm axhertigalodsp80dlsen sends and
receives 802.1X packets destined to and from an 802.1X authenticator server (not shown) via the bridge

306, whicpsdtigately paseesiv. receiveseitepatnankets Wrivens@PrSeNKS 8822 Jaskerdariethe back to
figure 3, the 802.1X authenticator 308 can communicate with SAM database 400 and Radius client 402.

The SAMylatrIBTBRaABG cNayrBeNENMESSCIES padRassndtregreeRipdBdnotdiadiNsGe0zer APGrwkich may
be collocated on same box or over a network. [0046] AP server 310 acts a conduit between all interested

user modw®apRicatieR S (il 2802 Jasie hetdicaddi FAR0AR XnADE G 0aes BSLE, Arcsp@ed AR, driver
304. The AP server 310 exposes APIs into which interested user mode applications can call into to make

a down chilldgdio eceo®to8iH11GAPsaD ver t3BH3Thpadikiservesrsibi, aisodieeai\3ea pdifoation table
from each interested user mode
other 802.11 access point operations in software, in which it may subsume some 802.11 packets

instead of indicating them up and also generate 802.11 packets on its own.

[0045] The 802.3 NIC 312 is connected to a wired LAN 314. The bridge 306 runs on the
802.3 NIC 312 and AP driver 304. 802.1X authenticator 308 sends and receives 802.1X packets
destined to and from an 802.1X supplicant 210 via AP server 310. The authenticator 308 also
sends and receives 802.1X packets destined to and from an 802.1X authenticator server (not
shown) via the bridge 306, which ultimately passes or receives these packets to/from 802.3 NIC
312. Turning briefly back to figure 3, the 802.1X authenticator 308 can communicate with SAM
database 400 and Radius client 402. The SAM database 400 may send messages to Passport

Server 404 or Radius server 406, which may be collocated on same box or over a network.

[0046] AP server 310 acts a conduit between all interested user mode applications (like
802.1X authenticator 308, AP manager/monitor 318, etc.) and AP driver 304. The AP server 310

exposes APIs into which interested user mode applications can call into to make a down call to



application when the application registers itself with the AP server 310. The AP $¢548k kLS89 sthis
function table to pass the upcall from the AP driver 304 to the destined user mode application. The AP
client side DLL 320 provides to the capability to remote the APIs exposed by the AP server 310. [0047]
Turning now to figures 6 and 7, the routing of 802.11 packets in a station 200 and access point 300 will

now be dapciipre.-Joar MupAFesAlee N GAREGBcERME RXFIR@DREANS TrafintactORteidshel deschfpad. Once
the routing has been described, the functions the NICs 202, 302 perform and the functions the AP driver

304 and gtpiatibivendPtheapsioatol keidesecitoad WwiA48d Wheshan 802 Ihpagkesfas Nieamssceived,
the NIC 302 sends an 802.11 packet receive indication 600 that provides notice to the AP driver 304 that

an 802.1{hpacketibasabRen feseivedpddieffiianing APgingp88Oeteiendesmiédhgdrantes is to be dropped
or indicated up depending on the association state of the packet. The state of the packet indicates the

type of pgpiriadod. tTesRrecainiiinesl bytemeides of the Rpskaitgsdnainete tho\RIs asxposéation table.
Packets from stations (and other access points) that have been properly authenticated and associated

are indicaiethelpnDatadpaaleets from stations (and access points) that have not been properly
authenticated or associated are dropped. 802.11 management packets are forwarded up to be
processed by association manager 608 unless a user has implemented a form of early denial of service
check on particular MAC addresses to drop all packets. 21 December 2005 19 [0049] The packet

processof06a4] receivemihg mawkefrdeemane Malesrtigimpokedi theppaiaketintiestdirgliagmented. The
initial packets the packet processor 604 receives are known as MPDUs (MAC [media access control]
protocol detassipidiit IveVMIP Rdwprakeis ibed]drae purposes of explanation, routing in an access point

300 will be described. Once the routing has been described, the functions the NICs 202, 302

perform and the functions the AP driver 304 and station driver 206 perform will be described.

[0048] When an 802.11 packet has been received, the NIC 302 sends an 802.11 packet
receive indication 600 that provides notice to the AP driver 304 that an 802.11 packet has been
received. The filtering engine 602 determines if the packet is to be dropped or indicated up
depending on the association state of the packet. The state of the packet indicates the type of
packet and the state maintained by the sender of the packet as indicated by an association table.
Packets from stations (and other access points) that have been properly authenticated and
associated are indicated up. Data packets from stations (and access points) that have not been
properly authenticated or associated are dropped. 802.11 management packets are forwarded up
to be processed by association manager 608 unless a user has implemented a form of early denial

of service check on particular MAC addresses to drop all packets.



fragments of an MSDU (MAC service data unit). The packet processor 604 decrﬂ)tﬁ %&#\%tér %@ave
been encrypted and if the decrypted packets are fra% ented, the packet processor 604 reassembles
them. The packet processor 604 then sends the MSDU up to the 802.11 data/management demux 606.
It should be noted that the NIC 302 may have the ability to decrypt and defragment packets. Hence,

depending@ythe offirasitkion®d capabsity ceaiadied parKkbeadiveiseéib ROhalpsexptivnanthcket
defragmentation of the received MPDUs are performed either at the NIC 202, 302 or the driver 206, 304.

[0050] ThadeRd kraptrimanaemenipaoux st papairscotionGIPELEIes fadrinirgmn data packets.

The management packets are sent to the association manager 608, which is where the state engine is

maintainggrpUBQRANICSsaTIRtENRSs EheuBPRptdistiiidaackiaits))areHairaded saekeld urpka packets could
include 802.1X packets, which are full layer 2 authentication packets. The data/802.1X demux 610 sends

802.1X preleisnte tharBAB DY Manasirbitd. dhkeudy. hepadiag erdrbdsbastanienciispaskss 614 to
indicate the 802.1X packet up to the 802.1X supplicant 210 (see figure 7) or the 802.1X authenticator

308. Thethatthendipaéareaos fasdsampifadeiddBptoapiskewarstarie)@eoine, (o pitetitheasdheotcator 308
(or supplicant 210) needs to send packets, it will give the packets to a client side DLL 320 (216) and the

packet wikeenebiestienA Praevaiksi prieesiation saevierrd2ihand Shepackethidpordown via a down call
to the 802.1X manager 612 and the packet is sent through the data/802.1X mux 616 and 802.11

data/mariggmenigaux b8k sodl | G stal(ehbHoted Zahe IResmnbegy RARAHOAEI] R oceeding on the
receive path further, normal 802.11 data packets are sent from the data/802.1X demux 610 to the 802.1X
filtering ed@ingtad, cehisinteiprekelikede80.depeating on the offload/upload capability configured

by the driver 206, 304, decryption and defragmentation of the received MPDUs are performed

either at the NIC 202, 302 or the driver 206, 304.

[0050] The 802.11 data/management demux 606 separates out management packets from
data packets. The management packets are sent to the association manager 608, which is where
the state engine is maintained for 802.11 associations. The 802.11 data packets are indicated up.
They data packets could include 802.1X packets, which are full layer 2 authentication packets.
The data/802.1X demux 610 sends 802.1X packets to the 802.1X manager 612. The 802.1X
manager 612 has an upcall module 614 to indicate the 802.1X packet up to the 802.1X supplicant
210 (see figure 7) or the 802.1X authenticator 308. The authenticator 308 (or supplicant 210)
has its own state engine running. If the authenticator 308 (or supplicant 210) needs to send
packets, it will give the packets to a client side DLL 320 (216) and the packet will come to the
AP server 310 (or station server 212) and the packet will go down via a down call to the 802.1X
manager 612 and the packet is sent through the data/802.1X mux 616 and 802.11

data/management mux 618 to the NIC 302 (or NIC 202).



The 802.1X filtering engine 620 allows packets to proceed through the filterin englne 620 only if an
802.1X authentication has occurred for the sending station (or access point). 620
does not allow packets through prior to the sending ice being authenticated Up to thls point in the
process, the following events have occurred. First, at the 802.11 filtering engine 604, the sending station
needs to be associated with the access point 300. Before association, the filtering engine 604 drops all
packets (including 802.1X packets) except 802.11 management packets. Once the association is up,

802.11 a[eh8DR. L Xratademelersthse ctkoveashtbhlitinerBRd:Ay Hternudanoiaekealapieps dajm packets

when the port is closed. As used herein, a port that is closed means that packets are not allowed to pass.

A port thahis/epE M2 RSP 8RetstHe JuRsEX Gik B2 Agireas e twiaich dbawed Hketa doe. Adtherticator 308,
which sends packets back to complete the authentication process. Once authentication is done, the

802.1X fiftae gont bR Giieranpareio 6ol Ravt paesiad orodeed faroingt particklaid\bAgirrdiessaly The data
packets for that MAC address are indicated up by the 802.1X filtering engine 620. [0052] The

wired/wirgfleastANCR a2 cletegaitwesridier ackeidny el estirs hamth SratdERigoelongs to
the same network (i.e., the stations associated with a given access point that are within the access

point's celhgpwesagebel e Prokphiketesinegipadtadion hathejdegRctbding sameneiwarkJiy does not
need to go up the path to the IP layer 306 for routing instructions. Instead, the packet is sent to the AP

Bridge 624 tvihpinvith treqirtseébs padiotionninghe éransavie patresttheisametnesoerkl filkeanacket is not
destined for a station that belongs to 21 December 2005 21 the same network, the packet is sent up to

the packehgivr\eotetE2&ndheystthio B02etd tharkelsiscisraverte thtoaare8dgomhpacseBafioréndicated up to
either an optional network bridge 306 or it

association, the filtering engine 604 drops all packets (including 802.1X packets) except 802.11

management packets. Once the association is up, 802.11 and 802.1X data packets are allowed

but the 802.1X filtering engine 620 drops data packets when the port is closed. As used herein, a

port that is closed means that packets are not allowed to pass. A port that is open allows packets

to pass. Only 802.1X packets are allowed up to the Authenticator 308, which sends packets back

to complete the authentication process. Once authentication is done, the 802.1X filter port 620 is

opened for that particular station (i.e., for that particular MAC address). The data packets for

that MAC address are indicated up by the 802.1X filtering engine 620.

[0052] The wired/wireless LAN demux 622 determines if the packet is ultimately destined to
a station that belongs to the same network (i.e., the stations associated with a given access point
that are within the access point's cell coverage). If the packet is destined to a station that belongs
to the same network, it does not need to go up the path to the IP layer 306 for routing
instructions. Instead, the packet is sent to the AP Bridge 624, which will reroute the packet on

the transmit path on the same network. If the packet is not destined for a station that belongs to



could be IP 208 sitting on top of it. Routing the package through the AP bridge 62 esQuCces
because no 802.11 to 802.3 conversion is needed. [QQ53] On the transmit path, aﬁzggg%g%{aﬁﬁ?gt
transmission indication 630 is received when a pacKet is being sent from the network bridge 306 or IP
layer 208. The 802.3 packet is converted to an 802.11 packet by the packet converter 626 and sent to

the wiredgveikalasmbiri ueGsa ke Riskntageivenaiadietcbiosribiecpacieireanyaiern d 2acetrpm the AP
Bridge 624. The packet goes through the 802.1X filtering engine 620. If the 1.X port is closed for the

destinatieprVidedaddressz B &R dahpackietsareseniithiowe vericha AR\l eigeaosiqe allows clear

text packets to be sent out before authentication occurs. The data/802.1X mux 616 receives data

packets aad1802. IP<8ckelsy A8 RiLVTdUSRJngitplespibRaGO Zhiol ghithe e aiod RO dosdpRentes supplicant
210) could be sending packets down to 802.1X manager 612 and the manager 612 generates 802.11

packets fes802ebpdankeiroand avesshemdondataidiDR. deedatx 616. [0054] The data packets are sent to
the 802.11 data/management demux 616. The association manager 612 could be generating 802.11

management packets and these management packets are multiplexed with the 802.11 data packets. The
packets go through the packet processor 604. Fragmentation is first applied and then encryption if

necessarnobBE filtepinghenghnmi Pt aken P pdtiat arlyspasiesihoidiorah assawiniéanshareasent out.
21 December 2005 22 [0055] Now that data routing has been described, control message routing will now

be discusseidt I9isam@reredrirotneallsrikonrddwesservers Rizr 309. The 862\&patkdt Blddevdrages the
APIs that can be called by any of the I/O user mode applications. These calls are transferred from the
server 213,a3180 hroypabkeo birahd/ padcattmvbac@sindQane ouhe AiredidrissntaMeux 632,

which receives packets from the packet converter 626 or from the AP Bridge 624. The packet

goes through the 802.1X filtering engine 620. If the 1.X port is closed for the destination MAC

address, no 802.11 packets are sent. However, the AP filtering engine 602 allows clear text

packets to be sent out before authentication occurs. The data/802.1X mux 616 receives data

packets and 802.1X packets. As previously indicated, the 802.1X authenticator 308 (or 802.1X

supplicant 210) could be sending packets down to 802.1X manager 612 and the manager 612

generates 802.11 packets for 802.1X packets and gives them to data/802.1X mux 616.

[0054] The data packets are sent to the 802.11 data/management demux 616. The
association manager 612 could be generating 802.11 management packets and these management
packets are multiplexed with the 802.11 data packets. The packets go through the packet
processor 604. Fragmentation is first applied and then encryption if necessary. The filtering

engine 602 makes sure that only packets for the valid associations are sent out.



calls to the 802.1X manager 612, to the association manager 608 or to the conflguraztpb&glﬁ]ﬂg'aggggr
702. The configuration table manager 702 holds conlg uration data for the access point 300 (or station
200). The configuration data includes what type of efi€ryption to use, what type of packets can be
accepted, the stations and/or access points in which packets will always be dropped, etc. The

configurgijesgpble NgnaBgrda82reanny Hachdastesamedheorabs ietigyblFeutdiPwAPRowhs upcalls are

passed up from the configuration table manager 702, from the 802.1X manager 612 or from the

associatigRdnaragamerSate Haatkisloat Roduieniie does pealisarehiapsianag iacensizelOs 706 to
the server 212, 310, which calls the user mode application listening for that call. [0056] The AP 300 and

station 2@kkexprfstitsRibasar$ey-anl ety uteMapgetPditcatilias. (Thigetdsiendfiierahieefed. 11 OIDs
at private OID mapper 708 and mapper 710. These OIDS, which are described below, are sent to the

NIC 202,f861R ibesevdien 2re 19ppautttconi® | ¢ tgnsatiane@iafol 1/Darentit27bd, Gondigseatiomspecific

Query and Set Control Information OIDs. The association manager 608 can also call and set some of the

OIDs in thgl b6 tBOB030X [H8FHN6YR thattibassyeialbdatarandrandisy daneashgaatirsenied, the
partitioning of the 802.11 functions between the driver 204, 304 and the NIC 202, 302 will now be

describehaigietdiog. faneticngidiatnioaytdteatiioagedraorthel ddl Corfiguidfian Itegefeiak idoesiopsinhat are
21 December 2005 23 better performed in the operating system (e.g., station 200 or access point 300)

are partitgpue@r istteithe20peratieg syStemitisrddite necnaisingntingtons arerypdoadousbenitEtgpe, 302. The
remaining functions either can't be done in the operating system or are not practical to be done in the
operatingspatikes Ear bxacapited) tawiatinhobtuoppetadinemistenhichiet REGSWIlEREYS Ise

dropped, etc. The configuration table manager 702 can further pass down the calls to the NIC

202, 302. The upcalls are passed up from the configuration table manager 702, from the 802.1X

manager 612 or from the association manager 608 to the upcall module 614. These upcalls are

transferred via control 1/Os 706 to the server 212, 310, which calls the user mode application

listening for that call.

[0056] The AP 300 and station 200 exposes itself as an 802.3 Media type. It maps 802.3
OIDs (object identifiers) to 802.11 OIDs at private OID mapper 708 and mapper 710. These
OIDS, which are described below, are sent to the NIC 202, 302 where they are supported. The
configuration OIDS 712 are 802.11 Configuration Specific Query and Set Control Information

OIDs. The association manager 608 can also call and set some of the OIDs in the NIC 202, 302.

[0057] Now that the overall data and control flow has been described, the partitioning of the
802.11 functions between the driver 204, 304 and the NIC 202, 302 will now be described,

including functions that may be offloaded to the NIC 202, 302. In general, functions that are



5 microseconds. Operations that require greater granularity can not be done in thexapseaiingbhsysignas, So
these operations are placed in the NIC 202, 302. Beagcons must be sent periodically (that may in practice
vary between 100 msec and higher), which is time cétisuming and is not practical to perform in the
operating system. The NIC 202, 302 can ensure a better periodicity for the transmission of beacons and

also ensuyRtHhpkHRs HRIETS B DIRE AR TS RERCRIYISHANM 260 diRtsesiIRIBoNSsomANiEieir, thereby

minimizing the variability in the timestamp that would result in a jitter. As a result, beacon generation is

offloadedigtite Bierathig syeRnRRhA REGIMRYFnRAGE iesretdancReWiiTthenBEseMTHavention must

either support station functionality, access point functionality, or both access point and station

functionafiinaiAdiionalibhderHytCamtist Soppittht QRSHONE VferR GraRTYdt priRtftISpIeadohpastrum
(FHSS) PHY (physical layer) for the 2.4 GHz band, Direct Sequence Spread Spectrum (DSSS) PHY for

the 2.4 Ghiz dpeiatfiig 8{rasat Rorve Ao gelhuletheoPHY sianaatds swe s Hidt ik 80 31atermte 8., higher

speed PHY rates in 2.4 GHz using OFDM [orthogonal frequency-division multiplexing] and other optional

alternativegisrebeasnid8 QShEpaities histany Give yeddtioy eedinglyanad ASEKelaonelethenismmagie keying]
and IEEE 802.11a (e.g., 5 GHz using OFDM) may be required to be supported by the NIC. 21 December

2005 24 KyeRsT bethbadoPsaiticns aappladiiemh mhagt [ ZmBotedceibaiudieNEn2isticiicany the
station 200 or access point 300. These capabilities include, authentication services, WEP (Wired

EquivaleqihRriviag)irppedotiod) \algosstweealistthuted aabrighatiowihiccinimeaint oairails fdt- Pollable
(Contention Free -Pollable), fragmentation, defragmentation, MAC data service, multi rate support,
multiple @uistivatiingdMBRNisUNoferatnggBaeNrTNZAICR0RfBE It s dktter periodicity

for the transmission of beacons and also ensure that the time-stamping of the beacon is done just

prior to its transmission on the air, thereby minimizing the variability in the timestamp that

would result in a jitter. As a result, beacon generation is offloaded to the NIC 202, 302.

[0058] A NIC implemented in accordance with the present invention must either support
station functionality, access point functionality, or both access point and station functionality.
Additionally, the NIC must support at least one of Frequency-Hopping Spread Spectrum (FHSS)
PHY (physical layer) for the 2.4 GHz band, Direct Sequence Spread Spectrum (DSSS) PHY for
the 2.4 GHz ban, or Infrared PHY. Additionally, other PHY standards such as IEEE 802.11g
(e.g., higher speed PHY rates in 2.4 GHz using OFDM [orthogonal frequency-division
multiplexing] and other optional alternatives such as PBCC [packet binary convolution coding]
and CCK [complementary code keying] and IEEE 802.11a (e.g., 5 GHz using OFDM) may be

required to be supported by the NIC.



management, IBSS power management, and association and re-association. StationssskAeRGsSS0E®ints
must provide authentication services. The authentica#ifn service includes authentication state, open
system authentication, and shared key authenticatiofi. These may not be offloaded to a NIC. The WEP
algorithm consists of the WEP encryption procedure, the WEP decryption procedure, and security

services [pesgigemeRt AT Profidee dapalsMRrRtehdn R stippsrRab ReAREs tHRONKS. 202 WESR arcryption
procedure and the WEP decryption procedure may be offloaded to a NIC. If WEP is not supported by a

NIC, the MAGomugh s PpRestSER I BexteTionsdoabiRnsarec DRI S ftheatioasorsswilids destripasaerein.

[0060] The distributed coordination function is implemented in the NIC. The distributed coordination

function ipglidgsrtherietslreasion wessaitHNAN tFinatie BobHRREAONE SRARM UsGiae casrdiimbracthe
random backoff function, DCF (distributed coordination function) access procedure, recovery procedures

and retrapsiais linaen Btk Fd reauesiclo Beqeaiesiot) semsyniimesdirmAcerieddiRtaUntianster,
broadcast and multicast MPDU transfer, MAC level acknowledgement, and duplicate detection and

recovery r§@0&ibpoherhoinb leasuBiaatdig MBI ol gpdi] Gensuyp PRTtNG KinktisccCesmswipt fkned@eality and is

mandatory for the other types of NICs (station only functionality and station and access 21 December

2005 25 primddemerionais)pdker peinsgansdinatarasoitidgsmatniensssstabiot FBtitonsemiondsess period)
structure and timing, PCF MPDU (point coordination function MAC protocol data unit) transfer from PC,

PCF MPBbirtansferpobits avbdamgitigrRenpiceeisns aghdrvichtienlisirmantenareewtRént dditiaU transfer
to PC is optional. If PCF MPDU transfer to PC is supported, polling list maintenance must be supported.
CF-Pollabigtanoisérbsystepleneeitiddt dheahd Sharéd ReYlalkdentication. These may not be offloaded to

a NIC. The WEP algorithm consists of the WEP encryption procedure, the WEP decryption

procedure, and security services management and it must be implemented in stations and access

points. The WEP encryption procedure and the WEP decryption procedure may be offloaded to

a NIC. If WEP is not supported by a NIC, the NIC must support 802.11 extensions to standard

NDIS functions as will be described herein.

[0060] The distributed coordination function is implemented in the NIC. The distributed
coordination function includes the net allocation vector (NAV) function, interframe space usage
and timing, the random backoff function, DCF (distributed coordination function) access
procedure, recovery procedures and retransmit limits, RTS/CTS (request to send/clear to send)
procedure, directed MPDU transfer, broadcast and multicast MPDU transfer, MAC level

acknowledgement, and duplicate detection and recovery.

[0061] The point coordinator is optional in NICs supporting only access point functionality

and is mandatory for the other types of NICs (station only functionality and station and access



includes interpretation of CFP structure and timing, PCF MPDU transfer to/from CR-P olisddenistatiots and
polling list update. [0062] Fragmentation and defragmentation of packets must be implemented in stations
and access points. The fragmentation and defragméntation of packets may be implemented in the NIC.
If fragmentation or defragmentation functionality is implemented by the NIC, then the NIC must

implemepbWEtnetittativy) frrameniatenaimdefasamenainmidnaitn@liors rehtwnntneatgerisde NIC,

the NIC must support 802.11 extensions to standard NDIS functions as will be described herein. [0063]

MAC dataisevieaaif impisgeaedipine Dt bbdtdidatiagiegomsLe proestciedal armytiaaseservice
class and strictly ordered service class. Reordable multicast service class is mandatory and strictly

ordered FesMiqeCsIRSE iIRIPPIPRAhIHY D RES SUORYHilsy PaDirovIted, imthpdNikg Mulialatendstanding
MSDU support and multiple outstanding MSDU transmission restrictions are implemented in stations,

access pprisVEMIUNGs 0 FICTisipghanchf TEIPDIY trapidenentad instmorted, PoflihgGisnust support
beacon generation, TST synchronization and accuracy, passive scanning, active scanning, and probe 21

Decemberzifehazed eapenesuphcitethat sLmnkiaeeeshHpomp linetietalitthe W st S@Pes! tipiag in an
infrastructure network, and infrastructure BSS (basic service set) initialization. NICs that support station

functionajiiyl maesirepretisniotGF RBtIncepeaste RS HEFSAP Butindsiee tdaohBSS Pilidalgation. NICs
that support FHSS PHY for the 2.4 GHz band must support the hop synchronization function. The NICs

may be regtses {pEPpRPiG fithepiitty standards such as IEEE 802.11g and IEEE 802.11a

[0062] Fragmentation and defragmentation of packets must be implemented in stations and
access points. The fragmentation and defragmentation of packets may be implemented in the
NIC. If fragmentation or defragmentation functionality is implemented by the NIC, then the NIC
must implement WEP offload. If fragmentation or defragmentation functionality is not
implemented in the NIC, the NIC must support 802.11 extensions to standard NDIS functions as

will be described herein.

[0063] MAC data service is implemented in the NIC. MAC data service includes
reorderable multicast service class and strictly ordered service class. Reordable multicast service
class is mandatory and strictly ordered service class is optional. Multi rate support is
implemented in the NIC. Multiple outstanding MSDU support and multiple outstanding MSDU

transmission restrictions are implemented in stations, access points, and NICs.

[0064] Timing synchronization is implemented in the NIC. The NIC must support beacon

generation, TST synchronization and accuracy, passive scanning, active scanning, and probe



[0065] Infrastructure power management is implemented in the NIC. NICs that supgdrDet#tioher 2005
functionality shall provide station power managemenéﬁg::]odes and implement the receive function during
CP. NICs that support access point functionality shalfimplement TIM transmission, AP function during
CP, and the aging function. NICs that provide the point coordinator function must implement the AP

function degiipase FRIAE@sathabpopvidecsspandl RblgibHREHg RaldY ST TRaH e bR fIRSe Itduenction

during CFP. [0066] IBSS power management is implemented in NICs that support station functionality.

The IBSH@aued, aranmgemiattiv BRD(Hciddesibdisliy atitial b | BES Powesupresament, station
power state transitions, and ATIM (announcement traffic indication message) and frame transmission.

[0067] Agsacirfipngndueasppeiatian yichanatlispisdernlBse B3N siatingspangeacesss points. This
functionality includes providing an association state, the station or access point association procedure,

and the sgtianzatioeCORTH At sapssAFMBRHMACEsiLIR. Thesia vastionsstshpplitnné Repmplemented in
the NIC. 27 21 December 2005 [0068] The station and access points support MAC frame functionality

with someyfrenrenizdniericaatitio immieanerte dniay MEGeqMAE thiatpp dunstienaity inahitedstsabsayssion
capability, reception capability, frame exchange sequences, and MAC addressing functions. Specifically,
transmisspEcapR il icigdessassbriation and reassociation request functionality, association and
reassociation response functionality, disassociation, authentication, and deauthentication functionality,
probe request, probe response and beacon functionality, PS-poll functionality, RTS, CTS and ACK
functions, CF-End, CF-End + CF-Ack, Data, Data + CF-Ack, Data + CF-

[0065] Infrastructure power management is implemented in the NIC. NICs that support

station functionality shall provide station power management modes and implement the receive

function during CP. NICs that support access point functionality shall implement TIM

transmission, AP function during CP, and the aging function. NICs that provide the point

coordinator function must implement the AP function during CFP. NICs that provide CF-

pollable functionality must implement the receive function during CFP.

[0066] IBSS power management is implemented in NICs that support station functionality.
The IBSS power management function includes initialization of the IBSS power management,
station power state transitions, and ATIM (announcement traffic indication message) and frame

transmission.

[0067] Association and reassociation functionality is implemented in stations and access
points. This functionality includes providing an association state, the station or access point
association procedure, and the station or access point reassociation procedure. These functions

should not be implemented in the NIC.



Poll, Data + CF-Ack + CF-Poll, NULL, CF-Ack (no data), CF-Poll (no data), CF-Ack + CF-Poll (no data)
functionality. Association and reassociation request f#?ctionality is implemented ir?5{28688)ReIFL005
association and reassociation response functionality7s implemented in access points. Disassociation,
authentication, and deauthentication functionality is implemented in stations and access points. Probe
response and beacon functionality is implemented in NICs. NICs that support station functionality must
implement the probe request function and PS-poll functionality. RTS, CTS and ACK functions are

implemengedsn NICGheGhtumchanadetsaitsints SuppdakVIAGRAIEefentnIBHaIMG et kbNEGRihat provide

point coordinator functionality. The Data function is implemented in stations and access points. The

NULL furfgtienahiayits itnppiaracatemh N ISECMNCHihr!t foreviosaRE M BdRYttaassiissith Repaunagonality
also implement Data + CF-Poll, Data + CF-Ack + CF-Poll, CF-Poll (no data), and CF-Ack + CF-Poll (no

data) fungsienebity capatilityCTrafirkexoahdeActluéneed adad vmat ciaalitysia e nertedpecifidéls that provide
point coordinator functionality or CF-Pollable functionality. 28 21 December 2005 [0069] MAC frame

receptiongapaiisiyn e BanRasslotaiiaR RO iieastaciaiirbdiatue stqlrchanaliiakssasiatipmi@nd
reassociation response functionality, disassociation, authentication, and deauthentication functionality,

probe reqgugshapsobiaties pesponsertditiaeantiyaeticsadiatol HihbcRudhiunetignalifenRdaSiof TS and ACK
functions, CF-End, CF-End + CF-Ack, Data, Data + CF-Ack, Data + CF-Poll, Data + CF-Ack + CF-Poll,

NULL, CFuAstiotratitfatapbe Fedielt, (olbaradpbiiseAekl beatofflhttiontaig) Repudirfativtighasiogiation and
reassociation request functionality is implemented in access points, and association and reassociation
responseR8) QDS ality ACR pleaimis Ch-Etall @Fs ERisassh Ao Dag thattictomanddeatittentication

Poll, Data + CF-Ack + CF-Poll, NULL, CF-Ack (no data), CF-Poll (no data), CF-Ack + CF-Poll

(no data) functionality. Association and reassociation request functionality is implemented in

stations, and association and reassociation response functionality is implemented in access

points. Disassociation, authentication, and deauthentication functionality is implemented in

stations and access points. Probe response and beacon functionality is implemented in NICs.

NICs that support station functionality must implement the probe request function and PS-poll

functionality. RTS, CTS and ACK functions are implemented in NICs. CF-End and CF-End +

CF-Ack functions are implemented in NICs that provide point coordinator functionality. The

Data function is implemented in stations and access points. The NULL functionality is

implemented in NICs. NICs that provide PCF MPDU transfer to PC functionality also

implement Data + CF-Poll, Data + CF-Ack + CF-Poll, CF-Poll (no data), and CF-Ack + CF-Poll

(no data) functionality. Data + CF-Ack and CF-Ack (no data) functionality is implemented in

NICs that provide point coordinator functionality or CF-Pollable functionality.



functionality is implemented in stations and access points. Probe response and beacon functionality is
implemented in stations, access points, and NICs. N]Cs that support station func ﬁrim ment
the ATIM functionality. NICs that support access poirit” functionality must implement the PS-Poll function.
RTS, CTS, ACK, CF-End and CF-End + CF-Ack, Data + CF-Ack, and NULL functionalities are

implemenpeddn NIGa AR dartaedeinedio baisatTRie Iened iRsDatans anfragreshiointsgidkes that provide
CF Pollable functionality implement Data + CF-Poll, Data + CF-Ack + CF-Poll, CF-Poll (no data), and CF-

Ack + CHnetidhalidatasstivnaionalityrdadsodriti 0na shpienstneiteinakiits disaieirnet athedeiscdiias provide

point coordinator functionality or CF-Pollable functionality. [0070] The frame exchange sequences include

basic fragif sraudeatsH0E fuhctianatitganubaeaiSapiv barassasuaitrbelivostnatibhigityplemented in
NICs. CF-Frame sequence functionality is implemented in NICs that provide point coordinator

functionalityim, @8-Pellabietibmgionaiity; T ParebRr2A0FRS, IOPEHIVAC Eeiptessingkumeigns include

station universal IEEE 802 address functionality, BSS identifier generation, and receive address

matchingbgtad@ruabiematd 9071 apdre ssC lupetiondityrand neseiveaddersponiiehimrisdmplemented
in stations, access points, and NICs. BSS identifier generation is implemented in stations and access

points. [0@i62dgVCihatdke RifsIN(Rg o4tH)d BRAdRIyICHessdtiveaSaiisndancsessuesints and NICs
of the present invention has been described, the communication calls between the stations, access

points, afighdticisayityl iRawiflendiered hedcd (3] itnkat asvodiaies aadainisochii oiflegsbfigactions to the
NIC. OID Calls are used to
functionality is implemented in stations. Disassociation, authentication, and deauthentication
functionality is implemented in stations and access points. Probe response and beacon
functionality is implemented in stations, access points, and NICs. NICs that support station
functionality must implement the ATIM functionality. NICs that support access point
functionality must implement the PS-Poll function. RTS, CTS, ACK, CF-End and CF-End +
CF-Ack, Data + CF-Ack, and NULL functionalities are implemented in NICs. The Data
function is implemented in stations and access points. NICs that provide CF Pollable
functionality implement Data + CF-Poll, Data + CF-Ack + CF-Poll, CF-Poll (no data), and CF-

Ack + CF-Poll (no data) functionality. CF-Ack (no data) functionality is implemented in NICs

that provide point coordinator functionality or CF-Pollable functionality.

[0070] The frame exchange sequences include basic frame sequences and CF-frame
sequences. Basic frame sequence functionality is implemented in NICs. CF-Frame sequence
functionality is implemented in NICs that provide point coordinator functionality or CF-Pollable

functionality.



query the NIC to determine the capabilities of a NIC. The OID calls for determiningthe) £apaRilitygha NIC
are OID_DOT11_Offload _Capability, OID_DOT11 %blrrent Offload _Capability, OID_DOT11_Operation
_Mode_Capability, OID_DOT11 Optional_Capability; OID_DOT11 WEP_Offload, OID_DOT11
WEP_Upload, OID_DOTI 1_ Default. WEP_Offload, OID_DOT11 Default _WEP_Upload, and

OID_DOTddly MPD Uy M@ xinaesslnaiittibhe AtRdD@Tisa akiaasl 1IGapabilinicrloraviderating station or

access point the functions that the NIC supports. The functions that may be offloaded include WEP,

fragmentgigndangfide Gagnaatan oMb asosemnasteningeionlsaivietdIne Hreguaximess number of
WEP rows that can be offloaded to the NIC. The OID_DOT11 Current Offload _Capability call provides

the currefirefigrdigaarbiitesohdacesh ratdhiadRnRRMenWEER SY4tioas aadeks woatdadfinpcsa WEP
row into the NIC and specifies the algorithm to be used, the direction of the WEP row, the MAC address

of the pegsstieefidegeribrifti®yiesmpnshibetaplhetiiamsticaacisapsiys. The NIC 202, 302 returns a
handle 21 December 2005 30 to the station 200 or access point 300. The OID_DOT11_WEP_Upload call

is used to upload a specified WEP row from the NIC. The OID_DOT11 Default WEP_Offload call
offloads a default WEP row into the NIC. This call also specifies the algorithm to be used, the index in the

default WB#72qble atouhinht tihe YR ooing efetls 80be Iphpdtides bbtecaddtetsiypearvpdiesthed WEP row
applies, the key length in bytes, and the call contains the actual key. The OID_DOT11_Default

_WEP_Unlagaraibisrossed ioveplivachasdsdenitie¥dFbb o wdresmentdtGionT ¢l EdBween the stations,
_DOT11_MPDU_Maximum _Length call is used to query the NIC to determine the maximum MPDU

length thatmﬁtmqaeihb)wilm Wi now be described.

[0073] Stations and access points can offload functions to the NIC. OID Calls are used to
query the NIC to determine the capabilities of a NIC. The OID calls for determining the
capability of a NIC are OID_DOT11_Offload_Capability,

OID_DOT11 Current_Offload_Capability, OID_DOT11 Operation_Mode_Capability,
OID_DOT11 Optional_Capability, OID_DOT11 WEP_Offload, OID_DOT11 WEP_Upload,
OID_DOT11 Default WEP_Offload, OID_DOT11 Default WEP_Upload, and

OID_DOT11 MPDU_Maximum_Length. The OID_DOT11 Offload Capability call provides
the station or access point the functions that the NIC supports. The functions that may be
offloaded include WEP, fragmentation, and defragmentation. If WEP is supported, the NIC also
returns the maximum number of WEP rows that can be offloaded to the NIC. The
OID_DOT11_Current_Offload_Capability call provides the current offload capabilities of the
NIC. The OID_DOT11 WEP_Offload call is used to offload a WEP row into the NIC and
specifies the algorithm to be used, the direction of the WEP row, the MAC address of the peer,

the key length in bytes, and the call contains the actual key. The NIC 202, 302 returns a handle



[0074] The stations and access points use configuration calls to configure the U%O clecr: '5@
calls include OID _DOT11_Operation _Mode _Capahility, OID_DOT11_Current pera _l\%o e, OID
_DOT11_Current_Packet _Filter, OID_DOT11_ATI indow, OID_DOT11_ Scan_Request,
OID_DOT11 Current_ PHY_ Type, OID_DOT11 Join_Request, OID_DOT11 Start Request,

OID_DOTgLtheResih Rodesteed PuiRQbs L TRPEANAIDCANAbIIEFAUHIGAR cROT ddeddyipRiad@ptional
_Capability. The OID-DOTH-Operation Mode Capability call is used to determine the operation mode

capabilitysatpedtesEpyr e G- FOR IY CTRsLoNS Deatue thatindivates whedagcHieoliagsiaports only

station functionality, only access point functionality, or both station functionality and access point

functionadigyadliev P RaiPRtblthe CUO eMhiRAradoRpdvifide thalhigotRAm 1@ setushe apeiatiex imeade in
which the NIC will start to operate. The operation modes are station only mode, access point only mode,

or statiogegad tanEErsapRiat e tHOY/BIR ol @dekt 6 berpobulRagkete ddirssalpisdicadith imdicate
which packets types the NIC supports by setting the appropriate flag. The flags include 802.11 21

Decemba/20Go\3 dpprieashewelr tdriparketsy802Ad thoicastontdiag ewantuaprkptsTE®2.11 unicast data
packets, 802.11 multicast control packets, 802.11 multicast management packets, 802.11 multicast data

packets, B0R.bDmaadngst contEr nagkais c80% Lisdareagsiaat maeRak PP pasketsn 8e2NICbroadcast
data packets, promiscuous mode (all 802.11 packets) and all 802.11 multicast packets. The OID DOT11

ATIM Wirhe\o rall meoased repaste mnasemard sehtie el vebtiovsirg ti e I OIDdeahineShan _Request
call is used to request a survey of potential BSSs that a station may later elect to try to join. The

OID_DOfibkiraurene DRI Tength e aduisposed by cieeiyi@nd set the

[0074] The stations and access points use configuration calls to configure the underlying
NIC. These calls include OID_DOT11_Operation_Mode_Capability,

OID_DOT11 Current_Operation_Mode, OID_DOT11 Current_Packet_Filter,

OID_DOT11 ATIM_Window, OID_DOT11 Scan_Request,

OID_DOT11 Current_ PHY Type, OID_DOT11 Join_Request, OID_DOT11 Start Request,
OID_DOT11 Reset Request, OID_DOT11 Optional Capability, and
OID_DOT11_Current_Optional_Capability. The OID_DOT11 Operation_Mode_Capability
call is used to determine the operation mode capability supported by the NIC. The NIC returns a
value that indicates whether the NIC supports only station functionality, only access point
functionality, or both station functionality and access point functionality. The

OID_DOT11 Current_Operation_Mode call is used to set the operation mode in which the NIC
will start to operate. The operation modes are station only mode, access point only mode, or
station and access point mode. The OID_DOT11_Current_Packet_Filter call is used to indicate

which packets types the NIC supports by setting the appropriate flag. The flags include 802.11



current physical medium type that should be used by the NIC. The OID_DOTI | Jomn Haskiaplecatos used
to request the NIC to synchronize with a BSS. The Q E)_DOTll_Start _Request call is used to request
the NIC to start a BSS. The OID_DOT11 Reset_Redquest call is used to request the NIC to reset itself.
The OID_DOT11_ Optional_Capability call is used to determine the optional point coordinator function

capabilitigrisapreneel pYdkadNE02 TheniHs i ddmén FatketOBRNAlurficapattibhaakkis, 8epdito query

and set the current optional capabilities in the NIC. [0075] OID calls are also used to determine and set

MIB (managetasnédntrinatrgd)@ee)1 paiameismahhgsag i aca )02 ROmLkisiattena Hackate)_DOTI |
Medium_Occupancy_Limit, OID_DOT11_CF Pollable, OID_DOT11_ CFP Period,

OID_DO§01.1€bRaltaxt famtasiqiackiio, 40071 hidaast MamateMeniepginetatBorel Rateadeist data
OID_DOT11 Beacon_Period, OID_DOT11 DTIMPeriod, OID _DOT11 WEP_ICV_Error_Count,

OID_DOpddk\ pravaideesss ibaelANTE0R. RTgackdispaholall R 1 DRRitasipackdietyhel imit,
OID_DOT11 Long _Retry _Limit, OID_DOTI | Fragmentation Threshold, 21 December 2005 32

OIDDOT g @oTrensati M SPIhddufedms, (¢ 10 QdtdrihiMexnd eeeine ATfetimeindolsinOTAd _Counters
_Entry, OID_DOT11_ Supported_PHY_Types, OID_DOT11 Current_Reg _Domain, OID_DOT11 Temp

_Type, CDDOT L] SehiieRedueshoatn @isel sy S unnevey P Al 1B S34rteata Btidnteapa, OID
_DOT11_ Supported_Power_Levels, OID_DOT11_ Current TX Power Level, OID_DOT11_Hop_Time,
OIDDOT fteCeteretrtb @yaojeinumd e o IDoPAT Cirréveor Pwathiieel B Td duery and set the

current physical medium type that should be used by the NIC. The OID_DOT11_Join_Request

call is used to request the NIC to synchronize with a BSS. The OID_DOT11_Start_Request call

is used to request the NIC to start a BSS. The OID_DOT11_Reset_Request call is used to

request the NIC to reset itself. The OID_DOT11_Optional_Capability call is used to determine

the optional point coordinator function capabilities supported by the NIC. The

OID_DOT11 Current_Optional_Capability call is used to query and set the current optional

capabilities in the NIC.

[0075] OID calls are also used to determine and set MIB (management information base)
parameters. These calls are OID_DOT11_Station_ID,

OID_DOT11 Medium_Occupancy_Limit, OID_DOT11 CF _Pollable,

OID_DOT11 _CFP_Period, OID_DOT11 _CFP_Max_Duration,

OID_DOT11 Power_Mgmt_Mode Operational _Rate_Set, OID_DOT11 Beacon_Period,
OID_DOT11_DTIM_Period, OID_DOT11_WEP_ICV_Error_Count,
OID_DOT11_MAC_Address, OID_DOT11 RTS_Threshold, OID_DOT11 Short_Retry Limit,

OID_DOT11 _Long_Retry Limit, OID_DOT11_Fragmentation_Threshold,



Current Dwell Time, OIDDOT11 Current Set, OIDDOT11 Current Pattern, OID_2Q3ddentbgireaomdex,
OID_DOT11_ Current Channel, OID_DOT11_ CCA_Mode_Supported, OID_DOT11_

Current_ CCA_Mode, OID_DOT11_ED_Threshold, OID_DOT11 CCA_Watchdog Timer_Max,
OID_DOT11 CCA_Watchdog Count_Max, OID_DOT11 CCA Watchdog_ Timer_Min, OID DOT11

CCA_Watnbdesn Epumiain-RitDATB_IRRINROOENDSTPDAaY ateee MDLIRETRL_ Supported-TX
Antenna, OID_DOT11_ Supported_RX Antenna, OID_DOT11_Diversity Selection RX, OID_DOT11

Supportedibapdiatescdatiers[@al, T1e DO TR0 TdunpoiasPPHNY Tathés, sl potetermine the station 1D

and set the station ID. This allows a manager to identify a station for its own purposes while keeping the

true MAGagdresrdgdepaniertl Dhe 0121 Dembl Thirdiom_Orpancyrtdmitioallsstaagd to determine
and set the maximum amount of time, in TU, that a point coordinator may control the usage of the

wireless mﬁ@mﬁymﬂmﬁr@mugbmglcmmﬁr@htomngm@mmammIeast one instance of DSF (data
service facility) access to the medium. The OID_DOT11_CF_Pollable call is used to determine if the

station isqupgoieetespond ek Mol witTadaGuframemitiisuer A B ThOPID PEJ LtiGEP Period

call is used to determine and set the number of DTIM 21 December 2005 33 (delivery traffic indication

messagepdimeD@islhetagemthesanepiNunier TOIODDPOT IM&FBEX Biwmat@IDcaoF Lsed to
determine and set the maximum duration of the CFP in TU that may be generated by the PCF. The

OID_DO Clireho\meve M dninte Mk DeiiTs 1 usaind Setroime aniTiat ttamawerananagement mode of the
station. It indicates whether the station is in power-save mode. The OID _DOT11_Operational_Rate Set
call is usedo DOT11_ Current_Index, OID_DOT11_ Current_Channel, OID_DOT11_
CCA_Mode_Supported, OID_DOT11_ Current_ CCA_Mode, OID_DOT11_ED_Threshold,
OID_DOT11_CCA_Watchdog_Timer_Max, OID_DOT11 CCA_Watchdog_Count_Max,
OID_DOT11_CCA_Watchdog_Timer_Min, OID_DOT11 CCA_Watchdog_Count_Min,
OID_DOT11_Reg_Domains_Support_Value, OID_DOT11_ Supported_TX_Antenna,
OID_DOT11_ Supported_RX_Antenna, OID_DOT11_ Diversity_Selection_RX, OID_DOT11_

Supported_Data_Rates Value.

[0076] The OID_DOT11 Station_ID call is used to determine the station ID and set the
station ID. This allows a manager to identify a station for its own purposes while keeping the
true MAC address independent. The OID_DOT11 Medium_Occupancy_Limit call is used to
determine and set the maximum amount of time, in TU, that a point coordinator may control the
usage of the wireless medium without relinquishing control for long enough to allow at least one
instance of DSF (data service facility) access to the medium. The OID_DOT11_CF_Pollable
call is used to determine if the station is able to respond to a CF-Poll with a data frame within a

SIFS time. The OID_DOT11 CFP_Period call is used to determine and set the number of DTIM



determine and set the set of data rates at which the station may transmit data. )¢ QEnRP dddsBeacon
_Period call is used to determine and set the beacon3%er|od (i.e., the number of TU that a station shall

use for scheduling Beacon transmissions). The OID“DOT11 DTIM Period call is used to determine the

DTIM period (i.e., the number of beacon intervals that shall relapse between transmissions of Beacon

frames comiiEREAfMnelementisase DTItW Sousiiiel feaesrofberaIDrHROT11_WEP_ICV_Error

_Count call is used to determine the WEP ICV (integrity check value) error count value. [0077] The

OID_DO®ih Mﬁ@lﬁsﬁﬂﬁﬁ”mk&ftﬁ\ Qleierping thecuniavald AL ddarasimassiiinggoipdhgstation.
The OID _DOT11_RTS_Threshold call is used to determine and set the RTS threshold value. The value

indicatesctire Mmbenaiegjeis derrabdi By tirermur wiigh@ib RIGICT $headahgke shedenaiitie performed.

The OID _DOT11_ Short_Retry_Limit call is used to determine and set the maximum number of

transmissisyel adtestiaiat arftespehthgoleagthanhgemih indessthirnstitRauat iadhatthehtneskald, before a
failure condition is indicated. The OID_DOT11_ Long_Retry Limit call is used to determine and set the

maximurgtaienleirmpoliansaissiviattenmtaDf pdame Operiaooin Fhwhsh ieatdtian the RTS
threshold before a failure condition is indicated. The OID_DOT11_Fragmentation _Threshold call is used

to deterréneant aat e Lersensinaa Ty &ivehivhtoe: MY thet thaaynhe getveresl to the PHY 21
December 2005 34 layer. An MSDU shall be broken into fragments if its size exceeds the value of this

attribute @fterEOUINY BedCohereless a4ltlitradedso toefine 42Q It theNexcohrpasout(|i.&/|HkeU_Lifetime call
is used to determine and set the maximum transmit MSDU lifetime value, after which further attempts to
transmit hendsLETIhalbbe semioimnstal.uséeoOdEhedd(id Beabtaxifdagaivsidrifglimie
OID_DOT11_DTIM_Period call is used to determine the DTIM period (i.e., the number of
beacon intervals that shall relapse between transmissions of Beacon frames containing a TIM

element whose DTIM Count field is zero). The OID_DOT11_WEP_ICV_Error_Count call is

used to determine the WEP ICV (integrity check value) error count value.

[0077] The OID_DOT11_MAC_Address call is used to determine the unique MAC address
assigned to the station. The OID_DOT11_RTS_Threshold call is used to determine and set the
RTS threshold value. The value indicates the number of octets in an MPDU below which an
RTS/CTS handshake shall not be performed. The OID_DOT11_ Short_Retry_Limit call is used
to determine and set the maximum number of transmission attempts of a frame, the length of
which is less than or equal to the RTS threshold, before a failure condition is indicated. The
OID_DOT11 Long Retry Limit call is used to determine and set the maximum number of
transmission attempts of a frame, the length of which is greater than the RTS threshold before a
failure condition is indicated. The OID_DOT11 Fragmentation_Threshold call is used to

determine and set the current maximum size of the MPDU that may be delivered to the PHY



call is used to determine and set the elapsed time after the initial reception of a f@p@g@%?ﬁ %Ig@ or
MSDU after which further attempts to reassemble th%A\/IPDU or MSDU shall be termina edl.) h
OID_DOT11 Counters-Entry call is used to determihé the 802.11 statistics counters settings. The
counters include counters for the number of transmitted fragments, the numbe of multicast transmitted

frames, thgarumbausDailatirapsryreiong Meymember ief spucorsst 1RiranaatsseattirirumMber of
duplicate frames, the number of times a CTS is received and not received in response to an RTS, the

number QffléMafiMgeaV R0 Rdalfeis A treteiyethsiemeretiad, henvrakenief vesevedifiapreenals, the
number of multicast frames received, and the number of succesfully transmitted MSDUs. The OID

DOTI1_jsSuapty@deimiiné ahvpes ®alhsxiseaierdeieimnmsDue pkysieshnedifer Wineh fuemerted by the

NIC. The OID _DOT11_ Current_Reg_Domain call is used to determine the current regulatory domain

the presefteinptaneeraising v EDysical bbaditimilenemdem)is Bapportingax receille_Diffitde Temp
Type call is used to determine the operating temperature range capability (e.g, O to 40 degrees C, -30 to

70 degreeslIGy edcd eopirysieantayer sditacRIBysadiiha afteiurienitbKedaieonatalirigrrektp determine

and set the current antenna being used to transmit. The Diversity Support call is used to determine the

diversity MRIDOrbrvahsH J et WRReeinties 200mpBE 01FRafETHIA the mremit) BXVSDensiatalkis used to
determine and set the current antenna being used to receive. [0079] The OID_DOT11

SupportedriRipmet, Levels call is used to determine the number of supported power levels and the

transmit output power in milliwatts for all the supported power
[0078] The OID_DOT11_Counters_Entry call is used to determine the 802.11 statistics
counters settings. The counters include counters for the number of transmitted fragments, the
numbe of multicast transmitted frames, the number of failed transmissions, the number of
successful retransmissions, the number of duplicate frames, the number of times a CTS is
received and not received in response to an RTS, the number of times when an ACK is not
received when expected, the number of received fragments, the number of multicast frames
received, and the number of succesfully transmitted MSDUs. The OID_DOT11_
Supported PHY _Types call is used to determine the physical medium types supported by the
NIC. The OID_DOT11_Current_Reg_Domain call is used to determine the current regulatory
domain the present instance of the PMD (Physical Medium Dependent) is supporting. The
OID_DOT11_ Temp_Type call is used to determine the operating temperature range capability
(e.g, 0 to 40 degrees C, -30 to 70 degrees C) of the physical layer. The OID_DOT11
Current_TX_Antenna call is used to determine and set the current antenna being used to

transmit. The Diversity _Support call is used to determine the diversity support value. The



levels. The OID DOT11 Current TX Power Level call is used to determine an(%f%g&%mcgér?%?nsmit
i S

power level. The OID_DOT11_Hop Time call is used to determine the time in MICroSeCONds 1OF the PMD

to change from channel 2 to channel 80. The OID _DOTI1_ Current Channel Number call is used to
determine and set the current channel number of the frequency output by the RE synthesizer. The

OID_DOBb_tiar1 Dvek iR zalhinarncin ideismingctoariedni e imeinrdi snahitessaismitter is
permited to operate on a single channel. The OID DOTI | Current Dwell Time call is used to determine
and set theegug esteitigre in TU that the transmitter shall operate on a single channel, as set by the MAC.
[0080] The OID_DOT11 Current Set call is used to determine and set the current set of patterns the
PHY LME (layer management entity) is using to determine the hopping sequence. The OID _DOT11
Current Pattern call is used to determine and set the current pattern the PHY LME is using to determine

the hoppjogAgquent: A OBTNROTidnokedreviladeegel BNsedsde delewniiacand seinte efirrent
index value the PHY LME is using to determine the current channel number. The OID DOTI | Current

Channel gaipisrieges i drignzing anceekhie ooyite pbareiatniliveaaoeichanagipolthedowsS PHY.
The OID _DOTI1_ CCA_Mode_Supported call is used to determine the supported CCA (Clear Channel

Assessmignglgnaie.Jiime DG 1R OThdenEurrerrowér A dedeatad isadsediteedeiaaintsaniset 21
December 2005 36 the current CCA method in operation. The OID _DOT11_ ED Threshold call is used to

determineuangiseiribaicpowet Rvergy ke® tiveshald e J insedayishedd &S imihelthe tidinDOT11_
CCA_Watchdog_Timer_Max call is used to determine and set the maximum CCA watch dog timer value.
The OID nfépdddcokils forWiatPMiDgo Claarmje viend chdniseligad thannel 80. The OID_DOT11_

Current_Channel_Number call is used to determine and set the current channel number of the

frequency output by the RF synthesizer. The OID_DOT11_Max_Dwell_Time call is used to

determine the maximum time in TU that the transmitter is permited to operate on a single

channel. The OID_DOT11 Current_Dwell _Time call is used to determine and set the current

time in TU that the transmitter shall operate on a single channel, as set by the MAC.

[0080] The OID_DOT11 Current_Set call is used to determine and set the current set of
patterns the PHY LME (layer management entity) is using to determine the hopping sequence.
The OID_DOT11_Current_Pattern call is used to determine and set the current pattern the PHY
LME is using to determine the hopping sequence. The OID_DOT11_ Current_Index call is used
to determine and set the current index value the PHY LME is using to determine the current
channel number. The OID_DOT11_ Current_Channel call is used to determine and set the
current operating frequency channel of the DSSS PHY. The OID_DOT11
CCA_Mode_Supported call is used to determine the supported CCA (Clear Channel

Assessment) mode. The OID_DOT11_Current CCA_Mode call is used to determine and set



determine and set the maximum CCA watch dog count value. The OID_DOT1121 December 2005
CCA_Watchdog_Timer_Min call is used to determin%éind set the minimum CCA watch dog timer value.
The OID _DOTI1_CCA_Watchdog Count_Min call is"used to determine and set the minimum CCA
watch dog count value. The OID_DOT11 Reg Domains-Support Value call is used to determine the

regulatoryhglemainscionRhéabans dpdBisHPAOE DIthenwaantEmprarasiyriied Ehgddifa_DOT11_
Supported_TX_Antenna call is used to determine and set the supported transmit antenna truth values.

The OID dBeiihe SHPRATtRscRénterienRyaicakishiesrel ibeivig BRI S8338ePspPTHed receive

antenna truth values. The OID_DOT11 Diversity _Selection_RX call is used to determine and set the

receive daymsmgctmmu%tvﬁa@sﬁrh@rQwaxla@lTéhsealﬂ@ﬂ@réﬁduﬁ@m&mﬁ@MadmwlI is used to

determine the supported transmit and receive data rate values. [0081] The access point and station of

the presepCimveatea@jsmeurpit piviete BYHiTaallscRepamemin@reount. Max call is used to
OID_DOT11 Maximum_Lookahead, OID_DOT11 Current Lookahead, OID_DOT11 Current Packet

_Filter, Chaemlahd?s@mﬁ@&nmm&ﬁ&;m%@éﬁﬂ%lﬂlﬂm%ﬂ@&ﬂ%’@iﬁdﬂ@ﬁﬁl These private 802.11
calls are generic MAC layer functions exposed to the NDIS layer. OID_DOT11 Maximum _Lookahead is

the maxiam am@ctidoef Tomksahers dalifieusep Roder iiriient KatHinip@iHtiveC CrpRRNitiedagoreview
version of a received packet to the upper NDIS layer for it to determine whether to accept the particular

21 Decenitver 26108, 3S7heasket podiscarddta ONRutdR@IGL Cdunrremin_ datidkabedich igeipensiize apiithe lookahead
buffer being used. OID_DOT11 Current _Packet _Filter is the packet filter currently being used by the
station 20@ eidAeaERsOTHNAERD. AT 00M TalieC e DAGMDFIY isRbg [Bdnkaie-IStgstdtevalagrrently
call is used to determine the regulatory domains the PLCP and PMD support in the present
implementation. The OID_DOT11_Supported_TX_Antenna call is used to determine and set
the supported transmit antenna truth values. The OID_DOT11_Supported RX_Antenna call is
used to determine and set the supported receive antenna truth values. The OID_DOT11
Diversity_Selection_RX call is used to determine and set the receive diversity selection truth

values. The OID_DOT11_ Supported_Data_Rates_Value call is used to determine the supported

transmit and receive data rate values.

[0081] The access point and station of the present invention also support private 802.11 calls.
These calls are OID_DOT11 Maximum_Lookahead, OID _DOT11 Current_Lookahead,
OID_DOT11 Current_Packet_Filter, OID_DOT11 Current_Address, and

OID_DOT11 Permanent_Address. These private 802.11 calls are generic MAC layer functions
exposed to the NDIS layer. OID_DOT11_ Maximum_Lookahead is the maximum amount of
lookahead buffer supported by the NIC miniport driver to provide a preview version of a

received packet to the upper NDIS layer for it to determine whether to accept the particular



being used by the station 200 or access point 300. OID _DOTI | Permanent AddressysbgdEERES-bit
address that is resident in the non-volatile portion of the NIC 202, 302 that is pre- programmed by the NIC
manufacturer. [0082] Communication between an actess point (or a station) and user mode applications
have IOCTL (1/O control) calls that provide the same functions as described above that allow user mode

applicatiqiagier detaseneiendIsetDOF nacmertrs tokatbayimap spéhs ADsskehiegdbatrorBidtor
example, IOCTL_DOT11_Operation _Mode-Capability maps to OID_DOT11_Operation_Mode

_Capabilisedn @ditooTHACT I fattsricker Rigaddenalpukarntiqadionstny defagnied by detetaiigie and set
access point (or station) parameters. These calls include software infrastructure configuration calls and

software polyastagesoseditB3oallsoTheDenfvat érasKUaEES isondi GEFEIf0- s lig dnedvdarieiayL_DOT11_
Current BSSID, IOCTL_DOT11 Desired BSSID, IOCTL_DOT11 Current SSID, IOCTLDOT11Current

BSS_TY B&indQicebldy@elstatisnuxn Gatss!ciintl300Ta ID Aseauiateekparidnt XAdAts iPtaassociate,
IOCTL_DOT11_ Query Adapter List, IOCTL_DOT11_Query BSSID _List, IOCTL_DOT11_

Send_80Rpt BkhitQEdrbssRAT klresensiyend Horalol QT RarBSN ok theGhieckoadaptanat is pre-
IOCTL_DOT11 8021X_ State, and IOCTL DOT11 8021X Filter. The software infrastructure MIB calls

include IQ6grhmI By ttuthentigatitietuResponse_Time_Out, IOCTL_DOT11_
Privacy_Option_Implemented, IOCTL_DOT11_ Desired SSID, IOCTL_DOT11_ 21 December 2005 38
Desired_BSS_Type, IOCTL_DOT11_Association-Response _Time _Out, IOCTL_DOT11_
Disassociated _Peer, IOCTL_DOT11 Deauthenticated Peer, IOCTL_DOT11

[0082] Communication between an access point (or a station) and user mode applications
have IOCTL (1/O control) calls that provide the same functions as described above that allow
user mode applications to determine and set NIC parameters (i.e., they map to the OIDs defined
above). For example, IOCTL_DOT11 Operation_Mode_Capability maps to

OID_DOT11 Operation_Mode_Capability. In addition, IOCTL calls are provided to allow
applications to determine or determine and set access point (or station) parameters. These calls
include software infrastructure configuration calls and software infrastructure MIB calls. The
software infrastructure configuration calls include IOCTL_DOT11_ Current_BSSID,
IOCTL_DOT11 Desired_BSSID, IOCTL_DOT11 Current_SSID,
IOCTL_DOT11 Current BSS_TYPE, IOCTL_DOT11_Exclude 8021X, IOCTL_DOT11_
Associate, IOCTL_DOT11 Disassociate, IOCTL_DOT11 Query Adapter_List,
IOCTL_DOT11 Query BSSID List, IOCTL_DOT11_Send 8021X_Pkt, IOCTL DOT11_
Receive_Upcall, IOCTL_DOT11 Check Adapter, IOCTL_DOT11 8021X_State, and
IOCTL_DOT11_8021X_Filter. The software infrastructure MIB calls include

IOCTL_DOT11 Authentication_Response_Time_Out, IOCTL_DOT11

Privacy_Option_Implemented, IOCTL_DOT11_ Desired_SSID, IOCTL_DOT11



Authentication_Failed_Peer, IOCTL_DOT11_ Authentication Algorithm, IOCTL_BQJddember 2005
WEP_Default_Key Value, IOCTL_DOT11_WEP_Key Mapping, IOCTL_DOT11_ Privacy Invoked,
IOCTL_DOT11 WEP_Default Key Id, IOCTL _DOTI1 WEP_Key Mapping_Length,
IOCTL_DOT11 Exclude _Unencrypted, IOCTL_DOT11 WEP_Excluded_Count, IOCTL_DOT11

Dissassopigieed\@iificatign, OCTL_DOT11L_ MesubieniratpoheliftaionO@BTID@BI 1 Authenticate
Fail Notification, IOCTL_DOT11_WEP_Undecryptable_Count, and IOCTL_DOT11_ Group Address

calls. [00BHatfiriked Teed? QDL oot _BSealkheatlidsetsabép, doeTnimeoineIMAC address of an

associated access pomt of a station. If the station is not associated to an access p0|nt then the station

returns agetieet QitioMAGirddress, [DETIO©BTRO TAdheagiEatoR SRS e@iisIORSTLIaD datermine or set
the MAC address of the access point to which association is desired. The IOCTL_DOT11_Current _SSID

call is usgyiEp dwspMinede/aRi IdENLassoTiatedFEpeRR P NEpplhe IOCTL_DOTL_Current
_BSS_TYPE call is used to determine the current BSS type in which a station is operating. The

IOCTL_DrpVddy xpdude, 186021X paimislusadEr Defenmirepri¢aO0F explote 802.1X truth value. The
IOCTL_DOT11_ Associate call is used to request a station to associate itself with an access point based

upon thewmmwmpmﬁgleﬁmﬁﬁmL deemad SSkeluand HesicadhBS IR p@amEters. [0084] The
IOCTL_DOT11_Disassociate call is used to request a station to disassociate with a currently associated

access pEP ARxelidec aisuis, rebgmed femtatiississockes odistieid2ibh) ¢oembe DZPOA 39 with an access
point. On a successful disassociation, a Media Disconnect is generated by the station. The
|IOCTL_DOie&dtherQoasy Nudidiotioh,isOCAHLIsDIOFd 10 detasntiogtéhedibtodtiitatbn,

IOCTL_DOT11 WEP_Undecryptable Count, and IOCTL_DOT11 Group_Address calls.

[0083] The IOCTL_DOT11 Current_BSSID call is used to determine the MAC address of
an associated access point of a station. If the station is not associated to an access point, then the
station returns a zeroed out MAC address. The IOCTL_DOT11 Desired_BSSID call is used to
determine or set the MAC address of the access point to which association is desired. The
IOCTL_DOT11 Current_SSID call is used to determine the SSID of an associated access point.
The IOCTL_DOT11 Current_ BSS TYPE call is used to determine the current BSS type in
which a station is operating. The IOCTL_DOT11_Exclude_8021X call is used to determine or
set the exclude 802.1X truth value. The IOCTL_DOT11_ Associate call is used to request a
station to associate itself with an access point based upon the current values of desired BSSID,

desired SSID, and desired BSS type parameters.

[0084] The IOCTL_DOT11_ Disassociate call is used to request a station to disassociate

with a currently associated access point. An error code is returned if a station is not associated



adapters that the station driver 206 (or access point driver 304) currently has. Thel©OedémBerTAd05
Query_BSSID _List call is used to determine the cur e%t BSS description list. The IOCTL_DOT11_ Send
8021X Pkt call is used request the station or access% int to send an 802.1X packet. [0085] The
IOCTL_DOT11_ Receive_Upcall call is used to pend the call so that the station driver or access point

driver sepdththede@uepting. 20Rlicaiivasdnaallsaiarenationn aoraitheistatiasctds yenaareagpmpoint driver
receives an upcall request. When this call is made and if the station driver or access point driver already

has an outgiidRdimacursel theothe daverilladampeputiet callths the@riierelinecipealsirtprimgiken and
immediately completes the call. If there are no outstanding requests, then the station driver (or access

point drivgfigetdrnatatez BalibiSdrzd R @aactespplatesilie sod) wineendly Hasalfiiequest is received. The
types of upcalls made are a scan confirm, a reset confirm, an 802.1X packet send confirm, an 802.1X

packet recRIYELiINDOFION, QueiyassBiBte ROtHNat osedtd eRtdhsmidaatecnndic B8R d e givralikhenticate
failure notification. Upcalls for access points also include an associate indication and a disassociate

indicationrhen@ICTbdT@T 18endhemki Adarteanad isddseduesteneisatiticosiatiosn pometesenaaint to
check for a given adapter's existence. The IOCTL_DOT11 8021X_State call is used to determine or set

the 802. 190 ztBXepackatparticular instance. The IOCTL DOT11 8021X Filter call is used to determine or set
the 802.1X filters on a particular station or access point virtual miniport instance. 40 21 December 2005
[0086] The IOCTL_DOT11_Authentication _Response _Time _Out call is used to determine or set the
authentication response time out value. The time out value is the time that a

[0085] The IOCTL_DOT11_ Receive_Upcall call is used to pend the call so that the station

driver or access point driver sends the requesting application upcall information when the station
driver or access point driver receives an upcall request. When this call is made and if the station
driver or access point driver already has an outstanding upcall, then the driver fills in a buffer
with the outstanding upcall information and immediately completes the call. If there are no
outstanding requests, then the station driver (or access point driver) returns a
STATUS_PENDING and completes the call when an upcall request is received. The types of
upcalls made are a scan confirm, a reset confirm, an 802.1X packet send confirm, an 802.1X
packet receive indication, a disassociate notification, a deauthenticate notification, and an
authenticate failure notification. Upcalls for access points also include an associate indication
and a disassociate indication. The IOCTL_DOT11 Check Adapter call is used to request the
station or access point to check for a given adapter’s existence. The

IOCTL_DOT11 _8021X_State call is used to determine or set the 802.1X state on a particular
instance. The IOCTL_DOT11 8021X_Filter call is used to determine or set the 802.1X filters

on a particular station or access point virtual miniport instance.



responding station should wait for the next frame in an authentication response. The IOCTL_DOT11
Privacy_Option_Implemented call is used to determine the privacy option implerdérRegerteva0e5When
set to true, it indicates that the WEP option is implemented. The IOCTL DOT11 Desired SSID call is used
to determine or set the desired service set ID used in the desired SSID parameter of the most recent
scan. The IOCTL_DOT11 Desired_BSS_Type call is used to determine or set the desired BSS type.
The IOCTL_DOT11_ Association_Response_Time_Out call is used to determine or set the association

response[ige] out YalUR @HiCiDig The timendiaicaties rReshinsiativhes bk chwaiiiRidad eepertaeto a
transmitted association-request MMPDU. The IOCTL_DOT11_ Disassociated Peer call is used to

determingrtbe tAstadinansestiiicRsiRAseni MRt adHRES ThtherrssdlisaRrocigtetisi@tionaThe 10CTL
DOT11 Deauthenticated Peer call is used to determine the last deauthentication reason and address of

the last despiheniicatebstaibond Wag FGTd-idR Tiinduihentisatioickede deRreieali® used to determine

the last authentication failure reason and the address of the last station for which authentication failed.

[0087] ThoICTOAIOT 1ArivAyhepicatiompigasiv callisussedtacaiaimite heisypedrthe

authentication algorithms supported by a station and their states. The call is also used to set the states

for the lishgflamidresdicationalgorivines.séhe e Tit iddfodied thilthe Videaspitidhay iviplomeatds used to set
the default WEP key value at the specified index. The IOCTL_DOT11_WEP_Key Mapping call is used

to deterniine IDE TSt JAVEP kpysiédDssembr BQREb tagpigsmiseethhecyited keyicoeappiDg at a
specified index. The IOCTL_DOT11_ Privacy Invoked call is used to determine or set the privacy invoked
truth valugeWMihehesgdsived SSID parameter of the most recent scan. The IOCTL_DOT11_
Desired_BSS_Type call is used to determine or set the desired BSS type. The IOCTL_DOT11
Association_Response_Time_Out call is used to determine or set the association response time
out value, which is the time that a requesting station should wait for a response to a transmitted
association-request MMPDU. The IOCTL_DOT11 Disassociated Peer call is used to
determine the last disassociation reason and address of the last disassociated station. The
IOCTL_DOT11 Deauthenticated Peer call is used to determine the last deauthentication reason
and address of the last deauthenticated station. The IOCTL_DOT11

Authentication_Failed Peer call is used to determine the last authentication failure reason and

the address of the last station for which authentication failed.

[0087] The IOCTL_DOT11 Authentication_Algorithm call is used to determine the list of
all the authentication algorithms supported by a station and their states. The call is also used to
set the states for the list of authentication algorithms. The IOCTL_DOT11
WEP_Default_Key Value call is used to set the default WEP key value at the specified index.

The IOCTL_DOT11_WEP_Key_ Mapping call is used to determine the list of WEP key



true, the value indicates that the WEP mechanism is being used for transmitting rames efilyee20deta. The
IOCTL_DOT11_WEP_Default_Key_Id call is used t% determine or set the WEP default key ID value for
the specified element (i.e., the first, second, third, or &urth element of the WEP default key array). The
IOCTL_DOT11_ WEP_Key Mapping_Length call is used to determine or set the WEP key mapping

length. Thappikdslarl6d THLWERkddenlffingatdedewiedsingsd tordateomnesw et the exclude

unencrypted truth value. When set to true, a station shall not indicate at the MAC service interface

received MigysiHakeaalthe \8ddRossditielirel ghecttihampavegninbietrtRak abioezerghengt to
IOCTL_DOT11 WEP_Excluded_Count call is used to determine the WEP excluded count. The IOCTL

DOT11 Dissagroginle Neidicalivatchl \WEmseRiRARIG NG rer Setths disgrsseinrierasileatigpetruth value.
When this truth value is set to true, a disassociate notification is sent whenever a station sends a

dissassog@atiomikaroe Tihe diEsasweRt@erRiificMan invudesidhe MAGaddress eéithe MA® to which the
disassociation frame was sent and the reason for the disassociation. The IOCTL DOT11 Deauthenticate

Notificatigefgail ke y$ed/ tuddterminp euificsnd| thecaeawthantinasios aniiicaiianot il tvodten Myinen set to
true, a deauthenticate notification is sent whenever a station sends a deauthentication frame. The

deauthentisatgopalifaatikeyneiages The AT 1adoicessIof\wEPMIAGY tdappial thendeacihasticededrame was
sent and the reason for the deauthentication. The IOCTL DOT11 Authenticate Fail Notification call is

used to aRirrmMine ansbiskitiE RUbamtippieg&hyotifitato0CTth Lada.1\Whetlges 10risuesyd@dttenticate
failure notification is sent whenever a station sends a deauthentication frame. The deauthenticate

notificatiag useludertéheiMAE ddiessoliiteaMdAcyistauhitihtue e authemtieaie thameswasrssintiand the

reason for the 21 December 2005 42
not indicate at the MAC service interface received MSDUSs that have the WEP subfield of the
Frame Control field equal to zero. The IOCTL_DOT11 WEP_Excluded_Count call is used to
determine the WEP excluded count. The IOCTL_DOT11 Dissassociate Notification call is
used to determine or set the disassoicate notification truth value. When this truth value is set to
true, a disassociate notification is sent whenever a station sends a dissassociation frame. The
dissassociate notification includes the MAC address of the MAC to which the disassociation
frame was sent and the reason for the disassociation. The IOCTL_DOT11
Deauthenticate Notification call is used to determine and set the deauthentication notification
truth value. When set to true, a deauthenticate notification is sent whenever a station sends a
deauthentication frame. The deauthenticate notification includes the MAC address of the MAC
to which the deauthenticate frame was sent and the reason for the deauthentication. The
IOCTL_DOT11 Authenticate Fail Notification call is used to determine and set the
authenticate fail notification truth value. When set to true, a authenticate failure notification is

sent whenever a station sends a deauthentication frame. The deauthenticate notification includes

the MAC address of the MAC to which the deauthenticate frame was sent and the reason for the



deauthentication. The IOCTL_DOTI1_ WEP_Undecryptable_Count call is used to @dt&eauemiibe 206"
undecrypted count. The IOCTL_DOTI 1_ Group Address call is used to determine the list of multicast
addresses and their row status and set the multicast dddress and row status at a specified index. [0088]
Now that the IOCTL calls have been described, the 802.11 extensions to standard NDIS functions will be

describededlitreMicaior, 30 rustimplement hese BxtROFRRHRS Uirit 858 faswitedifrlennd0089] If the
NIC 202, 302 supports fragmentation offload then it must support WEP offload. In this case, the

interactiofds/t Miabtigppeloenant WhenOEEP ksos are cesqiflpadrdosding Nd #0dst8hrindars not
support the required WEP algorithm. If the WEP keys are not offloaded or the WEP algorithm is not

supportefistiae iniefasiioadasdastiriesithe Wil maresentad dsAschadresf aneronmsrtesMRDUs. [0090]
If the NIC 202, 302 supports WEP offload but does not support fragmentation offload then in addition to

the MSD&hébridtenaekon also includes the MSDU represented as a chain of one or more MPDUs and
the station driver 206 or access point driver 304 applies fragmentation if needed and the fragments are
sent in MPDUs. If the NIC 202, 302 does not support fragmentation offload or WEP offload, the
interaction between the NIC and the station 200 or access point 300 also includes the MSDU

represenfedsas a chvuw aianeea0TTie MMIRDIdrd i hiesqtidiantRO B0 HcereaioltSemppties
fragmentation (fragments are sent in MPDUSs) and/or WEP (WEP is applied after fragmentation). 21
DecembetREORAGIBHALI I badebitabetd tMeeNDES262)S0EMusherptaasatphese 3kt michstalitiey200 passes

are described below.

[0089] If the NIC 202, 302 supports fragmentation offload then it must support WEP offload.
In this case, the interaction is at MSDU level except when WEP keys are not offloaded or the
NIC 202, 302, does not support the required WEP algorithm. If the WEP keys are not offloaded
or the WEP algorithm is not supported, the interaction also includes the MSDU represented as a

chain of one or more MPDUSs.

[0090] If the NIC 202, 302 supports WEP offload but does not support fragmentation offload
then in addition to the MSDU the interaction also includes the MSDU represented as a chain of
one or more MPDUs and the station driver 206 or access point driver 304 applies fragmentation
if needed and the fragments are sent in MPDUSs. If the NIC 202, 302 does not support
fragmentation offload or WEP offload, the interaction between the NIC and the station 200 or
access point 300 also includes the MSDU represented as a chain of one or more MPDUs and the
station 200 or access point 300 applies fragmentation (fragments are sent in MPDUS) and/or

WEP (WEP is applied after fragmentation).



information specific to the 802.11 protocol to the NIC 202, 302. The pointer to this 802. Dlecextengi@005
information can be retrieved through the command NAdJ,is_Get_Packet_Media_Specific_Info. This
command returns a pointer to the media specific info,"which is actually a pointer to DOT11
Send_Extension_Info. The NIC 202, 302 must retrieve the extension information of an outgoing packet
using Ndis_Get_Packet_Media_Specific_Info. The information included in the response to this command
includes information necessary to retrieve the MPDU from an MDL chain. The packet descriptor can

describe pigoe] a singlgidvtidatbanaliMRDRisc kaaeatad ek asinglg0VERB stali¥ IR0 Pdreednformation that

is provided is a uDontFragment bit, a hWEPOffload handle and the number of fragments. The

uDontFragrogntipindpectes whieisarthe Mitod®ido IR 19RD 2020302 NtTthe RAcketothr BYYER Offload

handle is a handle to the WEP row to be used for encrypting the packet (if it is not fragmented) or for
encryptinggashvir agforantiohtbannraketéiidt inrbiagmestemmbhe station 200 or access point 300

guarantees that the handle value that it passes here remains valid for the duration of the call. If the NIC

202, 302190iRpais Fragkee Matipn Sptitvrel, [HTen TtHiusirstrna ieWinE opbaadr thiite MKdi29gecifie does not
support fragmentation offload, then the station 200 or access point 300 applies fragmentation if needed.

The acceggo peilitBaotuatptiepantepabesr MER-aachRxsmioih thefdN Ithe GAC3AL dses mostsupport WEP
encryption. If fragmentation in hardware is not supported and the NIC 202, 302 can not send the packet

unfragmestaevdhien dhelviéh 200r3adoebiras angngqRoRee Birigs up. On receiving that 21 December
2005 44 status code, the station 200 or access point 300 will re-query the fragmentation threshold and
Ndis_Get _Packet Media_Specific_Info. The information included in the response to this
command includes information necessary to retrieve the MPDU from an MDL chain. The

packet descriptor can describe either a single MSDU or all MPDUs (fragments) of a single

MSDU.

[0092] Other information that is provided is a uDontFragment bit, a hWEPOffload handle
and the number of fragments. The uDontFragment bit denotes whether the NIC 202, 302 can
fragment the packet. The hWEPOffload handle is a handle to the WEP row to be used for
encrypting the packet (if it is not fragmented) or for encrypting each fragment of the packet (if it
is fragmented). The station 200 or access point 300 guarantees that the handle value that it passes
here remains valid for the duration of the call. 1f the NIC 202, 302 supports fragmentation
offload, then it must support WEP offload. If the NIC 202, 302 does not support fragmentation
offload, then the station 200 or access point 300 applies fragmentation if needed. The access
point 300 or station 200 applies WEP encryption if the NIC 202, 302 does not support WEP
encryption. If fragmentation in hardware is not supported and the NIC 202, 302 can not send the

packet unfragmented, then the NIC 202, 302 returns an appropriate status up. On receiving that



maximum MPDU size from the NIC 202, 302. [0093] The NIC 202, 302 must use the 5IpEd 8822005
send extension information in specific ways. The follfi%ging enumerates how the 802.11 NIC must use the
supplied 802.11 send extension information: 1) uDontFragment bit is clear, Number Of Fragments =0
and hWEPOffload is NULL The NIC 202, 302 uses the top level NDIS_PACKET structure to get the
descriptiemek Haadaskstalofooohrincdeagpopmntide RarkeyliagerssrRighattatlonsHieHaMPRAYVEP to each
fragment of the packet (if the packet is fragmented) or to the packet (if the packet is not fragmented). 2)
uDontFragmenthitNePeieasi AN wroketh©Nfcaenpests = 0 and hWEPOffload is not NULL The NIC 202, 302
uses the top level NDIS_PACKET structure to get the description of the packet buffer chain, fragment the
packet if necessary, use hWEPOffload handle value to locate the WEP key and apply WEP to each
fragment of the packet (if the packet is fragmented) or to the packet (if the packet is not fragmented). In
either cageodBp NIGrheeers 20 lkocairubuiters éaiulipHears M. ITead eranniticinfopeatryeindoesn't allocate
the ICV or IV in this case is because it doesn't know whether the NIC 202, 302 will fragment the packet
(MPDU nrgpedifigwagagtstiiBowimeeNlic eafkebashangsopdynrncaaliyt bigdhiee Nispugpsozling upon the
PHY error rate). 3) uDontFragment bit is clear, Number Of Fragments > 1 and hWEPOffload is NULL The
station 2@evacoassspRinh P giarantees that this case never occurs as when uDontFragment bit is clear,
the NIC 202, 302 supports fragmentation in hardware. 4) uDontFragment bit is clear, Number Of
Fragments > 1 apdimaAtPQifiead istnotliear, Number Of Fragments = 0 and hWEPOffload is NULL

The NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of
the packet buffer chain, fragment the packet if necessary and does not apply WEP to each
fragment of the packet (if the packet is fragmented) or to the packet (if the packet is not
fragmented).

2) uDontFragment bit is clear, Number Of Fragments = 0 and hWEPOffload is not
NULL

The NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of
the packet buffer chain, fragment the packet if necessary, use hWEPOffload handle value
to locate the WEP key and apply WEP to each fragment of the packet (if the packet is
fragmented) or to the packet (if the packet is not fragmented). In either case, the NIC
needs to allocate buffers for ICV and IV. The reason the upper layer doesn’t allocate the
ICV or IV in this case is because it doesn’t know whether the NIC 202, 302 will fragment
the packet (MPDU maximum length state in the NIC can be changed dynamically by the
NIC depending upon the PHY error rate).

3) uDontFragment bit is clear, Number Of Fragments > 1 and hWEPOffload is NULL

The station 200/access point 300 guarantees that this case never occurs as when
uDontFragment bit is clear, the NIC 202, 302 supports fragmentation in hardware.

4) uDontFragment bit is clear, Number Of Fragments > 1 and hWEPOffload is not
NULL

The station200/access point 300 guarantees that this case never occurs as when
uDontFragment bit is clear, the NIC 202, 302 supports fragmentation in hardware (which
implies that it also supports WEP offload).

5) uDontFragment bit is set, Number Of Fragments = 0 and hWEPOffload is NULL

The NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of
the packet buffer chain, does not fragment the packet and does not apply WEP to the
packet before transmitting it on air.

6) uDontFragment bit is set, Number Of Fragments = 0 and hWEPOffload is not NULL

The NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of
the packet buffer chain, does not fragment the packet and uses the hWEPOffload handle



NULL The station200/access point 300 guarantees that this case never occurs as %Q?‘iﬂﬂmﬁ%%qﬁent
bit is clear, the NIC 202, 302 supports fragmentationég hardware (which implies that it also supports
WEP offload). 5) uDontFragment bit is set, Number Of Fragments = 0 and hWEPOffload is NULL The
NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of the packet buffer
chain, does not fagimenséhe RRCWEE RREYIARFNBHAAEY YR tnthet. Prolkes Beor@dransmesngnit on air.
6) uDontFragmejakpiids meld UMbei b Hfragranie\F dhany BVRRQHeht7eeedy Ybint 308 WIE 202, 302
ftagment the packel ane uses the (WEBOLload handle 21 Decenibor 2005 A8 e to focals the WEP
ragment the pacgkef.and uses t A 0 e ecember ue to e the

o and appy VLB S B P 5 BT CABE503 K0S P RSN busers for
ICV and IV as the tiatsop20atedisst faoicti300frie wpderve th P GICESTIdedCNWesd | IM B aIready
allocated for theTpadkbe. 202, Baththoadinesatthét derse g NDOTHEr ER AGIEBERTISDES@RIPAIYEPOffload is
NULL In this scenantiarethighb ubiet t Redgnadritizesop persifiviol Sf PATKE FENBCibeTEN MBI UBIFOhe NIC
202, 302 shoulcsusettng vayMedaspadifaAGMERND PiSERIFMOR $tuet NS ((PACOET
IFragmentDescrptatsridin get DO DifteSaid De BT BENG OO N diREDt ftrunhere)fffagmdeti&Soeealficinformation
pointer of the topsurINEIT RNCKIES) astfuictncd appg MHiePdff sathhcdemgihbef@adahsgitiegti{mnmber of
fragments is eqaal to usNumberOfFragments) and do not apply WEP to each fragment before

transmitting it 0%) uDontFragment bit is set, Number Of Fragments > 1 and hWEPOffload is not NULL
In this scenario, the buffer chain of the top level NDIS_PACKET describes all MPDUs.

The NIC 202, 302 should use the array of DOT11_FRAGMENT_DESCRIPTOR
structures (the Dot11FragmentDescriptors field of DOT11_SEND EXTENSION_INFO
structure) from the MediaSpecificinformation pointer of the top level NDIS_PACKET
structure to get the offset and length of each fragment (number of fragments is equal to
usNumberOfFragments) and use hWEPOffload handle value to locate the WEP key and
apply WEP to each fragment before transmitting it on air. In this case, the NIC does not
need to allocate buffers for ICV and IV as the station 200/access point 300 will ensure
that the buffers for ICV and IV are already allocated for each fragment of the packet.
[0094] If there’s any failure while processing the packet, the NIC should indicate an
appropriate status and should also update appropriate statistics in its configuration table. The
status codes returned should be one or more of the following (these are defined in a later
section): DOT11 STATUS_SUCCESS - For successful transmit or receipt of a MSDU;
DOT11_STATUS_RETRY_LIMIT_EXCEEDED - Undeliverable for an unacknowledged
directed MSDU when the ShortRetryMax or LongRetryMax retry limit would otherwise be
exceeded. Type of status — Failure; DOT11 STATUS_UNSUPPORTED_PRIORITY - For
unsupported priority for priorities other than Contention or ContentionFree. Type of status —
Failure; DOT11 _STATUS _UNSUPPORTED_SERVICE_CLASS - For unsupported service

class for service classes other than ReorderableMulticast or StrictlyOrdered. Type of status —

Failure; DOT11 _STATUS_UNAVAILABLE_PRIORITY - For unavailable priority for



air. 8) uDontFragment bit is set, Number Of Fragments > 1 and hWEPOffload g it Niider!Bdbis
scenario, the buffer chain of the top level NDIS_PACKET describes all MPDUs. The NIC 202, 302 should
use the array of DOT11 FRAGMENT DESCRIPTOR "structures (the Dotl IFragmentDescriptors field of
DOT11 SEND EXTENSION INFO structure) from the MediaSpecificlnformation pointer of the top level

NDIS PACHrhtiiiFresbiRHenart pomptissidantoeraianbisacth aasrensénHeTsDY firganemisds equal to
usNumberOfFragments) and use hWEPOffload handle value to locate the WEP key and apply WEP to

each fragmend pefeikd arnomitieruobermibnNTie easetise Miordegmat need to allocate buffers for ICV
and IV as the station 200/access point 300 will ensure that the buffers for ICV and IV are already

allocatedpgrraacis fragusnuefAvenpapist H008rMIcre e sray -fadrimavhilkineoeesringlbe foacket, the
NIC should indicate an appropriate status and should also update appropriate statistics in its

configuragieietiglelefdtbsetatiesgraand etatioRt poakidniaanerehnhesaeat bl dptitminglihesagpe defined
in a later section): DOT11_STATUS SUCCESS - For successful transmit or receipt of a MSDU; DOT11

STATUSoRIRER Y- JkifgirhafotzE BDEDL - Sindglysraing fovsDunackver| aoige iR EbeateddiGerbwhen the

ShortRetryMax or LongRetryMax retry limit would otherwise be exceeded. Type of status - Failure;

DOT11_Shéd B@nskiNSId BBOREE 2 42 RdENTEX FramithsSDRA RS 1pE Qéty fo sudestifab datigsrihan
Contention or ContentionFree. Type of status - Failure; DOT11

STATUSTUNSYRRGRTIENUSERVICE_SLAESS- BRANVAIRPGLE BIYicendédgfableaer/iteRsssses other
than ReorderableMulticast or StrictlyOrdered. Type of status - Failure; DOT11 STATUS UNAVAILABLE
PRIORITWas &odilaby aigbde pstatity feraa lrDasember2085US EXCESSIVE_DATA LENGTH

- For excessive data length packet if uDontFragment bit is set and the card can not send the

packet unfragmented. Type of status — Failure; and DOT11 STATUS _ENCRYPTION_FAILED

— Failed to encrypt the packet for any reason. Type of status — Failure.

[0095] In addition to the NDIS_PACKET, the NIC 202, 302 shall pass up information
specific to the 802.11 protocol. The pointer to the extension information can be retrieved through
Ndis_Get _Packet Media_Specific_Info. The 802.11 NIC must use

Ndis_Set Packet Media_Specific_Info to set the extension information of an incoming packet.
The NDIS packet descriptor containing the DOT11_Recv_Extension_Info will describe a
reassembled full size packet (only if the NIC 202, 302 has performed reassembly) or a packet
that is not a fragment while the pNdisPackets in the DOT11 Recv_Extension_Info will describe
the fragments only if fragments were received and were not reassembled. The top level NDIS
packet descriptor containing DOT11 Recv_Extension_Info will not describe any packet buffer

chain in the case when the packet was received as a set of fragments and was not reassembled. It



46 ContentionFree when no point coordinator is available, in which case the MSBY |sdtaftsputtedowith a

provided priority of Contention. Type of status - Infor%‘ftional; DOT11 STATUS UNAVAILABLE SERVICE
CLASS - For unavailable service class for StrictlyOrdered service when the station's power management
mode is other than "active". Type of status - Informational; DOT11_STATUS XMIT_MSDU_TIMER

EXPIRERyi Inghelivesehls: avkassdirdniamiid ReHitimeeerchetkaliasDensmithés ol Nibesin et before
successful delivery. Type of status - Failure; DOT11_STATUS_UNAVAILABLE _BSS - Undeliverable as

no BSS wabranmilzbiee Iopensd plabisfersaidtoes PENEAIngST 4g.US _EXCESSIVE _DATA _LENGTH - For
excessive data length packet if uDontFragment bit is set and the card can not send the packet

unfragmented. Type of status - Failure; and DOT11 STATUS ENCRYPTION FAILED - Failed to encrypt
the packet for any reason. Type of status - Failure. [0095] In addition to the NDIS_PACKET, the NIC 202,

302 shalljpass] up igarenaifermapesifitatostea BYha Npoo2oeORORAMGHatSSreribe rEnsiniighiprmation
can be retrieved through Ndis_Get_Packet _Media_Specific_Info. The 802.11 NIC must use

Ndis_SettRagkein Mesiandpeaitioaliticve setibeastensignysfcinediiin 9has naosingrrekdt. The NDIS
packet descriptor containing the DOT11_Recv_Extension _Info will describe a reassembled full size

packet (auipOfb ecdlve) Aus bR sfsrgrermeathdersaeaydy hointpaekRD iBatdskeot mucageenthahile the
pNdisPackets in the DOT11_Recv_Extension _Info will describe the fragments only if fragments were

received @ictiyesertingg spasisiesielesptibnetogeieirg) pHFynhakebhslasatifdotheodainimig transfer.

DOT11 Recv_Extension _Info will not describe any packet buffer chain in the case when the packet was

received Biscaaleivet valmeats Goentsrmot Ceatsaiohiade.ITA3 ddecemben200h contains the status
filled by the NIC 202, 302 when it indicates a MSDU up. If the status is success, this field
contains DOT11_Status_Success plus any informational status codes if applicable (all applicable
status codes need to be OR’ed). If the NIC 202, 302 encounters a failure before it could indicate
the packet up, then it should drop the packet and update appropriate statistics in its configuration
table. In this case, the NIC 202, 302 must not indicate the packet up. The number of MPDUs
received contains the number of MPDUSs received by the NIC 202, 302 to form the MSDU that is
being indicated up and it must contain a value that is greater than or equal 1 and less than
DOT11_Max_Num_Of_Fragments. The number of fragments contains the number of fragments
returned by the NIC 202, 302. If the NIC 202, 302 supports defragmentation offload, then it
must support WEP offload. If the NIC 202, 302 does not support defragmentation offload, then

the station 200/access point 300 applies defragmentation if needed. If the NIC 202, 302 also

does not support WEP offload, then the station 200/access point 300 applies WEP decryption.

[0097] The following enumerates how the NIC 202, 302 must fill in the 802.11 receive

extension information in each of the following scenarios.



47 will either describe a reassembled or a non-fragmented packet (MSDU). In casg ¢hdeRYeit 2005

remove the ICV and IV buffers before indicating it up é0096] Other information that is set by the NIC 202,
302 includes priority, received signal strength in dBnL]i and in a qualitative metric across all physical media
types, status, number of MPDUSs received, number of fragments and an array of pointers to NDIS-Packet

structures. The 119fipdﬁkﬁﬂ’@mwwﬁiﬁ%mﬁgmﬁﬂa{w@%@GQe@fﬂ\@tihééhﬁbWQ%lpiﬁ%ﬂi f@ftﬂéepdéﬁ@tunit
transfer. The allowed values are Contention or ContentionFree. The status information contains the

tatus filled b IC.202, 302 when.it indjcates.a MSDU up. If the st ' , this field tai
DOTLL. Statue-SIAMEL ek M HFSMIRAIGH A LT LS L RN P B B Bk codes
need to be OR'ed).

If the NJC 202 t failyre before.i indicate th Kk , then it
Chould drop the FREREU Bt e Al oA StlkCERs NP ED QPR AEERE o o QLR lhe NiC.
202, 302 t indicate th ket up, Th PDU ived ins.t ber of
MPDUS receneltby/ HERTE 20 52 ITEHH: FERRIBEHHAE SUinh RN U B KLt contan a
value that is greater %pan r? ual ]}gg d%lfiss Fan DOT11 Max_Num_Of Fragments. The number of
fragments contalt§ Ssﬁu%ﬁbg? B4 gtk% t5M&lrned by the NIC 202, 302. If the NIC 202, 302 supports

defragmentation offload, then it must support WEP offload. If the NIC 202, 302 does not support
defragmentatiorifdfftwved, aing faithe beftontROOIHEAO2s 30 w8 QDI aqhiptitest ok frandetdn s thaedued. If the
NIC 202, 302 also does not support WEP offload, then the station 200/access point 300 applies WEP
decryption. [009Y]T BeZcdashgudth dropthtegaaket dhd dxRCGPPBOY intestdiibiltthe B0 Ll geetior
extension information in each of the following scenarios. 21 December 2005

table.

2): Packet received is not a fragment, WEP needs to be applied to the packet and WEP

key needed is not available in the card or WEP in hardware is unsupported

Set 802.11 receive extension information in the following way before indicating the
packet up: Status = DOT11_STATUS_SUCCESS |
DOT11_STATUS_WEP_KEY_UNAVAILABLE, Number Of MPDUs Received =1,
Number Of Fragments = 0, pointer to array NULLed out. The top level NDIS PACKET

must describe the packet buffer chain.

If there’s any failure before the NIC 202, 302 could indicate the packet to NDIS then the
NIC 202, 302 should drop the packet and update appropriate statistics in its configuration

table.

3): Packet received is not a fragment, WEP needs to be applied to the packet and WEP

key needed is available in the card

Set 802.11 receive extension information in the following way before indicating the

packet up: Status = DOT11_STATUS_SUCCESS | DOT11_STATUS_ICV_VERIFIED,



48 1): Packet received is not a fragment and WEP does not need to be applied t94ths-pagkss Sei@H2.11
receive extension information in the following way befgre indicating the packet up: Status =

DOT11_ Status_Success, Number Of MPDUs Received = 1, Number Of Fragments = 0, and pointer to
array NULLed out. The top level NDIS_PACKET must describe the packet buffer chain. If there's any

failure before thriihge2 @4, MPD crutd deidigdte the paskeOIFNIge: Hien tpoter 292rapRishqwd drop the

packet and update appropriate statistics in its configuration table. 2): Packet received is not a fragment,
WEP needs to heiampkaditeiie RekePATKWE hisaeemedHe palkavailalieckuihe card or WEP in

hardware is unsupported Set 802.11 receive extension information in the following way before indicating
the packet up: Status = DOT11 STATUS, S OT 11 STATUS WEP K AVAILABLE,
Nurnber Of MPOUHREABFLTE RRIBAROYIG 20 ele DU B E Py RUPI SR Ei0p evel
NDIS PACKET mus O%e ribe the packet buffer chaip. If there's any failyr .thefore. he NIC 202, 302 could
inlicate the pachit BKOIC O TE RS H3S 502 LR B TR AUCREL e JpeoRDpHb e
statistics in its Co?’ji uration table. 3): Packet received is not a fragment, WEP needs to be applied to the
packet and WEHS y needed is available in the card Set 802.11 receive extension information in the
following way before indicating the packet up: Status = DOT11_STATUS _SUCCESS I DOT11_STATUS
_ICV_VERIFIER): Packet received is a fragment, all fragments have been received within the fragment

receive time interval and WEP does not need to be applied to the fragments

Set 802.11 receive extension information in the following way before indicating the

packet up:

If the card supports defragmentation in hardware then the values should be as
follows: Status = DOT11 STATUS_SUCCESS |
DOT11_STATUS_PACKET_REASSEMBLED, Number Of MPDUs Received =
Number of fragments received, Number Of Fragments = 0, pointer to array
NULLed out. The top level NDIS_PACKET must describe the reassembled

packet buffer chain.

If the card doesn’t support defragmentation in hardware then the values should be
as follows: Status = DOT11_STATUS_SUCCESS |

DOT11 STATUS PACKET_NOT_REASSEMBLED, Number Of MPDUs
Received = Number of fragments received, Number Of Fragments = Number of
fragments received, pointer is to an array of NDIS_PACKET structures with the

number of entries in the array equal to the number of fragments received. Top



21 December 2005 49 Number Of MPDUs Received = 1, Number Of Fragments = Op pqijaies ieharayos
NULLed out. The top level NDIS_PACKET must descyibe the packet buffer chain. If there's any failure
before the NIC 202, 302 could indicate the packet to'NDIS then the NIC 202, 302 should drop the packet
and update appropriate statistics in its configuration table. 4): Packet received is a fragment, all

fragments have been rreeiven (SithiInGRE ragieed e asi \RetivaexEtnrrIrandiN\GE the orst Righeed to be
applied to the fragments Set 802.11 receive extension information in the following way before indicating

the packet up: If the carfguaneItsy fekaumeniatioririhg TS dben thalvalueroskagld fers) follows:
Status = DOT11 STATUS SUCCESS | DOT11_STATUS PACKET _REASSEMBLED, Number Of

out. The top fovel NDIS! WACRETILL B LEIH T o ebordHech JLLRUE BB R TPIRD carl coean

SUCCESS | DOTLT SPRIE SAGRET NP RERS SR 07 ORI B O0d Yo =

Number of fragments received, Number .Of Fragments = Number of fr ents received, pointer is to an
array of NDIS_PACKE";\ln tFBgdﬂ}?éé)Wﬁerﬂtg ﬁﬁ%%%%sr B! n‘iﬂéﬁqwﬁ(ﬁ@ %%ﬁi})'equal to the number of

fragments received. Top
5): Packet received is a fragment, all fragments have been received within the

fragment receive time interval, WEP needs to be applied to the fragments and

WEP key needed is not available in the card or WEP in hardware is unsupported

Set 802.11 receive extension information in the following way before indicating
the packet up: Status = DOT11_STATUS_SUCCESS |
DOT11_STATUS PACKET _NOT_REASSEMBLED |

DOT11 STATUS WEP_KEY_UNAVAILABLE, Number Of MPDUs Received
= Number of fragments received, Number Of Fragments = Number of fragments
received, Pointer to an array of NDIS_PACKET structures with the number of
entries in the array equal to the number of fragments received. Top level

NDIS_PACKET must describe the packet buffer chain of the first fragment.

If there’s any failure before the NIC 202, 302 could indicate the fragments to
NDIS then the NIC 202 ,302 should drop the fragments and update appropriate

statistics in its configuration table.

6): Packet received is a fragment, all fragments have been received within the
fragment receive time interval, WEP needs to be applied to the fragments and

WEP key needed is available in the card



21 December 2005 50 level NDIS PACKET must describe the packet buffer chain of the irstﬁl}r%?m%egtgig
order to bypass the NDIS checking (NDIS doesn't a"%ﬁ/ zero-length packet) If there's 4 be

the NIC 202, 302 could indicate the reassembled patket or fragments to NDIS then the NIC 202, 302
should drop the fragments and update appropriate statistics in its configuration table. 5): Packet received

is a fragment, all fragnsnisohamerbeavereRRIH iR HARoROMERI KRRV BRI VRIGARG needs to

be applied to the fragments and WEP key needed is not available in the card or WEP in hardware is

unsupported Set 802. lhg'gaeiée @xtansieriniaippiins derhgnichewinginry-brtosaredigrtingusse packet
up: Status = DOT11_STATUS SUCCESS | DOT11_STATUS PACKET NOT REASSEMBLED |

DOT11_STATUS _WERal B ¥eldblforonsABlakusNunyer OSVIRRUS Bectiyss = Number of fragments

received, Number Of Fragments = Number of fragments received, Pointer to an array of NDIS PACKET

structures with the nunmieTof SMAESE HRCGKEY GRRESEMBDEMer of fragments received. Top level
NDIS_PACKET must describe the packet buffer chain of the first fragment. If there's any failure before the

NIC 202, 302 could indirate the Tragwsnis Vo \NHRB fhen KhienbdEE0ABOR s Redkthatop therfiegotents and
update appropriate statistics in its configuration table. 6): Packet received is a fragment, all fragments

have been received withigrieatSracenan reoeiver DN erajatas YT Boieer oterks apriiad etbet fragments
and

The top level NDIS_PACKET must describe the packet buffer chain of the first

fragment in order to bypass the NDIS checking (NDIS doesn’t allow zero-length

packet)

If the card doesn’t support defragmentation in hardware then the values should be
as follows: Status = DOT11_STATUS_SUCCESS |
DOT11_STATUS PACKET _NOT_REASSEMBLED |

DOT11 STATUS ICV_VERIFIED, Number Of MPDUs Received = Number of
fragments received, Number Of Fragments = Number of fragments received,
pointer is to an array of NDIS_PACKET structures with the number of entries in
the array equal to the number of fragments received. The top level
NDIS_PACKET must describe the packet buffer chain of the first fragment in

order to bypass the NDIS checking (NDIS doesn’t allow zero-length packet)

If there’s any failure before the NIC 202, 302 could indicate the reassembled
packet or fragments to NDIS then the NIC 202 ,302 should drop the fragments

and update appropriate statistics in its configuration table.



WEP key needed is available in the card 51 21 December 2005 Set 802.11 receive exten$iiz dnfPyenaiips
in the following way before indicating the packet up: %the card supports defragmentation in hardware
then the values should be as follows: Status = DOTII STATUS SUCCESS | DOT11_STATUS
PACKET_REASSEMBLEDI DOT11 STATUS _ICV_VERIFIED, Number Of MPDUs Received = Number

of fragmpyuggeceiv@sy MambeCPbRrrDets cals RANECTIagas gt tHelet autexidigitor 16\RE NDIS
PACKET must describe the packet buffer chain of the first fragment in order to bypass the NDIS

checkings(AHabPddQBRss fiatltRirreiavienash desaisdy | tibentar wneperhe s Ry lefrzmmentatienie
hardware then the values should be as follows: Status = DOT11 STATUS SUCCESS | DOT11_STATUS

PACKETspifioir Rbfeesdsdvidistt BooRET tht Sdradietsedtancy 6RIpdRRoNuRtRIOL 0PI sideeeived =

Number of fragments received, Number Of Fragments = Number of fragments received, pointer is to an

array of NENS| RASeKErmSHICHYR DHiEsERR dLLRIr L. Ip&ation the @y Bl ved uendicone ey of
fragments received. The top level NDIS_PACKET must describe the packet buffer chain of the first

fragmenttiat viiEbd@&ypides 1he fypitalchecking(DIS doesn't allow zero-length packet) If there's any
failure before the NIC 202, 302 could indicate the reassembled packet or fragments to NDIS then the NIC

202,302 should drop the fragments
[0099] A NIC supporting a station 200 operating in the infrastructure mode may be asked to
perform the following sequence of operations after a reboot or a software reset. Those skilled in
the art will recognize that only portions of the sequence of operations might be executed in each

pass since the previous software reset or reboot.

[0100] The station 200 may query the capabilities of the NIC 202. The calls made to the NIC
202 includes the following OID calls: OID_DOT11_Offload_Capability,

OID_DOT11 Operation_Mode_Capability, OID_DOT11 Optional_Capability,
OID_DOT11 CF _Pollable, OID_DOT11 Operational Rate Set,

OID_DOT11 Supported PHY_ Types, OID_DOT11 Diversity Support,

OID_DOT11 Supported Power_Levels, OID_DOT11 Reg Domains_Support_Value, and
OID_DOT11 Supported_Data Rates Value. Once the capabilities are known, the station 200
may optionally set current capabilities of the NIC 202. This includes the following OID calls:
OID_DOT11 Current_Offload_Capability, OID_DOT11 Current_Operation_Mode,
OID_DOT11 Current_Phy Type, OID_DOT11 Current_Optional_Capability, and

OID_DOT11_Diversity_Selection_RX.



and update appropriate statistics in its configuration table. 21 December 2005 52 [GQ98LNowBab s OID
and IOCTL calls and IOCTL calls and the 802.11 extensions to the standard NDIS functions have been
described, the interaction between the NIC 202, 302 anhd the station 200/access point 300 and the
expected sequence of operations the NIC 202, 302 may be asked to perform will now be described for

various opa@tjon MoResaldie288aHeyeR OIS HRdRANYY padrserber BIDymieairpetof events. [0099]

A NIC supporting a station 200 operating in the infrastructure mode may be asked to perform the

following eamenes Ht aReoAlS fnpiierdt eleskanhy srfawhiert. dinreeGkiled XN theniicwill recognize
that only portions of the sequence of operations might be executed in each pass since the previous

software figgehfll belspetaliitO (et kel RtatomaR0renay IguURbEdpararrReM iR &f derN Ga20 ndeg galls
made to the NIC 202 includes the following OID calls: OID_DOT11_Offload _Capability,

OI1D_DOpbd thévgetationt Medeanforpaniityh My He CHahbeOotignerd edamaigiibint are:
OID_DOT11 CF_Pollable, OID_DOT11 Operational _Rate Set, OID_DOT11 Supported PHY_Types,

OID _DOJH._[Diversityerpippasé, OID_DOT11 SAmorterxPowefthleNBIsDOT11 MAC_Address,
OID_DOT11 Reg_Domains-Support ‘Value, and OID_DOT11 Supported_Data_Rates_Value. Once the

capab|I|t|@5|[ale)mNgsmmat_ammmgmmgmlmm@ibivsm_m@magzapab|I|t|es of the NIC 202. This
includes the following OID calls: OID_DOT11_Current _Offload _Capability,

OID_DODIb_OwTant Capeisatirx_Maden) @ DDODIL1Cuuresnit_PRyPdywee, @I, DOT11_Current
_Optional _Capability, and OID_DOT11_Diversity _Selection RX.

OID_DOT11 Supported_TX_Antenna, and OID_DOT11 Supported RX_Antenna. For NICs
supporting FHSS PHY, the list of parameters also includes: OID_DOT11 Hop_Time,
OID_DOT11_Current_Channel_Number, OID_DOT11 Max_Dwell_Time,
OID_DOT11_Current_Dwell_Time, OID_DOT11_Current_Set, OID_DOT11_Current_Pattern,
and OID_DOT11 Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,
OID_DOT11_Current_ CCA_Mode, OID_DOT11 _ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,

OID_DOT11_CCA_Watchdog_Count_Max, OID_DOT11_CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.

[0102] The station 200 issues a scan request (active or passive) OID call
(OID_DOT11_Scan_Request). The beacon and probe response frames during the scan are
indicated using the rules of the miniport receive path extension as explained in the discussion on

802.11 extensions to standard NDIS functions. These rules apply to all received packets.



21 December 2005 53 [0101] The station 200 may also query and set NIC parametets) visebkhsal2005
These parameters are the ones that are not affecte E)y the current state of the 802.11 LAN in which
they will be operating. Set calls are made for only those parameters whose default values need to be
changed. List of parameters which may be changed or queried at this point are: OID_DOT11_Temp

_Type, OR08P T1 P DidaMaudde neshenBubeit AN okanItddrens st&didh 200 Tkl SHRARHYY,
OID_DOT11_Current_TXAntenna, OIDDOT11Current RXAntenna, OID DOT1 1 Current TX Power Level,

OID_DO§idérpatipsuted CTparAéens &i20059] Drhé@dardmeteppardare dnks taternasfbaedbGsheupporting
FHSS PHY, the list of parameters also includes: OID _DOT11 Hop_ Time, OID_DOT11 Current

_Channetyritamisas 6?Re B2 TiHY Mein e tHdneil B YpeH A wee ohliRvied rhise fdpBaROT11Current
Set, OID_DOT11_CurrentPattern, and OID _DOT11_ Current _Index. For NICs supporting DSSS PHY

the list oftpeyapaeiaistelswhiog wesiOIRuE QdddLiobereantgddhangedf parameters which may be
OID_DOT11_CCA_Mode_Supported, OID_DOT11_Current _CCA_Mode, OID _DOTI | ED Threshold.

For NICscaapgariong i iddY tHiedisihofmehiasn etrms By inclopaatioHa_R4T Bkt CCA_Watchdog-Timer
_Max, OID_DOT11 CCA Watchdog Count _Max, OID_DOT11 CCA_ Watchdog _Timer Min, and

OID-DO Db OsATMatcheeg FasnDdinaiid iib2lcahecsiahan A0 issidre acapamsdrue pefasiiveldypassive)
OID call (OID _DOTI | Scan _Request). The beacon and probe response frames during the scan are

indicatediisNgCtRe7))les®f UETiNporteracTiXe AaidhexteNEioD @F EXtainest iR eAdigemasion on 802.11

extensions to standard NDIS functions. These rules apply to all received packets.
OID_DOT11 Current_TX Power_Level, OID_DOT11 Supported TX_Antenna,
OID_DOT11_Supported RX_Antenna, and OID_DOT11_Diversity_Selection_RX. For NICs
supporting FHSS PHY, the list of parameters also includes: OID_DOT11 Hop_Time,
OID_DOT11_Current_Channel_Number, OID_DOT11 Max_Dwell_Time,
Current_Dwell_Time, OID_DOT11 Current_Set, OID_DOT11_Current_Pattern, and
OID_DOT11_Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,
OID_DOT11_Current_ CCA_Mode, OID_DOT11 _ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,
OID_DOT11 CCA_ Watchdog_Count_Max, OID_DOT11 CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.

[0104] The station 200 may send the NIC 202 a join request (OID_DOT11 Join_Request) to
an Infrastructure BSS. Once a join request has been successfully completed, the NIC 202 may

on its own or may be asked to do the following:



21 December 2005 54 [0103] Once a scan request has been successfully completesl; the StatioL, 2 gnay
optionally query and set NIC parameters via OIDs. These parameters are the ones that are affected by
the current state of the 802.11 LAN in which they will‘be operating. Set calls are made for only those
parameters whose default values need to be changed. List of parameters which may be changed or

queried at this ppirbinside: DIk IPRATMaPReRpamalxRALR Hat e IRInEY Rbble frLiiesb2Reg_Domain
(the call requires that a passive scan has been performed by the NIC 202), OID_DOT11_Current _TX

Antenna, OID_[ddslafsuty enphditd RDISTIActiohe 1d$pdckds &rdreentl tHepacrRMEiveREkhe NIC
OID_DOT11 Supported_TX Antenna, OID_DOT11 Supported RX_Antenna, and OID _DOT11_Diversity

_Selection _RX2&pbNikesstatiop 200 gThe REFPIIY ntag Hishobnadariatetisedtstoinmy e i when
_DOT11_Hop_Time, OID_DOT11_Current _Channel _Number, OID_DOT11_Max_Dwell _Time, Current

Dwell Time, OIRRRInLES paremetes acxdeifed Withurient Blmteind Aodfiedl Pel@Xidhl26iusrant _Index. For
NICs supporting DSSS PHY the list of parameters also includes: OID_DOT11_Current _Channel,

OID_DOT11_Cgfanlytodeosumpiséhd @R QT ILL_[SomentMeI0A_Mada.cadith, DOTI | ED Threshold.
For NICs supporting IR PHY the list of parameters also includes: OID_DOT11 CCA_Watchdog-Timer

_Max, OID DOZSJAd_diﬁb‘haWatﬁhdu@ﬁ@umyjmw@i@uﬂk@aﬂmmmqﬁmﬂmmwIn and
OID-DOT11-CCA-Watchdog Count Min. [0104] The station 200 may send the NIC 202 a join request

(OID_DOT11 JeixpRédesipie iamhnsestuekeadisss tdonasdaripND ESIfesitioas fesacgstessiully
completed, the NIC 202 may on its own or may be asked to do the following:
received packets and pass them up to the station 200. If the NIC 202 supports WEP
offload / upload, the NIC 202 may be offloaded a WEP row or an already offloaded WEP
row may be uploaded at any time using the OID_DOT11 WEP_Offload,
OID_DOT11 WEP_Upload, OID_DOT11 Default WEP_Offload, and
OID_DOT11_Default. WEP_Upload calls.
3) Process scan requests (OID_DOT11 Scan_Request) when asked
4) Always indicate probe response and beacon frames up. Also, indicate selected ACK
packets received for certain packet transmissions. NDIS send path extension is used to
indicate for which of the transmitted packet should the received ACK packets be
indicated up
5) Process all parameter query requests on Read-Only and Read-Write OIDs (including
statistics OIDs like OID_DOT11 WEP_ICV_ERROR_COUNT and
OID_DOT11 _COUNTERS_ENTRY). In addition, the list of parameters which may be
changed at this point include: OID_DOT11_Current_Packet_Filter,

OID_DOT11_Power_Mgmt_Mode, OID_DOT11 _RTS_Threshold,

OID_DOT11_Short_Retry Limit, OID_DOT11 Long_Retry_Limit,



21 December 2005 55 1) Follow the rules of miniport send path extension as expla ?hmﬁk%%
802.11 extensions to standard NDIS functions to process and send the packets glven to Eb
the station 200. The NIC 202 may be queried using the following OID calls when it changes parameters
associated with these OIDs and notifies the station 200 of the change through NDIS indications:

OID_DOT11_M8h D L engimedtatidditimiradeldne NIC 202 may follow the rules of miniport receive
path extension explained above in the 802.11 extensions to standard NDIS functions to process the

received packeto mnOwss1theak Uprtmdhnat SkA8U20etirtee MNHC 202 supports WEP  offload / upload, the
NIC 202 may be offloaded a WEP row or an already offloaded WEP row may be uploaded at any time

using the OID_[fp3 1 OEP Maftl raste DL B&Rel WEP_Upload, OID_DOT11_Default _WEP_Offload,
and OID_DOT11_ Default WEP_Upload calls. 3) Process scan requests (OID_DOT11 Scan_Request)

when asked 4) Always indicate probe response and beacon frames up. Also, indicate selected ACK
packets received for certain packet transmissions. NDIS send path extension is used to indicate for

which of fbeospnsnitiedtaackeDshawchibe isesely RlASofwackets heqirdiqEetuR S URsOCaFH |
parameter query requests on Read-Only and Read-Write OIDs (including statistics OIDs like OID DOT11

WEP |ICVsEfifReRt GaiNG MaDdis ekt f26kdtl TTMNTRSEsRiTrE0(bsts tdditicrrobedistcpbparameters
which may be changed at this point include: OID_DOT11_Current _Packet _Filter,
itself for a new join or a new start request with some intervening configuration OIDs and/or scan
request OID. The request also has a flag that tells the NIC 202 whether to preserve the current
settings or to reload the default settings. Upon successful completion of this request, the station
200 can repeat the expected operation sequence for any one of the four configurations depending

upon the capabilities of the NIC, surrounding 802.11 LAN state and user requested

configuration.

[0106] A NIC supporting a station 200 operating in an IBSS join mode may be asked to
perform the following sequence of operations after a reboot or a software reset. Those skilled in
the art will recognize that only portions of the sequence of operations might be executed in each

pass since the previous software reset or reboot.

[0107] The station 200 may query the capabilities of the NIC 202. The calls made to the NIC
202 includes the following OID calls: OID_DOT11_Offload_Capability,

OID_DOT11 Operation_Mode_Capability, OID_DOT11 Optional_Capability,
OID_DOT11_Operational_Rate_Set, OID_DOT11_Supported_Phy_Types,

OID_DOT11 Diversity Support, OID_DOT11 Supported_Power_Levels,



OID_DOT11 Power_Mgmt_Mode, OID_DOT11_RTS_Threshold, OID_DOT11 Short_ﬁelg éﬂg@r 2005
OID_DOT11 Long _Retry _Limit, 21 December 200556 OID_DOT11_Fragmentation_Thresh

OID_DOTI | Max Transmit MSDU Lifetime, and OID'DOT11 Max Receive Lifetime [0105] The station 200
may also issue a NIC software reset request (Reset_Request), which is different than the NDIS reset

request. Ohis MVVEIQFI@@QDW%Q%MNWQQ@ thprerarodvel fonghbrudmatar Ra&WaiaIS request
with some intervening configuration OIDs and/or scan request OID. The request also has a flag that tells

the NIC 20zZcuiretbgidds IRiesary kibaeute satfeitingsneitogatad yretdetrent seippRiddppmeuccessful
completion of this request, the station 200 can repeat the expected operation sequence for any one of

the four qerdigurativnsidepassiing folrawiHiecapedkties Of BETIIC Cowréat miNga80Z2 sbhibifdy, state and
user requested configuration. [0106] A NIC supporting a station 200 operating in an IBSS join mode may

be askeddepporm therielievoperagal anedQ ImEBONE alarramepagt pygesoftware reset. Those
skilled in the art will recognize that only portions of the sequence of operations might be executed in each

pass sine@ithenmavioussafhvanptiesst wapabnny, KHt0@] D hecrtiomARdsinaselkeribth®xapabilities of the
NIC 202. The calls made to the NIC 202 includes the following OID calls: OID_DOT11_Offload

_Capability, OID_DOT11_Operation_Mode _Capability, OID_DOT11_Optional _Capability,
OID_DOT11 Operational_Rate Set, OID_DOT11_Supported_Phy_ Types,
[0108] The station 200 may also query and set NIC parameters via OID calls. These

parameters are the ones that are not affected by the current state of the 802.11 LAN in which
they will be operating. Set calls are made for only those parameters whose default values need to
be changed. List of parameters which may be changed or queried at this point are:
OID_DOT11_Temp_Type, OID_DOT11 MPDU_Max_Length, OID_DOT11_MAC_Address,
OID_DOT11_Station_ID, OID_DOT11_Current_TX_Antenna,
OID_DOT11_Current_RX_Antenna, OID_DOT11 Current_TX_Power_Level,

OID_DOT11 Supported_TX_Antenna, and OID_DOT11 Supported RX_Antenna. For NICs
supporting FHSS PHY, the list of parameters also includes: OID_DOT11 Hop_Time,
OID_DOT11_Current_Channel_Number, OID_DOT11 Max_Dwell_Time,
OID_DOT11_Current_Dwell_Time, OID_DOT11_Current_Set, OID_DOT11_Current_Pattern,
and OID_DOT11 Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,
OID_DOT11_Current_ CCA_Mode, OID_DOT11 ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,
OID_DOT11 CCA_Watchdog_Count_Max, OID_DOT11 CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.



OID_DOT11_Diversity _Support, OID_DOT11 Supported_Power_Levels, 21 December 2005 57
OID_DOT11_Reg_Domains_Support_Value, and Olg DOT11_Supported_Data R&feBetainker 8aga21 Dec
the capabilities are known, the station 200 may optio %Ily set current capabilities of the NIC 202. This
includes the following OID calls: OID_DOT11_ Current _Offload _Capability, OID_DOT11_ Current
_Operation _Mode, OID _DOT11_Current Phy Type, OID_DOT11_Current _Optional Capablllty, and
OID_DOT11 Dlver5|ty_SeIect|on RX. [0108] The station 200 may also query and set NIC parameters

via OID qaiieoT hesehpataionteos asidbe sreséhata@driaiferiemnpy e ediresésiateqidsy 802.11 LAN
in which they will be operating. Set calls are made for only those parameters whose default values need

to be chamgedatdst Hidiscbreigssrsd Rinmeayirthghae g6 ardiiteatuidit RRNURISHT the
OID_DOT11 Temp _Type, OID_DOT11 MPDU_Max_Length, OID_DOT11 MAC_Address,

OID_DOTrhaisdatietelid SR ejathEich 4sesiprindXitntrniiscuNiBR e ddLLr@atRivhatenamdaid DOT1 1
Current TX Power Level, OID_DOT11 Supported_TX_Antenna, and OID _DOT11_Supported

_RX_Antrm 8. faatHs ST Resp@itingdpha6 dfhceivedipaekaparameters also includes: OID
_DOT11 Hop_Time, OID_DOT11 Current _Channel Number, OID_DOT11 Max_Dwell _Time,

OIDDOT11Current Dwell Time, OIDDOT11Current Set, OID_DOT11_CurrentPattern, and OID
_DOT11_Current _Index. For NICs supporting DSSS PHY the list of parameters also includes:

OID_DOTu0f urreDhedharnnabdQe HROTskh sGElsstdiigeoBipinetiate RURNOT Aay@ptenly
_CCA_Mode, OID _DOTI | ED Threshold. For NICs supporting IR PHY the list of parameters also

includes: c@éﬁﬂh@?e’ltl\l CGArateldag JiDer TIdsxparameters are the ones that are affected by the
current state of the 802.11 LAN in which they will be operating. Set calls are made for only
those parameters whose default values need to be changed. List of parameters which may be
changed or queried at this point include: OID_DOT11_ATIM_Window,
OID_DOT11 Operational Rate Set, OID_DOT11 Beacon_Period,
OID_DOT11_Current_Reg_Domain (the call requires that a passive scan has been performed by
the NIC 202), OID_DOT11 Current_TX_Antenna, OID_DOT11_Current_RX_Antenna,
OID_DOT11 Current_TX Power_Level, OID_DOT11 Supported TX_ Antenna,
OID_DOT11_Supported RX_Antenna, and OID_DOT11_Diversity_Selection_RX. For NICs
supporting FHSS PHY, the list of parameters also includes: OID_DOT11 Hop_Time,
OID_DOT11_Current_Channel_Number, OID_DOT11 Max_Dwell_Time,
OID_DOT11_Current_Dwell_Time, OID_DOT11_Current_Set, OID_DOT11_Current_Pattern,
and OID_DOT11_Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,

OID_DOT11_Current_ CCA_Mode, OID_DOT11 ED_Threshold. For NICs supporting IR

PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,



OID_DOT11 CCA Watchdog Count Max, OID_DOT11 _CCA Watchdog _Timer _KinDP&e¢mber 2005
OID_DOT11_CCA_Watchdog_Count _Min. 58 21 December 200521 Dec [0109] The station 200 issues a
scan request (active or passive) OID call (Scan_Requegst). The beacon and probe response frames
during the scan are indicated using the rules of the miniport receive path extension as explained in the

discussiap|on 8011 extanspastHgostarslad MRS fongiiomsa Toese wiashaeplyrienal 1aaeivag packets.
[0110] Once a scan request has been successfully completed, the station 200 may optionally query and

set NIC r@r@rr@@myla;QADWg[tbﬁ@@gp@mmpqerm are the ones that are affected by the current state of the
802.11 LAN in which they will be operating. Set calls are made for only those parameters whose default

values need to be changed. List of parameters which may be changed or queried at this point include:
OID _DOT11 _ATIM Window, OID_DOT11_ Operational_Rate Set, OID _DOT11 Beacon_Period,

OID_DOJd 1Furrentie RethrPwnaayeecebruoires thata peseiig Sean Rarbaen@eséerigd by the
NIC 202), OID_DOT11_Current _TX Antenna, OID_DOT11_Current RX Antenna, OID_DOT11_Current

_TX_Poweiuebeng /P sl IS epppireed, e NTE1202,rk2NPorPie bivin SH PR tRMAsRe e e, and
OID _DOT11 Diversity _Selection _RX. For NICs supporting FHSS PHY, the list of parameters also

includes:fQl1BwiRYPT11_Hop_Time, OID_DOT11 Current _Channel _Number, OID_DOT11_Max_Dwell
_Time, OIDDOT11Current Dwell Time, OIDDOT11Current Set, OID_DOT11_CurrentPattern, and OID

_DOT11_Curreny ThdRxCP2oR MG sarmepoutipgrio&is bekdd thenkstaptiparsmeitysafsobénelyuiss
OID_DOT11 Current _Channel, OID_DOT11 CCA_ Mode_Supported,

frames by probe responses.
2) Follow the rules of Miniport Send Path Extension as explained above in the 802.11
extensions to standard NDIS functions to process and send the packets given to the NIC
202 by the station 200. The NIC 202 may be queried using the following OID calls when
it changes parameters associated with these OIDs and notifies the station 200 of the
change through NDIS indications: OID_DOT11_MPDU_Max_Length.
2) Additionally, the NIC 202 may follow the rules of miniport receive path extension
explained above in the 802.11 extensions to standard NDIS functions to process the
received packets and pass them up to the station 200. If the NIC 202 supports WEP
offload / upload, the NIC 202 may be offloaded a WEP row or an already offloaded WEP
row may be uploaded at any time using the OID_DOT11 WEP_Offload,
OID_DOT11 WEP_Upload, OID_DOT11 Default WEP_Offload, and
OID_DOT11_Default. WEP_Upload calls.
3) Process scan requests (OID_DOT11 Scan_Request) when asked

4) Always indicate probe response and beacon frames up. Also, indicate selected ACK

packets received for certain packet transmissions. NDIS send path extension is used to



OID_DOT11_Current _CCA_Mode, OID _DOTI | ED Threshold. For NICs suppor§ngylR JAh% tBe dist of
parameters also includes: OID_DOT11_CCA_Watchdog-Timer _Max, 21 December 2005 59
OID_DOT11 CCA Watchdog Count Max, OID_DOT11 CCA Watchdog _Timer _Min, and
OID-DOTII-CCA-Watchdog Count Min. [0111] The station 200 may send the NIC 202 a start request

(Start_Request)ingigge fosiaficiearestthas et pderessivldcnavpiaiedd the Risackes may on its own or
may be asked to do the following: 1) The NIC 202 must send out periodic beacon frames and must reply

to probe requesisdilsgiategpy probe responses. 2) Follow the rules of Miniport Send Path Extension as
explained above in the 802.11 extensions to standard NDIS functions to process and send the packets

given to the NIG5)26}3daysthi sépdinatatQueeeflest2 @4 maad By anie e atging the datmvineliRgcalls when

it changes parameters associated with these OIDs and notifies the station 200 of the change through
NDIS indicationstafdissihd likMB P Doy 1LeneEh | C)ARSROTRI g FDRINKAR02 may follow the rules of

miniport receive path extension explained above in the 802.11 extensions to standard NDIS functions to

process the rea@iveOEACKELS @UNTEFSShENTWROYY thadiaiien e fistfdhpabiie22 wHRpaTSWEP offload
/ upload, the NIC 202 may be offloaded a WEP row or an already offloaded WEP row may be uploaded

at any time usinghiingéa R tNOIokAL MURRe QfiiDac IDL_ROTd \WizRetUpined, OID_DOT11_Default
_WEP_Offload, and OID_DOT11_Default WEP_Upload calls.
OID_DOT11_Power_Mgmt_Mode, OID_DOT11 _RTS_Threshold,
OID_DOT11_Short_Retry Limit, OID_DOT11 Long_Retry_Limit,
OID_DOT11_Fragmentation_Threshold,
OID_DOT11_Max_Transmit_MSDU_Lifetime, and

OID_DOT11_Max_Receive_Lifetime

[0112] The station 200 may also issue a NIC software reset request
(OID_DOT11_Reset_Request), which is different than the NDIS reset request. This software
reset requests the NIC 202 to prepare itself for a new join or a new start request with some
intervening configuration OIDs and/or scan request OID. The request also has a flag that tells
the NIC 202 whether to preserve the current settings or to reload the default settings. Upon
successful completion of this request, the station 200 can repeat the expected operation sequence
for any one of the four configurations depending upon the capabilities of the NIC, surrounding

802.11 LAN state and user requested configuration.

[0113] A NIC supporting an access point 300 may be asked to perform the following

sequence of operations after a reboot or a software reset. Those skilled in the art will recognize



3) Process scan requests (OID_DOT11_Scan_Request) when asked 4) Alwaysé&qu%%%oé)rezfﬁ%)onse
and beacon frames up. Also, indicate selected ACK packets received for certain packet transmissions.
NDIS send path extension is used to 21 December 5 60 indicate for which of the transmitted packet
should the received ACK packets be indicated up 5) Process all parameter query requests on Read-Only

and Reaghiy6igyQI6 diRcdneheGeglaiietcs GPBratikes MiigHPeeTelboMEdi HeWch BROSFNEQLENT and
OID_DOT11_COUNTERS ENTRY). In addition, the list of parameters which may be changed at this

point inclpegiddi 2o Rward tedetisraabadtacket _Filter, OID_DOT11 Power_Mgmt_Mode,
OID_DOT11 RTS Threshold, OID_DOT11 Short_Retry Limit, OID_DOT11 Long Retry Limit,

OID_DOT11 Fragmentation_Threshold, OID_DOTI | Max Transmit MSDU Lifetime, and OID DOT11
Max Receive Lifetime [0112] The station 200 may also issue a NIC software reset request (OID

_DOT11Rasgt _Reasesthswipitht Sodittene tishpthtneapibiftice ssttreOuESBONIT RebYBEddesiieequests
the NIC 202 to prepare itself for a new join or a new start request with some intervening configuration

OIDs andiefeftand espresintive Foethequest wse misfarfag di1aistelts) Beespéirida2nahwtheidsifigeserve the

current settings or to reload the default settings. Upon successful completion of this request, the station
200 can tepgrrthe eXagetedRaaliomskaeehee foraanyimnedes the fouserifiiourasiins depending upon

the capabilities of the NIC, surrounding
OID_DOT11 Offload_Capability, OID_DOT11 Operation_Mode Capability,
OID_DOT11 Optional_Capability, OID_DOT11 Operational Rate Set,
OID_DOT11 Supported PHY_ Types, OID_DOT11 Diversity Support,
OID_DOT11 Supported Power_Levels, OID_DOT11 Reg Domains_Support_Value, and
OID_DOT11 Supported_Data Rates Value. Once the capabilities are known, the access point
300 may optionally set current capabilities of the NIC 302. This includes the following OID
calls: OID_DOT11_Current_Offload_Capability, OID_DOT11_Current_Operation_Mode,
OID_DOT11 Current_ PHY Type, OID_DOT11 Current_Optional_Capability, and

OID_DOT11_Diversity_Selection_RX.

[0115] The access point 300 may also query and set NIC parameters via OID calls. These
parameters are the ones that are not affected by the current state of the 802.11 LAN in which
they will be operating. Set calls are made for only those parameters whose default values need to
be changed. List of parameters which may be changed or queried at this point are:

OID_DOT11 Temp_Type, OID_DOT11 MPDU_Max_Length, OID_DOT11 MAC_Address,
OID_DOT11_Station_ID, OID_DOT11_Mediuim_Occupancy_Limit,

OID_DOT11_CFP_Max_Duration, OID_DOT11_Current_Reg_Domain,



802.11 LAN state and user requested configuration. [0113] A NIC supporting an asgesgQainss09gpay be
asked to perform the following sequence of operati after a reboot or a software reset. Those skilled in
the art will recognize 21 December 2005 61 that onlx%%ortions of the sequence of operations might be
executed in each pass since the previous software reset or reboot. [0114] The access point 300 may

query thegggpaiaities cfuenNIO3R iR @IS drstibeduhereirRRreN@prpgentative for the PHY used.
Different OIDs may be specified that are specific to other PHY layers. The calls made to the NIC 302

includes thpfatiowing QlR«¢RlIFXOHAWROT del WDah ErIAaGIIRHHER_PO RiitetpResaion_Mode
_Capability, OID_DOT11-Optional _Capability, OID_DOT11-Operational _Rate Set, OID_DOT11

Supported B O TyDesuiPHReddRX LAnRMeISibsr SUBPAIbOHMIGESIPENRRKtA RPaRmbeYSs,
OID_DOT11_Reg_Domains-Support _Value, and OID_DOT11 Supported_Data_Rates_Value. Once the

capabilitiggareckifean OiTe @0Fss peopt BE NCIDoD@NElyGigtaurenitapaniliiesrof the NIC 302. This
includes the following OID calls: OID_DOT11_Current_Offload_Capability,

OID_DO%lb_OwTant Mpeotian M@deOIDIED@QImu@MfeDMHHMmBype OID_DOT11_Current
_Optional _Capability, and OID_DOT11_Diversity _Selection _RX. [0115] The access point 300 may also

query and EBt AT parereiarssea OID_ cads1TheaerenaRaneteramy ©ibe DUESLh@ Arenadhasiected by the
current state of the 802.11 LAN in which they will be operating. Set calls are made for only those

parameta¥srwhassuiiatiny Dess meed tiee st ohpagesktbistibpacameders which may be changed or
gueried at this point are:
OID_DOT11_Current_Channel, OID_DOT11 _CCA_Mode_Supported,
OID_DOT11_Current_CCA_Mode, and OID_DOT11_ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11_CCA_Watchdog_Timer_Max,
OID_DOT11_CCA_Watchdog_Count_Max, OID_DOT11 CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.

[0116] The access point 300 issues a scan request (active or passive) OID call
(Scan_Request). The beacon and probe response frames during the scan are indicated using the
rules of the miniport receive path extension as explained in the discussion on 802.11 extensions

to standard NDIS functions. These rules apply to all received packets.

[0117] Once a scan request has been successfully completed, the access point 300 may
optionally query and set NIC parameters via OIDs. These parameters are the ones that are
affected by the current state of the 802.11 LAN in which they will be operating. Set calls are
made for only those parameters whose default values need to be changed. List of parameters

which may be changed or queried at this point include: OID_DOT11 Operational _Rate_Set,



OID_DOT11 Temp _Type, OID_DOT11 _MPDU_Max_Length, OID_DOT11 MAC_aAtddesembdp2D00%PHI Dece
Station ID, OID_DOT11_Mediuim_Occupancy _Limit, OID_DOT11_CFP_Max_Duration,

OID_DOT11 Current_Reg _Domain, 21 December 2005 62 OID_DOT11_ Current_TX_Antenna,
OID_DOT11_Current_RX_Antenna, OID_DOT11_Current _TX_Power _Level, OID

DOTll;ﬁ@ppj@tpﬂ]_‘@éa%m}ep@ﬁognm@IDQ?@TﬂTﬁwpp@rt@@ RX Antenna. For NICs supporting FHSS
PHY, the list of parameters also includes: OID_DOT11_Hop_Time, OID _DOT11_Current _Channel

_Numbep@DOeihl D\iaxaDweI ARigimaCon PofiLl_Current RRWaNtefie, OIDDOT11Current Set,
OID_DOT11_CurrentPattern, and OID DOT11Current Index. For NICs supporting DSSS PHY the list of

parameten$ srOMe dBFéMDT R @bhkr GuventIBhamel.1 C3bndeRddl IC Ahtdierde_Supported,
OID_DOT11 Current CCA _Mode, and OID_DOTI | ED Threshold. For NICs supporting IR PHY the list

of parametgys ptsvINCRIgBsted DRYD Ahtehné: GAd Bigchdyp TimigerditgxsdbioR &M 1E&GACYVatchdog
_Count _Max, OID_DOT11_CCA_Watchdog _Timer _Min, and OID-DOT11-CCA-Watchdog Count Min.

[0116] Themeraag pplssmsmeeﬁsacﬁqmarmmans%ﬁmm@a@wemm;auobSrrmRequest) The
beacon and probe response frames during the scan are indicated using the rules of the miniport receive

path extepammasTaipRinestinChandiscNssRaro0 BY D0 Taxtensioswidistngard NDIS functions. These
rules apply to all received packets. [0117] Once a scan request has been successfully completed, the

ahccess paim 300 Tay CuptipnabyweleTynag) et BICaraueters Sée OIDs DUTESE annetrssare the ones
matare and OID_DOT11 Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,
OID_DOT11 Current CCA _Mode, and OID_DOT11 ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,
OID_DOT11 CCA_Watchdog_Count_Max, OID_DOT11 CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.

[0118] The access point 300 may send the NIC 302 a start request (Start_Request) when
operating in an infrastructure mode. Once a start request has been successfully completed, the
NIC 302 may on its own or may be asked to do the following:
1) Send out periodic beacon frames and must reply to probe requests frames by probe
responses.
2) Follow the rules of miniport send path extension as explained above in the 802.11
extensions to standard NDIS functions to process and send the packets given to the NIC

302 by the access point 300. The NIC 302 may be queried using the following OID calls



affected by the current state of the 802.11 LAN in which they will be operating. Set caj\g }ﬁre made eg%
only those parameters whose default values need to be changed. List of parameters GiRIEVA
changed or queried at this point include: OID_DOT1 4Operatlonal Rate _Set, 21 December 200521
Dece 63 OID_DOT11 Beacon _Period, OID_DOT11 DTIM Period, OID_DOT11 Current_TX_Antenna,

OID_DOT11_Cusrentit Branded@ananefetPadaéefatdd Witk eitise DIDE aMEhatifddéthe access point 300
OID_DOT11_Supported_TX Antenna, OID_DOT11 Supported_RX_Antenna, and OID _DOT11_Diversity

_Selection _RXef@eNHaggstitoasting iild FRlickbnthe list piopramaters) algasinchidgs: OID
_DOT11 Hop_Time, OID_DOT11 Current _Channel Number, OID_DOT11 Max_Dwell _Time,

OIDDOTllCurrgﬁA@dVﬁHnElwetr@ll@mmWf@ﬂbﬁ@ﬁe@l[éa@ﬂﬁuhip&ﬂé@élt@@t&ﬁﬂ@xt@ﬁﬂdalD
_DOT11_Current _Index. For NICs supporting DSSS PHY the list of parameters also includes:

OID_DOT11_Cesisiine6hpovieln @iDaiQT bkirSionsMosanGuomanesiu RRnDR hidcess ment
_CCA_Mode, and OID_DOT11_ED_Threshold. For NICs supporting IR PHY the list of parameters also

includes: OID D&Eﬂx@d@@kﬁé\/@t@m@gtﬁem@pjbﬂm ab2Hds p¥nt BHoCHALNATBdRGuSpoHBI YV MRX,
OID_DOT11 CCA Watchdog _Timer _Min, and OID-DOT11-CCA-Watchdog Count Min. [0118] The

access point 308ffisay sepibaaethd I RO202 shast e atrishdedar ViRER vasth el Iraagretigdacin/ EP
infrastructure mode. Once a start request has been successfully completed, the NIC 302 may on its own

or may be aske¢oto fhayhre {gllondag afldryeirdcousing td@ beaniftawep a0 st reply to probe
requests frames by probe responses.
OID_DOT11 WEP_Upload, OID_DOT11 Default WEP_Offload, and
OID_DOT11_Default. WEP_Upload calls.
3) Process scan requests (OID_DOT11 Scan_Request) when asked
4) Always indicate probe response and beacon frames up. Also, indicate selected ACK
packets received for certain packet transmissions. NDIS send path extension is used to
indicate for which of the transmitted packet should the received ACK packets be
indicated up
5) Process all parameter query requests on Read-Only and Read-Write OIDs (including
statistics OIDs like OID_DOT11 WEP_ICV_ERROR_COUNT and
OID_DOT11_COUNTERS_ENTRY). In addition, the list of parameters which may be
changed at this point include: OID_DOT11_Current_Packet_Filter,
OID_DOT11 Power Mgmt_Mode, OID_DOT11 RTS Threshold,
OID_DOT11_Short_Retry Limit, OID_DOT11 Long_Retry_Limit,
OID_DOT11_Fragmentation_Threshold,

OID_DOT11_Max_Transmit_MSDU_Lifetime, and

OID_DOT11_Max_Receive_Lifetime



2) Follow the rules of miniport send path extension as explained above in the 802.111 e)dearieBs 005
standard NDIS functions to process and send the p%gligets given to the NIC 302 by the access point 300.
The NIC 302 may be queried using the following OID Calls 64 21 December 2005 when it changes
parameters associated with these OIDs and notifies the access point 300 of the change through NDIS

indicationfe1 @P_DOfd sididk Lol may-anretisds Additionibarthed ceg@atmay follow the rules of miniport

receive path extension explained above in the 802.11 extensions to standard NDIS functions to process

the rece(@bppcieis aRebaasednes) uphierheameass RRANRONDTShesbl tetsumotsiwap offload /
upload, the NIC 302 may be offloaded a WEP row or an already offloaded WEP row may be uploaded at

any time rasinge s thePOT Bb2\eEreffé oself @1 R Tbih baMeWiieackeQUB RAXT ddmpefault
_WEP_Offload, and OID_DOT11_ Default WEP_Upload calls. 3) Process scan requests

(OID_DQhtbiyéndaychreguesibnw e D askedrociweyseiiditpte e kg iespass e andrkgatantéirmes up.

Also, indicate selected ACK packets received for certain packet transmissions. NDIS send path

extensionhe NSEGIQ hdibatad pravbich Bk theisansmitigsddackelosdabididtauieseiirgs AQKopackets be
indicated up 5) Process all parameter query requests on Read-Only and Read-Write OIDs (including

statistics Jotidss$ike HRHREINLAF MisFPeiulsE BIR GUSecEPIINT 380 Ea eheeldx SN PERFORENTRY). In
addition, the list of parameters which may be changed at this point include: OID_DOT11_Current
_Packet sdrjltefice for any one of the four configurations depending upon the capabilities of the NIC,

surrounding 802.11 LAN state and user requested configuration.

[0120] It can be seen that a software based wireless infrastructure for 802.11 stations and
access points has been described that simplified the hardware needed for the access points and
stations. The infrastructure will run on any computing platform that is equipped with a wireless
NIC that supports the access point and/or station functionality. The infrastructure allows for
dynamic access point or station configuration and provides the ability to form a multi-layer

wireless network.

[0121] In view of the many possible embodiments to which the principles of this invention
may be applied, it should be recognized that the embodiment described herein with respect to the
drawing figures is meant to be illustrative only and should not be taken as limiting the scope of
invention. For example, those of skill in the art will recognize that the elements of the illustrated
embodiment shown in software may be implemented in hardware and vice versa or that the

illustrated embodiment can be modified in arrangement and detail without departing from the



OID_DOT11 Power_Mgmt_Mode, OID_DOT11_RTS_Threshold, OID_DOT11 S;gg? m\ﬁ
OID_DOT11 Long _Retry _Limit, OID_DOTll_Fra%r(gentatlon Threshold, OID ax nsmlt
MSDU Lifetime, and OID DOT11 Max Receive Lifetime 21 December 2005 65 [0119] The statlon 200
may also issue a NIC software reset request (OID _DOT11 Reset Request), which is different than the

NDIS resgfirr@fess-intiatretwareef@eetHefeatiogs NEScABEd adeapasatiafifadies alngwroin or a new
start request with some intervening configuration OIDs and/or scan request OID. The request also has a

flag that teHpothedMts a3Qrayaethe Wighpienesre e fane esll GRIHG dkamiarngleqdvhr e farrksettings. Upon
successful completion of this request, the access point 300 can repeat the expected operation sequence
for any one of the four configurations depending upon the capabilities of the NIC, surrounding 802.11
LAN state and user requested configuration. [0120] It can be seen that a software based wireless
infrastructure for 802.11 stations and access points has been described that simplified the hardware
needed for the access points and stations. The infrastructure will run on any computing platform that is
equipped with a wireless NIC that supports the access point and/or station functionality. The
infrastructure allows for dynamic access point or station configuration and provides the ability to form a
multi-layer wireless network. [0121] In view of the many possible embodiments to which the principles of
this invention may be applied, it should be recognized that the embodiment described herein with respect
to the



drawing figures is meant to be illustrative only and should not be taken as limiting the seoRe of ingaKion.
For example, those of skill in the art will recognize that the elements of the illustrated embodiment shown
in software may be implemented in hardware and vice versa or that the illustrated embodiment can be
modified in arrangement and detail without departing from the 21 December 2005 66 spirit of the
invention. Therefore, the invention as described hereip setgmplates all such embodiments as may come
within the scope of the following claims and equivalents thereof. 21 December 2005 67 CLAIMS WE
CLAIM: A snfingde based wireless infrastructure system comprising: a station driver for communicating
with a first network stack and a first network interface card in communication with a wireless LAN; a

station server imcommpunicatiareWiketh@issdienririsauaneean 363 dohpiiRigant; an access point driver
for communicating with a second network interface card and one of a network bridge and a second

network stack ir gmonurcateoY Wi oMt mever K, fing nsepondsaekwik artiestaeceeardinterface
communication with the wireless LAN; and an access point server in communication with the access point

driver anga@dn iBQ@arhuaisiesiiicaten wirthessysilm of claim 1 where the station driver comprises: a first
filtering engine for receiving packets, the packets including data packets, 802.1X
a station server in communication with the station driver and an 802.1X supplicant;
an access point driver for communicating with a second network interface card and one
of a network bridge and a second network stack in communication with a wired network, the
second network interface card in communication with the wireless LAN; and

an access point server in communication with the access point driver and an 802.1X

authenticator.

2. The system of claim 1 where the station driver comprises:

a first filtering engine for receiving packets, the packets including data packets, 802.1X
data packets, and management packets, the first filtering engine dropping data packets and
802.1X packets if the packet has not been authenticated and associated;

a packet processor in communication with the filtering engine, the packet processor
receiving packets that have been authenticated and associated from the first filtering engine, the
packet processor reassembling packets that have been fragmented,

a station association manager receiving management packets from the packet processor;

a second filtering engine receiving data packets from the packet processor, the second
filtering engine dropping data packets sent by an unauthenticated sending device and sending

data packets sent by an authenticated sending device to the first network stack; and



data packets, and management packets, the first filtering engine dropping data packets and 802.1X
packets if the packet has not been authenticated an\%gssociated; a packet processof InXrRMRRCAHER
with the filtering engine, the packet processor receivifig packets that have been authenticated and
associated from the first filtering engine, the packet processor reassembling packets that have been

fragmented; a siadigiioAspRGREP ReBRANAGBOLCLRI VY FRaKAY EHRNhEEkRES froradd, PREKEtipFPCessor; a
second filtering engine receiving data packets from the packet processor, the second filtering engine

droppingfatageaeketsarnnhiextRm Wwigthendaateseprnding device and sending data packets sent by an
authenticated sending device to the first network stack; and 68 21 December 2005 a station manager

receiving 802.1X data packets from the packet processor, the station manager in communication with the
station server. 3. The system of claim 2 wherein the packet processor decrypts the packets that have

been encrypted34. Theraysigterafoflaiain? nhrsrimtihe piakenpisiesdudber penriseKess first demux
between the packet processor and the second filtering engine, the first demux receiving packets from the
packet prggesshandispading management packets to the station association manager; and a second
demux between the first demux and the second filtering engine, the second demux receiving packets
from the first demux and sending 802.1X management packets to the station manager and data packets
to the second filtering engine. 5. The system of claim 2 wherein the station driver further comprises a

configuration 4, The system of claim 2 wherein the station driver further comprises:

a first demux between the packet processor and the second filtering engine, the first
demux receiving packets from the packet processor and sending management packets to the
station association manager; and

a second demux between the first demux and the second filtering engine, the second
demux receiving packets from the first demux and sending 802.1X management packets to the

station manager and data packets to the second filtering engine.

5. The system of claim 2 wherein the station driver further comprises a configuration

table in communication with the station association manager.

6. The system of claim 5 further comprising a control mux in communication with

the station server, the station association manager, and the configuration table.

7. The system of claim 2 further comprising a packet converter for converting the
data packets being sent to the network stack from 802.11 data packets to 802.3 data packets, the

packet converter in communication with the network stack and the second filtering engine.



ecem
a control mux in communication with the station serv g the station association manager an

configuration table. 7. The system of claim 2 further COmprising a packet converter for converting the
data packets being sent to the network stack from 802.11 data packets to 802.3 data packets, the packet
converter in communication with the network stack and the second filtering engine. 21 December 2005 69
8. The system of claim 1 where the access point driver comprises: a first filtering engine for receiving

packets, the pagkets inphddigedata pRAKELSVRER (¥ Jdadasprifetsivanddmansgement packets, the first

filtering engine dropping data packets and 802.1X packets if the packet has not been authenticated and

associated; a pachgt plesassendmegormideicatippaskiisthadiaikes enginen dnRackReRIGUESERr receiving
packets that have been authenticated and associated from the first filtering engine, the packet processor
reassemighingpaakés!aibahiianebesnpagneniedra AREARY PO SN RINTaM paskas Kpgeiving
management packets from the packet processor; a second filtering engine receiving data packets from
the packgoproxgsenetihiftie pabketitering enginatdsanping dathapssdisisisent by an unauthenticated
sending device and sending data packets sent by an authenticated sending device to the first network
stack; and a aceaseipidoaRaoRT ceseNingRbA Witklaia Phelistsciigimehrenreket progsssor, the access
point manager in communication with the access point server. 9. The system of claim 8 wherein the

packet pieceissay faskyptthindpadkeis dbtenticated and associated from the first filtering engine, the

table in communication with the station association manager. 6. The system of cI furthz)r %Bgsmg

packet processor reassembling packets that have been fragmented,

a access point association manager receiving management packets from the packet
processor;

a second filtering engine receiving data packets from the packet processor, the second
filtering engine dropping data packets sent by an unauthenticated sending device and sending
data packets sent by an authenticated sending device to the first network stack; and

a access point manager receiving 802.1X data packets from the packet processor, the

access point manager in communication with the access point server.

0. The system of claim 8 wherein the packet processor decrypts the packets that

have been encrypted.

10.  The system of claim 8 wherein the access point driver further comprises:
a first demux between the packet processor and the second filtering engine, the first
demux receiving packets from the packet processor and sending management packets to the

access point association manager; and



have been encrypted. 10. The system of claim 8 wherein the access point dri\é r further.co (Res: a
. oo . e%ember .
first demux between the packet processor and the second filtering engine, the TirSt” demux receiving

packets from the packet processor and sending maﬂggement packets to the access point
association manager; and 21 December 2005 70 a second demux between the first demux and the

second filtering,aReiRl dbRISe6eRFbAaREe asiindRAGkE S LR ﬁh@&ﬁg&ﬂg{ﬂ%ﬁ@&é&ﬁﬂmg

802.1X management packets to the access point manager and data packets to the second filtering

engine. §dmhRecRAFRIB PIKERTHBH Ry iR {HEABERSS ROITLER0 fr m%é‘éémgﬁitsﬁe?cﬁet%%mé”aﬁon

table in communication with the access point association manager. 12. Theé system of claim 11

further cepaigomentaisel RMiddiCPBRRHTIC Ao A ﬁ'l‘t%rﬁ%@ﬁéinﬁ’é?im server, the access point
association manager, and the configuration table. 13. The system of claim 10 further comprising: a

third demux for determining if a destination of a packet is a device on the wireless LAN; an access
point bridge in communication with the third demux, the access point bridge receiving packets from

the third demux that 'ee sy desibRdiands WReAAHIGR 8RS MRS e AnIIG AGpRRSAPINt bridge

sending packets that have a destination to the device on the wireless LAN to the hetwork interface
card for éisagtA818 R d6iMffmication with the access point association manager.

12.  The system of claim 11 further comprising a control mux in communication with

the access point server, the access point association manager, and the configuration table.

13.  The system of claim 10 further comprising:

a third demux for determining if a destination of a packet is a device on the wireless
LAN;

an access point bridge in communication with the third demux, the access point bridge
receiving packets from the third demux that have a destination to the device on the wireless
LAN, the access point bridge sending packets that have a destination to the device on the

wireless LAN to the network interface card for transmission to the device.





