; EFGHI Je3eCC| | }t Vh6TO[ +V1' O 01/93013 PCT/ GB01/ 02337 t Pseudo- Random Numnber
CGenerator The present invention relates to a pseudo-random nunber generat or
and parti Q\%@M:’?lﬁlthough not exclusively to a generator fPf:Tkﬁ;ﬁl/i) 37
cryptosystens, Tox exanple a public 5 key cryptosystem The presen
invention, in its various aspects, nmay preferably be used in conjunction
with a variation of the encryption and decryption algorithnms disclosed in
the NTRU PCT patent application WD 98/08323 ("the NTRU pat ent '
application"). However, it 1 3 I_g ' ﬂ%;ﬁ%o@ t hat _none of the
aspects of the invention set OPsSelﬁ 0 aﬁ,ﬂomu g rit clainms, are
restricted to use in that specific context. The invention, in its various
" aspects, further extends to a conputer programfor carrying out a nethod,
as descri bed Béleqweseat daenson edates épr gsentoatand@n ofunsber lgeigerdtot and paticalarly
. program and to,a physical carrier which carries such a congputer program
The i nvention a?tﬂf"tlfﬂb%tee%?]é‘ﬁlﬁgfyt% AHEDEIANL ¥ P laﬁww%syategvsf%ﬁmmpém public
adapted g con{eygwﬁgyg@,ﬁlcarryi ng out such a nmethod. According to one
aspect of the presént “invention there is provided a nethod of 20 decrypting
a ci pher polynomal a using a private key f conprising: (a) Conmputing a
trial polynom_al a, where a =f * a (nod q) and q is an integer; (b)
Det er mi ni ng, oOetPiESSHh venden, tindtst varigus gepoptso max| preferabhebaased inecorjipetioni al

has decoded , i f ; i ). det er ni nj ich coefficient
or "coet 1 of entaioh Sifiaton BEfhe coofilion 2o Yeln BB BoRlRE: iltiEa g HED
failure to de®@Rpatéiti JppHcitiont Wig9s/08323a( cheQVER Ui gakedid biplicaGiof )l | HofRY&, 1O

defi ne ew tgi ﬂl polynomi al ; and (iii) attenpting to decode the cipher
pol ynoni a F9PWg Behandresioed ithat moe ] (haoaspests of the -inventionsset ont-bajows-an M

W. WO 01/ 9%1%%%@@19%{19%{%3%5 . %gitﬁﬁgeﬁqﬁ\r},ﬁﬁfsgmﬁéc r%%}g'rrpti ng to identify

t he individual errors, and correctl POSSI allows a
substantial increase in efficiency over prior art approaches of attenpting

to correct theheniiveion, Gh it Qaridusahspe@by AftHeRlex@nd@hd AboRPERr phbdriAUFor
tracking 5 individual errors. To increase efficiency further, tf?e al gorithm

preferably at tC8FpNg QW aatethad, me, descrihedobslowwai datastroanf iepiegentativef of lsackt ai al

pol ynom ar i a . ilure to.decode (when that

occurs) .@Pr ef g?g@b{% ¥)fc¥$gmg’oé@f %?E%&ééagr%%&% 0 P%é% SRSy ?ﬂcﬁga é%nRLﬁ%ri progggm.
respective exfhetiatémion fofth&retigndshe GrusRrahs bhetd aisysesd Whiclasadapted S
coefficients are_thep_.taken in order of expectation, largest to sma{)l est,

and are adj usteuigHed fy camping ui gichagmethadi ust nent, a further attenpt to
decode the cipher polynom al is nade based on the new trial (adjusted)

pol ynom al. If s || the n coefficient.is.then ' trjed. This.i
repeated unti IACECEIZdHnL%T S‘%}é)?le por §cr§o(§f1?(g’1€ BEGY davengion fhpre; 15, H@vhcl e?rﬂf‘eq‘?)d fgf
decode %) abaddaypting 4 tipher piljehiial ¢ ¥én@a bENGE REPF condpridi® conpl ex ordering
of polynom als may he cal culated, to allow for the possibility that two or
more of the coeffi DehPEPHERE birial Relyppwéal o, whets 4 Fif . afprdaand ¢ ise
coefficients in the pg Yxﬁ@é@r?' are sorted according

(b) Determining, on the basis of the trial polynomial a, whether the
polynomial e has decoded correctly, and if not:
25 . (i) determining which coefficient or coefficients of the trial
polynomial a are likely to have caused the failure to decode;
(ii) adjusting the said coefficient or coefficients to define a new trial
polynomial; and

(iii) attempting to decode the cipher polynomial e using the new trial
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20 to their respective expectations, singly or in groups, of being the
cause of failure to decode. The coefficient or group of coefficients with
the | argesgt ation is then adjusted to create a new tg}) m al .
I f that fi\(?@&t%ﬁ}e next coefficient or,groups of coeffici eh{:g)(;l@ﬂ&’éggn, and
the appropriate adjustnents nade. The | process is repeated until the
ci pher polynom al properly decodes, or until the attenpt to decode is 25
abandoned. The a priori expectation of a coefficient or of a group of
coefficients being the cause of the failure to decode nay be determ ned
according to t r tiy oefficient values. Mrye specifically,. th
expect ati on m@%ﬁggﬁﬁéggl}rﬁ NS IRUNS, G ﬁantp‘gf ﬁ!‘ﬁén@@“%‘?‘bﬁ St gngpopﬁcgmg them
" respective coekhéreippssibléadiles o fibdtaRfifAd8drkAe I eARIdHCE 0SB prY & d€aprbachBs of
WO 01/93U13 PCT/ GBOL/ 02337 3 predefi ned maxi mim ey oL pldh arf aprifoachs o
_ val ues. Wer e dSEININE 40 coaxtoy therringiketyi af thedval padyherdel d, alltah enées asthopoisadking
resi dues dul. : redefined coefficient .value may be taken as g/ 2.
Al ternati"s/rgl y,lg\c/l\ﬁ%dr%p%ﬁ(grs‘tri al polynom al has been reduced to the |east
absol ute residues nodulo g then the expectations nay be based upon the 5
proximty of the coefficients to g/2 and/or to - g/2 + 1. Alternatively,
they coui d be balEasgefficisnex furihey th%algwéthnapnqﬁega@y attempts aodeterngihe, a Ftieri,
proximty of thg ki def | val ue or, val ues
be used as the entry Sigﬁér%]?@){\(gﬁéalrd?aﬁeéor%éo?l?(;%f%%c@i‘%ﬂ%gohéuk’ﬁpca{]%eﬁil %‘emﬁﬁgﬁn%y
defines or assiesbde (whehlithaiebdcnishg Plegerablgethe @beficiaed &t isofed hétording @b eidied

enbodi meg(ﬁ] th.eg%gl.i,/norfi al .a is_centred abouf zero, and the expectation is
based upbh t hdSSHFSHY L EPegitigns ohbeing theccnurs pktherfpdure fo deeade; cilbacopificiants

adj ust ed by adgh @gntidnti | it LN} ?{ I ere
appl i cabl e, the arrgunt nbg%v\%ei?g?te{{ﬁégugggf{af%?feﬂr?tsn?a?e%tb e ?rl?dé ,eHS)Becj?§ Og}g'\/\n,
may be det er miABer eavhaatiiestmentaachirdiengtttmpt tedgadansd eiphet palynosiiat iys@add o
decode the original ssage. ically, the exact unt of the_required
shift can be c%ﬁ%@?%ﬂ%d‘ei“gtr‘é‘h&éﬁ@&ads £Pb’ﬁ@“\3\?lfc tyﬁtﬂi‘?é?%})sr _g!?t’}eéh“_?ﬁfﬁ?lﬁ%t 1$1theny |
20 According teledNOTHRNisasRAc @tiltthe ciphveplyAtmial A& des, & @ii1 4R afteriBf fod
of validating an en.cragpte message conprising: (a) representing the ssage
as a mesls%ge plscodrorgiaatndonpd. encrypting the nessage pol ynonial to forma

ci pher polynom al; (c) hashing together inputs representative of the
message pol ynom al 25 and the cipher polynom al to create a hash output;

and (d) transrint & Rifetnatite reah@ireet:, B%br@ﬁoﬁﬁléﬁ%&ﬁ@%{%&i%ﬁﬂlﬁmﬁﬁﬁisnﬁﬁybc‘»é
t he ci pher pol PO ial and information based on the hash output. The hash
function i nput‘gé/1 %‘?;ée rtef"élr%t’bf‘y the postibilat it two or more of the coefficients may be

incorrect. With this approach, the coefficients in the polynomial are sorted according
20 to their respective expectations, singly or in groups, of being the cause of failure to
decode. The coefficient or group of coefficients with the largest expectation is then
adjusted to create a new trial polynomial. If that fails, the next coefficient or groups
of coefficients is taken, and the appropriate adjustments made. The process is

repeated until the cipher polynomial properly decodes, or until the attempt to decode is
25 abandoned.

The a priori expectation of a coefficient or of a group of coefficients being the cause
of the failure to decode may be determined according to the respective coefficient
values. More specifically, the expectation may be determined according to the

30 proximity of the respective coefficient values to a predefined coefficient value, or to



30 V1~ O 01/)3013 PCT/ GB01/ 02337 Preferably, the hash output is
transmtted as plain teat to the recipient in association wth the

encr ypt edwr.’@§§§3gg3 (for exanple, concatenated with it); al tgﬁl '0”83{%7 t he
hash out put rmay be mani pul ated in sonme, way before being sen eg It could

itself be encrypted, although this would not significantly inprove
security). 5 Wien the nessage is received, the recipient may confirm
val idation of the transmtted encrypted nessage by checki ng the hash out put

agai nst a re-cal ated out put based on the received cipher polynom al_ and
t he decoded né%rg‘i%lﬂleéd?%@ﬁﬁa?qéjmfmw ’Ee\%lr%f{ﬁ%ﬂ“fss %Fﬁent,hettﬁé Mﬁlﬁ%’é‘él has
message can bensafcediced (G hedpsst %Béiti\r/]ée Eesid(gll%ynfé)‘auﬁfc}, tH@bﬁegeﬁ&éh é&?ﬁ&é@?\%@%a

nmessage shoul d be rejected. The'cip pol ynom al “"may repr esent

series of bitsmahbeekenesprékelltemativdly, whdre shdotfab pelyhomied as beanredacet to

. before input ipntq the hash function. .Li kew se, the cipher | ynomn al y
al so be repr es@ﬁﬁ%a&pﬁgso ut&é??la‘éesp'f‘f)ﬂ)‘iﬂf’sq { e'ﬁéreéﬁf“ﬁatf IB'?)FE’C é’@?églﬂp?n e

coefficiest), Iﬁfﬂﬁirﬁif}e@i@thgﬁﬁeﬂﬂ%ieﬁts%gﬁ‘ﬂ hid/BRgkeg 2 tjo Mtteﬂﬁltib@IPPfh%y RELR%e

hashed. The method is not restricted to polynof al -based crypfosystens, and

extends nore deased Bpanprosimityetthovaloés a/aH dand ng/Zan encrypt ed nessage

conprising: (a) encrypting the nessagetext to forma ciphertext; 20 (b)

hashi ng together inputs representative of the 25 nessagetext and the

ci phertext to ThegbrindithasSthe @uéficlent ddlded ©)thé prAsHhdd valge bPvAudsafhPbeibed
both an encrypted nessage defined by the ciphertex and information based

t

on the hash owSplie. enBy PeiBlsi igan eget-rerecting laekpainblecwhichpilefings et assistssage)
and the g¢hpher e aP the to the recipient, it
becones 5(:) rt ua#ﬁ%féiﬁgn%lg;%fl%{ (gfn?s}\ r Ettéll{r%gllg't t%cﬁg?é%ﬁ%jegl@g&glg}egt’ttge RBF i“P(f“aii‘f F‘Fer

t he messaget exdentred taheutckgrbenidxhe ekpecedtioheis bhasedrgoi ithel abtdigte crlii@sSpOfis ng
hash created be/ e recipient will fail to match, and the 3 0 systemthen
preferably rej“88{%he nessage. To prevent this information being passed
WO 01/93U13 PCT/ GB01/ 02337 back to the attacker, the preferred system does
not informthe sender of whether the - received ciphertext was valid.

A coefficient may be adjusted by adding to it or subtracting from it an integral value.

15 Where applicable, the amount by which the coefficient is to be moved, up or down,
may be determined in advance according to the parameters that were used to decode
the original message.  Typically, the exact amount of the required shift can be

calculated in advance, along with the direction of the shift.

20 According to another aspect of the invention there is provided a method of validating
an encrypted message comprising:
(a) representing the message as a message polynomial;
(b) encrypting the message polynomial to form a cipher polynomial;
(c¢) hashing together inputs representative of the message polynomial
25 and the cipher polynomial to create a hash output; and
(d) transmitting to a recipient both an encrypted message defined by

the cipher polynomial and information based on the hash output.

The hash function inputs are preferably concatenated.
30



The pl ai ntext nmessage' may, in the preferred enbodi nent, be a binary
representation of 5 a sequence of bytes, each byte being representative of
an al phanypgigzez O other character in the nessage that nF@f’/&B‘)ﬂ Bs;
transmtted securely. According to a further aspect of the presen?
invention there is provided a nethod of protecting a cryptosystemfroma
multiple transm ssion attack, conprising: 10 (a) applying to a plaintext
nessage to be encrypted a protective cipher having a ci pher key k, to
produce a protected nessage; (b) creating fromthe protected nessage and
t he ci pher keyPrefespblgntheyhash entpun putransmitiedyes plaindtegtio theoegipienhin adseciatipuit

message. 15 Thj 9 ures th the text that s being encrypte i1
differ in an u{ﬁlgprgg% %tn g ﬁ{;eﬁmgﬁssg%% Ofieﬁf%tflpgv&ﬂmi en %al ‘Hﬁﬁ%ﬂﬁca@%‘ﬁ%@?&@e%é
sent nul tiple hisiesuputhtay BPHaniPRESA0R doddief BERE Veifg 8altqds BYcould itself be
. concatenating the protected rressagie with 20 the cipher key. %’he ci pher key
may be the fir&tcryed. afhoyghethisipenld peksiggjBcatlytimprovgsecyity). of t he i nput
message. Alternatively, the cipher key may be combined in any other
convenient way with the protected nessage to create the encryption input
message. The oWhennlesmessapeis reteivéd)aie recipiunt hfag coafieh welldAiRasAIE: assnkiged
decoded by the recipient, the recipient should be able to extract the

ci pher key andeifErRied Dsssage By shecking the Anshy iput peaiasigaercalsmlaterboypet kaseden
message. Concafenatdifdh tHh ' ageky | ent 0
sendi ng the ci pher ékley a@o%gﬁﬁl}’%{%&ﬁgﬁgﬁgfg?%%%%gmssé\%eg?&gﬁﬁlhﬁ%vi ng)ﬁ?et {WO
easi |y avai | abb@piny nidieh, tlecdquoded mesdngd eandlid acceftbdaceqrieet. Kethel slormee haaddhed,
at randop), or at |east substantially at random 30 for each new pl ai nt ext
nmessage. 1 The&@idﬁ?%f‘“'dﬁ’éifsw B’éﬁé’érf@reﬁf?@-d by neans of a WD (11/93013
PCT/ GB01/ 02337 G sui tabl y-seeded pseudo-random nunber generator or,
alternatively, it may be generated by any "truly randont entropy, such as
may be deri vedThoeipbsmapglymoniiabmay fhe reprasentpddfy & sgries ofbes vdrichnara gacked to fill
novenents. 5 T, ot ect ed ci pher e a sjnple streamcj.pher_.ln .one
conveni ent app }ﬁgégh?%o %iraﬁ?l‘ﬁ]ﬁéf’n’k@@a%?g{?s@@u{ gR%SIé%hQS%pg}é‘ﬁh 1 o bR S -
generat or whi ctiphdigidlgnghbings aRbd Heut §en$éﬂQ§e£|§ﬁ‘i6§foﬂb$t§ ferabl¢g Ao BHIRRE S -
The nunbers in that sequence are then@gppl ied to the ind:égli‘éd_ual 9e| enent's of
the plai APext fRe&EGieRD).89dphesameay herrimpaidy packed inte bytgg beformbring bashgdbe done,
for exanple, by adding or subtracting the pseudo 10 random nunbers to the
nunbers representing the plainteat nessage. In the nost preferred

enbodi ment, t hEhehmithddeist notasstaigredite podproasialRbased asyplosybieay asd guende mont t h

t he pseudo-random nunber nerat or, heing arranged to create a pseudo-random
sequence of bi 8&er §8&rﬂ%§?§?ﬁ@?’@?ﬁ%‘f‘nWﬁ%‘gmﬁﬁag%%‘%mpfﬁiﬁgbi ts of 15 the

pl ai nt ext nessage a(f%?t%]&%tiﬁ%%sg&t&ﬂ%W%@B&mem bits to produce the

prot ect ed nessage. such~an approac I pi ent, once he or she has
decrypt ed0t he recei (P dbashiwgdogsthesiimpityrepresentetive afitbe ci pher key k and uses

that to set the initial state of rando nmber nerator,. That random
number generator may messagetext and%he c1p e:rfre.'x{1 &) create g%as% output;

and
(c) transmitting to a recipient both an encrypted message defined by the
ciphertext, and information based on the hash output.
25

By hashing together the messagetext (plaintext message) and the ciphertext, and
transmitting the hashed value to the recipient, it becomes virtﬁally impossible for an
attacker undetectably to modify either the messagetext or the ciphertext. If either is
modified, the corresponding hash created by the recipient will fail to match, and the

30 system then preferably rejects the message. To prevent this information being passed



then be used to generate a sequence of randombits which will be identical
with those 20 originally used to create the protected nessage. The

pl ai nt ext may then be recovered sinply by XORing t <4 andom
sequence W‘E‘?’?’g%\mm the bits of the Jeceived protected rrgég/g%gwi??je

pl ai nt ext nessage may, in the preferred enbodi nent, be a binary
representation of 25 a sequence of bytes, each byte being representative of
an al phanuneric or other character in the nmessage that needs to be
transmtted securely. The input nmessage is preferably encrypted using a
public key ci jpaek to theratiagkerpthe raefsoied spsieml dass setlindomnére sapdbeof whether the

. could, however -.0r. exanpl e 30 ciphers based on elliptic curve
" technol ogy. r%tl%f;@pj%ﬁxtﬁ&s/@gll 02337 7 According to a further aspect of

the present invention a pseudo-random nunber generator conprises: . {a) a
. plurality of first-tier hashing nmeans each capabl e of receiving an entropy
i nput and gendh&laigicst messpER MRY.AD fibgsprefruteg gmbodirpentihe abivanopres¢nsation o

hashi ng ans, i t S_ihp t.he re pve first-ti ash outputs
and geneﬁ;t es aa%lglﬁbﬁ u@(??tﬁg’eﬁ 2‘ E}tgﬁ dl%ffrﬁl% 6%33%%?1{3{18@ Fprﬁe%é rak&%l}lﬁgrégﬁr 0 th The
first-tier hashiragenioths niveyageahdt nt€ts taddidahanited sgdutlpy i nput as and when
necessary. Alternatively, additional entropy input nay be supplied en

bl ock, to all of the first-tier hashing neans at once. Wen further

pseudo- r andom QUBREES 1Ak ?ﬁtglgeﬁ Lgts%&q of Qﬁhepx%gel{t @E\f]efnglhﬁ tndrk € p@ﬁ&aydneg ASofL®

preferably perforns a re create a new hash out put t sald new
hash out put i préthetimgrasypobsyserh Hiems e omibtdble trensnhission atpckpeorsprdingh uses it

in the eration of the further .pseudo-random nunber.. Preferably, the
second- thter  hashi nd®hBERIEng 8 SRIIREXTRSSHE RER RISREGRIAES h 1 he hash
outputs previously sugphéffivig 44 1&?{@?7‘; ol prSduck a§roleeRd ni@sdggans, hashi ng
all of it together to Create the Turther pseudo 20 random nunber.
Preferably, the sai(t) oreatifg from the protéciecthinassageambtheiciphier Key kanryi ng out the

re-hash includes, as part of the re-hash oth its previous hash output and
some further input frSRPYRYARURE BFEA8EoMt er neans. That ensures that the

re-hashed output dity en&ypmedhd dnput iRssageef erably, the said first-tier
hashi ng means changes whenever a further pseudorandom nunber is to be

generate]cﬁ, for exanple by selecting it in rotation fromthe avail able

hashi ng 30 meatts BotP paRenatnETAL o £ O aE il 80 BaElioniess,
8 A counter neeyseachyineeeyenayl anlatinfice] nededpeds ssnhandtiplstinteser hashi ng neans

or, alternatively, a single counter neans may be used to supply counter
input to all of the first-tier hashing neans.

The input message is preferably created by concatenating the protected message with
20 the cipher key. The cipher key may be the first part of the input message or the last
part of the input message. Alternatively, the cipher key may be combined in any
other convenient way with the protected message to create the encryption input
message. The only requirement is that, when the received message has been decoded
by the recipient, the recipient should be able to extract the cipher key and hence
25 recover the plaintext message from the protected message. Concatenation is merely
the easiest and most convenient way of sending the cipher key along with the

protected message, and having it easily available by the recipient.

Preferably, the cipher key is recreated, at random, or at least substantially at random,

30 for each new plaintext message. - The cipher key may be generateél by means of a



5 The first and second-tier hashing neans nmay be enbodi ed as software hash
functions, preferably software hash function objects. Aternatively, the
hashi ng ngaR§4mY; be enbodied in hardware. 10 The inventi OPC’??&B%P/FZ%J;O a
pseudo-random nunber generator includipng an entropy pool for 'supply entropy
to the first-tier hashing neans. \Were an entropy pool is supplied, this
may be split up into sub-pools, each of which is arranged to supply entropy
to a respective first-tier hashing nmeans. 15 Wen generating additi onal
pseudo-random nun‘glg,r S, tdhe second-ti er hashing neans may take as input not
only the new HEHOSTERIRD Reudoregdome npmbes Hs8emrios hopupliemativalymit taay be
first-tier hasfipg GHERY b 3 i L L shi S.
- The previous h%ushgtt?ut put§ gyaﬁgrytlrﬁg%wgﬁ%%ﬁ}’ gﬂ‘?’g%t&hg%t%h%%?%t%na éeg% ? glr
use as input ttbetimingetkeystrokesrormasise npvamants. 20 The invention further

_ extends, nore generally, to a nulti-tier system In a three-tier system
for exanple, the pseudo-random output is produced by the third-tier hashing
means whi §h i sTHesstoRYted diphsr alayt imPREPRAmtdifer NaR RhE Yo FRALS, ot
those is, itsel_ffﬁf ed-by@% ol ualryePIéiﬁmgf P cififr. qﬁ??ﬁ??lg Ak ab G the
first-tier hastplifgkeeimiesediesed apsovdatzadontiumbet genpyatonpihitchabemnenessaran.

O her anal ogo lti-tier.syst.ens are of.course possible, The invention

further ext en(leqz'l tIEﬁ(‘)i sé&%egrc ¥ 8£B eﬁlgpﬁancﬁ)ge REgbEF- g@ﬁe‘?‘ﬁ?g‘ﬂ@ i that, sRsluenGeeRg Fthen

nunbers. |t exdpphedto tier indkad@ elenicdtPonMmBlhsinelk: SRAAEALH Rehdvee welor oﬁf}_ m

nunbers whi ch conprises: 30 {dsaza s?;iuppl ing an entropy rnput to a’pl Bra Ity
q 310

of first-tier AESAEE \\Bhajigou cREanpiz3By addingnet subtrectingl thyepsende- ng
a respecipve pl, i : ( l.ying the hash outputs
s i mput o aea blkolls (AR huichtleDrosBilibe (i AR ALESE "0 bt
pseudo-random nunber. 5 According to a further aspect of the present

i nvention therIe hsng)rovi%edgcii-glgt hod of identifying the end of a digital
message conpr i-9j A ML prefgied prbedingng the plaintext mpssags BrieRresented ap @y bigary
message el emenbguédbe,awith’ e biRGo-rARnP] ' | ning
an end el enent %f t?\e rressagié, fglrl owed nlla%l%gre%gh%?ﬁmre gﬁj- n%%gté%ecg%é%

el ements of t msetdorrendompequdnioy ofifhitsybased apatheatigtienkef wacthd ssedt OTHehsitsf off St

string tps convert,it. into a seconpd LNg G rising a glurality of
el enent sfsof a ts%g?@ﬁ’&e’ftylﬁlg?sa%érecﬁ’ﬁf}g)%élkﬁﬂ V‘flghnﬁ’fiﬁﬁu‘g’éﬁqgo@r bits e Brodycs s
al | possible $irétetgs héssage. OUtWith SRACS WhhehcH, Shé TatibRht, L SRR Re %983}1% has
defined by all possible second 15 type el enent conbi nations; and (c
sel ecting an élsgrygtediihe segsevedemnussnes siniplp exiragss theeciphesikiey dnandf useh ¢hag rial set

el enent of the r | ur al i of elenmgnts of the second type
which, in conblﬁ‘gnrg‘t?‘?%%?at% oP ol B bbY ol AT DAL Fitep goReratop ay
__ then be used to generate a sequence of random bits which will be identical with those
20 originally used 0 create the protected message. The plaintext message may then be
recovered simply by XORing the pseudo-random sequence of bits with the bits of the

received protected message.

The plaintext message may, in the preferred embodiment, be a binary representation of
25 a sequence of bytes, each byte being representative of an alphanumeric or other

character in the message that needs to be transmitted securely.

The input message is preferably encrypted using a public key cipher, for example a
polynomial-based cipher.  Other ciphers could, however, be used — for example

30 ciphers based on elliptic curve technology.



function. 20 The first and/or second strings may but need not be treated on
an el enent by elenent basis, for exanple as a datastream Since the strings
are, to aldoph¥fHM s and purposes bi-directional, it will o
under stooﬁg(t)hat t%e expression "foll owed by" does not necegggﬁqoiﬁzr%gzn t hat
t he non-nessage el enents necessarily have to conme 25 tenporarily after the
nessage el enents when the first string is transmtted as a datastreanm they
could just as easily tenporarily proceed the nessage el enents. The
conversion function is arranged to map all possible first strings to an
out put space which is snaller than a space defined by all possible second
type el ement 38cwodibgrtata dushert hspeabyfl def bresag @Rentibay apdeadd-RindsPAGEMBLY Ch
is inaccessible by the V1~'0O 01/93U13 PCT/ GB(11/02337 10 conversion
function. The EHFRT HEWLSES marker is selected froma plurality of
. elements of the seqand iR fgﬁutiér%ﬁﬁﬁlgg)hgaﬁg h chitble J¥ L, L hat

i naccessi bl e" space. Preferably, the rst string conprises sequence
of binarysel enents, anulettepysieporaidgenéraingorapésios hastsaap@neaadof ternary
el ements. In the preferred enbodi nent, .the conversion function is
arranged to convem)(%ig SSFW&W“&P@HB&F}S@%W@@%@%Wéheewmﬂcg.ve|f t he
message is.|onger thardQikiam YuBh@ AR bSnckASs i | ¥ ), itis
first separated into 19-el enent bt?ocks, Eeaci‘?lt %?%chgiﬂﬁéu&r}eaég@ﬁ separately
fromthe 10 others. Thwmbgst block, if not filled by the nessage, may be
padded wi th non-nessage el enents. The end of nessage marker may preferably
be the same Iength as the length of the second string. Specifically, in the
pr ef er r et enb@ieferidly, cableoPine fidt-t1eR fishilfy MBS haylGIICBFRIdiBES:] %&rg‘ﬁf fBhves
el ements. In nore general aspects of the invention, the conversi nction
may convert elaBfeian pecessasy.baddtareativelymaddisional entehpf f impetnmapdwesupplied en
Preferably, t din f | s.a . lower base (eg binary) than the
out put fromtﬁofkﬂﬁg%l}{))ﬁm%ggﬁtdeé?ﬁéérh?}%H%S&tjfmﬁet may have a hi gher base.
Once the second string has been created, this may be conbi ned for exanple

by concatenati Lth the and of nessage marker, to forma third string.
Where the net hot®h BBSSuAoTasloghpinabars #e reqittedpeneef the Festitier hashing meapsmay
then be ENCTYRheEraBROpRRraRAde st REcrERE L R p | ub ghde

t he out put spg_;ée rgfn?%e gonverGSi ?)n fJﬁ%ig:&@h&’%f/hggﬁaﬁv?ggtd;aﬂdpﬁé‘ﬁg%&a&ﬁp&
plurality of paihes passediiohe seched-tigr haspingsoeunatwhieh ofesat pothi tgensranér bf thet he

{ 'd;f] E i fs;[ ;Idngy fﬁrcﬁletrh%getfd%?raﬁggﬂlt Im%glbé)rf t h%reeije]r%bfayl, e%ntseggndzt?e? Hgs%?r?ggemggl% be
incorporates the new hash output with the hash outputs previously supplied by the

other first tier hashing means, hashing all of it together to create the further pseudo-

20 random number.

Preferably, the said one first-tier hashing means which is carrying out the re-hash
includes, as part of the re-hash, both its previous hash output and some further input

from an associated counter means. That ensures that the re-hashed output differs each
25 time. '

Preferably, the said first-tier hashing means changes whenever a further pseudo-
random number is to be generated, for example by selecting it in rotation from the
available plurality of first-tier hashing means. Alternatively, the first-tier hashing

30 means could be selected at random.



3 0 selecting an end of nessage marker which falls within the corresponding
part. In the WO 01/93U13 PCT/ GBOL/ 02337 11 preferred enbodi nent, the said
space is Wd’%%’sﬂw“p into 19 parts, each being represent atiif@r/%fso%? pf the
positions w hirn the binary first stripg. In such an arrangeéenent, Re end
of nmessage marker may be chosen substantially at 5 randomfroma group of
possi ble markers falling within the said part. Preferably, within the first
string, the end elenent of the nmessage may lie i medi ately adjacent the
non- nessage elenments, if any. That is, however, not essential, and it could
for exanple be envisaged that the non-nmessage elenents will always be 10
separated by a fdougidr WMERR mdl 1) SHRAI. fd: OfAchNer AN THESRAGR R itk oM S
fi xed nunber of elenents could in certain applications contain Header or

ot her i nf or natalternatively, asiadlk doontoemenansay bé @seceaciuppliynmeunidt inpub &t alll of the
_required is that th asition of the end el ement of the nessage may

uni quel y be d {rgtftgﬁrﬁgghxpgg}ﬁa{z%e end of message marker. 15 The invention
further extends to a conputer program for carrying out any such nethod, to

a physical carrier carrying such a conputer program and to a datastream
represent at i velhsffirsiastd sgcond-tigrdrashing niass imay daetendrodiedrastseftware st Sunaicas,

nmet hod of encr i a digital ssage, . ncl udi.ng j.dentifyi t he end of the
nessage using %&tﬁ@? ﬁ'oa‘)fgggg i‘?s%ﬁﬁcg%r%@?&?’r e‘?‘kf’%ﬂ‘"{fgy’t %8%@%8?%/ Btepps may be
i ncl udes the shifpdrid iamardweié.Nng the third string before passing the

encrypted information to the recipient. 25 According to another aspect of
the invention there is provided a nethod of determning the end of a

di gi tal ssa [.S LG 1( i i i function to
2 Phira 07 nate OBRIGE LA B)a BRRICLARIGEH sihfer BeaGRE IR e Gl ED
i nver se convem®obforfsupplyi ettrdpattbithe fiast-tien hathing phaansl | Whedd anfengbpyrpoblsisof
th dt . ti hem_t

€ secon y%telpﬁpe%, (%l%rswn%y LQ %plti'[ Slgn intg sub-pools, each of which is arranged to supply

entropy to a respective first-tier hashing means.

15 When generating additional pseudo-random numbers, the second-tier hashing means
may take as input not only the new hash output but also the previous hash outputs
from flle first-tier hashing means other than the said one first tier hashing means. The
previous hash outputs and the new hash output may be concatenated for use as input to

the second-tier hashing means.

20
The invention further extends, more generally, to a multi-tier systém. In a three-tier
system, for example, the pseudo-random output is produced by the third-tier hashing
means which is fed by a plurality of second-tier hashing means. Fach of those is,
itself, fed by a plurality of first-tier hashing means. The first-tier hashing means are
25 provided with entropy input as necessary. Other analogous multi-tier systems are of

course possible.

The invention further extends to a corresponding method of generating pseudo-random
numbers. It extends, for example, to a method of generating pseudo-random numbers
which comprises:

30 (a) supplying an entropy input to a plurality of first-tier hash



" who needs to extract the en

WO 01/93U13 PCT/ GBU1/ 02337 12 a plurality of elenents of a first type and
determning that a plurality of elenents, taken as input to the function,
t oget her GRyWds§H/ an end of nessage nmarker when the out pUtP&t/(ﬂaﬁ'ﬁ 2fsku./ncti on
has nore signi f‘l cant elenents of the fjrst type 5 than a given valle, and
(b) taking, as a first string, the output of the function excluding that
portion of the output which was representative of the end of nmessage

mar ker, and determning the position within the first string of an end

el enent of the nessagg_agcordi.ng to.10 the end of message marker. This,

essentially, repr esenﬁ‘g‘cﬁ?ﬁa\s qnﬂ\ggpgr@u%gaf%@ﬁ@?ﬁ’%ﬂ&?&%@&@“&‘ﬂ&vé@ or

| dentifying the endbpbusdifingeesaar oubitsusTRIMOR HbckbndBaltREH fiheriBn eCl PTent
€ of message marker fromthe intormation

recei ved and, from t hwhichgeneseies ppouthut fipsepdeiatidom mimbenre | ast el enent of

~ the nessage. Wth that information, the full extent of the nessage may be

determ ned and the transmtted nessage extracted. Preferably, the inverse

conversi on furstconling akedurties aspirubf tHe2presdnd afiventbs MRAE $s PRAIIRECHHRED &S

output, 19 binary elenents. In a nore general formof the invention, 20

however, the f 186 thespdaf agligitad sieseage cpmprisidee base to a different base.

Preferably, the posgiti . : E;%p ssage, may, be

determ ned accordi Eg) t%ﬁ%rﬁéﬂ%ﬁ%{‘&g@é? I C%pﬁ%%ﬁtgg)f%%gagge{e ﬁ?suncti on,
when provided with tdfe fasictypé, ome o dgasaitbnbstgadebiyefifisgagds a given

val ue. 25 The inventiaon. furth extends to a conputer' programfor carrying

out any such met hod,® &l%{n%)ggh@a{pesg% followed bhyygeryorgmers nonasesseger

programipand to a daélélﬁ&ﬂt?éf@h@?ﬂt%%ﬁ‘e@t ative of such a conputer program 30
Accordi ng to anot her aspect of the present invention there is provided a
method' of WO 01/XoRadyiRCT/coBGLsioR 8BittioR tathp fustastingtoabnedreiriatbs of a
first type and deternning,that a pl.urali nents, . taken,as input to
the function, toget h[eqrl S%:"8§r%?‘in§1§ °3W%'slﬁl&g3fpt1%€gé'a§e@?%%?fW‘F@ﬂndt R&Cout put of
the function has nor etigi @avérsioarfuned@Bahg adbngdietd i tall %&%ibﬁe bf@Bs 3o Ghven
val ue; and (b) taking, as a first string, the output of t

t. s e function
excl udi ng that porti ofteet spaee whichus swiallehthane spepr defneddyi albpodsitilisecond

15 type element combinations; and
‘ (c) selecting an end of message marker to identify the position of the end
element of the message from a plurality of elements of the second type
which, in combination, fall outside the output space of the conversion
function.
20
The first and/or second strings may but need not be treated on an element by element
basis, for example as a datastream. Since the strings are, to all intents and purposes
bi-directional, it will of course be understood that the expression “followed by” does
not necessarily mean that the non-message elements necessarily have to come
25 temporarily after the message elements when the first string is transmitted as a

datastream; they could just as easily temporarily proceed the message elements.

The conversion function is arranged to map all possible first strings to an output space
which is smaller than a space defined by all possible second type element

30 combinations, thereby defining an “unavailable” space which is inaccessible by the



end of message marker, and determ ning the position within the first string
of an end el enent of the nmessage according to 10 the end of nessage narker.
This, essenti represents the inverse of the nmethod de i ve for
identifyiﬁﬁ6% é%g%d of the nessage. Thjs nethod will be usgg*%§ﬁ20$§2ipient
who needs to extract the end of nmessage marker fromthe information
received and, fromthat, determne 15 the position of the |ast el enent of
the nessage. Wth that information, the full extent of the nmessage nay be

determ ned and the transm.tted. ness extracted. Preferahly, the_inyers
conver si on f_un%cEIiVSWCEnaE‘E@,uO%S d{%ﬁ?il%?fn‘fsé?%ﬂ?r re‘ﬁeﬁfif%teg_némﬁr %&E‘Hé@fy g
_output, 19 bi ngemerlsesTeMb Ssecddd ?fp@%ﬁcﬂ,eﬁe&ﬁhbiﬁé)ﬁéﬁ, Gh11 Wghih r{gﬁn‘tih&@ess e”

however, the function may sinply convert fromone base to a different base.

Preferably, thepap®sition of the end el ement of the nessage nay be
_ determ ned according to the anount by which the output of the function,
when provided with the end of nessage marker as input, exceeds a given

val ue. 255The PRY&@ablyOhelfitkt feihg RVEPRLSs 4 QedicRBEbREry PERBARMiP theCRESNd NY
out any such nethod, to a physical carrier carrying such a conputer

program and t¥riag gampLsescaspduenncad demaryi elemerts.s Uathe moshprefesred mmdwpdiment 30

According to t e t resent iny ion there is proyided a
method of ot OreaBRSbeinan fraa 30 o BT s Pl heficad B 3 Eimaly
descri bed abovelemsaatsudésie héksagecipiamentliand 969i§ﬁ%ie%mdhfs Gy itRedIywHIEbd)CRlis
values (y), to_be operated upon, by respective bitw se vectors; (e) formng
anot her first st aenavatey mip Jf-dementdlacks: eacky blegk hewe weated sepowmialy fom ghey

anot her ggcondoward FdhsTHoR r%grqu! fﬁ‘i@ﬁ%ﬁ%ﬁ% {?.iﬁgstag% n?%ﬁtle z{dd%g'%gﬁq{oq-ﬁﬂgﬁégé s;

and (f) performng bitw se opé Ions o spective first wor
(X...fl, Y~0) dememtsboth the respective second words (X, Yl). 10
Preferably, the first word or the respective first words are stored
together in one location, and the second word or the respective second

words are storgge bRUSE RRksdel RARENRLY pRERESH bS BRALALELIhpEALd ﬂi@qef%'tﬁ F the
storage neans and second storage neans may be provided to0 achieve 1hat.
second string. Specifically, in the preferred embodiment, the end of message marker

15 comprises 12 ternary elements.

In more general aspects of the invention, the conversion function may convert

elements in one base to elements in a diffei‘ent base. Preferably, the input to the

function has a lower base (eg binary) than the output from the function (eg ternary);
20 but it may have a higher base.

Once the second string has been created, this may be combined for example by
concatenation with the end of message marker, to form a third string. Where the
method is used in the context of encryption, the third string may then be encrypted and

25 send to the recipient.

The space falling outside the output space of the conversion function may be divided
up into a plurality of parts, each part being representative of a position within the first
string, so that the position of the end element of the message may be identified by

30 selecting an end of message marker which falls within the corresponding part. In the



15 I n one enbodi nent, the nunerical values and/or the further nunerical

val ues to be operated upon are on nodulo 3 and nmay, for exanple, be

repr esent ts. The cal cul ations nay be carried out j e or
may alterﬁg%?%%*spbe embodi ed i n hardyare, eg by neans of ﬁﬁﬁ@ﬂ&k@?3ﬁR, and
NOT gates. 20 The invention extends to a nmethod of encryption and/or
decryption which nakes use of the nethod |isted above. The preferred nethod
of encryption includes generating a key by adding, subtracting 25 or

mul tiplying polynom als having coefficients which are in modulo N (N >_ 3),
usi ng a met hodpraferreaembodimeniQ) the nsaid spac@ as Mivided hp def 19 qiartas sagdf bging

first polynom al conptisi t seri.es of,nu ical ~val ues (x) and the
" coefficients ofP¥® thfa‘)%F)(?? 'pgfltl(%?‘rﬁ?tpg\tﬁg% fgrgﬁtggg.of further
nunerical values (y). WO 0O1/93013 PCT/ GB01/ 02337 1S The preferred net hod
~of decryption includes adding, subtracting or mnultiplying polynomals
havi ng coef fi cinefitch aghreangament, ithenenstphmessage snarkgr may bg ghasapeubsignially at

aving coeff c came PO RR Smarky, M DRGSRt S
compr 1 si iy ¢ he i dtorkp Bl b g BRAc i whtindnd LTbpl?, YO O 4

second polynom al conmprising 5 the series of further nunerical values (y).
The invention further extends _to a conputer progr m for carrying, out thE’
d

above nethod, Yisfesalhywithinithefrst ptapeche epd glgmen © MSHAGE S Jicoighasdiatg
t dat ast . i | _ r f
tg g fﬁr ? ﬁe; egéadée%p{ g‘%eﬁlgﬁlbér’ls\%%@feleﬁiéﬁ?hgfr éﬁ{fu%lfag \;ip,gg%&e%@} not e%@nﬁ‘ﬁ?%ﬁ&“mg

ntion a digital device for
carryi ng out peiudd [fer exemipleobe amvishgetethat thal wan-mtssegs digmentangilloflveiys whes e

| ogi-cal erations, conprisjing:. (a ans for representing,a series.o

nuner i ca&gval useP bﬁngﬁﬁgi &‘%“B‘%éﬁ?ﬁ%&e%%ﬂm t[ﬂ?/ g%—gﬁéﬁ%ﬁ\%ﬂnﬁﬁ% 2@“5 fixed
vectors; (b) nBanserf AreldREdi B id térddin ‘ﬁﬁ;?lﬂ:a?{ons Sontdih AR 1 Biter liforBatdh of
the said vectors, and a second word (X1) from another bit of each of i the

sai d vectors; thatingedst9 bertramsmitted epndy fiwe.n| AHdhdsiis viquised txgthetathe ppsitigniod ke
| on one or both 20 of ds. The i i : i i nt
practice in g 8?‘63‘% Oé\/gﬁe‘?sr\ﬁg%ﬁgeoﬂlgygﬂ{é@/eﬁi’% %&%ﬁ'@?iﬁ;&r@&tﬁ%eﬁg&? RRS28% 1 1

now be descri bgdykepy way of exanple, with reference to the acconpanying
drawings, in which: 25 Figure 1 illustrates the key creation systemin
Tunbl er; Ifigure 2 illustrates the encryption system Figure 3 illustrates

the decrypti ONTRY $hveMbion further extends to a computer program for carrying out any such
method, to a physical carrier carrying such a computer program, and to a datastream

representative of such a carrier.

20 . The invention further extends to a method of encrypting a digital message including
identifying the end of the message using a method as set out above. Preferably, the
encryption includes the step of encrypting the third string before passing the encrypted

information to the recipient.

25 According to another aspect of the invention there is provided a method of
determining the end of a digital message, comprising:
(a) applying an inverse conversion function to a third string
comprising a plurality of elements of a second type;
the inverse conversion function taking as input a plurality

30 of elements of the second type and converting them to



Figure 4 illustrates the error correction al gorithns; VWO 01/93(113
PCT/ (B01/ 02337 16 Figures 5, 6 and 7 illustrate the concept of a wapping
error; Fi Yy &8 jj lustrates the order in which coefficient ?Cﬁhgof/&%%ed for

possible errors; Figure 9 illustrates,;a typical prior art pseudo random
nunber generator 5 (PRNG; Figure 10 illustrates the PRNG wi thin Tunbler;
Figure 11 illustrates a circuit diagramfor addition nodulo 3; Figure 12

illustrates a circuit diagramfor subtraction nodulo 3; and Figure 13
illustrates a circuit diagr.amd or | tJ pkication dul 0.3. 10 1.

I ntroduction Turbl er nglgx%@ eogt??%%}{%%#gh??%ipﬁénﬁag@gﬂlﬁu%pl icant's

_ cryptographi c devel opehd'a gl@@liki df eldtherf Mkdh RS ibubty e Fuhiof] fferent
cryptographi c algorithms and non-al gorithm 15 specific APlI's, but is built

primarily but not excltogithesicompristimienchef mERaERK@Benivhen thetowtras devel oped

~ by the NTRU Cor porat i I - found. i.n Hoff st.ei Pi phe~ and
Silve~~ma~z, NTRU. ~ A%%ﬂ?]%ﬁ%gﬂéden}agﬁ%?ﬁg%l%@gca&} ?}B?S%@gfé}%tﬂﬁt tff’p‘guhl er (ed),
Lecture Nbtes in Cornphit £pivesvalaeeahdt23, Spring-Verlag, Berlin, 1998,

267-288; and in PCTbgatent aprij i cation W98/08323 in_the nane of NTRU 20
Cryptosyst ens, | nc. (CHiaKIPGas @hirgtoiting the Qutpyt of dhe fupetioneexclusinghr oughout  as

"the NTRU patent appligatdoftbn of b i br eakt hr ough in
cryptography. Departing roomnt%e traaﬁ‘?@ﬁg}ﬂ\%ﬁ%eg%ﬁpé%ﬁﬁent eger' based

products, it provides emdof mesdage imenterpad detearmiging hegysitomwiddsed on a

pol ynom al m xi ng net hod,. Any. bare al gorithm_however, is far fromusable
as a cryptographic prgﬁ%ﬁfsrs lﬁgﬁgf‘%@é‘ﬂaﬁm@%"afﬂﬂ%@&?sa& aGREHPRE y i s
necessaryg |In the casgnofndViRkbdshct Havgre style, which is the source of its
superiority, nmeans that nuch of this machinery nust be reinvented to cope

with the algorithns. WO O1/93013 PCT/ GB01/ 02337 17 Thi s documnent
descri bes the ique iyl enentatign .of the RU PK Public Key . o
Crypt osyst em) J’é@ﬁ’?ﬁﬁ%%ﬁ% TeRICRCR RS 1Byersq pf %tﬂ“ﬁﬁ%&?ﬁ%@gﬁ Blbqvgnér {dentifying
faces in attenfkieAd of thel iEsegE: NThishBethIRWilPKERsclhy2a FeRBlieWAiHoPheeds to extract
cryptographic tool, and ) )
the end of message marker from the information received and, from that, determine
15 the position of the last element of the message. With that information, the full extent

of the message may be determined and the transmitted message extracted.

Preferably, the inverse conversion function takes, as input, 12 ternary elements and
produces, as output, 19 binary elements. In a more general form of the invention,

20 however, the function may simply convert from one base to a different base.

Preferably, the position of the end element of the message may be determined
according to the amount by which the output of the function, when provided with the
end of message marker as input, exceeds a given value.

25
The invention further extends to a computer' program for carrying out any such
method, to a physical carrier carrying such a computer program, and to a datastream

representative of such a computer program.

30 According to another aspect of the present invention there is provided a method’ of



expl ai ns how Tunbl er uses innovative techniques in order to solve these
problenms. 5 It should be understood that many of the innovative techniques
used wit hin. Tunbl.er are i ndependent of each other and COUlﬁh i ngly
or in any séﬂé@?@d conbi nation. F or anpl e, although the '@ﬁPE@fﬁaﬁ
techniques are all contained wthin the preferred Tunbl er enbodi nent, they
could be used singly or in any conbination: error 10 correction, end of
nmessage mar ker, checking mechanism |arge state' pseudo random nunber

generator, use odul o .arithneti.c. and protection fromnultiple
transm ssion ac%e? b&ﬁg&g%lcﬁglgﬂgms%gg&o@ ﬁféertfﬁlgg?fi B& CPTREYSIB8t hough Tunbl er is
primarily built aroandeérpptingl e chtsoprealseipi th Produdsa 88kd @tthgi N the NTRU

i
" patent application, nost of the innovative techniques have a nmuch w der
application. 15 1. 1(br@pplpiegindaverserruverkios fragtiontto aphird staingon The NTRU

pat ent application de I 10d.f or tESe reatiqn of .two rel ated
" polynomials, called t%éﬁ%ﬂglﬁggp@y@r%ef e rqf\c?affe%oqge Pe;; @egoes on to show
how t he plibl i ¢ key cainkeseusaderkion fifish ekihPasBesadRuralify e form of a
pol ynomi al, into an 20 encrypted form This encrypted nmessage is secure,

since the task of ret flegifmiglithesespndtype pndeevggie themdn aphualiion edge of
the encrypted nessage apg, fel L 0 C |l ex to be
performed by current chhﬁ%aggu?iﬁktgyﬁ%gcﬁ%nﬂﬁéﬁ %@E%%ﬁ?’fﬂrﬁgwme encrypt ed
form coul d al so provi dkntenés, taramss mput toaks fumction) godethier sbmptifgan t he nmessage
securely since know ed f the private k usual | | ons recovery of the
25 origi nal nessage. eg%’ﬁ?ﬁ%%%ﬁ‘%@%ﬁ%ﬁéﬁ%@fﬁ‘f CBONARS | nconpl et e

Sol ut i om@)sing the pr i giekiadUlerhlifs SR Yibdi BfhelRA chf valO! Nal Message

can usually be recovered. en the nessage cannot covered this is due
to errors call ed wigppsking,es adiag sfrinig, theemtput bf thadumatiogiemaludingbel i eved t hat
wrappi ng failures wer asi | (@recv rable with a given t hod and t hat
gap failures occurred%?gp?%\’%l ﬂf%‘ﬁ'ﬁp‘ﬁﬁ CWPFCBF?%@'%Y% |18 (NTRU pat ent
application 1.3, p. 2iddfmbisa ﬁﬁfl&r,%@@&ﬁﬂhiniﬁ?mpﬁéiﬁohh@ﬁﬁﬁ he net hod
suggested for fixing wapping failure often failed to correct the error,
and that gap failure Irgbfirag okabengtelemensiof dhermepsagsi adcoxding tgni fi cant | y.
There wags al so the isgye qf tection. Since the person attenpting to
decr ypt e 10 msssaggiédﬂlngort;g‘gers%{éﬁgﬁ?g&pgggess the original, it was
difficult for them(dprdeoosvinghht hessdgedrometrays shy. decrypted correctly or
not.. In conputing terns, an arbitrary data file is an arbitrary length
string of binary digits. The cipher, as described in the original NTRU
patent appli cafleqhverfda RhG dkfthBty ' infafy §& iflation!
is therefore necees‘sl%ry to pr ov?egega fre R%S&Wgh&lt ?r%énéaﬂja@ ?r!(%)g&%lﬁ tlc?na
sequence of fiof¢ht methgtihmentioredyabped.ynomi als in such a way that the

resul ti ng, sequence of polynom als can be turned back into the original data
file.

According to another aspect of the invention there is provided a method of carrying
out parallel modulo arithmetic calculations on a device adapted to perform bitwise
logical operations, comprising;:
(a) representing a series of numerical values (x) to be operated
25 upon, by respective bitwise vectors;
(b) forming a first word (X..0) from one bit of each of the said
vectors, and a second word (X;) from another bit of each
of the said vectors; and

(c) performing bitwise logical operations on one or both of the words.
30



During a cipher's normal use many people, known as attackers, constantly
attenpt to 20 break it. Where NTRU PKCS is used, the task of retrieving the
ori gi nal gi ven the know edge of the encrypted nes e
public keﬁ‘zﬁﬂ,ﬁl“‘l s far too conplex tq ,be perfornmed by curgﬁ/{:&l}tﬂ{e}%ﬁ%& ogy
in a feasible length of time. The solution for an attacker is to gain nore
information than just the encrypted nessage and the public key. i 25
Dependi ng on the way in which the cipher is used it may i ndeed be possible
for the attacker to gain additional information useful for breaking the

ci pher. The qBraférablystkermetBodidesctibedabeve reheiepher in a way that all ows

this. In sone instapces; however,. thj an be top limti for practical

purposes. The two HHIFRESEYISA WeéP}éﬁg&‘F%W?WgPVﬂV@ @iﬂg% 13

PCT/ GB01/ 02337 19 whepferhied upoRl@sy edRbaivd Birsigedeact |y the same nessage

~multiple times, or where one . wWshes to set up an autonmated systemthat
m ght be , accessed(dyfoampe anothienfirdtoad Kéro) fivhesaidrons iteksachappl i cati on

descri bes the theoretical algorithmfor the ci but .5 does not address

how a re§l wor | d macI‘ﬁaffgv%g(ﬁ?’oang&ng%‘@iﬁecﬁ%cﬁvi}’f%éﬁ?m saa“g‘?lﬁ)gﬁ "thm The

theoretical algorithmieendah 8 tHeahilvedRhy 4RW Steps and enpl-oys mat hematics
that nodern conputers are able to performquickly, and so is naturally

fast. The present &ppparfoaning biviec oprsgiiansion beghthe seppediterfitgues to i ncrease

the speed of this algorjt t . N T ution
Tunbl er' s inpl enenta o @3%@%@%%@?%@3 P‘ﬁ]éi ‘g@%g?é{’\%’égn t he
theoretical and the practical. It also contains a nunber of new techni ques
that build on the advances contained in NTRU and can even be, useq in other

areas oflGrypPaefemblyy theidirst worhar the sepediRgimsh vadhaR FiRed gelst o Wee
detailed nmeth . fectd : i | p
failure. In onsiaySifi BECRAELLR 5 BUARHARS LB MR MeMRRL A IoaTpord
securing dat a aaotersphcede seialrate tlocatiehy Ujsh stotege imeamgrantlyseofnd btorage cnygpised
nmessage. Using the original qrﬁth €s described in the NTRU patent

appl i cation, mAYREPVIRed i 390eVEdR%cti on and 20 correction system outlined
below, this is finally believed to be the case. A coherent "bit to tert'

conversi on schene works in conjunction with an original "end of nmessage
mar ker' Eyst efntoneiemtediaes, Bet weeerical anltas dand/onthet Brthannameri¢ad svatugd tabRU

PKCS pol ynom al s. ... 25 Tunbler .c ai s _processe hat er at ngsi de
the NTRU PKCS RFGSIHPOR 2Ky ?%WOFH@%%‘EPIH?% fé)re ieai)f’ Ir?/pr%%g{egé)s{etg}r%%ssage
multiple tines, or to use an autonated systemthat m ght be accessed by a

potential attacker, w thout WO O1/ 93013 PCT/ GB01/ 02337 20 ruining the
ci pher' s securfheycalondatigap maysbeaeraricd pyigingsofiyiare pamgs aljernstinely depmbodied in

t emat  cal ael el LA ARLALANOR AND, O ¥ RGPpikd.0n for processing the

NTRU Pli CS, the devél
20
The invention extends to a method of 'encryption and/or decryption which makes use
of the method listed above.
The preferred method of encryption includes generating a key by adding, subtracting
25 or multiplying polynomials having coefficients which are in modulo N (N = 3), using

a method as claimed in Claim 1 or Claim 2, the coefficients of a first polynomial
comprising the series of numerical values (x) and the coefficients of a second

polynomial comprising the series of further numerical values (y).



5 NTRU PKCS i npl enmentati on have created sonme seemingly anti-intuitive

ori gi nal nethods which process nmuch of the NTRU PKCS data at a vastly
increased rate. In order to facilitate comercial crypt ogrpg:m?%(‘?@zdzgﬂ t he
NTRU PKCSWPtmfgémﬁecessary to conbine this internal algorit gr eat
many nmechani sns designed to protect 10 the ci pher's use agai nst conmon
attacks, to interface the cipher with regular digital data handling, and
al so to overcone problens inherent in the cipher. The present applicant

believes that all of this has been achieved in Tunbler. 2. Mthematical
Termi nol oty 15 P¢here gefindo 8f) degiyption dnelndesTadding r swhivasting) or gewkidging n

three integer f ) : r e ") of

pol ynom al s oip B egfrHeidSelgr}%wé;1 ecg)te fg‘?rmétﬁﬁkg%v %Hf rg\nﬁ{ ﬁ'olﬁh{o,elée %(L)ge}f F %ﬂgg é‘nlpgt.hof{lc?tse
that p and q rbédeddt (Pl ioMElaibiie, the cBEMidledtshst A%ss PolmbRadl GepiBinp) the 1,
and that g will  al S be considerably larger thanp. I'n the Tumbler

i npl ement at i ofe4iE Gdimearicsl walugs{3y) and ﬁleﬁeﬁf%&mgs @ sepomd pelypempiad gomprisingi ng
on the sige o : j SHBAAL oul d use ot her values. One works
Wthin the ri fﬁ}é&gfl%gﬁﬁué{a]{’?g% At egﬁélﬁ%i%nom als R= Z[XJI (XN-1). An
element F a Rwill be witten as a polynomal or a vector, N1 F-~F,.x'

-~F, F'.. ~FN_,=. i~ 25 Addi.tion and subtraction in R works jn precisely the
same way as irPRIPNEHPo FrieéTeng? it9 Rnedmputenarogran i for cpgmingheiether above

requires redugldigdl, 1AW sicdl carridh) carryin u@ﬂ’a%ﬂi‘p%tﬁcﬁl% 2283 4 fdasttBin

synmbol * denotes multiplication in R I's star ‘nmu pficadtion I's given
explicitly asrepresgotative obsmehl agongmtgypoetram, F*G=H 5 with k N-1 Hk = ~
Fi Gk- | Yo Fi G\tk-i = i =0 i=k+l i+, j=k(mod N)

According to a further aspect of the invention there is provided a digital device for
carrying out parallel modulo- arithmetic calculations by means of bitwise logical
operations, comprising: |
(a) means for representing a series of numerical values (x) to be
15 operated upon, by respective bitwise vectors;
(b) means for forming a first word X.o) from one bit of each of the
said vectors, and a second word (X;) from another bit of each of
the said vectors; and ‘
(c) means for performing bitwise logical operations on one or both
20 of the words.

The invention may be carried into practice in a number of ways and one specific and
preferred embodiment will now be described, by way of example, with reference to
the accompanying drawings, in which:
25
Figure 1 illustrates the key creation system in Tumbler;
Figure 2 illustrates the encryption system;
Figure 3 illustrates the decryption system;

Figure 4 illustrates the error correction algorithms;



It should be noted that this is precisely the same as usual pol ynom al

mul tiplication 10 except that the coefficients "wap around,' so that the
coefficie f ' is conbined with (added to) the const ¢ ent,

t he coeff%q(gﬁ%sﬂlg‘? X~"+l is conbined wth the coefficient aﬁ(}?w@_ﬁ;ﬁﬂ(y%g} SO on.
In practice, one is usually interested in the value of a polynom al's
coefficients nodulo 15 p or g. In effect many of the operations can be
considered to be occurring in the rings Zp[ X~ (X~'-1) or Z~[X]I(~" N-1), but

it is desirable to.consider the.residue of a single polynom al reduced both
modul o p and g. V\héfr;*gﬁrﬁégpé?'?cgfﬂi“sﬁ'? _Ljﬁ“’t?%cf:}&té’tfiag’ﬁaﬂg‘blélegof’say) q, the
intention is to redyggreldiludiPate PRt bider BMvhiARABI R dhts ZBRRECIRH Fort WO pbssibid
rul es to .renenber when reducing nodulo an integer p: a (nod p) + b (nmod p)
U0 01793018 PCT) GB4Y, 02937, 22 FLA 5. not 4 Li6l 4, towevel . ~the NTRU oo )
. iS no ield. ver e
'~ paraneters have be%ﬁg‘gﬁogeﬂﬁmﬁgﬁc?htyzfl%zyprfqua?rtiQseﬁo er%c}owlwtre[r k%cm;raft%rr
appropriaely sel eqP@N@R! ynom als to have inverses in R Ris a unique
factorisation domain so, if they exist, these inverses are unique. 5 L",
consi sts of all polkiguie &) iustrptes the PRNEowithinciwmbler;modul o p. The el ements
of Lf, Lg and L~ al i Cl: . I .but f a predefined
ﬁg#}ﬁgqgﬁﬁqué@ aaéllg:ﬂﬁgif%g%%g f?roa%}qnpolﬁ m§&fio 3

wei ght. Pol ynom al s ave, respécttively,

preci sely dg(l~ andFigdwel 12 itlosifdtéscd @it didgrim thresubahéetionimodigé 31andénd d~( N)
coefficients with the value -1, and the, remaining coefficients_all having
the val ue 0. Pol yndiguies!3 lﬁu’f_tfatféfrae"l’éf@ﬁidﬂ?eﬂda@éom&élpg‘%@n r@@d‘h%éf ficients

Wi th thel%al ue 1, and d~(l~-1 coefficients with the value -1, while all the
rest of the coefficients have the value 0. The polynom als in Lfhave one

f ewer coeffi cilknintwaduetionl ue 1, to allow themto be invertable. 3. Overview
15 The Tunbl er cryptosystemis fornmed of three separate systens: a key

. ; . :  Thi .
creation systemm@Breng! YR biafld Sk O RO Prde :ﬁ%lﬁ?éﬂﬂ%ﬁgﬁ%%&}uca?ﬁ%cl%ﬁﬁ%* on

briefly exam nes each of these three systens outling e I'S
constructed f rioadki. Hinebtainsaf numbkerof iffieyentrasypegriephic 20gotitemsaRUnprarakgotithm-

SFep prokbosearetiie AbfRnRf 4 RefCRRRas! b pdsotefisr sl Butialls SBLT PEGs

features, nakidlgorithes eapideeadsssds by ahs INEREbCyrptedtidne O NDetARt #dy Yeatdurdf it he

three processes below is described with the help of a flow diagram It is

:‘ nt er ?ﬁt i ﬁ RtU (ﬂ%ﬁﬁd’ér@’gﬁﬁe@f{’ AFlﬁWeé’éa’F,lgffmqi é&l’é&é}a\?ﬁ‘fﬁultlb?efg Gﬁwrw;t@z?;; P ;
romthe n ), i s R e 3 ey

creation syst eé’n%l%hfeed%r%%gg S dgésl fr}lggaﬁhlg%’ r%gﬁeé?‘ﬁ?%’/ 'S‘glp lrrrz% I e"".rﬁ]%tS %le;le,n’ 8

however, in th¥7kaEE; cragl i rPATaiaténh eapgliesions WE2B/68323s in nthefdane efichi TRA&V e

been achjeved. WO 011 93013 [/ GBO1/ (1233723 3.1 Key Creation Her
Koy creatdon SPEVHETSISE: ﬂﬁl@cg?ﬂea ogymef yal & relkited. i ibepughentrass Hﬁeﬁ’r@e

t he patent application”,

This algorithm represents a breakthrough in cryptography. Departing from the
traditional world of 'Big Integer' based products, it provides more efficient and secure
25 systems based on a polynomial mixing method. Any bare algorithm, however, is far
from usable as a cryptographic product: In between a great deal of machinery is
necessary. In the case of NTRU its unique style, which is the source of its superiority,

means that much of this machinery must be reinvented to cope with the algorithms.



NTRU patent application). 5 101. The key creation systemtakes in the
al gorithm paraneters N and gq. The paraneter p used in the NTRU patent

applicati i i.xed to be 3. However, other values could x5 102.
The privaﬁgnbzyagolynonial, f, is chogen randomy fronlthéhggﬁﬁﬁ }3ﬁ%ich IS
10 dependent on N, as described in the NTRU patent application ( 1.2, p.3 |
). 103. The inverse of f is calculated nodulo 3. Instead of using the
"Euclidean Algorithm' the nore efficient Al nbst Inverse Algorithm is
used. This algorithmwas found in the paper 'Fast Key Exclz

Fobanahis 1 ARk

Elliptic Curvéhsydacament descrpes the pgiqus implegepisiion of theNTRAGTK (S (@Egbiic ey
Cryptol ogy: - : J gogq)g, i ;
Coppersmith, Sp ﬁrg-g’gsgalra)‘l'{:%%hgég@ w ‘\%r %e 199 ?lﬁ%sgﬁ%§ﬂ%?§ﬁ{?1%t§)ﬂg(%eisgpe
that the i nveaempiins tadinpkexieat thd NTRAU P es aoral wetldrargptbgraphiz tany and -

chooses a new f. |n.i enenting.this.algaqri.thma process of fast. .nodulo
ot thnet fo ¢ hiSlghe BANal FE LS R SHe 1o aRED o Shp e TSR |
used (seg 12 for further details). 20 104. As for 103, except that the

inverse of f is calculated nodulo 2. In inplenenting this algorithma
process of fadtshouttlbo vadérstoodthat mamyofghe prenoaatived tebimiqegsersed ivathin dinmbler

brine e preRpraded iy Bfcnd G e SneDer SR O aHRYeh BRERies.
that prine, u%9gx&hﬂemkﬂwgﬂwmfmme%%mﬁqhest&@ hnicaRifalwiganioad prefaald ed

boot strapping. This al1ov\(s us to calcul ate the inverse nodulb g (which is
al ways a powerTupfbler) embedimens theyeposidd hsdused singlBoer 48 ranypromgbigaan:t haror yo

modul o 8 Gower oF " focsSiae iR Wb g oyl ofes e (PRI foftom
modul 0 p2"'. 1fmbef génegdiosensd asdafbdulo i Brithnsetio] | @id Waytettor , fromt rhuldplet he
set Lg. 5 107. This Is the sane caonmputation as is perfornled {1 t he NTRU
Eat ent alppldi g étspﬁﬁlsélppg?tzaﬁs- sltéb‘)‘@g@}soém:‘l?_@ Stqqquattﬁll@oF%{hFme ot ft_: @)}gﬂ%&'o
een include AR ; [ €U Ratent Gppliction.
109. The publ ibcﬂf cey ﬁﬂr?ray t er11) e %%Eﬁh@%eaﬁ?ste?&@}ﬁﬁgg I{)eenqj?aeﬁlcu %t edol n
step 107. 3. 2 nhowt by fhiciiomovdére techiiqilesiaive a nawvhrwider applisgtstnem i s descri bed,
as it aploiars in figure 2. This should be conpared and contrasted with the
original*-encryption systemdescribed in the 15 NTRLT patent application
(fig. 4). In figure 2, the synbol ~~ is used to denote the concatenation of

the objects tq eiffieOriEif NTRU PKCS Patent application
The NTRU patent application describes a méthod for the creation of two related
polynomials, called the public key and the private key. It goes on to show how the
public key can be used to transform a message, in the form of a polynomial, into an
20 encrypted form. This encrypted message is secure, since the task of retrieving the
original message, given the knowledge of the encrypted message and the public key
only, is far too complex to be performed by current technology in a feasible length of
time. The encrypted form could also provide the means of transferring (or storing) the
message securely since knowledge of the private key usually allows recovery of the

25 original message.



20 201. The encryption systemtakes in the original nmessage data (the
plaintext), P, as a (binary) string of bytes with an undefined | ength; the
public key, bol ial, h, the algorithmparaneters |1l andp,gy i
necessary%‘g&ﬁ%f}ﬁnpl e Transm ssion Attack protection key |‘éﬁ5’t‘;ﬁﬁfz‘ﬁ%ﬁ; key),
k. The process al so nakes use of the SHA-1 hashing function, H(). SHA-1 is
defined in the US Governnent's National Institute of 25 Standards and
Technol ogy' s Secure Hash Standards (FIPS 180-1). WO (11/93013

PCT/ GB01/ 02337 ézliaqwl | | b%g nder st ood, of course, that the plaintext P
represents t hd-&AmHcomniete M% (or other) nessage to be encrypted
according to any caonveni ent standard binary representation. 5 202. If the

ci pher requi r 451 the W‘@tq_ﬂ‘ﬁh%ﬁi dhg encrapted dormyy be cuigingd messags ¢ap wpBlly &8 to
data (1 are Soreei HHRARLO R L copbbtnd boRrPif e fo el CAE Hepp RO
' 1g:gﬁner at or (seg(r K)ga‘p_ )failh,iffs_s.nhl :\ﬁﬁé\ prigihelty i?ﬁtemibumgxlwmg ﬁilhﬁ}cs Kweref easilyut

e sequence [ ogi cal | y consi der o be zeros. I n practice a
sequence bf _altesyerable HA hangpod RS éhatsga.aofaﬁwsmeu%%&réo tr"FﬁeE’g%héE they
Thto the o phory saeougiabl (NIRTE gafeTagplatlon 6105 R 3B, (e BipaRi"y
pl ai nt ext dat dhoXERe that the mbthod sugaestedffot Arxingevrappiog fgiture oficwfailedde cofrgct) .
To encode the XORed pl gintext Lt. is 15 necessary to canvert.the binary.data
Into ternary, 1heBPEcRd at en falhe vas rempoBorintighita cUoR§oabiY sentiply
the cipher (semerdvas J1368R ffleH e¥rod d8ictHon. GinceltBOpérson bémptidpeioReS PO the
polynom al s that are then processed by the PKCS m_&her. If Tewer than Rr
tents rekhi n ungssagsedid adt usvelly phssessaheorigingl, itemssdiffrealtfornthem torknowewhether
message. pol ynqqi al._and, an.end .of nessage rker will be created in 207. 20
204. Provi dedqﬁ]%g’tesseaﬁgaﬁﬂd?cmtgéc?rgf@?'g)rﬁﬁgr ocessed, ~a nessage pol ynom al
is constructed fromthe next N and then encrypted. If the plaintext data

has been exhausted and there are insufficient tents to fill the next . .
nmessage pol yndRiCAMPUHAE &mnsoln iy datadilR &y apubltrasy lengtinstang of bxgyy digsfs.

205. A randomaql 1 I and_.ml ti-phi | | i
product pol ynorﬁl%a%égﬁéﬂ ? Ilﬁg%&g Eggr?,'[&be Fﬁ%lﬁﬁes%g%teje%é% ﬁ%ﬁlﬁ%ﬁ&éﬁ,‘_hl% %((;[‘(3:%5 is
identical5to tgodynodeisisrafbedixed lérgeh. NT RUtlpadferet napssarc &d parvidef a gnethods twyich

450) except that th anet er has en.incorporated into the public,key.
The, resut i ng e o BleHb A sebrieeided ISreieRes PovPPRI b aek Sty hed”

i nput t ed i nt 0 {ge fRBRINCRBGEENELBESAIPbmiaR! daR BB Furl¥d bAk iARSRBGAginal athlD3013
PCT/ GBOL/ 02337 26 polynomal using 2 bits per coefficient, ich is also

packed to fill bytes. The check hash is conputed and concatenated to the

end of the cipRher_ pol ynom al ee 6). The output fr this hash far

check bl ook B DS bBE: Angndl e by pearic R oc BPTbH SomoBRly e
proceeds200 t hgedlext Widry¥ NTRE! PRISENE dsb@ thexhskNof etisviag the atipinak imessHye,

It is unlikely that the plaintext data will fill an_exact nunber of nessage

pol ynoni al s orgi¥getheaknaylsdge afithe gncayried mpssrge anddhe quiblie ey amly.nis dat &

When all the ] f] i r Ss
descr i bed i ORI Biaihtf oMo cmbibef AT SR USGRD of 1nd P
pol ynomi al is sobutiinefoednusiackertibéo gaid mébrenefsmgiomtrhgnstste (caewypted)meshges

mechani smcreates, a. 12 tent end of nmessage marker. Tl >is marker is included
in the plainte30d gy Sot fit jin the last inconplete nessage pol ynoni al .
In this gase the end of nmessage narker will spill over into 15 another

message pol ynom al. The |ast polynomal is conpleted with randomtents if
necessary. 208Defendigasn theewsygewphythemiphkr {souseg osmiap|ipdaed el passiblentor the

message pol ynonj al s), cont ai nj. he.l ast inc l.et ai nt ext. nes e .
" pol ynoni al andarqaﬁiée eff 81 ?&E‘g&i IBETRATQm, S f?{o%e g, e phst: t%%'g Uk
manner as all gishef isRnIo&Se AR ptdMiiRbkSvay that allows this. In some instances, however,

this can be too limiting for practical purposes. The two addressed below are situations



209. The concatenation of each encrypted pol ynom al packed to fill bytes,
but with the last inconplete byte (if it exists) conpleted with zeros,
fol |l oned | i.af.ely by its associated check bl ock, forns §Mp1 ed
nmessage (Cip er3 é’xt). 25 3.3 Decryptigpn Here the Tunbl er dl;eéﬁgggllqozn system
is described, as it appears in figure 3. It should be conpared and
contrasted with the original decryption systemdescribed in the NTRU pat ent
application (fig. 5). VWO 01/ 93013 PCT/ GBO1/ 02337 27 301. The decryption
system takes iwhéBer & AR eggga&% Aand SRS LS s et NE
private key polynom als, f ande , ‘th@g%e'r\gor c%??sgé%]frg’ﬁﬁlﬁgsﬁfs’ gﬁ]gﬁe{efone
necessary, thewishigs eyt ukkan Ftemped spsian dias migkeactssedby & betefitidatiadiashi ng
function, H(). In 5 figure 3 the synbol ~~ is used to denote the
concatenation of the objects to either side. 302. i is a counter used to
refer, in orderhe NOTROGSEN GpSGEYR I8 BRL YROFLE! ' ! e
decrypt ed_pl ai nt ext da’??tv»i tﬁﬂt he MIA pr)lr ot ecﬁ&%ne@%ﬁlﬁé’gé%ib?ﬁggh%sggﬁgﬁm 10
303. ~ Each’ encrdngs agt gisireas diatvad realmaloild sarkine teild peaboub perfbmang this algorithm.

reconstructed 0, i_phert ext siml y reversing . the packing sequence
used in 209. 304 %ﬁﬁagsag%?d’éﬁlpscoﬁfgﬁsirﬁgﬁ&}éyBcﬁthFFé’s ghfl eapdoyeayathematiosbet by

the private kayoddnebs®utefdars abk th HAbhE alick ri ' e
NTRU pat ent appl 1,cati€l% (fig. 5, 15 step?S?%’gg‘gscggo , e%<1 Z%'(LE tﬁgg}#‘%gﬁth
result of the 3PPHSINtGRYS BrWewari devised tedmiques do iimerease ¢hé spded afebid edodrithm
error correcti&g&n%&? A hash is nade of e; and b;, in the same way as that
of e; and m in 28 gée 5 6), treating the decrypted polynomal b; as the
nmessage polynomal m. This hash is 20 conpared with the transmtted check
bl ock B;101n tlh® BwHembhatSautiar correcti on needs to be enployed on a

pol ynom al, many such hashes nmay need to be cal cul ated using the sane e;.
|t may ther ef Ghenlier efihipléeaitation LECHEANIRGT S idbdye f Nl
after the input of  e;, éﬁ? bef ore the input O#’KE;S- gégé%OgF@%apt Eé;&&e'ef? the
transmitted chaEctinaband themeasisal Halsaontainsonnendbérof 309 tetiemiques shal dnild ed

pol ynom al , bje e &q0riginal ith nessa olynam al. The
terts of thesethen%%léglgét;seo%g m%e?%“?ﬁ“ né‘%cg CHHose bc?o%e‘zﬂ ‘g@eﬁ%ﬂ?{ﬁ qfﬂ»‘]pgptggqaghy(,s ee
8). Thi s convelrtisignal prqeessingy amd@omputigg.s of 12 terts.

15 ‘

Below are detailed methods of detecting errors and correcting both wrapping and gap
failure. In order for the cipher to be usable as a practical means of securing data one
must be ablp to rely upon the integrity of the decrypted message. Using the original
methods described in the NTRU patent application, together with the detection and

20 correction system outlined below, this is ﬁnally believed to be the case.

A coherent ‘bit to tert’ conversion scheme works in conjunction with an original ‘end
of message marker’ system to interface between standard computer data files and
NTRU PKCS polynomials.

25
Tumbler contains processes that operate alongside the NTRU PKCS and which

allow the user to send exactly the same message multiple times, or to use an

automated system that might be accessed by a potential attacker, without



VWO 01/ 93013 PCT/ GBU1/ 02337 28 307. The bit to tent conversion converts
sets of 19 bits into a subset of the possible sets of 12 tens. Wen a set
of 12 tengd g Bofenber of this subset it is passed for conyef&p@lack into
bits; otherwmse It is not a convertedyget of 19 bits but an end of nessage
marker (see 9). 5 308. The tents are converted into bits (see 8) and the
result is concatenated to R R is of course a binary string (representing a
sequence of bytes). 309. Having decoded the previous polynomal the
decryption systemthen progeeds to 10 the next encrypted pol ynom al. 310.

| f the transmri”tné’agﬁ?‘?eﬁ‘ﬁlﬁq HERWHEs not match the hash created in 305 then
t he decoded polynomal, b;, is not the original z~h nessage polynomal. 15
311. If the optional error correction is active the ertror correction system
attenpts to retowell ashaalgsingiantull ramgs af) stapdard nonheanbaticsle@ols in)ord@1id. finkhthe

error correction systemw || report, back i ss, If it is successfyul
then the resul%’?‘ﬂ’dﬁ{%;so[{}goﬂi T110f S BTSIBE tﬁ? M ’?HZF% GET é{egglopq{s ﬁﬁi“i“gfer 8
accepted ;s t herREXPK %S fRNEmERaRoH ) fﬂ@é“c?éateda%lné ReerhinBie @nﬁ-@fﬁﬁﬁﬁgi&}%ﬁd

normal . 313. This point is reached if an error has occurred a

been corr ect ednetiiods whick prosessphadhmfahe NIRUNBK CSndatedtanasthe incemeadoratad. | n
nost cases the whol e nessage is discarded at this stage. This is because
nost uses of a PhCS require the whole intact 25 nessage. It is possible,
however; si nply &&rﬁ@‘fﬁiﬂtam&xlﬂnaﬁa?érﬁftoérmyr @%&ﬂ fhk NTRUBKES XL is"Rb&k syt O
the current incorrect nessage polynom™al, skip to stage 306, and continle
as normal . Onlty combing thisdntetrek aldoritlen avithex gtept meny eechahismodesignedito pretectat e

nmessage l yngui al . wil | _be affected. V'O Q193013 PCT/ GBO.L/ 02337 29. 314.
A out ol ande Bepths behffist Soifiin-aalks 2k SHGERS o Ragoil A g
previ ous bl ockiatzoharddingsat 8ls6 abetcdehet frobichss MmAcreaORC teesiphed The Bresent
Finally this block is Interpreted using the end of nessage nechani sm (see
9). This may @@Hh‘i%b@lﬁém@ﬁb@lbpf@ﬁs%??éelb#d’ﬂ%’@dbilﬁm@@ﬁ-t ained in R Terts
t hat have not yet been converted are

2. Mathematical Terminology

15 The NTRU cryptosystem, and the Tumbler version, depends on three integer
parameters (N,p,q) and four sets (L, Lg, Ly, L) of pblynomials of degree no greater
than N-1 with integer coefficients. Note that p and g need not be prime, but it should
be assumed that GCD(p,q) = 1, and that g will always be considerably larger than p. In
the Tumbler implementation is normally 3, and ¢ 1is normally 64, 128 or 256

20 depending on the size of N. Other implementations could use other values.

One works within the ring of truncated integer polynomials R = Z[X/(x"-1). An

element /' € R will be written as a polynomial or a vector,

N-

F=)F¥ =[F,F,..F.]
=0

25 Addition and subtraction in R works in precisely the same way as in normal -

polynomial arithmetic. Multiplication, however, requires reduction modulo x-1).



5 discarded. 315. At this stage Ris the plaintext data with the MIA
protection still applied. The first k bytes formthe MIA key K These are
used to guence generator S(K). If no MIA protecti } t hen k
= 0, K :S%?)qgﬁg&?he sequence S(K) is bpgically 10 consi der‘gfd]r/tt;gmﬁéggll
zeros. In practice a sequence of all zeros has no effect. This is not the
sane thing as S{O! The output from S(K) is XORed with R to produce P (see
~ 7). 316. The recovered plaintext data is the binary string P,
representing the bytes of the 15 actual nessage. 4. Decoding Failure Each
time a ci pher Thokymboli %atericgestaultigkichtioni ingR.tThés NIRwudtinfoatiohns given explicitly
smal | probabilit c&igat it will fail to decode back to the original nessage
pol ynoni al . 288 q—%/y CPYRRIUEEPOARHer pol ynomi al a using the private key f,
one first conputes a ---- f * a (nod q ), choosing the coefficients of a in
the interval from-q/2+1 to gq/2. Treating a as a polynomal wth integer
coef ficients, Ft'ne=nEssage pol ynomi al can usually be 25 recovered by

conput i ng F~ * a (nod p ), WO 41/93013 PCT/ GB41/ 42337 34 where Fp is the
inverse of f modulo p ( Fp * f = 1 (nod p)). The polynom al a satisfies
a---- f *e---wi *~*h+ f *mnmod q) =f *p~*Fy *g+f * na(nodq) =
p~*g+ f *m(nod q) 5 Consider this last polynomal p~* g +f * m For
appropriate paranetgr choices,_,it is 10 possible to ensure that in al nost
every case allyitsogfd] qiqegfpi.d;%p_eita\een afZ+l and g/2, so that it does
not change when'it ~coeffici s aré Teducefmandul o g. This neans that
reduci ng the coefficients of f * a nodulo g into the interval from-g/2+1
to g/ 2, recovers exactly the polynomal a = pub * g + f * m "~ Appropriate
paraneter choices' refers primarily to the values dg(l~, d~(11~ and dj(11~,
defined in 2y Hafid BWRDIHNERGHIHS Y78 QP thel dncOhLBUAL pbiRomia BANIHHRARh
coefficients in e polynomals g, "~ an are zero. a consequence of
this, tH® prokadspt iliay thdradefficiensf ‘firap ervund,h sb Hkatahe veefficlenh ofiilalis woinbirigd
close to zero hec S, greater. However, 15 thesge .val +al.so djctate. how
many possi bl e"Y5§1 {}Hg‘?ﬁ )éﬁﬁi ﬁ%‘}s@%f’%ﬁg@e&%g‘w ?%Fgﬁc,‘e%n#eﬂleﬂﬁf?}?%mﬁ@thh he

ef fective the gifpbRht f gemdisblon. is. If these values are | arge enough, there
will be too many possible values of g, ~ and f for an attacker to be able
to guess their

In practice, one is usually interested in the value of a polynomial’s coefficients modulo
15 p or q. In effect many of the operations can be considered to be occurring in the rings
Zp[)ﬂ/(XN-l) or Z,,[X]/(XN -1), but it is desirable to consider the residue of a single

polynomial reduced both modulo p and g.

When one performs a multiplication modulo (say) g, the intention is to reduce the

20 coefficients modulo g.

There are two useful rules to remember when reducing modulo an integer p:

. | a (mod p) + b (mod p) = (a + b) (mod p),
25 e (c(mod p) x a(mod p)) (mod p) = (¢ % a) (mod p).



exact value in a feasible anobunt of tine. If these values are so snmall that
there is no chance that any of the coefficients in the above pol ynom al

wll lie i the range 20 -g/2+1 to g/ 2, then the secugd

ci pher w ngfégggnpr om sed. The par amg er choices used in U%Pg{/ozté?ge a
probability of approximately 1 in 100 that the polynom al p~*g+ f *m

W O O1/93013 PCT/ GB01102337 31 will have a coefficient that |ies outside
the range -gq/2+1 to g/2. This neans that the value of sonme coefficients)
will be translated by ~q during the first step in decoding and w ||l

t her ef ore hav@ ianotd fiekde Howalere thieddTRY BirarbetEpsdnapé bedhi ghosesibsuch agway thatyi ve

ol ynom al i SRy HRV e e st o BBl E S ey RRR R & i
modul o g. Fi fhh&ﬁ@%{&&%%ﬂ&ﬁ d%ﬁinrs‘épffgl%?i;&?s@ th¥se GRbetseRlapc@tdq@l. hei ght's

~relative to their value (between 0 an . This is the polynonial that the
decoder will recover hal fway through the decodi ng process, The pol ynom al

i s displayed ysing t itive residue cl ' t
Feduct | o moddrc ot iR gRmAE Y § W Ar e R B ri e e dPbEES £
classes. In O'éﬂc?régtaﬁsd ﬁ%vﬁfefﬁﬁ&xt?mﬁﬁ%,tﬂﬁ?aﬁodﬂdlpﬁﬂ@ﬂindmﬁéigmem%ﬁfr@s

into the | east abSolute residue classes ' (between -q/2 + 1 and q/2).
However the cui Lgahd fgrare aéfitedeto imby,nesmcativdipsprediselndiy@itand el Macoetiidienthe
coefficients that are nost |ikel incorrectly are COl‘l; cted

to wa ! -
t oget her in t hwathcbatvatueot, 4% ﬂdyhica?f%CiFﬁFSsW%}éﬁ]%ﬁ valug -4 n Ry eI
20 graph (the arga. mark as b5 | Qur -t a I bal in
figure 5 exceﬁ?efﬁﬁgfq%i ?ﬁﬂ?ﬁ%&}%‘e’aelﬁé gq‘:ilf%fhzncfﬁlllﬁ%l\[gglnt Ega‘%eg?%&gbbsﬁg?ﬁég 4
resi due 16) asseseffiBidutsowith thehealad &gardn@V)vinsoefficikes veth 16 Value -fli, gdile afl thas
a
e

now been split into two_and is rke 01 and 6Q2. e 25 cpefficient
that was mar k&ept ggthgggeffwlqaytsglgﬁvg?]@ G@F P&%’&?H“? A& ézq?VF Pﬂ%%é‘f?a has

t heref ore bee f : y ot he bottom of the graph
(mar ked as GVO%f’ééﬁ#]ﬁlth’lﬂg%gqfE)Jrq%wg?ﬂftaﬁlgo?gﬁ%%bg that will be convol uted
with F3 in order to recover the original nessage polynom al. WO 01 /13013
PCT/ GBOL/ 02337 32 Figure 7 graphs the polynomal p~* g +f ~m relating
to the pol ynorﬁua—@"—eél—’é#hed in 5 and 6. This polynonial is not reduced

modul 0 gys5 but e Tiu%lﬁ]&p&gpfo@asttexﬁ t{sSfoeaed b1 i@ Heparilel dystarhd: 4 ke€y ématidrt dyistent, he
range -d/2+1 to g/2 so that the polynomal fromfigure 6 will be an exact
match. |f so, anteseryptiag spsieagadw dechypbing sysenr ddissseiiem ity pragpinesreacs fj | |
happen, with ropriat i ;
fraeti on of o dbge ek 3B SRR ReIARY BB, LhsBuol Hopfa ainbSdiiedying
outsi de the stpéesesange. This neans that the polynomial , f' * a that was
shown in figure 6, while equivalent to this polynomal nodulo q, is not the
sanme and not equival ent nodulo 3. The coefficient 701 has been wapped to '

the: posijq on rRIKRGRIPpAIR dpPiifdtOHr Gesthibes encoding and decoding as very simple two or

three step proéesses. The Tumbler implementation has introduced many additional

features, making these processes considerably more complicated. Each of the three
processes below is described with the help of a flow diagram. It is interesting to
compare these three flow diagrams with their equivalents from the NTRU patent

25 application (figs.3, 4 & 5).

In the case of the key creation system, the process has remained relatively simple. It is,
however, in the key creation that the greatest advances in efficiency have been

achieved.



It is inportant that there exists sonme neans by which it is possible to

know whet her or not an error has occurred. The polynomal ~ is known only
to the en t while the polynomials g and f are known hBo s 5e
decoder, é{gy‘ﬁfﬁﬁfg i npossi ble to predigf 15 whether a Wappl?(gg&Pafl?? ure wll

occur. Detecting failure involves the use of sone sort of a check hash that
confirnms the integrity of the original data during the
encryption/decryption process. Such a check is also necessary to prevent
sone forns of attack. 20 The mechani sm enpl oyed by Tunbl er to detect

decodi ng fail drleKey Cretatiohed in 6, and the neans of correcting these
errors follows in ~ 5. 5. Error correction Wapping errors were a

recogni sed pr dleretheakeyt breatiomeystémtis daeeriNERUhscit pippearsvas f28rept @pdied of theRU

patent application, 1.3, p. 31). However, the routine suggested for

resol ving thi ﬁmﬁgpﬂeam?m@m&di d not correct many instances of wrapping
failure. The nethod involved shifting the polynomal a from above, by a

mul tiple of 3. This changed the value of the coefficient that was being

i ncorrectd y wi@pp&te skeyt beeation syetsmn eikesviaphe dglg@ithmd parameters | ¥ emdt he Thal ue
of any of the coefficients when y were . V.0 Q01/.93013. PCT/ (B01/ 02337 33
reduced nodul @a@me@%flbﬁeﬁiri&ﬁg? Mﬁqﬁipétegﬁ‘ TRRCRUOTs dYy ﬁéeg&f’? igl-i WOV QST
value lay at the.of Hb@[ﬁg?]cf?f the range, to be wapped incorrectly, where

previously this wou not have occurred. 5 The w apping error correction
t hat was suggested also failed to correct an error known as gap failure.

This occurs when an incorrectly w apped coefficient has a value that.is. at

| east as cl osdV2o The privae d‘e_bfd}"hé@ml'g‘/l’_ ‘é;fg’@&elbfféﬂ?‘in& o gl}e ?%eﬁf’sg’hkplhﬂsgn.

fhis vasinol Qeh@idat iy NCANRARLAGn B NPRUS G abfIRARod Ag1i g1yer e thought
rare. gap ftai Il

to be extrenely ure can actually ‘occur once'in every ten
mllion polynomals, which is 10 sufficiently often to be noticed by many

appl i cati ons. e.principle hind T er's.er correctj.on S y
sinple. |f thellig' i ea’r’lwg'lps?o‘?fb? Hénca*ci“xag% O C%?l:}lgtg? icfei.cu%gg 'Ilﬁée/ %‘ﬁ@fl ?%& ty
is that there Qggrifngofkimerk @fclerthAiRost vRyRAAIREIhel s usduiTHisagzontimgyasn
two possible ways (when treated as nodulo 3 values). There coul d al so, be

mul tipl e sinulfowneoushe papers Fagh&ekifnghengsr yithoBRipts LCiave oysiersst Re riiebyrd

equi valept to i ng, out ry ROsskbl e ternap I LAl I 1 @REREKS -
Due to tte nat‘si‘f?’ ePgF’ teﬁélll g‘%‘ﬁvﬂé?égt’ﬁisds‘r?ﬁ%mg? taEngQ ’(yujnh? %@%%nggr%unt ﬁc%?{’
time. Further Rigce Vg &f INIComYrsheih, Sytngdralielad) Newelort al@sd pby4Bé6pdt sy
failure, but by an error in transmssion or_a deliberate
possible that the inverse does not exist. In this case, one returns to 102 and chooses a
new f. In implementing this algorithm a process of fast modulo arithmetic through

parallel bit operations on a vector representation is used (see §12 for further details).

20
104. As for 103, except that the inverse of f'is calculated modulo 2. In implementing
this algorithm a process of fast modulo arithmetic through parallel bit operations on a
vector representation is used (see §12).

25 105. Given an inverse modulo a prime, it is possible to calculate from it the inverse .

modulo a power of that prime, using the well-known mathematical technique
colloquially called bootstrapping. This allows us to calculate the inverse modulo ¢

(which is always a power of 2) from the inverse modulo 2. Bootstrapping uses the



alteration by an attacker. The Tunbl er solution is based on the fact that
not all possible errors are born equal. |If one orders the possible causes
of error fro t likely to least likely then an 25 extr ff.cient
search ca\rYrObJemgbe)]?'f ormed for the cause,pf the error. In prac |/%€g&[/¢%gﬁmst
common cause of a, decoding failure WI% be the cause approxi mately 9999
errors in 10000 (for the paraneter choices currently used in Tunbler).

Recal I ing the cause of decoding failure in 4, the algorithm paranmeters
have been 30 chosen so that a certain polynomial's coefficients are al npst
al ways i nsi de fellpwipapgjacipleylf Kisghy onyems obfmodevig pes pfg-primey 2 then 2 /3.
When t hey areaQf Wt decoding failure is said to have
occurred. Thefcwélr%\gg%&gyg%g{jﬁ?g@ﬁtp ffalling outside this range is, in
practice, about 1 in 10000 per polynom al. The chance of two coefficients
falling outside this range sinultaneously is less than 1 in | 00000000 per
pol ynomi al , ad@6spisehosenrrandomalysingg similanwep tosf, bt foors theyet &, when a
coefficient falls outside this range it will alnost always fall outside by
only a small anount. The greater the distance, the less likely it is that a
coefficient wiibl. Thislis die §dnd cahpltani@eadist Sarflemedén (&N QETR Bugdidig rapplieationhen
a coefficient falls just above this range 1t wll be wapped to the 10
bot t om of t he (gry&tep\RhEhexeepbibatthe fagter it &7 3)dap fegn 18%““696? quieéserqﬁlj@ it will
be wapped to the top. In the first case its value will be g too snall,

whi ch nmeans that it will be x too small nodulo 3 where x is the snall est
posi tive resi d08. Die privanelkdyoisdhe pair L Fe. | atter case it will be x too |arge.
15 This provides a sinple neans of finding the error. The values that lie
cl osest IFQ) the top and bottom of the range -q/2+1 to g/2 are -checked, and
attenpts are rnect I IH% L : gpacti ng
X (dependi ng ggg%%ﬁlg)?lctlﬁg ]\I/g{agggen\z;@ at Sl{i@ﬁg }g%%g%\égl?g?g%gtgfgﬁ% ﬁtgprl gz'ge
respectively). 20 Figure 8 shows the same graph as that in figure 5

(expl ai ned i n3.24)EncTyptien ea surrounding the line g/2 is highlighted and

mar ked as 80l. The coefficients that lie wthin this area are the ones that
are nost | i kelHer¢ thechumdenenceyption. systamois describéd, taséti appparssin figerg 2t dhishshohidne
g/2 the first 5 coefficients are |ahelled 802, 803 804 0S and..806. The
st | kel y cABsTaRah B otased 0k hatEoE: Pt MAREICRO PR B
25 val ue14 hat NPRY l;a%tw{cgﬁoﬁﬂqﬁg_ 4)s exactly the error that was described
in the exanple in "4, and adding X to this coefficient's value would i ndeed
correct the error. The exact nmethod that one should enploy to correct these
errors depends heavi | nth e.to ich the cipher is bein ut,. and the
pl at f orm uponsIWﬁ‘eg}Heii t?‘% Sbfgiﬁﬁgﬁblsdlﬁ ioedenpie ghe spncatenation %fﬁ%r PRIFHIS 10

gi ven bel ow. -Ié'i.'t%epgﬁ@ se of this nethod is WO 01/ 93013 PCT/ GB01/ U2337 3~

20 201. The encryption system takes in the original message data (the plaintext), P, as a
(binary) string of bytes with an undefined length; the public key polynomial, /2, the
algorithm parameters N and g; and, if necessary, a Multiple Transmission Attack
protection key length (MTA key), k. The process also makes use of the SHA-1 hashing
function, H(). SHA-1 is defined in the US Government’s National Institute of

25 Standards and Technology’s Secure Hash Standards (FIPS 180-1).



that efficiency can be achieved by making nultiple correction attenpts as
fast as possible. However, 9999 out of 10000 errors will be corrected on

the firstyatt %BIPIIJ it is probably best, in terns of speed,pdpcghRssi n the
|

shortest poss e time for the nost I?%ely error and only do the work
necessary for continuing the search if that first 5 attenpt fails. Since
the errors are only occurring in the order of once in every 10000

pol ynom als the speed difference will be snmall on average and will only be

i nportant when constant flow speed is an issue. The net hod de?c i bed here
does have soni wil) baguderstagdsof copsserthaiipe plsintetd wepresete he@aciial pPNgRmenG
w il fix all decodi errors kn [ e stdnasia Hewry
steps the ori fﬁgﬁergg?%fsigfn%oges S@géq’g&g@ggﬁg i%?@r?’? ormat . Cand the
ori gi nal mdwegregerﬁﬁ@l,need never be referred to again. Figure 4 is a

- flowchart of the following error correction algoritlun. No equivalent 15
al gorithmwas presented in the NTRU patent application. This flowhart is
desi gnedcas r i iOWCRARImidGSE Wik grdthioe aRdlisuppBivs tem
(see figure %ﬁ)%ﬁ% %IéécﬁléIeQ%lIlIlgctl onénrngutllgne usgg thle al gor I?Jﬁm
paraneters N gadlanteki befbfecentodmgt(bez HF7).\Fat @ donezera hyviebyes of sandpm data (K he

ivate k itself. 20 Th ti I I t i h f t
D K g e A S 5 ST oo P9, ERY,

or the error e ' up d pever Re§@inke® ik egicaltpt
pl ace. Al mst%%gI)Ith?oer gSIrJIéIEEIIIe;ﬁgg I\c/ere’ Ii\api ??;&g?ﬁg c%?ér ect i(02 I ey%_l P

al | ows one t oc@sideral toH@valcarosin portceasequendehaftallgsras ragmoj effegt T hipiszpops
cause ot her than decode fgié)‘)qre. An arbitrarily high correction |level, when
the causf of thesamengpsS(D't r ansmi ssion, woul d cause the process to
continue for an arbitrarily long time. Any existing errors are extrenely
likely to be corrected in the first few attenpts, It is therefore, %Z%i bl e

t
to concl ude va63. theiMEWkeyhKt farms thefirst & bites of plainter dok eipeRiaihe s see

negli gi bl e an hat.the, fai.lure he ] : [ Al fel
togbe93 0 cauge'b' &blsalspm%FQEQWﬁéy Ict)Icl:ecﬁlI?gl é%%?hgb%ﬁg%quﬁ% ?nﬁ?slgﬁﬁq%f Iﬁ? hg
nessage. O 3€ e sfubh&BddRd8 (sed! § The Twenedeithe XOBed phainteked isn

the half decoded nod q polynomal  a;, and the cipher, pol énom' h ﬁl mese
rel ate tld t henpesssanynioalcenypsle dhthpinary %Pé%dHIoné"rgg‘é't P gk tf’ig r glegjerngy
~is only used_for cr ' Ker (sbe & ).POIRSE RrBary Qi@ bE “terts,”
repeatedly 5 Pﬁﬁ&f’@aﬁgbﬁ‘?a}a‘%?‘% I%Eg%ﬁgi%ncsrtdgnecg % recordin %he state of
the hash functbntiefhessagnpolyhomiplethanare théneprocessed hy tle (P Chiciphss. df dewer

i nstead of a new hash instance, when ,a new check is require h G-k
i s construct edhdny érﬁeé%p’c?m%ﬁinachﬁﬁegﬁge’h%%\ﬁ%‘ngﬂglgt I?rtgoaﬁf r@?ceyhgl I(I:)I?egéfgxtlo

I n which var yinﬁkféﬁal{)g%%%ﬁnﬁﬁl NG D neSlape hfarlddravill R IcagiteTin07v ar i ous
depths. Since alnost dll errors are corrected inmediately it is hard to
determ ¥ i deal values for this table beyond the first couple of entries.

| pso facto the exact .values are of |itt]e .i o Jjeqt ed
level is si rrpIezx?ﬁa EBYIIIF%IIgEISSHO‘Ig% (E%I'?pée galbwn?%réﬁgge?br%g%%g%gﬁ }ggygl I%Mllhe

val ue j is UusggnitiickNiFent th® e W abdehérplharyfied! If tied bhintsxtwlatehhasoveasf G
is currently being used. 20 The value of x tells one how III’UQI:}’III‘Qa val ue

i ncorrectly wexppistedrandihere gre inguffisteahtests ¢ HH dhe Rt messpee ialna sid 9F
if the val ue of fromthe. pplication is chosen to be
somet hi ng ot hé?est%%eﬁng%ke{ﬁélwg&ve\ngﬁi%g??al culated as x = q remp. 25
Centring@s polynom al nodulo g refers to shifting it into the | east

absol ute residue classes (centred, around zero). .lt .shoul d t Rafuci t
i s not necessa¥lp. Porandam pelyp 1s_g}70§qqa?cgnﬁﬂt§?hepn@£[§lgémgﬁg Hég.u?ge tIIse Che
range -q/2 to jomi dddditd (RO kfeksade pbBinomsal CTIER pesbewdiscitientidal tavtheer
"the coeffici ené](g%boglilgﬁgggeﬁe 3 0 pr oxi?r%%g? %I‘n their values to -%/2 and
q/2. |f val uesdeseristd in thejMTRUo pafent applicatiana(figedi step 450) except that the parameter

p has been incorporated into the public key. The resulting cipher polynomial is then

30 packed to fill bytes and inputted into a check hash function, followed by the message



WO O1/93013 PCT/ GB01/ 02337 37 down in step 402, then negative val ued
coefficients should be |listed before positive valued coefficients wth the

sanme abso val.ue, and vice versa if values exactly equapcfepnfif33Vere
wr apped u%'ﬁﬁ” L’e exanpl e descri bed i(%gl figure 8, the Ilist (\’;vo/glmd egin with

the coefficients | abelled 802, 803, 804, 805 and 806 in that order. It is

possible to 5 record only the distance of each coefficient's value fromthe
edge of the range and not the value itself. The whole value is used here as
it makes it easier to follow the - process. 40Q4. After bei reduged .nmodul o
3, the ori gi nablynoaial asingpbbifnpen @epf&lemswmhll%#ﬁ%&’a dd%éﬂgbﬂﬁ%%? ‘fhé?cg

initialised. This. wl] 0l tW o fRBE &hiaPreefsos). WAL Ch
a check is ma 35.h ?508?6?eﬁ%dtcﬁné£§}?gb?krmﬁge Qn@dgﬁrch%neﬁ?iggorregtl y§ V\)/rapped

coefficient. 3atphPfonHBicha6R CortrtlchsckitleckcBy rent depth at which checks
shoul d be nade fromthe table. If one is on the first row of the table the
" checking procedure should start at depth 0. It should be noted that if a

val ue is no | er i e ,f 1‘{6 Pd t BRN bRRE&IsARE® the next
uncheckefk-t?@géy%ﬁ?&gﬁ% tahg{eg%aggrﬁlﬁmrg\nfdll ngki p s?r ai ght to the next
val ue of k. 2@ofdémidlhsing thentittiriesteaf pladexthr ough all the k-tuples of

coefficients wwth values that are no nore than a certain distance away from
~q/2. At this point it is determ ned whether there are any k-tuples |eft

that have not jot 1peeRnGRACKEG: 0 bratmbledihalingg Geelanheaibd dlinisger
ee

search at a sraller dept not “be rechecked. 25 408. A k tuple of
coefficients, potysemizlaloneenenlexattonyitipleiaf 10rhits foncsnversipgdntoj terte Yaemall t; s

k tuple should be di.stinct from.a k tuple.that h . a

pr evi ousil  er eGSR caf BEAIERHrrmkieR Sibe B spORngERaBaratap 205,
then al tered t® -6 RREE@NGrERIIEIOHS 140 medsape polyhbmiaNisconiepd nsingoih itral of.

30 WO 01/ 93013 PCI/ GBO1/ 02337 38 409. Using the altered a;’ thgg decodi ng

process is conpésagedmechanism (stred )i Thimamechanissp Sreatest hdd EHee dagpsase
pol ynonial and_t he ci pher nam:a e ' iftddmpled

the integrity B ;c)llggss 3rl&@ﬁlesynlgglgh?dsm§§§:§%§£§“§§3t 3) Iﬁ\%ﬁ rhgg_gﬁrlf}%tled p. °
pol ynomi al . a,hessagepolyasmiddl &n khik wpseeshehand 0 heseageemathes twill, spikeovseanich

is now extended to a greater possjble distance.fromtgl2.,10 .
15 another megssage polyr?omial. The last po?ynomlal is comc'lz)le%ed with random terts if

necessary.

208. The last message polynomial (or possibly the last two message polynomials)
containing the last incomplete plaintext message polynomial and the end of message

20 marker are now encrypted in the same manner as all other message polynomials.

209. The concateﬁation of each encrypted polynomial packed to fill bytes, but with the
last incomplete byte (if it exists) completed with zeros, followed immediately by its
associated check block, forms the encrypted message (ciphertext).

25

3.3 Decryption

Here the Tumbler decryption system is described, as it appears in figure 3. It should be
compared and contrasted with the original decryption system described in the NTRU

patent application (fig. 5).



413. The value of the table Gat (j, k) gives the depth at which one shoul d
stop searching for an error in a k iuple for the current value of k. 414.

The count records how far has been searched, in rel gty e
\?{Do &el@?@lr? : l‘%f/@ﬁoﬁ&s%f‘

i nt ended t of the search, is crenented. There are obviously nore
econom cal neans of achieving this than having a dedi cated counter. 415. At
this point a check is nmade to see if the corrected |evel has yet reached
the supplied correction level. 20 416. If checking has been perfornmed as
far as the correction |evel specified w thout having stopped at stage 411
wi th the decoded pol ynom al, then the search is abandoned and the

pol ynomi al r er3@il /iSheldepyptiet SetemRakds ia the algbaithmipdrimaters Niad ) ey ciplidrieat)

| evel this will still only occur_ when the error is caused by sonething

ot her 25 t han fddeeoprivaie key polyaomipls; / ang &3 the cans 6arreionngrgletndy if necessary,

V0 01/ 63013 bat S b S DrhSs BRE GRS A% Bf BESAS bankl e KRS TR
an end i $ readiyaek 3 khel synibeb s useditb ddnetexbateitaicaati@pofithé objests $o aighcetsiia.

error again. 419. The algorithm noves to the next row of G 5 The foll ow ng
exanpl e shows in nore detail how the table Gis used. Exanple 10 a; = 4S -

117x - 127x° = 4 | = i e i 2
13754 s THET B pod¥sell 16 rrgfg%gﬁéisf@%bﬁ’t fReltfe Slcfindl Sotfiohiais: Wil
gr eat est absolconin/tik decryted plaimttt dateewitls thei MITAl prdiecten dtilhappli@dlisees The

same absolute value and the same sign, so it is conpletely arbitrary which
of these two is listed first. For the rest of the exanple 1 will be listed

first. Imgi ces, B heRPVQ! polehonfAPardlfctiated chatitiBlogk dretet diRfrafted Flodthe
so, assum ng that one usés the range -127 to 128, 3 is 2S |listed first. The

resul ting or deipherfexii iyl simplyrevessiag te gackingseqyence usedin209. (4, -1 17),
(3,-4S), (0,45)). 30 q = 128 = 3 * 42 + 2. Therefore x = 2. WD 01/93(113
PCT/ GB01/ 02337 . 40

304. The message is multiplied by the private key, and then by the private key inverse.
This is identical to the process described in the NTRU patent application (fig. 5,
15 steps 570 and 580), except that the result of the first multiplication is recorded in case

it is needed for error correction.

305. A hash is made of ¢; and b;, in the same way as that of e; and m;in 205 (see § 6),
treating the decrypted polynomial 'b,- as the message polynomial m; This hash is
20 compared with the transmitted check block B,. In the event that error correction needs
to be employed on a polynomial, many such hashes may need to be calculated using
the same e;. It may therefore be efficient to record the state of the hash function after

the input of e;, but before the input of b;.

25 306. If the transmitted check block matches the hash created in 305 then the decoded
polynomial, b;, is accepted as the original i™ message polynomial. The terts of these
message polynomials need to be converted back into bits (see § 8). This conversion is

performed in sets of 12 terts.



Consider the sinplified table G-k = k=1 ~=2 k=3 k=4 5 j=1 32 00 j=2 11 11
4010 j)=311 11 S0 j=41S 12 11 1 This table indicates the best order in
which to r errors. If at any stage 15 the error i and
correct ed\%]a)eqi}eg%&?he checking procedurggw |l be stopped Tﬁpe&g?g@\e%é%
starts with an attenpt to correct the singleton errors' that are equal to
-128 or 128. There are none, so it proceeds to singletons in the ranges 20
-128 to -127 or 127 to 128. These ranges contain one such, as pointed to by
the first indeygyyi Ppd Eﬁt@ﬁ:@éo‘iv%ﬁ)ﬁ coertsisefé: of:ig b‘?fsglgﬁ atﬁg&t&?ﬁfefq?%’sﬁfyse{s
negative the algorithmattenpts to correct it by adding 2. For t ur poses
of this exarrplosf IQttexshéNherbaasemﬁlhl’mitstmammkﬁes of th'isl subs@5t Bipamd&rlcoh)./emo’ﬁ
one shoul d corLLal nue trél ng to.correct si n%l et Mi’ ge has r| ed all
Singl et ons | n RS g s Otheswist 4t 1syaRs oponvshed Geirolald PR PR & endh ot fesaies
singletons in hiRér (s88g6). WO 01/93013 PCTI GBOL/ U2337 ~1 At this point it
is better to try to correct a pair. However there are no pairs in the

| ar gest range specified by 1,2) = 4. G(l 3) 0, and therefore one rrust now

tch to th f G t t
oo s "< ekt i GrBRded b0 b C3p 0D ReEE i RSty RO
depth of 3, angof gl 4 Binas dﬂﬁﬁ@(r@ﬂ%séﬁﬁﬁ%ﬁfs&ﬁlehbééfl&w“go a depth of 10. At

10 two nore potential errors are found ce nore it shall be assuned that
correcting these errors fails. 10 Now another attenpt is nmade to correct

when a dept b orouernepBidchIfl ARSI baRpRERUTS o&rboin nvalhn Fenhodafs ™

and t hergj OretBeMt%ﬂéﬂyp{ed@;@lymmlaecause i ndex 2 |s first in the list these
pairs would be corrected in the following order: (2,1 ), (2;4) and finally
(1,4). 15 For this exanple it shall be assumed that one of these pairs was
I ndeed the caugg §f y tlrt:m?an {t%rd c HQ[%}{)%E 'dokt nb?n{a&@%&% %]h Er%atreg 53 grth&bﬂ}e In
practice an error w vvays e correc

attenpts. 20 &lecd'cmdtpo@gmmmleés1s|rfota1eoar;g@mab$‘£‘/steemgepokyhbmlaﬂo det erm ne

whet her the encrypted data is a valid encoding of its associated pl ai ntext,
it ~is then said to be plaintext aware. This is usually achieved with sone
sort of pheck NSty thé> %Hﬁ@fd?g:o%cﬁd}ﬁsrac%ﬁ@fthegé’l%xe&ﬁrercﬂéﬁ sfdtén Hempts to

pl ai nt ext aware nay be susceptl ble to attack. An attack that” takes -

advant age of aeepyer thelogigined knegsagapalysnmaal (508r%®. i n the fol | ow ng way: VO
01/93013 PCT/ GB01/02337 .12 An attacker intercepts an encoded nessage. The
attacker then nodifies the encoded nessage slightly before sending it on to

the original i3penBeerére®retM system will report back its success. If it is successful then the

resulting b; (a different b; from that calculated in 304) is accepted as the next message

20 polynomial, and the cipher continues as normal.

313. This point is reached if an error has occurred and has not been corrected. The
original plaintext cannot therefore be recovered. In most cases the whole message is
discarded at this stage. This is because most uses of a PKCS require the whole intact
25 message. It is possible, however, simply to record which bytes of the resulting
plaintext relate to the current incorrect message polynomial, skip to stage 306, and
continue as normal. Only those plaintext bits directly converted from the inaccurate

message polynomial will be affected.



This slight nodification may sonetinmes turn the nessage into an invalid

ci phertext, 5 i.e. one that could not be an encoded form of any pl ai ntext.
In such cg decoder is unable to decrypt the nessage, k3
generallsa?h g&ﬁ@the sender (who is thg attacker in this ségﬁgg?ﬁgﬁf%at t he
nmessage failed to decode. Alternatively, the nodified nmessage m ght be a
valid ciphertext. In such a case the 10 decoder wi || decode the nessage and
attenpt to interpret it. Since it has been nodified whilst encoded, the
decoder may n be ab) e.to nmake .any sense of the ssage, but this is.

el ovant t oS R SidReh 88 e A el M b PG TyetttesBikel, AEpITiopes,
recording at @pfeRs Yfaghs Whd ehnicrtedndi hitsCald Ofscardngled t6aRi Frillph@is BCR - is BY
analysing this, the attacker ~is able to determ ne some of thé original
message. Tunblimerpreied dising; the gndr oaniesdage thrsharisn Gee Sl i Tais Imyayc resmiire sthe

regul ar hash check ed op.bat.h the. pl.ai pt ext, gnd, on the cjphertext.. This
allows us to GRAgA gggofﬂﬁﬁ?g}e,%@é" Oﬁtgﬂggéﬂl Rﬁéﬁ% %‘a?(t-}?(‘fe %%th&nﬁ?%?ri?d are
pref er ablsy us@gcidied. SHA-1 (Secure Hash Algorithm 1) to conmpute a check hash
for each encoded polynomal. SHA-1 is defined in the US Governnent's
National Institute of Standards and Technol ogy's Secure Hash Standard (FIPS
180-1). 25 As 1680k, 5 SA0E RPR! KO ATk Akl Bt LOSRIRE MPR ol BB P LD LR AR g0
pol ynom al an he resul tant ci pher pol ynomal are u eq 55 I hpu Nto an
instg_nce of ht Hfiest At ds ﬁ):ngahé I Ml _keyM.E@e@d@@@é&t@?}d%Qﬁéﬁzaﬁiner&omgmg '
encodi ng, the_ci pol ynom al is taken as inpu irst, as this speeds up
t he decodi ng E)f B@S@@iﬂﬁ%ﬁ‘é"fh%ﬁe‘%ﬁ@g&ena’? ﬁeQzéﬁi’hé: LPMP.SGWF@CES&KHS ogically
pol ynomi [RS8 S KN A [ Dy |
transm slg on. C%%ﬁ?‘f?‘ﬁ%h?%g% I#%r%%?éssgﬁeﬂﬁgf %IF%?PE%E felfc%:é&gn hl%}senm

pl aced in t hetheemate thimgnas $E@h{lhe pdtput ftoheSEL Y istXORed withnRl ts praaiuce P @exd§t he
| ast byte fini fhed wth onset bits if necessary. The nessage polynomal is
t hen packed t @il byt es, each coefficient this tinme being represented by,
two bits. Both bits are onset if the corresponding coefficient is zero; the
first bit is set and the second is onset if the corresponding coefficient
is -1; and 103b6t hherecavered phentertidatanis tho binespenial g repsesehting thetbyites af thet
is never; 4 he %@tﬁ%l&lgs% ethe second bit is set while the first is onset. The
packed ci"pher "an ness%ge pol ynom al s are concatenated, and are then hashed
together using the SHA-1 al gorithm The hashed output is then transmtted

to the 15 recipient S_unen(;rypt ed} along with the ciphertext. Typically, the
addition of t al around 20 bytes to the amount of text to be
transm tted. : a5 ? ’ﬁﬁtf i . L 1N
| ower securi tgi.% %gﬁ@%@%’%&@ég@%&%@ﬁ%@g‘w -1, (Sﬁéyr?[m%qi{v\%g Ilstrzlgglglaﬁ
encoded as t herdbabaity 600 bl fail leddcadt bimktte thesoriginil simsdagei folynondalt bits if

necessary. In this encoded formthe polynomal is concatenated to the end
of the packed ciphertext, and hashed for 25 transm ssion to the recipient.

During decodi ng,detRt ﬁiegmﬁfe&gzsryn&amtem@in SROPSELORSSABR: AR YAPHRL are

concatenated and are inputted into the SHA-1. The output fromthe SHA-1 is
t hen VWO 0O1/') 3013 PCT/ GB01/ 02337

a= f * e(mOd q)a

choosing the coefficients of a in the interval from -g/2+1 to ¢/2. Treating a as a
polynomial with integer coefficients, the message polynomial can usually be

25 recovered by computing

F,*a(mod p),



conpared with the original hash conputed during the encode process, and
received along with the ciphertext. If an attacker nodifies an encoded
message t f@hey even if the nodified data can be . 5 degegggndizzi S
still corrga@t/‘}iaoﬁally infeasi ble for ghe hash of the decoded nessage to

mat ch the hash of the original nessage. This nmakes it essentially

i npossible to alter the ciphertext and still pass this test. The system
then rejects all nessages whose hash fails to match the original, whilst 10
bei ng caref ul Rke FRisithé RvEIsE BE RBAESY (Of, Wret hghathe ciphertext was valid.
It is possible thatpwrappi ng fa{lure #egyphg: r(gausyt);)ethe fault in the
decoded nessage polynomal. If error correction is switched on, the cipher
will attenpt eolol reoct. 1t he .féult by using the al gorithm descri bed above.

At each stage i REATHOIEE 38 ¢ssary to re 15 conpute the check hash to see

_ Wwhether the error has been rectified. Since the ciphertext remains the sane
and only the retrigeyed_npssag ol.ynonm al, differs for each check, it is
possi ble to in%u"t f?hg Ein%heq?t 2&? fnt’grp’?’ﬁg Adsh only once and input the
message pol ynon=alf ’éW*thrre.g 207 Fha (geaegyl nethod of hashing the

ci phertext and thegg!kai ntext toget her to produce an integrity test for both
i s not NTRU depéndéht & tuf "wbkredegdal Iy wel |l for ot her ciphers. 7.

Mul tipl e Transm ssions 25 Tunbl er includes the option of adding protection
agai nst ltiple Transm ssign Attacks (MIAs). _Shoul d the sane nessage. be
encrypte -~ang’£°tnrg’é{]ﬁ5ﬂ}‘ﬂa§ﬁp ’?‘@m@ﬁﬁg %éﬁ%ﬁ Rt ARRORI Rt PHABIICE Chiges, ds

wi thout MIA prateeibisRnsird 1R, 8% RRAPIR. SHIRERLHRY B0

01/ 93013 PCT/ GSOTT A5 Ut rrportant%p to be %wariéfmé%t% %B%tgggﬁf 5o tlyan}){\?
predi ct abl e sigi2,Isarthatyit dees weoechango wies ita geffickhstaro ductdsingdald gn Thisi rakdne
are nessage headers, ,such as_those used in_email, which are often

predi ctabl e. Ithatgpdicing the qogliicignteef o eqaodifalg intsthgdaisrval dromyeqRird 40 #hen

their first ial.s.whl also be identical and hence 5
suscepti bl e ?gé%%%%ﬁgémgg?gh?ﬂ%qala list of prices is transmitted on a
regul ar basis. If the attacker nakes the correct assunption that the prices
have not changed, this would also allow themto enploy a MIA. 10 The
security, of a &infl% fedshge™pol ynomial is dependent on the random factor
used in the encryption of that polynomal. If an attacker is able to
determ ne the: 1as e | v gl A |

trivial for théwgg?ﬂ;eﬁﬁr 28{1%@1? é)?%ﬁi %?%g?ﬁlr#eagyaget.hgll{émégg% 1d Mahgn%gfzgge
is sent, the rafidahinf$2tDe losvetldiess valnechre ahe gheatek iy propertioaolf cpeffiyieatsiial .
This neans that if exactly the sane nessage is sent nore than once it wll
contain a dif & BRlynoRitkoEs ¢ a8d Hiare 7ar0.aMs Arqoassasencenelvihiss dhe probability thehe

two or nore inbemeent ﬁgtﬁgea%%ggﬁ&yg&)ﬁﬁl RiATe Aod B Zse?%ec%n?ésnérgﬁié1‘. ﬁo%e‘(zeﬁan

conpare these
15 these values also dictate how many possible polynomials there are of each type, and

therefore how effective the cipher’s security is. If these values are large enough, there
will be too many possible values of g, ¢ and f for an attacker to be able to guess their
exact value in a feasible amount of time. If these values are so small that there is no
chance that any of the coefficients in the above polynomial will lie outside the range

20 ~q/2+1 to q/2, then the security of the cipher will be compromised.

The parameter choices used in Tumbler give a probability of approximately 1 in 10000

that the polynomial

pprg+ frm



20 nmessages in an effort to determ ne the random factors used. Even w t hout
MIA protection it is not generally possible to determne the entirety of

t he randomé%g‘}g[ﬁs fromjust two copies. However, even sengifpgghy¥:3sPPi es
m ght signiticantly conprom se the segyrity of the nessage, while sending
mul tiple copies 25 can allow the attacker to determ ne nost (and eventually
all) of the nessage. The Tunbl er MIA protection systemenploys a sinple

st xeam ci pher together with a randomy sel ected key (eg using a
pseudo-random nunber generator) to ensure that the plaintext nessage
differs randomy fromany other identical nmessage sent with the 30 sane

key. The stre [ r I; : t | tipiohedRanpeSeage
as it V1' O %@3@8%3 CB%&%@S%S@%%(;&@%M? Esﬁ%grragg%c gﬁ?f {% itI%(nsS klgy, and thus
need not be avphetofcumardopfficimiisewill pbemanslated ysity during the Sustestaphizt decaging

identical plaintexts will differ frqom one ther in an unpredictable
manner. S EncéﬂﬁihvgﬁWq#ofﬂ@v?&ﬂﬁ}t‘é@gﬂ'/ﬁﬂeﬁ?%g’g‘b?i on option adds a random (or

pseudo randon) MIA key to the start of the plaintext. This key is then used
to set the, initial state of the Tunbl er Sequence Generator (see 11, and
step 202 in figuEsaple Subsequent bytes of plaintext data are then XORed
with output fromthe Sequence Generator before being inputted into the PKCS
ci pher: see step 203 of figure 2. 10 During decoding, (figure 3), the first
k bytes of data Figtpsiief and digiYerevispabsxenpiiof aTaPRIBS AP set the initi al
state of the Sequence Cenerator (see 11). Subsequent bytes are XORed with
out put fromthe Sequence Generator before being outputted as the decoded
pl ai ntext0 see sFgprsiFrafhsfangexaeple polyBomBiltfs* & shaldvas devthaeduged dathe legst

conventionally stored as, pits, the preferr PKCS al gorit hand] e
nmessages as pol yRSHI Eﬂsﬁ’%é‘w@t’:}& fli E&Q’nf%e?gca’ﬁn Are TEESe i s Bﬁt,s }?Lla%erd aty
The message pol ypoph@lrelafivé #heft villid (Harvent G aRd Y. THigid the(Jodytosial thatretiehod

is required for 20 converting the bits into tents and back again. Each .
conpl ete set of d&odet wilbfreedver hakwaydhrougle diss decading Arocess. ghe fwhynomial is

invention to 12 tents..This .gi,ves_a.packi efficie , 9 il
all owi ng the ari Eﬁﬂ%ﬂ?%uﬁﬁ%F@tngigoﬁg edrefllr%iQSS Séarg’sallsgﬁgt“g{ptl)%%f)er f‘/ %?H\n@é) dElsoi n
32 bit i4egers. ;folRt §OY i bothutdbwilNea@enembérs iDilRsd ¢lagsei4n bides toveatodebe

nore efficient, but would offer a _gain in packing effici enC}/ t hat V\Dl]I|d be
negli gi bl e when tsnpessage thettelvoREa rpg%mersglfpegggggthe least absolute residue classes

(between —q/2 + 1 and g/2). However the current form of the polynomial has the

advantage that all the coefficients that are most likely to wrap incorrectly are

collected together in the centre of the polynomial. This zone is highlighted on the
20 graph (the area marked as 501).

Figure 6 shows the same polynomial as in figure 5 except that it has now been

shifted into the least absolute residue classes modulo g. The area that was marked

| as 501 in figure 5 has now been split into two and is marked as 601 and 602. The

25 coefficient that was marked as 502 in figure 5 was just above the ¢/2 line and has
therefore been shifted down by ¢ and now sits at the bottom of the graph (marked

as 603). This is the form of the polynomial that will be convoluted with F3 in order

to recover the original message polynomial.



WO 01/93013 PCT/ GB01/ 02337 -47 8.1 Conversion of bits to tents x should be
taken to be the integer whose |least significant 19 bits are set in the sane
confi gur ; the bl ock of 19 bits fromthe nessage, a er
bits ar ea{a}lqd]/ﬁ Pto zero. Here tents ghoul d be assuned tonlgceﬂgﬁﬁlzogzgirﬂ
taking the value 0,1 or -1. 5 1. x is divided by 3 and the remai nder

cal cul ated. This value can then be used to determ ne the next tent. O
determ nes that the value of the tent is 0, 1 determnes that the val ue of

the tent is 1 an ter at .t.he valu e tent i -1..10 2. i's
divided by 3, di IR BEP AR e rahRmitho 52 oE: PordGech Byl et o
twelve times. O gakland GhTEIS?f %f‘é%ﬁalci%uh& Rﬁu&‘&cﬁb&ﬁlétcf%dﬁn '1§‘ h%f)&lot}ilat KtsWas
di vided by 81 instead of 3 5 and the remai nder then used a tab of

the 81 possibl e doeffigitnts Willralbliedn svthin Hie tangotg/ 2 daen? sp tb&t therppéyntomlal

determ ne the values t xt _four t S t he i ded

T step 2. 1T ¢ nptnpds o fI0E b SO ML ar SeBtn e ERART Y Yh R et e
iteratiors insteastholt ekdor. 20hiswall IgHpad, e\mtmﬁﬁdp@azelbdrahet@&hbﬁe@dnw But a
met hod that divided x by 729, taking the remainder, before using a table of

729 possi bl e 6- t VeI emnadk fractineoficgseset dn this examplethe geeffisrent markeg,as 103 lies

tents, and then i [ _
remai nder and ongﬁgild\gn {shlgos)rfiatga/re g? Tﬁ?b&gﬂ?iﬂaﬂheﬁﬂ&n’hﬁﬂg ¢ P@g‘wsng suclr%1 an
i mprovenent in sfige@ 6youhitk edlﬁmlauftbethlsfpcxbynomlalombdﬁlpands mgt thecsa@@sand fot
code size. 25 The ultlmate met hod erns_ of s eed V\ouicﬂgvze a straight

| ookup on a tabl 84wy %fn‘i’}%}‘iﬁilﬂﬂfo‘&eif 1%‘1ti7f1thlﬂﬁ) g WIgRP § PFitipp @

nmet hods used, rsion process gives values in the range
{00001%00066§ﬁ1%éq'8§%t0~-100 1,1,0,-1,-1,1,-1,-1,-1 }. Thus, not
all possible W) 01/93013 PCT/ GB01/ 02337 . 1S 12- tupl es of tents can be

ted. Thi b 12 = 531441 i t.h S24288. Thi
o hpor tant | ALiawOTaR: ek bae el o et PSR 4 AN LT PTG o
S gni Ty the el gh chPRARARARE Theitkchhl § ROGIHELSy 35TheaheADid iile e

any, is padded out to 19 bits with 'the reqwred nunber of random bits.
I ength of the podalonmelssaged gfa!raknewnlmﬂly ng thmdecpmidrjlsogl,t iB smpemabibetoqﬂetanﬁ

used for, deter ng the val he en ] . 9 for
Forther Bt ot ehhh VePoirg ol Sesht DetecslE SR0RE rEPIv e BEsahsome Tort
shoul d be assuyed thak hhé spguesedn®f MO iRichaty Sr0AR1AHANL QL IARREO the
ordered fromthe first and | east significant bit to the ['ast and nost

si gni fi cant biencryRéigniddensipéen progessi frush & ghegkeis alsomesessaryierevent some fpims
is 144090. Thefﬁg %5 of each tent can be cal cul ated as follows: Nunber
Renmai nder wher® e val ue of x after division by Val ue of of tenta. is

di vi ded by 33 (dlscarding renainder)tent00144090 = 3 = 4803001048030 = 3 =

1601002216010 = 3 = 5336-1325336 = 3 = | 778-1421778=3= 592 1515 9&_: 3 =
1971621924 3-g=Thezmeshanispnemmoyer by Tambler to-detect decoding failure is defailed in § 6, and

the means of correcting these errors follows in § 5.

5. Error correction

Wrapping errors were a recognised problem at the time that the NTRU cipher was
25 proposed ( NTRU patent application, §1.3, p. 31). However, the routine suggested for
resolving this was flawed, and did not correct many instances of wrapping failure. The
method involved shifting the polynomial @ from above, by a multiple of 3. This
changed the value of the coefficient that was being incorrectly wrapped so that it was

not wrapped, and did not alter the value of any of the coefficients when they were



W OIl | /93013 PCT/GBO 1 /02337 -19 10 2 2-3=0 -1 11 0 0:-3=0 O Therefore
the bit sequence 0101101 1A OO 100010 will be converted into the tert

sequence {0.Q,-1,.-1,-1,1,-1,-1,0,1,-1,0~. 5 8.2 Conversio I o bits
When t he \ég)togmﬁi]g been decoded it wlk;again take the for m(gl?(;g@lt/éez?n?tary

pol ynom al, and the bit to tert conversion process will need to be reversed
in the follow ng manner: 1. y should be taken to be the value of X
calculated fromthe previous set of 12 terts. 10 This is clearly not

rel evant for the first bl oc for ich there is, no pffevious set. .x should

K,
be set to 0 i Aducad mpduly 3-Thafortupgtely; Hus qHer ggusedh g ogtiisienty HhRtecyplue lay at
sequential | y The Hngh N8 HetdabS inboir@i3d8ihe tReviously thid wosldngadd
3" to x, and Ttki@%@ﬂésrfao% lell% 5y 3‘e tgb%HtIZILIS 3. ?T X ﬁgge n%u n}f)re than 19
significant bihtee ¢aneeds therefore less than 2'9), then the first 19 bits
of y are the next 19 bits of the original nmessage. If x has nore than 19
significant bits, then the end of the original nessage data has been

reached. 20 Thge\ahpSin®krrdr Estfechibn e dak SughRben st Eaitas idovredtlam dfvitknoivnt he
bits of y axe part of tThe original nmessage,” and how many nust be di scarded.

See 9 for fumsigep falbraiThis o@uanyhen asimtheeakt wesppadceatheignt haga vodyesthat is

| | ated ab 0,0,-1,-1: 1,1,-1.-1,0.1,-1, Ok . .
caeut 80 abEtS Do Ay v B S SO,
of tert Value nb@oﬁ%ig@ﬁijd géhdidered &h sk, 3s thebe fildred verd thdulghDtolbe- extreinelyl rate.- |

-1 01-1000 2x32=18 2 x 33 = 54 2x3=162 35 = 243_2x36=1458 2 X izﬁ:,
4374 0 39 = 19e38pAajlurgican actelysoeruKEaRCc An (gt ter wilhoy pplynpmisls., Which 15935

6309 6308, 259 4 0] . - e than 19 significant bits
(1440001 1A b A0 i RE oy ARETSS, |00 i ¢
0101101101001100010. These are the sane 19 bits

The principle behind Tumbler’s error correction system is simple. If there is an error

then find it and correct it.

15 The difficulty is that there are N coefficients which, viewed naively, could be wrong in
two possible ways (when treated as modulo 3 values). There could also be multiple
simultaneous errors. Checking every possible error is therefore equivalent to trying out
every possible ternary polynofnial until one works. Due to the nature of the cipher this
would take an unfeasible amount of time. Furthermore, the error may not even have

20 been caused by decoding failure, but by an error in transmission or a deliberate

alteration by an attacker.

The Tumbler solution is based on the fact that not all possible errors are born equal. If
one orders the possible causes of error from most likely to least likely then an
25 extremely efficient search can be performed for the cause of the error. In practice the
most common cause of a“decoding failure will be the cause approximately 9999 errors

in 10000 (for the parameter choices currently used in Tumbler).

Recalling the cause of decoding failure in § 4, the algorithm parameters have been

30 chosen so that a certain polynomial’s coefficients are almost always inside the range



that were converted into ternary in the previous exanple. 10 15 9. End of
Messa~se Marker A binary nessage is converted into ternary for the purpose

of encodi Oﬁ%éﬁﬁﬁm 8). This is perforned using bl ocks of 19PP+‘/E;§U}/Q£§WW’
€ o

not every ssage wi |l have a length that is an exact nmultip bits,
so, if necessary, the last block of 153 bits will be padded out with random
bits. These random bits are not part of the original nessage and nust be
renoved  when decodi ng. The encoded nessage nust therefore, include enough
information to determ ne exactly which bits are part of the nessage and
whi ch nust be-gf2$t égafZidiihen theyeronstorchis thernepe devedine fatlute s sad teghaye
t he encodi ng nechani er at [ NQL . P fhel.ents,
where N 15 an P Bge b aprecEr BebRA RURE O AE B pivgllit In RO diheR
message, once Q0o Feﬂpbl@h@nia(ﬂr Tigs yhaicgiof Iwo caefftiertte fakng ousitiet thid rdrgean
~exact nunber 5 of polynomals. As a, conmugnce, ioi i S.probable that the

| ast pol ynomi simylapneogsly ds desedthan 1o ASeRAYE0E der poortple Rt ¥r RAAPT dPYPt s.
Wien the yTessagfife Gd: Aldo, TEh abﬁoe@f?aéﬂtbf}aﬁs bRistlieShRgange tithgl"ﬂl?lathtﬁﬁgxets-

An end of nessage marker I's added to the nessage, therefore, to tell €
decoder 10 exabwdyp fahentsidetey only gisnall ataduat.tErengraateetie distanxeoiie dessdiked Bd

that the nethqod for copversion of hits to tert. i1l never generate a
12-tupl e of té?WéWC%ﬁ%gPIFEtWﬁIﬁaﬁé‘t&’éhéléta{l%ﬁ‘i‘%tﬁ,a‘?% WL 1,-1,1,-1,-1,-1 } to
{-1,-1,-1,-1,-1, 1,-1; 1,-1,-1,-1,-1 ~ . The values in this range are all

used as end of nessage markers. 15 As Fr_evi ously stated, the last block of
the nessage i Fupthanheatepwher o coeffisient fills jngcbovaitlyis rangg it Ml beorrappedetp the 12 .

terts. | diately foll ow ng.this bl gck t.her, set .of 12 t. { to
the messlbe adorheHIRaTiEer Whthe Bxit BUFPS tehb dna e E Ve pARRES, o
fashion: 20 1.4 Ehes@puirtthBgiraseasiTRelvilae BEll de a0 Gfal N WAREr mbansithae it ailgée x
0-375, and A the nunber of the |last nessage bit in_ the incogpl ete set of 19
bits. r 2. A +oasmgll poduprHwheresoin e sreallepinogitive residuesofiyme %18t3|-$ﬂfh’?ela§%rne
manner as sets_of. 1 oy o) have previously been converted. The
resul ting set CS?e’tté"&l%g\ﬁt?‘Fl ®in the range {0,1,0,-1,1,0,-1,-1,1; 1,-1,-1~
to {-1; 1,-1,-1,-1,-1,-1,-1,-1,-1,-1; 1~ This is the end of nessage
mar ker.- The remai nder_ of the polynom.al, is then "lpadd d oHt Wi t]h
15 This provides a simple means of finding the error. The values that lie closest to the top
and bottom of the range —g/2+1 to ¢/2 are checked, and attempts are made to correct
their values modulo 3 by adding or subtracting x (depending on whether the valugs are

at the bottom or top of the range respectively).

20 Figure 8 shows the same graph as that in figure 5 (explained in § 4). The area
surrounding the line ¢/2 is highlighted and marked as 801. The coefficients that lie
within this area are the ones that are most likely to cause an error. In order of their
proximity to the line ¢/2 the first 5 coefficients are labelled 802, 803, 804, 805 and
806. The most likely cause of an error would be the coefficient marked 802 having a

25 value that is x too small. This is exacﬂ}'f the error that was described in the example in

§ 4, and adding x to this coefficient’s value would indeed correct the error.

The exact method that one should employ to correct these errors depends heavily on
the use to which the cipher is being put, and the platform upon which it is being

30 implemented. An example algorithm is given below. The premise of this method is



random t ens. WO f11/93013 PCT/ GB01/ 02337 52 Ot her cal cul ations coul d of
course be used to create the end of nessage marker, provided that the
result is_a serjes of tens that falls outside the possi bl to
repr esenth)eos@é{?g and that one can determne, fromthe gljrlctsilpéﬁ&r/r%éggge

mar ker, which is the | ast bit of the nessage. One way to do that is to
divide the available end 5 of nessage marker space up into 19 parts, and to
select (eg at random or substantially at random) a marker fromthe

S0t ual end of DA eHiEREY 1478 traBU PRy FHB NG CUUGRe fepEri EhaTanRe o 1 es
begi nni ng or Ml;-eft]—ﬁ)@%v%f 995@09[' d}cl}l?OO@eréf%QVﬂlhﬁ Rndciell oNRBS AR ati@AKeTt is

coul d be add roidt “or to e end he resultant bl ock of terts.
The direct i onprobabliyrbest, dm‘kISI(Ef speed tochéaksin the ishentest possiblg tiehEw the most

expressions suych as "foI I 0 enco i fron '

bl ock is consh]éf'é}’é‘droir rAnd %‘f %‘df“ﬁ'ﬁs%%‘l ‘éorlgg’f'mtgh pf?la'bc(})l\gggtﬂot% ﬁfsh

exanpl e, sit i fd that there are only 4 bits of the original nessage
en t

left to encode e final block is reached. In this circunstance, 15
random bits are chosen and are concatenated with the 4 20 nessage bits. In

ot her words, ", 1sc ~d 3=d bi i l f
the ori ginal ﬁt"‘é;g g@%eﬁ?fﬁ etr'ﬁé?n accurning mi%‘?‘ p?%erto? °§‘F g n?%g rlé)r}? 0%%89@%11519
is therefore gRtsie@dD@f@rensé NGl bamill’ oh biveras dntlewllhonlybibt intpettabie Mdegs

to ' the original data. This padded set _of 19 bjits |i§éh}en conveyted to
terts as nor mapnstars Pewespeed 15, amriswisd O Mmsdirogy desrs ffrg séfv® EPPEt a

TRl G A T s,

wil | e followng ca atlonlsthen per f or med:
A+l 9x B+219 3+¥&1>§dr?a%1@ﬂt&te52‘ﬁf€@&he ﬁrwme&smaﬁlm/mambsetorge ITpevery
conversion of this integer into terts |ves % 8 o 96 ’ml -1,-1
}. Note that eHicdentdou rthe prginalgmed ‘éogl ai fged pev quqe reiierre(i 2488155 can
be clearly 5 seen fromthe fact that in the former 12-tuple all four of the
| eading tens (those on the right) are set to -1, while in the latter
12-tupl e the fFogure bt tseatflavechart of the following error correction algorithm. No equivalent

15 algorithm was presented in the NTRU patent application. This flowchart is designed as
a counterpart to the flowchart describing the decoding system (see figure 3).

401. The error correction routine uses the algorithm parameters N and g. It also uses

the private key inverse, F3, but not the private key itself.

20
The correction level determines how far the error correction routine sho_uld continue.
The error correction must be non-zero, or the error correction routine would never
have been called in the first place. Almost all errors are fixed very rapidly. The
correction level allows one to control how certain one can be that an error is due to a
25 cause other than decode failure. An arbitrarily high correction level, when the cause of

the error is in transmission, would cause the process to continue for an arbi‘trarily long
time. Any existing errors are extremely likely to be corrected in the first few attempts.
It is therefore possible to conclude very quickly that the chance of a yet undetected
error is negligible and that the failure of the polynomial to decode is more likely to be

30 caused by a problem that occurred during the transmission of the message.



f 1,0,0,1,0,1,-1,0,-1,-1,-1,-1 } is the required end marker. \Wen the
nmessage i s decoded, each set of 12 tens in turn is converted back into 19
10 bits. |If q ting normally, the decoding process wll

encount erW, 5“3@&@3 of 12 terts that lig outside the range #gﬁ%g%ﬁ@géﬁlon
back into 19 bits. In other words, the integer obtained through conversion
back into binary has nore than 19 significant bits. (See 8.) 1 ~ This
integer is the end of nmessage marker. After this end of nessage narker has
been converted back to binary, 219 is subtracted fromit. The result is

di vided by 19, and the remainder taken. This returns A O the 19 bits of

the block i medi atel di A
st grt | ﬁg W: th kg%gor%c}/loﬁ%glﬁglel H.lgas lﬂ?fleugﬁﬂ H@({oﬁgﬁ on% g B&lsrﬂgx?xgﬁﬁagg%ldg.gé gliplhgll -
message bits. J&lﬁ‘orﬁﬁm Thédd rélbdeo afeepdmmal@d@m Wﬂﬂld&godlmgsysneméseeﬁgub@

di scarded al ong W th any remaining terts. Decodl e For {i pé%yd pose
of this exanpbe,e ist oslyoused five cxapipsdbrl chegkt blole Iﬁllé(ﬂ?sﬁ elt? pee Jepsgte

cal cul at ﬁd in t h@ &B{fﬁ\r{: 0 t%{:%é’ﬂ*%s? dmé bly r%c&dljﬂgothe s’taté- ’oQ thd hadh fuhctidn Jaftehas

j ust bee r ecEPYE( g the deco roces When these 12 terts are
converted baciyphfingienarid/theh htumniigie tﬁa 6&(&9 insgeayiof h se . hawlll instange,avhenepraw as
| arge as 219 (or in other words has nmore than 19 significant bits inits
bi nary represélmclitlfi@ﬂ)“fe%ubtractl ng 219 and taking the renai nder on
division by 19 gives the value 3. It WD 01/93013 PCT/ GB01/ 02337 -4 is

t herefore concluded that the Oth, | st, 2d, and 3 "d bits of the previous
bl ock of 19 birhs tableGyab consimsted dronbiekgerinntationtaad allogsisinedo camireltibe ofder

di scarded. It will of course_be derstood that the f
message 10ar kein s BIyng FURDSTS n‘i?é‘&‘ﬂflreé‘?%rgﬁsearF 8?“3%%@58&% r ?ﬁ‘% |S§nc?10
restricted to,ffigy bi kibf i BbnedalRhBedlaRns it herhraku@eniot iddl oaluesoritisi t

limted to the specific exanple of 19 bits being converted to 12 terts

Qt her conver sitabixs beyml ienfirsh chalegel eftrigpd{isa aglguthg gract yatpes ﬁ'lr%\ﬂfdlétge
that there exists sone suitable inaccessible space. 10 10. Pseudo Random
Nurber Gener atBPOHARGH er provi des two pseudo random nunber generating
algorithns (only the second of which the present applicant considers to be
protectable). Both algorithns utilise the SHA-1 to producge an redf ctlabl e
and randdm y dnzﬁhemmredulcvemse@mm%teéHse&ﬁou%ﬁmm%‘@%th%’fﬁ tigryleve
inportant to remember that all Pseudo-random number generators {PRNGs) are
intrinsically determnistic and the output generated will only ever be as
unpr edi ct abl e The value j is used in conjunction with the table G. It tells us which row of G 1is

currently being used.

20 The value of x tells one how much a value, incorrectly wrapped modulo g, has been
altered modulo 3. More generally, if the value of p from the NTRU patent application
is chosen to be something other than 3, then x will be calculated as

X =gqgremp.

25 Centring a polynomial modulo g refers to shifting it into the least absolute residue
classes (centred around zero). It should be noted that it is not necessary to use the

range —q/2+1 to g/2. Instead one could use the range —q/2 to g/2-1.

403. At this point a list is created which will order the coefficients of a; by the
30 proximity of their values to —g/2 and g/2. If values exactly equal to ¢/2 were wrapped



as the seed. 20 The first Tunbler algorithm TSR (Tao SHA-1 Randon),
operates in a simlar nmanner to many other commercially avail able

hash- base graphi ¢ PRNGs. SHAI Random and MDSRandom fads Py RSA
and Yarro\?(/ égé‘}?Count erpane, would f@/l into this cat egorl]gf %e initial
input is hashed, and this hash output™is repeatedly re-hashed with a
counter to produce the randombit stream At any stage it 25 is possible to
add nore input, which is hashed together with the current state. Figure 9
shows how a sij 8 9St'h Q

o031 118 por e i 8 YBL G i éﬁtmwgﬁﬁg?é’ggg’?&?{ kl&&ﬁ%@lﬁ%ﬁﬁ%@ pgsidl®

ot her words t ozagled@oefﬁcmmts with theel sasit absolata vmmepzknd\ocebea& i lvhlueslmt]yl eqmal

out put. | nputtl ng,.data that js sufficiently un abI e achieves this
though it my 'Sk¥w WG ¥HEPYT BP-eln eaﬁ@nﬂﬁﬁaﬁq@g pﬁé@%éﬁwa}rﬁam%bagm

Such data 1s usplhooPHickniCblledBRsH3, B04 503 atiBobkdn B B S bASbENS
timng 5 of keystrokes or nouse novemrents. This tai1s calle tropy
902. A hdsh fucmrdonlyl the dsstahct of bmrcoeﬁ'@mnﬁervabm famnther@ilgalofthmg@ andomdti ty

f ent T t def i ned that is. based
hi o ent r opy. el ShELFRIE pabie B bt e Boctons QORCEe o

size. 10 bi tspeéceggyt ropy may 10 onI y have 16 possible collective val ues and
will therefore 'have 4 bits of unpredictabitity. Using this hashing step
one can enter enough entropy to guarantee sufficient unpredictabili ty 903.

the 15 | nt ernaingrs bOREYASlepfadulf MERHERRLPRERo LIV BimieL a8 0y 0885,
each bl ok of wged.put. The counter changes with each bl ock of random out put.

Si nce each bl ock of output is based on the counter this results in the
production of different outputs. 20 905. Another hash instance conbines the

result of the ret 4 in
Cach tinme a nasyf s HRElisAS T Wi Ot S B ERbE3r a3 Lol 13 Sihipha
hash in 905 i shedkeispseied®o begid evithoadlrck Bapsdedion gneimoorrédily Wiappgapddetfadienn

this may (but need not) be a string of pseudo-randombits. A precise
description of TSR follows: H() is defined to be the hash function; X~~Y to

be the cpncat ejpgtier &fe tﬁce%m;e Surrént Tdcel_ptﬁ(%t Wﬁlcht aﬁckﬁlﬁgﬁf becl?lH&t ﬁBm thd tdpe e
the ith pool of entropy that is added to the Random

PCT/ GBOL/ 02331 Sheyis e firGanwrafitiy table; the t:beclkmgtprechure shouhisstaut 1at qbsmh Ooft
random dat a t hat s b e ed si,nce nput . of, E; and S; he
160-511 1t er AP B pRRRAIER SARED 2 BAER: bgg A it R e Py b il o
initialised, tbamchetkee vc-tEWs 1@W7 Jandiﬂfé aigénthﬁl VR kif Beaipeo Ihé héit Sraluef
has all 160 bits unset. - en the it pool of entropy I's inputted into

t he PRNG sup[!fosi ng that the current state is S~; _1~, then the new state,
S;, becoygs H(S~; _1~I1Er)~ 10 - \Wen nore data is "required the counter Cis
i ncrenented by one and the new pool P~ becones H(S; ~~C).

407. The algorithm searches through all the %-tuples of coefficients with values that

are no more than a certain distance away from *q/2. At this point it is determined
whether there are any -tuples left that have not yet been checked. A k-tuple that has
been checked during a search at a smaller depth need not be rechecked.

25
408. A k-tuple of coefficients, whose values all lie within the given range, is chosen.
This k-tuple should be distinct from any A-tuple that has been chosen at a previous
iteration of the algorithm. The values of the chosen k-tuple are then altered to
compensate modulo 3 for a possible mis-wrapping modulo g.

30



This method acts as a secure nmechani smfor producing an indefinite
cryptographic bit streamfromentropy input, but has the di sadvantage of
only possgsshiésefy i nternal 15 state the size of one hash petewh o361 has
the | argest digest size of any commonlgy supported hash al gorithm at

present, with 160 bits. This neans that regardl ess of the quantity of
entropy input, there cannot be nore than 2' 6 distinct bit streans produced
bet ween i nput operations. 20 In nodern cryptography it is often desirable
for an object mmixﬁgsmaanérwa,t,%hé@ébdihgp%e@@%e& L&&ﬁomy out of an
extrenely | arge space. F or exanple, for N = 5083, P ere are 2720 possible
NTRU PKCS private keys. If one used a PRNGwith an internal state of 2' 6,
with only one ding,_operatiqn, then at_|east 252p of the ssi_bl e keys
coul d never beffsbgl c?lée&g 1§5m|9§? ftBrSrﬁengﬁ%tB%‘d?ﬁFg dSﬁ%%Qt pf¥Romisf jangd theecipher

- creation of anpfiphdifilal psss e inflgiBYshedk t ri vi al task. A seeding operation
requires entropy, and entropy i s obtained through neasuring the real world.
It is thePefore necessary for one to know exactly how the platformon which

the ci pher i i ' ts with th | 1 d. .30 01/ 93013
PCT! Gt 102537+ 7 VB BROLRASE A& Mot P echine Ui nt abbrupced oo

sufficiently randomdata in a platformindependent manner. The first is a
self r e-seeding PRNG This nethod is fai rl)élllqsi ng)l e to explain, but places
5 an extra redthd dherrosgihle kipispchaving heapnexdigusted,i the spartloye dowrmxtended dofa i s

only sem pl at%rg%}g;}k%gﬁpﬁe& p‘%ea él;ﬁgc ;Zflsi c internal nmechani sm of the PRNG

remai ns unchange eac ormon which the PRNG i s expected to
operate, 1@ function exists that can be called by the 10 PRNG and which will

Cecor ds tho qubkk | B0 EhaRE edt OrR) §VPS GodpEnce WA Eite NG
state of the RRMehiStoled bufiSnepRALEAE b Valtk @f, [ M eNtropy that vas

| ast provided. When the PRNG has p uce as nuch data as the snaller
out of the internal state and the unpredictability of the entropy, then it

calls the platformspecifi¢ functjan and.requests re.entropy. The second
solution is no ]% glgﬁﬁlo}”&tﬁf gﬁ’t rec?ﬁ.fdsﬂ?é’i’ ?’ﬂehaé Sﬂtgﬁfﬁg%lf nbéfitlﬁtjmct&n%}e dpignqed

pl at f or N § ndepsmehe BF the?Satdhe iPmSictneRfddN Thitetark RYMMES hhte désForRicaPmBRNGf
with a very Iarg_e internal state. The problemin producing such a PRNG | i es

in making it wgrthisihaphavwngsedadicategheonntsecur e hashes have a finite
output that is nuch smaller than the internal state required.
415. At this point a check is made to see if the corrected level has yet reached the
supplied correction level.
20
416. If checking has been performed as far as the correction level specified without
having stopped at stage 411 with the decoded polynomial, then the search is
abandoned and the polynomial remains uncorrected. Realistically, with a minimum
correction level this will still only occur when the error is caused by something other

25 than decoding failure.

417. One increases the number of simultanecous errors for which the correction

procedure is to be performed.



25 Tunbler's inplenentation of a large state PRNGis the TSR-LS (Tao SHA-1
Random - Large State) algorithm (this being the second of the two Tunbl er
al gori t hmg,grpnssypned above). TSR-LS uses mul tiple sinultanggpggiaeisy
functions, and rehashes the original sged with each new generation
operation. This gives it an internal state of 2048 bits, so that there are
220as distinct bit streans that can be generated between two 30 i nput
operations.” TSR-LS is slower than TSR, but not as slow as a dynamcally re
WO 011 93013 R ; j . a f T
over a dynam ngl{ ?ﬁ rgéréggggléngéﬁéﬁg%g% ?@%%p%{apf%}sqgmxﬁ%huggs %ggtd%@%
pi eceneal , so sehwhiinbegualfonasipgletonidrtormgainbe dependent on sone of the seed.
Wth TSR-LS, all of the output is dependent on all of the seed; any
difference in the 2048-bit state has the potential to alter every bit of
. the 5 output. FASRThSalsAtnAmYES BhOheWbi/igplce tiered hash functions. A
sinplified version is depicted in figure 10. The hash functions could be
enbodi ed 3n software or, alternatively, they could conprise hardware

hashi ng means.1410. 1001. The entro is diivided equal |y between each of the
hash functi onsTIferfoﬁﬂg“}ginﬁ %‘P“g%ﬁgmﬁ%%@‘?%wtﬂ%?h{ef%%‘ﬁe ns depends of
the size of the internal state that one requires. The seeding process wl|
be sl ower the nore hash functions one uses, but on going operation tines
are independent &&ample nunber of hashes. 15 100?. To begin with, each of
the hash functions in the first tier hashes the entropy that it receives.

| 004. The second tier's hash takes in the output fromall of the hashes
1002 in e firstR05ti1e7x amixhagbes-1alk’. of this together. Tlus ensures
that every bit of the final output is based on every bit of the initial
seed. 100S. The 6@t=pll|¥8fromthe second tier hash 1004 forns the pseudo
random out put for the PRNG 25 Each tine nore data is requested, fromthe
application that is.using the PRNG one of the hash functions 1002 (on a
rotati on basis) jmtekorns a refwedii ng opsgati on using a counter 1003. This
r ehashi ng operat'bon coul d be Hm sane as that used by the normal state PRNG
descri bed above. Y30 +

15 1 117 -
2 127 -
3 45 -
4 117 -
20 Index 2 corresponds to the coefficient with the greatest absolute value. The

coefficients with indices 1 and 3 have the same absolute value and the same
sign, so it is completely arbitrary which of these two is listed first. For the rest
of the example 1 will be listed first. Indices 0 and 4 have the same absolute

value and different signs, so, assuming that one uses the range ~127 to 128, 3 is
25 listed first.

The resulting ordering will therefore be {(2,-127), (1,-117), (4,-117), (3,-45),
(0,45)}.

30 g=128=13 * 42 + 2. Therefore x = 2.



w0 01193013 PCT/ GB111/02337 S9 1003. This counter is used to ensure that
each hash function produces new output with every rehashi ng operation.

Her e, anqyb% %ﬂﬁ exanpl e below, the initial output is useg@EfidiR2E9uUNter

i ncrement” OEX ﬁash. function 1002 nmay, mai ntain its own counter 1003. 5 The
re-hashed output of the particular re-hashing function is then fed to the:-
second-tier function 1004, which hashes it v~rith the output it has
previously received fromthe other functions 1002, to create the required
new out put data 1005. In this way, only one of the functions 1002 needs to
re-hash and pass data to the second-tier function 1004 when a request for
new data i s madeCorsidefhise dimplifiéditable Gps 1002 obtai n additional entropy from
t he pool 1001 as and when they need it. Alternatively, additional entropy
may be supplied en block to all the functions 1002 at once. 15 A precise
description of TSR-LS chl=I10\/\/5k':2TSI%-__.ES alkes use of five concurrent

i nstances of a SHA-1 hash obj ect. H(), Q H-(), HZ(), H3() are defined
to be thése hash functions; X~-~Y as for TRS above; Co, C,, CZ and C3 to be
four 160-bit counteif; lo, I~ I?and I3 to be four 160-bit increnments; E
20 to be the it" pdo of? ent ropy ddded 4 0 the Random Number Gener at or; E; o,
E;~, E;Z, E 3 to be four sub-pools of entropy fox each entropy pool E;; P~
to be the j°" 106-bit pool of random data generated since the input of E;;
and Sk to be the k#2160-lbit linterdredi &t e state generated. 25 - Wen the
algorithmis first initialised, Co, C1, C, C3, lo, I1, Iz and I3 have all
160 bits onset, i= 0 and k = -1 . - Wen the it" pool of entropy is
inputted@ nto the PRNG itthe entropgy pogl E is divided so that the nth byte
is placed in the entropy sub-pool E Qwhere ais the 3 0 | owest positive
residue of n nmodulo 4, unless the byte is part of a last, inconplete WO
01/931113 PCT/ GBOL/.02337 .30 sgt of .4, i;n which case the bits of this |ast
set of bytes are di vi deo1 so t'hat the sz]th bit is included in the entropy
sub-pool E; Q where a is the |owest positive residue of ri nodulo 4. The

| ast internal state block created should be defined as Sk. Fqr each of the
hash functions HES table sdicaiesdhe FSt@ﬁéI?rdBWtPg’ Ebﬁ@ﬁkg‘ﬁfaftr%s-vﬁ Fhagy $1agk t he

5 previous data gt &isdsl QAR aftPSSiectle AORRL cinkMbRobRAE NS | on

is computed, and the result placed in S~+p+~. - Vlhen nore data Is required,
a shoul d be takestoppedbe the | east positive residue of j nmodulo 4. Cais
incremented with the increnment 14, by adding this value nodulo 10 2 ~ 6.
Next, this value is concatenated to the input that was previously hashed by

.Hﬁf )e,r nglndsz gteer ethd prdcedeiatedith dn SReytcto RRrRESHRBINEIOBh drites hifkstare
equal to —128 or 128. There are none, so it proceeds to singletons in the ranges

20 -128 to -127 or 127 to 128. These ranges contain one such, as péinted to by the

first index in the sample ordering, i.e. 2. Since this coefficient is negative the

algorithm attempts to correct it by adding 2. For the purposes of this example it

shall be assumed that this fails.

25 Since G(1,1) = 3, one should continue trying to correct singletons until one has
tried all singletons in the ranges —128 to -126 or 126 to 128. There are no more

singletons in that range.



bl ock created was Sk. In this case, the result of this hash is placed in
Sk+l, and the new pool P;| becones H(So~~Sl~~...~~Sk+l). 1 ~ 11. Sequence
Gener at or Hhe Sgauence generator is used for the MIA prot egtf B @Sk as
expl ai ned above. The purpose of this gf:nerat or is to provide an indefinite
stream of pseudo randombits in a simlar manner to a PRNG except that the
i nput seed is known and the stream nust be determnistic. It nust still be
conputationally unfeasible to find an input seed that will 20 generate an
arbitrarily chos%tgfs%{gﬁntq@- el B FLGY t RV of hem any part .of the
output. Since PRNGs are det (lasrsn%ir .I’?II‘StIﬁ@, alnggecgua gré geneté'F%{hc?Fe %gr{‘ 5 eved
by suppl ying a kribwargsstangospecipddiyf GER)PRNG(113) 0] mbihefefarepne gt Se&UENCE
generator is supplied.25 that operates slightly differently fromthe PRNG
(al t hough a PRNGS%tﬁﬁEP%{?I{?@eW) .Ofg‘ﬁé‘nﬁ? fiagtis C@é&gon%sl%g%e@ﬂeépw THeve.

i nstance of the SHA-I,~and this hash output is itself used as the first 20

bytes of avail abl e sequence data.. After that, 'new sequence data is

provi ded By concdihersaaichgtartsevimre it lefiofbin thetpréiowskeon, twith helepthsdt 3,pgt and
re 30 conputing th sh. WO .U1/ 93013 PCT/ GBO1/ 37 Gl 12. Efficient
Modul 0 Arithmeti é°‘§ﬁ3§ﬁaﬂg??ﬁ’83 6%‘3“21?6 ll’-’f‘iﬂlﬁlt‘? élﬁgﬂilltogéée%i@ B more Roteitéalor
Represent ati on Tembleirenles Us& RbraitN@w et hethaf ek ' d
arithnmetic in small noduli 5 using bit based té\gﬁno ogfgﬁéﬂ@%%ﬁd&gl | ows
one to use a bit fﬁlise bi nary) based device to performnodulo arithmnetic
efficiently. This is achieved by storing nunbers in a vector form and
performng arithnetical operations on nmultiple nunbers in parallel, using a
sinpl e Z1Q® sequeiNoev afiothért atieapt iogadato apRcafdrAir SNQrdaidthle Wik the

perform efficient ngtg@[go f%ri thnetic in any base. However, the efficiency is
greatest in smal I - O 7B 1depthy pf ds Whena daptthelul & isreashied dres enplitioss

ternary operati ORg fohdd 1 (e}t Modul 9 Axi.t tic |
S Arithmetic nodul oor, g%ﬁhagﬁge,%gﬁ é|r\g/fe$ré|'p%§) §{ge5e’ﬁalﬁ’§i}8-o‘§?°386%@§‘?§2 15 JPII'S
operations bet weé@nthetist these paiisdueuld bassrsitedin the fldlpevig ofer:(23) {u) h@ss'
consi sts of thos?. ilgtfg%rys t hat share a conmmon remai nder when divided by r.
For instance, in b , 64 and 15 both reside in the sane residue class:

15

For this example it shall be assumed that one of these pairs was indeed the cause of the
error. However, it is important to remember that in practice an error will almost

always be corrected in the first few attempts.

20 6. Text Awareness

If a cryptosystem is able to determine whether the encrypted data is a valid encoding
of its associated plaintext, it is then said to be plaintext aware. This is usually achieved

with some sort of check hash.

25 Depending on their use, systems that are not plaintext aware may be susceptible to
attack. An attack that takes advantage of a system’s lack of awareness works in the

following way:



20 64=9x7+1, 15=2X7+1. The renai nder on dividing the sumor product of two
integers by any given integer is dependent only on the renai nder on

di vi di ng Ymifgspect i ve addends or factors by that 25 sangdhé&aaasssy
Therefore, it is possible to consider poperations between residue classes.
Addi tion, subtraction and nultiplication between residue classes work in
the same way as for nornmal integer arithnmetic between any chosen
representatives fromthe residue WO 01193013 PCT/ GBOL/ 02337 62 cl asses.
Usual |y the famn®facké Vi i 0 tiVes. e from
each residue class. Thg{se‘é&\%stcjlg&geﬁdgg rgr%?ﬁle;s%ee gh% %géa&%ﬁ@]i eglefgl\égmﬁiteﬁq@errﬁ?‘foggg
posi tive val uthepsage sliglgly before sending-it bnjto therorigieal sendeidirbeipieat. | owest
absolute value f [-r"/2]+, ..., O, ..., [~/2]}. 5 Modulo arithnetic is
theoretically nmuch sinpler than generalised integer arithnetic. However,
noder n di gi t aThidedigtemodifRalith hiayt ébnfe@iﬁ%s%ﬁlhth_g%%%?@ée! iBfeflan MVAEE ciphertext
arithmetic in_such a way as to nmake themvery i nefficient at perfollj'm ng’
modul o aPi t hniejcRe that cpuldhediibeeanmncodast foomof b0y ptaimtettofrt budht cases ths sleomidr

perform ng ths PP e Hhc M B BST an vBl et bR aitorm e 5PREF, Seisdbt on
FOR defined t attackéinrthia svenaciopthahthBintestfge\ilddoidscsRt if and only if the

corresponding bits of both input words are neither both set, nor both 15
clear. The binary operation AND defined to return a word each bit of which

is set if and 1.5t . i na_bi of th j nput words are set.

20 The bi nar?ﬂgﬂgétrlg‘%l?”o{rqlg(‘ﬁg%‘gg ?%g%g%ggglpgltiﬁ &Y r‘(“fpféeigeﬁtt'blints ﬁa\/\msEﬁﬁ?s

set if afd ondscoiiér whkdeode thepruzdigegnbliatiempf toghiehREs it WindeOit Ras beRYhoWRESS

are set. The Hqg% o&)ﬁer tign NOT defined to return a word each bit of
wht c dyt

which is set §99dercnRY @ehbn ablago mrakegmyt sasq abthe message, dut
clear. 25 12. giMeskr8evReRs gsenkation The crux of the nethod described here
lies in the vector bitw se representation of nunbers. WO 0O1/93013

PCT/ GB01/ 02337 63 Digital devices will normally store integers in binary
formin the i bits of one word. This.is to permt the use of _.
circuits suc?ﬁi %aa?tﬁg%? LeREY SIS PROCESS SEVERRl TS cEeoptding ahekath pitage Whiehh a
vector 18pr esgodifichithst PRIV aJalie EpheteRtTIBY dndlysiaR" daepid cqj ed
in corresponding |l ocati gns Wi t hi nf)di fferent wory s.B &}ﬁ%n@gl %@16% Eigéfe% gﬁ;ts
need detérmine some of the original message.

Tumbler takes this approach further and automatically creates a regular hash check
based on both the plaintext and on the ciphertext. This allows us to describe Tumbler,

20 generally, as ‘text aware’,

Tumbler preferably uses the SHA-1 (Secure Hash Algorithm 1) to compute a check

hash for each encoded polynomial. SHA-1 is defined in the US Government’s

National Institute of Standards and Technology’s Secure Hash Standard (FIPS 180-1).
25

As each message polynomial is encoded, both the original message polynomial and

the resultant cipher polynomial are used as input into an instance of the SHA-1

algorithm.



5 not relate to the binary formof the nunber. Interpreting the bits in a
novel way, as illustrated with ternary nunbers in the |ater exanple, nmay

|l ead to IS ?J’soﬁffl ciency as well as other incidental benp&vhﬁw 2(35; orm ng
a single nodul'o arithmetic operation QRetween two integers IS considerably

10 less efficient using vector representation than using normal integer

nmet hods. This is because conbining the 2 x [l oge ~) words representing the
nunbers will generally involve (Qlog3 r) operations. The appl i cant has

realised, ho : F@&di ) 0 n jon I 5 in
its indefini @gﬁ?%fe el ﬁséé]et ?g*ﬁ&lﬁfkﬁgn lesrtg%%n ‘{lsdir(é:l gs éllsastpe
may be per f or redoding puocess il }zhe svelnt milf taedbo@ding dayort Mae Wm}ﬂr ialol@elorrﬁél 14» ﬁrst

Ternary Represe ti Hencef is assuned that the three gosm bl e
val ues of a té&@f ‘i%r gﬂ]e‘%)@F&%lSt ea?r e@f elovp o EansEiseion, Hhe bits zapireé torepsisentand

., mnus one. Thitge | ﬁ?st %Beﬁ'&ﬁ'ﬁ BRI MadRGhShe ﬂ:a?t%rﬁﬁ@an% ¥id gml'?egﬁllbsg Bf‘t V\b&gf %?og pRlent

of the nanes of the three tent's. The tents e represente

occupyi ngd cor rapd fumiditriyytd Hoiahédowith inset bits ifingedssary. wor ds. The bit located in
the first word is set if and only if the value of the tent is not 25 zero.
The bit located in the second word is set if and only if the value of the

tent is one. HeRGRedHR HAYEGENIEN Befl paékeaQP ﬂﬂbﬁé@ eﬁﬁp&?e?'ﬁa%ﬁdthgytugng %e1n>g

vectors <0,0>, <1,1> and <1, 0>, respective hi's manner
represented i mepregenteddiyt twepbits | BothWitsGie 981@6t3f ﬂﬁTdoindxﬂﬂigB&)eﬁicierEmrm@

Let h_ t t t f th
Four tent oo, s st B 1818 en s 6ol Sooc) it M Bt PRod R pE GPaS s Hre
fol l owi nid) S t dbtiebitd ard seteEting cMQ@sfp@fldlhg“CoQﬁ‘fcw%t ds i 1t 3 Aevlr tHe tasd that tht

Now, taking and storing separately the St bits and the 2"d bits allows us
to treat this SPomebies Sefvhile thadirgdpunsste 4-bit words, namely 0011
(representing the 1 S~ bits), and 0001 (representing the 2"a bits). W may
then carry out nodulo arithnmetic not on the individual tents, nor on the.

vectors, but @hétﬂaek%péi@ﬁer and message polynomials are concatenated, and are then hashed
together using the SHA-1 algorithm. The hashed output is then transmitted to the

15 recipient (unencrypted) along with the ciphertext. Typically, the addition of the hash

will add around 20 bytes to the amount of text to be transmitted. Fewer additional

bytes could be used, but this would result in lower security.

Example
20
The message polynomial {-1,0,1,1} would be encoded as the byte 10001111.
The last byte is finished with unset bits if necessary. In this encoded form the
polynomial is concatenated to the end of the packed ciphertext, and hashed for
25 transmission to the recipient.

During decoding, the ciphertext and the decoded message polynomial are

concatenated and are inputted into the SHA-1. The output from the SHA-1 is then



10 thensel ves, for exanple using the operations XOR, AND, OR and NOT. This
avoi ds us havi ng to deal with overflows or carries however many tents are
bei ng wor kegl ]39 mul t aneously. Apart from suggesting an ef ét{ghgmmg.pt hod
of perform ng rm ulo arithmetic, this, 15 interpretation of the bits allows
one to determ ne the value of a tent nodulo 2 sinply by exam ning the first
array. Since algorithnms are often concerned with distinguishing zero and
non-zero tents this has a great advantage over the usual binary form Were
there is a paidon@Phr<dowithS S rﬁlﬂﬁie t

word is 20 cl ea?@ he bi tﬁ‘?gggit?%}jh?%\l Gtohe igg%ﬁngdjéhe éfﬁ@&@ﬁﬁdggss Qﬁd réé&&ed
However, the M!gémﬂm&l@cplmeﬁel y on this. WD 01/ 93013 PCT/ GBOl/ 02337 GS

" Simlar principles could of course apply to nodulo arithmetic on bases

other than 3 for exanple to carry out arithnetic in base 5 one would

_ operate on thiegn afpRkeAin0dMIE df enddied MdsSdge HBREBRE BYENT 1Rl Jnon%dfda{aSéan%t S
in the vector representatlon the second all the Second bits and the third

al'l the third dspeded, itrs Sﬁﬁﬁpﬁm&wﬂmmmﬁﬁﬁ%quw the b@rofahbdswedsmmage to

Foi Towing manteien 15 e AOMAEriale By WIRES Yot R pBoRtn o 16

tents xo, . the<c1ph&:rtex\l\/aﬂd§;ﬂlbﬁss\ﬂﬁ§€bstx o0 contains the bits set if the
correspondi ng tent is not zero and the word X~ contains the bits set if the
corresponding tent is one. Simlarly Y o and Y1 are the two n-bit words

representing Y, T, addi ng.t he n.
pairs of tent S’Ikh? sgfsfeﬁm}ﬁan 1re ﬁts Idn?é(s)sa\g’é’s ¥vil1§se Ea%hotgl‘t?éj o) magc ,1e o I}%’d @gst -0
and Z~ wHi ch rbemgeiaeaftll mcheo inforns theaendey of (vietheBthe mphertem wasvalidy "_1 (nod

3), can then be calculated as follows: Z1 - (X, _0 XOR Yi) AND (XI XOR Y~0),

20 Z 0o - (X.,0 XOR Y~0) OR (XI AND Y~) OR Zl. The result of subtracting

fromx;, the vyalsyps@blethat @ﬁ%ﬁmgqgﬂﬁr@ n% lflaﬁ’/'é c'alzsedgh%?auqﬁn]thé deéo(ajc_@ 'h?égkgg%

Z~o0 and Z1 which represent t nts xo -
(nmod 3) can I@@b@flammll &k gdora@)n‘eotlbmmswma _om, the( dipherow{IRatienmt t@?:o(rﬁéet #er.

Y-), - Ul/ 93013

PCT/ GBUl/ U233 ‘é(cgg’r Lﬁ?%?lggr'}% MFEIEE% @qu){)@ ff‘h%acﬁ3&a%erlkwmb? BRESEaEY o ge-)

each nodlf o ”&bfh@utef e ichétkOhdsh {onlaée vﬂﬁtmqﬂy%@r&mg&ﬁ@eﬂﬂreéf{ﬁb&h sfﬁdar ent

the terts xo X (rmod 3), X yn.~ (rnod 3), can be calcul ated as

foll ows: 5 Z~6i er(tgqct BN thedspme and only the retrieved message polynomial differs for
each check, it is possible to input the ciphertext into the hash only once and input the

message polynomial each time.

20 The general method of hashing the ciphertext and the plaintext together to produce an
integrity test for both is not NTRU dependent, but works equally well for other

ciphers.

7. _Multiple Transmissions
25 Tumbler includes the option of adding protection against Multiple Transmission
Attacks (MTAs).

Should the same message be encryptedfahd transmitted more than once using the same

public key and without MTA protection, it may then become susceptible to attack.
30



Zi - (NOT (XI XOR Yl)) AND Z~0. In the field F3, the only two non-zero
elenments, 1 and -1, are both self inverting. Hence division is

i ndi stingyj frommltiplication. 10 12.6 Hardware ang-pekhigss; This
met hod iswéf@p?ﬁgﬁto inplement in hardyare, as illustrated g@ t ey%rrcuit

di agrans shown in figures 1 1, 12 and 13. Figure 11 shows a circuit diagram
for addition nodulo 3, figure .12 shoves a circuit diagramfor subtraction
nodul o 3 and figure 13 shows a 15 circuit diagramfor nultiplication nodul o
3. In sof tvara; i ihsorRi 19 bedl AW r RS psGRIRY & RRbRlbR! kindai ' ne
is able to take advg%t age of tvke full g\né%trll f all;}‘\%/orél of lgﬁfyﬁ‘ﬁgﬁa‘?‘lﬁ.@ﬁz

12.7 Use i n TungssagesTMosTobiviomsly F@Sifisbtes arromedsage hpaleys) outlalas thadeanseidsin

pol ynom al s whose, caefficients all have | ues that are only significant

modul o 3. At \EFLo LD 255 ONeR WeEcENgor Mt e brdtesk a?\gfr@d%a%fag%ere

subtract t hesqd@ficuneRdm khdif Q%@Hﬁsﬁ@@tﬁlﬂinonggﬁftvfli 9%4& xset {dBRHGY 8N hence
e nos

i npl ementation of the key creation system uses 25 I nverse

al gorithm (seuscegiiblgitoaiMEAnatively the Euclidean Al gorithm performed on
nodul o 3 pol ynom als. These algorithnms in turn require the addition and
subtraction of polynom als. The decryption systemrequires the convol ution

product (star Supp6eQhaLBRHDIRETEIBALNERIRA o/ ephlbi basisC 8 theditadker aResB@Ul O

3 polynomi als. The star-nultiplication algorithmalso uses the addition and
subtracti on ofcopsftyaswmation thed theipriesschaye nphshanged, birewauldsalsn ghowahemhie
val ues of the eﬁfgﬂ‘?ﬁmﬂj ng coefficients S fromeach of the polynom als.
The val ue of t Irst coefficient fromthe first polynomal is added to
the valul) of the first coefficient of the second polynonmi al to produce the
val ue of the first coefficie?t of the sum, and so on. If the fifst

pol ynomi al i s TESPEEENEE Spele messpetoPadyionaiel i lepoedent o the rendgm ik pradeid 10
above, and t hehsesPRFiRUMBRPoRInokall BRLSHRAE S Ate I\ EetdMnOitk A% % cfor

;
and Y_o, then the polynonmial 'sumof the two polynom als can be ca ated
by per f or m ng anfiaf @ctesdi ta gherpablio kay,qitids tlicortrivipd fait thens torettiéne theuoriginal
arrays. Z1 0(52‘( .0 XORYi) AND (XI XOR YD 0), 1 SZo- (X..0 XOR Y~0) OR
(X1 AND Y1) P128%The sane is true of subtraction. Stori ng each pol ynom al
as two bjg arrays allows the above subtraction nethod to be used to
calculate the difference of the two polynom als. 20 Since each pol ynom al
in Tunbl er carfaphvins e mensgecats BB thoedndpwi fagtos is Hetsrmisedddn the fly’ for each

polynomial. This means that if exactly the same message is sent more than once it will
contain a different random factor. If an attacker knows for certain that two or more
intercepted messages have exacily the same plaintext, they can compare these

20 messages in an effort to determine the random factors used.

Even without MTA protection it is not generally possible to determine the entirety of
the random factors from just two copies. However, even sending two copies might
significantly compromise the security of the message, while sending multiple copies

25 can allow the attacker to determine most (and eventually all) of the message.

The Tumbler MTA protection system employs a simple stream cipher together with a
randomly selected key (eg using a pseudo-random number generator) to ensure that
the plaintext message differs randomly from any other identical message sent with the

30 same key. The stream cipher does not directly add to the security of the message as it



produces a considerable increase in speed. This approach to nodul ar
arithnetic may find application in the field of digital data 2S processing
general ly,, i s, not restricted to use within cryptosyste /93013
PCT/GBOl/@%g@%38§ CLAIMS: 1. A pseudo-fandom munber generaﬁgﬂcgdﬁg%?élng
(a) a plurality of first-tier hashing neans each capable of 5 receiving an
entropy input and generating a respective hash output; and (b) a
second-ti er hashing nmeans, which takes as input the respective first-tier

hash out puts and er at es ut a do- rand nunber 02. A
pseudo-random‘%bfﬁgg‘fa \é‘ﬁ%l“é?ﬁi’ aﬁsé’ieﬁgﬁoﬁ cimhf PR ‘Hﬂheéa%ﬁmﬁ? oRle
first-tier haghing #RANS @ehical bRl t@ﬂéiwl cmé 8" ORYad MR in 3D REHERSEDI:

* 3. A pseudo-ran mnurrber1 genergtonr as c al mard I&?]l%fyl m 1 olp Caim2 in 15
whi ch, when anlannther pseudo-random nunber is required, one of the'

fi rst-tier hashi ng nmeans perforns a re-hash to create a new hash out put,

* the said new hash output being passed to the second-tier hashi ng neans

whi ch uses it gokife GRAhAt T@RbIef Mm fn‘b’iéc’&%ﬁ %‘iﬁ)ﬂd%dsaﬁ!%ﬁéld?ﬂ”@?r pseddo-4:

A pseudo-random nunber generator as clainmed in aim 3 including a counter
means whi ch sugnplonne)sMiddk@y tontht startmfithe plainiexts Ehts keids thensused it petithe flitigl

pecudo: r andom TRy e HEb Hep PeAnt SRkl Cskaf 15 4R Spn 2 e &) 25

the said one fgubsdquehebytBaohiphanteRadsa Wm@ﬂ@soRa@ vt butplit fibm the- m;sbmceu ts
previ ous hash output. . 6. A pseudo-r andom nunber generator as clainmed in

any one of C éﬁqmr@olthﬁf@mbﬁmmn@ﬁteﬂmt%m PRSmeciphers tsee plep 23 ehiiggredeans
changes i/@enever a further pseudo WO 01/93013 PCT/ GB01/ 02337 69 random
nunber is"to be generated. 7. A pseudo-random nunber generator as clai med
in daim6 in which the said one first-tier hashing neans is selected in
rotation fromDirgpdesodings (figuke 8), rthe firstelr byfehabdita getnmead $rom tig. PKCS cipher

pseudo-random nunber ratar, as clained in aim

T er hashi ng. AR to Y606 ribr et Mo suee s B Uar b roihecatsy &1
pseudo- r andom sk e VB! GtBlt BSn Th@iSEREbNCS Gi¥raditehePbre BeigButbuit€d 8s |t}{b
whi ch each of the hashing rreans Is enbodi ed as a software hash function

obj ect. 10. A@smlmﬂmlmatadbnsmwtﬂpérw@érﬁgn@tbr as clainmed in any one of
Clains 1 to 9

15 |
8. Bits to Terts
Whereas data is conventionally stored as bits, the preferred PKCS algorithm handles

messages as polynomials whose coefficients can take the values 0, 1 or 1. The
message polynomial is just a string of ternary digits (terts). A method is required for

20 converting the bits into terts and back again.

Each complete set of 19 bits of the message is converted in the present invention to 12

terts. This gives a packing efficiency of 98.65%, while allowing the arithmetic

operations used in conversion to be performed using 32 bit integers. A method using
25 integers of more than 64 bits would be more efficient, but would offer a gain in

packing efficiency that would be negligible when compared with other packing issues.



i ncluding an entropy pool for supplying entropy to the first-tier hashing
means. 15 11. "~ A pseudo-random nunber generator as clained in Claim10 in
which th pool is split up into sub-pools, each of i plies
ent r opy %Sgwg"g%ecti ve first-tier haghing neans. 20 12. K%ﬁ@éﬁﬁ
generating ' pseudo-random nunbers conprising: (a) supplying an entropy
input to a plurality of first-tier hash functions and generating a
respective plurality of hash outputs; and (b) supplying the hash outputs as

inputs to a sggopd-1] 25..has ction which generates as output a
pseudo-randomg‘guﬁgél&?r%iﬂfOSfAt\“%etP’h{c?g&of generati ng pseudo-random nunbers as

clainmed in dai i ncl udij uppl ving additjanal. entr, as_nhec, ary,
Fo the f1rst- ErBALEakdh o fome TRt Wy diosh SamocBliCBl #8355 58 3t o
net hod of gengsEduRsLidSRUHObIoBR 491D BiEBBHSthe netbaleRA Whodel Ahdbiig afy allCkedi M
13 including, when a further pseudo-random nunber 1s required, performng a
rehash urith &nzerofHemderts shouldtheaassumaeshtorheripterens saling theaalus Oal fle: hash
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Clearly, this process could be accelerated if in step 1 x was divided by 81 instead of 3,
15 and the remainder then used with a table of the 81 possible 4-tuples (ordered sets with
four elements) of terts to determine the values of the next four terts. x would then be
divided by 81 in step 2. If this approach were used, the process would only require

three iterations instead of 12.

20 Even greater speed could be achieved by a method that divided x by 729, taking the
remainder, before using a table of 729 possible 6-tuples of terts to determine the
values of the next six terts, and then dividing x by 729. This option would require only
one remainder and one division operation, However, each method offering such an
improvement in speed would also suffer from a corresponding increase in code size.

25 The ultimate method in terms of speed would use a straight lookup on a table of all
531441 possible 12-tuples. ' '

Whichever of the above methods is used, the conversion process gives values in the
range {0,0,0,0,0,0,0,0,0,0,0,0} to {-1,0,0,-1,1,0,-1,-1—,1,-1,-1,-1}. Thus, not all possible
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For the purposes of this example, it should be assumed that the sequence of 19

bits is 0101101101001100010, ordered from the first and least significant bit to
the last and most significant bit. Regarded as a decimal integer, this sequence

15 of bits is 144090. The value of each tert can be calculated as follows:

Number Remainder when New value of x after division by Value of

of tert x is divided by 3 3 (discarding remainder) tert
0 0 144090 + 3 = 48030 0
1 0 48030 + 3 = 16010 0
2 2 16010 + 3 =5336 -1
3 .2 5336 +3=1778 -1
4 2 1778 + 3 =592 -1
5 1 592 +3=197 1
6 2 197 +3=65 -1
7 2 65 +3=21 -1
8 0 21+3=7 0
9 1 7+3=2 1
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0. 0 0 0

1 0 0 0

2 -1 2x3% =18 18

3 -1 2% 3 =54 72

4 ~1 2x3"=162 234

5 1 3°=243 477

6 -1 2 x36=1458 - 1935

7 -1 2 x 37 = 4374 6309
8 0 0 6309

9 1 3° = 19638 25992
10 -1 2 x 3'%=118098 144090
11 0 0 144090

x does not have more than 19 significant bits (144090 < 2'%) and in binary is
5 represented by the 19 bits 0101101101001100010. These are the same 19 bits

that were converted into ternary in the previous example.

9. End of Message Marker

A binary message is converted into ternary for the purpose of encoding (see § 8). This
10 is performed using blocks of 19 bits. Clearly, not every message will have a length

that is an exact multiple of '19 bits, so, if necessary, the last block of 19 bits will be

padded out with random bits. These random bits are not part of the original message

and must be removed when decoding. The encoded message must therefore include

enough information to determine exactly which bits are part of the message and which

15 must be disregarded.
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must be possible to disregard these terts.

An end of message marker is added to the message, therefore, to tell the decoder

10 exactly where the original data terminated.

It should be noted that the method for conversion of bits to terts will never generate a
12-tuple of ternary digits in the range {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-
1,-1,-1,-1,-1,-1,~1}. The values in this range are all used as end of message markers.
15 '
As previously stated, the last block of the message is padded out to 19 bits if
necessary, and then converted to 12 terts. Immediately following this block, another
set of 12 terts is added to the message as an end marker. The end marker is calculated
in the following fashion:
20
1. B should be assumed to be a random integer in the range 0-375, and A the number
of the last message bit in the incomplete set of 19 bits. '
2. A+19 x B+2" is converted into 12 terts in exactly the same manner as sets of 19
25 bits have previously been converted. The resulting set of terts will be in the range
{0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1}. This is the
end of message marker. The remainder of the polynomial is then padded out with

random terts.
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The padding of the message block could be at the beginning or at the end of the block;
10 and the end of message marker could be added to the front or to the end of the
resultant block of terts. The direction within a block is more or less arbitrary, and
hence expressions such as “followed by” can encompass “in front of” when the block

is considered in reverse.
15 Coding Example

For the purposes of this example, it is supposed that there are only 4 bits of the
original message left to encode when the final block is reached. In this
circumstance, 15 random bits are chosen and are concatenated with the 4
20 message bits. In other words, the 0", 1%, 2", and 3™ bits of this block of 19
belong to the original message and the 4% .., 18™ bits are just random
padding. A is therefore set to be 3, since the 3™ bit is the last bit that belongs to

the original data. This padded set of 19 bits is then converted to terts as normal.
25 After this, an end of message marker is chosen. First a random B is chosen in
the range 0-375. For the purposes of this example, B will be given a value of

122. The following calculation is then performed:

A+19xB+2Y=3+19x 122 + 2% =526609.
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Note that this is greater than {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly

5 seen from the fact that in the former 12-tuple all four of the leading terts (those
on the right) are set to ~1, while in the latter 12-tuple the fourth tert is 1.

{1,0,0,1,0,1,-1,0,-1,-1,-1,-1} is the required end marker.

When the message is decoded, each set of 12 terts in turn is converted back into 19

10 bits. If operating normally, the decoding process will eventually encounter a block of
12 terts that lie outside the range for conversion back into 19 bits. In other words, the
integer obtained through conversion back into binary has more than 19 significant bits.
(See § 8.)

15 This integer is the end of message marker. After this end of message marker has been
converted back to binary, 2% is subtracted from it. The result is divided by 19, and the
remainder taken. This returns A. Of the 19 bits of the block immediately preceding the
end marker, the sequence of bits starting with the 0" up to and including the A™ bit are
kept as original message bits. The remaining bits are the random padding, which can

20 be discarded along with any remaining terts.
Decoding Example

For the purpose of this example, it should be supposed that the block of 12 terts
25 calculated in the previous example, {1,0,0,1,0,1,-1,0,-1,-1,-1,-1}, has just been
received during the decoding process. When these 12 terts are converted back
to binary, the value 526609 is yielded. This is at| least as large as 2'° (or in
other words has more than 19 significant bits in its binary representation).

Subtracting 2'° and taking the remainder on division by 19 gives the value 3. It
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is therefore concluded that the 0™, 1%, 2™ and 3™ bits of the previous block of
19 bits are valid message bits. The other 15 bits can then be discarded.

It will of course be understood that the use of an end of message marker from
5 within an unusable space for message-carrying is not restricted to the bit-to-tert
example described above, nor of course is it limited to the specific example of 19
bits being converted to 12 terts. Other conversions invc;lving a change of modulus

could be used, provided that there exists some suitable inaccessible space.

10 10. Pseudo Random Number Generator
Tumbler provides two pseudo random number generating algorithms (only the second
of which the present applicant considers to be protectable). Both algorithms utilise the
SHA-1 to produce an unpredictable and randomly distributed bit stream based on an
input seed.

15
It is important to remember that all Pseudo-random number generators (PRNGs) are
intrinsically deterministic and the output generated will only ever be as unpredictable

as the seed,

20 The first Tumbler algorithm, TSR (Téo SHA-1 Random), operates in a similar manner
to many other commercially available hash-based cryptographic PRNGs.
SHAIRandom and MD5Random, provided by RSA, and Yarrow, from Counterpane,
would fall into this category. The initial input is hashed, and this hash output is
repeatedly re-hashed with a counter to produce the randdm bit stream. At any stage it

25 is possible to add more input, which is hashed together with the current state.

Figure 9 shows how a simplified version of how such a generic PRNG operates.
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se'lt E? (l/& | )10(;&. afglé@eq( %‘i ?gfé— (%@ay&sk%w an% tﬂl re%)re becon(lg unusable as ps(ezldo random
data. Such data is usually obtained by measuring real world events such as the timing

5 of keystrokes or mouse movements. This data is called entropy.

902. A hash function is used to hash together an arbitrarily large quantity of entropy.
This gives an internal state, of defined size, that is based on this entropy. The
unpredictability of entropy might not be the same as its size. 10 bits of entropy may
10 only have 16 possible collective values and will therefore have 4 bits of
unpredlctablhty Using this hashing step one can enter enough entropy to guarantee

sufﬁment unpredictability.

903. The output from 902, together with the value of the counter in 904, forms the
15 internal state of the PRNG. |

904. An internal counter is used to vary each block of output. The counter changes
with each block of random output. Since each block of output is based on the counter

this results in the production of different outputs.

20
' 905. Another hash instance combines the result of the first hash 903 with the counter
904. This hash is used again each time a new block of random data is required.
906. The result of the hash in 905 is the pseudo random data. Depending upon the
25 application this may (but need not) be a string of pseudo-random bits.

A precise description of TSR follows:

H() is defined to be the hash function; X]||Y to be the concatenation of X and Y; C to
30 be the integer counter; E; to be the /™ pool of 'entropy that is added to the Random
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—  When the " pool of entropy is inputted into the PRNG, supposing that the current
state is S.1), then the new state, S;, becomes H(Sin)|E).

10 ~  When more data is required the counter C is incremented by one and the new pool
P;becomes H(S/||C).

This method acts as a secure mechanism for producing an indefinite cryptographic bit

| stream from entropy input, but has the disadvantage of only possessing an internal

15 state the size of one hash output. SHA-1 has the largest digest size of any commonly
supported hash algorithm at present, with 160 bits. This means that regardiess of the
quantity of entropy input, there cannot be more than 2'¢° distinct bit streams produced

between input operations.

20 In modern cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are
2720 possible NTRU PKCS private keys. If one used a PRNG with an internal state of
2160 with only one seeding operation, then at least 2°2° of the possible keys could
never be selected.

25
Performing seeding operations during the creation of an object is not always a trivial
task. A seeding operation requires entropy, and entropy is obtained through measuring
the real world. It is therefore necessary for one to know exactly how the platform on

which the cipher is being used interacts with the real world.
30 |
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5 an extra requirement on the system in which it is employed and as such is only semi-

platform independent.

The basic internal mechanism of the PRNG remains unchanged. For each platform on
which the PRNG is expected to operate, a function exists that can be called by the
10 PRNG and which will provide the PRNG with entropy.

The PRNG produces random data as normal, but records the quantity of data
produced. This is compared with the internal state of the PRNG, as well as the
unpredictability of the entropy that was last provided. When the PRNG has produced
15 as much data as the smaller out of the internal state and the unpredictability of the

entropy, then it calls the platform specific function and requests more entropy.

'The second solution is more complicated, but has the advantage of being completely
platform independent.

20
The basic principle involves the use of a PRNG with a very large internal state. The
problem in producing such a PRNG lies in rnaki'ng it cryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.

25 Tumbler’s implementation of a large state PRNG is the TSR-LS (Tao SHA-1 Random
- Large State) algorithm (this being the second of the two Tumbler algorithms
mentioned above). TSR-LS uses multiple simultaneous hash functions, and rehashes
the original seed with each new generation operation. This gives it an internal state of
2048 bits, so that there are 22**® distinct bit streams that can be generated between two

30 input operations. TSR-LS is slower than TSR, but not as slow as a dynamically re-
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depicted in figure 10.  The hash functions could be embodied in software or,

alternatively, they could comprise hardware hashing means.

10
1001. The entropy is divided equally between each of the hash functions in the first
tier. The number of hash functions depends of the size of the internal state that one
requires. The seeding process will be slower the more hash functions one uses, but on
going operation times are independent of the number of hashes. '

15
1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

1004. The second tier’s hash takes in the output from all of the hashes 1002 in the first
20 tier and hashes all of this together. This ensures that every bit of the final output is

based on every bit of the initial seed.

1005. The output from the second tier hash 1004 forms the pseudo random output for
the PRNG.
25
" Each time more data is requested, from the application that is.using the PRNG, one of
' the hash functions 1002 (on a rotation basis) performs a rehashing operation using a
counter 1003. This rehashing operation could be the same as that used by the normal
state PRNG described above.
30
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5 The re-hashed output of the particular re-hashing function is then fed to the second-tier
function 1004, which hashes it with the output it has previously received from the
other functions 1002, to create the required new output data 1005. In this way, only
one of the functions 1002 needs to re-hash and pass data to the second-tier function
1004 when a request for new data is made.

10 , _
The hash functions 1002 obtain édditional entropy from the pool 1001 as and when
they need it. _Altematively, additional entropy may be supplied en block to all the

functions 1002 at once.
15 A precise description of TSR-LS follows:

TSR-LS makes use of five concurrent instances of a SHA-1 hash object. H(), Ho(),
Hi(), H2(), H3() are defined to be these hash functions; X||Y as for TRS above; Cq, Ci,
C, and C;3 to be four 160-bit counters; Io, I;, I, and I3 to be four 160-bit increments; E;
20 to be the i pool of entropy added to the Random Number Generator; E;, Ei1, Ei, Ei
to be four sub-pools of entropy for each entropy pool E;; P, to be the /™ 106-bit pool of
random data generated since the input of Ej; and Sy to be the &' 160-bit intermediate

state generated.

25 ~  When the algorithm is first initialised, Co, C1, Ca, Cs, I, I1, I, and I5 have all 160
bits unset, =0 and k=-1.

- When the ™ pool of entropy is inputted into the PRNG, the entropy pool E; is
divided so that the nth byte is placed in the entropy sub-pool E;, where a is the

30 - lowest positive residue of #» modulo 4, unless the byte is part of a last, incomplete
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n modulo 4. The last internal state block created should be defined as S;. For each
of the hash functions H,(), a sub-pool of entropy is concatenated with all of the

5 previous data entered into that hash. The digest for this concatenation is

computed, and the result placed in Sgig+;.

~  When more data is required, a should be taken to be the least positive residue of j
modulo 4. C, is incremented with the increment I,, by adding this value modulo

10 210 Next, this value is concatenated to the input that was previously hashed by
H,(), and the result is computed. It should be assumed that the last internal state

block created was Sy. In this case, the result of this hash is placed in Si.;, and the

new pool P;;becomes H(So|[S1|...|[|Sk+1).

15 11. Sequence Generator
The sequence generator is used for the MTA protection hash as explained above. The
purpose of this generator is to provide an indefinite stream of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
deterministic. It must still be computationally unfeasible to find an input seed that will
20 generate an arbitrarily chosen sequence, or to calculate the input from any part of the

output.

Since PRNGs are deterministic, a sequence generator can be achieved by supplying a
known seed to a specified PRNG. In Tumbler a simple sequence generator is supplied

25 that operates slightly differently from the PRNG (although a PRNG could be used).

The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
used as the first 20 bytes of available sequence data. After that, new sequence data is
provided by concatenating the previous output block with the hash input and re-

30 computing the hash.
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This method allows one to use a bit (ie binary) based device to perform modulo
arithmetic efficiently. This is achieved by storing numbers in a vector form and
performing arithmetical operations on multiple numbers in parallel, using a simple
10 sequence of bitwise logical operations. One caﬁ use this to perform efficient modulo
arithmetic in any base. However, the efficiency is greatest in small bases. Tumbler

uses this method for performing PKCS ternary operations.

12.1 A More Detailed Description of Modulo Arithmetic

15 Arithmetic modulo r, for some positive integer base r, concerns operations between
the » ‘residue classes’ of integers. A ‘residue class’ consists of those integers that share

a common remainder when divided by .

For instance, in modulo 7, 64 and 15 both reside in the same residue class:

20
64=9%x7+1,15=2x7+1.
The remainder on dividing the sum or product of two integers by any given integer is
dependent only on the remainder on dividing the respective addends or factors by that
25 same integer. Therefore, it is possible to consider operations between residue classes.

Addition, subtraction and multiplication between residue classes work in the same way

as for normal integer arithmetic between any chosen representatives from the residue
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classes. Usually the former involves choosing a set of representatives, one from each
residue class. These would normally be either the set with smallest positive value (i.e.
{0, 1, ..., r-1}, or the set with the lowest absolute value {[-r/2]+1, ...,0, ..., [¥/2]}.

Modulo arithmetic is theoretically much simpler than generalised integer arithmetic.
However, modem digital devices are built to cope with generalised integer arithmetic

in such a way as to make them very inefficient at performing modulo arithmetic.

12.2 Machine Assumptions

Henceforth it is assumed that there exists a device which uses n-bit words and is

capable of performing the following bitwise logical operations:

¢ The binary operation XOR defined to return a word each bit of which is set if and
only if the corresponding bits of both input words are neither both set, nor both

clear.

* The binary operation AND defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are set.

* The binary operation OR defined to return a word each bit of which is set if and

only if the corresponding bits of either, or both, input words are set.

e The unary operation NOT defined to return a word each bit of which is set if and
only if the corresponding bit of the input word is clear.
12.3  Vector Representation

The crux of the method described here lies in the vector bitwise representation of

numbers.
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not relate to the binary form of the number Interpreting the bits in a novel way, as
.illustrated with ternary numbers in the later example, may lead to greater efficiency as

wel_l as other incidental benefits.

Performing a single modulo arithmetic operation between two integers is considerably
10 less efficient using vector representation than using normal integer methods. This is
because combining the 2x[log, ] words representing the numbers will generally

involve O(logs r) operations.

The applicant has realised, however, that the advantage of a vector representation lies
15 in its indefinite parallelisability. The number of identical operations that may be

performed concurrently is limited only by the word size.

12.4 Ternary Representation

Henceforth it is assumed that the three possible values of a tert (representations of a
20 ternary number) are zero, one and minus one. This is an arbitrary decision and the

system applies independent of the names of the three terts.

The terts are represented by two bits occupying corresponding locations in two distinct
words. The bit located in the first word is set if and only if the value of the tert is not
25 zero. The bit located in the second word is set if and only if the value of the tert is one.
Hence the three terts 0, 1 and —1 are represented by the vectors <0,0>, <1,1> and

<1,0>, respectively. In this manner » terts may be represented in two n-bit words.
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Vector Vector
1 bit 2" hit
0 0 0
0 0 0
a1 1 0
1 1 1

Now, taking and storing separately the 1% bits and the 2™ bits allows us to treat
this information as two separate 4-bit words, namely 0011 (representing the 1%
bits), and 0001 (representing the 2™ bits). We may then carry out modulo
arithmetic not on the individual terts, nor on the vectors, but on the words
10 - themselves, for example using the operations XOR, AND, OR and NOT. This
avoids us having to deal with overflows or carries however many terts are

being worked on simultaneously.

Apart from suggesting an efficient method of performing modulo arithmetic, this
15 interpretation of the bits allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is
20 clear, the bit located in the second word is never set. However, the system need not

rely on this.
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10 X and X are the two n-bit words representing the » terts xp, ..., X .1, where the word
X_o contains the bits set if the corresponding tert is not zero and the word X, contains
the bits set if the corresponding tert is one. Similarly Yo and Y are the two n-bit

words representing the # terts yo, ..., ¥ p-1-

15 The result of adding the » pairs of terts (x;, ¥;), each modulo 3, for i = 0 to (»n-1), to
produce Z.g and Z; which represent the terts xo + yp (mod 3)_, vees X il T+ ¥ pp (mod 3),

can then be calculated as follows:

Z, = (X0 XOR Y1) AND (X; XOR Y.p),
20 Zy (X0XOR Y.p) OR (X; AND Y;) OR Z,.

The result of subtracting from x;, the value of y;, each modulo 3, for i = 0 to (n-1), to
produce Z.g and Z; which represent the terts xg - yp (mod 3), ..., X .1 - ¥ n1 (mod 3), can

be calculated as follows:
25

I

Zy
Z,

(X0 XOR Y.o) OR (X; XOR Y)),
(Y-o XOR X;) AND ((NOT Y)) OR X.g) AND Z..
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In the field F3, the only two non-zero elements, 1 and -1, are both self-inverting.

Hence division is indistinguishable from multiplication.

10
12.6 Hardware and Software
This method is simple to implement in hardware, as illustrated by the circuit diagrams
shown in figures 11, 12 and 13. Figure 11 shows a circuit diagram for addition modulo
3, figure 12 shows a circuit diagram for subtraction modulo 3 and figure 13 shows a
15 circuit diagram for multiplication modulo 3.

In software, this method allows for scalable parallelisation, since one is able to take

advantage of the full width of a word of any length.

20 12.7 Use in Tumbler

The Tumbler PKCS uses modulo 3 polynomials, that is polynomials whose
coefficients all have values that are only significant modulo 3. At various stages in the

~ algorithm it is necessary to add and subtract these polynomial from one another.
Specifically, the current implementation of the key creation system uses the ‘Almost

25 Inverse algorithm’ (see § 3) or alternatively the Euclidean Algorithm, performed on
modulo 3 polynomials. These algorithms in turn require the addition and subtraction

of polynomials. The decryption system requires the convolution product (star-
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Zl = (X~0 XOR Y[) AND (X] XOR Y~0),
15 Zoy = (X.0XOR Y.p) OR (X; AND Y,) OR Z,.

The same is true of subtraction. Storing each polynomial as two bit arrays allows the

above subtraction method to be used to calculate the difference of the two
polynomials.
20

Since each polynomial in Tumbler can have as many as 503 coefficients this method

produces a considerable increase in speed.

This approach to modular arithmetic may find application in the field of digital data

25 processing generally, and is not restricted to use within cryptosystems.
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2. A pseudo-random number generator as claimed in claim 1 in which each of the

first-tier hashing means calls for additional entropy input as necessary.

3. A pseudo-random number generator as claimed in Claim 1 or Claim 2 in
15 which, when a further pseudo-random number is required, one of the first-tier hashing
means performs a re-hash to create a new hash output, the said new hash output being
passed to the second-tier hashing means which uses it in the generation of the further

pseudo-random number.

20 4. A pseudo-random number generator as claimed in Claim 3 including a counter
means which supplies additional input to the said one first-tier hashing means, the

additional input being included in the re-hash.

5. A pseudo-random number generator as claimed in Claim 3 or Claim 4 in which
25 the said one first-tier hashing means includes, as part of the re-hash, its previous hash
output.

6. A pseudo-random number generator as claimed in any one of Claims 3 to 5 in

which the said one first-tier hashing means changes whenever a further pseudo-
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20 12. A method of generating pseudo-random numbers comprising:
(a) supplying an entropy input to a plurality of first-tier hash
functions and generating a respective plurality of hash
outputs; and
(b) supplying the hash outputs as inputs to a second-tier
25 hash function which generates as output a pseudo-random

number.

13. A method of generating pseudo-random numbers as claimed in Claim 12

including supplying additional entropy, as necessary, to the first-tier hash functions.
30
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' Claim 13 including, when a further pseudo-random number is required, performing a

rehash with one of the first-tier hash functions to create a new hash output, and passing
the said new hash output to the second-tier hash function which uses it in the

5 generation of the further pseudo-random number.

15. A method of generating pseudo-random numbers as claimed in Claim 14
including supplying a counter-value as additional input to the said one first-tier hash
function, the additional input being included in the re-hash.

10
16. A method of generating pseudo-random numbers as claimed in Claim 14 or
Claim 15 in which the said one first-tier hash function uses, as part of the re-hash, its

previous hash output.

15 17. A method of generating pseudo-random numbers as claimed in any one of
Claims 14 to 16 in which the said one first-tier hash function changes whenever a

further pseudo-random number is to be generated.

18. A method of generating pseudo-random numbers as claimed in Claim 17
20 including selecting the said one first-tier hash function in rotation from the plurality of

first-tier hash functions.

19. A method of generating pseudo-random numbers as claimed in Claim 15 in
which a respective counter-value is supplied to each respective first-tier hash function

25 whenever a re-hash is required.

20. A method of generating pseudo-random numbets as claimed in any one of
Claims 12 to 19 including the step of supplying the first-tier hash functions with
entropy. ‘

30
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21. A computer program for generating pseudo-random numbers according to the

method set out in any one of Claims 12 to 20.
22. A physical carrier carrying a computer program as claimed in Claim 21.
23. A datastream representative of a computer program as claimed in Claim 21.

24. A pseudo-random number generator as claimed in Claim 3 in which the
second-tier hashing means also includes as input when generating a further pseudo-
random number the hash outputs previously created by the first-tier hashing means

other than the said one first-tier hashing means.

25. A pseudo-random number generator as claimed in Claim 24 in which the
previous hash outputs and the new hash output are concatenated for use as input to the

second-tier hashing means.

26. A method of generating pseudo-random numbers as claimed in Claim 14 in
which the second-tier hash function also includes as input when generating a further
pseudo-random number the hash outputs previously created by the first-tier hash

function other than the said one first-tier hash function.

27. A method of generating pseudo-random numbers as claimed in Claim 26 in
which the previous hash outputs and the new hash output are concatenated for use as

input to the second-tier hash function.



