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LEGALI TY EXPRESSI ONS r r CROSS REFERENCE TO RELATED DOCUMENTS BACKGROUND
OF THE | Nygbhghdby7i el d of the I nvention [00011 The presentCT/HSWHE3BN
generally relates to systens and nmethods for Digital Rights and Contracts
Managenment, and nore particularly a system and nethod for specifying and
processi ng Iegalit'y expressions, such as contracts, within a Digital

Ri ghts an I?@ﬂ"i’@w pqm@esmlm(b(ﬁﬁsmtﬁ?éﬁélﬁddT rt [0002]
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One of th I ssueg; t)mlw the w despread distribution of
digital content, such as docunents, nusic, novies, software, information,

and the liKke, in f e[@r?ﬁ N‘I@Iﬂ@@(}tﬁﬁEN‘I‘Sa el ectroni ¢ neans,
and the Internet inY BSQWJ‘%? S % provi sion of the ability to
enforce the intellectual property ri ghts during the distribution and use
‘of the digital content. Te | i fignt his  problemare
referred to as Digital ﬁ%@ﬁﬁa Q\?—IE{%‘NEGFGI n. However, there are
a nunber 9{1 d bEEUesSvdnBoRe consi dered in effecting a DRM system such as

aut henti g ron, authorization, accounting, paynent and financial clearing,

rights IRl 6 tolsyghis aﬁmﬁmﬂmmm@tﬁh
docunent TE@@?ect é&ég%nﬁgrgj%hﬁ?%giﬂaéﬁ% but a ?es\!fv [ 00031 For Tzlrr@lfef in the
wor | d of paghtetaad Cloeraoevisnapethent, ked rpwmaé%ﬁularbfoﬁt%ﬁ%m apd, g éat ed. by

an author 1s usually provid ublish LShrdcRr RRSn adDkipNi Nt s
numer ous spepfyerg apd ﬁ’ﬁ‘é’%’i‘%?eg?hg' 8’6%8%%011% gﬁﬁhhﬁ dent b by a di stg%but or to
bookst or Lirh&L Rtan diekSsterthy om whi ch the copies are purchased by
end user?ﬁgﬂ{?\ﬁg{] He %ov% a%)éél?l tyﬁof copying and the high cost of
distributing printed material have served as deterrents to unauthorized
copyi ng dbeseriptiorpoiRelatlgddgtunents, it is nuch easier to copy, nodify, and

there i 'sb;)%ﬁgéﬁp?&éﬁ&ﬁé@h&%ﬁé&é@é&}n&g@% gk td%ggg{fe&or e,
o e aeaR ol S oL oL, X pipssins, sl o
gener al - pyy RPSR dsa¥iP BB/BR4RITHg RETIckiS0dA 1883®@nic means, and the Internet in
particular, is the provision of the ability to enforce the intellectual property rights
during the distribution and use of the digital content. Technologies for resolving this
problem are referred to as Digital Rights Management (DRM) herein. However, there
are a number of issues to be considered in effecting a DRM system, such as
- authentication, authorization, accounting, payment and financial clearing, rights
specification, rights verification, rights enforcement, and document protection issues,
to name but a few.
[0003] For example, in the world of printed documents and other physical
content, 2 work created by an author is usually provided to a publisher, which formats
and prints numerous copies of the work. The copies are then sent by a distributor 0
bookstores or other retail outlets, from which the copies are purchased by end users.
While the low quality of copying and the high cost of distributing printed material
have served as deterrents to unauthorized copying of most printed documents, it is
much easier to copy, modify, and redistribute unprotected digitél content with high
quality. Therefore, there is a need for mechanisms to protect digital content.

[0004]  Difficulties associated with preventing, or even deterring, people from

making unauthorized copies of electronic content within current general-purpose
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_conputing and communi cations systens, such as personal conputers,

wor kst ati ons, and other devices connected over communi cations networks,
such as wocadpmoma networ ks (LANs), intranets, and the | pcaruses/isaze

wi dely recogni zed. Many attenpts to provide hardware-based solutions to
prevent unauthorized copying have proven to be unsuccessful. Mreover, the
depl oynent of hi gh bandwi dth or broadband comrunications technol ogi es and

the devel %{f)”?lgé (a_ﬁﬂl c%@ﬂ?ﬁurh t19f1§"§ rhé’ JBRWS pafsohdlecontytiérenabrkistuiiongrat i on

| nfrast i ng nor e convenl ent to distribute large
documentagdebtet ﬁ%bésﬁbbmectedcbwl ogniniadisetifns| aetwoskss Fugk gsulocal @fgt h noti on -

pictures, and this makes it easie rollf h yi ng and
di stri buﬁ\ﬁwkséifwsb@%@eé%ﬁpg ﬂ‘f‘ﬁ@?@%%’l e%ﬂ%rﬁ %&%‘ l@fa ﬂﬁﬁ?&

devel opnent %Mﬁ{a b ﬁ@éﬁtrﬂdaﬁth@ ibéybo ng)]ia\ieyproxhﬂﬂ%l
Accordin Pr?‘?g%mmn y&gg%hgs%le rlhs SOs Pat ent No.n5 634{:@?)12 di %W{?gges a DrRM

S%/St em fy weewndceaifilli ng\/lbi‘teweh sthei derddymensf oldibggh Aand il T @9 devi ces
0 ctios eremmaiisuions tohpelimes ind o SRR OEY R SREf IR et O ShOUB
reposi t oL RSl %foﬁﬂﬁﬁ’cﬁlehﬁﬂasﬂ'ﬁ&% (Nmpﬁtlﬁalﬁﬁg @Enﬁteedonmehh:nt hedstitént . Usage

rights persist wt content and the usa ht s §CI ted.wth the
cont ent IaogmﬂbaﬁnaltsjleiﬂctmmcabﬁkmCW@lﬁﬁaijé e&hﬁ%c fﬂa@ F Db us

manners of use of the content, (\_/d PdikteibuBbn  di spl ay
t he cont@%uresaa?lifiélﬂfnf S eaf'lﬁ% éro C}fl:l ‘g&%ﬁ%:éea gOérPt to distribute or
redi stri Qpigithheokan! Ghbrefaadht heed fd{refurtﬁemievabagant mfgIhRM teshnojegitide
contingent on paynent or ot her conditions. However, there is a need for

systens aﬂmbcmrkg)%iblgbmwﬂfjénabl e one or nore parties to easily and securely

nanage, nge [ t BReht K8, 5684012 tdischspy @Ssi ons
i nf or mat ﬁ)iﬁﬁ?suc °%°§5§‘ s re?.égf{f%gdﬂ?% ormfa:tl on. S%M\/ARY OF THE

| NVENTI Ol R 088 leniThoe caxbxwlhngﬁﬁb disthibntioreefidigialecontiat aghsaein g viesbotitfent s of
the present invention, which provide an. ifTRrov SYS
speci fyi RRMheysisen casHichYle LEERPFERTY 2559CHY %g?' ‘8t ‘Xné; &Etéll_&ﬂnéﬁgélqﬁ

ccor di i n one aspect of

an enbodiIp R gsaftﬂ% RESSEHne I PH8RIcHOEsed Hyhee eeposlt@mvﬁodedfommgum for
speci fying Trega Ity expression for use in a sy st m f or "iP essi ng sal d
| egal i ty rigtis essediated Withethameomient- |%Beﬁlél}t8m€6iﬁtd’i"ﬁg CPB*(SBJ I{df?‘F Upages

037094077 rights associated with the content comprise a digital work. The usage rights can
permit various manners of use of the content, such as a right to view or print or
display the content, a right to use the content only once, a right to distribute or
redistribute the content, and the like. Such usage rights can be made contingent on
payment or other conditions. However, there is a need for systemns and methods that
enable one or more parties to easily and securely manage, exchange interpret,

enforce, and the like, legality expressions information, such as contracts-related

information.

SUMMARY OF THE INVENTION

[0006]  The above and other needs are addressed by embodiments of the present
invention, which provide an improved system and method specifying and processing
contracts.

10007] Accordingly, in one aspect of an embodiment of the present invention,
there is provided a method for specifying a legality expression for use in a system for

processing said legality expression. The method includes providing a legality



PCT/ US03/ 13352 expression | anguage, including at |east one of a duty
“elenent specifying an obligation that a principal nust performan act, a

ban el ement specifying a prohibition that a principal nusicpighspesi orm an
act, an i MEREénent specifying an intention that a principal wants to

performan act, and a claimelenent specifying an assertion that a
princi pal does performan act. The nethod further includes interpreting by

said systema legality expression specified usin i kY @Xpr essi on
| anguage xR0 languagso inehidingsgideast ge é%&%ﬂ%ﬁ?ﬁegvgﬁgg&pr elgeht

i nvention, there.i r,oVi s f QREESS/ rbldbadontihatex pr essi on
i ncl udi ndhﬁ‘%eaaﬁ’émcle?sl Iﬁlsﬁ)t\/l?eaﬁ)‘rﬁlg &ag%bégﬁ?te%%%rgss?’gﬁy?gjngua%%g tg&? legality
p

expr essi gﬂlrjc YUABE nbD pLiistas aftacl, easintenh elemsht spesiflyypecte T #ying an
obl i gati on i

that a principal nust perform an act : eS8 thapeci fyi ng
a prohi biprireipal Mantsatomﬁ’ﬁ%ﬁilﬁﬁlacmg % ?mbglnﬁ’fn(??trﬁpaeﬁlfggg,anan in;&nt 'éel enent
speci fying.an iLnjention that PELOGhARGd \iaMie® ihelupey frderpreims saidnd a
claim elmalls SO Oﬁa aginaié'z{'ssgrti on that a principal, does perform an

act. The @é?eh?meﬁﬁﬁ B@keskiog spateedmsinssadlectlity GRpReETIThE P 48 yal i ty
e

expressi o specifl using the _legality expy i NGHAESs, theROR1 In a
further af8! oflnasnomsAtPe! ¥t gd%?eggeogﬁﬁ?rﬁgsﬁ??on, there is

provided a | egal it ' dapt.gey EQiredsie incdudingystamisipropdiitessi ng
t he | egal P{OQ’l Xap’?}égeg?g(%%ﬁ%egﬁ?%gg%at?e%r essi ?n i ncl.udﬁea aéﬂéa%@g o One of
a duty el @q@%mmsmés‘sjdnﬂgngwge.oﬁm trae i PXPREEOR [9PEPRRS PENRLS t “Per T or m an
e

act, a ban ement specifyi.ng a r Qhi hit.i -1 kF bGP a bamot
per f or m a®faduty %lﬁmﬂgf‘tWlﬂpgﬁ%ﬁpﬁgﬁgéﬁgyiaﬁ%hﬂacﬁ%inﬂ}tsg%?i on t ha(:m,i Eipri nci pal
wants to %?Jféfglégb%é ?f;é a ﬁ&ﬁbﬁoﬁltﬁﬁrﬁ pHistipatmey eot ﬂﬁyi'fﬁlgn&lﬁ ach St n t hat

a principa p orm-an act, whereby conput er stem.c LR pr et
t he | egal idlgmen ppeshingan koetop thitj 3 Pm&ﬁll‘ér“’a&’g%é’c?ego%e% %grt’e%{,a Gnd

advant ages ,of the present i [ ;h§laghids Yoerfopar #nbctf r Bhe syrtem
~ fol l owing ‘ﬁ"é’tl%ﬂtlsgag@@g%raflpffs:g%rﬁ?ﬁﬁp?§ﬁ%§}ﬁi | ] us%{pr ating a

Jaupber o
exenpl ary gpRadi mmes moshsi f! mwepteting ondegalift CHRICARIOT ﬁ@e%ﬁ% Uingehe
contenpl ated for carrying out the present invention. The present invention
is also clepaby expEsBOhEAZWRS- di fferent embodi ments, and its several

details cap, ﬁgl mogj A as%&[ iU EESRRGES: ofitlle wiesdnd invedigar thiefrg isf r om
the spirit 3 scope of the present 1nvention. ' cor%| sr?sgx:%theth%%l'ﬂf awi ngs
and descr i pidvied adlegality chpresaigmedumiedior Use iR a SYSFPJET PICRETG € B r as
restrictive. 3 WO Q3/ 094077 PCT/ S0/ 13352 18R BFe PESERyRIL@bA Gpecifiing
DRAW NGS [ 6%pressiopn el s ERHY SFRVERT gllﬁljul%s |gl l'ustrated by way of .%(iarrpl e. and
not by way aﬂfobligation that a principal must perform an act, a ban € ement speciiymg a . |

prohibition that a principal must not perform an act, an intent element specifying an

intention that a principal wants to perform an act, and a claim element specifying an

assertion that a principal does perform an act, whereby a computer system can

interpret the legality expression. |

10010] Still other aspects, features, and advantages of the present invention are

readily apparent from the following detailed description, simply by illustrating a

number of exemplary embodiments and implementations, including the best mode

contemplated for carrying out the present invention. The present invention is also
) capable of other and different embodiments, and its several details can be modified in

various respects, all without departing from the spirit and scope of the present

invention. * Accordingly, the drawings and descriptions are to be regarded as

 iilustrative in nature, and not as restrictive.



limtation, in the figures of the acconpanyi ng drawi ngs and in which |ike
"reference nunerals refer to simlar elenents and in whi c%ﬁ@%?% _I2:I G 1
i|1ustrat®Q 3% enplary Digital R ghts Managenent system "&h2vari ous
enbodi nents of the present invention can be inplenmented; [00131 FIG 2
illustrates an exenplary contract data nodel of an exenplary Contract

Expressi on Language that can be eHﬁ)l oyed in the Dimgi al R ghts Mnagenent
systemof FIG 1; [O0BRIEEDNESCRIPTIQN @BIEE BREW g% cl auses that can be.

enployed in the exenplary contract data nodel of FIG 2; [Q0151 FIG 4
i |l ustrafpegIpn eXpnpEemy invediin sfillastrated Bnwiap & eRImMPEsAdRR By VRRGuage

(XrM) grant; 100161 FIG 5 jllustrates an exenpl ar : icy
model = f olimatatiomi inghe Sigutes R 18F 2pomRapY g LIREPEp é‘E‘gﬁ’(Y/i“ﬁ%&{cgfﬁ |ctegeéand

mul tiplicglti : li@¥%8gch:1 n the exenplary contract data
nodel of HWE%%ZT;%&%%%ﬂaEI%%@tS?%EJSt rates-an exenplary query-driven
processi pa1gyst eFichab dHusratest 4re exoreplptaDjgicd ighlst Marpgaldt sis't@ndliage;
100181 FIG, 7 illustrates an enpl ary conptext -«ri essi ng system
pased onWhisl R STRPY RS Pbt PG Cr B e BiSEs 1 H &

illustra n e ] L Cdx eBfnldi | donrhétcddty -odaleof pnoeswplary system .
based Ont[flﬁlg? Fﬁﬁpbqlilﬁst?eﬁ&f xelfpldAyl

exenpl ary Contract Expression Language; [0020].FlG. .9
i |1 ust ratGemtan denpssany longwresi that ocathylsr ierpevideds; h@ i%z‘]glt%lm%g‘é%ed on
t he exenpl ary Contract Ef;ﬁcﬁi'si on Language; and [0021] FIG 10 illustrates
an exenplMasAEEmEREYSEYLP sed on the exenplary Contract Expression
Language;;phf}22] FisG i1kibtrhtes axduitivgoddsed it canlbestrpoyadgn theersmmglar y
query-driven  processing of the systemof FIG 6; [0023] FIG 12 is a
f | owchar tcohtrctidatarmpdelof 4Gt He exenpl ary context-driven processing of the

system Of}/{g@)ﬁ} | rgtl(ljogzﬂll#a %t:%p Fﬁ]’%}(&ﬁp%ﬁ Ly F tanf Oltehdibld ightsi Rigritupe

exenpl ar or city=driven processing of the systemof FIG
8; and 4 m‘gﬁl&%@@&m geitt US03/ 13352 [0025] FIG 14 is a flowhart for
t he

LSt Tt a0 e SXeTPL A, EOTROSLLS 2y dititee 30lc) WURY 8 ARBRRIO Of
setting of priorities for resolving conflicts and multiplicities and that can be employed
in the exemplary contract data model of FIG. 2;

[0017] FIG. 6 illustrates an exemplary query-driven processing system based on
the exemplary Contract Expression Language;

[0018] FIG. 7 illustrates an exemplary context-driven processing system based on
the exemplary Contract Expression Language; '

[0019] FIG. 8§ illustrates an exemplary conflict or multiplicity-driven processing
system based on the exemplary Contract Expression Language;

[0020] FIG. 9 illustrates an exemplary composite or hybrid processing system
based on the exemplary Contract Expression Language; and

[0021} FIG. 10 illustrates an exemplary linked system based on the exemplary
Contract Expression Language;

[0022] FIG. 11 is a flowchart for illustrating the exemplary query-driven
processing of the system of FIG. 6; i N

[0023] FIG. 12 is a flowchart for illustrating the exemplary context-driven
processing of the system of FIG. 7;

[0024] FIG. 13 is a flowchart for illustrating the exemplary conflict or
multiplicity-driven processing of the system of FIG. 8; and
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DETAI LED DESCRI PTION OF THE | NVENTI ON [ 0026] A system and net hod for
" speci fying and processing contracts are described. In the follow ng
descri pti g o3f@ig7pur poses of expl anati on, nunerous speci fACT/ER9B/AIIE are
set forth in order to provide a thorough understanding of the present
invention. It is apparent to one skilled in the art, however, that the
present invention can be practiced wthout these specific det aié};l or with
equi val e rra s i She WRdnplinyosumsisitelot bylesid and
devi ces ngﬁghomﬁﬂi@'nﬁﬁqg %?E‘%&. agrarr%lnfﬁitfagﬁlgn or derpto avopiﬁis unnecessarily
obscur i ngihRKed pReadsiigufand syatems ¢IIIG7P and 1ot ed above, aut henticati on,
aut hori zation, accounting, paynent and financial clearing, rights

specification, rights verjficati i e and docunent

protection issues shQ@T&Ibébﬁﬁ$§§§%ﬁcg€b§ Bﬁgﬁ% E g)f%\tI s Management -

system Commonly-assigned U S. Patents Na. .5 530, 2 98Q, No.

2’834, 012[0088] 5 Ab3wstens. anklo Moo Om FReCifyiDe 6‘?1’%35’?‘2%51%}9%@“%&5 6?%36, 971,

the entire djsclaosupes.of Wgh f@r s@byf ierplanginna tradhelpgus
bR, BB S e ARy e

reference | 0se ens addréssing these anﬂ. Ot{?\]ﬁrl i ssues.
100281 The,RffRS eéthild ARE Bt forth Cianomeiep to pravadh aotheriuel , undestanging dbHifods,

al gorithnms, concepts, and the |ike, for..exa e, . a Lt @8 Skédehed in
the arti clpmsent peskien. dhacrRMaEAY ' f8° Sgﬂlﬁ tlﬁglll? F{E’eﬁe‘%‘%{@e’gﬁ thr ozghgu{ t he
present discl re b Switifk Ofesk Wipbkifio betaidk airs with lsghiyalent nt [ . . ]
and cr oss}I?ng‘g?lgn%gd%FnB{%géﬁAPlgENDl X_pr o\\,/s:Pded herein, the entiqryg%. ntent s
of all of Jwhigdmeake hesaby instanses, peelkkeen prHePEs FRdelaViGes  4e sh g‘f
General ly, the exenplary enbodi men Ghd Sresdr Glehtion.

expr essi orbl%cﬂféﬁﬁﬁf?r@ng?ﬁ"% ,Orgtfg’b@gg}&n%fn%gé}g%ﬁ ?’gﬁ%&ﬂrrlgnagg{r%nt, and ggg li ke,
such as c[ﬁﬁﬂact ASHRRES LE@ld, AitheRfi@t@as anbprizstmoy BLennting dPaYHIAG 8RENt . For
t'he

exanpl e, exenpl ary enbodi nents include mechani sng, t t

speci f yi ndfimfciaegheiing, rightprapsafietion, mt%yg?%%m{lh&%ﬁ S nefg%r@@tl?&én 8execut e
such expressions in, or.der. I IR 8§ oieitslyRE &dniapéreent users,
and the | i 98 EBOBHIEHRR ‘%é‘g?rﬁf‘g‘%g %@%ﬁ?ﬁgﬁt@i nt %duceggn@?wllﬁry

Legal ity Exgic8SSi Qfimmbangasieed LELS), Ragente Napf £30.883e b0 - siDle

Mar kup Language (XM.), 5 WO 03/0 77 U ngike71] @t s

Mar kup Lan@é&‘gﬁl%)@IWL§:6P§=]4fl3vaﬁ{8' gﬁﬁsﬁ(gecy oaigﬁﬁgéégﬁ&ﬁblgﬁge an

exenpl ary %ﬁﬂ% G EXPEESE b oA ARG BEEbY BEbpordakby xeforehes herciondisdese

Expressi on"Language, advantageously, allows, for exanple, for the,
expr essi onDBM sysberhs adrtresaingabessane e pEPReen partici pants in electronic

oo o TOAES S, gy sl e vt oy
algorithms, concepts, and the like, for example, as further described in the articles,
books, specifications, and the like, cited throughout the present disclosure by
oumerals enclosed within brackets in bold print [..] and cross-referenced in the
APPEND]X provided herein, the entire contents of all of which are hereby
incorporated by reference herein.

[0029] Generally, the exemplary embodiments can be employed for legality
expression specification, proc.essing, execution, management, and the like, such as
contract specification, processing, execution, and management. For example, the
exemplary embodiments include mechanisms to enable the specifying of legality
expressions, and systems that interpret and execute such expressions in order to

P regulate behaviors of system entities, users, and the like. '

[0030}  The exemplary embodiments introduce an exemplary Legality Expression
Language (LEL), for example, based on eXtensible Markup Language (XML),



_applied to online and off line environments. [00311 The exenpl ary Contract
Expressi on Language can include a machi ne readabl e | anguage for expressing
el ectr onwp epwlsaCt s and a nachi ne interpretable semanti ecmmged 1fzer
contracts expressed in the exenplary Contract Expression Language. The
exenpl ary Contract Expression Language can support the entire |lifecycle of
a contract and the exenplary enbodi nents include various exenpl ary

pr ocessi syste C)ﬁgrﬁg S5H okt lean nbAgR: dno al | ow
contract%@%ﬁl&nﬁﬁégga@ﬁ% gx cu%%}ﬁh@oq%’adg%rﬁ%gﬁf ptz}l(rﬂltﬂzik ci pants. 100321 In
the exenpleptplare Mmditiaent Bxprédstonk dyangoagds (CRiligt , " Theruexemgery' Cont@gui red, "
"shall," "shall not," "should," " hOLﬂd noft "re]%o(rgme ded, © . cBY,f and

" opt i onaFxpressinn dBERAZE, adwAiageoulBqaliqyss gt SKUAPS: & B PARETSERS “Sspeci f i ed
with the i @eohRnt, isBii Gadibtiputi@gui r enent
| evel s aﬁ%ﬁéf%%?i g%‘x%‘%‘%fb@@aeﬁﬁg’gﬁﬁ%ggg?lg@g@g described in | ETF RFC 2119
141. In t4ee exsnp, and the tikedi Hentssmparyacnbahmentic hdpataggeusly.oed®sBe or state

of doing or_ performng onet hing. In the exenplary enbodi ments, an event
can i ncl aplieddaepinggid fAing qRIQINGH S e can be captured and is worth

annot at | n&)SIﬁnd‘ e e\%kllﬁﬁlarﬁr&ﬁﬁﬁactc R prékdibe L dnbesReAban Ghelade ianmibldhe an act
can beco an event en the act is perfonned. e concept .of a right or

an obl i gatddabicdangleeeafos texpussiingelestronis ewtracouBka MAChPR IHSERTRAR y
enbodi nments, an a epent can include,an arrap +hes
regar di n§eREHy r’%fg{egf%gc?(?“&?,ctsf 8’fpr8§§3dnﬂf’eﬁles %g%ﬁ@gﬂ{ r%cg‘;ﬁ%\aég?# gﬁglg%nt racts

law at whizghyddae TR0dcRipl N SChtide Enpididopdidngesgeata soppiretle. eite
foundation of the legal relation called a "(,:ontra.ctl" is the %%re nent of
the part ildecycleTeius, contragiganse tenex camplary rorqpdamens Fivds Ngrgp Elp‘rffﬂﬁt

enbodying a contract . 4 : I tig.alid Rt 1 on can
i ncl ude gjr‘&‘éeéflﬁg 5}’%%%1%5 é?g%péé(F #@%ﬁ?&ﬁg{%&n‘?@%%&%?ﬁﬁg e e;gr#:)llaary

enbodi meesforakensidtexecutvamnionglcodieact partieiguntsg, for exanpl e, indi spensabl e
to the appearance or occurrence of _anot h%. 3 17 6d “VQSPB/‘%A&Q? ot

PCT/ US03/198332 [ bo3be ?Wni‘m%ryeﬁ’é‘ﬁﬁﬁh&?"’?tse O ¥eftosds o W8kt r 46T, ot

exanpl e, =‘}§cg.ﬁfeﬁ@' len @ «spliPRbS e shBhldTetshOlldRiogM f@Bmni@ided e maygaad of

whi ch the Taw gives a renmedy, or the performance of whi chﬁeag law in some
way recoghiptiesaldsfoa edamyle] tan be apedigr dMBARIS OF EXPHEARBNEPSS or

ore per ngréxsﬁplgr? or;twl%rc]:t ?{Igrrés el i%ngdagg%omx{gi&'ﬁng%éﬁﬁ{efmén@ 16R1s and, for
example, can be interpreted as described in IETF RFC 2119 [4]. In the._exemplary
embodiments, an act can include the procéss or state of doing or performing
something. In the exemplary embodiments, an event can include something that takes
place, can be captured and is worth annotating, and the like. An act can differ from an
event in that an act can become an event when the act is performed. The concept of 2
right or an obligation can be abstractions of an act.
[0033] In the exemplary embodiments, an agreement can include an arrangement
between parties regarding a course of action, for example, such as the stage in
contracts law at which the negotiations between the parties are complete. The
foundation of the legal relation called a “contract” is the agreement of the parties.
Thus, an agreement can include the writing or document embodying a contract.
[0034] n the exemplary embodiments, an assertion can include a declaration of
performing some act. In the exemplary embodiments, a condition can include

something, for example, indispensable to the appearance or occurrence of another.



_or forbear sone act, and each acquires a right to what the other pronises,
and the like. 100361 In the exenplary enbodi ments, an intention can

i nclude a COW"? f action that one intends to follow, apgerRRL4/B3E4 ON can
i ncl ude a¥@IMHY nt that requires soneone to performsone act, a

perm ssion can include a right, a principal can .include an encapsul ation
of the identification of an entity involved in the performng of an act, a

prohi bition can include a requirenent that forbids. songo - Oy horm an
act, and{0838F onilaghe ameinplary EbadiRERS é'sP%tEtfa(?fl %’f FAvEnt i%grﬁt“t?% act or

refrain from acting.in a sSpecifl Lokdch theNawhevexermiayyorthsodi ment s,
a resour POTESH oF 5E %ﬁgmn%e%bg(}?é%% S%S%Jifch a pri Frﬁcf%phz/al may perform sone

act. FOr  eXampige cAwhREAHE ke iabmeiweyl racerizediagpday IAdh1n 2gFEWCA Tan

e- book, Bn audi o or vi deo file, an iimage, and the.. |4 1Mo such as
an emai | ceemanidetveeBIg ¢1EBYCPSISENS F%@g‘é‘:h(@g%?aﬁtfgwgggﬁ gﬁhégér vi ce, and

the Iike, i ece of jnf td a5 whet wotdr byonasesr amichplike. such as
a nane, é’ﬁ%ér Isoglgél?{ééa%?g%ﬁ(?cgﬂéésﬁﬁge}? [0037] In tﬁteo exenpl ar

: . Y
enbodi nenpg3sja I ik examplancemieliments] a intgéionisar ngder ytse 580 t o

performan act, a breach can include the f.aj Uitk YaaPlequireont r act
to perf dhish enecimendsciouiilogpepRR1EaRO" A d?éﬂé(?g gan I'nc uiéle a p?c%n‘i se to do

or refrain from SOk SREGI hérfssidi bgn inncladee afrighiy e winettial ic8hed upon
accept anc@T5PTE ﬁ%q}%?o%nsee ?1’41,5_61 rsened¥ can_i ncl(u.tide an.act fgf & rrecting
an error jgelude hakhtapsalatiomofieridentificetion of AR ERiY 1BV Yot P BSTOPEPR for a

guar antee or assurapge, breac f .G | | t.@m8ond foPetfotra aql ai m
damages, ®fAn ¥bt2 Pf8ﬂg’1t?‘?ng‘f‘ﬁn lflgug%jai%iuq{%ﬁ%ms/ﬁ%} gdg?ﬁrsmt ter of gﬂtah_e contract or
to treat he, eoytiackAsn REkdbal sanifb@RBlof mtaditint oopctt ERPPeSSHIng
contract 1nformation, for exan‘gxlle, rel altl ed t ger m Eii%s%ﬂ%e abligadd ons,

pr ohi bi t i pnig inadpedibed ke [141hdn BIEHSMR VYGH‘??PP P Bepression Language can

be enpl oyed (o define.lan fE SomSHEN B exaalpid, m fesdurest et , ¥ and
the |ike, & J&ﬁ&‘é’g‘é’gﬁglay?%@%gﬁ%{]ﬁégr cont rlgct ual _agreenents anddr&seeti ng

pr ocessi Ng, e BRIENWErK, Rueighant-tok, i fediy rigo Hlee gpimags 20

Advant ageousl y, the exenplary ntract : i LAY IHeRE xRARSEbONS, for
exanpl e, &ka beemvisga UG BB SBE STRERT ?g%lg‘?:%stgg?j, angqlt he?l i ke. WD

03/ 094077 BXCHl Uil 322, bROSBF infBrnatibhithatnah doarmed iyt priycippht Bchddel  and
exenpl ary "Vocabul aries of "the exenplary Contract Expression Language, the
exenpl ary sGaniel aw tmbst pdéress, end thedik§uage can be used to provi de progranmm ng
| anguage precision Lo ensure : espPndivde «oprhrilegs thansntddas be

i nt er pret dBf¥py * tﬁxﬁ@?{%uﬁgégl%gﬁsdgﬁ% ike, in an unanbi guous

manner . Adyaphagepssitorm dhatexbrepdiacan iGcmde dut faihips sispaty Of Hetocan be

enpl oyed for electronic content distributi.o 0 : R SomService
di st ri but i pnforwret eanstasuabeligafan, ,erﬁndﬁ?qﬁl&eagbgog@g%teosgér ?ﬁ%eng,

Interpreti &ghg some specified thing in the future conditioned upon acceptance of the promisee
[14], 2 remedy can include an act of correcting an error or a fault, and a warranty can
include a contractual term for a guarantee or assurance, breach of which gives rise to a
right to claim damages, but not t0 a right to reject the subject matter of the confract or
to treat the contract as repudiated.

[0038] In addition to expressing contract information, for exammple, related to
permissions, obligations, prohibitioqs, aud the Iike, the exemplary Coniract
Expression Language can be employed to define language constructs, such as
“claim,” “intent,” and the like, advantageously, supporting contractual agreements
and meeting processing Tequirements throughout the lifecycle of a contract.
" Advantageously, the exemplary Contract Expression Langunage expressions, for

example, can be human processed, machine processed, and the like.
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_executing, and the like, any suitable contractual agreenments. [0040] The
exenpl ary Contract Expression Language can be based on XrM., an XM.-based
| anguagewd awovasdanpl e, for specifying declarative stat eneRCT/UP3/13352
expressi ons about usage rights and associ ated conditions thereof that are
offered and granted by rights holders of, for exanple, content, resources,
services, and the like. An XrM rights statenent or expression typically
can be m(ﬂyedmf QdiElAd 8Gnipiay dagonBanand erythplexevaabelates pbdif i ed
right ugon speci fied resource, subject to a SlpeCiCr@igfed cqondi tion.

However exempMri Coitget SEsprassions franghage pihe s STamlegypiCOpd F3@ESSI08t convey
t he notion that sqnmeone (' nust.' e IS | e i fifaptdes net .
For exan8 ags ey %ﬁﬁéﬂp@@@%?@% 11“§1rg813§<%%gé£| onl'"%ofléﬁbg{; atn_t a_person
the ri g%rre%ﬁbn\dﬁ{geexpl?&‘sioﬁf@hﬁ% intepeeratae by pechings, haans uaid hegikestn " nust
vote. [0041] By contrast, the exenplary Contract Exp{}.(,essig Langyage can be
enpl oyedhin ademhisagenusinnert o ASYpRIaEROUSHa tBSeFERPHTY X PHESS | WHETSNIEh as
"soneon nust do sonet hi P : : Adid) Glectmdt t he

li ke. m%%@%ifﬁmﬁﬁg&eﬁ%n%ﬁgﬁ&q %8%?%0@9%?3?323% Language can be
enpl oyedsd-Rce HiEHH@SEH Sbiitkits, and theaikiengs wiellhasc fort deseribial, HEERISUESshi ps,
agreenents, and the |ike. Far_ exanple, a contract stipulating that sonmeone
nust or é¢xecpiéegiiandthe likepany 8}112@!4#0%&8? @rﬁ%ﬁ‘?@ﬁn&condi tion is net, such as

"Party defyi.y, id D bsh bObadel &nIROME, 4n

advant aé[fe@@f Y, ei(n:hfns{?gg%%gfcegs}g%gt gﬁlﬁystl he %_x%él?r%?ar Contract Expression
Languaggmgﬂﬂgdg_ liangvagat fnana?:mrgﬂt %foscﬂpecfév@g]téc Tétl‘{fotﬁ’ﬁﬁ_e‘?‘@ntﬁgﬁben if a
triggering condition is satisfige .Qr ., exa : ; gust

rem nd ackRrSIRRSRbARERSage T B TPodEed go@é@é@&&?ﬁ&f%@%{@%ﬁ@ﬁagg pi racy,
the curr ghtuydChy dlnld RdGAWIOkr RRampRE kagest, Msoets, aenidma atl et Bkeanpl i t ude
resol uti on,” and e |1 ke. Advantageous]y t he exenglwdgo%r a%at

Expr essi ém Kavifuigies statenisst emmyséwmdpl@@‘&cp%b%%ﬁlo © FEoRS

PCT/ US03/ 13352 st at.enent s _of . L r Gl Heikde, tvBRet @S avnel | as
st at emenfemGPNS, HaY niSERE %Sﬁ%ﬁ)@% h%@%ﬁéélh ?ns a'gl1 :gatilt}gn t he E%grrpl gry

C;)n: ract tsﬁécﬁ%jé‘d; &ﬁm?é;ﬁ[lguﬁrgleer% adXMagt i Eglﬂmsihi;pmen?upgm ¢ssionixpicty deps
statenents of an intentiognal type, statenents o ac 42

st at ementiot epnvey thy @ptien that sgREOne, L EXqIFIRR2 nlgt}}ﬁvﬁ?grrl ta%t% hgﬂﬂé}% g?ﬁ&}e& ry
Contract - Expr i artar dkbrssled Fmiarg gt ppefsenehedghtul es,
advant aggﬁﬁsqg?%ﬁgbgﬂ%gg%ﬁ |ﬁg8§%§?er;(ti al Bl?(F;nf I ‘i‘ctgsgﬁg‘ multiplicities that
can be r absetk, bhetypically cammet spryify thalesnclod pesent aRBHt ¥°Bf a per ni ssi ve,

obl i gat Or[¥)b4i)]r prB%rhic%in gstty tthgpg)iemplary Contract Expression Language can be

o0

employed, advantageously, to express statements or expressions, such as “someone
must do something,” “someone moust not do something,” and the like.
Advantageously, the exemplary Contract Expression Language can be employed in
business situations dealing with contractual relationships, agreements, and the like.
For example, a contract stipulating that someone must or is required to perform an
action when a condition is met, such as “Party A must deliver goods when Party B has
paid for the goods,” advantageously, can be expressed with the exemplary Contract
Expression Language.

[0042] In event management, some events are bound to happen if a triggering
condition is satisfied, for example, such as “a clerk must remind a customer when a
rented video is overdue,” “to discourage piracy, the current top 40 list cannot be
packaged at better than 8 bits amplitude resolution,” and the like. Advantageously,
the exemplary Contract Expression Language can be employed to specify such

2



- 100441 The exenplary Contract Expression Language, advantageously, can be
enpl oyed to specify statenents of the intentional type. For exanple, the
exenpl ar wo@emsspact Expression Language can be used to expfCE8HI¥RES] nt ent
between parties to enter a contractual agreenent, advantageously,
facilitating the construction of queries to a contract managenent system
for exanple, inplenmented on the Digital R ghts I\/anagerrs?nr%t sys'ge_méof FI G
1, and the |ike. 0 : tyoe s well aExpreassisor] d RATGHREYE,

advant agiBEeeYs O&E‘I’% Q%’gléa{é%?%gn{l%@slaggi fy statenents of the factual type.

For exang?g_, the exenplary Contract Expression Language can be used to
- certify t

e fulfillnment of actions. speckf] Y :dGhn 1y,
advant agiida] y, laddasios; &ﬁeﬁﬂ@pmgp?tg%gﬁ&r%gs 5?1{1%’%@%%%5&&%; Zf(%‘or;%zcont ract
lifecycle. [00461 . {eafibnabppe stitemerta 9y @akgetua >
y é@msgégﬁnﬁ%%%ﬂ?@ ¥t GAhicatbnabxpp

advant ag enployed to specify statengnts of s vity
type. Foktenadngl of dnhexduswpltparey ang@other B @ib’&’&%%neﬁ?g%%rgg% car? be used
to express exclusivity, a conmn .r ' lrehdt RIS BeEmtaenisindbs.

Advant agmgqsgapn&@g@%@%@?ﬂ&%ﬁbﬁn‘?%ﬁmﬂﬁ%&?ﬁg rf:exerrpl ary Contract Expression

Language, [ oF; g’tﬁ%@a{igb chATctb andsadislivifieschbt ¢t rapmes oYhan BEFREHN &R
conflict FEG ot on bef ween el enments within atgf?l ngle contract, between
mul ti pl e wpoftstaemsnts afid p’@ﬂ@lsﬁilw%é’bhﬁﬁgfb’??rﬂ?@l ary Contract Expression

SonIua0: ol SRR Senfily’ Brddiof! hge, dRaAnthgacmslggeal bem t he
XML das BRHr | ndt) Semiy STUHEE S o SRR SO et

ty structures. Avaﬁ%acser%isly, t he
exenpl ar yer&mié@ﬁ; sesiTy easdnidhtd affuedgientennl BEDe. | Fetegraindd f EFPBefY
ot 1 act Coftcsct Exarbien LaRGFsh 79 B TG oat i fuSHERAY ben SROY LOrTS OF
di stribution, and ¢ i _ faEHBting dss caetrudtinasol GRS he
like. 9 V@tﬁfﬁﬁ@ﬂ%%g%%%%@mg@&a%g%kﬁ%ﬂﬂ In an e er&khar%ﬁ%pﬁ%q@nt, a
contract gAR doRghdtdRamepmeani systenpr fos ekawple, FRBIFTEAEC o4 reach of
which the | aw gives a rerﬁ:ié, 19 1tﬁel.iggrfonnance of which the law in sone
way recogianageraent §YREI\PITIH] oM fiore parties can draft .a coptract to
decl are tg&% ‘f‘sgnsef\ﬁe kehPRrP@dntrast Erpmssia iLaoguagct BilYRIaasOBRY-dE#e "Br to
forborne action by sone of the parties. or .ofher 1931[5{

Fle Sxaipplre, the
st at ement epiphbyedetonsperify etatenents 1 ge f??)tuﬁoﬁ'pﬁpon r ecagl%lf’ng “a paynent of

5500 000 {Coniact hxpessiah sgnes deptifpothb Alfilbeendnef BeliPnscan be
a cont ractc}onézae*aﬁ%aéeéﬁ}@&%%ngﬁg & (%;%Q%e a ifh

can be expressed. usi th 8]?3?' ary
Cont r act E%Qéiﬁ§§ 1108 doffgHAgdanfaaeag]y, laddreREng %@n{ﬂ%’r‘?‘“@%ﬁ ff?ra@leq%x pr dssi on
Language, contract, for exanple, can include an agreenment between two or
nor e partid@m@ﬂctdlfﬁ r of prom ses

[0046] The exemplary Contract Expression Language, advantageously, can be

. 1
employed to specify statements of the exclusivity type. For example, the exemplary

Contract Expression Language can be used to express exclusivity, a common

i e
requirement in business contracts. Advantageously, preference mechanisms of th

i ¢ facilitate
exemplary Contract Expression Language, for example, can be used to fact

prioritization and conflict resolution between elements within a single contract,
between multiple contracts, and the like. |

[0047) The exemplary Contract Expression Language, for example, can m'cl.u.de
%ML elements, and leverage from the XML design principles and extensibility
siructures. Advantageously, the exemplary Contract Expression Language can be
integrated with XtML, providing flexible, interoperability, mechanisms to support
many forms of contracts, for example, including business contracts for the supply,

distribution, and consumption of content, TesOUrces, services, and the like.
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_made by sone parties. The nature of an agreenent can include that a valid
contract be signed by the parties involved. A prom se can include several
cl auses, vaohowah77 whi ch can state a relationship, for exarmurajsesuziszas when
sone parties acquire a right or permssion to what the other grants, when
sone parties bind an obligation to what the other requires, when sone
parties follow a prohibition to what the other inposes, when sone parties

see an i tio @nfbbohBhent XPEGRERS caniRTude QNpropdsd, ioeset dhow an
assertio[r@h?%\ V\hg?ta?héemgﬂn%? makes,enand t he IFEIl(e. [ 0050] A right or '

per m ssimomises, filyl thgdireah ahwhichpheiwi givena gamedhcanide RO 8F mance or -
t he non- per '

or mance of sone act-.or so Cc S I f anong
such ter 10{3%‘3 OIS B SEORBTRI Y UGy hgli gg{o cﬁﬁ% Bgl%\g%ktcélfﬁ%@g%dr ess.
For exagBlict @ Gbdhte B PR 93 RN p&HEBs BS affach of YpRInQf tonbeldénd yr that can |
be categorized by "may," an obllgaPlon can be categorized by "nust,"” and a
pr ohi bi t faboroanctien bysoagor] the daties omether msrties. BoraMPYes tthe HateMEnt i on

can incly a desi t er.f SO : ' cribe a
Fact abouhiesiargss s fofiera BoFvpgR ety pgiinaR B SRLb0GRAEBATES

per f or medyril 30beb0r Hpidiobyeeth Alicovahd Bob™ pan fier sredntrdeh @lvantegempslyar y
enbodi ment, the tense of an act need not be specified %ﬁﬁlicitly, as the

tense of tbichoean bisexprasaed YSRbe KECMPIEBHEPHFAcH FXRISEER [EHEU3EB051] The
rel ationsghi tated in | | : o
condi It : Oi&iﬁ@] E o h%g'ea&;ﬁigﬁargﬁ%ﬁtra&% rER{I Eanggl%%b, heconRakt Raebmple,

n event to occur, the lTike. In an exenplary
enbodi merhy iiddeidPih AgidRAlentbitwRas owo ot rEnrdidicnoePARGMbeydd] prowvsexr M

t b h dinth | Cont r act i t
O o ar Jade ks on bifEh e ThAdRRs o SR P oRe e YAl cPRFaas o
cl auses. 5,%| s}@wd ﬂféﬁ&%@ TeoRSel! USQ36hB35cn AdYRaE deRaalstiiuses, heach Il ary

a I"nNCl U

EPARC node n e an event-condition-act rule paradigmand can be
used i n odiphuter ststei ertaioastdp,oioh exaraplpl such @ BASD SPIHE Pasties ARPIES 2 BERY udi ng

dat abases [ 271, .expert st 281, nolicy- : and the
li ke. [OCBPETHTEOH ?ivﬁﬁiﬁ‘%@g%té%‘?t&%ﬁ?‘{ Sq3% B@éﬁ%{ﬁg%@r@ eonu{s%c%ﬂ?to

capt ure tife ottep aEB®s,| Wheéh Sonsd panienlionta prohésition anwhaltthe béter maposest ai |t he
exam nation or execution of a clause, For

( _ _ _ eﬁang)j e, the obl iﬁlaftliéa(l)_{‘n cl ause
can be t rikgresasde RARIES SHR an EyieRtoo i what theineTs CXPRESEo RAISP SRS R P ¥ e t he
Pri nci pal r&;# peLiaum ths @%aniﬁgs JRespusise. In an exenplary

RO e E nodel’,”

enbodi ment’, exenplary o )
[0050] A right or penmission, an obligation and a prohibition can include the

performance or the non-performance of some act or some class of acts. A difference
among such terms can be the type of modality of an act that such terms address. For
example, a right or permission can be of a type of modality that can be categorized by
“may,” an obligation can be categorized by “must,” and a prohibition can be
categorized by “must not.” By contrast, an intention can include a desire to perform
some act, and an assertion can describe a fact about the state of affairs as to whether
or not some act was performed, is being performed, or will be performed. In an
exemplary embodiment, the tense of an act need not be specified explicitly, as the
tense often can be clear from the intention or assertion.

[0051] The relationship stated in a clause, for example, can be contingent on a
condition to be true or on an event to occur, and the like. In an exemplary
embodiment, the Principal-Act-Resource-Condition (PARC) model for XxML grants
can be enhanced in the exemplary Contract Expression Language to an exemplary

Event-Principal-Act-Resource-Condition (EPARC) model for such clanses.
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~advant ageously, can be enployed for building relatively nore efficient
systens, for exanple, for managi ng contracts, consulting contracts,
executingwéﬁ%hg_g;s, enforcing contracts, and the |ike. [pe@azb3Aszsan
exenpl ary odinent, clauses also may be nutual |y dependent. For exanpl e,
a nutual dependence can include that one clause depends on the validity of
anot her cl ause, for exanple, such as "Alice has the right to sell a house,

if she owns the house." Accordin , t selli rj | ends on

the val i Advantegeonsly, thonpremgiary Fa%‘gé&t mﬁgc?a&uggﬁ%fo%%%ml? %@%{ﬁ;ﬁ%rggcﬁnpl ary

enbodi mente pgfa'&'éé}ﬁa'nd%&’f%@eﬁg%g SR hPeLudachdtaindrther cipplisgiciepénds on t he
t &

perform er ause, for exanple, such as "Alice has the

obl i gat i gRrtglesBldudies dbabaes [27], Bapert sertons d281hnipelipy-§Riecd HagagF i Yse t he
house by payi ng $500, 000 by April 30, 2002." Accordingly, the selling
obl i gati §3P]¢c éhkﬁepends ‘on exercise of the purchase right clause. [00551
In an exi@%ﬁry fg%)ﬁ,g{igmtﬁv&% i halk, dspenaensecanabeimed udecaphvae tethe

s on

clause d non-performance of another cl a]g?he, adv.an{./%ggpusl Y,
whi ch carhabgsused sysespenitést @ ervieaynenbithed BEFLHIOFG FEERBIVE Cont ract,

for exanple, such as "Bab nust pay a 0@ oloBredviien, the T Bob
does not eHaREIOpHE BHSIRRS &%Sfe"afﬁl% eﬁﬁoﬁﬁﬁgﬁﬁ iﬁgg;eb‘%l’Apri |gtg30, 2002, "

Accor di nghy. . E)H%]Bf enalit heBbddtadd BNndd @w FeincipepemssparformhthenyH-98ehe or mance

of the paynen igation clause. [00561 In _an exenplar di , a
contract Raoufre. spdui hiedxempandysahedimeplh| g Wﬁ@ﬂﬁ@yaxggg%éaéggﬂi
|ifecycle. The contracts |if I nEXaaRl &y 16@8 difi@ktdgsemsgcfaat i on
phase, anadé(%’ét@%?quéh" & 8ref133§%(rd\1cf§r8 g(guel,g an an%ndnpnt, ext ensi_on, or
reneval p%pdﬁ@m Fof AARAEAS Gentrdcl] shmaltingreootradspixeatingropHas, enfRfCiBechi vi ng
phase, and 1T WO 03/ 094077 PCT/ US03/ 13352 the like. In an exenplary

enbodi nentontiahis, addhe lise phase, for exanple, can begin with an gffer

provi ded ne ty, hSsaimERY, lcpiess Ao andyubbenuiodlly depeddents

consi der aﬁbgafan ﬁ%nggﬁﬁ%aqlﬁérhanémf‘i hal | y resulting,in an a reehrr(gpt si gned
by the papié@spieaahited ddandencexenipcady tatope it ePERE GYEENPTSH or
performance phase, for exanple .can.gict 13t 16 B8 PBALdeEF shewwhy ed
exerci se Pf gfther OBQHSF#%I;’T e’@m@@ﬁpflbﬁss, l%eb}g‘%/%b%%% bi ti ons, contest

intenti onﬁ&ﬁgﬁge_w AS&RAILBNShe BMinE eghti dtause | BPET]s povthetvaheisn of yhe ¢ he
exenpl ary ntract Expression Language distinguishes fromother policy
speci fi catoiwawrshjypassertihrslaps®] by enploying features from XrM., for

example, f upportin B |4 F@EME Hepentiaficeptanvindiude thiat wse
rranagenent[%ﬁﬁcon I}%%teg? @ﬁlf%ﬁfé& | 2’%’ “For exaﬁppl e, in an ogsg‘nlﬁ \Cz)tirronrrent,

n
such as  tdaikse abpdnde ohtheperfirmancs ef aothiconlaane deor PHERGEPER 85 MiFoted can

entail a Ct}?u; g%iigatgo(xalvtgl seﬁfher house, if Bob exercises his right to purchase the house by

paying $500,000 by April 30, 2002.” Accordingly, the selling obligation clause

depends on exercise of the purchase right clause.

[0055] In an exemplary embodiment, a mutual dependence can include that one
clause depends on the non-performance of another clause, advantageously, which can
be used to specify a remedy for a breach of the above contract, for example, such as
“Bob must pay a penalty of $1,000 to Alice, if Bob does not make the payment of
$500,000 to Alice by April 30, 2002.” Accordingly, the penalty obligation clause
. depends on the non-performance of the payment obligation clause.
[0056} In an exemplary embodiment, a contract can be specified as a dynamic
object having a contracts lifecycle. The contracts lifecycle, for example, can include a
creation phase, an execution OF performance phase, an amendment, extension or

renewal phase, a completion, termination or expiration phase, an archiving phase, and
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~trust anongst the involved entities. However, policy nanagenent systens
that support trust nanagenent typically deal wwth a trust relationship
only anmoMW 0398076 pal s and resources. [0058] For exanpl e, PCA/GEB0BAIESE al
pol i cy managenent system a principal is trusted if the principal
possesses a certificate issued by sone authority, and a resource is
trusted if the resource is digitally signed by a trusted principal .

However ¢ SHed Bkh GkenPRAFIATRAmMELS iR Gedtith Flalskyfod@xamplejeah baginh trust
rel ationshi’p anong policies. [0059] For exanple, a fundanental sg%lrrptl on
t ypi cal lwithaw effey pswiteddet sange parin oy eamiag, f§9§‘{"é¢r§’¥iasmilﬂ%‘ir ?I}CTPP’& % are nade -

for adm ni strative or security kNS by, .. g
admi ni stSORFIHFTEER 2pfl REEAUIOD, i%gqﬁﬁifﬁiﬁ%ﬁg%ﬁ%igﬁ%ﬁ i |e§sps'lt; ;[/};1)&: cally -
are |imijee tigudeayl 8 hnexdhslaBelavedneny thentectiiesompérirmanbe phatonai ns.

[00601 By contrast, when a contract is to be execuyted é{n ﬁl %-_str.i but ed
envi r onnfenexamples candictaie thed dhorparyiegimobred exerdsg HelEr BT SOUSHWeur ity

domai ns, _typi ly it i ot _ .. tand what the

cont racto@é'r?&‘éﬁ) 1F1\6B§ItcoHEelst|Ee&B§${,§ﬁ ﬁ{l\/a%?%%%sﬁh{e}(rig%g%{ "in sone authenticated
manner tfpRsper t iNb.aheuesusy,t hite t beemglaty actontthbie Fparessies t hanguage hor ed
the contract, the parties that agreed upon the cgatgact and tfhagurel i ke.
After al fistingrishes diomposher milewwl%%owaaw%gw HEPIPLPY IR HF TSR

enforceabl e it ' p : 18 0fok 286k iRkt tyust f Or
exanpl e, %8%}{%121;4 gggrag%%ﬁ 1?’a{g)? %ﬁ%@lf}%%gsg%ﬁnagﬁt lrilic‘)‘ljr@jl;ﬁ(ze’d O.oéjﬁi glat irgonsS upon an
uNsuspecirangeepnt ¥f cafticts, bedilellike. diopewenpletinemsopsn enwisopeit fshidsed by
-granting excessive permssions within the V 1 VWO Q3 A407.7. 03/ 13352
forged cétphibe IntegiFtrasraqiop aB’tOHEEEe g RIS & {ﬁlﬁ ﬁaoc(r%?% lenclj‘1 G

prohi bi t ' th@iiss.b ki 9 pbBbs ensalagémiEnivsydims tthet f or ged
contract tn%ﬁgmtgﬁ%tl%Z#@%%Sgl%ﬁkgiaﬁgge%ugﬁy, jz?he ege I arj;!/ Cont r act

Expr essi anppoan gmay enaigemeste sypicdly dody #iting B’Fﬁe?ﬁlﬁ?%ﬁﬁ@nﬁ,‘ﬂyaﬁgfongor
exanpl e, enables the building of operational systens for content

r ef er enc ®TOFPAGERE ISRt ensi bl e architectural framework for specifying

contract §0§gy] Varbossnalaan sappickloalico Manageméntaystamph ipriatipshis towtesi de of
the content reference framework, and the |ike. 100621 |In an exenplary
enbodi merif fhie BEnAREPAsAHECAIRETIFAE ERIHlRY SeRe *’L“g}Pé’iE?éfg@} adVaEnt ageousl y,
can be er@%géﬁ%gtﬁeoge@ﬂg&sf&f%iwyeﬂ%ﬂﬁ% Rbst@ HANMipAC Howdver, sedapplie, the
exenpl ary ntract pression Languagé can enpl oyed for conunicating
i nf or mat i mAmapemesysystenistthpinally donotrdest with tmstmelationship awane pelidssi | y
[0059] For example, a fundamental assumption typically made by such policy
management systems is that policies are made for administrative or security domains
managed by the owners or adminisirators of the respective domains. Thus, such
policies typically are limited to regulating the behaviors of entities within the
domains.
10060] By contrast, when a contract is to be executed in a distributed environment
that can include many different administrative and security domains, typically it is not
only necessary to understand what the contract conveys, but more importantly to
understand in some authenticated manner the parties bound within the contract, the
parties that authored the contract, the parties that agreed upon the-contract, and the
like. Afier all, such factors typically are what make a contract valid and enforceable
in the first place. Otherwise, an unauthorized party, for example, can forge a contract
and impose unauthorized obligations upon an unsuspecting party, can illegally

empower others or the unauthorized by granting excessive permissions within the
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~and unanbi guously understood, and the |like. t00631 In an exenplary
enbodi nent, the exenplary Contract Expression Language, advantageously,
can be enpbagrdifipr specifying execution of a contract. RaTAeSesan3sse, the
exenpl ary Contract Expression Language can enployed for facilitating
perm ssive, obligatory or prohibitory performance within a contract in an
appropriate context, for exanple, integrated with the busi ness processes of
the contracting parties, for det 1401 NQ4: ShoPized Yrol@bRRAE,Yedns al | owed
to exer ciosgeds gorErach; G T%‘F“‘%smg%raﬁtlg}ingghﬁgdlﬁgﬁﬁal f Oso?req%bl i gation or obey
some pr ofi Bty ARer@yandGHy fifde claimBdhithhethkiftrged 201, and thnlikscenpl ary
+ enbodi ment, the exenplary Contract Expressi or‘t, Lan ua]ge adé/a@rgsggsousl Y,
can be efwistyed Advantagsbudy, tba capmplaps FopERE EXpErsSORLFFUEEe PHE" Y enpl ary
Contract Expression lLan e .C y edaif10¢ tehalding of pesraianl ve, _
obl i gat ofif Vﬁrﬂaﬁi%]i‘f’irdﬁéﬁg@ﬁ%{raﬁg%c%%ﬁéon?r acting paﬂri?i es, and_the like.
100651 | Qu@fin€X6NRbAEN: EsTheptdranbvides an exempible yrobdaetre tirampyal Shbn
Language, " advant ageously, can be enployed for .facilitati p.on of
cont r act specifyong @(ﬁwpﬂsé,gf VH©US 0EIRp RRPNFABERD SUh a%&’é’h‘&%é‘%%%’“&%%ﬁégg can be

enpl oyed for . aut onatd C Sikel ated to an offer, an acceptance, an
agreenentc?n@ﬁ?@?e&‘é Caetﬂf%?‘%rgh%ﬁt el]’(?ke. 100661 | n an exenplary enbodi nent,

the exempgezy Comt r &ct exexplaysiembodinzmtu e, CXEAATY a GeBlErly EXPESSIOR

enpl oyed for facilitating the dynanm ration. i Do Rfact.

cont r act sLanEmgee%éﬁﬁl’%eo}lﬂﬁec%kéﬁﬁ@é’f‘?’%@gﬁ{ F%%C%@E%;%S %ﬁéflg 1) agc 3/ 094077
PCT/ US03/,133 g AR CHRLRY Stk r@sidnatiahiniazei nap tengploy@gotdrat i on of
contract sl%orf g@g’pﬁ?%ﬁgﬁgbﬁi ness m)(_jeljlcs related to c ntrac%s, nd t he

li ke. [ OO&Amimicatingenéompiation centrysil mithin atpatrastdRpPHRFT EBhCARETY *BRYr essi on
Language, advantageously,. can ,be gyed for facilitating the enforcenent
of contr%@t@m&’bguoé‘%é( fs%oﬁlembdifggn%géry Contract Expression Language can
be enpl Oﬁﬁgﬂf or jgnhAr ek&fplaigirshagiimaite dhby ezeroplaty aGentrachr ERpIaeRan ng

obl i gati ohs and stipul ated prohibitions tgf a contract, iarrlldftah&n{r'b&e.

[ 00681 | nLanpuegerpsivantiageqtishysicai e erpmeyedx ﬁﬁPeﬂ{}'“&)ﬁ}f‘? REPD 23 Br 888 on
Language g¢an be used,to L LY oBBact MBYpressiddi Stangafge "datisémployed Vipes of
nmodal i ti eS®) r?}‘?@pﬁ?ﬁ %1%, %%ezlﬁjﬁ%%t drolﬂgﬁ% s, _%rgissi]gati or%g, prohi bitions, and the
like. The facauaim péyni&ovd, oblipatEnpresshibitonapgfrgense Bathifbe PBHEEM y t he
"may not act" type of dality explicitly. .as.sueh. ?T%forcé' gaRfhgetreated
as a def a@PRTopBS| ‘i’%}‘?ﬁgg?r %%ﬁ?ﬁ& dnte %egnwzlatc :Lh%f g{r}mg%g Ie,ssp! ay, i's not
ment i oned [ i AcGoRLHAS! fof YBeARRERWHEhét @ Mot a party is allowed to exercise some

right or is required to fulfill some obligation or obey some prohibition of a contact,

and the like.
[0064] In an ‘exemplary embodiment, the exemplary Contract Expression

Language, advantageously, can be employed for evaluation of a contract. For
example, the exemplary Contract Expression Language can be employed for checking
permissive, obligatory or prohibitory performance by contracting parties, and the like.

[0065] In an exemplary embodiment, the exemplary Contract Expression
Language, advantageously, can be employed for facilitating formation of contracts.
For example, the exemplary Contract Expression Language can be employed for
automating processes related to an offer, an acceptance, an agreement, consideration,
and the like.

10066] In an exemplary embodiment, the exemplary Contract Expression
Language, advantageously, can be employed for facilitating the dynamic generation

and updating of contracts. For example, the exemplary Coniract Expression
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_in the exenplary Contract Expression Language, the default can be that

everyone "may not act," for exanple, play, according to such a clause. In
an exenphkas ysofrodi ment, the "may not act" default can becwppti/mail e to a
contract expression that does not nmention the given act, as other contract
expressions can be used to specify the given act as being permtted, being
obligated, being prohibited, and the |ike. [0069] Accordingly, an exenplary

nodal ity specification,in.the : RS &ir@ agage, for
exanpl e L2BEYAECTER %8@“1%@@6% Ba%ﬁﬁgﬂ@%égsﬁ {%&@gi%@% r%f gﬁt B%I%@Eegm ssi on,
"MuSt  aysinessARbddetd A8 tA@trattsLma thetikact " - prohi bi tion. [0070]

Advant ageously, the exenplary nodalities, can be_ consj sitent A deontic
| ogi ¢ [ 20067 Iwhi &ih waneiamtiude cpviofEngte dh%  SHEBRIGN; ?rjé’nfkf‘rf}h %ﬁ%@‘g to

perm ssion, obligatjon rohibiti d tﬂ@ﬂ'tﬁﬁ{gﬁﬂ{é ¥efor@iicat sof The

exenpl ary? &Y% aaéjt%amﬁ%%?uésgﬁ%&ﬁ éal’?g %1(3%?1 ggvantlagepusl y, al so supports

speci fyi Qguhhe | BPopndragiplgf thepexdmpladyn Gontac cExpragsiathd-aaguaget F8h an act

bei ng perforned as a fact, for exapple, s gi.ven by.. " "o

i nt ent i oemplapet for qupl(gg)g)gg]m“gl‘&rg%{%ﬂ 2 ""on'%iagh o 1atmg%ﬁ‘i}g?ﬂéa£g?%}h, "was,

"is " and."w.ll be.".- 104. L1893/ 13352 ;[ 00711 Advant ageously, by
%1@%# P@@}?étﬁonsao%%%{oh{rﬁ)&, alﬁ%

enpl oyi n isnms for specifying intentions, the géenglany
Cont r act (o8] esShoanlaneuplgey dmibodicantpl the exemplanysERREast exHIEFLT queri es

to authorization agents Qr servjces in orger c € Sy Lo whet her
or not Lh&qaﬁﬁéﬂﬂebea‘tsfag tQr PHHY o téﬂ?y’obln?“tgsgjt g‘s&or ioﬂgjiﬁtzllgén,ﬁgnd t he
like. In i: £ 1012, STRLAY NG eoRehan] prehibidons padi thyilikg. | Ahent i ons,
t he exengﬁ)g%ﬂééo%ﬁeg%g Ex%?géstsqig%n Le}ljr{%ﬁage% @for g}é%gpjme?é, can g,et used to
create atkéiplatyeCastsat thxpressiamd.angiage mepd neliersped W EesYBY affairs
or a context of a cgntract, for t , 8 ahtdBity.] Tl ng
i dent i tyogh’éPdé‘LW P’Bﬁlcét'i%earstﬁufﬁéﬁ?%zlfjpggerpﬁgﬁﬁaggaﬁsi%gfsefapol i ci_es),r for _
exanpl e, eg%gfgpﬁcﬁhfaﬂ, 8k Baefpd, phseisantmentisned ikeaphirget ekpreRsIeN WRtSRor i es

es r

and st at contract performance, and the |jke Q04 | ary
Cont r act ifthe esehplary &ivgtagieExnIassmt %@%’cﬁ‘g?yt, ecda?ﬁauns %aﬁlpg‘%t% hal-rIEru Y %gF er al

contracts, for examplke, d IRLRIANIS sQ8e a0flatdee P@rabi @enipdaryagr ee
upon, uni PP a(%’on Or%a%){agﬁﬁ%gﬁgghe I I?eé..| For exanple, an action tﬁagt be

taken in emfiRERABREHeC nEayCN taetitdefalteran heaprigebiRtoehePTGE! SIS SR

multi-lateral contract, but | so gn _apnpl.i - & and
" one- par tdoes Bakmseten fhy gyen a%d%ﬁﬁ’ﬁb8@%&%@?}2‘@%#%%32%&%?2&g% c?ﬁfst he

exenpl ar vy Confh aet o FBdh £5&hitied; BBy @bligated, being prohibited, and the like.
[0069] Accordingly, an exemplary modality specification in the exemplary

Contract Expression Language, for example, can include the following types:

“may act” - right or permission,
“must act” - obligation, and

“must not act” - prohibition.

[0070] Advantageously, the exemplary modalities can be consistent with deontic
logic [24], which can include principles of reasoning with respect to permission,
obligation, prohibition, and other normative matters. The exemplary Contract
Expression Language, advantageously, also supports specifying the intention of

performing an act and the assertion of an act being performed as a fact, for example,

as given by:

“yeant to act” — intention, and

14



_for exanple, allow for the specification of one or nore signers of a
contract, one or nore issuers of promses within a contract, and the |iKke.
For exanplgqs@efepntract expressed with the exenplary Conpeagikodaspsessi on
Language, agvant ageously, can be configured to specify that a first party
is bound to the contract, if the first party has signed the contract or if
the first party trusts the issuer of the contract, and the like. [0073]
The present invention includes the recognition that contracts play a very
inmportant role in,electrani o] ce,» £5peaiml | MsaMid:h busi ness-t o- busi ness
appl i cati ons. 0@5?(6!‘ R R sﬁg[ﬁ%t%%ac?s&?nggﬁrbgorgfe definitions, such as

. descriptive clainms, and rights and responsibilities, such as prescriptive
rules, a t f J i dnadsbfiems Z&t specifying itédioparti es to
t he cont ﬂg)gif Th@&ﬁﬂg@%ﬁglﬁ%gﬁf}a}l?ﬁﬂ@gﬁ%ﬂ her i nc] ude?etﬁye geco nition that

there camdexdngfaly Canpici Eapiession havguagpl for £xpHAL, cARPSMEEC (D Bt acts. As

an enabling technagl ogy, the exenplary .Contract L goge need
not be eRBfERPdE @H‘%P‘i“%?ge&f‘se%rgf‘ﬂ%%é 13&65%}3% e{szg(%é&g%%tg géoc!twg&?hat can be

enf or ced | H;gal 4k pehdlirat spausl of, foriédeny enptiarijkeCdntaddidion,
Expr essi 8@@'@%& O%c}%gmp?? PCT/ US%%/ 13352 Language can be e Iﬁfﬁéﬁd to
u .

enabl e t g émployingofher inghbanissis Fohsrecdymgmteadionh pe e ary

reasoni ng. [0074]. The exenpl ary .Cont ract i -AnQUaAgd&tich® an&xanpl e,
can be baS@EESSigR LAnEUaRRE S'© fﬁ?ﬂé@gi §H i%gnugst%gge)%gdt}g%ﬁggﬂ% M. and the Iike.
For exanqgeritleBots B GRh@EitteSoNkfant orkxqness oba coptnagtdgetheanmrasps ohy

el enents and types defined in XrM_ as bujJ di ng ocks, . . richness
and the efot ensiple) issyingpdeniity apds aigHbuie HEﬂlfI@?tﬁﬁe%%%V?%@g}r%@%& %g
expressiveness and ex i Did I Ye L F08 BeepiR! Rdck JPanétoAed andbsepeefsi on
Language.&ﬂﬂ'@}h? rg%)c?ﬁfsfﬁ;l}?p? %}eé%({eenﬁ ary’ Con{Hrélact Expressi on Language can
be i nt er opgkabl Rriohtasensidthedikewi th XrM.. In addition, new constructs can

be introduced, for exanple, for peer_element yp Xr Ma

count er pal¥32] f orlheo SEEPREFS (gqllh%FME’i%?FﬁoPu?ta%g%f @?ﬁ@%g%log\%y(’;onst ructs,
and the  Lijes b8 Herd Roflaci SibALKIE ThA dedP Riore Uiie arceffhapyieoiet r act
Expressi on anguage can include a rights_expressjion Iatg)giutaq{ef,tﬁls(gnc as

Xr M., f or agreghpsn,amilafesalrrostrangnd she ikeid For SHETPIEeaR AFER OSITCHR 45

oL Set D LD S0 e O M 3000 ey, b

conpl ementRRY dn0 afpMkablé N idedi dridonregtlationx eapl at'gnee i ﬁq@ﬁ?n@s

e thacs Comsousenet ooy epmisais TRtk Sho Al b e M
for example, allow for the specification of one or more signers of a contract, one or
more issuers of prorlnises within a contract, and the like. For example, a coniract
expressed with the exemplary Contract Expression Language, advantageously, can be
configured to specify that a first party is bound to the contract, if the first party has
signed the contract or if the first party trusts the issuer of the contract, and the like.
[0073]  The present invention includes the recognition that contracts play a very
important role in electronic commerce, especially with business-to-business
applications. Generally, such contracts incorporate definitions, such as descriptive
claims, and rights and responsibilities, such as prescriptive rules, and set forth the
obligations and authorizations of the parties to the contract. The present invention
further includes the recognition that there can be legal complications and implications
related to contracts. As an enabling technology, the exemplary Contract Expression
Language need not be employed to define, prescribe, and supersede contracts that can

be enforced by law [16] [17]. Advantageously, the exemplary Contract Expression
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- 10076] The exenplary Contract Expression Language can be defined as a
decl arati ve | anguage. Advant ageously, expressions witten in the exenplary
Contract weyhsa6s on Language typically have no side effegigushgizexanpl e,
the state of a systemthat uses the exenplary Contract Expression Language
need not change because of evaluation of a Contract Expression Language
expression. [0077] Defining the exenplary Contract Expression Language as a

decl arative | angyag rovj des umber of r ld#g the
exenpl arlyd U@B%ﬁer%ﬁ; @%?%P&Haﬁswﬁ%w ng‘lﬂl{él rrperz @yﬂlae?%ggge For
exanpl ejugf&&qg&% s based on the exenplary Contract Expression Language,

such as “‘grants, o Tgatl ons, contracts, and the |ike, dvan%a%ag?tésly can

be i ndep@od4nt dheaampleey c@mua@cﬁxnrgasm Iaﬁﬂ@ﬂ%ﬁxé?lc?@%@ S (AR °F
obligations are fulfille

the rel car e. lilxe )
rel at ed ¥t Hgs sexateéﬂaﬂﬂé?%@g =a?&?%t %Sexﬁ( ? tlh\/\?)ﬁ‘oa/ Sgﬁ%%@‘ CT/ US03/ 13352
[0078] Tg%n?%m&{tﬁécpﬁ%xfeﬁén Expsegsicen eir@lrgudgmﬁntaduémmebﬁaﬁ ¢incan
eve

enabl e oprent of business application like.
Advant ag&oMH] a5 buildeg ldﬁekﬁpma} theaishnesy@nd @Fp‘?’%%%sstﬁlﬁwy”é?@ﬁﬁ’ﬁ g#’ e enpl oyed
by such busi ness at| ons @)gﬂrggﬁtm

cont r act GEPTRYIE Jﬂ%ﬁ{) 148 “APIREANS eg%/ﬁdeg&e&?mﬂt 366 b

managli ng expressions, and the |ike,
for exaﬁ@xﬁresﬁaﬁedaﬂ@;a@schamdsmaag@usty; niher texemgplatie] Gontmest SHAIIEOBhecki ng,

enforcing, conflict detecting, conflict, resol ang_t e

contract S.abgsagd €an tblﬂtelréﬁféﬁﬁlah a@)n‘tqné’é Ek’b‘ﬁ?egg]%]n iﬁ gcgdlébﬁ( F%‘%?gl I n
an exenpl ar SOPdck RfdmdatPaEsISHon fﬂﬂrvglMI;;e need
not ‘deci §&" %’&ﬁpbﬁ?gt%eﬁmdﬁ&% ﬁire ex Spene

ens usl ng rrpl ary Contract Expr essi on@_g{_ nguage
shoul d changeraitat s doherheas of oMl angiusts, Hoxnother ney ‘ES’IHS@R?}?@ S based

on the exerrpl ary Contract Expression Language w |l be changed. In an

exenpl ar ylik Cerbodi nent, when such expressions are evaluated, for exanple,

for deterpinding whet hggcnﬁﬂa@oten%d@ﬁéﬂtortheayx@ﬁplsdyo@qﬁtﬂaet pﬁxﬁrgﬁsnﬁmd when
associ ated conditions are” satisfied, such det er natcgﬁ\pI Irﬁéarded as
one at oni Camgabgeonan m&mamw%maw lgnayaes ndh 28 E‘rrgn{) i spaces,

for example, . inclu ch f g Vi?r@h noC heemidndll, and
the |ike. P%B’flssmé‘ﬁ’aﬁ%# ea%d§ gl%agﬁgphgfcgg © 1?%8935 (Xll)\S/LM)to namaspétcejl
prefixes cap+pgs,esmd ayedikd. o &Haﬁldagemushyhe;hc gXE | Centragie EpRIEeSohs shown

n Table 1, whether or not a e e de rat he
: i stings bhngegwesn ke pImPIg Eleg@ﬁét%}s‘ﬁﬁ Iﬁfaﬂﬁog’s ¢ exg%gl?afféﬁﬂ&dﬁf&nfs

for example, can enable the offering, the generation, and the like, of XrML licenses

based on exemplary Contract Expression Language contracts.

[0076] The exemplary Contract Expression Language can be defined as a
declarative language. Advantageously, expressions written in the exemplary Contract
Expression Language typically have no side effects. For example, the state of a
system that uses the exemplary Contract Expression Language need not change
because of evaluation of a Contract Expression Language expression.

[0077]  Defining the exemplary Contract Expression Language as a declarative
language provides a number of advantages over modeling the exemplary Contract
Expression Language as an imperative language. For example, expressions based on
the exemplary Contract Expression Language, such as grants, obligations, contracts,
and the like, advantageously, can be independent of how the related rights are
exercised, the related obligations are fulfilled, the related prohibitions are obeyed, the

related contracts are adhered, and the like.
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~c: (or omtted) cpx: r: sx: cx: xsd: enc: Table 1: Sch
; ; ; ; ; ema Nanespaces
g;:gngglr_dCOr? namespace, http://wwmv. xrni . org/ schena/ 2002/ 04l cel colroe CELI\IarrES
2 anda \560%@1095‘ namespace, http://ww. xrm . or /schema/palZoi43ssel sx
nt ent stribution Extension nanespace, htt ://ivww xrnl . or
/ schema/ 2002/ X4/ cel sx Xr M. Core namespace, http:/A 1v - -

w. Xxrm . oag/ schemal 2001/ 11/ xr.m 2core Xr M. St andard '

_ : _ Ext

./ /v4nana, :7xr ni IT or /sclilen%ZOO%/ 1/ 'xr.nrf]fi%ﬁ I Myafid@ ec%;gogggggggispﬁce’ ntt
ggggfrga(r:]@,o Bk t p:The exsmplary FRTIaE FX BT E2RE M aé’&a%bll 1 %r i 2r - X R~??OCh7~I L
har’respacglgecﬁ?a%&fﬁm SPodsinelppiBatting/ BRI sXadd SeHiken Adveatagegebvibesi nat ure

. t - /han4rw. w3. or "/ 2000/ 09/ xn2l dsi g# |1 . Ene '
g«'g}ea Sgg%%ﬂgi}islary KQovimatty Exprassign 2Denguaas X7 glrglﬁp%ﬁéi %W%%‘Cé%wg%%pt o
bo0 o tﬁmgﬁéﬂ%ﬂo%ﬂys bt 2 Thds %'g%% B8 AL AAERLAp kRIS, ack nbatn_model
o I ) 7 GOt _ r éssi on Language that, for exanple, can
be enpl oygdyiafglie Qippldsabs, Mame i Agre menttpley buserh @t TRCEANIDS 4AH 1 he
e. In | G 27 The exenpl ag%(’icontrac.t dat el.. 20 ' IV a
giontn ; ?gt éﬁ@ﬁu{c@dﬁh@ngest@wh e, SAEFH8s C cﬂﬁ? SRS ?85%% iiéégloﬁ%? mor e
208 an AR IHG R SPERGS LRl S R B rea to descr be o
o ¢ (@] € cl auses , Tor exanple, used to describe a
:gsgulr ggs{b?-{%]arznz)gg ?Cmeb?%ﬁﬁ%ﬁﬂ,pﬁh@cemplﬁm) Contracty BXRESSSIPR) 220, a
, I on Ik ’
5?2{ for Isugnqgeeneddupethdecidn OW_nB)P‘EH’é i, %gﬁﬁﬂ?&sgéﬁgﬁl%%isﬁgtraCt
atus, g;;‘an{gﬁgge%%wd QlanBE RS AL, Rt eSlabbleogN Oiluct bEexmessicasbagd2, and

the 1lik of nore censes 206, su i
, ch as XrM lice i
I n an exegpliarekemplary Contract Expression Language will be chan,c:,n:dr:I Sfan gfe?nﬁlgr%\/ like.

embodiment, when such expressions are evaluated, for example, for determining
whether or not an action may or should be performed when associated conditions are
satisfied, such determination can be regarded as one atomic action.

[0080] The exemplary embodiments can employ namespaces, for example,
including schemas conforming to the W3C XML Schema [11], and the like. For
example, eXtensible Markup Langnage (XML) namespace prefixes can be employed
to stand for their respective namespaces as shown in Table 1, whether or not a

namespace declaration is present in the listings of segments of the schema and

examples.
Table 1: Schema Namespaces
Prefix Namespace
e CEL Core namespace, kttp://uw.xrml.org/schema/2002/04/celcore '
for omitted)
csx: CEL Standard Extension namespace,
htp://www.xrml.org/schema/2002/ 04/celsx
cpx: CEL Content Distribution Extension namespace,
hitp:/iwww.orml.org/schema/2 002/04/celpx
r XML Core namespace, http:/ﬁwm:.xmzl.or'g/schema/2001 /1 1xrmi2core
5x: XrML Standard Extension namespace,
hitp./fwww.xrml.org/schema/2001 /11/xrml2sx
cx: XrML Content Extension namespace,
hitp:/fwww.xrml.org/schema/2001 /1 1xrmi2ex
xsd: W3C XML Schema namespace, http:/fiwww.w3. org/2001/XMLSchema [11]
dsig: W3C XML Signature namespace, http:/fvww. w3 .org/2000/09/xmidsigi [12]
enc: W3C XML Encryption namespace, htip://www.w3. org/2001/04/xmienct [13]
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. enbodi nent, the presence of signatures of the one or nore signers 210, for
exanple, can be used in order to verify that the contract 202 is valid,

can proviggefgpontract integrity, can provide for signperaséigsia cation,
can convey the consent of the signers 210, and the |ike. Advantageously,

by signing the contract 202, the signers 210 can agree as to the contents
of the contract 202. In addition, the correspondi ng signatures can serve

as evidence for_a_decision that a user of d to nmake
as to wi@d¥dr oFlGiot lysiaigs &p eégﬂpg&gﬁ%ﬁcﬁgﬁgﬁgd%{ g@egg?ﬁ etqﬁ%lplchg%t ract 202

for an @mr%%f,??hﬁeﬁ?% P%agugge fhe Renkhple, 202 beyerhleyedsér the DIGBE I n an

exenpl ary e e prom se 208 can include the %}gﬁ%es %1%

opt i onal Rihilgaedementsystetho£EIEh 1c kadige lksnie i gl AbsE Ao an
exenpl ar enbodi nent , . t corres iNg:.Si hoglaaHea can be
used to ‘i%‘i%lﬁ@é?]ez(ﬁ%n g ?atcﬂgg?‘ggégrﬁ]dgf% Z%g@r’lgélglc.)ef iﬁg&?o the signature
co nveyedtotl{}p FObt ﬁﬁ;ﬁé’ﬂ@hé}g 26h BEER codl3ctvORhilim at beerppleryi geb@id@ent. the

Advant ageo s%y, such signatures can serve as _evi den

e fé)r 3 de%%sai on t hat
a user Oproblige 20 use MR oreyommete FEUMRIE 2ad0Tt GRS HEPY & CRSIE e user
can trust the signatures so ! 0 neboautregsideci ty
carried Tokatiopehip Al St @o#l%éggr#pl}%éﬁ E@?lfgég%g?tt(ﬁ?4 el ement can be
enpl oyed 1) 20ndusditian (Of 2L SR Ofe likesuance path validation for a chain of
clauses I'n order to establish trust_ fqr . an issper Of?@gaf&ﬂsﬁél‘f’%s based
on the tjes8e]of Hre ¢oniaelr205s for examplc Fuhes ChIeHide fick charn. 100841 In
an exenpl.ary enbodi t CFo wSed doatra@sxy?, laad ahe
statemnf‘ﬁﬁbﬁtﬂﬁg’s%ﬁﬁ%ﬁﬁ e(r;( feg%ﬁls%sznéﬁeidp an%ﬁa the el ements of Fhe cl ause
212, suchkdSondR:036:091eT%s POT/ wshas TaBE2lieensesh and therlike 1B atHEMBANci pal

218, the act 220, the resource 222, apd th Lt I fts. In an
exenpl ar prdesseiniehe PresRee a5y gs Of Hi° Oélgé)%rp%P%?%@%rsb%%gﬁﬁ %gtﬁllﬁb onal

element ISpieSeDl igRpPYaRy BANAE dhaact D0 ievelld, oad froodds foe coatitait | ed | f
a corresponding event definéd by the event 216 el enent oc%sg. forrS
h & event

exanpl e, ihfeghtygcareprovitenfoe signer anthntisrer can oy dy AEet
216 elenent is gnitted, from th : ' b HAGhHe 2 @ 1dedatul t

i nterpr et apd g‘ﬁr}ﬂﬁe %ﬂ‘é%“‘?ﬁ?‘“é@%ﬁ@; %1?322{%%?%‘:{5&'[ o] dccir%ﬁﬁrg_ hence t he
event congdiid QnoitRe ScHidiié bethe oBHB&]20RN Innddikenpthe corespoodingEignatiftte event

216, for exanple, can include an external .event Nt er tahe a
t enpor al @wmextve asreyidenge farjaedecisipraiiaba 357 o Coélﬁﬁgtgzldr%eﬁr}?}f Hgérﬁi lz)xternal

event, for exa | QU0 )ihaRi @Btakdsyinofh Sogleraet 202y &irean bound
by the cof¥ s‘ﬁg%lgrnagggtn?%a%{&ZOZ,a foﬂri exar%ll e, such as when a user

request f gplizalsio ptugiote o e centrast ZQ&bYtthﬁ:\uﬂeF-ke_. In an exenpl ary enbodi ment,
an internal _event or a St}atyem% & l%le%ﬁnthg%rgﬁﬁsggﬂjgegmp%cmgldygls'efnat

happens i H983k ofln£0sGEE
212, optionally signed, and with each clause conveying a staternent. In an exemplary
embodiment, the corresponding signature for each clause can be used to indicate that
that the issuer 214 coiresponding to the signature conveyed the corresponding clause
212 within the promise 208. Advantageously, such signatures can serve as evidence
for 2 decision that a user of the clauses 212 may need to make as to whether or not the
user can trust the signatures so as to believe the content and authenticity carried in the
clauses 212. For example, the issuer 214 element can be employed to conduct a
process of issuance path validation for a chain of clauses in order to establish trust for
an issuer of an end clause based on the trust of an issuer of a root clause in the clause
chain.

[0084] In an exemplary embodiment, the clause 212 can be used to describe a

statement about some kind of relationship among the elements of the clause 212, such
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_bound by the correspondi ng contract 202, for exanple, such as when the
nunber of printings allowed exceeding alimt, and the like. In an

exenpl arwe dient, a tenporal event can be triggered pogmsesRgNt in
time is reached, for exanple, such as when checking an invocation |ist at
1: 00am every day, and the |ike. 100861 In an exenpl ary enbodi nent, the
principal 218, for exanple, can be an optional elenent representing an

entity or a set of entities that can perfarman_ac S it i8fdiynt he act
220 el emsrihe evemt A6 cthemsingivgl %%dﬁ? ,0=a5hee¥?s?‘ﬁ86 %??’nag‘?;"é’ B8 I's omitted

fromth or.r espongi n cat 48E et 211 8] B pxempld om bannbe t hat
. “any entie2t23 %?m?rﬁ% g‘}‘]ta}qreggﬁhllra e%lgg,gd%nort’exarrpl e, as a set of %[f%fi% ignti ties,

i's bei ngytHASCAéhed repR8&Thg lan eaantecoaditioar J herayeil Hhérian hepsati 20 can

include an act or a set of act specified | h AGiw@ant r act

. -202. In meemﬁlma@?ﬂé%@wﬁiéﬁﬁ? ei’%g%égﬁeghetn?gé&g qc%;\&%n t%%i on of the
act 220 can be u i hite,phaber thelevaat2 1 6tddemenris esp g act 220
enpl oys £9pae 'e%%%ﬁ%%gl%?ga?%?@ggﬁﬁ 1’0088_1 Ir?van_ exenp| ary .enbodi manét, t he

r esour ceR22mdspondin@npbaactc202, e defaulicipterpistation] eeht PapPRSIAT Ky a

resource or_ a set of resources that t G nding act 220 applies to.
In an exwayired ip FBHERNRMCE R wéld?@ggg%%ﬁﬁ%z is omtted fromthe

correspo W@\OC ggt%.lag,{en%? delRdenbmuilie dvebiel It ddraiapiple an beclidmin no
resource /094077 PCT/ US03/ 13352 is speci&liﬁi]ﬂd afﬁ cgr&%%%%o t he
entire urkieaseveft, nesolerpStaei yipnapadl ¢yeal By ot &8i6n. 89] In
an exenpl ary .enbodi nent he N 224, AR} fh eftH dissidena

opt i onal e&@ﬁ’éﬁ*ﬁ“r%?’&ﬁ%ﬁi Fﬁeﬁigagg%érrg@[?’o% 1cr)ltjfgﬁjgzggndi ﬁ%]on esﬁdgj ect to which
the cor rs??tgﬁ’l”&guﬂg B the ZBresndhg @etdkor 289 for exeaple @8 BB ment |

the condition 224 can be satisfjed, if_the correspondi offlintdr) the
condi t i ore@®4t fope chhicakrefesenngs and ‘%Slhkg‘xghfﬂ @er%l%rﬁie%[bg)dgg%rﬁ’ext . In an

exenpl ary_enbodi rpg{(]:t eve)ﬁ\gg@ g{ﬁieg%gﬁqig}j Rnetifts thé Happdrsddsifie ofratshigem

correspon‘ﬂ‘leﬂtgorc%ﬁ ract default interpretation_ can be t atof no
condi t i ONpgund 8Ly @baBsondmeomntiatt 12, foragxample spely &5 WG REDPBPH

speci fied. 100901 The exenpl ary. EPA t.8, e 188 EhBbGEedt, 2
advant ageprifings aﬂ@&’ﬁgﬁéc%%gb?g 1gn§1(%o%n%l} eepnglc%me%%éel?ﬁ aﬁyd in the %t udi es of

progr anmi {}:9-340 QYAR&SN beltAEcREPWREE a polit in dmefipreachdéd, doragx@aple, sueh as
“whi | e- guarded” commands in guarded corrmangs %é(?h L)) database and
know edgewhas elibckingtaarisyocstion listat flf0a@y ey 4% eHCaction rul es [ 20]

21Tl 18 L SRS UL Sl s e,
[0091] FI Gptichdl leldisdnt at@esemiagphaentity loarses of ;pgtitiﬁvaﬂla£ A0 DETTRTRIEBVASY i n ¢ he
specified by the act 220 element. In an exemplary embodiment, when the principal
218 is omitted from the corresponding contract 202, a default interpretation can be
that any entity or the entire univeré.e, for example, as a set of the entities, is being
specified.
[0087} In an exemplary embodiment, the act 220 can include an act or a set of acts
specified in the corresponding contract 202. In an exemplary embodiment, the
semantics of an instantiation of the act 220 can be used to determine whether or not
the corresponding act 220 employs the resource 222 element.
[0088] In an exéfnplary embodiment, the resource 222, for example, can be an
optional element representing a resource or a set of resources that the corresponding

act 220 applies to. In an exemplary embodiment, when the resource 222 is omitted

from the corresponding contract 202, the default interpretation can be that no resource
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~exenplary contract data npdel 200 of FIG 2. In FIG 3, the exenplary
clauses 212, for exanple, can include one or nore grant 320, duty 304, ban
306, clawodd®10imntent 310, and the like, elenments. |n aRCENSAPIEFY

enbodi ment, advantageously, the grant 302 elenent, for exanple, can be
enpl oyed to convey a right, a permssion, and the |I|ike, the duty 304

el enent can be enployed to i npose an obligation, the ban 306 ,elenent can

be enpl o; i Ploahk RitifeOthivérieottesburc@0Being epaifiedclmn s
enpl oyed%fsge%g%(ﬁgdrg@a agesserti on, and the intent 310 el enent can be
enpl oyedoffzsioaxpress an intention. [00921 For exanple, the exenplary clause -

212 can be enplqyed to define onnqt at | " i ons,
i ntenti olfﬁ]ls%onr{Bta&t‘?W?mVaeﬁll? ety ol T“(S’?%Lsﬁl 50 e iIhia’(k\{ge&?_irtf’;lbtn%{ng t he
event (E))ptz%ﬁe rh i F@é%s%?ﬁn theodedpohding thsliticessubjer (ERWhasid thére

condi tion enent s 310, as follows: G ant - (wheneyer E.. urs), P
may per f esmespondiog aft F20Qandermsriormpdisin FyREHENEY o EB‘?PF’S';(‘? C@%}ﬁ&%conveys
a permission on P ta performA on-.R | ' ' MEs & pebFieS B met, DUty -
whenever 4 6%‘&6‘? %%“Sge‘ﬁ’dﬂhepcé’ﬁﬂ?%dﬁ‘ J&gﬁhﬁﬂs ﬁéCl(')(?}ghrnst. T%ues, efv\.he\never E
occurs, UL ARIRAGEN Atofiki. ORI drOskeaplARY tombpdivhertnwiterotheRondition2ddt i ons

where Ci's net. 20 WD 03/094077 PCT/ US03/ 13352 _Ban - wheneve urs, P
nmust not ipemittedrfom the eorreippPLENE LORERT .2%5?1' ’quefﬁ}dﬁelﬁgvr}éﬁﬁ &EO% & éxll,l Eg %:Eﬁ Ban
commends a prohi bition on : f QRicRs bBingishe@tiedns where Cis
met. Int é}?t‘%pgmﬁr?é%?w 33@ g?é?&lﬁ’m\gg%%%ﬁ%%erfofm Rgtfgon Rf Cis met.
Titus, whgpeer EheRenipiary [BRARC dxpresisefordheignusatilén adyantagegU¥er f or m A

on Rin situations where Cis net. dai.m: never : S
per f or m AcanpsrEuRlpY S nGRANR e SHHENCE, ‘11?3119 the %&es\?ﬁf?ﬁ%@ﬁﬁlﬁggﬁéﬁsg Caim
makes an oé’%sfgé%@%? 33310?& b Pﬁrgufafa"eﬂi’ Rgd AvitileFpiafdedl tapaihans inhgueedd i s

[

neet. [O ustrates an exenpl ary nodel of anheXt gnsi bl? Ri ght s
Mar kup - Lenguags (DOIMid dptanse 408 khewledgmbired qiEiemse WP 5 FPARE odel |

including a _princjpal. (P).4 el e ta: ©06+8!-9aR&Gh-aclof’ESOUr CE

(R 408 eF@ﬁlﬂFﬂf{'acélﬁg “a‘llegé%md[%]’dﬂ 4 301%113{%1&?%%%%@10T us, ?n XrM. grant can

be speci f |8 Wipkdhuchsn %ﬁé&ﬁ@[z&})ﬁn dlticgeht sysgus 25 diehend e likeenent , for

exanpl e, as given by: Gant - ma)f perform,)Azutﬁlog R ibfe Cllni SvOESk - dhus,

G ant -conydpd] a PGS dlhesiratns xemplary eS1RNER ZA2 oRaR Ot O5; ¢ PYehs \%ere Cis

met . 100941 Advan ARGOURLY ;mdiBP> GPAREIGTOd I B, Shencasemplary Yldon 2125t

Expr essi o ﬁla’uage can be errp%oyed for expressing ri htf,or ger m §si ons,

as W th t g ofaMple, gsmbicludesonseirimas grant sggeéwwpﬂgbwq%g& B RYS ™

prohi bitions, for exanple, as given by: "T | QUL O oRAY ViBE st refer

any nusi c 8otk eﬂ’é?‘*fﬁémﬁm. ﬁﬁﬁé?{&ﬁ ?rgg%&lhﬁhf’gggm Oi n_%’ t he PARC _

nodel , t h%()Ere‘?é{héﬂ,sfo?fexéﬁﬁle?gﬁ‘vse ehipl@t as Yosteat £right, agemmission, and the
like, the duty 304 element can be employed to impose an obligation, the ban 306
element can be employed to command a prohibition, the claim 308 element can be
employed to declare an assertion, and the intent 310 element can be employed to
express an intention.
[0092]  For example, the exemplary clause 212 can be employed to define
connotations, such as modal connotations, intentional connotations, factual
connotations, and the like, among the event (E), the principal (P), the act (A), the
resource (R) and the condition (C) elements 302-310, as follows:

Grant - (whenever E occurs), P may perform A upon R if Cis met. Thus, (u.rhenever E
occurs), Grant conveys a permission on P to perform A on R in situations where Cis mel.

Duty - whenever E occurs, P must perform A upon R if C is met. Thus, thenever E occurs,
Duty demands an obligation on P to perform A on R in situations where C is mel.
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_ be nodel ed by treating the provisos as conditions for th i i i

server to fulfill the obligation of referring the requegtelfgilggghgre as
gi ven by:wbasnedohe request being nusic, " and (b) "the refperasoisss: ’
destination being wtvw soneretailer.com ' [00961 However treatiné t he
proviso (b) as a condition that nust be net in order for’the server to

make the referral typically is not correct, as (b) is i

make . | , merely a constraint
¢ g t'hg agte S'? T %?—F«Bagr ol o%gu%r E’%ﬁl st Jr{):tgérfo%ﬁmpénq{ i€ FVGnef Cltdd, fﬁrkéi@tlﬁﬁ"E'Gcca'S,r eferral
b Eﬂ com nengs a} I%Q@Eh’?j:lqilo 1o pbrfoih A WPk eQuRttionsikiewys seich a referral
becones an o gation for the servef only when there is a request. For
exanpl e, the referral fAg 4Qrs BGank td ggBmed updayR tfiteis evenThuefwhgrrvdrdcom ng
request. 21 W03/ ARAQHFsRET ioRidh 4385 2B 6} R Adiemivagdeusliymetusi ng t he
exenpl ary EPARC nodel, the referral service can be specified re
precisely, forciexanphee Beccgis\Fohetpyrfort\dugem R Wevidd diit £ &itect s wneieEY r equest
(E), it is obleiagatoCiint haies diveseorsthoiifedt g8 v R i PanoppRiEe ‘?{"ﬁ'é‘e"r ef er (r:]al
to ww. soneretailer:com (A) of the request (R) if the request is a nusic

request (C). " 10098] Th i

exanpl e, ([&éﬂﬁlerrpﬂﬁ-_ 411‘133@%%?!8%"&?1%%8’}“{03‘? ;O%Erﬁ %Snlglcrége @%&g%?%ig% Sgl y

enabling rext enal @;{}\Wgﬁi%ﬁf% Sh S idefhécPUsifs QUPSR CTyipelschidigs | on. ’
any" el era € e ITT]. 1Tn an exenplary enbodi nent, the

Ext ensi blginglRrant4tandeniyiesn sttawd 406 eRalsing Lreserres ( 408 elemEBn and &) enent s

and types that typically are_not vided in Xr . :
advant agewnditipn (éf)él @ demsrt- s ?FP X 5%‘1613?637 Iyé%cﬁﬁéga\g%th p?lggsg izc% %

Language. T&m helst ikl :
. y heRXEAS bRl &ndilt SR Bl 18 ths BveadyEl enent / Type Contract
Prom se Si“gher ause Event Princi pal Eclt Resource Conditi gﬁ Ext ensi on

Mechani sm "any"
Grant - P may perform A upon R if C is mel. Thus, Grant conveys a permission on P to

perform A on R in situations where C is met.

[0094] Advantageously, the EPARC model of the exemplary Contract Expression
Language can be employed for expressing rights or permissions, as with the XaML

grant, as well as for specifying obligations and prohibitions, for example, as given by:

“The distribution server nust refer any music request 1o the www.someretailer.com.”

[0095] Using the PARC model, the provisos of the above obligatory statement can
be modeled by treating the provisos as conditions for the distribution server to fulfiil

the obligation of referring the request, for example, as given by:

(a) “the request being music,” and
(b} “the reference destination being www.someretailer.com,”

[0096] However, treating the proviso (b) as a condition that must be met in order
* for the server to make the referral typically is not correct, as (b) is merely a constraint
on the act of making a referral. For example, the act is making a referral to the
destination www.someretailer.com. Moreover, making such a referral becomes an
obligation for the server only when there is a request. For example, the referral has to

be “iriggered” by the event of an incoming request.
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_Elenment substituti on groups, Type substitution El enment substitution groups
Type substitution, "any" El ement substitution groups, Type substitution 1
El ement swb)stmommvon groups, Type substitution El enent subP€XIyusesisds2zrou s
Tye substitution Element substitution groups, Type substi tution El enent ’
substitution groups, Type substitution Elenent substitution 91-012s, Tye
E(L)Ithtlt;Jtlon [ 0099] Such extensions to core elenents of the exenpl a1ry
ntrac ess | etviceand
for thosg cep%&%tnltﬂggt@ ar e%éﬁe\gﬁ%?a&%lﬁgﬁ}agg%g%ﬂfg%éﬁ%ﬁﬁeto t he types
exenpl ar yaribmﬁaaﬁedlixqﬂ‘emmmy femgrangle, augiigeb¥cenari os. For exanple, there -
are conposite el errents shown in Table 3 that extend a correspondi ng

el ement. 22 WQ on tpe occ {rF gﬂ ﬁugg%(}ugﬁ P %bt;bﬁg wi: @QW@@MI:@MQS@U@’Q’PE| ement s

gl‘] gg??; ) E;ﬁ 2 ; 7 ra[ S e Q@' driRNe Sf h&relpleR BN Inysic

, ai M\] AnyOneEvent/[E1l, ..., En
AIIPrlnC|paIs/r(P1 ., Pn] AnyOnePrlnC|paI/[P1 Pn][ ]
OnBehal f Pri nci paI /( PI P2] All Acts/(Al, ..., An] AnyOneAct/[Al, ..., An]
Al | Resour g@ﬁ The exeﬂ?ﬁ]]arybmém@dﬁﬁqmssm[ﬂmnguage fm@xamnle:mamemiﬁx[ d,

., On] nd|t|onstI .., G s]
L Schema extensibility mechamsms, Rvan?ageously, enabling extensibility,

Element substitution groups, Type substitution, “any” element, and the like [1] [11].
In an exemplary embodiment, the Extensible Element and Types shown in Table 2
provide additional elements and types that typically are not provided in XrML., but

that, advantageously, are extensible in the exemplary Contract Expression Language.

Table 2: Extensible Elements and Types

Element/Type Extension Mechanism

Contract “any”

Promise Element substitution groups, Type substitution

Signer Element substitution groups, Type substitution, “any”
Clause FElemen substitution groups, Type substitution

Event Element substitution groups, Type substitution
Principal Element substitution groups, Type substitution

Act Element substitution groups, Type substitution
Resource Element substitution groups, Type substitution
Condition Element substitution groups, Type substitution

[6099] Such extensions to core elements of the exemplary Contract Expression
Language can include definitions of elemen;cs and types for those concepts that are
generally and broadly applicable to the exemplary Contract Expression Language
usage scenarios. For example, there are composite elements shown in Table 3 that

extend a corresponding element.
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[00100]

meta acts that act upon the corresponding clauses 212, for example, given by:

In an exemplary embodiment, there are a nurmber of acts than can act as

Issue: an Act, used to specify that a principal issues a clause (for example, within a contract).
With the Issue Act, one can create specified clauses (for example, for permissions, obligations,
prohibitions, intentions, and assertions) by making the Issue Act as an issuer of the clauses.

Obtain: an Act, used to specify that a principal obtains a clause {for example, within a
contract). With the Obtain Act, one can receive a specified clause.

Revoke: an Act, used to specify that one revokes a clause by revoking one of its signatures as
a signer or issuer. With the Revoke Acl, one can invalidate an existing clause made by the
signer or issuer.

Precede: an Act, used to specify that one clause precedes another in terms of preference.
With the Precede Act, one can make claims for preference among clauses in order 1o resolve
potential conflicts and multiplicities by the clause preference.

Possess: an Act, used to specify that a principal can possess some resource.

Trust: an Act, used to specify that one principal trusts one resource (for example, wiich can
also be a principal) in terms of clauses made on the resowrce (or, for example, by the
principal). With the Trust Act, one can make claims about what a principal trusts.

Bind: an dct, used to specify that one principal binds to one resource (for exainple, which can

also be a principal) in terms of clauses made on the resource (or, for example, by the
principal). With the Bind Act, one can make claims about what a principal binds to.
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also be a principal) in terns of clauses made on the resource (or, for
exanple, by the principal). Wth the Trust Act, one can nake cl ai ns about
what a pmwaospab7trusts. Bind: an Act, used to specify thaCTases/msinci pal
bi nds to one resource (for exanple, which can also be a principal) in
terns of clauses nmade on the resource (or, for exanple, by the principal).
Wth the Bind Act, one can snake clains about what a principal binds to. 23
VIO 03/ 094077 SETLUSH3/13357 DRYPUB ShrsidRndid deisgaecbonorspes (br atide a fir st
princi pal del GGatessSQNBes) RSN 6 8 sdcbidl prmaiparpl aer,on builalf ehhefan ptyeipdl auses) '
possibly to a second principal to act on behalf of the first principal.
[ 00101] In an exenplary enbodi nent, the exenplary Contract Expression
Languagle[(}qml]i Neh uaﬂ[ ef?nlgl?rynmnﬁ)odﬁnditt ithe exersplanctGontacht BPressi9fast
tenporal operators [33], for exanple,..qgiven by:. Val.igd/ ai i, .
..., O alanguegeigan Vafinde Q36 it G P%n‘%lggﬁ‘ sCIDF%tH}/Glt% r%ﬁtgg éég?\at%ygeﬁ%pogéondi tions
of the C aus i ﬂtﬁlg .assertions expressed in the daiml1l, ...,
Cl ai mN ?%efat§§<53rgr§1’\£?ll ‘%%n tdg[vg?%?he current context). Exercised/ (C ause,
St at eRef erence, Count]: The Exercised condition is satisfied f the Act
specified in Fha/Claass Eidial -be@fmper X H‘Ed_faﬁd‘@jpﬁt;‘{‘fsﬁﬁégf;f 51“ he punmber  of
per f or mance i §onditiopnd/ ded! B‘E’ﬁé“lff"ﬁ‘?e" ELTTE™ FRETEHAL a{}éRe erence. The
Count is opti &g BRIWBHA MesHT ¢ €4 Fef aul ts to one. Logically, the
Exerci sed condi tio Lr | forehdde 06 FEPLEH coiibh® safdlfiad ghiaf axence is
greater than %:EefCiﬁg{éﬁi%sem%ﬁ%:}:%@ﬁ%’ﬁg 888 lih &l opd & rundhiadf plRRHemene e,
Count]: The Nc}i 5 Gl B G OB, | PRonkS SkddRefileh@d The Coilneis ghgtnabpealciered in
the O ause has, Rl s9e@nms f ReRES, hakGaued cdniiiess andf fhvmbartyeed e
per f or mance .i ui@eoftRdk diad hen {feona @xGmpl e, optional ) StateReference.
Logically, the NotExercised condition is true_ if the punber tor d at the
St at eRef er enc eNotByercissid ClahmnSt@eReterpneg Cowg: Exer 6?511“6’2‘% gsi%irgﬁ? :ge,r y
¢ 2l
A

' ':o:ll-gsesa [
i ifigdai i, 57 erformed. in unf Lgies, and The M .
Contact_Exor s gl LI ST W, ol ensi o
) f e

‘ exainple, opfiona ;
resource publi zﬁ':‘gfsedaqog itjon gs f g‘g{:e ::(m%g‘ Sﬁm‘e aPfie SRSk dnle it Rss AR} &kl OF

; and the |1 ke. The present invention
i ncl udes the r8¢dghition that publishing and distribution contracts can be
sonme of the nost inportant docunents involved in the publication and

distri b“t@g’fﬂiér 0G8RS exdidflaryeXBARAG, Edpitsdibh shinpgagendardiistinddut icontegiont r act
can be us to define the Scope of the interests of an au.g hor cd A

publ i sher dismibutjow extensionptec they eore | STt T BTARRIE HAk &7 etf*Pe“ﬁ’grh es, as
well as the rights and_ obki.gat] op: hei 3R 1RHCCERS kel idveatiparti es,
in the puﬁqr}t%‘gt?rohesg?ﬁﬁecﬁt{]lsbklfgﬁ%%‘t@gﬁ%{\%ﬁ%ﬁ’e&g%ai_n. [00103 In an exenpl ary
enbodi Ment,chaRes Geepb@iitions tanptlshimmatel difwbudomeomitses capdssgusrPithe

exenpl ar ym%gtn 'i[nr‘q?o%an%géuenslesnitso innvlc_)ﬁrgglig qgé pLﬁEca%)ég rg% %istx%%ﬂioinnﬁjobgg. For

example, a publishing and distribution contract can be used to define the scope of the

interests of an author and a publisher and govern respective rights and obligations of
the parties, as well as the rights and obligations of heirs and successors of the parties,

in the publication and distribution value chain.

[00103] In an exemplary embodiment, an exemplary semantics model for coniracts
based on the exemplary Contract Expression Language, for example, can include a
mapping of a contract ;[O one or more logic propositions, for example, Datalog
programs [30], Prolog programs [31], which have well understood logic semantics,
and the like. In an exemplary embodiment, the semantic mapping can be structural,
can be defined based on the data model of a contract, and the like. Advantageously,

the exemplary semantics model can serve as a foundation for further processing

models.
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_mapping of a contract to one or nore |ogic propositions, for exanple,

Datal og prograns [30], Prolog prograns [31], which have well understood

| ogi c se '%32@,4 -and the like. In an exenplary embodi mentycfhgaasmntic
mappi ng can M7uct ur al, can be defined based on the data nodel of a
contract, and the like. Advantageously, the exenplary semantics nodel can
serve as a foundation for further processing nodels. 24 WO 03/094077

PCT/ US03/ 13352 [00104] I n an exenpl ar nbodi ment ., further. s 4gcs nodel s
can be erff0tiddd, In ppexenplap! enbofiagat. %ﬂ%&&?ﬂﬂ%&ﬁsﬁoﬁk,w@&gh&gs cf! dntic

logic f Orfg%gfagﬁg%e’ﬁ?fé@%n AR ]iogic]: Qch @le&hi% Jobifortht legk 302 elampat; i ssi on,

the duty or exanpl &, obl i gati on, ought-to-be or
ought - t -l exhipldhadr 30fgiel enertermissiong teenpiiy, 304 clorsht, of iSHPEN A2t he

like. In an exe ary enbodi nent, further ,se i de e
- enpl oyed,OHliﬂ_ﬁti@%ngﬁBE%f:toﬂﬁsé’a ‘E)‘-F%Lhé’%aﬂ’l ghef c}?j‘f‘g%%rgl?%%}_?taclﬁz «ﬁlgrrgnt , for
exampl e, actians, ARthd e linksexbitpfiy exBOEahY fmbke dunenios odcldian

semanti cs $ can be enpl oyed, "for exanple, based on 82%asti cfl ogic for
the i ssuepe 2khlded, fonexangacbaed (oreipnmricslogicoforéamst @20 s2emes *¥r ust and
bi ndi ng rel ati onshi ps cap be.. specified. | I Yord{ee odhaBids,
further s@mﬂlﬁacéctmﬂeﬁ’é&]é%l%g' eﬁbﬁ%fé&?pﬁfg%ng%(ﬁg%%@, ased on tenporal

| ogi ¢ f o PALEALABEGEAEANRA-RANDR, BERA @naloxhitc laghs fo20 igduen®itt a1d f or
exanpl e, ]ha a rermedy and a warranty can b

o) e specified. #801%%][1‘3In an
exenpl ar y tlendigakir a0t glembms,nfor gximplee fp Kisy Sast §id PREmg,Elafirgyps R act

Expression Language, for exanpl.e,.. ' s nicAklsay beipl@ed, el ement
Z within & E%rg’%t"?n Wﬁ@y@bﬂﬂé%ﬂ Hﬁthg} %ﬁlﬂn?%sélfacts t hat prlas m
el ements £2, Ae[mnple, edtdithemporaBidiic for perfohincehiad hapiperfhanarze RE Herpct

attributes , An. Let Z he any contract el enent, of a-Contract. Denote
by [[Z]] B ekewats, ferexemple, sqihias p rémedy andg wigran &?‘tbep?nglgs%?ti ons possi bly

LD N1 VrSaIdY ALl LLed O ARk B MU Gnpligal focteusemplag]) - Let

17 be the type propositions. For each proposition Q of

the form @an*ﬁ—acmxpressionm,g(mg@fora:kampleecmb@ﬁia@e@ﬂ (= Q) the conclusion
of Q and by Body(Q (= @1, Qv the hypothesis of Q [00106] In an

exenpl ary embodiient ., Lhe, SEOBNLLGS, BnkiCierM gL, 208y diegic: texXaaphe, can
r

be given by: Fd A CONT ah 1@ bP2@EE) OMIFHOkcrez hanmhgddAL Pl An. .., PM S|,
..., SK], where D 1's the Met adata, PI, ..., PM, O M, are the Prom ses
and S1, ..., S Kz By comFr ddnentSy g ensicanileminbE]Z ge s\l oFL, [ hisa

SKI. [00107] | neenty Buieppipestipnepbatly mith triversedy gedkified 19¢€0eY > Bws Fe™
contract 202 clauses [31]).

Let IT be the set of all Datalog type propositions. For each proposition Q of z]z._e form 00 «
0l, ..., Om (m=20), denote by Head(Q) (= Q0) the conclusion of O, and by Bodv(Q) (= Q1, ...,

Om) the hypothesis of O.

[00106] In an exemplary embodiment, the semantics of the contract 202, for

example, can be given by:

"gS8i 1, ..., SKJ, where D is the
For a Contract expression E of the form E/[D, PI, ..., PM, S-, . _ Disd
.h;etadata, P, ..., PM, 0<M, are the Promises and 81, ..., SK, 0<K, are the Signers within E:

Let Slist = [S1, ..., SK].

[00107] In an exemplary embodiment, the semantics [[E]] of the contract 202

expression (E), for example, can be given by:

[[E]] = {Metadata(E, D)} « [[P1]](Slist) U... UPM]](Stist)
{[SITI(E) v... V[[SK]J(E} v
{PromiseOf(P1, E)} U... U {PromiseOf{(PM, E)}
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_expression (E), for exanple, can be given by: f[E]] = {Metadata(E, D} v
fIPL]](Slis() u._. v fPM](Slist) v [[S1]](E) v... u f[SKI]J(E) u

{Prom se@vORbmed)) v... u{Pron seO(PM E)) 25 WO 03/ 0940 PCTREISAISAS/ 13352
1001081 I n an exenpl ary enbodi ment, the semantics of the contract 202
expression E, for exanple, can include propositions declaring the prom ses
(P1, ..., PM signed by the signers 210 fromthe Slist, and the senmantics
of the signers 210 (S 1, ..., SK) of the Slist for the contract 202
expression E. The semantics of the contract 202 expression E also can

i ncl ude Edbg@fdlrl}taﬂ%m%ﬁ efnbbdiencht, R §2%ankils 3£ the contrdP02 exprasgiorof  t he
prom se 208 of the contract 202 expression E. [001091 In a%@g{%{@ary

embodi melt fort dxanmpsysat induds prohesiperusndestarp@ghe peymisesipt-e, gi ven
by: Let be a Promi of .t he. form,P/ . , | L ere C,
..., CN, E?[ﬂ‘e sieRers ﬁl&%@h@SE@SLﬁB@ﬂ? 43.%.33?’,“"? pithgs g“%%e”toﬁéﬁ ssﬁ‘é??’hw thin
P. Let |lgistist Frlthe contrabboRnrslpRkéich He The strhatiosfofSihgnemsrashd02i gn t he
Contract directly including the Prom se P, [00110] é}g an. g/ﬁeng’l ary.
enbodi nerkpresdien Easormandsclpdethp fagt thaieach ehtheprqmiseds, - FiH) 188 e, can
be gi ven ; PIJ(SIdst) = | StoeSlist) u... v((CNJJI(Ilist, Slist)
v [[11. iﬁ%?ﬁo%.se.?]dgxl?f(‘ﬁi}‘irt“ﬁ%{(@%‘lcﬁ%#ssg’ 'Cl, P)) v... u {C auseCi(CN, P)).
[00111] Ijpofuv]exBRhaiengArgdimBodiment, vitn seridntits of thhepremiee?8,2, t he
semantics of the promse (P) 208, for exanple, can include propositions
decl ari ng t he eXeapitesan pogivenby: CN) issued by the issuers 214 fromllist,
signed by the signers 210 fromthe Slist, and the semantics of the issuers
214 (11, ..., 4> pftaredhe puemmer/LdR) ..208. 11 Thell, sérartli ¢sCHf ISMheeproni se
(P) 208 al so camuskshah ude, Lhestloeabe kdnat wtlae”h of the clauses (d, ..., CN)
is part of the clause 212 of the prom se 208 (P). [00112] |n an exenplary
enbodi ment , t heet Serrafil.i-c dLiod Sksebashefre o/ SErES WigFen ! %ﬁf“é?""i?@h‘"ffléﬁ’gi ven by:
Let S be a SigthefromFp8 semantics f[SJ] of Sis a mapping of a Contract
expression E signed by S to 17, such that f[S]J(E) is a set

f it : f i ch t he, h i gni : i
whetner - ol0TB0 ¢ 18 5 GRS Fotpish Bos pABI g R P o S TR, .
propositions g eﬁ%blfe}’ca'i{% gdigibpl signature of S upon E. 26

[[P](Stist) = [[C1]](ist, Slist) ©... W [[CNj](Hlist, Slist} v
[](F) w... V[[IL]J(F) <
{ClauseOf(C1, P)} ... U {ClauseOf(CN, F)}.

[00111] In an exemplary embodiment, given a list of the signers 210, the semantics -
of the promise (P) 208, for example, can include propositions declaring the clauses
(C1, ..., CN) issued by the issuers 214 from Tlist, signed by the signers 210 from the
Slist, and the semantics of the issuers 214 (11, ..., IL) for the promise ®) 208. The
semantics of the promise (P) 208 also can include the fact that each of the clauses
(C1, ..., CN) is part of the clause 212 of the promise 208 (P).
[00112] In an exemplary embodiment, the semantics of the signer 210, for
example, can be given by:
Let S be a Signer. The semantics [[S]] of S is a mapping of a Contract expression E signed by
S to I7, such that [[S]](E) is a set of propositions, some of which have the head Signing(E, 5,

attesting whether or not the Signer S is indeed a signer of E. The set may include propositions
to verify any digital signature of § upon E.
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- WD 03/094077 PCT/ US03/13352 [00113] In an exenplary enbodi nent, the
semantics of a clause, for exanple, can be given by: Let C be a O ause of
t he formd‘%)ggo Jﬁﬂ A, R J. Let Mst be the list of Issuerscyi®od/g3se the
Prom se t?y including C and Slist be the list of Signers who sign the
Contract directly including the Prom se that directly includes the cl ause
C. [00114] In an exenplary enbodi nent, the semantics [[C]] of the cl ause

O 212, for exanple, can be given by: f [CJ] list i 5, f E,
(P, ) A, R [06113] stlp Té axepplary @nbgfﬂlEjeilta J%IT ﬁﬁﬂi%%f‘ cia.“?e=[§%’}R‘:§[’E pi‘?’fcé’% 1ause(

[00, 1.5], In_an, exenpl ary enbodi nent, given the list of the issuers 214
(Mst) aPUVERBYiist of the signers 210 (Slist), the semantics of the
cl ause 212, for exanple, can include aq;?roro.si ti on. d??l aring trl
semanti cs of LA kelaGsee oide oy &% \Pads® G ricl HdiChde "G ¢ %",&pﬁi.zk) 216,
. the princi pal PedRyse 25y instdipg £ a('%thF he f’gé‘f e e 8er 4y % the -
condition (C) inelding te Proguse it ARy reUfrs € 95 (11 i st), and the list of the
signers 210 (Slist). The semantics of the clause 212 al so can include the
semantics of the elenments E, P, ..A R ] aauex@niary

embodi ned#011dhe E’e%ﬁ’t‘?rﬁgla‘@{‘ e‘flh%dlg’fegthf[ﬁé;gef%ntt{?g?%?;ll)f5%4, t he ban!306, t he
cl ai m 30§, and, h BE 210 el ements for the clauses 212 can include
propositiefglhs, |p?1és]?g%g ;%%ueG%Sse(E, P, A R C Mst, Slist), for exanple,
as given by: Gant(E P, A R C MS}F' S?Jr. t). Duty(E, P, A R C Mst,
Slist). Ban(E'[CJW,”"W\:SI“FQ,={C:‘Taﬂs?@f*ﬁ’gjéfsg” " C%IIT(E, P, A R C Mst,
Slist). Intent(E P, A R -GFHIE! “ERYI57" wo 03/ 094077

PCT/ US03/ 13352 [00117] In an exenplary enbodi nent, the semantics of the

i ssuer 214 for example, ¢ | 0¥ lofige RBudrs SU&Klist)tand

semant i Cs[ﬂpﬂ‘ﬁ] ﬁ%aﬁ %’fﬁ%‘ }aﬁg%gﬁgggﬁﬁg géén tIyeieigﬁi ssues to 17, r(s ch t hat
1111 (P) i 1ft 9EtheOdigidro o8 i(Slishshe sementak ofithe klakes/21% Her REAEP Pt ng( P,

), attesting whether or not the Issuer |.LS kn [ ; The
set may i ncludde pPRQRBEeR Aephdingg QWE\?E%?{{}I&C;H‘Egﬁ?%?és%'gtﬁdgﬁfngﬁd}]fg upon P.

[00118] 1 n.An SXGTRY 31¥, GRERAHRND) HBeaRvRO(AY B0, Zibrosbuue REPEEM s, T or
condition (C) 224, a list of the issuers 214 (llist), and the list of the signers 210 (Slist).

The semantics of the clause 212 also can include the semantics of the elements E, P,

A, Rand C.
[00116] Inan exemplary embodiment, the semantics of the grant 302, the duty 304,

the ban 306, the claim 308, and the intent 310 elements for the clauses 212 can

include propositions, instead of Clause(E, P, A, R, C, Tlist, Slist), for example, as
given by:

Grant(E, P, A, R, C, llist, Slist).

Duty(E, P, 4, R, C, llist, Slist).

Ban(E, P, 4, R, C, llist, Slist).

Claim(E, P, 4, R, C, Ilist, Slist),

Intent(E, P, A, R, C, Ilist, Slist).

27



_exampl e, can include a condition. In an exenplary enbodi nent, the semantics
[[E]] of the event 216 condition, for exanple, can be given by: IfEis an
i nst ancewEvea40trhen f[E]] = effE]], where e f fJJ is a nREPIUSES/BIB53 nst ance
Events to 1T, such that for each instance Event E, e f fEJ] 1is a set of
propositions, sone of which have the head Event (E), attesting whether or
not the Event E occurs. IfE = OnPerformance/ (O ause/[E, P, AL R (

Aairol, PoLy C@éﬂ%ﬁ%ﬂ&@%ﬂﬁduﬁ@dﬂws&ﬁyﬁtﬁs(o@thémm@hﬂ NfoFexalpld, R C

[1ist, R1, C1, Ilistl, Slistl . alrn(EN,
PN, AN dahlbe@N;enIHylstN SlistN).) u f[CIalnt]] u. .. vf(CIalrnN]] IfE =
Al l Events/[E1, ..., En] t hen [ [E]] = {Event (B FEvent (El),

Event ( En) bV e ar m;r ucs [EI? a m ?‘%%@9 ol [s ¢§J tD Hsu‘ck th';!n] t hen
[[E] { Eve s a se ns Wome ?f whi Ggﬁg‘% SUing wheter | [ ElT]
Voo u( [ En] ] oz rot Is?ue lee i iR e de ﬁgw hbilde] pr :EMﬁLan.G ‘073?" ify my FOT
exanpl e, thisgy 9:!“ h‘%{j&oﬁ.f}mys met In an exenpl ary enbodi nment,
t he princi pal or exanple, can be a S|ngle entity, a set of
entities, and the li ke. In an exenplary enbodi ment, the semantics [[P]] of
the pri nFUOR%} leﬁ,arf Qﬁexﬁ PP letbodanehe g wemt HE) 116 Blase alements; ate

Pri nci pa t hen F 28 WO 03/ 094077 P /USO /133@% Wﬁ p fO]
is a nappxai@lgfcapngﬁlaﬁ%é CPI?lii SRpaP §n Egemplan grRodiFet. e SERnfcy @:{]gn

Pri nci pal [ ome of which have the head
MatchP(X of e,evalgph%tdloﬁdﬁmﬁeﬁohgﬁa lrgpt%gtbtet |bn)€)ut X mat ches against the
Principal P. For exanple, ff Pis the Xr I\/L KeyHol der principal, its
semanti cs |nclfflﬁje@”thﬁ@6$)5‘t§'ﬁd§¢'tlon Mat chP( X, P) - X=P, for exanpl e, X
mat ches against Pif X a n AML expression is "syntactically" equal to P
(for exanple, subj[@t ffg Jzorre XML canoni calization). If P =

Al I Principal s/ ji mi ;gj]ng o}zmﬁ)jﬁﬁ Jlismliwcptgin%%eac}? )nst?z:M@B‘gepﬂ &[Eﬁl ) PR

¥ IGFG g
Mat chP(X, Pn). i a Yo s, somé) i have the head Eveni(E), attesting whether or not the
Event E occurs.

IfE = OnPerformance/[Clause/[E, P, 4, R, C], Claim, ..., ClaimN], then

[[E]] = {Eveni(E) « Claim(E, P, 4, R, C, Ilist, Slist),
Claim(El, P1, A1, R1, CI, Ilistl, Slistl), ...
Claim(EN, PN, AN, RN, CN, HlistN, SlistN). } v
[fClaiml]] v ... W f[ClaimN[].

IfE = AllEvents/[El, ..., Enj, then

[[E]] = {Event(E) < Event(El), ..., Event(En).} &
[fE1]] ... [[ER]f].

IfE = AnyOneEvent/[E], ..., En], then

[[E]] = {Event(E) « Event(E1).} U ... w {Event(E) « Eveni(En).} v
[[EL] v ... V[[En]].

If E is empty (or omitted), then [[E]] = { Event({]). }. For example, this condition is ahvays
mel.

[00119] In an exemplary embodiment, the principal (P) 218, for example, can be a
single entity, a set of entities, and the like. In an exemplary embodiment, the

semantics [[P]] of the principal 218, for example, can be given by:

If P is an instance Principal, then

[[P]] =p{[F]],
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. If P = AnvOnePrincipal /[PI, ..., Pn], then [P11 = {MatchP(X, P) <-
MatchP(X. Pl).) u ... L) {MatchP(X, P) f-MatchP(X, Pn).) u [[P 1j] u ...
uL[ Pnlj . wiofd3nws0@nBehal f Princi pal / Cpl, p2J, then [P]] = (VEIIEHE0EX3I3SP) E-
Mat chP(X, Pl1), daitn(E, Pl1, delegate, P2, C, Event(E), Cond(C).) u
[[PI]T] u[[P2]] If Pis enpty (or, for exanple, omtted), then CJP]1 = {
MatchP(X, Q. ) . For exanple, the- input X matches agai nst any Principal.
1001201 I'n an exe Lo P RS neG LT, AN thdidb) eadhGistaB2ecimiplipgl Pcan
include a si “ége%gt{%r gt%g s@ﬁeto?whzgm%vé e hdail Katch R, Rinotestegywhethey

enbodi ment,  t RE, SRR ESarchet Albns e Friepa el FA2Bampleoif P éxbaie Kediiiehe gi ven
by: 1fA is an L.pstANkQeatics hdigids [hehtdpostion JgdhP KWRe FeXaf {J%Pf' pemgle.dippi ng of
i nstance Acts ji@né &uRh B fatasf@rxndaohressvs tiafivaadionlly Acqugt {forieganple. st of
propositions, ssgeewebmetMicianddreizatidvd head Mat chA(X, A), attesting whet her
» or not the input.- X matches agai nst the Act A For exanple, for the. hM
Play act, its BerediPiigipalsiit) ud89: e proposition MatchA(X, A - X = A In

general, the semantics of Play also inclu : itions that match
nore restrictive veE[ETJ(TrfMﬁFMﬁ%aP *&M?‘%ﬂ%le%%%%é@s laySilent - play
with no audio output) agdPAst PFAF htA = Al Acts/[A, ..., An], then [A]]

= {MatchA(X, A). FMatchA(X AlL). .. ... NMatchA(X, An). Al
jC,{An]Jf: I1SA = 2&87@@@’@%‘1“{%@’% o PR "1’3?/at (r:]en(CCA] ]n ) _){\I\//at[chA](]x X) :

#-Mat chA(X, Al).) u Lj ceh Py RpMBLCOA(X, An).) u [[A]] v ...
U[[An]J 29 WD 03/ 0545877}2@%%%}%@5%&1@%&1 In an exenpl ary enbodi nent,
the resource (R 222, fof[[ﬁﬁ@nﬁlbeﬁ[p,g]ﬁn include a single resource, a set of
resources, and the like. Tn an exenplary enbodinment, the semantics [[R]]
of the resour cgr22dspharrinmipli;m? dan be given by: IfRis an instance
Resource, then 1[RlJ =r [IR], '
[[P]] = {MatchP(X, P) - MatchP(X, Pl),

Claim(E, P1, delegate, P2, C),

Event(E), Cond(C).} v

{{P1]] v [[P2]].

If P is empty (or, for example, omitted), then [[P]] = { MatchP(X, [1). }. For example, the
input X matches against any Principal.

[00120] In an exemplary embodiment, the act (A) 220, for example, can include a

single act, a set of acts, and the like. In an exemplary embodiment, the semantics

[[A]] of the act 220, for example, can be given by:

If A is an instance Act, then

[[A4]] = o{[A]],

where af[]] is a mapping of instance Acts to 1T, such that for each instqnce Act 4, af| [.A]] zsha
set of propositions, some of which have the head MatchA(X, 4), attesting whetherj 01.nc;t fj e
input X maiches against the Act 4. For example, for the XML Plaiy act, its semantics u?c i ;s
the proposition MaichA(X, 4) < X = A. In general, the semantics of Play also may g?lu e
propositions that match more restrictive version of Play (for example, such as PlaySilent -

play with no audio output) against Play.
IfA = dlidets/fAL ..., An], then

[[A]] = {MatchA(X, 4) < MatchA(X, AI), ..., Matchd(X, An).}
[[AL]] U .. U [{An]].

If4 = AnyOnedct/[AL, ..., An], then

[[A]] = {MaichA(X, 4) «Matchd(X, AD).} v ... v
{MatchA(X, 4) < MatchA(X, An).} v
[[AL]] v .. v [An]].
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~where r[f] is a mapping of instance Resources to 17, such that for each
instance Resource R, r[[R]] is a set ofpropositions, sone of which have
t he head whogtlR(0¥, R), attesting whether or not the inputpOf/ursaseiss

agai nst the Resource R IfR = Al ZResources/[R1, ..., Rn], then f[RJ] =
(Mat chR( XY, R) f-MatchR(, RI), ..., MatchR(X, Rn).) U I[R1]] U... UJ[[R
nj]. 1fR = AnyOneResource/ IR, ..., Rn], then f[R] _ {MatchR(X R
,-MatchR(X, RI).) U- - v (1lllatchR(X R -MatchR(X, Rn).) v [[RI]] V...

v [fRn]]. IfRis enpty (or omtted), then [[R]] {Mat chR(r, D) (-false. ).

For exampd@ayf hem! AP Wkedpld@ asnibRiHht 2aRd f&bu@ay@e@mrf@e exp@plE22kn I n an
exenpl ary enbodi nent, the condition (C) 224 ecifies a condition, wherein -

t he senamdlade Et[@gleofeSDhEec@nshtt'Df)meSEEZDBS,fQlii éharﬂ:p‘{ee lpal REEHIAEY, by: | f
Cis an inst ce ndi ti cl1 e.ct mappi ng .
of i nst afffe® ’t Brgng lcﬁhgﬁ%tlhﬁﬁ%stouf% %ﬁbl ns ah%agl%\éé |3gn C, !

f[C]] is a set of propositions, sone of which have the head Cond(C),
attesti ng whetires aoihstaneResvhee, Gondition Cis net. If C = Al

Conditions/[C], ..., Cn], then I[CJ = {Cond(C) - Cond(Q), ;.-.-, Cond(Cn) .)
v [[]d]] U... u[I[@ﬂrf[[Rﬂ C = AnyCheCondltlon/[CI , then [[ d] =
{Cond(C) -- Cond(Cl u Cond O

J
flon]Jd. If C wéfef@r*r{ﬁlys FPP@W’ t"aef rchlﬁ;}% ‘%‘% o
exanple, this %P’ A Tmhe?é‘?’}i 1'6‘51/ g Q'E@ﬁiédvif‘%%%&
[00123] The fof f"ﬁf\f\ier‘i'g” %‘(m“ ar i Contracts, obligations, prohibitions,

intentions, aﬁﬁe/&ﬁﬁgggcesﬁmp L ey Libke, heI ptoillustrate the
expressi veness of ‘the exenpl'ary Contract Expression Language.

Advant ageousl y, t heygyerplanyehodiaaraicky),f.onMaexrpapke o all ow for the
expressing of exclusivityrigllowfrey.the expressing preference to help

resolving potential conflicts and multiplicities, allow for the expressing
trust and bi niiRrgtpOkdResomse/Fand, Ripaheni ke. [00124] In an exenpl ary

enbodi nent, a Web service referral, for exarrpl e can be
[IR]] = {MatchR(X, R} < MaichR(X, R1).} U..

{MatchR(X, R) < MatchR(X, Rn).}
[[R1]] U ... U[[Rn]].

IfR is empty (or omitted), then [[R]] = { MatchR(X, []) < false. }. For example, the input X
does maich against any Resource.

[00122] In an exemplary embodiment, the condition (C) 224 specifies a condition,

wherein the semantics [[C]] of the condition 224, for example, can be given by:

If C is an instance Condition, then

{f¢jjy = el[cil,

where ¢[f]] is a mapping of instance Conditions to IT, such that for each instance Condition
C, ¢[[C]] is a set of propositions, some of which have the head Cond(C), attesting whether or
not the Condirion C is met.

If C = AllConditions/[C], ..., Cn], then

[{C]] = {Cord(C) « Cond(Cl), ..., Cond(Cn).} v
[[CL]] v ... V[fCn]].

If C = AnyOneCondition/{Cl, ..., Cn], then

[C]] = {Cond(C) « Cond(C1).} U ... v {Cond(C) :- Cond(Cn).}
[fchj v vffCnl].

If C is empty (or omitted), then [{C]] = { Cond([]). }. For example, this condition is always
met.
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~given by: "The distribution server nust refer any nusic request to the
www, soneretailer.coin. " [00125] The exenplary Wb service referral can be
expressedWBSd R4 d-he exenpl ary Contract Expression Languagerddasissanpl e,
by enpl oying an extension, "refx," for the referral extension, that
defines the event 216 el enent, "receiveCR " the act 220 el enent,
"redirect," with the constrai nt el enment, "redirectTo," the resource 222
el enent, "request," and the condition 224 el enent, "requestConstraint," for
exanple, as given by: <contract> <prom se> <duty> <refx:recei veCRl> +
<r: keyHol der - ce Partl d=_" nteggbnsect >
<ref x: réQﬂlrzél:tT'gE E‘iﬁF ‘%‘8?\??‘813‘?{9 A eiﬁtgéél'g %%ﬁgétyog% 1>0hl<bs<§1!(ia§[§/s|xéeKey> iuw d>

12345678, leddind 244 the Biké; h%?ﬁ%ﬁﬁﬁﬁ&@@ﬂﬁ/mpredﬁvemésﬁme @mplamﬁenw i> <r:

servi ceParaneter s> <r: datunmr <website url ="ww..s tol el a@ﬁfg c/r:
- dat unp <ExpdatiomLangeise. Adqem@geopﬁldeﬂ?emnlwe@m T A

</r:servicgePa ar eters> ebdif fé:@tkef@clﬁéf >
</ refx: W kg the E?@F%Sl?%aig)éég%\y&énseégfo‘%r{ @%X%R n@é Erle WO 03/ 0941@77
<refXx: regushEiddtal Rbaflicts andrinoliipladiseso raﬂbWYﬁE:the mme@smg trust an

binding policies, and the like.
{00124] In an exemplary embodiment, 2 Web service referral, for example, can be

given by:

T n
istributi efer 1oy " . COL.
“The distribution server must refer any music request 1o the www.somer elailer.co

[00125] The exemplary Web service referral can be expressed using the exemplary
Contract Bxpression Language, for example, by employing an extension, “refx,” for
the referral extension, that defines the event 216 element, “receiveCR,” the act 220
clement, “redirect,” with the constraint element, “redirectTo,” the resource 222
element,“‘request,” and the condition 224 element, “requestConstraint,” for example,

as given by:

<contract>
<promise>
<duty>
<refx:receiveCR/>
+ <r:keyHolder licensePartld="Distr ibutionServer”>
<refx:redirect>
<refx-redirectTo>
<y:serviceReference>
<pruddi>
<serviceKey>
<unid>12345678-1234-1234-1234-12345678%abc</uuid>
</serviceKey>
<frruddi>
<r:serviceParameters>
<p:datum>
<website url=“www.someretailer.com”/>
</fr:datunt>
<p:datum>
<refic:request licensePartldRef="CR"/>
</r:datunr>
</r:serviceParameiers>
</r:serviceReference>
</refxredirectTo>
<frefi:redirect>
<refic:request licensePartld="CR"/>
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</r: xm Expression> </refx: requestConstr-aint> </duty> <promise> signer
i censePart|l d= "publisher"> +<dsig: Signature> <detail s>
<ti meOf 7esusa001- 11-11 T11:11: 11 </tirneQ | ssue> </det apCsAsedsagner >
<signer licensePartld = "distributor "> + <dsig: Signature> <detail s>
<tirneO | ssue> 2001-11-11 T11:11:11 </tirneC |l ssue> </detail s> </signer>
<l contr act> PCTIUS03/13352 [00126] In an exenplary enbodi nent, a
goods-for-sale, for. examleuwnsan be given by: "Alice nust sell her house
to Bob if he payschglirsri®nOR8re="80127] The exenpl ary doods-for-sale can
be expressed usi ngr-bhgoexas ary Contract Expression Language, for
exanpl e, by enplowgqancextensi on "rex," for the real estate extension,
t hat defines thedswent 216 el enent, "receivePaynent," the act 220 el enent,
"sell" with thereomstraint "sell To" and the resource 222 el enent,
"property," fo¥gnedappeRuddSrgiifen>py: <contract> <prom se> <duty> <rex:
r ecei vePayment >+<d€§é igFgigrént Fl at > <sx:rate currencyCode= "USD ">500000</ sx:
rate> </sx: pa%‘f at > <sx: > <}[ ice' s bank account -> <sx:aba>
<sx:institut e>1g§§§j@;§%@ﬁ7@gi }(Ii“lrfg?]i?{lu Ié:g’"ébﬁ SSie> o

</signer>

<signer licensePartld="distributor >

+ <dsig: Signature>

<details>
<timeQfissue>2001-11-11T11:11:11</timeOfIssue>
</details>
</signer>
</eontracit>

[00126] In an exemplary embodiment, a goods-for-sale, for example, can be given

by:

“Alice must sell her house to Bob if he pays her §500,000."

[00127] The exemplary goods-for-sale can be expressed using the exemplary
Contract Expression Language, for example, by employing an extension “rex,” for the
real estate extension, that defines the event 216 element, “receivePayment,” the act

220 element, “sell” with the constraint “seliTo” and the resource 222 element,

“property,” for example, as given by:

<confract>
<promise>
<duty>
<rex:receivePayment>
<sx:paymentFlar>
<sx.:rate currencyCode="USD "> 500000 </sx:rate>
</sx:paymentFlat>
<sx:10>
<{— Alice’s bank account -->
<sgx:aba>
<sx:institute>123456789</sx:institute>
<sx:account>0987654321</sx:account>
</sx:aba>
</sxcto>
</rex:receivePayment>
+ <r:keyHolder licensePartld="Alice”>
<rex:sell>
<rex:sellTo>
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<sx: account> 09876543 21 </sx: account> </sx: aba> < : :

recei vePaynent > + <r: keyHol der |icensePartld= "Alice " />SX-<rfe>c<):> :{alrl ix-<reX'

i/el I T9> 3XOWENARTD94077 + <r:keyHol der |icensePart| d="BohPET/U§P/ER52 sel | To>

re?<. sell > <rex: property licensePartld= "AliceHouse "> <rex:|ocation>

<rex:address>SOVE ADDRESS</rex: address> </rex: location </rex:property>

:ljd'ltjtyr <prom se> <signer licensePartld="Alice "> + <dsig:Si ghat ure> Y

b gi alne?z :t! nzeOf) sSuRRARRAekipdid Bost:: 11 </ tinmedf | ssue> <l detail s>

e ng e Si gnercyl-eipgePart| d- "Bob "> + <dsig:Signature> <details>

.</ colnte ssue>200 kil T 1:11: 1‘1 .</ tinzeO |l ssue> </detail s> </signer>

</ cont L?;t ;nggewa&lm,w;ﬁagﬁeﬁs@m?ﬁ‘A{IWH?ﬁe’é’xerrpl ary enbodi nent, a portion of
_ -eX-lpewti contrac or exanple, ca [ "

first day of a rmntﬁ'mWi:w@S@HEAPQW'Qﬁﬁ'V"EdFF?é’gEf t he Qoﬁtergl:;/enAlb?/ée Erhust e
pay Bob $600 for Femv¥acAig the apartment. If Alice fails to make t he

aynent, B fe-P [
pay ob hasJ{ﬁfﬁ) FPEAT to evict her

<pronmtise>
<signer licensePartld="Alice ">
+ <dsig:Signature>
<details>
<timeOflssue>2001-11-11T11:11:11</timeQflssue>
</details>
</signer>
<signer licensePartld="“Bob™>
+ <dsig:Signature>
<details>
<timeOflssue>2001-11-11T11:11:11 </timeQfissue>

</details>
</signer>
</contract>

[00128] In an exemplary embodiment, a portion of a monthly apartment rental

contract, for example, can be given by:

“On the first day of a month during the validity time of the contract, Alice must pay Bob %600
for renting the apartment. If Alice fails to make the payment, Bob has the right to evict her

from the apartment.”

[00129] In an exemplary embodiment, a contract can be established based on the
above expression and, for example, can include:

duty: Alice must pay Bob 3600 on the first day of every month, since Jamary 1, 2001

duty: Bob must allow Alice 1o live in the apartment every month she pays the rent.

grant: Alice may live in the apartment every month she pays the rent.
grani: Bob may evict Alice if she does not pay the rent (for example, breaches the payment

obligation).

[00130] The exemplary portion of a monthly apartment rental contract can be

expressed using the exemplary Contract Expression Language, for example, as given

by:

<contract>
<promise>
<duty>
<sx:validityTimePeriodic>
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. fromthe apartnent. " [00129] In an exenplary enbodi ment, a contract can be
est abl i shed based on the above expression and, for exanple, can include:

duty: Al imegoinsgbé77pay Bob $600 on the first day of every npgatfisoBisnee
January 1, 2001. duty: Bob nust allow Alice to live in the apartnent every
nmonth she pays the rent. grant: Alice may live in the apartnent every
nont h she pays the rent. grant: Bob nay evict Alice if she does not pay the

rent (for exanple, b eac 0: 0L,.-0bl i gation). [00130] The exenplary
portion of a nDnt ?S&” (% JB}wlaﬁﬁﬂ? d6ntract can be expressed using the

exenpl ary Cbntracgﬂ g&gggyga& isage, for exanple, as given by:
<contract> <proml.sensmttieriodcsx: validilyTi mePeriodic> 33 WD 03/ 094077
<sx: start>2001- QL QdrdQ6) icQPaRR</Exe'St art> <sx: period>Pl M/sx: period>
<sx: duration>Pl Bekgx> duration> </sx: validityTi mePeriodic> + <r:

keyHol der | i censeRarwlidizTimferiodic™ > <rex: pay> <sx: validityTi nePeri odic>
<sx: durati on>Pl D<kexdurafiart!Dofysdurajosk: val i di tyTi nePeri odi c> </ 1-ex.- pay>
<rex fee> <sx: payferidinsPaidic>r ate currencyCode= "USD "> 1000 </ sx:
rate> </sx: pay néﬁ@ﬁﬁ&f> <sx: to> <!--Bob's bank account --> <sx:aba> <sx:
institute> 123456?% FeF sx: i pstitute> <sx: account> 0987654321 </sx:

aymentFlat>
account> </ sx: ab%}; ‘rate currencyCode="USD "> 1000</sx:vate>

</sx;:pavmentFlat>
<§X:to>
<!Bob’s bank account -->
<sx:aba>
<gx:institute>123456789</sx:institute>
<sx-account>0987654321</sx:account>
</sx:aba>
</sx:t0>
</rex:fee>
</duty>
<duty>
+ <p:keyHolder licensePartld="Bob ">
<rex:renl/>
<rex:property licensePartld=“Apartment ">
<rex:location>
<rex-address>SOME ADDRESS</rex:address>
</rex:location>
</frex:property>
<r:aliConditions>
<fulfillingObligation licensePartld="AlicePays ">
<r:keyHolder licensePartIdRef="Alice"/>
<rex:pay/>
<rex:fee>
<sx:paymentFlat>
<sx-rate currencyCode="USD "> 1000</sx:rate>
</sx:paymentFlat>
<gx:to>
<!.- Bob’s bank account —>
<sx:aba>
<sx:institute>123456789%</sx:instituie>
<sx:account>0987654321 </sx:account>
</fsx:aba>
</sx:to>
</rexifee>
<sx:validityTimePeriodic>
<sx:start>2001-01-01T00:00:00</sx:start>
<sx:period>PI1M</sx:period>
<gx:duration>P1D</sx:duration>
</sx:validityTimePeriodic>
</fulfillingObligation>
<rex:rentlo>
<p:keyHolder licensePartIdRef="Alice"/>
<frex:rentTo>
</r:allConditions>
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-

."/5 </rex: ren

</sx: to> </rex: fee> <lduty> <dut | : i
< ) : : _ y> + <r: keyHol der |icensePartl|d= "Bob
> <rex: rent/ <rex:property licensePartld= "Apartnment "> <rex: |ocat

i on> <rex; >SOVE ADDRESS</rex: address> </rexa i '

pr o_perty);wogs’g&g?f@nd itions> <fidfillingQbligation | ?ggiﬁgg@?f{sﬁ?
Alice-Pays "> <r: keyHol der licensePartldRef= "Alice 7> <r ex: pay/>

<rex:fee> <sx:paynentFlat> <sx:rate cur rencvCode= "USD "> 1006<ISX' rate>

</sx: paymen.tFlat> <sx:to> <!- Bob's bank account --> <sx:aba> '

<sx:institut e>1§@w5%789</ sx: institute> <sx:account>0987654321 </ sx:

.25;0,‘[12;3014 SX: %?' ;Hrf/ S¥ ok B2l Sk f0€> <sx: val i di tyTi mePeri odi c> <sx:

r -01-01 T :quﬂd HGE<FEX: I sfart > <sx: peri od>Pl M/ sx: period>

. . <7 .
Ssx: durationz O SHopePI Bl iR RS Spari@d i<l t yTi mePer i odi c>
I ng L%ﬁﬁﬁl@ bl b lickrSdFa RRef<r AllsePatdo-der | i censePart| dRef= "Alice
B/ 7. al | Conditions>
<grani>
<r:keyHolder/>
<regx:evacuale/>
<r:keyHolder/>
<r-allConditions>
<breachingObligation>
<r:keyHolder licensePartldRef="Alice”/>
<rex:payl>
<rex:fee>
<sx:paymentFlat>
<sx-rate currencyCode="USD "> 1000</sx:rate>
</sx:paymentFlat> '
<gx:fo>
<I-- Bob’s bank account -->
<sx:aba>
<sx:institute>123456789</sx:institute>
<sx:account>0987654321</sx:account>
</sx:aba>
</sx:t0>
<frex_fee>
<sx-validityTimePeriodic>
<sx:start>2001-01-01T00:00:00</sx:start>
<sx:period>PI1M</sx;period>
<sx-duration>P1D</sx:duration>
</sx:validityTimePeriodic>
</breachingObligation>
<rex-evacuateFrom>
<pex:properiy licensePartldRef="Apartment”/>
</rex:evacuateFrom>
</r:allConditions>
</grant>
</promise>
<signer licensePartld="Alice ">
+ <dsig:Signature>
<details>
<timeOfIssue>2000-11-11T11:11:11 </timeQflssue>
</details>
</signer>
<signer licensePartld="Bob ">
+ <dsig:Signature>
<details>
~&timeQflssue>2000-11-11T11:11:11 </timeQfissue>
</details>
</signer>
</contract>

[00131] 1In an exemplary embodiment, an obligation that an online retailer must

pay transmission charge, for example, can be given by:
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PCT/ US03/ 13352 34 WO 03/ 094077 /duty> <grant> <r: keyHol der
licensePartldRef “Alice "I> <rex: liveln/> <r-ex:property

| i censePayo bsiad=" Apartment <ful fillingGbligation |icensePartusdizesss:
AlicePays "/> </grant> <grant> <r: keyHolder/> <rex: evacuate/>

<r:lceyHolder /> <r: allConditions> <breachingObligat ion> <r: keyHol der

| icensePartldRef= "Alice "h. <rex: payl> <rex. fee> <sx: paynentFl at>

<sx:rate currencyCode="USD "> 1000</sx: rate> <&x.- paynentFl at> <sx:

<r-_ Bob's ba%hﬁﬁ%&éﬂ&y&@% resits 1B ABRT /68 X1 saleh ikl rhdd R le2B AR Brb88t sksSX .

instit ute> &YX an@O0AHAH0180E2% irkUSX: account > </sx: aba> </sx:

</rex: fee> <sx: validityTimePeriodic> <sx:start>2001-01-01 TO0O: 00:
00</sx:start> <sx: period>P1 M/sx: peri od> <sx: duration>P1D</sx:

dur at i onppo13EX: Astkdidplyy Ti inePhgitedlitat, inc/the eaedti pgeny isghet frapsacticny ex:

evacuat eFrone <i-ex.-prqoperty |i - ' ="
conducted by Yaho%!, \paenooy pa3lzsct8 I}\SIG&JF%FM oft c]; recel s? Wtk e 121%duct is
an e-book and billing address of customer is in the U.S. The exemplary obligation

duty can be expressed using the exemplary Contract Expression Language, for

example, as given by:

<duty>
<umg:saleTransactionEventdtYahoo licensePartld="sale"/>
<cpx:company>Yahoo!</cpx:company>
<gpx:pay/>
<¢x:destination™>
<l-- AT&T as a key holder -->
<r:keyHolder> ... </r:keyHolder/>
</ex:destination>
</epx:pay>
<esx:iransactionMarkupPayment>
<cx:rate>0.05</cx:rate>
<umg:saleTransactionEventAtYahoo licensePartldRef="sale Ve
</esx:transactionMarlkupPayment>
<y:allConditions>
<umg:transactionProductT} ype>e-book</umg:transactionProductType>
<umg:transactionBillingdddress>
<gx:country>US</sx:country>
</umg:transactionBillingAddress>
</r:allConditions>
</duty>

[00133] In an exemplary embodiment, a certification duty, for example, can be

given by:

“Each revision of media player must be submitted, via HREV, to Haxor, Ine.”

L]

[00134] Accordingly, it is obligatory that, in the event of releasing a revision of
media player, Microsoft submits the media player to Haxor, Inc, using the HREV
protocol. Altematively, Haxor, Inc., can be treated as a certification service and
communication with the service is via the HREV protocol. The exemplary
certification duty can be expressed using the exemplary Contract Expression

Language, for example, as given by:
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</rex: evacuateFron> </r: allConditions> </grant> </promise> <signer
licensePartld= "Alice "> + <dsig: Signature> <detail s>

<tirneO lweusp2@0D--11-11 TI1:11:11 </tirrreO flssue> </ #ETAINYHIH si gner >
<signer licensePartld= "Bob -> + <dsig:Signature> <details>

<ti nmef | ssue> 2000-11-11 Ti 1:11:11 </tinmeC | ssue> </detail s> <Isigner>
</contract> PCT/ US03/ 13352 [00131] In an exenplary enbodinent, an
obligation that an online retailer Mist pay transm ssion charge, for
exanpl e, can ngg;ven by: 35 WD 03/094077 PCT/ US03/ 13352 "Yahoo! nust pay
Q, 05 of recei R dne AL oF mdbdvissabeis rkekiia playee efeated &y Micidsd¥-+a, 1) product
is e- book, and<guibiNhagmedaiess>of customer is in U S " 1001321
Accordingly, it <wsiEabtsigategeiZi@X DL et el SESGHYTRMreest i H¥<5ct i on

_ conduct ed by Yaha@iT/mp¥eivdere?/mpepd Dessr PRI gnIgs/ GPAOEPRE (‘j" &pegfifen t he

' produFt is ban éﬁ?ggffgzgmﬁgﬁﬁfﬁﬁﬁﬁﬂﬁg@@?GﬁfU@H@? 'Fwﬁgﬁr "EHRIPS, The
exenpl ary obl i gagi-deme=dMigprserh) ' ant
cxempl ary oblig e ) %@ﬁ,g%agggﬁﬁ SR e
iy, <ol oTr ansacEVUE] LREAR PANBGioF L ap e e

FESSIoON=

conpany>Yahoo! <<’I;O’i5§;,' offpany> <cpx: payh <cx: destination> <!-- AT&T as a
key hol der --> _ <t K50 8RIRzIeasingBMikross e Hol der / >

<prresource varRef="mediaPlayer”/>
</umg reventOfProductReleasingByMicrosoft>
<! Microsoft as a key holder -->
<prkeyHolder> ... </r:keyHolder/>
<cx:copy/>
<cx:destination=>
<!-- Haxor as a key holder -->
<p:keyHolder> ... </r:keyHolder/>
</cx:destination>
<cpx:protocol>
HREV
</cpx.:protocol>
</ex:copy>
<r:resource varRef=“mediaPlayer”/>
</dyfy> ’

{00135] In an exemplary embodiment, a referral duty, for example, can be given

by:

“Any referral requested by a consumer currently in Japan must be redirected to NIT's
reference service for resolution.”

[00136] Accordingly, “in Japan™ can be defined by the location of the requestor at
the time of the request, and any referral request from a consumer currently in Japan
must be redirected to NTT’s reference service.” The exemplary referral duty can be

expressed using the exemplary Contract Expression Language, for example, as given

by:

<duty>

<refi:receiveCR/>

+ <r:keyHolder licensePartld="DistributionServer”>
<refcoredirect>

<pgfx:redirectTo>
<r:serviceReference licensePartld="NTIReferenceService v
<rruddi>
<serviceKey=>
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. <1-x: destination> </cpx: pay> <csx: transactionMark-urpPayrnent> <cx.:
rat e>0. 05</cx: rate> <ung: sal eTransacti onEvent At Yahoo |icensePart| dRef =
"sale "/wo @l@sogy transactionMarl, zspPaynent> <r. all CondpkirR§31535410:
transacti onPr oduct Type>e-book<lurarg: trarisactiorxprodtietType> <uny:
transacti oa2Billi ngAddress> <sx: Cowl try> US</Sx: Cotrntry> </uny:
transactionBillingAddress> </r: all Conditions> <lduty> [001331 In an
exenpl ary enbodi men 3 | e, can be given by:
"Each revision of gé%ﬁiﬁg&% bg%%%ﬁ%;ﬂ? 3¥567%£{2é%£3§’\@/‘}g2 HRET ; to Haxor, Inc.
" Y 100134] Accorgi.pgty. is obligatory that, in the event of releasing a.
revi sion of rredi@._.sg,l,@ypcﬁ-m,wM,-@r osoft submts the nmedi a pl ayer to Haxor,

I nc., using the HREManpr=ot ocol. Alternatively, Haxor, Inc., can be treated
as a certification servi Ce&reandguet OrerzeRerddRe/<0WRW>t h t he service is via the

HREV protocol. The<exWswptary certification duty can be expressed using the " °*

exenpl ary Cont r act/~Exyieafggingeis> Language, for exanple, as given by: 36 WO
03/ 094077 PCT/ USUBF%@@Zﬁf'Q’ﬂm’y> <I--Define a variable for any revision of
the media pl ayef/’ epeled %f§ 6>by M crosoft--> <forAl va7Na7?ze="nedi aPl ayer">

Gxnzl Expr essi or e, 2| : 1 TEM npeg2l : DESCRI PTOR/ npeg2l : STATE
Je ue PTSI a 1§§ .

MVENT/ npeg7: I\/pg r| p i on Uni t/ npeg7: Creation/ npeg7:
Cr eat or [ npeg7:

"urn: npeg: npeg7: csaﬁoid?gG?Rol eCS: PUBLI SHER J/ nrpeg7: Organi zat i on/ nzp
eg7: Name M crosoft ‘<c&&untry>JP</ex:country>
[ 1 rnpeg?2l : DI DL/ npeg&/exliddddmrpeg2l : DESCRI PTOR/ npeg2l : STATEMENThr zpeg7: Mp
eg7/ npeg7: Descri puonbnidtmpeg7: Creation/nzpeg7:Title ="Media Pl ayer”
</ xm Expr essi g/g’wﬁzreﬂwicpmwnp

uty>

[00137] In an exemplary embodiment, a rendering device can be prohibited or

banned, for example, as given by:

“The Z435 is prohibited from playing any UMG content.”

[00138] The above exemplary prohibition or ban, for example, can be given by:

It is forbidden that anyone plays any UMG content, when the renderer is the device Z45.

[00139] The above exemplary prohibition or ban can be expressed using the

exemplary Contract Expression Language, for example, as given by:

<ban>
</--Define a variable for any content published by UMG—>
<forAll varName="UMGContent ">
<xmlExpression>//mpeg21:DIDL/mpeg21:ITEM/mpeg2]:DESCRIPTOR/mpeg21:STATE
MENT/mpeg 7-Mpeg 7/mpeg7:DescriptionUnit/mpeg 7: Creation/mpeg7. Creator[mpeg7.Ro
le/@href="urn:mpeg:mpeg?:cs:MPEG7RoleCS:PUBLISHER " [/mpeg7: Organization/mp
eg7:Name="UMG"</xmlExpression>
</forAll>
<cx:play/>
<r:resource varRef= UMGContent >
<cx:renderer>
<cpx:device type="Z45"/>
</ex:renderer>
</ban>

[00140] The exemplary prohibition or ban, for example, also can be given by:
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<ung:. event O Product Rel easi nzgByM crosoft/> <r: resource vac Ref
nmedi aPl ayer "h </unzg: event O ProdcrctRel easi..ngByMcr-osoft> <!--

M crosof twagsmedeey hol der --> <r:keyHolder> ... </r: keyHo'ICdEUSOylaG@(
copy/ > <cx: destination> <1-- Haxor as a key holder --> <r: keyHol de-r>
</r: keyHolder /> </cx: destination <cpx:protocol> HREV </cpx:prot ocbi >
</ex: copy> <r: resource varRef= "medi aPlayer "/> <lIduty> [00135] In an
exenpl ary enbodi nent, a referral duty, for exanple, can be given by: "Any
r ef err al requgst eﬁ,q,i(gy,z A GRIIRLUTB G oL libee IZ01 13 lapinyUAAE copentr edi rected to
NTT's reference service for resolution. " [00136] Accordingly, "in Japan”
can be defined by the |ocation of the requestor at the tine 01,‘ t he
request, (@pdi3ny The! Sloval exem@lees tprbhibition oo hannen beraxeressed pHNg4Ban  nust
be redirected to NTT's reference servigce." r%]e exempl.ary referral duty can
" be expr mm@}mmgtl'@ﬁéxéieéﬁﬁn&wg‘@ﬂﬁtﬁ’é&’fa &r”é%%?yl:_anguage f or
exanpl e, as given by: <duty> <r efx: receiveCR > + <r: keyHoi der
licensePar tldg,,DistributionServer"> <refx: redirect> <refx: redirectTo>
<r.-service- Ref oL @B6R alvieBR3e Ray dotwdw piithiitRef @véreeSer vi ce "> <r: uddi >
<servi ceKey> 37 JORuD0DASTUMEGankad>>
12345678- 1234- 12&Mﬂ@&@m}:gW@@@M@ﬁa}@ﬁwxmgqggi@ﬁ%%@gngﬂ :STATE

MENT/mpeg7:Mpeg7/mpeg 7:DescriptionUnit/mpeg7:Creat ion/mpeg7:Creator[mpeg7:Ro

le/@href="urn:mpeg:mpeg7:cs:MPEG7RoleCS: PUBLISHER "1/mpeg7: Organization/mp

eg7:Name="UMG”</xmlExpression>

<fforAll>

<cx:play>

<cx:renderer>

<epx.device type="Z45"/>

</ex:venderer>

</ex:play>

<prresource varRef="UMGContent />

</ban>

[00142] In an exemplary embodiment, sales of a class of content in a country can

be prohibited or banned, for example, as given by:

“Sales of R-rated movies where buyer is curvently located in Finland are prohibited.”

[00143] The above exemplary prohibition or ban, for example, can be given by:

It is forbidden that anyone in Finland obtains any R-rated movie.

[00144] The above exemplary prohibition or ban can be expressed using the

exemplary Contract Expression Language, for example, as given by:

<ban>
<!--Define a variable for any R-rated movie—>
<forAll varName=“R-RatedMovie”>
<xmlExpression>//mpeg21:DIDL/mpeg2i:l TEM/mpeg21:DESCRIPTOR/mpeg21:STA TE
MENT/mpaa:rate="R"</xmlExpression>
<fforAll>
<r:obtain/>
<r-resource varRef="R-RatedMovie"/>
<sx:territory>
<sx:location>
<gx:country>FI</sx:countiy>
</sx:location>
</sx:territory>
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</r: .uddi> <r: serviceParan2eters> <r: datunr <refa::request

|l i censePart|l dRef "CR "I > <h: datunr </r: serviceParaneters> </r:

servi ceRVQOIPTEY </refx: redirect To> </refx: redirect> BEATHSHBAHFRSt
licensePartld= "CR <refx: requestConstraint> <cx: territory> <cX:

| ocation> <cx: country>JP</cx: counury> </cx: location> </:x: territory>
<lrefx: requestConstraint> <lduty> PCTIUS03/13352 [001371 In an exenplary
enbodi nent, a<medering device can be prohibited or banned, for exanple,
as given by: "The Z45 is prohibited from playing any UM content. " [00138]
The above exenplary prohibition or ban, for exanple, can be given by: It

i s forbi (@845} hdfhe alyoreexstmyay gughibiiion coriaanfor evample Iﬂ@or@ﬁg@r BWVeRs t he
device Z45. [00139] The above exenpl ary prohibition or ban can be expressed
usi ng th&Y: exenpl ary Contract Expression Language, for exanple, as given
by: <ban> <1--Define a variable for any content published by UMG ->

<for Al | var NamasortdheGamntagnbe stiks ixivbesr BsBnd onRirtiepey2] |

DIl DL/ npeg21: | TEM nnpeg21: DESCRI PTOR/ i npeg2l : STATE ,

VEI VT/ r npeg7: Mpeg7/ rnpeg7: Descri ptionUnit/rnpeg7: Creation/ npeg7:

Cr eat or f rif@igib] RoThé edb@ve gfxemplary prohibition or ban can be expressed using the

"urn:rnpegqg: 7..cs; MNP G?Rol.eCﬁ‘;PUBLI E{—){E 'E]Ié@ge 7:'\%11 i zation/ nrp
eg7: Namafge PR E LS UOD frangdags, fgl:\;( X %Igéy g‘%pq : resource var
Ref-- "UM3Con tent "/> <cx: r enderer>
<ban>
<I--Define a variable for any R-rated movie—>
<forAll varName="R-RatedMovie ">
<xmiExpression>//mpeg21:DIDL/mpeg2l :ITEM/mpeg21: DESCRIPTOR/mpeg21:STATE
MENT/mpaa:rate="R "</xmlExpression=>
</fordll> '
<cpx:sell>
<cpx:buyer>
<sx:location>
<sxrcountry>FlI</sx:country>
</sx:location>
</cpx:buyer>
</cpx:sell>
<r:resource varRef=“R-RatedMovie”/>
</ban>

1

[00147] In an exemplary embodiment, encoding can be prohibited or banned, for

example, as given by:

“UMG content classified “Top-40" must never be encoded at greater than 8 bits resolution.™

[00148] Accordingly, it is forbidden that anyone encodes at greater than 8 bits
resolution any UMG content, when the content is in the top 40 list. The exemplary
prohibition or ban can be expressed using the exemplary Contract Expression

Language, for example, as given by:

<ban>-

<!--Define a variable for any content published by UMG-->

<forAdll varName="UMGContent ">
<xmlExpression>//mpeg2l:DIDL/mpeg21:ITEM/mpeg21:DESCRIPTOR/mpeg21 STATE
MENT/mpeg?:Mpeg7/mpeg7:DescriptionUnit/mpeg7: Creation/mpeg?: Creator{mpeg7:Ro
le/@href="urn:mpeg:mpeg7:cs:MPEG7RoleCS: PUBLISHER "] /mpeg 7:Organization/mp
eg7:Name="UMG "</xmlExpression>

<fforAll>

<cpx:encode/>
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. <cpx:device type= "zZ45 "/> </cx: renderer> </ ban> [00140] The exenpl ary
prohi bition or ban, for exanple, also can be given by: 38 WO 03/094077

PCT/ US03/ daBesdokd77i s forbi dden that anyone uses the renderAaTgus#endse Z45 to
pl ay any UMG content. [00141] The above exenplary prohibition or ban can be
expressed using the exenplary Contract Expression Language, for exanple,
as given by: <ban> <!-Define a variable for any content published by

UMG -> <forAll yar = [ y M B pmes sl @022, npeglz), 8-

DI DL/ npeg21: | T, ﬁ' _INS%%‘:"’%@ Pk Ynee ?S‘Zc)é%}l . STATE I\/(g]\ﬂ'/]ﬁrrpegr

Mpeg7/ npeg7: sﬁgﬁ,}@ﬂm}g@i.ntfz/=F‘mpeglkﬁ:&aﬂazimmaﬁgaeg7 Creat or(rnpeg7: Ro
lel @ref "urn: nepegnieg7: cs: MPEG/Rol eCS: PUBLI SHER J/ npeg7: Or gani zati on/ nsp
eg7: Nanre= " UMG:resohick m-Bppriaseioaanes 4/ f or Al 1 > <cx: pla>>> <ex. renderer>
<cpx: devi ce typemg ZMBCoien/</ cXx. renderer> </r-X-- play> <r:resource :

: var Ref = "UMSConbent "/ > <lban> 1001421 In an exenpl ary enbodi nent, sales
of a class of content in a country can be prohibited or banned, for

exanpl e, as given by: "Sales of R-rated vi.es ere buyer i nt |
| ocat ed | WORAN ada d&reeppisy smbggiment, ‘t‘bg‘%ﬁfn? L8 %9%%%[3%%%% y

prohi bi tion : gan be given by: It is forbidden that
anyone inaRPlh(r% %ﬁg?%rb "gfnﬁ’gég%kﬁ?‘?a ed novie. [00144] The above exenpl ary

prohi bition or ban can be expressed usi ng t he exgnEJ ary Contract
Expr essi on Lan{jdiegwantstoplapsatpiGeonigy usiia ApMgsofi Z5GRR' DY Define a vari abl e
for any Rrated novie-> <forAll varNarne= "R RatedMovie ">

X1 EXPr eSSaN > ALRSadly, ORI AT RGO ghy PRRARGRERY Rieo2! -

Microsoft media player as the rendering application. The exemplary intent can be

expressed using the exemplary Contract Expression Language, for example, as given
by:

<intent>
<I—-Define a variable for any content published by UMG-->

<forAll varName="UMGContent ">
<xmlExpression>//mpeg2l:DIDL/mpeg21:1 TEM/mpeg21:DESCRIPTOR/mpeg21:STATE

MENT/mpeg7:Mpeg7/mpeg?:DescriptionUnit/mpeg 7.'Creatfon/mpeg7:Creator[?np‘egZ'Ro

le/@href="urn:mpeg:mpeg7.cs:MPE G7RoleCS-PUBLISHER "]/mpeg7: Organization/mp

eg7: Name="UMG" </xmlExpression>
</fordll>
+ <r:keyHolder licensePartId="Alice’™>
<ex:play>

<cx:renderer>

<cpx:application type="Microsoft Media Player”/>

</ex:renderer>
<fex:play>
<r:resource varRef="“UMGContent”/>

</intent>

[00151] In an exemplary embodiment, a certificate, for example, can given by:

“The key holder has the name Alice.”

[00152] Accordingly, it is claimed that the key holder possesses the name attribute
with value Alice. The exemplary claim can be expressed using the exemplary

Contract Expression Language, for example, as given by:

<claim>
+ <p:leyHolder licensePartld="Alice”>
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k ENT/rnpaa:rate= "R "<Ixi nl Expression> </forA|l> <r. obtain/5 <r: resour ce
varRef= "R RatedMovie "h <sx.. territory> <sx: |ocation>

<sx: countwpxBlosfogx: country> </sx:location> </sx: territopcpgsiddsy®

03/ 094077 </ ban> PCT/US03/ 13352 [001451 The above exenpl ary prohibition or
ban, for exanple, also can be given by: It is forbidden that anyone sells
to anyone in Finland any R-rated novie. 1001461 The above exenplary

prohi bition or pan can-be expressed using the exenplary Contract

Expressi on LanQuaQmoh@lineS Xiab0hSoonmsni@l-¥en by: <ban> <!--Define a variable
for any Rrategsmpvie--> <forAl varNane= "R-RatedMwvie ">

<xr nl Expressi on>// nzpeg2l : DI DL/ rnpeg2l : | TEM npeg2l : DESCRI PTORhnpeg2l :
| : STA MENT/ npaa:rate= "R "</xm Expression> </forAl|l> <cpx: sell>

<cpx: buy 004535 x: Inl arp@abipbay exodincatazisaye-fhtesfos examplentarsgivern sk: | ocati on>
</ cpx: buyer> </cpx: sell> <r: resource var Ref= "R-RatedMovie "/> </ban>

[00147] In an gxenpl a enbodi men encodi ng can be prohibited or banned,
for exanple, gzsgceréq%k‘/’%‘{f}{eosf’fgm%ﬁﬁ%%% ent classified "Top-40" must never be
encoded at greater than 8 bits resolution. " [00148] Accordingly, it is

forbi ddeqod iy ARYLESRiHME AHES ciHim& 8t Aick Wyl e sSng from January 1 to

December 31, 2001. The exemplary claim can be expressed using the exemplary
Contract Expression Language, for example, as given by:
<claim>
+ <prkeyHolder licensePartld="Alice”>
<cx:play/>
<r:resource licenseldRef="aSong />
<validityInterval>
<noiBefore>2001-01-01T00:00:00</notBefore>
<notAfier>2001-12-31T23:59:59</noidfier>

</validityInterval>
</claim>

[00155] In an exemplary embodiment, the exemplary Contract Expression
Language can be used to specify a contract clause, for example, in a mutually
exclusive manner, in a manner that does not allow anything else to happen, and the
like. For example, the exemplary Contract Expression Language can be used to
express a contract that can specify that someone has an exclusive right to publish a
digital work, and a guest user, such as non-registered guest user, can only browse a
public area of the corresponding Web site.

[00156] In the exemplary embodiments, the Contract Expression Language clause
212 can be modeled using the EPARC model. Accordingly, the clause 212 can be
modeled with the event 216, the principal 218, the act 220, the resource 222, and the
condition 224. In an exemplary embodiment, the exclusivity or “only” restriction can
vary from one ¢lement to another. For example, redirecting a content reference (CR)
originating “only” from a particular source is different from “only” redirecting and
doing nothing else. In an exemplary embodiment, for example, the former restriction
can be specified with an exclusive list of sources that originate CRs, while the latter

restriction can be specified with an exclusive list of acts.
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. resolution any UMs content, when the content is in the top 40 list. The
exenpl ary prohibition or ban can be expressed using the exenplary Contract

Expressi ogg dspag4age, for exanple, as given by: <ban> <! -foafudaensssyariable

for any content published by UMG > <forAll var Nane= "UM3Cont ent ">

<xmExpressi on >/ hnpeg 21: DI DL/ npeg2l: | TEMLnpeg2l: DESCRI PTOR/ ni p

eg2l : STATE MENT/ npeg7: Mpeg7/ npeg7: Description Unithnpeg7:

Great i on/ ipeg?
I\/PE%? Rol 602 bus%&%%ﬂgeéﬁﬁaﬁﬁpreﬁwﬁg ftfl e‘fﬁyalgr@%ﬁpﬁﬂﬂms%
</ xmi Expr.g g@&r%ggi%{;s/ %a'fﬁ'hé>enﬁﬁ%ns esenREeds, %ﬁoﬁ&@u@ﬁé oaﬂ)m BT/ U803/ 13352

<h It is as resol’ution range is specified as 8

([ 8, 12] ) alld@s forih@pectfyns) of-clausecsd the Sonlt HFRAM g SXFTE! al?“?ﬂ 0 lmel%
">8-</cpx:resalutio

" X < source var Ref = " UM3Co

> <uWXPE%%X@%{%@W%gSQ?%JﬁEeTM #San%’n E enpl ary enbodi rrent aztent
I ntention Play a song using a rendering application, for exa can

gi ven by: "Al imeE \BRAtSatda lsaye Bvay, ROMGBpgofe éipﬁpurggqfﬁ§0t14ﬁte?”ML€ IGO (ff’ rredl a

player. " [0010dpaia@ad ahiyhyand Ban thg iichvieih detl £t Gaturpdsy L&l I 4y

cont ent, usi ngompdner dswhdedsebl exclysivay bat G&8 d‘c‘”ﬁ@ ’P‘* G’é ’i" "81’ The
exenpl ary i nt e@®ft7 daGravewitiek @@’sfg#df%%’ﬁ“ yﬁ%& ressi on
Language, for @8] e %Fsg‘ ”ve:ﬂ he QII“ 041 f ihe’a arl a for an
content publ i sHBEREPRUNL" C“SQ"IE T\ﬁrre " UI\/GOontent "> y

<xnzl| Expr essi on>§ | 'J«Bf‘?ﬂ Ty _
Sxclusiy J':t ’ gltaa EenGRLBTORLIReg2]
gr'g‘;:zor mggpa, aﬁéﬁﬁ% W egg,{, Jat i'on %\I tﬁ%peg?: Creati on/ npeg7:

' urn: npeg: rrpegB S‘W/GZ? )e%u LB SRR W fsrep@alenQe g Datyzaiiilonf-eplusiey 7 :
Name= " UMGS " </ Eﬁ AR S5 00 Frors)) ek Abllisive. Herg (G iskeyd-dolGierept ﬂrefefzagga?tﬁg d="
Alice "> Act A in Gwith ~A (the Act of not doing 4).

B[X] =B(X) » G{~x) — a Ban with X exclusive is equivalent to a Ban with X non-exclusive and
a Grant with ~X (rot x) non-exclusive.

[00158] In an exemplary embodiment, the above rules, for example, can be given

by:

G[X] <> B{~X] — a Grant with X exclusive Is equivalent to @ Ban with ~X exclusive.

[00159] In an exemplary embodiment, a form of “syntactical sugar” for exclusivity,
advantageously, can be provided. For example, each element of the clause 212 can be
augmented with an additional, but optional, attribute of a Boolean type, exclusivity, to
indicate whether or not the element is to be exclusive. In an exemplary embodiment,
the exclusivity attribute can take om, as a default, a false value, and when the
exclusivity atiribute is specified with “Exclusivity = True,” the corresponding element
~ can be specified as being exclusive. The exclusivity attribute can be considered
“syntactical sugar” because a normalization transform can be employed to convert
exclusive clanses, for example, with the attribute being true, into non-exclusive
clauses, based on exemplary exclusivity rules.
[00160] In an exemplary embodiment, an exclusive seller in a territory, for

example, can be given by:
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<cx: play> <cx:renderer> <cpx:application type="Mcrosoft Media Player-/5
</cx: renderer> </cx:play> <r.-resource varRef= "UM3ontent "1> </intent>
[ 00151] hwoaspewerpP! ary enbodi ment, a certificate, for exagmmh&osmsss2gi ven
by: "The key hol der has the nane Alice. " [00152] Accordingly, it is
clainmed that the key hol der possesses the nane attribute wth value Alice.
The exenpl ary cI ai m can be expressed using the exenplary Contract

Expressi on La ‘5Chakdie + <r : | ceyHol der

| i censePart | d I tcheeo'ay a”ﬁ?ﬂ%g‘%gl 835%1%%$2Cr§%4m possess/ > <sx:
cormnonNanze>AI i ce</sx: connnzonNarne> </clahn> PCT/US03l 13352 1001531 In
an exerrp ”bRdeIﬁﬁ‘fgl at uig mgga{thgf, g@bs Q;éng"rpﬂeRemamb@ Memdlyin " Al i ce
pl ayed t e so gin éar " [001541 Accordi n?l Y, S cI ai med t hat
Alice pl aysdalta’)emﬂmmgjs h]sorfnﬂnddrartiﬁatlan}'@ne BlsCe T eFXamp 2@@1 thag, y"é‘k‘;esrrpl ary

cl ai m can expressed u g the .exe r LR Lﬁgguage
for exarrp'iP 1ta§1 é‘i‘%?éfﬁh%yslll'@cleé‘?rﬂ@gy E{pagf ahd, b %Ho% der ﬁ%ﬁ%ﬁ%r "Ali ce
"> <ex: gFrfConﬁ*ﬁ‘c‘i 8{%@,51511@,%1‘} lo€| Hof exan@;ﬁ@,rw given bysval i di tyi nt erval >
<noi Bef or e> 01-01-01 TO 00: 00<7 i zot Before> <noLAfter>2001-12-31 T23: 59:
59</ not After-> </validitylnterval> </clahn> 1001551 In an exenpl ary

enbodi nent, t HE®%kenp Iar <2tract Expression Language can be used to
specify a cont r%ﬂf’f p&ﬂs C"f *EYEABTe, in a mutually exclusive manner, in

a manner that Jiesaulceflgé?TJEBinanc}/S{)J;y AY el se to happen, and the

<gx:territory>
<sx:location>
<sx:country> AU</sx:country™>
</sx:location=
</sx:territory>
</grant>
<ban>
<forAll varName="otherCompany ">
<xmiExpression>//cpx:company!="Lycos " </xmlExpr ession=
<ffordll>
<p:principal varRef="otherCompany"/>
<cpx:sell/>
<r:resource licenseldRef="aSong"/>
<sx:territory>
<sx:location>
<sx:country>AU</sx:country>
</sx:location>
</sx:territory>
</ban>

[00162] In an exemplary embodiment, exclusive product classes, for example, can

be given by:

“MGM permits sales by silver-class retailers of only movies older than 2 years.”

[00163] Accordingly, it is granted that any silver-class retailer can sell any movie
older than 2 years, and it is also forbidden that any silver-class retailer sells any movie
 less than 2 year old. For example, the “silver-class retailer,” “any movie older than 2
years” and “any movie less than 2 year old” can be specified using the exemplary
Contract Expression Language. The exemplary grant and ban can be expressed using

the exemplary Contract Expression Language, for example, as given by:
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| i ke, For exanple, the exenplary Contract, Expression Language can be used
to express a contract that can specify that soneone has an exclusive right
to publi siyoasediggbt al work, and a guest user, such as non-poggisesesserd guest
user, can only browse a public area of the corresponding Wb site. [00156]
In"the exenpl ary enbodi nents, the Contract Expression Language cl ause 212
can be nodel ed using the EPARC nodel. Accordingly, the clause 212 can be
nodel ed with tJ1Je{m vent 216, the principal 218, the act 220, the resource
222, and the g%glilltvju%mZf—zél’ea}‘sﬂldﬁﬁvig')fﬁ'Tp| ary enbodi nent, the exclusivity or
“only" restrictiQn GaNan¥atieireier-one el enent to another. For exanple,
redirecting a cOpt-&iparkyhiRENGIRR&RY"/~0r 1 ginating "only" froma particul ar
source is diffefpnteittsrom”only" redirecting and doing nothing else. In an
exenpl ary enbodirrresatree faokef €L damplO&Movin@ f ormer restriction can be specified
¢ W th an excl usi/gentti st of sources that originate CRs, while the latter
restriction cafbaie specified with an exclusive list of acts. 42 WO

03/ 094077 PCT/ US@B{raRimeT Ggalie’ Ta0/d e 4 Eousl y, the expressiveness of the
exenpl ary Cont r S04 %ys_ﬁ’ﬁefgg .?éla.g; for specifying perm ssions,

obl i gati ons, préﬁif‘_ﬁ‘?;’ B and ¥ he™ 1 ke, also allows for the specifying of

cl auses of the <f§ﬁf§¥rceFM-H&f‘I&QThQ@Y%@m@J% enbodi ment, expressiveness for
exclusivity, fgp exanple, can be given by: Let E, P, AL R and C be sone

Event, Principal, Act, Resource and Condition. Let G D and B be
respective Gant, Duty and Ban that include E, P, A/ R C Suppose X a fE,
P, A R 164 2 InGaReRPhiy thdbdineat sxtiosive peducudasses, fQ%@XHG(PEe, ¥énot e t he
Gant with X non-exclusively, and )7 the Gant with X exclusively, for
exanpl e, @ubegMembYor X Sinmilarly, D(A), D[Al, B(X), and B[X can be
giver. Then, the clauses of the "only" type can be expressed using

conbi nati ons of\BMeRNS bdiGiofRnik aldseism 2 aeus wlylbowertfass re@lisry.” A B(X) - a
Grant with X exclusive is equivalent to a Gant with X non-exclusive and a
Ban with X (not X) non-exclusive. DIXJ = D(X) A.G (-Xx). -- Duty wi.th X
excl usi ve [00168hui Aadoedingtyp it iDgtaptedi thet XunsHVex@sisieliler SR H&PYE with X

t - excl usi ve, e.G, | & dol il SPleAeRSs t h
hot Al n S0 B YR bt SrDREn Aok oS gl (RCH ok it AR N i
X excl usi ugd s HovRbRIRE thah @ yBars. Wit eXarngln, thecTsilyerdagsntptailer,r"anY wit h

-X (not x) non-exclusive. [001581 In an exenpl ary. egbodiment .. .apove
rul es, fomeveanisies thagah YBursgpenanshjon-gfvey< “eé%ﬂe)‘i] cfmgeép %%P%ﬁ?lﬁgx

excl usive 4 s . P F3 B oM bhsuate & IHelietPlar) @Rdis Qhd lban @an drenpl ar y
enbodi msntd,'1e 5)?%1%@0 Sﬁtgai?nt agtl caﬁsu%uaafé ‘for exclusivity, .
expressed using the exemplary Contract Expression Language, for example, as given

by:

<grani>
<forAll varName="2YearsOldMovie"/>
<forAll varName= “silverRetailer "/>
<cpx:company varRef="silverRetailer s
<¢px:sell/>
<r:resource varRef="2YearsOldMovie />
</grant>
<ban>
<forAll varName="2YearsOldMovie e
<fordll varName="nonSilverRetailer />
<cpx:company varRef="nonSilverRetailer’/>
<cpx:sell/>
<fordll varName="2YearsOldMovie"/>
</ban>

[00166] The expressiveness of prohibitions and exclusivity with the exemplary

Contract Expression Language can result in potential conflicts in expressed contracts.
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advant ageousl y, can be provided. For exanple, each el enent |
, , _ . For , of the cl ause
212 can be augmented with an additional, but optional, attribute of a

Bool ean t¥B& usivit t di 58
3/0&3&911 y, to indicate whet her or not th s to be
excl usive. "I'n an exenpl ary enbodi ment, the exclusivity a?tcﬁlbut’ggsggn t ake

on, as adefault a fal se value, and V\/nenthe exclusivity attribute is

specified with Ech usivity = True," the corres ondi ng elenent can b
speci fied as being exclusive. The excl Uﬁ Vi t p ’ o

'(':gxnt a;:t F@alexwgiar ong, genirasb MRy FEAYET Y PREC roé’n 18? ﬁ% ?%%gﬁlgﬁgnr%%iege{ gd
ver P&%n\{:&c{: E‘Faﬁ@e?nanﬁoa[ SLMRLE onVA ikt hdveoadd fiebsdnge engig I r ue,

I nto non- exc usi ve ses ed on exenplary exclusivity rules 001601
I'n an eXQﬂ@ﬂtl@hywﬁﬁbﬁdﬂmﬂatoft’xwmelmk 232 wé thresdmes typp, B cxappleothy, gf?lﬁﬁ[

el or o0 amarRNOle B o SRCEr ek} REy88 aBRe o

Accor di NGyt dﬁe thit &He tﬁ@c&nﬂ%&ts Lygese sielddble to e ns&rebeasmf@ma in

Australia, an s a forbi dden that anyone el se, r

t han Lycgﬂﬂlﬁ’?&] el H‘ﬁae rpresemt mu@tmallndﬂdeﬁﬁbe @;aeépnam @%ﬁ@ﬁl ﬁ‘g%ng}éﬁm A
expressed usi the e | ary Contr,ac e I
as given ¥ “2’3 Py, é&p arrg%( g >}1_eyi18 ‘(S:pi?(i%{1 rr%g%g/gag%g%{)l(ﬁ{ Sag,}g_a/rrg 2r

r esour ce g ﬂé ) diefesolvaSane. Mﬁn £&iplatyeembidiment, suoh
1 €50 e e, asl obhenmanbos
country>A L/s country> </sx. locat]jon> </sx: terri v S

<forAll vzaidlréslsaimccouimgtc(yﬂmyfos exsRicERRscHdiB A %h XS?H} PrpZ =bar

Ol TSP BB B I oA iy Lottercogpany
where there may well be multiple higher level contracts
[00168] While detecting and resolving conflicts and multiplicities in a general and
automatic way can be desirable, this may not be practical, for example, in a global
distributed system requiring high scalability while operating on an imperfect input.
For example, consider a task of adding a new contract to a system. In a small system,
it can be possible to check for and identify conflicts, force legal negotiation of
overrides and apply such overrides, for example, possibly triggering another check
and negotiate cycle. By contrast, on a large scale such an exercise typically will not
be practical, as entry of new contracts can become a prohibitively expensive task.
[00169] In an exemplary embodiment, a “best efforts” rather than “must resolve”
approach can be employed, which can imply the finding of a compromise between
taking upfront steps to identify and resolve conflicts and allowing for the possibility
of “true conflicts” and providing for resolution thereof operationally. Accordingly,
systems using the exemplary Contract Expression Language, for example, can be
configured to detect and resolve potential conflicts as best as such systems can. In an
exemplary embodiment, a sophisticated system can be configured to do a better job at
detecting ‘and resolving potential conflicts than a less sophisticated system, so long as
the sophisticated system and the less sophisticated system behave in a similar maoner
in situations where there are no conflicts.
[00170] For example, for simple systems, whenever a conflict is detected, the
conflict can be treated as an exception with a certain default behavior, for example,

sending a message to the contracting parties in question stating the conflict. A
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<sx: location> <sx:country>AU</sx: country> </sx: '
</sx:territory> <lban> [00162] In an exen%lary anog?ﬁgaéoanclusive
p_r?)duct Gha%5Msw7f or exanple, can be given by: " I\/vaenniPéTlsIé%é@-"-’@y
ZLCXEBTCI?SS retailers of only novies older than 2 years. " 1001631
poc |n?dy, it is granted that any silver-class retailer can sell any

e older than 2 years, and it is also forbidden that any silver-class

'r'eftailer ) S an vi e
sil ver- (§1@éfl @E?%S@Fatlon..cgﬂ%%%gﬁsg| %/}qr &%@a%ngactfg??iﬁgﬁg&?a;ﬁﬁgow e
r g

less th
Expr ess ?%ﬁglfgﬁa if el fﬁ‘l%ublﬁ)ss pefcsch ed Suﬂemglst toe tredce APRIERY th@gﬁg

nguage. The exenplary grant a
B gleogzg%dciasymﬁﬂmmab@mﬁ@ﬁé@§¢38WBLaaTﬁ@EF§bBPaF Orgxrag fﬁﬁng\gr gﬁ’ggh%j;' ng 4 WO
"si | ver Rétt g&r anh; ﬂgﬁfcgéﬂ Lforvéj}:r 'ﬂéarelthgrYQﬁléci(ErCﬁ%ﬁtﬁl offrm‘t/ldeingvd:ﬂb\lamre_
I conpany varRefr "si IverRetal Ier"/> sell/>
N esls %S(r)gﬁ%%‘ééé@{é&gr\/%ngw a?mﬂsdmgm &) upﬁronks)@t@htcsn%ﬁ A |aB§ar Nane=
r vie " rAl'l var Name= ' S|IverReta|Ie )
< r'h
cpx: conpasylve eerilets gl bgBioR 5{331 | er' <cpx:sell/ <r:resource varRef=

;ngzirnggﬁ)&@d &l;ﬁ%vgz S bz st %@ﬁﬁ 5/ WRO Bplid IHFichIBO Leuriot | re aﬂolé%érrpl ary

: product asses, for ex I
Mvber m Hawéaélesh@fexampiaﬁss aintrect Enawsszowéeemgun%oﬂ?fﬁd%nstngg? ?%15 geven by:

retailers. [00165 Accor di n I y, Fw
; (ra]t ai | er emploged iy oreaip Beckyp ijﬁl yﬁhgs%?@ta?gn%ﬁ% i's aﬁ];%&?dg? LEuglyilen t hat
y retai b%ﬁﬁﬁ&ﬁ)&g&‘e%sﬁﬁ&ah@uaﬁd ﬂ@mtetfésat&s de&eiuhg amhthermosaleing|of @otentigh 2

years. exa | ver-cl ass ret

conflicts, fo1 example, can depend on what Lma& o? onﬂlc{’j1 DL of interest. Without
the capability of specifying prohibitions, for example, “must not” and exclusivity, for
example, “only,” a conflict could exist between one or more confracis.

[00172] On the other hand, under a same condition, being obligated to do two
different things may not result in a conflict. A potential conilict, however, can resuit
from having to do the two different things at the same time, for example, “going out
to do shopping” and at the same time “staying home to do gardening.” However,
such a conflict is hardly a Contract Expression Language issue, as the semantics of
such acts naturally conflict. In such a case, identifying such a conflict can be a
programumatic issue of a contract management system, for example, involving
identifiability and efficiency, for example, in real time. Advantageously, however,
the exemplary Contract Expression Language can be employed, for example, to allow
the setting of priorities for resolving conflicts, for resolving multiplicities, and the
like.

[00173] FIiG. 5 illustrates an exemplary preference policy model 500 for allowing
the seiting of priorities for resolving conflicts and multiplicities and that can be
employed in the exemplary contract data model 200 of FIG. 2. In FIG. 5,
advantageously, the exemplary Contract Expression Language can be employed for
‘specifying a preference policy 506. Accordingly, in order to resolve potential
conflicts and multiplicities, a preference relationship can be established among the
clanses 212. In an exemplary embodiment, such a relationship can be defined, for

example, by configuring the claims 308 to specify that possibly subject to some
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novi e ol der than 2 years" and "any non-silver-class retailer" can be
specified using the exenplary Contract Expression Language. The exenpl ary
grant anwdesmee@n be expressed using the exenplary ContrBCT/UBGN383S|I on
Language, for exanple, as given by: <grant> <forAll
varhbne:"ZYearsC]dNbvie <for Al varNane= "silver Retailer' /> <cpx:
conpany varRefr "silverRetailer "/ <cpx: sell/> <r:resource varRef= "2

Year sOl dMyyion &, ofid Gh@NA »pialis offe ldmplaidlpreRerata Yot led Winuise

<forAl'l varName="nonSilverRetailer"/" <cpx:conpany var Ref

"nonSi | v Rad dhd kike. " Advantwmusig,l fuch agfreference polaeyneaneke mpdeisdas adisdbvi et />
</ ban> [0 1661 Th ex SI veness E ohi bitions and exclusivity with the
exenpl ar § a%ﬁ’t"?‘a Wﬂdﬂg’ gg% can result in potential conflicts

in eXpref@ﬁjl4f0nfrfﬁgte§en1ﬂﬁl)\/@0@§l/WWGZHM/S%%(GJJBSB% gromise@0¥pivith one

contract "'may fequire an obl’igation on ice to do something and. anot her
contract anagddaimhchtmbpteoﬁﬁ%l ‘favehlabﬁnMBﬂ@emﬁot for, eamplee Wil estHEiRg .

addition, when multip auses a Ie
the granfEmaRss 0 T:hﬁ Ci?b’ﬁ?ﬁ tla‘b? PS???C?Q%B%‘E%%F?%%%P; %%g%ﬂeér g‘%‘tl&é rrp
contr act 912icbrEE6nl e RRCASHAII08! Fhidhedafpicly, fdrakample, tiat imhihecoattrect s s

nore preferableto the ot her contracts, 1001671 The present invention
i ncl udes B isluseddipneacies; dlawae BavierosindHioni € W 8einf 1 i ct  and mul ti pl i ci ty,

for exang b@l'f an be how ég%glﬁp?ﬁ?gt' E%Rg‘ﬁﬁh’%ﬁ%' a{hecogh{lb&ﬂ angibel! tkpgicity

and resol In an such as problem can be
addr essed‘eaglﬁ@tﬁcﬁﬂ\ﬂ@:ﬂaﬁlsﬁm btthe poliépH0aE campe esedstpepetﬁfydww theecltiing#8 | evel

contract. For_  exanple, conflicts and I i.cCities ecur s el y occur
at a hi grfse te bvepnﬁngﬁre s by an GrErR a{)h@?ﬂ‘rw twdliq onj nﬁﬁu%b& E%Y%ra | evel
cont ract s, #&%6& d¥¥l tevaqi&t §C4iROn 8165 Qb N @alliagbEcaylél value.

multiplicities in a general "and automatic way can be desirable, this may
not be pr’Elmet fandbm o clrefamitarmbies fori examply, olabe usmdsto tilil(b(—:ﬁt@ﬂ'l%ﬁ!ﬁ damefl§i ri ng

hi gh scal a lell;[o 1cwqjl0|6eca?1 5e c%rls:n e 1na2n3lf 0 t%% ex B! U until an applicable
claim of the claims 308 can be found. The “firstApplicable” value, for example, can
be used specify that the first claim that is applicable of the claims 308, according to
the appearance order of the claims 308 in the policy 506, can be the one to consider.
The “allApplicable” value, for example, can be used to express that the. applicable
claims of the claims 308 should be considered one afier another in the sequential
order of their appearance in the policy 506.
[00176] Using the exemplary model 500, advantageously, many kinds of
preference policies can be established. In an exemplary embodiment, an explicit
partial ordered preference, for example, can be given by:

If the set of Clauses {CI, ..., Cn} is known and a partial order p is given for the preference
relationship among the Clauses then a Policy can be formed in the following way:

For any pair of Clauses Ci and Cj where 1 <1, j < n, the Policy includes the (, for example,
un-conditional} claim, “Ci precedes Cj,”

<policy>
<claim>
<clause licenseldRef="Ci"/>
<precede/>
<clause licenseldRef="Cj />
</claim>

</policy>
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For exanple, consider a task of adding a new contract to a system In a
smal |l system it can be possible to check for and identify conflicts,
force | egwio 3@gwoy ati on of overrides and apply such over PCAAEIINTF2

exanpl e, possibly triggering another check and negotiate cycle. By
contrast, on a large scale such an exercise typically wll not be
practical, as entry of new contracts can becone a prohibitively expensive
task. 1001691 In an exenplary enbodi nent, a "best efforts" rather than
"nmust resol ve'ifandgpripach can be enpl oyed, which can inply the finding of a
conprom se between taking upfront steps to identify and resolve conflicts
and al | owi ng forcp be, @ossimblel Ctpyecedss C'aceordingdo it Pi9et" and provi ding for
resol ution thereof operationally. Accordingly, systens using the exenplary
Contract Expression Language, for exanple, can b configur.ed toc%tﬁlgt ect and
resol ve [j001Hi aln soekémplagy @@b@@meﬂhslx%fﬁ@ﬂc%g%%e A BIHOCF HIER O éXenpl ary

enbodi nent, a phi sticat ed ; n be configured to do a better job at
det ecti ngj’ﬁaé’ﬁﬂs f@sgqr\ﬁh'ﬂpt?ofaenﬁ%/?sgl%%gﬁfl icts than a | ess sophisticated
system so long as the sophisticated systemand the |ess sophilsti cated -
syst em behave I the &ingir mideagverrhe isemance; times pf Hatseso é‘”ﬁ(ﬁ%f’é’t iepier 18 TRPRe (6
conflicts. 100baBd:, daye Felamih @ singloFias oop Perosyeged s /o Ménever a conflict is
detected, the conflict can be treated as an exception with a certain

def aul t behavi B9 or exanpl e, sending a message to the contracting
parties in quesf‘i:}’d:qu>1[§)t?a}ming\g%t.};e conflict. A 46 WD 03/094077 PCT/ US03/ 13352
significant consl %Iq,‘g,l NeLahbe the "cost” of having conflicts in such a
system For exagp)ge dreda@smai n purpose of such a systemis to trade
content, the cosky@fgdeoccasionally not being able to resolve a request of a
custoner is fairkyalsowrrdfe"on the other hand, the "cost," for exanple,

ei ther direct or<petkelbéladExpodsivot being able to resolve every single
request is high, andagIimedess-tgyst em conf | ,ure? t( idg tify and resolve
conflicts can be pyéwaleet IcgurryyrHe . %Fﬁ“f’:;&if%/igﬁ zs:ﬁ'zé: ul't from bad i nput
typically cannot ”‘aeg?ieﬁé cum gl (R B e DT ATy 0 ?’r act Expression
Language, advant FEGUST7*“EaA“BE™ enpl oyed to create mechanisms to deal

wi th such as pgggzicré;ﬁ] How t he exenplary Contract Expression Language
facilitates the“detecting and the resolving of potential conflicts, for
exanpl e, can depend on what kinds of conflict are of interest. Wthout the

capabi | i t yo@f7sp Pesbéariinglyprahédaist isomsl, ciose esanpretererieusin A tEXCRRHTY

exclusivity, for exanple, "only," conflict, coul d i gt tyeen@ne or

nore cont readedimgnborirzy th@#PPWﬁ%f‘dﬂ‘ésﬁaf* ﬁ‘?pd]gﬁ%svgg%aé%ﬁl i€ on,&%ei ng

obl i gated 40 AGcl e oflbd §1:Cor! RERAS B, NTh drPSidriplsy dmbodiienC theA
rct,

potential "CO owever, can result from havi ng{ to .dq éhe tw?
different ddhagscatxmiBodanExpiessort oan by anslcment gt fgn duglude 2 Boolean

XPath expression, and can serve a condition whose truth-value can be equal to one of

the Boolean XPath expressions.

[00179] In an exemplary embodiment, preference based on the issuers 214 of the

clauses 212, for example, can be given by:

If a partial order over the Issuers of Clauses is used as a criterion to resolve the conflict, then
a policy with a single Claim can be constructed as follows:

<policy>
<clainr>
<fordll varName="4"/>
<fordll varName="B">
<clause varRef="A"/>
<precede/>
<clause varRef="8"/>
<allConditions>
<csx:xnmiBooleanExpression>
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. to do 'shopping" and at the sanme time "staying home to do gardening."
However, such a conflict is hardly a Contract Expression Language issue,
as the sewamBiog®7of such acts naturally conflict. |In suclrcancmsmesss2
identifying such a conflict can be a programmatic issue of a contract
managenent system for exanple, involving identifiability and efficiency,
for exanple, in real tine. Advantageously, however, the exenplary Contract
Expressi on Language.eakni8./eapd0yese £t Mic£XANnERooletERLsSMH> t he setting of
priorities for reg@lwiBges@hdstisits, for resolving nultiplicities, and the
i ke. [00173] Fl GedpciehmSt/tiatasy)/anuexGoplaisyxpBellenbpesigpol i cy nodel 500
for allow ng tké&lisetddomg of priorities for resolving conflicts and

mul tiplicities<&hidthat can be enployed in the exenplary contract data
model 200 of F@iv2. In FIG 5, advantageously, the exenplary Contract.
Expressi on Language can be enpl oyed for specifying a preference policy
506. Accordi ngl y Ci n _orfer to resql ve ntial,. confli

ot licts ang, .
mul tipli 644188 BFEnghe RePTPRISSATHRL RY pLIErANIeBET 16| %lﬁasdwg‘ialB&Bet he
cl auses : an; L BB hroflihistudiebAtB DN St Phénan the
defi ned, %?%rrusgerb{a%%%?gﬁé%grﬁﬁ%ﬁﬁr%@tﬁg cl alisﬁuserdSBg to’speci fy that
possi bl y chubgsewithih dhespmnomige7of\lOY03/ 094077 PCT/ US03/ 13352 condition C, one

clause A "precedes” or, for exanple, is preferable to, another clause B,
and the I[Q‘ﬁéﬁ Adﬁ“a?‘ﬂ 5’@%‘2}539?1%@%@3{’ BF%?@P%% © SPi%eScogfprB%uSﬁg’ eled as a
kind of agsapldl &hbd Qvefkpnpl e, as shown in FIG 5. [00174] In the

exenpl ary nodel 500, the policy 506 extends the prom se 208 with an

"additional attribute 508, "eval uatj nl\/E%ue_mi_s " % or, .exanmpl € v i t.h.
restricred sdmidenamdedendalis sl Wil sbne W e
policy 506, tHEIEr AFLEL TP ESFFELHBAS" 6" he c‘f)algms 887" Whi ch can
specify, for e‘zﬁcfi’rrpﬂsé, that in the event of E, clause A "precedes" clause B
when condi tion,Gyds net. [00175] In an exenplary embodi nent, the optional
attribute 508, «@xal uati onMechanism" of the policy 506, can be used to
speci fy how t he gbaiinsNIH8“4at~e to be considered. In an exenplary

enbodi nent, the ¢puliomdbmatBi'y bute can take a "randont or default value, a
"firstApplicabl etclapsdvaRe~ard>a "al | Appl i cabl e" value. The random or

defaul t val ue, f@¥e&¥€ample, can be used to indicate that the claims 308 in
the policy 506 cg I” }(Is}'f‘t"”;siB red in any order, for exanple, until an
applicable clai rfic P (éol%h?ﬂ 15,798 can be found. The "firstApplicable”

. xmil Isi . . . .
val ue, for exanpl &r-ds A hent ...@./cﬁ:ﬁ.@ﬁ]ﬁt@%_@ Lk dahralend ReBoblebiSkpresmi-m that is
appl i cabl e of the<gh -8iBBuidBypreatmer ding to the appearance order of the
clains 308 in the PabdutynbOBiaucran). dame RO RRsx i/ Rv0lagiEgeession>The
"al | Appl i cabl e" wallCediiber exanpl e, can be used to express that the
applicable clarbiingf the clainms 308 shoul d be considered one after another
i n the sequent apicy>

[00182] Accordingly, the clause 212 expressed as the grant 302 can be preferable
to the clause 212 expressed as the ban 306.

{00183] In an exemplary embodiment, different preference claims, for example,
can be combined together using the attribute 508, “evaluationMechanism.” For
example, by putting together in the policy 506 two claims 308 that declare preference
based on the issuers 214 and the types of the clauses 212, advantageously, a combined
preference rule can be established, first based on the issuers 214 and then types of the

clauses 212, for example, as given by:

(“dlice”, “Grant”) < (“dlice”, “Ban”} <=(“Bob", “Grant”) < (“Bob”, “Ban”).
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order of their appearance in the policy 506. [00176] Using the exenplary
nmodel 500, advantageously, many kinds of preference policies can be

est abl i sh&@.ozlopsoan exenpl ary enbodi nent, an explicit par tPCalusos/iBsEd
preference, for exanple, can be given by: If the set of lauses i O,
Ch) is laiown and a partial order p is given for the preference

rel ati onship anong the C auses, then a Policy can be forned in the

foll owi n » F [ e le@nressed Lsing ffe n, the
Pol i cy .ﬂﬂﬁ@é‘és ﬁlu ae%ng%gé%ﬁm)g(ﬁ&ﬁ %ond?%?%ﬁ?aﬂmg@al Irjn "G prgecedes g, "
<pol i Cy> exgfpRifontradt Baprestion LasplagRebre@mple; as pheodge/ > <cl ause

| i censel dRef ] ! % </cl ai m> </ poI I cy> 48 WO 03/ 094077 PCT/ US03/ 13352 i f
and only if (G, O precedes ¢ according to the
order p). P [Oﬁ’cm "Il‘f?ngﬁrﬁw ha"”m” a% ph?ﬁf)’o ment, preference based on

i ssuance times o i gam&,ggguge/g 212 for exarrpl e, can be given by: If the

| i near order ove LiCalngntapee times of Clauses is used as a criterion to
resol ve the n.t{fduggm,fte hena Policy with a single Caimcan be construct ed
as foll ows: <p0|-l:}53-yc?de/%c| ainr> <forAl'l varName= "A "/> <forAll varNanme='B
"> <cl ause var Refl@ise vurRdF"BLpr ecede! > <cl ause varRef 'T <csx:

xm Bool eanExpr essalorditiapp dat eTi m e- | ess- than ( xs: dat eTi rne(af

docunent (. / | cl atesepriByditdrBpirsirdet ai | sl tiineCf | )Ek dat eTi r ne( xf
docune) 7t (. ./ ../ cl &ie nz'}ty/ /Cilfgfgeéféf//mméf 4fites ﬁx é%" 4 ef”“’</cs

xm $ool eanExpr essi ?;;ﬁi’ e““’"

7
document( /c use[Z])//:ssue: ="Bob "</csx:xmlBooleanExpression>
</allConditions>
</claim>
<claim>
<fordll varName="4"/>
<forAll varName="B">
<clause varRef="4"/>
<precede/>
<clause varRef="B"/>
<qgllConditions>

<csx:xmiBooleanExpression>
xf*document(.././clause[1]).name = “Grant " </csx:xmiBooleanExpression>

<psx:xmiBooleanExpression >
xf-document(../../clause[2]).name ="Ban” </csx:xmiBooleanExpression>
</allConditions>
</claim>
</policy>

[00185] In an exemplary embodiment “A or B, but prefer A,” for example, can be
given by:

“UMG may link to CODNOW, UMG may link to Amazon, and UMG will link to CDNOW if it is
. allowed to.”

[00186] Accordingly, it is claimed that the clause 212 for linking to CDNOW
precedes the clause 212 for linking to Amazon. The exemplary policy/claim

combination can be expressed using the exemplary Contract Expression Language,

for example, as given by:

<policy>
<claim> N
<clause licenseldRef=“licenseForLinkingToCDNOW />

<precede/>
<clause licenseldRef="licenseForLinkingToAmazon’ >

</claim>
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</policy> [001781 Accordingly, an early issued clause wins preference. In
an exenpl di nent, when the appearances of cl auses ar e
swi t ched \?236,[ h@ﬂiﬁ)al m 308 the preference goes to a |later issue’(?né’% ause.
In an exenpl ary enbodi nrent, the elenment "csx:xm Bool eanExpressi on" can be
an el enment that can incl ude a Bool ean XPath expression, and can serve a
condition Wnos; truth-val ue can be equal to one of the Bool ean XPath-
expressi ons. [# 80791 In an exenpl ary enbodi nent, preference based on the

i ssuers 214 of the clauses 212, for exarrple can be given by: If a partial
oroer . OV iluakaf RO Sl USSRt S BoARad Bkt LSLRN Ll IEROIYE ! e
conflict policy a sing D' can be const ructed asfollows:
<pol i Cy>exa?ﬁlblaldﬁ'ﬁbe<gﬁﬂirﬂ)} var Nai ne= "A "/> <forAl varNane='B " <cl ause
var Ref =" A"1> <precede! > <cl ause varRef B "/> <ali Conditions> :
<CSX: Xnzi Bool e reSS| f}lrfg\g WO 03/ 094077 PCT/ US03/ 13352 xf

docunent (. i Gihses e‘“

g si on>
Soourom o ot L T 50 o B e FppEitacel oo

"</ csx: xnzl Bo ean pressi on> t| ons> </clainr <lpolicy> w
1001801 Accordingly, the pronise issued by Al'ice, and hence the cl auses

Wit hin t heo188] OMhSEor@inglV, iCR OilichFlBheRaehaURE clalise PIDIOrsellingsTae by Bob,
and hence the clauses W thin the prom se of Bob. [001811 In an exerrpl ary

enmbodi rremlqnlmé’f episndes bapeefershle ypdbe olayse oils der, breRing eselgtpPe, T88n be
iven b er t

SLVEn Dbl B g0 5 o0l VBBl B0 (138 Bty

confli ct ,poﬂlbﬁ’ﬂlaﬁn r@@{ﬂb@nﬁﬁbhtdan&e%xpﬁﬂs&dﬂs&lgﬁhe&mahplatpﬁbhtramt ression

Language, for example, as given by:

<palicy>
<claim>
<clause licenseldRef="licenseForSellingTheMonkeesEpsisodes "/>
<precede/>
<clause licenseldRef="interdictForSelling TheMonkees-TheTimeMachineEpsisode />
</claim>
+<signer licensePartld="Amazon ">
</policy>

[00189] In an exemplary embodiment, a price preference, for example, can be
given by:

“For all retailers and all items, if more than one price is available from the same retailer,
choose the lowest price.”

[00190] For example, it is a policy of Random House that a clause A is preferable
to a clause B, if (a) the signers are same, (b) the offered resources are same, and {(c)
the price, for example, fee/paymentFlat/rate, in the clause A is less than that of the
clause B. The exemplary policy/claim combination can be expressed using the
exemplary Contract Expression Language, for example, as given by:
<policy>
<claim>
<forAll varName="4"/>
<fordll varName="B">

<clause varRef="4"/>
<precede/>
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as follows: <policy> <clainm <forAl varName= "A "/> <forAll

var Nane="B"> <clause va Ref="A "h <precede/> <cl ause vaRef="B'h
<al | Condiwwd@syesa0o77<csx: xml Bool eanExpr essi on> xf, PCT/US03/13352
docunent (../../clausefl]).n.ame ="Gant "</csx:xm Bool eanExpr essi on>
<csx: xm Bool eanExpressi on > of docunent(.1-/clause[2]).nanme ='Ban

"</ csx: xm Bool eanExpressi on> </all Conditions> </clain2> </policy> [00182]

Accordingly, the.clayse 21z expressed as the grant 302 can be preferable
to the clause 212 expi.eesgd»@sat-he ban 306. 1001831 In an exenplary
enbodi nent, diffggepkipreference claims, for exanple, can be conbined
toget her using thef@birdngut/daby)/ienativegioaradéiyéipkdem " For  exanpl e, by
putting together ifddcireenol/cliause/BHN6 itwr/dctigicre/BESHoke AWec| ar e preferénce
based on the issupegualll4d and the types of the clauses 212, advantageously
glzonb:jnteﬂ p[ ef e%gx?%ﬁg&féﬂéﬁéﬁﬁ%ﬁﬁ first based on the issuers
an en types/ @iunaig- /- eI TR AE i . ("Alice"
F R I et Fe% l e, as given by: ('Aice",

~— IIB n IIG. 1 n . 1 .
Fumberitdocitmeni( .[../clause }Gr)n jge%? a;ﬁ@&f”)atﬁ'aéj,) WO 03/:094077
PCT/ US03/ 13352 10@%%17‘3!(&{ oég?éh%.%&mégg)éx LR RSN can be
pressed using ﬁg 8B5S 1} AadQntract” Expression Language, for exanple,
as given by: <poll.eK~ eval uationMechani snm="al | Applicable"> <clainmr <for

Al var Name= Aol licshPohld-naddvanme™B "> <cl ause varRef
<cl ause var Refapo‘;ﬁ;%;c ’ ef ~A <precede/>

{00191] The exemplary Contract Expression Language, advantageously, can be
employed for specifying trust and binding relationships. For example, applications,
such as Digital Rights Manageﬁlent, content reference, e-commerce, other distributed
services, and the like, can entail interaction between entities that do not know each
other. Jn addition to the principals of such interactions being previously unknown to
each other, resources to be conirolled can be moving from one system to another, for
example, when a movie can be downloaded from a distributor site to a user PC and
access on the PC also needs to be controlled. Further, the behavior of some principals
may be regulated by policies defined by other principals, for example, when usage
rights to consumers are granted by the content owners. In such situations, however,
traditional assumptions for establishing and enforcing access control may not hold.
[00192] Advantageously, such policies can be expressed as coniracts specified
using the exemplary Contract Expression Language. The present invention includes
the recognition that, when a contract is to be executed, the understanding of what to
trust and what is bound within the contract must be determined. For example, an
issuer I can grant a principal P a right to play a movie, as specified in contract based
on the exemplary Contract Expression Language. However, P needs to establish
some level of trust for I, for example, to ensure that 1 is a legitimate authority to grant
P such aright.

[00193] In a further example, two homeowners can sign a contract and require

respective family members of the homeowners to bind to the contract. Accordingly, a
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<al 7Condi ti ons> <csx: xrnl Bool eanExpressi on>

xfdocunment (../../clausefl])//issuer="Alice "</csx:xm Bool eanExpr essi on>
<csx: xm Beolb®owEpr essi on > xf docunrent(../../clause[ 2]) PCTRSUEI3I3Bob
"</ csx: xm Bool eanExpressi on> </all Conditions> </claun> <clainm <forAll
varName= "A "/> <forAll var Nane= "B "> <clause varRef "A"'> <precede/>
<cl ause varRef " B" > <all Conditions> <csx: xnil Bool eanExpressi on>

xf . docu gg,lﬁlé -ré1 gauﬁ@efdls 13 be 1 iR oAt 156 %N 8 I IRO A UK by BeSi an>

fcsx:xm sion > x ocunent (./../clause[2]).name = "Ban

| :/ ;rs]x xﬂ@hi&@(ah&afongxgﬁﬂlﬂs,utha?aones/pahchﬁ?gﬂl@natuwﬁs> </ cI a| m> </ policy> [00185] -
exerrp ary _enbodi ne "A or but anm b

g| ven by[ 0104 ayh ?iehRmP ké‘a@i’f\?cl% {% ellf‘ ét gagr?dgﬂ% ¥ l'i nk

CONORp 1.4t 4 dedip mmmgm whﬂi ihe actsai2fed t hat .
the cl auSe g’f&‘&‘}’d %(xﬁ%ﬂ]\l% C?I)I%N precedes the cl ause 212 fo ) linking to
QQazoln. ’Fﬂﬂﬁst’emﬁh‘pﬁtmdy Qdkarﬁygaoudvmmb(m}bil%ﬁbmﬁwaeéﬁ detingd, by &R i ng the
enpl ary rac ressi 0,
ST ar e e aQSEE%sevﬁﬁir spetdS A esh CE 21 Tl B e Riop Sy, <00, LY
35} ggzg#ecﬁ%%a@'%ﬁi 518 lhSRNGeRaad- il ingEo dyeaaror-the sigeer (S 2t0; 51 WO
example, as given by:
Claim/{E, P, “trust”, I, CJ

and

Clain/[E, P, “bind”, S, C].

[00195] Advantageously, such relationships also can be defined at the clause 212
level by specifying in the claim 308 that, possibly subject to the event (E) 216 and the
condition (C) 224, the principal (P) 218 trusts or binds to a clause K, for example, as

given by:

Claim/fE, P, “trust,” K, Cf
and

Claim/[E, P, “bind,” K, CJ.

[00196] Accordingly, such a trust policy or binding policy, for example, can be
modeled as an assertion. In an exemplary embodiment, as part of the semantics of the
acts 220 trust and bind, anyone should trust themselves and whatever they issue, and
anyone should bind to themselves and whatever they sign. Accordingly, the

following claims can be made unconditionally, for example, as given by:

Claim/[ _, P, “trust”, P, _]
and

Claim/{ _, P, “bind”, P, _].
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</ policy> PCT/US03/ 13352 [00187] In an exenplary enbodi nent, a contract
t hat overgi , |l aw, for exanple, can be given by: "a y sell
The anke\ggq)%@ﬁogﬁdes, b) Al sales of The Mnkees: The Tu}"ﬁe‘i\@/ﬁ%z‘ﬁ%
epi sode outside of the U S. are prohibited, c¢) Amazon chooses to sell the
epi sode outside of the U S. [00188] Accordingly, it is a policy of Amazon
that the clause 212 for selling "The Monkees" episaqdes is referﬁbl eto
the cl aude0r} f TheperrmmlyysQoakacst ExprrasionyAREWEE. e FIRB MR
epi sode outside of the. U S I]&@% PhA ¥ el negzoshipad,ith® can be
'expresseaﬁ"r‘ﬂgf"-‘ﬁ%1 f%egpéaglei}%ﬁl a@%@%ﬁﬁlﬁg@ ptPessi on ~Language, for exanple,
as gi ven \yidits ek ausesl Aty bedupardzat bn thensditidRef another of the clauses
"l i censeFor Sel | i ngTheMonl ceesEpsj sodes "/ > <Er$qc1edel > <l:§3| (illt USSEe: o
. 1 censel dR&; sudh s BearaitPOR der # NghyPHaRE ARSESh BRI NRERET 88er %
</cl ai n> <sign l kce Wk "Aﬁggz&{h ol V8P at T3t (180388l old.n an
exenpl ar yﬁlgn%%%? ?ebr%?’t ?&ag[%%:ggééﬁ%?e aétrence, cfllgﬁr exanpl e, can be I ven by:
"For all pebaith@oasightheadonditior®R4 ‘Validdrier ehamploneanphd wsedifer sReaiyEBl e from
the same retailer; . choose the | owest. 8r'.ce. " kg%lQ IJ:OA ﬁxqﬁp&ﬁ, it is
a policy ®ichrasigpeRdereysdnt Ha tXArRIpE BbATEn A b4 5B 71’y & clalse B, if
(a) the sj d thé Midil e rehbBELHaiR IR BE Cosditien valild f¢c)  the
price, foir)&é%ersr%@g? %ggﬁpaynelnttﬂl at/rate, in the i(?fgause A is less than that
of the ckemngsieBs gitwnteycenpl ary policy/clai mconbinati on can be expressed
using the exenplary Contract Expression Language, for exanple, as given
by: <policy> | 2lA>, bk AoV OB T Blamd 10l Abkunt@rdigme= "B "> <cl a u
se va rR ef= " Efaf'%(’<b‘?'§éedef7>llcg1 N bt i o

where Claiml, ..., ClaimN are any assertions to be used to evaluate the Event and Condition

of Clause” in the current context.

[00198] The exemplary Contract Expression Language, advantageously, can be
employed for specifying performance and non-performance dependence, such as
remedies. For example, in order to specify remedy and warranty, conditions to
specify whether or not an obligation or prohibition has been fuifilled in the past need
be employed. Otherwise, some other obligations, prohibitions and/or rights may
incur. Advantageously, the conditions 224 “Exercised” and “NotExercised” can be
used for such a purpose. For example, a Clause(E, P, A, R, C) can become dependent
on not fulfilling an obligation by adding the condition NotExercised, for example, as

given by:

Clause(E, P, 4, R, AllCondition/[NotExercised/[Duty, StateRefernece, Count], CJ).

[00199] Similarly, a Clause(E, P, A, R, C) can become dependent on not obeying a
prohibition by adding the condition Exercised, for example, as given by:

Clause(E, P, 4, R, AliCondition/{Exercised/{Ban, StateRefernece, Count], Cj}.

[00200] The exemplary Contract Expression Language, advantageously, can be
employed for specifying delegation. For example, delegation can be important in

highly dynamic and widely distributed systems, because delegation provides
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<cl ause var-Ref= "B "/> <csx: xrnl Bool eanExpressi orr> equal ( xf
docunent se [7])//r: issuer /ds: sigrlature/ds:

xf . docum‘ﬂe[éToi"‘{'&'b%u /cl ause[2])//r-: issuer /ds: signat ure%@lém'r%gyzl-lol der)
AND op: equal ( of docurrent(. .I../lclause[l])//r:grant/r: r esource,

docunent (. ./clause[2])//r:gr ant/r: resour ce) AND op: |ess- than(

op: nunber xf docunent [cl ausgl | //Gra, t/sx f err.t Fl at hat e
OB nur nIB(é¢ ailfsnlfofé‘ﬁﬁiﬁgﬂg’o Ugéﬁsaﬂglé%aé%"}lf /'R’?lél F%Og% apgééesﬁ %é‘iﬂﬁT HilBPat / r at eg

</ cSX; r 90 Qhntract Ii
_ I i censerr ﬁ%%gaﬁ%g%ougéhé}p %’8 F((I:];?E gdgel 'El"ﬁéacexcgrr?) p§r1§y Cllsc?nt ract
Expr essi @¢fidedn %@mtagadmt@@neh yan ba rspelcaﬁecbnmhg)y@dldganor&bmmci ymn g trust
and binding rel atignshi ps. For. exa

p| t t al
Ri ghts oot 0 TODNEL FETR OGSO Iscu e b 220 AOPERF oed Toat © -
Servi Ces oigfiflichNom beExplfey SRUAMAd bh GleRtislio Q?BU%oﬁnhlpﬁblﬁ&tﬁ)hat do not

know eac In a the principals of such interactions being
pr evi oushnyd thekikeyfor evamplacds Hvéreby: resources to be controll ed can be noving
fromone systemto another, for exanple, when a novie can be downl oaded
froma distri Sj t. user PC and access on the PC al so needs to be
controll ed. F% ng/éE }) ﬁegggghé&w of sone principals nmay be regul ated by
policies definpggy Qypofe(jg%amo”(r@] paI s, for exanple, when usage rights to
consuners are granted by the content owners. In . such situations, however,
tradi ti onal assunpip oadegher, 2gtfabl i shing and enforcing access control may
not hold. [00192] Advantageously, such policies can be expressed as
contracts specire &ds am&longs. wiwézceweefmruambowmfﬁeaéq’egﬁseﬂr ession Language. The
present invention includes the recognition that, when a contract is to be

execut ed, the understandi ng of at ust and i s bound within the
cont ract 1M1 b %‘F@‘r"&f enlﬂd?ﬂf@k%ﬁr%ﬂ élefegﬁtes F"é@?fﬁ% to 85%"%%%" %fﬁ
pri nci palpoP A Hr@lipal P2PLAY B {PYEGernRShs REC DD afini Becopidt fiaCtommsgd on the
exenpl ary Cont ract "Expressi on Language. However, P needs to establish -sone
| evel of pringigel, forexemplors givanblye, to ensure that | is a |l egiti mate

authority to grant P such a right. [00193] In a further exanple, two

honeowner s carbn%b PancEANtPbagy. and require respective famly nenbers of
t he honeowners ind'to the contract. Accordingly, a 53

[00202] The exemplary Contract Expression Language, advantageously, can enable
numerous exemplary contract processing system models. For example, based on the
exemplary data model 200 and the exemplary semantics model, the exemplary
Contract Expression Language can be used to configure numerous processing system
models. In an exemplary embodiment, the exemplary system models, for example,
based on the logic semantics of expressions specified with the exemplary Contract
Expression Language, can include query-driven models, data-driven models, conflict
or multiplicity-driven models, backward inference models, forward inference models,
conflict resolution models, and the like.

[00203] In an exemplary query-driven processing system model, for example, for
one or more of the contracts 202, a query in the form of the clause 212, and a context
in the form of a list of the claims 308 can be submitted to the system for processing.
The clauses 212 in the contracts 202, for example, together with the signers 210
thereof, can be matched against the query to generate a query response. In an

exemplary embodiment, the event 216 and the condition 224 elements can be
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WO 03/ 094077 PCT/ US03/ 13352 binding rel ationship needs to be specified in
order to determine who are bound to the signers, and, for exanple, the
corr espowd #sgogegnat ures. [00194) In the exenplary COntranWE%pnésgion
Language, such trust and binding relationships, for exanple, can be
specified using the clains 308 wwth the acts 220 "trust" and "bind."
Advant ageousl y, such rel ationshi ps can be defined by specifying in the

C|a'm3%§n|{@éb9 sibliy, t € ddweec bl t
Soa s RanpitRN bRQISP die MBEAon! frolliRa O (e e 14 or the

-Z In gnér (I%tfd%ﬂlg Iglwfmp.gery gasrabmh@dtaﬁ)rgn theguery resgorsen’ fE, P, “"trust ", |, (

ai "bi nd" 00195] Ad ’
al so carl0P0 et iman exFmblay ?ﬂn};ﬁﬁbr‘ﬁi@p 8§§\é}agnsi¥ § %iyfoﬁlég. n lt% lhfegllcfglsm 238
_.that, Qﬁl%(cg %@Jtﬁ&éoﬁtﬁc&%veé/%ﬁte{t&h tﬂelﬁ)rﬁqrufam of @enelaitisBOS(@h 224, the

princi pa 18 trusts or binds to a clause K, for. exanple,
d ai M f Be Rbmiittedisd the"sthem] for grogesding. nThEClaPSGS'Qd?-riH the C%r{fpaé‘js 20?88’]?8:3}”3” o

Accordi ngly, .such tru |
r et O e S et bR R, 2 AP BB nd Qo APls gan e
semant i cgn@ftidn ™4 é!@xtnént% 26tidfledSh tanchridt Gan b Yleliecrsdhasih destpomﬁt Intessel ves

and what ever they issue, and anyone should bind to thensel ve d what ev
t hey si chemq:dmwr @mhgdlylent, Hae daistovilAgthal £ARelora nthp &eFRIGES lfﬁ’&sl??d % onal | y?r

f_o.r exa\r;%a@@eﬁéig% ng&%v“ﬂg ?Ilgggg 10E)rlg$ELPThe] exgprgl Sr §I ?:E)/ni rgct orndb
Expressi mo2bsnguags efeptipléyampflizt oe amulhphm%@rhvmqntot@smg pg@tpmymﬂ@el
dependenci es anpng the clauses 212. For %1 th a 8»]1. }he
(zzllgusga CEKZXF@PI% RS dReHE o the ‘I’Pémi?ﬁqslzg)é § CoH lﬁ%ﬁ%ﬁl (ﬁ‘m{l Re“CT Quses
dependenfm?é()% Pﬁe&%ﬁ l?%)g If‘%(r)arr@zli% Ihggitg%trc?|rﬁc£)ﬂr11 at Iﬁia&t??r:g?ug% g?ch Ve t
| east 18thediites thak dan readliamaagﬁblts lapd atchateﬁbmﬁh? ifern QfZﬂﬁSt\ﬁBF Chaims § s @
exanpl e, carf1 ge bsuelbr%?t? % Iootrhe s%rgt%ﬁf %r pgocessmg. A conflict resolution result can be

provided in the form of a minimal subset of the clauses 212 in the contracts 202 that

can be chosen according to a preference, conflict resolution rules, conflict resolution

policies, and the like, which can be defined in the contracts 202. In an exemplary

embodiment, the clauses 212 that can form the conflict resolution result can be the

result of resolving conflicts among the common principals, acts, resources, and the

like.

[00206] The exemplary Contract Expression Language, advantageously, enables

exemplary context models. In an exemplary embodiment., a context can include one

or more propositions, for example, that can be used describe a state of affairs, and the

like. Semantically, the exemplary context can include one or more propositions

generated by one or more of the exemplary Contract Expression Language claims

308. Advantageously, the exemplary context, for example, can be used provide a set

of factual statements that can be used to validate conditions related to the events 216,

that can be used to validate conditions related to the conditions 224, that can be used

to identify and match the principals 218, the acts 220 and the resources 222, that can

be used to form trust relationships of the issuers 214 and the signers 210, and the hke.

[00207} In an exemplary embodiment, the exemplary context, for example, can

include propositions to declare that the principal (P) 218 possesses 2 role, such as and
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such a dependency. In an exenplary enbodiment, a Clause(E, P, AA R C) can
beconme dependent on the validity of another clause by adding the condition
valid, fWOo0x94¥ile, as given by: Cause(E, P, A R PCT/US03/13352

Al 1Co)ldition/(Valid/ (Cause', dainil, ..., dainm\J, C), where Cain,
..., CainmNare any assertions to be used to evaluate the Event and
Condition of Clause' in the current context. [001981 The exenpl ary

Cont r act, ExRE@RS Rl f8NEHRAGS e, i3hayageomsd ¥nd 6RMed By Fgnpistywhhtébar
speci fying performance and ‘non performance dependence, such as rog.msdl es.
0

For exarhé essuér{l)@lddssues g dindsyto vdiaterer hed1nst (MY, signsnHilt 1591me -
specify et her .qr, not an obli } ar ) Ll S Shnfoid fds! 1 €d in

t he past ﬁé§33r5@34e% Bf@gs&ﬂ):%\ﬁ%ec,onéegér%%z) %t?{%gngpl gg?ieons, 5r-ohi bi ti ons
and/ or r%g&{@y;rray i ncur. Advantageously, the conditions 224 "Exercised"” .
and "NotExercised" can be wused for such a purpose. For exanple, a

Clause(E, P, A R O can becone depend}ept on not f lLi |1ing an obligation.
by addi ng t heCletdiR pastsntEsgrer b ds: £ “e%l‘é{:%ﬁl( ‘fgf'&gw-’gi ven by: O ause(E,
P A R AllCondition/(NotExercised/ [Duty, SPateRefernece, Count], C]).

[00199) Sim l%%%q,f%u% g;:sg%rg?ﬁﬁg, t%gm?&n%d@ﬁ;;le,pgep@,rgﬁst}jependent on not

obeying a pr ti'on Exercised, for exanple, as

gi ven by: G aiz'%‘glg%&ﬁ%é’a Bisr, &fsbC@E%J(E)P@Jn%g{e%é@déﬁs&an, St at eRef er nece,

Count], Q). e exenplary Contract pressi on Language,

advant ageously, can be enployed for specifying del egation. For exanple,
del egat i @268 G BRRESARS dnexefi Yjueiydrivien prockssing eystemdi @0rtiabed ed
systens, because del egation provides 55 WO 03/094077 PCT, 803tél 352
mechani sos theorxepalary fgnirpctrixmessionolangyags: o 16 Oof ABFD; Y WRLThe 1 ke,
to others,in a. . nmm r t t$Qr bk e a
contract Ogllheac%% 5 2}?2%% h&dggalac n%%a ]?ﬁ?(lzl\%aﬁt%j g‘g%@%"?%%ﬁf‘e%‘g}g?g%é E%%L e

speci f i egrdisisby 60Dapsigst drendonibrotie contraxisN02agoredan 4 eqitiastst dasedrags ssi on

d al [ th t 220 "del te" t hat t del ti
ol 11 PR SR 08 e GOPBITS A HEPYLR [ b1 15 BPBhPOT PR and

the Ti kee;;%ﬂ,fﬂmgxaﬂ%&mﬁﬁ pEkiesh e sk (nolel &F thedohageas @02 d6d tBE, Duty
/CE, P, el edate”, K CI, Banff E, P, "delegate", K C]. where. K is any
O ause, whmattics amdsd of the contexibeliR, the anerr6Qeradgimeingn the Gispee 112, for

2. the FrTREpERn Bs SR By Rar P an IR R, CTh gt €06 L BB el Dos! e
| according to the propositions expressed by the contracts 202 and the context 608, for
example, by verifying if the query 606 can be logically proved by the propositions
given by the contracts 202 and the context 608, in order to generate the response 610
in the form of the grant 302, the duty 304, the ban 306, the claim 308, and/or the
intent 310 elements matching the query 606.
[00209] Advantageously, by employing the exemplary query-driven model,
sophisticated processing systems and tasks can be configured, for example, according
to the modality of the clauses 212. For example, when the clause 212 of the query
606 includes the intent 310 element, the processing response 610 can include a set of
the grants 302, the duties 304, the bans 306, and the claims 308 that match the intent
310 element of the clause 212. In an exemplary embodiment, matching the grant 302
element against the intent 310 element, for example, cam be given by: '
Intent(E, P, 4, R, C) « Grant(E’, P’, 4’, R’, C’, Ilist’, Slist?),
EventImplication(E, E’),

MatchP(P, P’), MatchA(4, A’), MaichR(R, R’),
CondImplication(C, C’),
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principal, for exanple, as given by: OnBeha Principal/[P2, PI]. [002021 The
exenpl ary Contract Expression Language, advantageously, can enable
nuner ous waxesnph@ry contract processing system nodel s. ForPERESBIIEIS2based on
the exenplary data nodel 200 and the exenplary semantics nodel, the
exenplary Contract Expression Language can be used to configure nunerous
processi ng system nodels. In an exenplary enbodi nent, the exenplary system
nmodel s, for exanple, based of.thelmej,c semantics of expressions specified
with the exenplary Contract [Expief6laE |RNQURGE, ligatlis hérayde query-driven
.nodel s, data-driven nodels, camfitgd®b, ), or nmultiplicity-driven nodels,
backward i nference nodel s, focwanr@ & nkedehds’ fbdél s, conflict resol ution
nmodel s, and the |ike. 1002031 Mrite(@mandk BrbRaE Jigjudiyldri ven processing
system nodel, for exanple, for one or nore of the contracts 202, a query
‘in the fonn ormetzm@Pcmau%«z@zg(fégdflélfﬁ-cﬁitfé%tSftSih the fonn of a list of the
clainms 308 can be subnitted t & ¥HEPEY: ‘ar . pr. ipng. The cl auses 212
in the contracts 202, for exadfff Pa;t A Cffé‘f&vffﬁﬁﬁ?cﬁg&s@gners 210 thereof,
can be matched against the query {';_ G t§t'e a query response. In an

exenpl ary enmbodi nent, the even, AhgEt becandi o,

56 WO 03/094077 PCT/ US03/ 13352,k €&, based on the information provided
in the context and the cl ausessghdcen®i ching the query can be used to form
the query response. [00204] | nciamerampl ACylieDitsekt - driven processing
system nodel , for exanpl e, forWriefGeaaoE, herk Cofiist, §&stPont r act s. 202, a cont ext
inthe formof a list of the clains 308 can be submtted to the system for
processi ng. Tikechalises:(RE) <hvanitl, Bswith/act s 202, for exanple, together

Wi th the signeveuplcatigk.&3f< Egantf£ havi ng the event 216 and the condition
224 el enents davitkpliesdornh Bhe context can be delivered as a response. In an
exenpl ary enbodi nent, the clause 2%2 Chat can formthe response can be the
st atenent s heIQj’"iﬂﬁ‘P{‘_‘ﬁ'é""ég @ ? @'gi n an exenpl ary conflict or

{ ’,)eYtCon g

nul tiplici ty-oqwlg’gﬁ‘;ﬁ’g’c% 7§°%fs¢em rodel , for exanple, for one or nore
of the contract® 6" E«ontlict set in the formof one or nore of the

cl auses 212, for exanple, having common principals, acts, resources, and

the |ike, CaR ol Bk texbth frl dfChropadiiors, Gantemtple,ncanhiee fisedntoof a
list the %}Pglfdr]rs gglg can be gg&lg}?h@tat ed opt he s_ysten(}ré}(')r r 0Gessi n%.% A
conflict Gepelugiaonthatsatches agailss an patent apddhatiis dysaes BY mtoPte] TN A8 subset

or ef or encBTIT 7% & PRPRSR T TGRE FhT ge g b o e B et and”

the |ike, cuinb 687 bentsef iinecanninchee dhatpramis 2oRding T gantnpPaty
exemplary embodiment, when the clause grant element in the pair of | exemplary
propositions is replaced by the duty, ban, and claim elements, for example, to
generate other three pairs of propositions, one or more grants, duties, bans, and claims
can be generated as the response to the intent. In an exemplary embodiment, the
“REventImplication” proposition can be used to specify the logical implication of an
event (E) for another event (E’, for example, E — E’) and the “CondImplication”
proposition can be used to specify the the logical implication of a condition (C) for
another condition (C’, for example, C — C’).
[00211] Inan exemplary embodiment, one or more grants, duties and bans can be

generated as a response to a grant query for generating a duty, for example, as given
by:

Grant(E, P, A, R, C) «- Duty(E’, P’ A R, C’, Hist’, Slist’),
EventImplication(E, E’),
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enbodi nent, the clauses 212 that can formthe conflict resolution result
can be t t of resolving conflicts anpbng the commlg]C | s
acts, re‘}sﬂ@ur}(’:g@%and the |Ilike. [00206] The exenplary Con rac%d}“éégplr%esm on
Language, advantageously, enables exenplary context nodels. In an

exenpl ary enbodi mrent, a context can include one or rmre propositions, for
exanpl e, that can be used des ri ff and the Iike.
Semantically, the exenpl a 23 M) %ﬁé%ﬂ 2’R he or nore propositions
generated by one or nore H ‘ﬁ”on ty Contract Expression Language
clains 308. Advant ageousléflaus rtplﬁry e9nt-gxt, for exanple, can be
used provide a set of facfls P% fement s that can be used to validate
conditions related to the @gﬁm;b 2;155; C Lwatsigan be used to validate
conditions related to the wmmubmmm,zza nigh&its’ran be used to identify and-
match the principals 218, the acts 220 and the resources 222, that can be
used to formda&eua PrelRat) eltabiBpsP of’, ', Higddiesr’s 214 and t he signers 210,
and the like. [00207] I|n BrnémdnploaEyEenbodi ment  the exenplary context,
for exanple, can include #r |34Mﬂ’§”“tﬂéﬂ4d)e@?‘§’t’%‘k RYat the principal (P)

218 possesses a role, such %t errsmCAD 03/ 094077 PCT/ US03/ 13352

adm nistrator role, for ex -‘17 usd b% er and signed by P, trusts
whatever the issuer (1) 2 f‘jfse m 2 nd B S 0 what ever the signer (S)
210 signs, if P is one of s 214 or the signers 210 of the
correspondi ng statenents, im(E. Xﬁ"b’ﬂk@ c asegiwen by: daim([], P, possess,
adm ni strator, ~, Ilist, Slm,ag(ﬁ;u% Hm,mt)e:r(h@z\wﬁsﬁ)) [list), nt enber(P,

Slist). dainmE p, trust, I, C Il1list, Slist) f--Event(E), Cond(QO,

menber (P, Mst). dainmE, P, bind, S C Mst, Mst) -Event(E), Cond(C),
nmenber ( Plog@i2st )EIG, 0D AD@ktrafdsGan &xramplmsy rcantest-drivax @nqqeaﬁuyg qm@w @Q ven

processi ng system 600 hase on exenp] ary Cont.r S anguage.
In FIG based %gtfyemﬁw fd‘ﬂaﬁ?% %Pr%glsmflh a@ﬁ% ‘e Iﬁa@th ge%lr g‘g’éés_seg bg a

Cont ract 3,kxRiL869 QRored hidaghttabdsl Jataliis@ COFES @hin aﬁzpagassaatbp nke @CEINOr e t he
contracts 202 stored in a contracts database 604, and a context, 608, in

or der t opyErsonHe agmesimotﬁlggexamﬁ inghe ey pbihe cgpisxt p(pf} dp or me}ﬂ,%’
ebodt Mo RSO\ SIRI LGS bk BOThIACL S PATepNal e

con gquery 6 can |nc ude the cl ause
212, for copripd®e, I6 mhemﬁ@mm&dﬁgnm folRexa@ple.ababed nm thekexenplasy quer y

606 can be process accor di t he osi ti.ons exp
contract §e12’912t1°(§r¥8‘)§ of 68?1?%%1?]6@880?‘6?“ %ré‘fg P8 qu%r¢?®f gs é};ﬁ tﬁ’Ee query
606 can heqlAgis %Jdtét Wfoth%d cOetth g0y W%k&mpmgr Ghtesn 70y éde egmnieact s 202
and the context in order to generate the response 610 :

propositions of the form Clause(E, P, A, R, C, Il1st Slist) that are expressed by the

contracts 202, can evaluate the conditions of the event (E) 216 and the condition (©)

774 elements related to the events 216 and conditions 224 thereof, and can output

such clauses with corresponding conditions thereof being satisfied as a response 710.

[00213] Advantageously, the exemplary context-driven system 700 model can be

used build system applications to notify of valid permissions, obligations, prohibitions

intentions, and the like, within a given context, for example, in order to perform and

‘execute a set of contracts. In an exemplary embodiment, the response 710 can be

generated by evaluating propositions, each of which, when evaluated to be true,

outputs a valid grant 302, duty 304, ban 306 or intent 310 element, for example, as

given by:

ValidGrant() «—Grant(E, P, A, R, C, Ilist, Slist),
Event(E), Cond(C),
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in the formof the grant 302, the duty 304, the ban [

and/or the intent 310 elenents natch?ng t he query 682?1[882085aln]3081
Advant agew0sby94oy enpl oyi ng the exenplary query-driven nd@dIUs03/13352

sophi sticated processing systems and tasks can be configured, for exanple
according to the nodality of the clauses 212. For exanple, when the clauée
212 of the query 606 includes the intent 310 el enent, the processing

response 610 can i ncl udeiGeetEH 4, & loemigrsamys 302, the duties 304, the ba
_ H, A, R, , , ns
306, and the clains 308 that match the intent 310 elenent of the cl ause

212. I n an exempahy) erhod, FeOR, C kst Siiing t he grant 302 el enent [

_ O(H, , G, agai nst
the intent 310 el ement,£vw(E)&erdfBl e, cam be given by: Intent(E P, gA R, O
_ Gant(E, P, A R C WrisdDatiE PSl Re€ Liso§dt | npl i cation(E, E), MatchP(P, P

), I\/atchA(A A), MatdzR(R, R _Condl rrpllcatlon C O, 58 WO
" PCT/ US03/ 13352Vané%ér+($an(ml°s ?;,@Iféﬁ (G- antEE )P, A, R 3lcog4ﬁ/@t'

Slist ), Pro), Issuin ‘PF‘ % trust, I, C, M
Wlte(Grant(E P A R Gf" )7, 4 a"’lmt“(jgﬂ“))|rrtent’(E’P’A slit b)MSt

F-Gant (E,
'yl I Cs}! )Sl Eventlrnplication(E, E), MtchP(P,
g), MatOE:hA(A A?)" ”fv&lp“r’ Hi& Bt i cation(C, O, Meni ber (S, Sllst§

< ausedf (Grant(E , P, m me §(;11§} S@E))) Pro), Pr omseO (Pro, CE),
i gni ng( CE, S), Clalr’r(E P, bind, 1, C Mst', Slist'), Wite(Gant(E P,
AL R C Mst', Slist )). Eventlrrpllcatlon(E E) <-Event (E), Event(E).

Eyent| TP IBBMEEEG, by Bximplay el ilictt &) poserons

). Cond s 800 R on G FSBPIED] CTRE FRREaRBar e T U by 0L
propositigns, Eof .8X30RkQr-dSRR AP poedsing system models, the processing of the

contract 202 can result in one or more of the clauses 212 having a potential conflict,

for example, such a grant and a ban or a duty and a ban applying to the same

principal, act or resource, and the like. The processing of the contract 202 also can

result in one or more of the clauses 212 having potential multiplicities, for example,

multiple grants, or a grant and a duty, and the like.

[00215] In order to resolve the above conflicts and multiplicities, advantageously,

exemplary preference policies can be specified in the exemplary Contract Expression
Language. In an exemplary embodiment, the preference policies can be relatively
simple, for example, such as ban overrides duty, which overrides grant, and the like,
or relatively complex employing the authority of the issuers of the clauses, for
example, such as clauses issued by a higher authority are preferable to others, and the
Jike. In addition, the preference policies can be based on the specificity of the clauses,
for example, such as more specific clauses are preferable to more generic clauses, and
the like. Further, the proference policies can be based on the issuing time of the
clauses, for example, such as more recently issued clauses are preferable to older
clauses, and the like. ,

[00216] In FIG. 8, in the exemplary conflict or mu1t1p1101ty-dnven processing
system 800 model, two or more clauses 302-310 with potential conflicts and
multiplicities in the form of a conflicts or multiplicities input 806, for example, can be

processed by a Contact Expression Language (CEL) arbitrator 802 against the context
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output a grant that matches against an intent and that is issued by a
trusted issuer, for exanple, of a promise including the grant, or that is
i ssued bwamlrmmd signer, for exanple, of a contract thapCTEBRI138I2ude t he
prom se including the grant. In an exenplary enbodi nent, when the cl ause
grant element in the pair of exenplary propositions is replaced by the
duty, ban, and claimelenents, for exanple, to generate other three pairs
of prop%gsthaﬁﬁmg%f‘e & PR @laﬁﬁ@@t)@’an@%ée@%f RéRfoncapdlicledisitted fna be
generated as the“response to e intent. In an exenplary enbodinment, the
"Event | qmlm&atiatahésepﬁ()épds iat iepemplary bsbediment, 8 pg@fe@nqulai@m aydeimed

[ lication of an or noth ---a F -
arrlrg t he yé@ﬁ@ﬁfﬁ‘le%%?‘? Ii:%r %i%Bh O &Rp]f)ereht YP&&’S ‘?‘8&5 pa(}g @?ﬁ&ﬁﬁgg 6t he )
| ogi cal tbgpéfn é"§él%e@@O@}ﬁ@'ﬁSiH&tEﬁﬂnéthcflpéftha heraumm@malons otaze for

exanpl e In an exenpl ary enbodi nent, one or nore grants,
duties mdfewisommhmhe@enétﬂaﬁ)enOégresohélﬂid‘ §19-a grant query for

2oMCLR R Virkie <bBFe HPIEN.2or SRpfpler Rart Ve, ARl o alarpfh liprdar Dt V(E

'Va' ChF’( PrroBlem. MBS BAible A8ach I‘xﬁ;hﬁfbﬂ(lﬁe 3@21310@&ﬂdiermpézt®;aﬁndm(ccyer@b§s
I\/Enber(?p Dst), d auseOc Dut

, sui.ng(Pro, 1),
d ai n{ E, caR,bet qomgccted frog;l onq\no ﬁe other, ,1§png clauswlgs p)g(f@alglﬁ(t%thqﬁtﬁg{ Glﬁ%gc M st |

Slist. t » t
Eventlr nt\“f B@?f&?ﬁ%f’é‘ béEt)O %PE‘ 5%%&5\(% cgfare ou, © N%%%E%(Oé ng%ass

Cond| npl inCilei AU wHere amrmee( ﬁodeSisl shode ﬂﬁt has B(D‘n(l@zmyg fHnk qnnnecmd R O,
Pro), Prornised (Pro, E), ng( E, (g) Clain bi nd C. Dist’
Slist ),thergty.t & piest(selution %ﬂ R t0Gesthfd EivEh é’FS‘% ‘ﬁﬁ?ﬁéﬁéﬂé@%ﬁ ¥ 002121

FIG 7' 1 Ll 48LAHES (12 heX 8 TRk 85 bheCREN el AdE (Y QOQSSRE 18Y BbORE TO0
link thereto, the given vertex can be a “source.” Based on such a solution, an

algorithm can be employed, for example, for evaluating the proposition:

ConflictResolve(ClauseList, ClauseList, OutputList, SomePrincipal).

[00218] and as given by:

ConflictResolve(f W| X ], Y, Z, P) « Overridden(W, Y, I), ConflictResolve(X, Y, Z, P).
ConflictResolve(f WX ], L, [W|Z], P) « ConflictResolve(X, Y, Z, F).
Overridden(W, [ X | Y], P) « Claim(E, W, procede, X, C, Ilist, Slist),

Eveni(E), Cond(C},

Member(l, Ilist),

ClauseOf(Claim(E, W, procede, X, C}, Pro),

Issuing(Pro, I),

Claim(E, P, trust, I, C, Ilist’, Slist’).

Overridden(W, [ X| Y]) < Claim(E, W, procede, ¥, C, Ilist, Siist),
Event(E), Cond(C),
Member(S, Slist),
ClauseOf(Claim(E, W procede, ¥, C), Pro),
PromiseOftPro, CE),
Signing(CE, §),
Claim(E, P, bind, 1, C, Ilist’, Slist’),

(00219 The exemplary algorithm above, for example, can be based on an
implementation of the graph-theoretical solution to resolve potential conflicts and
maultiplicities in a list of clauses, “ClauseList,” and to output the resolution result 8§10

in a list, “OutputList.” In an exemplary embodiment, the argument “SomePricipal”
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based on the exenplary Contract Expression Language. In FIG 7, one or nore
contracts 202 stored the contracts database 604 can be processed by the CEL
processoWGIIMYAi nst a trigger 706 in the formof the coht®Xt"698™ in
order to yield a response in the formof a clause expressed in the
contract 202 that is valid in the given context 608. In an exenplary
enbodi nent, for exanple, based on the exenplary semantics nodel of the
exenpl ary, GRnérkReyeExpeaast dint [the grederendc@oriatiasisp atated e thesprfiBFCE s nodel
of the context 608, the exenplary system 700.can exam ne propositions of

-t he f or moticiea seif B¢ trpstedby Rr ¢ bg baynd 1 esﬁr)mllﬁgt are expressed by the
" contract : condi 44 i jdeMBMssin)systd 980d t he
conditi oﬂofﬁﬁ g{j gﬁzdnsen eg aﬁlg ?P@gﬂ{éﬁ%ngerelﬂ? 16 andgc%ndi tions 224

.t her eof , hzaedl ofi ahe @ttipplary Sskract Bxwessioni Lingvegs. e Sbdhdi Ag thoMFMRYs t her eof
being satisfied as a respons

[ 710. 002131 Adyan y. npl ary
cont ext -HF)PQﬁélﬁgsS}@fteé?n%@@‘%jﬁgédvﬁ‘ﬁﬁg&[BBS yugaé’de‘b%ﬁel %%g)?/g#é% %%%F@gatél ons to
noti fy o kalid RRCAL S80S BbLAA! ditthse B0 dtcty-pRessing eutitaitid), - and t he
i ke, wi PR a grven context, for exanple, in order to perf rmg%g_a execut e
a set of fg aphfract 202 stomd iexthaoatrycte dbtobiseedits “@TheaSFlé@BS‘F@gﬂﬂ n be

generated by eval uat] 0 It , each of which, when evaluated to be
true, o%%@r@%ﬁiﬁg%&%%%?&@gty 304, ban 306 or intent 310 el enent,
for exanﬁiogguas kgéé'feﬂ%%ﬁ Bl ineSFeasah 0P - B antiple, Ban BkeRs aCintshe Slist),
Event (E) VUEBHA( O 80 WD 037694077 Wi f e( G ant (E, B, imBaGmblbal
Slist)). cMasd 2Duinythe fom of e queryP0oRandonqprgporegyfitag flaimgg ?‘E‘E%O,Y nd(C),

Wite(Dtgffi, P.A R I Trali dRa 2 Asysitm C, M st
Slist), gE\PeHFF(CEPP%o%ﬁ& ‘%*\FM ZﬁPE)a%“.d( E@P%ﬁA?QFEE e%%ﬁﬂggﬁu% &7 st )%.

\N/a| i dl ?} %H\;i;gn?%enl% @ngAigESt&% aO\}\iAstRaf e(ﬁ;dlbhtes; andStliesi';k)B, of eljests( spbjectr#8e C) |
rrite(Intent(E, P, A R C st, | st PCT/ . US 5 FIG 8

i || ust r attesliken hecrBl-argcessralz con tsr?LPP% %”E)tihfi(?f’?ti}a-cgsrﬂl %“é%orpz)?x(%%g)geélé%a system
800 based om, the &?&‘ﬁ‘ﬂ?'t YorP OF KRS koI aRbRRe 680 UAQ @endratel Resausr y-
driven 6 ané1 context-driven 700 processi g&system nodel s, the processing
of the gpmiblachteMRdintnrasabuPiOitn thaauery ABE @5 GPSIOREE- c 1B e P Navi ng a

potent! alen"ﬁ)%ngllelzn%} the intermediate results 910 can include one or more grants, duties,

bans, claims or intents 302-310. _
[00222] In an exemplary embodiment, when the exemplary system 900 generates
two or more results 910 based on the query 906, the exemplary CEL arbitrator 802
can be invoked, initiated, and the like. The CEL arbitrator 802 can apply the set of
preference policies, for example, as a knowledge base in the form of the policies
database 804 in order to determine preference among the resultls 910.
[00223] In an exemplary embodiment, the policies can be specified as a set of the
input claims 308. For example, each of the claims 308 can be used to compare two of
the promises 208 and can be used to specify that a promise is more preferable to
another promise, for example, such as in the form of “promise A precedes promise B,
possibly under some condition.” Accordingly, the output 912 of the CEL arbitrator
802 can include the outcome of such as preference resolution. In an exemplary
embodiment, if there is only one promise left, then the preference gets determined, for
| example, according to the available policies. If, however, there are two or more
promises left, then the preference can not be, for example, completely, determined

and an external mechanism, error message, and the like, can be employed as needed.
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for exanple, such a grant and a ban or a duty and a ban applying to the
sane prin EBau act or resource, and the |ike. The processig%gof t he
contract WY can result in one or nore of the claus&ST yﬁﬁ?%ng
potential multiplicities, for exanple, multiple grants, or a grant and a
duty, and the |like. [00215] In order to resolve the above conflicts and
multiplicities, advantageously, exenplary preference policies can be
speci f i ej@02241t hdnefuetihpt axgmflent eadodErgntasplosessingafigteay anodels £A0 b&enpl ary

enbodi ment, _t he, preferenc l'icies can _be.rel ativel ' e _exanpl e,
such as fEiEye: E‘?rd‘?é‘émﬂ’ ;?r’,a ‘?%frﬁrbﬂn%%?‘rof%ggﬁ)ﬁraglﬁwg%yne& @r?gﬁh <f(oef\]ft&rtor .
rel ati vely &GP, exd SRS bQtpkiReafiven 00 &Rkl fivdelss IRkddiiencd auses,

for exanple, such as clauses issued by a higher authority are preferable

to ot her ssquanet dficonflicker multipddty-iidyen praseging sywere SSU9omogpls sca@abe be based - -

on the specificjt f _the clauses for._ex . h Lfic
cl auses "éé%}r%c‘" e%/a&ﬁl‘@n{;oa ﬁbf?eéefﬁeﬁ%r?fg P& g%ggés ,%blziﬁgsc’ %@@i@sﬂgﬁﬂl her, the
pr ef er enggopRRhd %ﬁﬁicﬁsaacdaedihg&edp&feréﬁ@ b6Iseikg) ofot i axamefe, tfhem differemes, for

y

exanpl e, such as nore recently issued clauses are preferable to ol der
cl auses, autheritipe aflinkestratige dempinspard e life. i n t he exenplary conflict or

mul tiplichty-dri o] I S : € es
302- 310 10HSbor ERE: 2 EERFR ™ SRR dieRB Cvpich R0, PRSP S AWE <3
confli ct gxemphny CoRtrhdti RxpesssioniingBage. o FI@x d0phe exemplabie qupyelivssed by a

Cont act Expression Language (CEL) arbitrator. 802 ain t he cont.ext 61 WO
03/ 09407 POPCHF OXSKTaRAD Be N4TEF GaTiGt BHECBIFIREY-AHLPLERSEE B set of

prefer eNGfn QlihiCh R aSH &ﬂe{ sm a%f;&deﬁ& b akasen 884orn Meabts00m! ary

enbodi ment, a preference relation, as defined by the preference Rglici es,

for exanppecifiedrinbthe apisee @ 1By tAbyaptegepishy, ythe yeseaplgpGystem 1AR0, Hput

cl auses 302-310 to,determ ne ich of the. input cl ) I.S..0f are
pr ef er ab| F3BP %?ed’FFFggsg?’W\{\gt}ﬁ@“ef SY‘?ﬂttsbﬁlé’;i_ ra‘gsbgllﬁ?‘l&lgﬁ%}oes ltﬁé%{%«@m[ 00217]
- The above.ptablfEHhd PEe. exanmpl e, can be anal ogous to a graph-theoreti cal

probl em For exanple, each input clause 302-310 can be a vertex_and two
vertices [08226lbe FéGnridctied fiiaovshere foo illpdragipgethe pxergplary: | ¥R ED

pref er abl ¢ oL st Ssih B8 e F1E1 & PLOPIEM 1£90 shf 1160 foR xaplaniie

vertex orPVEFTIEes ar & 'source” Vertices or in the graph, where a
"source" ¢age 112 eanbelebialird baprawssing and rag sigpnkl (dotha edausd 212 eepein. A

direct solution_can be to st, for i Ven vertex, et her here is
anot her vamgied _Iarétth‘%&‘éer& cltq k& St?hgl%P glé%qggyt@,c P}at?h%é aré'}? {I/%En vert ex
has no ong.t&s i akohBsd 809 frolihediaVasy 604 Baces @R thecdnté:d 608 definedmsed on

such a solution, an algorithmcan be enployed, for exanple, for evaluating-

t he proposi¢ bomordohfheicaiRe OBy df there de o meatch, @5 dgtsaminggd byciem b ¢, dhe

Sorre- Pri ngliags%s)iﬁ the contract 202 matching the query 606 can be output as the response 610,
for example, including one or more of the elements 302-310. Otherwise, at step 1112,
an appropriate message can be returned. Additional of the clauses 212 can be
submitted as queries for query-driven processing by repeating the steps 1102-11 12.
[00227] FIG. 12 is a flowchart for illustrating the exemplary context-driven
processing of the system 700 of FIG. 7. In FIG. 12, at step 1202, for example, the
trigger 706 in the form of the context 608 can be obtained for processing and at step
1204 the context 608 defined by one or more of the claims 308 can be submitted for
processing. At step 1206, the context 608 can be matched against clauses in the
contract 202 from the database 604. If there is a match, as determined by step 1208,
the clauses in the contract 202 matching the context 608 can be output as valid as the

response 710, for example, including one or more of the elements 302-310 deemed as
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[00218] and as given by: ConflictResolve(( WI X, Y, ZP i
- . : , Y, F- Overri dden
Y, 1), ConflictResolve(X Y, Z P). ConflictResolve([ F T)71 X, VY, f TT(\7A{L

Z], P) h-%&gybt)ldﬁtResol ve(X, Y, Z P). Overridden(W [ Xpcrflsos/msst -

Clal procede, X, C, Mst, Slist), Event(E), Cond(C),

, ,  Menber (1,
Mst) CIauseOf(CIalm(E_Wprocede X C, Pro), Issuing(Pro 1), Cl(ainn(E
P, trust, I, C, Mst" Slist ). Over r I ddenff, TX 1 Y]) f- Clalnl(E W 1

procede, Y, C_ Mst, Slist
CI auseCr o’@jléuﬁ(l'@“?‘sﬂﬂ\&r%é'lﬁzé) 213 aE\CIS%B;[ er‘%nd&%gﬁﬁﬁ B¢ %@i %f | gni ng( CE,
dal gjge (’bo)?aext:{)édy%agnbebsgb)gxétgééﬁzﬁ)r cc)ci’ltéxstldn)k/en {)ﬂﬁgﬂsﬂ']g HShl%peatﬁugphastypsal gorithm

above on .an i
npl ement ati on of the
gr aph- thqgog.qgcgal solution to resolve potential conflicts and

Itipl
- Tesol Ut i TRy FIG103" i 5 Hpeeis dor JIotrape. e, SRphly B D00 rent
the argu gﬁ@hg]tlﬁﬁfr@?%%ﬂrﬁééssm@%fm Q?sfeﬁ%@%f PICT /3B IG3 38 2atcstep HH2enpl oyed

to ensur erenceé rel atlonsh:ﬂﬁ1 stated in the, pref

e s v
Ite or
AT S i P amas

gr olceSS| n&nsy?sg%g@g gg)gjﬁl cordlEMa v ageKiplitivies Gt B0l Atastepori k06, othef or
pplying preference policies stored in the I|C|es 804 &°
g; te ; % ag (ra o«ggmjlsomg masHtifliciies Tan be sesobisA thasgd @ ?ngte& @%’%%“teﬁg’y B%iFact s

si st.anc &Fih
ar bi t r at o*°802" Pfogl% tﬁﬁ a%dxgre{‘eP @ﬁ&%éﬁg cect?g%dr ﬁgggan?oél&gxanplee can
take as agyiApYokFdm ﬂi@dﬁ&a?elaori nIf ttlkfecofnﬁlcrts olfmuheﬁlqﬁl@ﬁ pambsresalyed.one or

nore of the clainms 308 enpl d d

; [1 ?t g a? predeigratingdobyydep A 083 @?@P@Pf?‘?@ﬁg‘%ﬁ: (rglrﬁ %f%tp ustglgé'gss mt ft%ﬁtre&@? 2’? dof
ri bute Sabin

or 0CesSor §%(bg{%g 8’%3 p i KSoludthe QR &F tfiore eCdléme@f 3021300 bsite resdhed CEL

Know edgechipssisenit fep ot ahupite R cobaHIERd0 MIMTI A SRIt es a
clause 302-310 identified as having conflicts or multiplicities can be submitted for
conflict or multiplicity-driven processing by repeating the steps 1302-1312.

[00229] FIG. 14 is a flowchart for illustrating the exemplary composite or hybrid
and linked processing of the systems of FIG. 9 and 10. In FIG. 14, steps 1402-1406
correspond to the steps 1102-1112 of the exemplary query-driven processing of FIG. '
11, step 1416-1420 correspond to the steps 1202-1212 of the exemplary context-
driven processing of FIG. 12, and steps 1408-1412 correspond to the steps 1302-1312
of the exemplary conflict or muitiplicity-driven processing of FIG. 13. At step 1414,
on ot more acts, for example, specified by the act 220 elements can be performed
based on the resolved clauses output as the resolution result at step 1412. Additional
processing can be performed by repeating the steps 1402-1420.

[00230] Advantageously, the exemplary Contract Expression Language defines the
grammar employed for proceésing contract expressions based thereon, wherein the
present invention includes the recognition defining a grammar can be the most
challenging aspect of a design. The exemplary Contract Expression Language, thus,
defines normative mathematical relationships between each one of the EPARC
¢lements, advantageously, enabling consistent interpretation and enforcement of the

exemplary Contract Expression Language by human and machines. The defined
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possible internediate results 910 to the query 906 as respohse. In an
exenpl ary enbodinent; the internediate results 910 can include one or nore

grants, dubipeseso7bans, clains or intents 302-310. [002221pconasosexasnpl ary
enbodi ment, when the exenplary system 900 generates two or nore results
910 based on the query 906, the exenplary CEL arbitrator 802 can be
invoked, initiated, and the |like. The GEL arbitrator 802 can apply the set

of f li.ci f i f
Che o i BrEs S BIEE B oRPa L et FaPa RIS e Bl I ©
results %&L&ndﬂ@gg %ﬁ]a%xhﬂst%ﬁxﬁ%&%ﬁ?ﬂﬂﬂ#hem&hmhstmdﬂ@ambwaabdaﬁeambe

e e

speci fi as a set of th i nput cl ains 308. For exanple, each of the

cl ai s 368 exprestrel wathd theo groommpar defingsl &y thenexgmrlaysbenBed SRICEAN be used
to speci£ that a promse is nore preferable to another prom se, for
exanpl e, g‘%@ﬁ‘ 8%s in the formof "promise A precedes pronise B, possibly

under sopg289NdiThé QevicdCaR Sttgbtémst B tirutpuipldd2sysfenish degcEbed rwith r at or
802 can include the outcone of such as preference resolution. In an

exenpl ar yespestiioBiGe i 14 Fan eqrpanicaeoior FxEpRieHFHA SOMIIH CAtORS REtw

preferen gets determned, f }g;égpl : hBGohd golﬁﬁnﬁé,fgi peb) e

poli ci esﬁ?*f@ﬁ%%%ﬁgetﬁgrsémg@g S'[%V\,O dr‘ﬁ?%gtgﬁ&%?gm ges‘ left, t rgenbjt he

pr ef er enggrgRtonRutdds, PDALs, @xtampt eppliameb.esel iop Uexasy miordstns, daadesldext er nal
mechani sm error nessage, and the like, .ca

, b | oyed 63 VWO
03/ 09407 AevicT, ttephongs seilulsnielephones, MirdFe e\é‘%%ﬁi%ﬁ‘f?ég‘é‘ﬁ%gé?’ﬁeﬁg e@,‘e’
processi %%%ﬂgggggﬁ?%hg ﬂg%gmlat se€ 8Pt MEQ8sedf Kenpra@yRhtodhaags dheone or

nore of t quer ive e context- driven 700, and the conflict or
mul ti pl i cletices aid aobBeEEY Streeramplin| can ¢ommeritate orith sachselBgeHEBEMYconf | i ct
or multiplicity-driven progessi sysiem 3800 ) tur ed,
each wi t Fulalle pretpeg)andfen 151}32%&%?{%851‘5%%%‘?@%ﬁ‘;‘g@%‘f%‘gﬁg f?&#or

resol vi ng, Aok &t S CAsCH MloRUirk&tREehesieRBmspein bt empldyed, Goraeanple,f rom
different authorities, admnistrative donains, an@atpe i k%. 100225] FI G
10 i | | ustincihémgamtanenasicessy tel¢coruaunigaiiodi il G0y WHaRG 18H Y fEF? B EMGFar y

Cont ract. Exgr 65l Df LA0GUARS.<e| bl Ghic3hns  HENEX PR iUalcbodnpglon 600

t he cont &RPYGP4 a e conflict or multiplicity-driven 800 system
nodel s cafmbenicAi@er @étaeiwil Th cah Hacludy,s foz nexauipbs neinelsss] OURIMURALIERH

AL EER NIRRT St T P
15 2 PR ol e o DR
of the syRBitenet;@ftrafktskherid _commlm%@tiomg ,ne‘a(rg%gq, é:)én-%i@ji?én; Sher aﬁ%{l é},xe t he 9
like.
[00232] As noted above, it is to be understood that the exemplary systemns, for
example, as described with respect to FIGs. 1-14, are for exemplary purposes, as
many variations of the specific hardware used to implement the disclosed exemplary
embodiments are possible. For example, the functionality of the devices and the
subsystems of the exemplary systems can be implemented via one or more
programmed computer systems or devices. To implement such variations as well as
other variations, a single computer System can be programmed to perform the
functions of one or more of the devices and subsystems of the exemplary systems. On
the other hand, two or more programmed computer systems or devices can be
substituted for any one of the devices and subsystems of the exemplary systems.

Accordingly, principles and advantages of distributed processing, such as redundancy,

replication, and the like, also can be implemented, as desired, for example, to increase
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cl ause 212 can be obtained for processing and at step 1104 the cl ause 212
can be submtted as the query 606. At step 1106, the que ) be
mat ched %P%@t’wﬂcl auses in the contract 202 fromthe datg%ggg&é@iﬂbased on
t he context 608 defined by one or nore of the clains 308. If there is a
mat ch, as determ ned by step 1108, the clauses in the contract 202

mat chi ng the query 606 can be output as the response 610, for exanple,

i ncl udi NP eBusalessTBiE peffotiitmce of e exenddey Fysten® deseriliedevith respe@df01112,  an
appropri ate nessage can be returned. Additional of the clauses 212 can be
-submi tt dlGesldderies for query-driven processing by repeating the steps
1102- 111 00 k ' i eck kd UREJ, at i gard Beusedenpl ary
cont ext-@PF%ie]n %%Lryo%{g}sngar'{%%gétér{lﬁg&sc&??gﬁlglo%&%f FIG 7. In FIG 12, at step
1202, f oo @x@ipioematitwe relitidggigevarip0s pravesshe dessrihedhereite Flop tRRIMBE® can be

obtained for processing and at ste 1204 t he_cant exl,. - defi by one or
nore of €#ebe ParsdsnsyE @awoﬁemgﬁﬁﬁg%tsé?gh e a‘b‘?@@e‘s 8]%%%? ﬁ}fg ’ ;sn[agtg'IQ 9206, the
cont ext bg imt 8GR GRLNSH (1| BNERS ahl subeyste@stofane eR@fplarom t he

dat abaseggtg%?%%}(’t eré%lﬂs a match, as deternined g step 1208, the clauses

in the ceptemct QA aratrote dgtabhses cofnthexdedos anth spRSYSIERFUEARSEINAITY as the
response, 710, for examl e, includin ne f SRED 2-310
deened adfgUMIFEIOEYT éﬁd‘?*?lfigﬁﬁ 6@%?%@@%@' %%P%ﬁl%&g herir‘lllv.eeg%%1 at Igat'?tle%@lZlZ, an
appropri %}fan%ﬁsﬁﬁ% &R shecthfk UsutBchs Mosls,iablel, mfayst fieldsgaremhst 5e@08 can be
submtte or context-driven processing by repeati ng%ighe st eps 1% 2-1212.
[00228] Hists, and theslike, finelaediin one O iMeTE SREBPTGHy SPFE ’&%FE‘P&C%BE ict or
mul tipli cibtg-driven processi ng of the system 800 of FIG 8. In FIG 13, at
step 1302°°¥%or exanple, two or nore of the clause 302-310 identjfied as
havi ng cqohid4gt s AQr or apbitioplofchd bxsnytany dysteoistdeserdedivith pspet & FHgs-and at
step 1304 and the clauses 302-310 éan be submtted %%_tlpeoscelo‘{‘llﬁl &S or
mul ti pl i ci-14 €an pagorveamtly AMpigrasntaBENE OAR OF MNP BT S B P M T pl i ci ti es
can be 1 esQlened iansboBliold) &iANLAKl BREAGH, AbrdiomRMeR! andiilieliné, t he

an e

clains 3 pr rences policies specified in one or nore of the
cont r act sprafnimeaihnatdoedidgttatthe seBdings| ¢f theedigdpged; SHEEREY nRABIRERBt i es can

be resolved, as determned b ep 1308, 11%a8ede

out put asAPPFQP’F‘%c?PﬁYV?Jbehcan’sed%?ﬁyﬁﬁ?grg g;o yg)%g%%ﬁx Zl%lr%/ﬁfg?%il ngggne or nore of
the el enegy §e302h3k8 o BidWsdlesdlexethplarpembodinsats. dh addidion1Be 2xeraplary
appropriate nessage can be returned. Addition

] togl o@ the cl.ﬁuse e%pﬂﬁ@jlo
i denti i esystesshaar b isemiemented by theuPrepariieR Of APPHESHTIORSPEHIRS PIoEL F or
conflict or ltipli.city-dr i hhdif cirbgtsSt eps
1302 13128 S35 et B B R K O e oxerpl ary
conposi t e[@p238) br Advaneaxgotsipkée pxauplesi nybodiments §9@Fbﬁ%qﬁe¢|@n and 10.

'n FlG 1gﬁ1plsn;[y% ?n %f4 11%(;, :sl'}eé?e%ls, online systems, and the like, and in applications, such as

TV applications, computer applications, DVD applications, VCR applications,

appliance applications, CD player applications, and the like. In addition, the signals

employed to transmit the Contract Expression Language expressions, the rights

expression, and the like, of the exemplary embodiments, can be configured to be
iransmitted within the visible spectrum of a human, within the audible spectrum of a
human, not within the visible spectrum of a human, not within the audible spectrum of
a human, combinations thereof, and the like.

[00236] Although the exemplary embodiments are described in terms of
applications in contracts, legal arenas, and the like, the exemplary embodiments are
applicable to any suitable application, such as digital and non-digital content, devices,

software, services, goods, resources, and the like, and can be practiced with variations
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correspond to the steps 1102-1112 of the exenplary query-driven processing
of FIG step 1416- 1420 correspond to the steps 1202- f_tLhe
exenplapv}%%%ﬁgﬁt- driven processing of FIG 12, and steﬁi%%éﬁgy?iQZ
correspond to the steps 1302-1312 of the exenplary conflict or _
multiplicity-driven processing of FIG 13. At step 1414, on or nore acts,
for exanple, specified by the act 220 el ements can be performed based on
t he reskhl wehlnabgys eserfadep Utngigge, hgramaesas) wohtsat, raghis:t ofenegse FEMAes,
Addi ti onal . progessi.n an be formed by repeating the steps 1402-1420.
[OOZSO]QKH@éﬁFEEEB@@P ,%Fﬂéﬁéﬁﬁﬁﬁwg * Contract Expression Language defines
the grgpes; enphayade &:%seﬁf ARRABON GhatO Mok Wes@MRA EinStampsctvas eitht her eon,

%

wherein"the " present invention includes the recognition defining a grammr
can be timaberosftexenipidry endiodgnadpant ingflementationgn themieseak BYEIELRISO0ht r act

Expression lLangua t hus def i nes.nqrmat i ' l.at:lonshi ps
bet weon G HEHEB A5 B FaV AR P T 40 ST e B Eaneles, Aice

consi st @qf withahE kAW eRtaNgpanfoaceament of the exenplary Contract
Expressi on Language by human and nmachi nes. The defined 65 WO 03/094077

PCT/ US03/ 13352 grammar al so all ows the exenplary Contract Expression
Language to be extensible. Accordingly, an alnost infinite nunber new
contract constructs and vocabul aries can be expressed with the granmar
defined by the exenplary Contract Expression Language. [00231] The devices
and subsystens of the exenplary systens described with respect to FlIGs.
1-14 can communi cate, for exanple, over a communi cations network 170, and
can include any suitable servers, workstations, personal conmputers (PCs),

| apt op conputers, PDAs, Internet appliances, set top boxes, nodens,
handhel d devices, tel ephones, cellular tel ephones, wreless devices, other
devices, and the |i ke, capable of performng the processes of the

di scl osed exenpl ary enbodi nents. The devices and subsystens, for exanple,
can conmuni cate with each other using any suitable protocol and can be

i npl enent ed usi ng a general - purpose conputer system and the |ike. One or
nore i nterface nechani sns can be enpl oyed, for exanple, including Internet
access, teleconmunications in any suitable form such as voice, nodem and
the Iike, wireless comunications nedia, and the |ike. Accordingly,

comuni cations network 170 can include, for exanple, wreless

.communi cations networks, cellular comunications networks, satellite
comuni cati ons networks, Public Switched Tel ephone Networks (PSTNs),
Packet Data Networks (PDNs), the Internet, intranets, hybrid
conmmuni cati ons networks, conbinations thereof, and the |Iike.
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1002321 As noted above, it is to be understood that the exenplary systens,
for exanple, as described with respect to FIGs. 1-14, are for exenplary
pur poses yyafsioodyy variations of the specific hardware useeii/tsiiaghzenment

t he di scl osed exenplary enbodinments are possible. For exanple, the
functionality of the devices and the subsystens of the exenplary systens
can be inplenented via one or nore programred conputer systens or devices.
To i npl enent such variations as \é\ﬁﬁ,Eﬁé ot her variations, a single

conput er system can be programe P eriormthe functions of one or nore

of the g@“h s affl prhsyStenmtioh tdhe emptorltachnobigidse nsystetis, mpdods,her hand,
two or re§§rogram"red conputer systens or devices can be ubstitdut ed for
any one gpotitheisdewicepts, amiths lilse,ydssethed dp ﬂl"lﬂféh%lf%ﬁﬂpg?’)?pg‘i}g?%%?’ an

Accordi ngly, pringciples_and adv f i st i ﬁ)&,@ﬁ@hteg,b such as

T edundang‘&‘?,hker 8’5?&13%?’[“0 fhe 8‘?%8-et°§r%3‘%ﬁ'?ﬁ°z,aﬂa?f§‘gﬁ%%rﬁté€’??£?ement ed, gs

desired, . fon&xap8he, to increase 66 WO 03/094077 PCT/ US03/ 13352 the

robust ness and performance of the exenplary systens described with respect
to Fl Gsyyledden:d:R0233] Th@ivexahi My SyehergXads deisbed. 0npwtirbleesgtct to
FIGs. 1- Mrl@ﬁﬁ!debﬁebu&&ﬁh.orgo store information relating to various processes
described herein. This information can be stored in _one or nore nories,
such as @phiathedi“Ehy wot forost inFEKto Invisgin Beavirernnt hevell” THTESREC BAMPYAARY t he

| i ke, of ot heWdgyWidsSVanticEolsrioifedlehEt of the exenplary systems. One or nore
dat abases of the devices and subsystens st.or Lafgnnation used to
i npl ement1l-AE3@XMHFEREME: aéﬁg&B‘HP‘?fBﬁ%(’gr.ld%ﬁ‘&g\%gfté%é’ggzzso{){c}?r\]ﬂggﬁgr gani zed usi ng

- data structures, such as recgrds a j aphs, trees,
lists, ahtflt¥&® 12pTE Eﬁ%}féﬁe ?nnm%ﬁgr%o\rﬁ%ﬁo“% Et%%rb%%dgg?%gﬁg#as the nmenories
l'i sted v, 4 | ' h& vBxembaoyxdmss.ens descri bed
wth resﬁg%‘%P%B‘%é?%@“%%"fﬁ%%lﬁﬁgg\ggmﬁ%gﬁt l'y inplenmented using one or
mor e gengi Al oL RO S CRIPMESHd dRYS PRRBLeS Sr@pWet 688nISs PadiNgi.t8%9. si gnal
processors, mcro-controllers, and the like, programmed according to the

t eachi ngqu@f clibarslise) Tos Balv edcenplcaWeseRbuorthedh editonAplyridPr i ate software can

"be readily prepared by progranmers of ordinary skill, batg%g._ o&thg

t eachi ng1Df Ao, 44 Bubdusteod teshe kpy of Gontswe SHreprn 2V 1575 48P gh S o foRE™

exenpl ar yPress Psfoehit®®8an be i npl enented by the preparation of
application-specific integrated ,ciéc%i t SaiPlo gy i nt erconnecting an

appr opr i a8 AEEHEACRAPIBGTH GHERT S YEUrT S’ E(} 2351 Advant ageously, the

exenpl ary di ment s desgr| i RERR: BEtenRMRIQNAC1988, 204 Tblimensyst ens,
online sy §§ 0’:,;:“” @@fﬁﬂiﬁpoigﬁ%gggﬁgﬁ?% appl i gafsieonns, such as TV
appl i cations, c%rrput er applications, DVD applications, VCR applications,

(21). Hanson, et al., “An overview of production rules in database systems,” Knowledge Engineering
Review, vol. 8, no. 2, pp. 121-143, 1993.

[221. Russell, et al., Artificial Intelligence: A Modem Approach, Prentice Hall Series in Artificial
Intelligence, 1995.

[23). Hohfeld, “Some fundamental legal conceptions as applied in judicial rcaspning,” Yalc- La}w
Journal, v.23, 1913, Reprinted in W. W. Cook (ed.), Fundamental Legal Conceptions as Applied in
Judicial Reasoning, and Other Legal Essays, Yale University Press, 1966.

[24]. Hilpinen (ed.), Deontic Logic: Introductory and Systematic Readings, Dordrecht, 1971.

[25). Jones, et al., “On the characterization of a trusting agent - aspects of a formal approach,”
Workshop on Deception, Trust and Fraud in Agent Societies, 2000.

[26]. Elgesem, “The modal logic of agency,” Journal of Philosophical Logic, 1997, vol. 2, no. 2, pp. 1-
46.

[27]. Widom, et al., Active Database Systems, Morgan-Kaufmann, 1995.

[28). Brownston, et al., Programming Expert Systems in OPS5: An Introduction to Rule-Based
Programming, Addison-Wesley, 1985.
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appl iance applications, CD player applications, and the |ike. In addition,
the signals enployed to transmt the Contract Expression Language
expressi3ﬁ§$mpﬁg7rights expression, and the like, of thePEXAHP/BI3H2
enbodi ments, can be configured to be transmtted within the visible
spectrum of a human, within the audi ble spectrumof a human, not wthin
the visible spectrumof a human, not within the audi bl e spectrumof a
human, dzerbDaaticans at iarseoky ofotbytdpeifichtior ApproQRSG LG, bhadabiponttieev@ldenpl ary
enbodi n8¥idsWelr & wersdse dirgdadui’Reserpigpatifies. appl i cations in contracts, |egal
arenas, and the |like, the exenpl ary enbodi nents are applicable to any
sui't abl d3Uppiirerabinsivies sifedirbess avfi kgiowliiee ke Srivmsdl )i 1L RockyBhs MRt Congien ces,
sof t war ScieaEFEpe b8 goods, resources, and the |ike, and can be practiced

with varjations 67 03/0940Q77 ,PCT/ US03/ 13352 i.n. t echnal g . pterface,
anguagd P P ol SHUBAY AP et FPEPTARE TeLBntT BRI s
Iinitatigﬁs, devices, and the like. [00237] Wiile the present invention
have Deqgy098blbReA ol N AGRIERD By BT B BLorP Lad PARIRL Aok GFRQA! MBNL S
and i npl &BRk 3&@§§HLEﬁéwpgggﬁggmbgwgnt| nis not” so limted but rather
covers various nodifications and equival ent arrangenents, which fal

Wi thin tas. pukb @ul.Ofhe TEEHRPPQRGE U ekt inhEC onbBre MOy ASMsDSART ati R EPrdgl 3/ 13352
APPENDI Xrerk £ 0238 brk] e@1pr esent i nvention can enpl oy technol ogi es, systens,
met hods, algorithnms, concepts, and the |ike, described in the articles,
books, specifications, and the like, cited herein, the entire contents of
all of which are hereby incorporated by reference herein. [1].

Content Guard, Inc., eXtensible rights Markup Language (XrM.) Version 2.0,
avai lable on the Wrld Wde Wb at xrm .org. [4]. Bradner, "Key words for
use in RFCs to Indicate Requirenent Level," IETF RFC 2119, available on
the World Wde Wb at ietf.org/rfc/rfc2l19.txt. [11]]. WBC XM. Schema,
avai l able on the Wrld Wde Wb at w3.org/ 2001/ XM_.Schema. [121. WBC XM
Signature, available on the Wrld Wde Wb at w3. org/ 2000/ 09/ xm dsi gf f.
[13]. WBC XML Encryption, available on the Wrld Wde Wb at

W3. or g/ 2001/ 04/ xm enc#. [14]. Calanmari, et al., Contracts, 3rd edition,

Bl ack Letter Series, Wst Goup, St. Paul, M\, 1999. [16]. Calanari, et
al ., The Law of Contracts, West Wadsworth, 4th edition, July 1998. 117].
Atiyah, An Introduction to the Law of Contract, C arendon Law Series, 4th
edition, C arendon
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Press, Oxford, 1989. [19]. Dijkstr a, A Discipline of Progranm ng,
Prentice-Hall, 1976. 1201. U Il man, Principles of Database and

Know edgeyBas@osbyst ens, Vol unme |, 1988, and Volune |1, 19689/USCBIBEER er
Sci ence Press. [21]. Hanson, et al., "An overview of production rules in
dat abase systens,"” Know edge Engi neering Review, vol. 8, no. 2, pp.
121-143, 1993. 122]. Russell, et al., Artificial Intelligence: A Mddem
Appr oach rent. ce |l Series in Artificial Intelligence, 1995. 123].
Hol r f el d,rWﬁ d?réiaflﬂﬁéc_i'lgsrrent al legal conceptions as applied in judicial
reasoning," Yale Law Journal, v.23, 1913, Reprinted in W W Cook (ed.),

e ok o tod ¥ st Spstnch pefSh Bt g5, 3

ora TGS MR, R P apects of & Torml

2000_ (261, Elseaor e, rortal T ogt oof d“d‘e‘%é’“?f”w ) 2k o0 | o=onhi cal
Cogi e, 1957, Vo slemgst reciios ap opgesiqhap At i ipah AR Pfort e, os0P

Dat abase Syst efp"gﬁ %&gﬂ#ﬁ@% g?&gﬁgoﬁ 2t -2 Bimuims troast rek patform an

Progranmm ng Expe An I ntroduction to Rul e-Based
Progranm sg, Addi son-Wesley, 1985. 69 WO 03/094077 PCT/ US03/13352 [29].

Dam , et al., "A f.Policy,S i ! - 02,
avg} ?ggre gn ? eIt F@lﬁfﬁéﬁg%@w%a%“cmﬁgﬂ%@@%\% Resear gﬁ%@ol i cies.

[30]. Ul ggnpg Principles of Database and Know edge-base Systens, Vol. I,
Rockvi |l e, MD, Conputer Science Press, 1989, [133_1%. Sterli nl% et alt_., The
Art of Prol og: a AbimredederrsperiSing A8 TR %ﬂ%é, SRR S RO P Biess,
1994. [32}“'& Lanpson, et al., "Authentication in D stributed Systens: Theory
and Pract de ACM Trans., Conputer Systens 10, 4 (Nov. 1992), pﬂ%&h
265-310. [ 33]. iddapretingely @fid systhe aTlegaluy akpiesyore spdol fRdaesing said AeB2Bhcur r ent
Systens: Specification, Springer- Verlag, New York, 1991. 70 WO 03/094077
What is Cesprasipn1anguagy/ USo3/ 13352 1. A method for specifying a legality
expression for use in a systemfor

2. The method of claim 1, comprising:
enforcing by said system said legality expression, including at least one of,

enforcing said obligation based on said duty element by verifying that said

principal has performed said act, and

enforcing said prohibition based on said ban element by verifying that said

principal has not performed said act.

3. The method of claim 1, comprising:

providing in said legality expression language a grant element specifying a
permission that a principal may perform an act; and

enforcing by said system said legality expression, including at least one of,

enforcing said permission based on said grant element by verifying that said

principal may perform said act,

enforcing said intention based on said intent element by verifying that said

principal wants to perform said act, and

enforcing said assertion based on said claim element by verifying that said

principal does perform said act.
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processing said legality expression, said nethod conprising: providing a

| egal ity expression | anguage, including at |east one of, .enent

speci fyi 80 ﬁ”ﬂgﬁigation'that a principal nust perforn1aﬁQgg¢%%%§%gn

el ement specifying a prohibition that a principal nust not perform an act,

an intent elenent specifying an intention that a principal wants to perform
an act, and a claimelenent specifying an assertion that a principal does
performan act; and interpreting by said systema legality expression

speci fied using_said I&g?IiI expression | anguage. 2. The met hod of claim

1, conprisind: st ¢ mgéiﬁ’ ¥m said legality expression, including .

at | east one ?gviding%gﬁiﬁilé@ligf&ﬁvr%giomﬁ{éu%\? based on said duty el enment by
clp

verifying t h&t" sal prin as per_forma_d said act, and enforcing said
prohi bition hagedivon psiabiqtahahnmhtsrr@ssombvdv‘éﬁhfsﬁidqg‘u‘fbhéleﬂseélfzdsm‘gﬂaﬂci pal has- :

not performed sai,d act. .3. The netho f claiml,_..co I SLipda +ProMi di ng in
sai d | efA¥meny, &3fr Mﬁemﬁﬁgﬁggg‘fge‘gréﬁ{“‘é‘r dn e algpggl y%lﬁgelg’ E%er m ssi on
that a pLLAek q@ypegg{,g fifRigdls, act; and enforcing by said system said

| egal i t)%bgéig)blg@gleon, i nclgldi nlgdpsat | east one_of,  _enf orfi ng. sai, erm ssi on
based on sai dregpeative aksvees clspouts pgspeingdt with soid @t elemabhafal perform
said act, enforcing said intention bas sald shidt enRtmebierRAt 4\

verifyi ngemfte saig %Targr%ﬁ F]btalsmmd./;ﬁ?tggtt gféf)n%ﬁ’o%{rﬁjssgllladg%é?, and énforcing
sai d assgekirAfy R3sRRlr @ uss@idted withMhedesprtive bots\emudi f yi ng that said

princi pal” does performsajd act. 71 WD 03/ 09.&877. Pﬁgr/ uso3/ 1133515 él The
met hod of cl afespetive ceapditionnejemepis AsseRiaied vt 571G Y HFPE e PP X on
| anguage,, respectj v rpnei.pal pchad edigMcldims dlethedtit el ement,
sai d banéle@fa%trresﬁ%d, éaarﬁdklgﬁfgﬁﬁ SeaF:Aeqrrfvg%?E %lsal 3 ‘intent el enent, and said claim
el enent , saRIyingpRewnllitongstdumicdwitk did respegtiveaitpal s, respective resource

el ements associated with said duty el enent, said ban elenent, said grant
el ement, said intent elenent, and said claimelenment, and

5. The method of claim 3, comprising:

providing in said legality expressibn language respective event elements
associated with said duty element, said ban element, said grant clement, said intent
element, and said claim element, and specifying respective events for triggering said

obligation, said prohibition, said permission, said intention, and said assertion.

6. The method of claim 3, providing in said legality expression language
respective act elements associated with said duty element, said ban element, said grant
element, said intent element, and said claim element, and specifying the respective

acts.
7. The method of claim 3, comprising:

associating said grant element, said duty element, said ban element, said claim

element, and said intent element with a clause element of said legality expression

language.

8. The method of claim 7, comprising:
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speci fying a resource associated wth the respective acts, and respective
condition el enments associated with said duty el enent, said ban el enent,
said gramvoalepmit, said intent element, and said clai m elPERAISH3I1336Y
speci fying a condition associated with the respective acts. 5. The net hod
of claim3, conprising: providing in said | egality expression | anguage
respective event elenents associated with said duty elenent, said ban
el enent, said grant.el enent, said_| e el A 6hi€ l18kdntg! ement,
and speci fyi ngagﬁ%%?}&gt FOd dlussy élg’fnggf ?ﬁ%g&etﬁ%gigil d (t)glﬁ: %ati o%, _tgai d
pr ohi bi t | Qhresiidh diaRQIAFe S 8418 Nprofided cleniean spailyingnd maindbeaiys eaid i logalitp. The
met hod of claim 3Z§’£rovi ding in said legality expression | anguage
respect i vaxpaessiogl nts associated with said duty el enent, said ban
el ement, said grant.. el § oL at el crkaht S daig| RbsMitel enent ,
*and speci fyi ng%fsﬂ%atrm&Sglgfptagsesgg:ﬁ%ﬂﬁ%rh%{ ?f%gt%ﬁ%dl of claim S,ﬁgorrgri si ng:
associ at i §gréios 1@ridgmge,ehﬁmm elsmicok ghatifying enissuer of aiid chase.el ement, sai d
claim elenment, and said intent element with a cl ause el enent of said
| egality expression |anguage. S. The nethod of claim?7, conprising: 72 WO
03/ 094077 PCT/ yS%éﬁfeﬁﬁ%m&ila%&%ﬁ%'gd clause elenent with a prom se
el ement of said l'egality expression |anguage, said pronise el enent
speci fyi ng a pessifying axsigar of begairadt ypecifs esing wid legalety £3pt5e9aR MA Sai d
cl ause elenment with an |ssper. el. nt. of said legality expression
| anguage, Sl@a?roPl?@%fﬁé‘FSO&}aé‘?#éW{th§?ﬂggﬁ%ﬁ§ﬁyna‘p§??s’i°§'suer of said clause. 9. The
met hod of claim 1, conprising: specifying a signer of a contract specified
using said legality expression with a signer elenent associated with said
| egal ity expred§i dhe nihodTofeclaiex hedmPrisE€ai m 1, conprising: specifying a
| i cense associated.with.a contr i fi i 10 18 Q¥oali
expressi on Wt ﬁp‘%?lml}?eﬁs}’eceaeeén%ﬁﬁ&aeggg@ At (g%m\lflméﬂt ﬁgzggl?cgdlllggg%?%l?; %xp?r( essi on.
11. The nekpRekief wethailibedse genpitiassoeiatedwihisdifilexgliteepdess@nassoci ated with
a contract specified using said legality expression with a netadata
el ement associated with said legality expression. 12. The nethod of claim
Il’ conpri si ng: |Rasing, sabdof 893} 1 L bnSrRERSSi on | anguage on a grammar based
anguage. .
M specifying metadata associated with a contract specified using said legality

expression with a metadata element associated with said legality expression.

12. The method of claim 1, comprising:

basing said legality expression language on a grammar based language.

13. The method of claim 7, comprising:
specifying with one or more of said claim elements a preference policy
specifying a preference for one of processing and accepting respective one or more of

said clanse elements.

14, The method of claim 13, wherein said preference policy includes said

preference based on an order of occurrence of said one or more of said clause

elements.

15. The method of claim 13, wherein said preference policy includes said

preference based on issuance times of said one or more of said clause elements.

73



13. The method of claim7, conprising: specifying with one or nore of said
claimelenents a preference policy specifying a preference for one of
processiwe @ds@gcepti ng respective one or nore of sai d @ausB/8ieENt S.

14. The method of claim 13, wherein said preference policy includes said
preference based on an order of occurrence of said one or nore of said

clause elenents. 15. The nethod of claim 13, wherein said preference

policy includes said preference based on issuance tines of said one or

nore of said clause elenents. 73 WO 03/094077 PCT/ US03/ 13352 16. The net hod
of claimil3, yhergichmitiod ¢ Qhies @BC¥hBRIA edipiefertsies polityl ingudesesaghce based.
on issuers of said one or nore of said clause elenents. 17. The net hod of -
cl ai m 13preftrenceitasehonlispness of sk enger hesg afsaiddpsse §EMENtSpr of er ence based on

a type of said one or nore of said clause elenments. 18. The nethod of claim
13, wherein said preference policy includes said- preference based on a i
combi nati on ofj7at Thearthdanef elhindn 39 FdRrein fsaidCprefer @rve abity Saclddesossed or nor e

of said clause elenents, issuance tines of said o nore of said clause

el ement s prafersuerbased oB aitypestiEaisronesy &qse °§%1@°@P%§%‘118‘Ftérrents and a type

of said one or more of said clause el enents. 19. The nmethod of claim7,
conprising: establishing a trust relationship, including, speC|fy|ng

in. said clai megl evgaimdihal ofl clhim kg, pﬁieremwatdsPﬂ:fermmdwymdpde%Bfﬁé

i ssuer of a clause based on said a

t t t t
20. The methesacobassims pombERpen of ﬁbﬁagtg@i%a T i ggﬁ‘?aﬁ?&%ﬁ%"f g "

rel ati onsf By lA€ l)f'gdlﬁlglau%@&'nfeﬂt’s nigsdaﬁcesﬁa'n@s &t @ﬁdTbﬁ‘é &hmbfe dfvald dayxei nci pal
bi nds to A refour ce Ising a signer a contract based on said act

el ement  cherpenits iingen df sadi ol @nmnte, ofXbid diheser@@m@ﬁsmﬂdcﬂ BPEof salddmsr i si ng:
establishing a try relationship, including, specifying in said claim

el ement tq{élﬁorﬁ"%?"?lﬁie}aﬁé? al?‘rnﬁgtlss a resource conprising a clause based on
said act elenment conprising a trust elenent. 22. The nethod of claim7,

conprising: = establishing a binding relationship, including, 74
19. The metho f claim 7, comprising:

establishing a trust relationship, including,
specifying in said claim element that a principal trusts a resource comprising

an issuer of a clause based on said act element comprising a trust element.

20. The method of claim 7, comprising:
establishing a binding relationship, including,
specifying in said claim element that a principal binds to a resource

comprising a signer of a contract based on said act element comprising a bind

element.

21. The method of claim 7, comprising:
establishing a trust relationship, including,

specifying in said claim element that a principal trusts a resource comprising a

clause based on said act element comprising a trust element.

22. The method of claim 7, comprising:

establishing a binding relationship, including,
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WO 03/ 094077 PCT/US03/ 13352 specifying in a claimelenment that a principal
binds to a resource conprising a clause based on said act el enent

conpri si WO asi4nty el enent. 23. The nmethod of claim 7, conPeT/ABeH|3352

provi di ng query-driven processing, including, submtting a clause as a
guery, and a context including one or nore of said claimelenents,

mat chi ng said cl ause agai nst one or nore clauses in a contract that are
valid in sai Sy | h@pa Bendsio saksbueaéongtisidgwt nat ch
sai d query angpg(?gh@%ﬁ%a?ﬁl@%ﬁm%gﬂ?gﬁt gég a query response. Znghe
et hod ofclavksa@based oncewpct elemgnt coprpoising algyné glemext.- dri ven processi ng,

i ncluding, submtting a context in response to a trigger, said context

i ncluding one or nore claimelenents, matching one or nore clauses in a
contract that -arernghitlod bf S8t 7 R%ing: and out putting clauses in said
contract that are valid in said context. 25. The nethod of claim 13,
conpri sing: prmviidinguennfitiver proeessinks ingludiigt y dri ven processing,

compri si ng: - praroyidin ity
ool vi ng. sal UBIERE Tavoetn { By i TRSudft LRRaERTN Of nBk SERHGP! 1 1Y

pr ef er enc@ainPQbineys, sai d context including one or nore claimelenments, and
outputting resolved clauses as a resolution result. 26. The nethod of claim
7, conpri si ng: maishing seidejauseagingrang<y e SR 2 ORERGINHG WPt ting a
cl ause as_a abgﬁr)ﬁ,anadnd a context including one or nore of said claim
el errents,sah%f ¥hy™Sai d cl ause agai nst one or nore clauses in a contract
that are val i doutputtipgicthueeninesid canndc7thal¥DaB/s@EUQRTy RET AtgSOBi 18 381
outputting clauses in said contract that nmatch said query and are valid in
sai d contakExt 48 a JUEYdESPOPEsponse; provi di ng context-driven processing,
i ncluding, submtting a context in response to a trigger, said context
i ncluding one or nore claimelenents,

24. The method of claim 7, comprising:

providing context-driven processing, including,

submitting a context in response to a trigger, said context _including one or
more claim elements,

matching one or more clauses in a contract that are valid in said context, and

outputting clauses in said contract that are valid in said context.

25. The method of claim 13, comprising;

providing conflict or multiplicity driven processing, including,

submitting two or more clauses having conflict or multiplicity,

resolving said conflict or multiplicity based on a context and said preference
policy, said context including one or more claim elements, and

outputting resolved clauses as a resolution result.

26. The method of claim 7, comprising:
providing query-driven processing, including,
submitting a clause as a query, and a context including one or more of said

claim elements,

matching said clause against one or more clauses in a contract that are valid in

said context, and
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mat chi ng one or nore clauses in a contract that are valid in said context,
and ~ out W | auses in said contract that are valid i ' t ext;
provi di n%@ﬁ@ﬁﬁt or multiplicity driven processing, i ncPﬁ@@'ﬁgyﬁgﬁ mtting
two or nore clauses having conflict or nultiplicity fromat |east one of
said query response and said valid clauses, resolving said conflict or
multiplicity based on a context and said preference policy,. . said, context

i ncl udi ng one oBMUHHIEClanEs A s34 paniract thih aaich prid ARery F8sBe VA & sii¢es as a
resol utiqn sul t: formng an act specified in said act el enent
based on%g%tlre ta;éeasdo eﬁgesﬁ&gsgtul t. 27. A systemfor processing a legality
expressi on, ceapvitizigionterbdiised moegsiay)idending, | egal ity expression | anguage,
including at least one of, a duty el enent, specifyi ng an ?b .]iagati on that a
princi pal nustSUpBHHBE A efntadin TeSOeRM K & HEBECTs BUET PPFH BRi%BF tFon t hat
a princi re Tsh Qhetr forman act, an intent el enent specifying an
intention that a princi’pal wants to performan act, and a clai mel enent
speci fyi ng an msskingiona ot hmte elaymes hica paltradohat penibd n saxd eattextaal neans f or
interpreting a |egality expression specified. ysing,said |legality

expr essi on |a®%9a93%¥1g9 LSRRy S& §?’§Fﬁ°g a5 V19 1 SHREPUFHE sai d means for
providing, and,§&kthe SBANS of Bluld RESEA £Q ,ﬁmd;l@%/' /ices of a computer
system 76 VD%(%?%?IOQL%O?? PC'IQ}UéJOSt}nfggSZ 29?&%he%stem of claim 27, wherein
sai d means f orsupnotiingi twe, ommeres diauses fesing doofliét raremphtiplitify foonpt lesst
conput er readabl.e instructions recorded on a nmedium 30. Alegality

expr essi o??eafggﬁfj@&lefyo?s?@’éeFﬂgﬁﬁlgygj{%ﬁﬁsﬁ’{ processing said legality
expression, saethivRGaaid Yooy @SRLRDIiCRBaJeE i dida @bntberdld @i®pRfferanddut y

el ement specifying an obligation that a principal nust performan act, a
ban el enepalicypraid egriterg inclpdisgionps of wara Haim elewentscdgdal nust not perform an
act, an intent Iﬁgﬁ i ig!g i fi that a principal wants to
perform an ac?lﬁ-pan] Ege%ﬁgr#éeﬁfene%[%%%@g%??ﬂa a&ﬁ assertion that a

princi pal doespgérimngraaactapécifisdiaraliyacaclenmptibased sy stidnemdutionesdpr et sai d
| egal ity expression.

27. A system for processing a legality expression, comprising:

means for providing a legality expression language, including at least one of,

a duty element specifying an obligation that a principal must perform an act,

a ban element specifying a prohibition that a principal must not perform an
act,

an intent element specifying an intention that a principal wants to perform an
act, and

a claim element specifying an assertion that a principal does perform an act;
and

means for interpreting a legality expression specified using said legality

expression language.

28. The system of claim 27, wherein said means for providing, and said

means for interpreting comprise devices of a computer system.
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31. The legality expression of claim 30, whereby a conputer system can
enforce at | east one of said obligation based on said duty el enent by

veri fyi ngwt,hgg%oﬁai d principal has performed said act, anpcsases/sxehi bition
based on said ban elenent by verifying that said principal has not
perfornmed said act. 32. The legality expression of claim30, conprising: a
grant el enent specifying a perm ssion that a principal may performan act,
whereby a conputer system gan, enf.or at le ifle PBIATERSI on based
on sai d grant2%| digriystsin Qgrc{]aF .%73 ‘fC’ﬁeJ ms%%‘%%era?ﬁg?‘gé‘i nﬁ@g’@p%f ormsaid -
act, said jntenti e o A SAlcHmb et Nea@ibbngndtrioionse médogdedy ophat  sai d
princi pafPe%gn%O i%%{)%?%o?% 1gl—zlai d a(l:] , and said assertion based on said

cl ai m el.gp@afn. by verifying that said principal does performsaid act. 33.
The legality expression of claim 32, conprising: respective principal

: el ements associated with said duty element, said ban elenment, said grant
el enent, sai dmﬁ?gT]F%S{tgféﬁ%ssi@rﬂﬁdﬁﬁédj f& adenineh esyetai, fmndOC@ﬁiQ%iSﬁsﬂi ng the
respective principals; 77 ) 03/ 094077 PCT/ US03/ 13352 éé_espectl ve resource
el ement sjeassgexpieason il lsgaldy EXRIGSETEPRERRTI ST AC3SEPRE U errent - sai d grant
el enent, said intent elenent, and | = ustdRForB paGLS, Vi Nng a
resource asso@RPEERERIFPEH ?%%%@@aggﬁgg&?g? an resp?gti ve condition

el enents assogigledeMiitnspeaiffing bt prokibétivanthat sgirthcipah must apePATIotELINY gr ant
el ement, said intent elenent, and said claimelenent, and specifying a
condi ti oactassoci ated with the respective acts. 34. The legality expression
of claim 32, conprising: TRV &2 ARnsipab wants ab drfownt bnsai d
duty el enent, aggB nﬁglﬁ%gpéﬁiegﬁhksailgﬁgra%t el emantp,a said intent elenent,
and said ¢l gl el enent, and specifying respective events for triggering
sai d obligation, said prohibjtion, said pernssi | L edrta@et on, and
sai d asserti ors clgm elpment %’@Q‘IfY‘F%agiﬁe'ét’s(’g’itﬁﬁt aoﬁl%ljtlﬁ%;ail %8%5' ,_conprising:
respective act ﬁgﬁp Isfln® Hanintdipeakald thghlityadxermssibp. sai d ban

el enent, sai dwglﬁrgg,fggﬁ%a nt ?}}Ssai d i ntég%t el enent, and said claimelenent,
and specifying the respective acts. 36. The legality expression of claim
32, conprising:. a clause.elenent. as I IfeRetnah Gofiipatth s§bteecdn  sai d
duty el enent, 3hi dThegt‘%g%éde?@ﬁ S,Sloga‘?fg&g?%%’\geneb%n?, and said | nt&nt

el ement. 3%, Ehg 1bRIBhE b sepbtgaiianbaded cdrasaid 38ty elomprt &Y Neriying that

said principal has performed said act, and said prohibition based on said ban element

by verifying that said principal has not performed said act.

32. The legality expression of claim 30, comprising:

a grant element specifying a permission that a principal may perform an act,

whereby a computer system can enforce at least one of said permission based

on said grant element by verifying that said principal may perform said act, said

intention based on said intent element by verifying that said principal wants to

perform said act, and said assertion based on said claim element by verifying that said

principal does perform said act.

33. The legality expression of claim 32, comprising:

respective principal elements associated with said duty element, said ban
element, said grant element, said intent element, and said claim element, and

specifying the respective principals;
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a pronise el ement associated said clause el ement and specifying a prom se
in said legality expression; and associating said clause elenment with an
i ssuer ehamsnb4erh said legality expression |anguage, saipcimsemrsssd ement
speci fying an issuer of said clause. 38. The legality expression of claim
30, conprising: a signer element specifying a signer of a contract
specified using said legality expression. 78 WO 03/094077 PCUUS03/ 13352

39. The legalit r i [ c r &Sk Ny LGN nt
apeci i ng a TPReiRE ERBEET SRl wilocthed B R Tty B

| egal i t yeiepnpiite s8idopramd Ocleihagt, | @ linteyt eleprenssbnd sofd claameBentompt i sing: a-
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specifying a condition associated with the respective acts.

34. The legality expression of claim 32, comprising:

respective event elements associated with said duty element, said ban element,
said grant element, said intent element, and said claim element, and specifying
respective events for triggering said obligation, said prohibition, said permission, said

intention, and said assertion.

35. The legality expression of claim 32, comprising:
respective act elements associated with said duty element, said ban element,
said grant element, said intent element, and said claim element, and specifying the

respective acts.

36. The legality expression of claim 32, comprising:
a clause element associated with said grant element, said duty element, said

ban element, said claim element, and said intent element.

37. The legality expression of claim 36, comprising:

a promise element associated said clause element and specifying a promise in
said legality expression; and

associating said clause element with an issuer element of said legality

expression language, said issuer element specifying an issuer of said clause.
38. The legality expression of claim 30, comprising:

a signer element specifying a signer of a contract specified using said legality

expression.
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39. The legality expression of claim 30, comprising:

a license element specifying a license associated with a contract specified

using said legality expression.
40, The legality expression of claim 30, comprising;
a metadata element specifying metadata associated with a contract specified

using said legality expression.

41. The legality expression of claim 30, wherein said legality expression is

based on a legality expression language.

42. The legality expression of claim 41, wherein said legality expression

Janguage comprises a grammar based language.
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