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ELECTRONIC MESSAGE DELIVERY SYSTEM UTILIZABLE: 
IN Tim MONITORlNG OF EQUIPMENT AND METHOD OF SAME 

BACKGROUND OF THE INVENTION 

Field of the Invention 

The invention relates to monitoring systems, and more specifically to networks for 

remotely monitoring the condition of devices such as those employed in beating, 

ventilating, and cooling (HV AC) systems.· 

Description of the Related Art 

It is desirable to be able to monitor remotely equipment that may require periodic 

preventive maintenance and/or that may require rapid response time should a catastrophic 

failure occur. For example, the components of a building's HV AC system must be 

monitored or checked· :frequently. Preventive maintenance must be perfonned on a constant 

basis, particularly with larger systems. Fault or failure conditions may vary in degrees of 

severity, however the contractor respollSlble for maintaining the HV AC equipment should 

be made aware of each failure in due course. Since a contractor, in all likelihood~ is 

responsible for the care and maintenance of the installations of multiple clients, and since 

fault -conditions may occur at any time of day or night, it is not practical for a contractor to 

remain on-site all the time. Remote detection at a central location (for example, the 

contractor's office) of fault conditions is desirable and often crucial. It is also desirable to 

lmow the approximate failure rate or frequency of failure of each piece of equipment. One 

can make installation recommendations as to which model or brand of equipment is best 
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suited for a particular site, and one can anticipate the failure ofan already-installed piece of 

equipment and specific components therein based on how long it is rmming. 

Some remote monitoring devices have been devele>Ped. U.S. Patent No. 5,629,687 

to Sutton et al. describes a universal interface for remotely-monitored security or alarm 

systems. In Sutton et al., a local control unit at a monitored site Catls under an event 

condition, initiate a telephone call to a central control unit to alert a human operator of an 

event such as an intrusion, fire, or other emergency at the site. The local control unit, via 

the telephone link, sends a serial number indicative of the specific site and emergency to the 

monitoring center computer. The monitoring center computer receives the serial number 

and alerts a human operator as to the emergency. The human operator can then act . 

accordingly, e.g., establish one- or two-way communication with the local site. 

U.S. Patent No. 5, 748,104 to Argyroudis et al. describes a wireless remote telemetry 

system which provides real-time reading and remote control of devices such as electricity 

meters. A home base .unit communicates with remote metering units via cellular telephone 

lines. The home base unit also communicates with a· central controller operated by the 

electric utility. When the utility determines that there is too much load on the power grid, 

for example, the central controller can send messages to an appliance to tum off. A 

. customer could also remotely activate or deactivate an appliance via a cellular phone 

through the home base unit. 

U.S. Patent No. 5,061,916 to French et al. descnoes a system for remotely reporting, 

in graphical format, alarms or other conditions in a building's automation system. Sensors 

in a building are hooked up via a telephone line to control module which is, in tum, hooked 

up to a central controller. When a sensor detects a fault condition, graphical infonnation is 
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compiled at the central controller and transmitted to one or more remote facsimile 

machines. 

All of the above systems and the prior art are limited in scope because they do not 

allow for sufficient flexibility in routing fault messages to a variety of different potential 

recipients of such messages via a variety of different media, depending on the urgency or 

nature of the fault. Also, the above systems and the prior art do not enable customers and 

contractors to enter or modify such infonnation easily. As an example,· a customer that has 

an HV AC system with a monitoring network may want to send certain non-emergency 

condition notifications (e.g., filter needs cleaning) to certain individuals (e.g., 

contractor/maintenance personnel) via a certain medium (e.g., e-mail) and emergency 

condition notifications (e.g., low or high refrigerant pressure) to other individuals (building 

owner, contractor, etc.) via other means (e.g., via beeper or other personal communication 

device). Such a list of who to contact via what means depending on which fault has 

occurred may be referred to as a "message profile". The conventional device/contractor 

inter&.ce requires a dedicated land line at both the HV AC device and the contractor; that is, 

the HV AC system requires its own phone line, and the contractor must have a dedicated 

modem line as well. Moreover, the conventional systeni does not allow for easy customer 

modifications to the message profile. The conventional systems also do not allow the user 

to determine the failure rate of the equipment or to detennine which pieces of equipment are 

best suited for a specific site. 
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SUMMARY OF THE INVENTION. ·. 

Accordingly, it is an object of the invention to provide a system for remotely 

monitoring electrical and/or mechanical equipment. 

It is another object of the invention to provide a system for remotely monitoring 

multiple pieces of electrical and/or mechanical equipment in: a cost-effective manner. 

It is another object of the invention to provide a system for remotely monitoring 

electrical and/or mechanical equipment that can deliver messages to different individuals for 

different fault conditions. 

It is another object of the invention to provide a system for remotely monitoring 

electrical and/or mechanical equipment that can deliver fault notification messages to 

different individuals for different fault conditions via different electronic media. 

It is another object of the invention to provide a system for remotely monitoring 

electrical and/or mechanical .equipment in which a customer may interactively modify its 

message profile. 

It is another object of the invention to provide a system for remotely monitoring 

electrical and/or mechanical equipment in which a customer may interactively niodify its 

message profile via the Internet 

It is another object of the invention to provide a sys~em for remotely monitoring 

electrical and/or mechanical equipment-which can collect data over time concerning the 

monitored equipment. 

It is another object of the invention to provide a syst~ for remotely monitoring 

electrical and/or mechanical equipment in which a user may interactively alter the operation 

of a piece of equipment remotely. 
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It is another object of the invention to pi'o\iide a system for remotely monitoring 

electrical and/or mechanical equipment in which the functional logic may be modified. 

The above and other objects are satisfied by the invention which is a remote 

equipment monitoring system and method for monitoring remote equipment. In one 

embodiment of the inventive method, the steps include detennining a state of at least one 

parameter of at least one piece of remote equipment, communicating messages regarding 

the state to a central location as incoming. messages, and forwarding exception messages 

based on the incoming messages to at least one user-defined end device. 

In another embodiment of the inventive method, a state of at least one para.meter of 

multiple pieces of remote equipment is detennined. The state of the parameter of each piece 

is communicated to one communication substation. The communication substation sends 

messages regarding the state to a central location as incoming messages. Exception 

messages are forwarded based on the incoming messages to at least one user-defined end 

device. Preferably, the step of communicating with the communication substation is 

perfonned over a local radio network, and the step of communicating messages to a central 

location is perfonned over a cellular network. 

The invention also includes a method of monitoring remote heating, ventilating, and 

cooling equipment. In the inventive method, a state of at least one parameter of at least one 

piece of remote equipment is determined. Messages are communicated regarding the state 

to a central location as incoming messages. Outgoing exception messages are forwarded 

based on the incoming messages to at least one user-defined communication device. At 

least one of the incoming messages and outgoing exception messages are stored at the 

central location. An infonnation data base is created about the remote equipment being 
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monitored by enabling the stored messa~es to be sortable by at least one-equipment 

criterion, such as branc,i.: model, installatj()n date, site clim~te, site weather conditions, etc. 

The inventive s~ includes a sensor bi communi~ation with a piece of remote 

equipment, and an int~ unit, conn~ted to the sensor, ~~ving a message generating 
. ~ '. -~ 

<: 

mechanism. A central computer server is in communicatiqp. With the interface unit and is 

adapted to Teceive messages generated by the interface unA.: When the sensor detects an 

exception condition in the piece of rem~te equipment (i.e.,:,~ operating condition that is 

either out of the ordinary or beyond nominal parameters), ~e interface unit generates an 

inc0ming exception message and forwards the message to lb.e server. The server forwards 

at least one outgoing exception message to at least one pre4etennined user-defined end 

· device based on the incoming exception message. 

In another embodiment, the inventive system inclw:tes sensors each respectively in 

· communication with pieces of remote equipment, local tnuismitters each respectively .. 

connected to the sensors.~at.send respective signals ftom~e sensors, and an interface unit. 

receiving the signals, the interface unit having a message ~enerating mechanism. A central 

computer server is in communication with the interface unjt and is adapted to receive 

messages .generated by the interface unit. When a sensor dcrtects an exception condition in 

its piece of remote equipment (i.e., an operating condition ~t is either out of the ordinary 
. . 

or beyond nominal parameters), the local traI)Slllitter sends ~signal to the interface unit. 

The interface unit generates an incoming exception message and forwards the message to 

the server. The server forwards at least one outgoing exception message to at least one 

predetepnined user-defined end device lJased on the incomjng exception message. 
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Preferably, the local tran$:tJiitter is a radio ~4Uency (RF) trahsmitter and the interface unit 

communicates to the server via cellular telephone or digital PCS means. 

In another embodiment of the inventive metho~ the respective states of a plurality 

of parameters of at least one piece of remote equipment, such as heating, ventilating, and 

cooling equipment, are determined via a plurality of sensors. The information detected or 

gleaned from the sensors is grouped via ladder logic, preferably in the fonn of a 

programmable logic controller (PLC). Messages regarding the grouped information are 

communicated from the remote equipment to a central location as incoming messages. 

Outgoing exception messages are forwarded based on the incoming messages to at least one 

user-defined communication device. 

In another embodiment, the inventive system includes a plurality of sensors each 

monitoring a different parameter of the remote equipment. An interface unit is provided 

having a.PLC connected to the sensors; the PLC performs Boolean expressions on signals 

received from the sensors and has a predetennined configuration. The interface unit also 

has a message generating mechanism. The system also includes a central computer server 

in communication with the interface unit adapted to receive messages generated by the 

interface unit. When the sensors detect an exception condition in the remote equipment, the 

PLC of the interface unit performs Boolean expressions on the signals in accordance with 

its predetermined configuration, and the interface unit generates an incoming exception 

message and forwards the message to the server. The server forwards at least one outgoing 

exception message to at least one predetermined user-defined communication device based 

on the incoming exception message. 
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In all of the embodiments, the system can contact a customer or contractor via a 
-·:· . 
. !.=· 

number of different media (fax, e-mail, pager, etc.) in cas¢: ~fan equipment failure. The 

contractor can determine which people to contact· and whic~ medium to use for which 

equipment failure. For example, if the condition is not very serious (e.g., filter needs 

cleaning), the contractor can set up the system to send a message via e-mail; if. however, it 

is serious (e.g., low/high refrigerant pressure), then the s~temcan page the contractor 

and/or send a text message over his pers9naJ communication service (PCS).· ·Also, the 

system includes the capability to send multiple me8sages to multiple recipients via differing 

media simultaneously for a given exception condition. Preferably, the system includes a 

centralized electronic message delivery device or server that routes the various incoming 

exception messages to the desired individuals via the desired electronic media in accordance 

with the predetennined message profit~. More preferably,; the contractor or consumer can 

access the centralized message server via the Internet and modify the message profile . 

through software on the device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a schematic of a preferred embodiment of a system according to the 

invention. 

Fig. 2 is a schematic of a prefmed embodiment of a link between the monitored 

equipment and the system according to the invention. 

Figs. 3a-d are schematics oflinks between an end-user's machine and the system 

according to the invention. 
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. ::'. ... :~-~ ·:i:.: : .. 
Fig. 4 is a schematic of a preferred embodiment ofthe·etectronic message delivery 

server according to the invention. 

Fig. S is a flow chart depicting the operation of the system according to the 

invention. 

Fig. 6 is a schematic of a local RF network linking several pieces of equipment 

together in accordance with the invention. 

Fig.· 7 is a ladder logic diagram ui accordance with the invention for an exemplary 

air conditioning unit . 

.. DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Equipment that needs to be monitored frequently, such as HV AC equipment, 

preferably operates within certain acceptable parameters. Some of these parameters are· 

more crucial.to the operation and/or life span of the equipment than are other parameters. 

For example, a low battery condition might be a lot less serious than a low coolant level 

condition .. Whenever a piece of equipment operates outside its preferred parameters, an 

"exception" condition is created or said to exist. An exception condition can also be 

indicative of a regularly scheduled event occurring too often. too infrequently, or not at all. 

An exception condition could also be indicative of a measured value being beyond the 

design specification for the equipment. 

When a monitored piece of equipment detects an exception condition. it activates its 

interface to the cellular phone network. The interface effectively acts as a cell phone in a 

roaming condition. The interface nattempts" to make a telephone call; because it is not 

recognized as being a resident of the local cell, the local cell (via the cel1ular network or 
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mobile switching center). contacts the "pome cell" of the in:~e;rface to insure that the interface 

is in good standing to complete the "call." There really is ~o home cell; in actuality, what is 
:; . 

taking the place of the home ~ell of a cellular telephone is !I- message routing service such as 

those provided by Aeris or Bell South Cellemetry. When the local cell is contacting the 

message routing service, it transmits the following infonnation: the serial number of the 

interface; the multi-digit "phone number" assigned to the irit~face; and the multi-digit 

phone number that the interface is "attempting ·to call." Th,e message routing service tells 

the local cell that the interface is okay and should not be blacklisted, that the call need not 

go through, and that the interface should be removed from :the "okay to roam" Jist 

immediately. 

The interface is not really trying to call anyone;· the multi-digit phone number it was 

trying to call represents a multi-digit co4e of information that is being sent to the message 

routing service and may represent fault infonnation(e.g., 2~2-SSS-1212 means "tilter needs 

cleaning"). The phone number assigne~ to the interface (which is also sent along with the 

phone number it is "trying to contaCt") may not only indicates which unit is doing the 

transmitting but may alst) convey fault iJlfonnation, since manY of the devices being 

monitored do not have a larg~ number of different fault conditions. This type of 

technology, in which information is tratlsmitted in the handshaking portion of a cellular 
. . .. 

transmitter communicating to a local cell, appears in U.S. Patent Nos. 5,594, 740 to LaDue 

and 5,546,444 to Roach, ~r. et al., and is commonly referred to as using control channel 

data. In LaDue (the Aeris version), the exception or status information is embedded in the 

digits of the "phone number"the in~erface is allegedly calling (the ''dialed digits''); in Roach, 

Jr. (the Bell South Cellemetry version); the exception or statusinformation is embedded in 
. . 
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the electronic serial numbdt1(ESN) of the int~ce, a numbe¥ Which identifies the physical 

hardware of the device. The infonnation which identifies which interface has sent a 

message may be embedded in the mobile identification number (MIN) assigned to the 

interface unit. In the Aeris system, the·ESN may also contain interface identification 

information. 

The present invention expands on this technology and includes the message delivery 

technique mentioned above. The Aeris or Bell South Cellemetry router transmits the 

exception data to the inventive message delivery system which forwards the information to 

the contractor who is resj>onsible for maintaining the faulty equipment. The contractor is 

provided with an account on the message delivery system that he can access via the Internet. 

The contractor sets up the specific parameters of which exception conditions are reported to 

which individuals. The contractor also sets up by which media (fax, e-mail, PCS) these 

individuals are to be notified. Multiple individuals may be alerted as to a exception 

condition. All of this data constitutes the contractor's message profile. For example, both 

the contractor and the owner of the premises might be signaled if there is a low/high 

refrigerant condition, however perhaps only one of them would be notified if a filter 

required cleaning. The user may also set, as part of the message profile, that different 

messages be delivered to different individuals at different times of the day, wee~ month, 

season, or year. For example, a high priority exception message may be directed to one 

repair/maintenance entity during regular business hours but be directed to a different 

repair/maintenance entity at night. Similarly, the same person could be contacted by 

different means (e.g., fax or PCS) at different times. The content of the messages may also 

vary as a function of time. 
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In addition to notifying contractors when a problem-arise~·the interface may be 

programmed to check in once a day witb. an "all systems okayn message. This "okay" 

me$sage also gets routed to the messag~ delivery system; · However, instead of being 

handled by an exception message subIQµtine in the message delivery system -the portion of 

the system which handles the above-mentioned fault me~sages-, the "okay' message is 

checked by a missing message subroutine. The missing message subroutine checks the 

entire list of HV AC interfaces that are supposed to signal "okay" from the message delivery 

system database. The missing message subroutine compEU"eS the entire list to the list of 

HV AC interfaces that actually checked in as, "okay". If an interface failed to check in 

"okay', the message delivecy system sends out the appropriate messages to the proper 

individuals via the selected media,. all in accordanc.e with the user's message profile lodged 

in the user's account with the message delivezy system. The periodic "okay" or status· 

message is not merely limited to providing a status ''heartbeat" for the equipment but may 

also be employed to transmit information about the monitored piece of equipment. As will 

be explained below, the status message only requires a portion of its digits to convey·. ·. 

' 
equipment identification information, thus allowing Other information to be transmitted as 

well. For example, the status message niay include statistical information about the 

equipment such as how many cycles it has performed since the last message, the run time of 

the motor, etc. The status message may also serve as a reminder for routine maintenance, or 

it may report very minor or low-priority conditions that are not time sensitive. 

The format of the message sent from the failing device to the local cell to the ~uter 

to the message delivery system is a multi-digit code. The first digit can be for message 

format (e.g., status message, exception message, etc.). The sub-address is a digit or two 
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reserved to identify to which unit that a transceiver interface is assigned is experienCing an 

exception condition; i.e., one transceiver interface may be assigned to a building having 

nine HV AC uni~ all connected to the transceiver via a bus line, or one interface may be 

part of a local RF network where each of multiple HV AC units has its own transmitter. The 

final digits would indicate the specific exception condition. The multi-digit message 

received by the message delivery system is normalized, converted into a regular text 

message, and forwarded to the user/contractor. lnfonnation can also include model, brand, 

installation date, and climate and weather data for the site. Alternatively, much of this type 

of equipment criteria can be stored at the central data base so that only the equipment 

identification information need be transmitted. 

A number of pieces of equipment may be linked to a single cellular interface via a 

local RF network. This is advantageous because many buildings have multiple pieces of 

HV AC equipment, and the provision of each piece with its own cellular interface is 

expensive. The deployment of a local RF netWork is also advantageous when the multiple 

HV AC units are fairly remote and a hardwired connection to a common bus lille would be 

impractical or impossible. 

Description will now be given of the preferred embodiments with reference to Figs. 

1-7. Figure 1 shows an overall view of the inventive system SO. An existing piece of 

equipment may be monitored, for example; an air-conditioner 2, boiler 3, motor starter 4, 

heater 5, or any other piece of equipment they may be desired to be monitored. The existing 

piece of equipment is fitted with an interface unit 10. Periodically, the interface unit 10 

sends to the message delivery server 1 a status signal to let the message delivery server 1 

know that the equipment being monitored and the interface unit 10 are functioning 
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correctly. When a predet~ed excepti,on condition OCCUf8 in the piece of equipment 
. . . ~ 

being monitored, the int~ace unit 10 ~~ds an incoming ~9eption message to the message 
., ,; . . 
. . : 

delivery server 1. The :rn~age delivecy ~!'1" 1 then rout~s:the message as an outgoing 
. ·, '• 

:· .· 

exception message to the appropriate u~er interface; e-mait 6:, fax 7, pager 8, voice 9, etc., 

according to the message profile as configmed by the user of the system 21 via the Internet 
·i . 

122. 

The inventive system can be deP.loyed on existing pieces of remote equipment 
. . ' . . . 

Various sensors can be 84ded to an air c~nditioner, a boil~; etc. that can detect various 

conditions .. For example, in an air concµtioner, different sen~ors can be provided throughout 

the system each to detect a different ~jtion such as low .or high pressure , a condensate 

spill, air flow, fan motion, compressor ~".ti.on, etc. Any ~d all conventional ·sensors are 

·contemplated as being usable in the invention, including b~t not limited to pressure sensors, 

pjtot tubes, motion .sensors, photosensors, electrical-resistance sensors, moisture sensors, 
. . 

magnetic sensors, and the like. 

Whether the sensors are built into the HV AC unit Qr added later, the various sensors 

in a monitored piece of equipment are preferably arranged in ladder logic configurations in 

programmable logic controllers (PLCs). Each sensor is r~ponsible for detecting a certain 

condition or monitoring a certain parameter. These senso~ can be grouped via Boolean 

.. logic operators (AND, OR, XOR, NOT~ etc.) to provide th~ circumstances under which an 

exception condition is defined. 

An example of such a ladder lo~c PLC for a typic-1, air conditioning unit is shown 

in Fig. 7. Each of sensors 602-609 monitors a different condition/parameter of the unit. 

Sensor 604 detects l~w pressure in the c:ootant, sensor 605 detects high pressure in the 
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coolant, sensor 606 d~.1if the fan is woi'ld~g, sensor 607 .detects if the compressor is 

working, sensor 608 detennines if a condensate spill has occurred, and sensor 609 detects if 

the compressor is working. Some of the logic is direct and simple. For example, if sensor 

605 detects a high pressure condition, high pressure message 101 is sent via the message 

generating mechanism of interface unit 10. Similarly, if sensor 608 detects a condensate 

spill, message 102 is sent. 

Other rungs of the ladder are more complex. For example, in line F, if sensor 606 

detects that the fan is working, timer 1 is activated; if no air flow is detected by sensor 609 

before timer 1 times out, the "no air flow" message 104 is sent If, in line H, sensor 606 

detects no fan operation and sensor 609 detects no air flow but sensor 607 detects proper 

compressor :function. and timer 3 times out, "compressor w/ no fan or air flow'' message 

· 105 is sent (line I). As another example, message 107 is sent out if sensor 602 detects a 

logic 0 in "aux 1" input and dip 5witch 4 is closed (logic 1) by activating relay 1 in line P. 

Alternatively, if sensor 602 detects a logic 1 in "aux 1" and dip switeh 4 is open Oogic 0), a 

message will be sent. In either case, a message 107 is sent in line 0. 

·. 
The dip switches are provided. to allow certain portions of the logic to be disabled if 

a.customer is not interested. in receiving a certain type of message. For example, a sensor 

could be set to detect if a compressor is cycling fast and to send a ''fast cycle" message in 

that event. However, if the user has the compressor deliberately set up to cycle fast, the user 

will not want to receive a constant stream of messages informing him that the compressor is 

cycling fast. Instead, a dip switch can be set to disable that message from being sent The 

conventional dip switch is adjustable on-site. The invention contemplates also enabling the 
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user to set up virtual dip switches via ~e: Internet at a central ·server as will be explained 
.... ; . 

below ... 

Each PLC can be.different fore~ unit, type of uajt, brand, model, etc. The PLC 

may be hard wired at the remote installation site. Alternatively, the various sensors can be 

linked via computer sofuvare at a web site that interacts wfth system 21. For example, 

instead of sending out a low pressure message 100 for a low pressure condition and a high 

pressure message 101 for a high pressure condition, a userican OR the outputs of sensors 

604 and 605 together for the sending out pf an "abnormal press~" message. A user can 

adjust a logic ladder in ~e same pr similar fashion as one would edit a message profile, e.g., 

by menu-driven websites, by an automated telephone response system, etc. The user can, of 

cours~ request an initial hardwired configuration of the syStem installer and have that 

adjusted on"".site as needed • 

. In Fig. 1, each piece of equipment 1-4 is provided with its own interface unit 10. 

: Another configuration is shown in Fig •. 6. As shown in Fig. 6, four air conditioners 2A-D 

are each provided with sensor 600 and a,n RF transmitter 6?1: When an exception condition 

is detected by sensor 600, or if after a certain period of time, no exception condition is 

detected, transmitter 601 transmits an Rl1 signal 610 to a common interface unit lOA. 

Common interface unit lOA includes antenna A for receivfug signals 610. Unit lOA sends 

incoming messages to the electronic message delivery server 1 via link 11 in the same 

manner as shown in Fig. 1. 

Messages from some of the interface units 10 may be delivered by means of wireless 

transmission over the cellular telephone;: network (see US Patent Nos. 5,594, 740 and 

5,546,444). Figure 2 is a detailed view of link 11 shown m Figure 1. A message is 
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transmitted from the cellul.'f:lnterface unit 1 oit''1ia a radio frequency link 13 to a nearby 

cellular transceiver site 14. the message is then routed to the cellular network or mobile 

switching center (MSC, e.g., a cellular carrier such as Bell Atlantic) 16 where the message 

is then delivered via data circuits 17 and via router SI (e.g., Bell South Cellemetry or Aeris) 

to the message delivery server 1. As will be clear from the discussion of Fig. 4. reference 

numerals 11 a and 11 b refer to different types of links. Specifically, link 1 la is for receiving 

incoming exception and status messages from interfaces 10 which are in regions wired for 

sending data via the dialed digits control channel; link 1 lb forwards messages along the 

ESN channel to the message server 1. 

Based on the configuration of the user's message profile, the outgoing exception 

message (or messages) is then delivered to the specified end device or devices. Figures 3a­

d show a more detailed view of the various outbound links 12a-d that connect the server 1 to 

the various electronic media. In Fig. 3a, server 1 sends the message over a telephone line· 

18a to the Internet 122 and deposits the message in the user's e-mail box 6. In Fig.·3b, 

server l ·sends the message over a telephone line l 8b through the public telephone switched 

network (PTSN) 19 to the user's fax machine 7. In Fig. 3c, server 1 sends the message over 

a telephone line 18c to the user's pager service 53 and thence to the user's pager or PCS 8. 

In Fig. 3£4 server 1 ·sends the message over a telephone line l 8d through the PTSN I 9 to the 

user's voice mail box 9. The same message may also be sent to a number of other devices 

as configured by the user 121 over the Internet 122. The same message that is being sent to 

a fax machine 7 as described above may also simultaneously be sent to an e-mail 6 recipient 

via the Internet. Preferably, different messages can be sent to different individuals 
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simultaneously for the same fault condition; for example, the owner of the premises may 

receive a less-detailed message than th~ contractor. 

A user's message profile can $0 be configured to store messages on server 1 for 

delivery at a later time or after certain ~onditions are met. For example, a contractor may 

not want his beeper activated every time server l receives an incoming exception message. 

The user profile can be configured to deliver messages on groups or only after several 

messages have accumulated for the sm:p.e user/contractor. Optionally, an outgoing 

I 
exception message may be generated only after several of the same type of ineomiilg 

I 
i 

message are received; a portion of the memory of server 1 may be devoted to the storing 
.! 

and/or accumulating of messages. Alternatively, a single outgoing exception message may 

be generated in response to several incoming messages. 

In the same way the user profile can be configured; the user can configure virtUal dip 

switches to enable or disable.certain ·error messages. Conventional hardwired dip switches 

must be .adjusted on site at the remote equipment. Virtual dip switches are software. · • 

subroutines stored in server 1 which al~ow the user to toggle on or off certain· portions of the 

ladder logic of the PLCs controlling the sensors of the remote equipment. Accoi-ding to the 

invention, the user can go to a website on the Internet 122 an~ through menu-driven 

commands, enable or disable sections of the ladder logic just as he would be able to by 

flipping conventional dip switches at the installation site of the remote equipment. 

Additionally, the user will be able. to configure the. logic of the PLC remotely via the 

Internet as welt 

A user may also control the functioning of a remote device in this way, via the 

Internet. The user can enter commands at the website or other Internet interface, and those 
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commands are forwarded to the server 1. In accordance with the user profile, for example, 

in the same way that exception messages are sent out via links 12a-d, a command message 

may be sent to the remote device through interface unit 10. Such command messages allow 

the user to activate, deactivate, and otherwise control the appliance. The interface unit 10 

can receive these command messages because the means by which the unit 10 

communicates with the server, e.g., the cellular telephone network, is bi-directional. As a 

result of this bi-directionality, incoming iinks 1 la-d may also be used to communicate with 

the devices through their respective interface units 10. 

Figure 4 shows the details of the message delivery server 1. In the preferred 

embodiment, server 1 includes four hardware devices 200, 300, 400, and 500. Device 200 

is responsible for receiving incoining messages, processing them in accordance with the 

user's preferences, and routing them for output. Messages may be temporarily stored or 

accumulated on device 200 before being transmitted to the user if the user• s message profile 

is set up accordingly. Device 300 enables the user 121 to access server 1 and create or edit 

his message profile residing in relational data base 21 of device 200. Device 400 includes 

the various drivers 33 which are responsible for transmitting the various messages to the 

various media (fax, e-mail, etc.). Device 500 includes billing computer 38 for keeping track 

of the charges and fees associated with the user's use of the service. 

At the core of server 1 is a relational data base 21. Incoming messages are received 

by a specific service designed to handle both the transport method and message fonnatting. 

Every intertace unit 10 is provided, like a cellular telephone, with an electronic serial 

number (ESN, to identify the specific interface unit sending the message) and a mobile 

identification number (MIN, similar to a cellular telephone's phone number). In some 
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instances, the exception or status information is em:beddecUn the dialed digits the interface 
. . . l : . 

transmits .. The dialed digits control ~el module 25 sp~cifically receives messages that 

are encoded in the control channel's dialed digits(see US Patent 5,594,740). The ESN 
' . . . . 

control channel module 24 receives m~Sages that are encode in the electronic serial number 

of the message (US Patent 5,546,444). · n is preferable to Qa.ve both a dialed digits module :;·· . . 

25 and an ESN module 24, because some geographic regions employ dialed digit data 
. .. .· ~ 

coding, while other regions employ ESN. data coding. · Infqrmation may be transmitted via 

the MIN of the interface .10 and also received by message delivery server 1. SerVices ·are 

also available to receive messages for m.Jalog modems connected to the public telepho~ 

switched network 23, and the cellular di,gital packet data network 22. As additional 

methods of transmitting data become av~ilable, they can be added to the services layer . 
. ·• • . > 

All incoming messages are nomuilized at the normalization module 26 so that all 

incoming messages can then be processed without regard to their incoming medium. All 

incoming messages are passed to the nonnal message subroutine 27, exception messages are 

passed on for processing and routing -vi~· ~e user's confi~tion through the data: base 21, 

and periodic status messages are queued •. The missing message subroutine 28 c~mpares 

received status messages with a list of elq>ected messages. ·Status messages that are not 

received have an error message generate~ by the missing message subroutine 28 which are 

then delivered as configured by the user in his message profile as recorded in the relational 

database 21. 

Messages to be delivered are plaped in a message queue 32; as message traffic 

permits the appropriate drivers 33 request messages from the message queue 32 and route 

the messages over the appropriate transport. Numeric pages, faxes, voice and DTMF 34 are 
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sent over the PTSN 12b""1t :,~ftlail 35 is sent o'ter the Intemet422. When a driver 33 bas 
. ;.:,: 

successfully delivered, a record is made in the data base 21 by the delivery confirmation 

subroutine 31 showing time and date of successful deliveries. Undeliverable messages are 

routed back to the database for generation of undeliverable message em>rs. 

Users 121 connect to an Internet information server 30 via the Internet 122. The 

Internet information server presents to the user the information pertaining. to that user's 

interfaces. Requests to alter the user's data are passed through active server pages 29 to 

protect both the integrity and security of the data base 21. All messages and transactions 

that pass through the system are logged in section 36, the transaction and message logs are 

then interfaced by section 37 to a billing system 38. 

A portion of the memory in relational data base 21 is preferably used to compile data 

regarding the devices being monitored over time. Such data is sortable by any number of 

different criteria, including brand of equipment, specific models of equipment, installation 

date (and thus the age of the equipment), the general local climate in which the equipment is 

installed (e.g.,· arid, humid, warm, rainy, etc.), local weather conditions in a given period of 

time, and the like. This information is usable in a mnnber of different ways. A user can log 

in via the Internet, for example, and find out the maintenance history of his specific mrlts to 

see which are the most reliable or most unreliable. Alternatively, a user can check to see 

which brands or models generally are the most reliable for any given conditions (age, 

climate, weather, etc.). Additionally, the infonnation may be collated and processed by the 

operator of data base 21 and published by any number of different criteria. Any of the 

various messages may be stored for this purpose, e.g., the incoming messages from the 
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interface units,.the no~ me~agei output from thenormalization module, the 

' outgoing messages, noroial status me~ges, etc. , 
I 

.. : 

An example of th~ system's opef!lti<>n is as follows. When a user-contractor 121 first 

signs up with the system;50, he receiv~ an accqunt on the electronic message delivery 

server 1. Via the Internet, the contractor 121 is prompted through software to enter the 

pager numbers, cellular t~lephone numbers, facsimile machine numbers, and Internet 
. ··:· .i •· 

addresses of any individ~s who are to be contacted in the event of an exception condition 

in building equipment 2-S. for which the .contractor is respoqsible. The user-contractor 121 

may also set the software ·to notify him of the periodic suc~sful routine status check 

messages conveyed from ~quipment 2-5. 

Fig. S depicts a fl()w chart of the ;h~c steps that oc~ur when a message is received· . . 

.by server 1. At step S l, ~e message is ~eived. At step S2, normalization module 26 

removes the required elen:ients from the: ~coming message ~d arranges them in a 

normalized format and sto,res them as a.record in a table. S~er 1 can now examine a . 

specific element in a message of any rei;~ved media type. At step S3, it is determined what 

type of error message has been received. If it is an exception message that requires 

immediate action, it is passed onto a procf388 to begin confipation of a readable message at 

step S4 for delivery at step SS. If not, server 1 determines if the received message is a "unit 

checking in" or a "system ok" status message at step 86. If the user has his message profile · 

so configured, a storing/accumulating step (not shown) may occur between steps S4 and SS. 

Undefined messages are handled at step .87. If it is configured as a periodic message 

received to indicate normal operation of a unit, the message is stored at step SS for use at a 

later time. Periodically, the list of units that have reported in at step S8 and the list of active 
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wlits expected to report.~ (pirt of database ·21~ are compared at step S9. Units on the active 
':·;.: .... 

list that do not appear on the checked-in units list are processed, and units that failed to 

report in have messages created at step S 10. These messages are then posted for further 

processing and message delivery at step SS. 

In the example given, suppose boiler 3 breaks down in a non-catastrophic manner. 

The fault condition is detected by a sensor (not shown) and encoded to interface 10. 

Interface 10 transmits a radio message via link 13 to a local cell site 14, which contacts data 

circuits 17 via cellular network 16. Circuits 17 forward the message to message server 1. If 

the message is transmitted by the cellular telephone network 16, the ESN arrives via link 

1 lb to ESN channel 24; altematively, the dialed digits information arrives via link I la to 

dialed digits channel 25. The message is nonnalized in normalization module 26 and 

passed along to the normalized message process module 27. Module 27 selects the user's 

message profile from relational database 21 and in accordance therewith, determines what 

message gets sent to whom and by which medium. Alternatively or in addition, multiple 

fault conditions may be linked together via user-configurable ladder logic. 

The invention is not limited to the above description but rather is defined by the 

claims appearing hereinbelow. Modifications to the above description that include that 

which is known in the art are well within the scope of the contemplated invention. For 

example, the invention is designed to be adaptable to all forms of electronic communication, 

be they cellular telephone, land line telephone, electronic mail, facsimile, text page, voice 

mail, etc. All forms of electronic media are contemplated as being within the scope of the 

invention. Also, multiple formats of incoming and outgoing messages are contemplated as 

included within the scope of the claims and the invention. The user can adjust the format 

23 



W000/42587 PCTIUS00/00405 

and content of the messages he receives by setting up his message profile accordingly. The 

invention is also not limited to use in monitoring HV AC equipment but is contemplated to 

be useful for maintaining all forms of remote equipment. ~or example, the inventive system 

and method would prove extremely expedient is monitoring and replacing warning lights on 

cellular towers, radio transmitter tow~ and other remote structures. 
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What is claimed is: · 

1. A method of monitoring remote equipment comprising the steps of: 

a) determining a state of at least one parameter of at least one piece of remote 

equipment; 

b) communicating messages regarding the state to a central location as incoming 

messages; and 

c) forwarding outgoing exception messages based on the incoming messages to at 

least one user-defined communication device. 

2. A method according to Claim 1, wherein said step b) further comprises the step of 

communicating the incoming messages to the central location via one of a plurality of 

different communication media. 

3. A method according to Claim 2, further comprising the step of d) normalizing the 

incoming messages into a uniform format to create normalized messages, wherein the 

outgoing exception messages are generated based on the nonnalized messages. 

4. A method according to Claim 1, wherein the at least one parameter is at least one of 

an exception condition and a normal status condition. 
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5. A method according to Claim l;. further comprising the step of e) determining 

whether an incoming message is an incoming exception message or a normal status 

.message. 

6. A method according to Claim S wherein. if an incoming message is determined to be 

.an incoming exception message in step e), the method further comprises the step of"f) 

routing the incoming exception message as the outgoing exception message to the at least 

one user-defined communication device. --

7. A method according to Claim 6, further comprising the step of g) creating a user-

-defined message profile, wherein said fc;>rwarding step c) forwards the outgoing exception 

message in accordance with the user-d~ed message profile. 

_ 8. A method according to Claim 7, _wherein step g) further comprises the step of h) 

.enabling a user to create or edit the user-defined message profile remotely from the central 

location. 

9. A method according to Claim 8, wherein said step h) is performed by the user via 

the Internet. 

10. A method according to Claim 8, wherein step g) further comprises the steps of: 

1) selecting at least one type of user-defined communication device to which 

outgoing exception messages are to be forwarded; 
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2) selecting specific user-defined communication devices of the types selected in 

step 1); and 

3) d.etennining the content of the outgoing exception messages forwarded in step c). 

11. A method according to Claim S, wherein if the incoming message is detennined in 

step e) to be a normal status message, the method further comprises the step ofi) storing the 

nonnal status message in a normal status memory. 

12. A method according to Claim 11, further comprising the steps of: 

j) providing a main list of all pieces of remote equipment being monitored; 

k) comparing the normal status memory with the main list to detennine which pieces 

of remote equipment did not communicate a normal status message within a predetermined 

period of time; and 

l) generating an outgoing exception message for each piece of equipment identified 

in step k). 

13. . A method according to Claim 12, further comprising the step of g) creating a user-

defined message profile, wherein said forwarding step c) forwards the outgoing exception 

message in accordance with the user-defined message profile. 

14. A method according to Claim 13, wherein step g) further comprises the step ofh) 

enabling a user to create or edit the user-defined message profile remotely from the central 

location. 
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15. · A method according to Claim 14, wherein.the central location includes a computer 

database and said step h) is performed by the user via the Internet. 

16. A method according to Claim 14, wherein step g) further comprises the steps of: 

1) selecting at least one type of user-defined communication device to which 

outgoing exception messages are to be forwarded; 

2) selecting specific user-defined. communication devices of the types selected in 

step 1); and 

3) determining the content of the errormessagesfotwarded in step c). 

17. A method according to Claim 1, wherein the communication devices include at least 

one of a facsimile machine, an ~mail account, a cellular telephone, a beeper, a.pager, a PCS 

device, and a telephone. 

i. 

I 
18. A method according to Claim 2, wherein the communication media of step b) 

includes at least one of a cellular telephone network, radio transmissions, telephone lines, 

and the Internet. 

19. A method according to Claim 13, wherein step c) further comprises forwarding 

multiple outgoing exception messages to multiple user-defined communication devices in 

response to a single incoming message in accordance with the user-defmed message profile. 
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20. A method according to Claim 13, wherein step c) further comprises forwarding a 

single outgoing exception message to a user-defined communication device· in response to 

multiple incoming messages in accordance with the user-defined message pro.file. 

21. A method according to Claim 13, further comprising the step of m) storing a 

plurality of user-defined message profiles at the central location. 

22. A method according to Claim 7, -wherein step c) further comprises forwarding 

multiple outgoing exception messages to multiple user-defined communication devices in 

response to a single incoming message in accordance with the user-defmed message profile. 

23. A method according to Claim 7, wherein step c) further comprises forwarding a 

single outgoing exception message to a user-defined communication device in response to 

multiple illcoming messages in accordance with the user-defined message profile. 

24. A method according to Claim 7, further comprising the step of m) storing a plurality 

of user-defined message profiles at the central location. 

25. A method according to Claim· 1. wherein the remote equipment includes heating, 

ventilating, and cooling equipment. 
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I 

26. A method according to Claim ~, wherein said step b) further comprises the step of 

communicating an identification code of the piece of remote equipment in the incoming 

messages. 

27. A method according to Claim 26, wherein said step c) further comprises the step of 

forwarding the identification code to the at least one user-defined communication device. 

28. · A method according to Claim 7, wherein step g) further comprises the step of. 

enabling selection of different user-defined communication devices to receive outgoing 

exception messages at different time periods. 

29. A method according to Claim 13, wherein step g) ~er comprises the step of 

enabling selection of different user-defined communication devices to receive outgoing 

exception messages at different time periods. 

30. A method according to Claim 11, further comprising the step of forwarding · 

operational information embedded within a normal status message. 

31. A system for monitoring remote equipment, comprising: 

a sensor in communication with a piece of remote equipment; 

an interface unit, connected to said sensor, said interface unit having a message 

generating mechanism; and 
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a central computer server in communication with said interface unit, said server 

adapted to receive messages generated by said interface unit, 

wherein when said sensor detects an exception condition in the piece of remote 

equipment, said interface unit generates an incoming exception message and forwards said 

message to said server, 

and wherein said server forwards at least one outgoing exception message to at least 

one predetennined user-defined communication device based on said incoming exception 

message. 

32. A system according to Claim 31, wherein said message generating mechanism 

forwards said incoming exception messages via at least one of a plurality of communication 

media, said media comprising at least one of a cellular telephone network, radio 

transmissions, telephone lines, and the Internet. 

33. A system according to Claim 32, said server comprising a normalization module, 

wherein said server receives said incoming exception messages from said interfa~e unit and 

said normalization module normalizes said incoming exception messages into a uniform 

format to create normalized messages, wherein said outgoing exception messages are 

generated based on said normalized messages. 

34. A system according to Claim 31, wherein said sensor monitors at least one 

parameter of said piece of remote equipment, wherein the at least one parameter is at least 

one of an exception condition and a nonnal status condition. 
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35. A system according to Claim 31, s~d systeI!l monitoring.a plurality of pieces of 

equipment, each piece having an id~ntiµcation code, said server further comprising: . . . .. . .. ' 

a first memory ~n which equipmeni identification ~des of all monitored equipment 

are stored; 

a second memory in which conµnunication device.identification codes of all of said 

user-defined. communication devi~ en:~ s,tore<l, said communication device identification 
•: 

codes being configured in user-defined ~essage profiles. 

36. A system according to Claim 3~, said server further comprising a user int¢rface 

remotely accessible by ~ers and in cotlimunication with said second memory, wherein 

users can create or ~t said user-defi~ mess!lge profil~ remotely from said seiver ... · 

37. A system according to Claim 36, wherein said user interface enables a user to select 

at least one type of user~defined com1mmication device to which outgoing exception 

messages are to be forwarded, select specific user-defined comm'llllication devices of the 

types selected, and detennine the cop.t~nt of said outgoing exception messages·forwarded by 

said server to said user-defined communication devices. 

38. A system according to Claim 3l, wherein ~d user-:-defined communication devices 

include communication devices includ~g at least one of a facsimile machine, an e-mail 

account, a cellular telephone, a beeper, a pager, a PCS device, and a telephone. 
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39. A system accorditlg,to Claim 3S, wherein said interface unit periodically generates a 

normal status message if its respective piece of equipment is functioning properly, said 

normal status message including an equipment identification code. 

40. A system according to Claim 39, said server further comprises: 

a third memory for storing said nonnal status messages; 

means for comparing the nonnal status memory with the main list and for 

identifying which of said pieces of remote equipment did not communicate a normal status 

message within a predetennined period of time; and 

means for generating and forwarding an outgoing exception message for each piece 

of equipment identified by said comparing and identifying means, said outgoing exception 

message being forwarded to at least one of said user-defined communication devices in 

accordance with at least one of said user-defined message profiles. 

41. A system according to Claim 39, said server further comprising a normalization 

module, wherein said server receives said incoming exception messages from said interface 

unit and said normalization module normalizes said incoming exception messages into a 

uniform fonnat to create normalized messages, wherein said outgoing exception messages 

are generated based on said normalized messages. 

42. A system according to Claim 35, said interface unit com.prising a plurality of 

interface units, wherein each of said plw:ality of interface units is connected to a single piece 

of said pieces of equipment. 
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43. A system according to Claim 35, said interface Unit comprising a-plurality of· 

interface units, wherein each of said plurality ~f interface units is connected to a number of 

said pieces of equipment. 

44. A system according to Claim 35, wherein said user-defined message profiles are 

each configurable to cause said server to forward a plurality of said outgoing exception 

messages in response to receipt of a singte incoming exception message. 

45. A system according to Claim 35, wherein said user-defined message profiles are 

each configurable to cause said server to. forward a single of said outgoing exception 

messages in response to receipt of multiple incoming exception messages. 

46. A system according to Claim 40, wherein said outgoing exception message 

generating and forwarding means is adaptable to forward a plurality of said outgoing 

exception messages for ea.ch piece of equipment identified by said comparing and 

identifying means. 

47. A system according to Claim 31, wherein said incoming exception message 

comprises exception information and identification information concerning said piece of 

remote equipment 
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48. A system aecoicliiig to Claim 47, wherein said outgoing exception message 

comprises exception information and identification infonnation concerning said piece of 

remote equipment. 

49. A system according to Claim 39, wherein said normal status message further 

comprises operational infonnation of said piece of remote equipment. 

SO. A system according to Claim 40, further comprising a fourth memory upon which 

outgoing exception messages are stored. 

S 1. A method of monitoring multiple pieces of remote equipment oomprising the steps 

of: 

a) determining respective states of at least one parameter of multiple pieces of 

remote equipment; 

b) communicating infonnation regarding the respective states to a communication 

substation; 

c) communicating messages regarding the respective states from the communication 

substation to a central location as incoming messages; and 

d.) forwarding outgoing exception messages based on the incoming messages to at 

least one user-defined communication device. 
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52. Amethod according.to Cl~ 51~ wh~in said step b) further comprises the step of 

communicating the mfonnation from:the pieces of remote ~lljpment to the communication 

substation via a local radi~ :frequency tranS111itter. 

53. A method according to Claim 52, wherein said step c) further comprises the step of 

communicating said messages via at least one ofa cellular telephone network, radio 

transmissions, telephone lines, and the ~tern.et. . 

54. A method according to Claim 51; further comprising the step of providing a portion 

of the message with equipment identification information. 

SS. A method according to Claim 51, further comprising the step of e) detennining 

whether an incoming message is an incoming exception message or a normal status 

message. 

56. A method according to Claim· SS, wherein, if an incoming message is determined to 

be an incoming exception message in step e), the method further comprises the step off) 

routing the incoming exception message as the outgoing exception message to the at Jeast 

one user-defined communication device, .. 

51. A method according to Claim S6, furthei; comprising the steps of: 

storing the incoming exception message.at the central location; and 
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sorting stored hl?oming exception messages by at least one equipment criteria 

including brand. model, installation date, climate, and weather conditions. 

58. A method according to Claim 56, further comprising the step of g) creating a user-

defined message profile, wherein said forwarding step d) forwards the outgoing exception 

message in accordance with the user-defined message profile. 

59. A method according to Claim 55, wherein if the incoming message is determined in 

step e) to be a nonnal status message, the method further comprises the step ofh) storing 

the nonnal status message in a nonnal status memory. 

60. A method according to Claim 59, further comprising the steps of: 

i) providing a main list of all pieces of remote equipment being monitored; 

j) comparing the nonnal status memory with the main list to detennine which pieces 

of remote equipment did not communicate a normal status message within a predetennined 

period of time; and . 

k) generating an outgoing exception message for each piece of equipment identified 

in stepj). 

61. A method according to Claim 60, wherein: step i further comprises the step of 

providing at least one of brand. model, installation date, climate, and weather condition 

infonnation for each piece of equipment on the main list. 

37 



W000/42587 
111111111111111111111111 ·11 1111' 

* C L M S * · PCT/US00/00405 

.62. A method aecording to Claim 61, further comprising the steps of: 

storing the outgoing exception messages generated in step h; and 

sorting at least one of the stored outgoing exception messages and the normal status 

messages by at lell.St one equipment criterion·including brand, model. installation date, 

climate, and weather conditions. 

63. A method acc6rding to Claim 58, wherein step d) further comprises forwarding 

multiple outgoing exception messages tO multiple user-defined communication devices in 

response to a single incoming message in accordance with the user-defined message profile. 

64. A method according to Claim 58, wherein step d) further comprises forwarding a 

single outgoing exception message to a user-defined communication device in response to 

multiple incoming messages in accordance with the user-defined message profile. · 

65. A method according to Claim 58, further comprising the step ofl) storing a plurality 

of user-defined message profiles at the central location. · 

66. A method according to Claim 51, wherein the remote equipment includes heating. 

ventilating, and cooling equipment. 

67. A method according to Claim 51, wherein said step c) further comprises the step of 

communicating an identification code of the piece of remote equipment in the incoming 

messages. 
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68. A method according to Claim 67, wherein said step d) further comprises the step of 

forwarding the identification code to the at least one user-defined communication device. 

69. A method according to Claim 68, wherein the identification code includes data 

regarding at least o:ne of the following equipment criteria: brand, model, installation date, 

local climate, and local weather conditions of the installation site. 

70. A method according to Claim 69, further comprising the steps of: 

storing the incoming messages at the central location; and 

sorting the incoming messages by at least one of the equipment criteria. 

71. A method according to Claim 51, further comprising the step of providing each 

piece of remote equipment with its own local radio frequency transmitter. 

72. A method according to Claim 71, further comprising the step of providing the 

communication substation with an antenna to receive signals from the local radio frequency 

transmitters. 

73. A method of monitoring remote heating, ventilating, and cooling equipment 

comprising the steps of. 

a) detennining a state of at least one parameter of at least one piece of remote 

equipment; 
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b) communicating messages regarding .the state to ~ central ·location as incoming 

messages; 

c) forwarding outgoing exception messages based on the incoming messages to at 

least one user-defmed communication device; 

d) storing at least one of the incomin_g messages and outgoing exception messages at 

the central location; and 

e) creating an information data base about the remote equipment being monitored by 

enabling the messages stored in step d) to be sortable by at least one equipment criterion. 

74. A system for monitoring multiple pieces of remote equipment, comprising: 

sensors each in respective communication with pieces of remote equipment; · 

local transmitters, each connected to one of said sensors. said local transmitters 

sending status signaJs; 

an interface unit having an antenna and receiving said status signals from said local 

transmitters, said interface unit having a message generating mechanism; and 

a central computer server in communication with said intertace unit, said server 

adapted to receive messages generated by said interface unit. 

wherein when said sensors detect an exception condition in the pieces of remote 

equipment, said respective local transmitters generate said status signals, said interface unit 

receives said status signals, and said interface unit generates an incoming exception 

message and forwards said message to said server, 
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and wherein said server forwards at least one outgoing exception mes8age to at least 

one predetermined user-defined communication device based on said incoming exception 

message. 

75. A system according to Claim 74, wherein said local transmitters are radio frequency 

transmitters, and said local transmitters and said antenna form a local radio :frequency 

network. 

76. A system according to Claim 74, wherein said message generating mechanism 

forwards said incoming exception messages via at least one of a plurality of communication 

m• said media comprising at least one of a cellular telephone network, radio 

transmissions, telephone lines, and the Internet. 

77. A system according to Claim 76, said server comprising a nonnalization module, 

wherein said server receives said incoming exception messages from said interface unit and 

• 
said normalization module nonnalizes said incoming exception messages into a uniform 

format to create nonnalized messages, wherein said outgoing exception messages are 

generated based on said nonnalized messages. 

78. A system according to Claim 74, wherein each of said sensor monitors at least one 

parameter of said piece of remote equipment, wherein the at least one parameter is at least 

one of an exception condition and a normal status condition. 
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}9. A system according to Claim 74, said system monitoring a.plurality.of pieces of 

. equipment. each piece having an identification code, said server further comprising: 

a first memory on which equipment identification codes of all monitored equipment 

are stored; and 

a second memory in which communication device identification codes of all of said 

user-defined communication devices are stored, said communication device identification 

codes being configured in user,.defined message profiles. 

80. A system according to Claim 78, said syatem monjtoring a plurality of pieces of 

equipment, each piece having an identification ~de. said server .further comprising: 

a first memory on which equipment identification codes of all monitored equipment 

are stored; 

a second memory in which communication device identification codes of all of said 

user-defined communication devices are stored, said communication device identification 

codes being configured in user-defined message profiles; and 

a third memory in which said incoming exception messages are stored. 

81. A system according to CJaim 80, wherein said stored incoming exception messages 

are sortable by at least one criteria including the following: brand. model, installation date, 

local climate, and local weather conditions. 
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82. A system according to Claim 79, wherein said interface unit periodically generates a 

nomial status message if its respective pieces of equipment are functioning properly, said 

nonnal status message including an interface unit identification code. 

83. A system according to Claim 82, said server further comprises: 

a fourth memory for storing said normal status messages; 

means for comparing the normal status memory with the main list and for 

identifying which of said pieces of remote equipment did not communicate a normal status 

message within a predetermined period of time; and 

means for generating and forwarding an outgoing exception message for each piece 

of equipment identified by said comparing and identifying means, said outgoing exception 

message being forwarded to at least one of said user-defined communication devices in 

accordance with at least one of said user-defined message profiles. 

84. A system according to Claim 83, wherein said stored nonnal status messages are 

sortable in said fourth memory by at least one of the following criteria: brand, ~odel, 

installation date, local climate, and local weather conditions. 

85. A system according to Claim 84, wherein said incoming exception message 

comprises exception information and identification infonnation concerning said pieces of 

remote equipment 
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86. A system accQrding to Claim 8S, wherein said outgoing exception message 

comprises exception information and identification information concerning said pieces of 

remote equipment. 

87. A system according to Claim 82, wherein said normal status message :further . 

comprises operational infonnation of said pieces of remote equipment. 

88. A system according to Claini 83; ftn1her comprising a fifth mem91'Y in which 

outgoing exception messages are stored. 

89. A system according to Claim 88, wherein said store outgoing exception messages 

are sortable in said fifth memory by at least one of the following criteria: brand, model, 

installation date, local climate, and local weather conditj.ons. 

90. A system for monitoring remote heating, ventilating, and cooling equipment, · 

comprising: 

a sensor in communication with a piece of remote. equipment; 

an interface unit, connected to said sensor, said interface unit having a message 

generating mechanism; and 

a central computer server in communication with said interface unit, said server 

~pted to receive messages generated by said interface uni~, said server having a memory 

in which said messages may be stored and a subroutine for enabling sorting of said 

messages by at least one equipment criterion, 
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wherein when said sensor detects an exception condition in the piece of remote 

equipment, said interface unit generates an incoming exception message and forwards said 

incoming exception message to said server, 

and wherein said server forwards at least one outgoing exception message to at least 

one predetennined user-defined communication device based on said incoming exception 

message. 

91. A method of monitoring remote equipment comprising the steps of: 

a) determining respective states of a plurality of parameters of at least one piece of 

remote equipment via a plurality of sensors; 

· b) grouping infonnation from the sensors via ladder logic; 

.c) commtmicating messages regarding the grouped information from the remote 

equipment to a central location as incoming messages; and 

d) forwarding outgoing exception messages based on the incoming messages to at 

least one user-defined communication device. 

92. A method according to Claim 91, wherein said step b) further comprises the step of 

using a programmable logic controllers (PLC) to perfonn Boolean expressions on the 

information detected from the sensors. 

93. A method according to Claim 92, wherein said step c) further comprises the step of 

communicating said messages via at least one of a cellular telephone network, radio 

transmissions, telephone lines, and the Internet. 
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94. A method according to Claim 92, wherein thePLC is remotely user-configurable via 

the Internet. 

95. A method according to Claim 91, :further comprising the step of providing a portion 

of the message with equipment identification information. 

96. A method according to Claim 91," furtlier comprising the step of e) determining 

whether an incoming m~sage is an incoming exeeption message or a normal status 

message. 

97. A.method according to Claim 96, wherein, if an incoming message is determined to 

be an incoming excepµon message in step e), the method further comprises the step off) 

routing the incoming exception message as the outgoing exception message to the at least 

one user-defined communication device. 

98. A method according to Claim 97, further comprising the step of g) creat~g a user-

defined message profile, wherein said forwarding step d) forwards the outgoing exception 

message in accordance with the user-defined message profile. 

99. A method according to Claim 96, wherein if the incoming message is determined in 

step e) to be a normal status message, the method further comprises the step ofh) storing 

the normal status message· in a normal status memory. 
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100. A method according to Claim 99, further comprising.the steps of: 

i) providing a main list of all pieces of remote equipment being monitored; 

j) comparing the normal status memory with the main list to deterinine which pieces 

of remote equipment did not communicate a nonn.al status message within a predetennined 

period of time; and 

k) generating an outgoing exception message for each piece of equipment identified 

in step j). 

101. A method according to Claim 98, wherein step d) further comprises forwarding 

multiple outgoing exception messages to multiple user-defined communication devices in 

response to a single incoming message in accordance with the user-defined message profile. 

102. A method according to Claim 98, wherein step d) further comprises forwarding a 

single outgoing exception message to a user-defined communication device in response to 

multiple incoming messages in accordance with the user-defined message profile. 

103. A method according to Claim 98, further comprising the step of 1) storing a plurality 

of user-defmed message profiles at the central location. . 

104. A method according to Claim 91, wherein the remote equipment includes heating, 

ventilating, and cooling equipment. 
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105. A method according to Claim 95, wherein said step d) further comprises the step of 

forwarding the equipment identification infonnation to the at least one user-defined· 

communication devi~. 

106. A method according to Claim 91, further comprising the steps of: 

communicating command messages from the central location to the remote 

equipment; and 

controlling the functioning of the remote equipment via the command messages. 

107. A system for monitoring at least one piece of remote equipment, comprising: 

a plurality of sensors each monitoring a different parameter of remote equipment; 

an interface unit connected to said sensors having a programmable logic controller 

(PLC) for performing Boolean expressions on signals received from said sensors, said PLC 

having a predetennined configuration, said interface unit having a message generating 

mechanism; and 

a central computer server in communication with said interface unit, said.server 

adapted to receive messages generated by said interface unit, 

wherein when said sensors detect an exception condition in the remote equipment, 

said PLC of said interface unit perfonns Boolean expressions on said signals in accordance 

with said predetermined configuration, and said interface unit generates an incoming 

exception message and forwards said message to said server, : 
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and wherein said server forwards at least one outgoing exception message to at least 

one predetermined user-defined communication device based on said incoming exception 

message. 

108. A system according to Claim 107, wherein said message generating mechanism 

forwards said incoming exception messages via at least one of a plurality of communication 

media, said media comprising at least orie of a cellular telephone network, radio 

transmissions, telephone lines,· and the Internet. 

109. A system according to Claim 108, said server comprising a normalization module, 

wherein said server receives said incoming exception messages from said interface unit and 

said normalization module normalizes said incoming exception messages into a unifonn 

format to create normalized messages, wherein said outgoing exception message& are· 

generated based on said nonnalized messages. 

11 O. A system according to Claim 107, .further comprising at least one dip switch 

connected to said PLC and interconn~ between said sensors, said dip switch selectively 

switchable between an open position and a closed position, wherein said dip switch can 

selectively disable portions of said PLC. 

111. A system according to Claim 107, further comprising at least one virtual dip switch 

in said central computer server which can selectively disable said outgoing exception 

messages. 
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112. A system according to Claim 111, wherein said at least one virtual dip switch is 

selectively switchable by a user via the Internet. 

113. A system according to Claim 107, said system monitoring a plurality of pieces of 

equipment, each piece having an identification code, said server further comprising: 

a first memory on which equipment identification codes of all monitored equipment 

are stored; and 

a second memory in which communication device identification codes of all of said 

user-defined communication devices are stored, said communication device identification 

codes being configured in user-defined message profiles. 

114. A system according to Claim 113, wherein said interface unit periodically generates 

a normal status message if its respective pieces of equipment.are functioning properly, said 

nonnal status message including an interface unit identification code. 

115. A system according to Claim 114, said server further comprises: 

a fourth memory for storing said nonnal status messages; 

. means for comparing the normal status memory with the main list and for 

identifying which of said pieces of remote· equipment did not communicate a normal status 

message within a predetennined period of time; and 

means for generating and forwarding an outgoing exception message for each piece 

of equipment identified by said comparing and identifying means, said outgoing exception 
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mes~ge being forwarded to at least one of said user-defined commmrication devices in 

accordance with at least one of said user-defined message profiles. 

116. Asystem according to Claim 107, wherein the monitored equipment is remote 

heating, ventilating, or cooling equipment. 

117. A system according to Claim 107~ :further comprising: 

an Internet interface linked to said central computer server and selectively remotely 

accessible by users via the Internet, said Internet interface enabling users to transmit 

command messages to said central computer server, 

. wherein said interface unit is bi-directional and can receive said command messages, 

and wherein when a user enters a command into said Internet.interface, said Internet 

interface transmits said command messages to said central computer server and said central 

computer server transmits said command messages to said remote equipment. 

118. A system according to Claim 117, wherein said command messages include at least 

one of commands to activate, commands to deactivate, and commands to alter the 

:functioning of the remote equipment. 

119. A system for monitoring at least one piece of remote equipment, comprising: 

at least one sensor monitoring at least one parameter of the remote equipment; 
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a bi-direction~ int~ace unit connected to said sensors and the remote equipment, 

said interface unit having a message generating mechanism that generates messages based 

on data received from said sensor; 

a central computer server in communication with said interface unit; said server 

adapted to receive messages generated by said intertace unit and said interface unit adapted 

to receive command messages from said server; and 

an Internet interface linked to said central computer server and selectively remotely 

accessible by users via the Internet, 

wherein when a user enters a command into said Internet interface, said Internet 

interface transmits said command messages to said central computer server and said central 

computer server ~its.said command messages to said remote equipment, said 

command messages ~Iuding at least one of commands to activate, commands to 

:deactivate, and commands to alter the functioning of the remote equipment.. 

120. A system according to Claim 119, wherein when said sensor detects an exception 

condition in the remote equipment, said interface unit generates an incoming exception 

message and forwards said message to said server, and wherein said server forwards at least 

one outgoing exception message to at least one predetermined user-defined communication 

device based on said incoming exception message. 
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