In a data transformation apparatus for transformng two arbitrary pieces
of" data of A input data (101) and B input data (102), a first nonlinear
transformation of the A input data is perfornmed using a first key
paranmeter (111), a transforned result (109) is output, an XOR operation of
the transformed result and the B input data (102) is perfornmed to output
an XORed result as Binternediate data (106), and the B internedi ate data
is input to a next sub-transformation wunit (122) as B input data. On the
other hand, the B input data (102) is ithut to a next sub-transformation
unit as A input data. A second nonlin ar transfornatlon of the B input
data (102) is perforned using a seco araneter (112), the
transforned result is out ug an XOR operation of the fransforned result
and the B internediéPeada? atpy SF%rTé§¥?ﬁrﬁRP?§F§Hﬁpiﬂ an XORed result
as B internedi ate data 0% d the B  internediate dtalslnpt to a
next sub-trahSPEEAREMSR Pta(§2§faﬁg RLPGPTO a?%taTﬂE'%be%u data
configurations is connegted in a cascade an A internedi ate data

and B i nter nédPadt e2@t & aPRUSUERLE é%og?an%fB%ﬁﬁfl%ﬂni+%§%Ft (103 and 104).
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{irst key parameter (111l), a transformed result (109) is
Butput, an XOR operation of the transformed result and
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result as B intermediate data (106), and the B

10 intermediate data is input to a next sub-transformation
unit (122) as B input data. On the other hand, the B
input data (102) is input to a next sub~transformation
unit as A input dataﬁ A second nonlinear transformation
of the B input data (102) is performed using a second key

15 parameter (112), the transformed result is output, an XOR
operation of the transformed result and the B
intermediate data (106) is performed to output an XORed
result as B intermediate data (108), and the B
intermediate data is input to a next sub-transformation
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connected in a cascade and the last A intermediate data
and B intermediate data are output as transformation

result (103 and 104).



