ANTI GEN BI NDI NG MOLECULES THATBI ND EGFR, VECTORS ENCODI NG SAME, AND USES
THEREOF BACKGROUND OF THE | NVENTION Field of the Invention [0001] The
present iwoeandd/ossorel ates to antigen bi ndi ng nol ecul es @EABNYB006/bV272
particul ar enbodi nents, the present imvention relates to reconbi nant

nmonocl onal anti bodi es, including chimeric, primatized or humani zed

anti bodi es specific for human epidermal growh factor receptor (EGFR). In
addition, the present jnvention relates to nucleic acid nolecul es encoding
such ABMs, and vect QY@&QQSD%‘&&AE@B@T%@R@Q NG nucl ei ¢ acid

mol ecul es. The i nventi GPPT? HRAFPING BRESEPERESIINGYs f or produci ng the ABMs
of the invention, and to FEMMYENIGATIONAFELTWEBK ABMs in treatnment of

di sease. In addition, the present invention relates. to ABM with nodified

gl ycosyl at i i (proved therapeutic properties, including antibodies

wth inéggggﬂagééTEgegﬁﬁgﬁybinding and increased effector function.

Backgr oupghv t Tﬁ@@ﬁpﬁ&‘ﬁo@@ta‘imﬁ@z%eﬁ%ﬁﬂ &Qféé %glé%roﬁ%] dak&l\fg@dgr spifeimal growth
or Erb- err

factor receptor_ (also known as ﬁER— , and re ed to herein as
"EGFR') §149@ offU.S Beovisienad Apnbvatioe Sewad @yt 60/68H2T0BIdd Bybrulry 1de2 M,

pr ot oong ) e xhi pi [ Iasi G tyrosin iLnhase activity (Mdjtahed
o ol - gt AL Ao b PR SubI R DR T ™
94:15QSJIﬁmnmégﬁﬂﬁZzﬁmnSWBSSEFOkkﬂﬂu$@a&emﬁmﬁﬁmIRQGG@3L§%DH%§@§fﬁhe
sequence, 0 R.. Tk re so Isofornms and variants of EGFR (e.g.,

al t er nat 'Svéo%tftkgn%ﬁiogtaé‘? PPEFH?:‘%? SBRETIRPBIAE I HBRYIAGOBmIRgHORL ¢ . )

i ncl udi yset” aet U.d.Mbediohs APSEatidd 88t fE ok 1980 S @Ebrg%;aﬁase entry
number s P00533- 1, P00533-2, P00533-3, and P00533-4. EG-R I's knowh to bind
| i gands 20A%1 enitlag “Hping &#4v in dregayHCIPA ietWOBIGE) thet antiretio pfivhighgrowt h
factor- = [.regulin, heparin-binding EGF (hb-EG-), betacellulin
and epi?ggﬁﬁﬁﬁg%p%gﬁggkgr Shin, Cancer 94:1593-161 1 (2002); Mendel sohn and
Basel ga, Oncogene 19:6550-6" (2000)). EGFR regul ates nunerous cellul ar
processes via tyrosine-kinase nediated transduction pat hways, including,
but not EEpDieEdTHR INGENTY@KI on of signal transpathways that control cel
proliferation, differentiation, cell survival, apoptosis, angi ogenesis,

m t ogend8¥&] ahbe inverismarslates tArcainaynisationk,, andnmore aciolledy, td $rav3iee 1363
(2003); . pst. j . 4 4- 2003); Herbst and Shin, Cancer

94: 1593-%%‘%&@%‘65%‘?&%8?%‘%@51‘”‘%‘#‘ Sﬁftf(’mBr. J. Cancer 73:228-235 (1996)).

[ 0003] Overexpression of EGFR has been reported in nunmerous human nal i gnant
condi tions, including cancers of the bladder, brain, head and neck,

pancr eagACKGROUNS @ TR WV FNTERON, prostate, and kidney. (Atalay et al,
Ann. Oncol ogy 14:1346-1363 (2003); Herbst and Shin, Cancer 94:1593-161 1
(2002) WB%!F%? ah@adiogpmgiupicsion syste@arroeh as7@112128sysRB5 (¢.499634d. spbatrumany  of

t hese ¢ Lt (o= i op of orrel.ates.or is.associated

w th poatant 85 o LR BRLIAA AR R e FEVA T RGP 5F 2l b8 T503. 61 1
(2002) Nddfiphéctiesse(TVIA) Betwodks), fEanide uséts wah8thd ontch@96) df mbedHRy i s al so
expresseg in the cells of.norngl thsgﬁﬁé particularly the epithelial

ti ssues OTEHE aRethset pf srayioesang fepgues LEY FHENce fpppwned sigalicgnt at

gener al lydopteiby| gy edver theRink N nifBbdrdBANMon&RlerS a6 HRE BRbe A el Nor Cancer
94:1593-161 1 (2002)). [0004] Unconjugated nonocl onal antibodies (mAbs) can
be usef FOPFBEEtioRedor Bysinese apd qgrseadt used. cEmopmmotagretemmdspticat dbk by t he

U.S. Foqg : all tion oval: of Trast Herceptin(tm;
GEnentecheInc,?ﬁgg?égﬁ%gbg?%?H%ﬁ?d%?ﬁgg@%%%%ﬁ”%?éggi}%gﬁgggiﬁéF?flo-Lopez,
A -J., ekpalse aBbaifort tOdewlop @6ideis & (ohBMicatiGo pehesdolrtfjat Uddedie ,th¢CHN. Ther .

27:309-18 .(1999 R tuxi pab (Rituxan(tm; .K)EC Pharmaceutical s, San D ego,
CA, and V@é‘ésnts ?‘fbﬁ na@ﬁ fe = ?r)l‘&ei 3‘8 ,argﬂ«)o,f %fg?’t {IRELYSs e dthgEHEtOR. CDRO

posi ti veAdhdgibation! SlysOirdBpditant @dié i€ Wh@lcoM@Rnidastakiftem to/ BRORM Rt Cent uzunab
(Mlotarg(tm, Celltech/Weth-Ayerst) for the treatnent of rel apsed acute
nyel oi d PRIRBIFRAN i gstahlishedy Pefivaen PORMPATER Oreprlidetipnsni Uirfortunately,

Phar mac ' : ' : : o) I h I
ymphocur P amliae DE Sk Ay oy 8t AOERIon e B Eroa@ M 3Gy y on
t hei r efridydwepstiputhibitive com if teehmicadlytashiavatiieng saf ety profiles (Gill o-Lopez,
AJ. , et al, Semn. Oncol. 26:66-73 (1999); Col denberg, M M, din. Ther
27:309-18 (1999)). In spite of the achievenents of these drugs, there is
currently a large interest in obtaining higher specific antibody activity
than what is typically afforded by unconjugated mAb therapy. [0005] The
results of a nunber of studies suggest that Fc-receptor-dependent

mechani sis



contribute substantially to the action of cytotoxic antibodi es agai nst
tunors and indicate that an optinmal anti body agai nst tunors woul d bi nd

pr ef er entwal2bge/8620act i vati on Fcreceptors and m ni nal |y tPoTih®os/nd2t t ory
partner FcgRIIB. (Clynes, R A, et ak, Nature Medicine 6(4)L43-446 (2000);
Kalergis, AM, and Ravetch, J. V., J. Exp. Md. 195(12):\65Z-\6S9 (June
2002) . FpmnoexanessforthBereas dlnkeed &fr sataphRagt to0R6viad beiierdiddagsierdifat

pol ymorphismin the FcgRIIla receptor, in particular, is strongly

associ at WHheltreauiring alernecof &ytapt stapdardmetycalherdapsiopmiash pf Reynprotcolset  al |

Bl ood 99(3):1'54-757 (February 2002)). That study showed that patients
honozygous for FcgRIIla have a better response to Rituximab than

het er ozygous patients. The authors concluded that the superior response was
due to better in vivo binding of the antibody to FcgRIIla, which resulted
in better ADCC activity against |ynphoma cells. (Cartron, G, et al, Blood
99(3):754-757 (February 2002)). [0006] Various strategies to target EGFR
and bl ock EGFR signaling pat hways have been reported. Small-nol ecul e
tyrosine kinase inhibitors like gefitinib, erlotinib, and Cl-1 033 bl ock
aut ophosphorylation of EGFR in the intracellular tyrosine kinase region,

t hereby i nhibiting downstream signaling events (Tsao and Herbst, Signal 4 :
4-9 (2003)). Monocl onal antibodies, on the other hand, target the

extracel lular portion of EGFR, which results in bl ocking |igand binding and
t hereby inhibits downstream events such as cell proliferation (Tsao and
Herbst, Signal 4: 4-9 (2003)). [0007] Several nurine nonoclonal antibodies
have been generated which achi eve such a block in vitro and whi ch have been
eval uated for their ability to affect tunmor growth in nouse xenograft
nodel s (Masui, et al, Cancer Res. 46:5592-5598 (1986); Masui, et al, Cancer
Res. 44:1002-1007 (1984); Coldstein, et al, din. Cancer Res. 1: 131 1-1318
(1995)). For exanple, ENMD 55900 (EMD Pharrmaceuticals) is a murine anti-EGR
nmonocl onal anti body that was rai sed agai nst human epi dernoi d carci noma cel
line A3 1 and was tested in clinical studies of patients with advanced
squanous cell carcinoma of the larynx or hypopharynx (Bier et al, Eur.

Arch. Qohinol aryngol . 252:433-9 (1995)). In addition, the rat nonocl onal
antibodies ICR 6, ICR62, and |1 CR80, which bind the extracellul ar donai n- of
EGFR, have been shown to be effective at inhibiting the binding of EGF and
TGF-a the receptor. (Mdjtahedi et al, Int. J. Cancer 75:310-316 (1998)).
The nurine nmonocl onal anti body 425 is another MAb that was rai sed agai nst
the human A43 1 carcinoma cell line and was found to bind to a pol ypeptide
epi tope on the external donmain of the human epidermal growth factor
receptor. (Murthy et al, Arch. Biochem Biophys. 252(2):549-560 (1987). A
potential problemwth the use of nurine antibodies /in therapeutic
treatnments is that non-human nonocl onal anti bodi es can be recogni zed by the
human host as a foreign protein; therefore, repeated injections of such
foreign antibodies can |lead to the induction of imune responses |eading to
har nf ul hypersensitivity reactions. For nurine-based nonocl onal anti bodies,
this is often referred to as a Human Anti-Muse Anti body response, or
"HAMA" response, or a Human Anti- Rat Antibody, or "HARA" response.
Additionally, these "foreign" antibodies can_be attacked by the imune
system of the host such that they are, in effect, neutralized before they
reach their target site. Furthernore, non-human nonocl onal anti bodies
(e.g., nurine nonoclonal antibodies) typically |ack human effector
functionality, i.e., they are unable to, inter alia, nediate conpl enent
dependent lysis or |lyse human target cells through anti body dependent
cellular toxicity or Fc-receptor nedi ated phagocytosis. [0008] Chineric
anti bodi es conprising portions of antibodies fromtwo or nore different
species (e.g., nouse and human) have been devel oped as an alternative to
"conj ugat ed" anti bodi es. For exanple, U S. Patent No. 5,891,996 (Mateo de
Acosta del R o et al.) discusses a nouse/ human chineric antibody, RS,
directed against EGFR, and U.S. Pat. No. 5,558, 864 di scusses generation of
chimeric and humani zed fornms of the nurine anti- EGFR MAb 425. Al so,

| MC- C225 (Erbitux(r); ImCdone) is a chineric nouse/ human anti - EGFR

nmonocl onal anti body (based on nouse M225 nonocl onal anti body, which
resulted in HAMA responses in human clinical trials) that has been reported
to denonstrate antitunor efficacy in various human xenograft nodel s.

(Her bst and Shin, Cancer 94:1593-1611 (2002)). The efficacy of | M:C225 has
been attributed to several nechanisns, including inhibition of cell events
regul ated by EGFR signaling pathways, and possibly by increased

L T o a I o - Y i = I T T = L



94:1593-1611 (2002)). Recently, Abgenix, Inc. (Frenont, CA) devel oped

ABX- EGF for cancer therapy. ABX-EG-F is a fully human anti - EGFR nonocl onal
ant i body.wQYaospssto7al , Crit. Rev. Oncol./Hematol. 38: 1PC23B10AQ0MmR)2

Anti body d ycosylation [0009] The ol i gosacchari de conponent can
significantly affect properties relevant to the efficacy of a therapeutic
gl ycoprotein, including physical stability, resistance to protease attack,
i nteract] i t i stem pharnmacokinetics, and specific
bioIogiégﬁgﬁyﬁ%%Eyﬂﬂgﬁtﬁﬁgﬁﬁ%%¥pies may depend not only on the presence or
absence jodis] alrhGe 9fd M6 reB@CE hddr&kid G HE Bvent®th, Bl WHES a¢GhaAtdHgs. Some
general i zations between oligosaccharidé structure and glycdprotein function
can be wrsentedder mprnpifestivele mesformiog i igibish ewthenticeléons (hogstrappés) neda at e r api d
cl earan rotein fromthe bl oodstream through interactions

W th spggﬁgﬁ%k%§¥%%ﬁ§%?ate bi ndi ng proteins, while others can be bound by
ant i bodi,gs,.and ,tri gger._undesi red. i mune..reacti ons, enki ns_.e |, Nature
31 ot eonteet T4 AAsE b RORTECT0 b GO T RrPUSh L RERE fBE T er  ed
host s f anthefitidtiad conipridés dshielidpeud ke, @ity & eRfhataPinnSconteida@ion Retvoricapabi 1 ity

to glycos Ig_te grotei ns in the nost conpatible formfor human application.
(Cumm ng°&rdigg 1 @ ke GrIeameRyProtogoly Bherguy thodarmina di kpiigud tal operdit ur e

Bi ot echpgj 23 7 F5e83urk 19989 JmetRAC LRbI I ) e, pr ot ei ns,
and like 3Fh;.ep?e'ty%§s of commne hostgg é;bu hfsgssr[}glégst%es?b%igfg{é{éﬁt%oﬁrg fungi,

i nsect anthepiicatien prepddyre tyipedvideyt securdty lastociationptiet Bppertsasswaif dtedcbywi t h rapi d

cl earan o] | ood .stream,. undesj rabl.e i e interactions, and in
some spggllrt %rtmgtg{s.%lso la C&él lﬁsce%gelbefa%]lnggain&ag#er g@ﬁa\s}?w&%\%ﬁ@ mmal i an cel s,
Chi nese st er, ovary., ( cel | s have_ been commonl y used during the
| ast twé&ge ade: (for(l?iﬂg KodetenAPey iddicmy© ‘Hieflggqstée 61"%%’?%8’[6%19% 35t t erns,
these celdhsnigdatifw co@PEsest @tbliganer-akhadl &by ggRetd aathbdk Steafeh€.in M ghly
productive clonal cell lines, They can be cultured to high densities in
si npl e SPBPRRIEHNS neePikoace g tor & Eeshagpemenh Reptessd nwkereip dhejagterdpment  of

safe an ' j , I cells
ho Ul RANERBLEL B APICTERRT Roy APk RATERO S Rtte MBI | S
cel |'s. Mbeuwity aswaketign that ceipparisoreubs o the drygedhe rasthorhlako hasnmiseo been

t est ed. nkjns e | ure Biotechnol. 14:975-81 (1996)). [0011] Al
ant i bodig(éé‘%%én aarlnarl&eég%%%%}d?naﬁga%rfe?“ﬁléetym es at conserved positions in the

heavy chaln,constant regi gns, wth each isot ossessing a distinct array
of N 1i Hilgg%g ca %‘1‘1@1‘8% 1 %wg}ef B%Ffltr%san e\ﬁpﬁotd,wle\rl‘ggﬁe@ Il%?’eatll%@? PRI n

assenbl yor seednetitog cofpfited Ghiaamahti@gbn WodWle N G 1o Atablishngl sipéd i son, S.
L., Trends Biotech. 75:26-32 (1997)).. The structure of the attached
N- | i nked®¥ BV akeleamnst B eQmariesion ngtwolk pesqaiing toghkeriergegpte of
processigiGocANGhERM HRChHUHSLNEBRAPANOSGieuftH! ol B ¥ndhgREN gy a5 yel | as
bi antennary conpl ex oligosacchari des. (WFIght, A, an NbrrYson, S. L
Trends Bperiddation gropglugto p1ddR) 3 secijtyiaswmiclalion thaesuppdrs ek e tgdwrous

pr ocessi -he. L i charide structures attached at articul ar
gl ycosyltlg%?lglﬁlenislltﬁ lgﬁglg)?ﬁﬁtbﬁ%g%%@leeh C(If’rr%)l 0C 3%5?“%??glggfrggyg’%egtong}éeonul tiple
gl ycof oragmed kekewi se, it has been shown thatmajor differences in antibody
gl ycosyl ati on occur between cell lines, and even mnor differences are seen
for a gijy@r] celMkcdrding tQinowMer lpderofdh fehdbeiftentol thel i eft@ndh kiegidd .fo Li fely, M
R et al, Ciycobiology 5(7:813-22 (1995)). [0012] One way to obtain | arge

i ncr eas S4theRI3ERE FROPTISGHInErating #MSPREs raubpriseEng soRuRsadan Bitbcess and

pot ent i gktworR\ePinsl {oPugf 40C upsigs e fed SoanliSi enhance
the natural, ceﬁg%ﬂggﬁgggglgfggg¥gT fun%%@gés'gk'ﬁgﬁgﬁﬁﬁﬁa?ngﬁ?%ﬁodies by
engi neertitige epessvoyl figld ohthehegssate te orfputionof asede key,i edein theWpmmta, P. et

ont oo 68 IPLRRRAD Bl cobirdiiPrd bk B withle e Pl e 0T o )

| gG t ypeessape) bbelies thet essagesis tasmdddy astdRlhg s ab@dhisgst iprotean ger

i munot heragﬁé. %re gl ycogrgt eins that have a conserved N-1|inked

gl ycosy[35¢5SHHe @iqrmatien ovehadata pefwatkch CH2 donmin. The two conpl ex

bi ant ennary ol i gosacchari des attached to Asn297 are buried between the CH2
donai ns,iﬁ‘?%’ﬁ i AGCE%ng fsnpther aspeeal an wimbrdimeat ofdhy pwpttictea bstieBdore, and
their pr G ] .al: for i . i ff functions
Such a5 e adns qERARE KBbivnRln haSe AR AN "RENAEE i BN "R O0;
al, dycobiology 5:813-822 (1995); Jefferis, R, et al, Imunol Rev.
163:59-76 (1998); Wight, A and Mrrison, S. L., Trends Bi otechnol
75:26-32 (1997)). [0013] Umana et al. showed previously that overexpression
in Chinese hanster ovary (CHO cells of

b(l,4)-Nacetyl gl ucosam nyltransferase 11l ("GTIII"), a

o o o, o - - o - e




anti body (chCE7) produced by the engineered CHO cells. {See Umana, P. et
al, Nature Biotechnol 77:176-180 (1999); and International Publication No.
WO 99/ 5430,20ed85@nt i re contents of which are hereby i necrgbBroms/ea?2iry
reference). The anti body chCE7 belong$ to a | arge class of unconjugated
mAbs whi ch have high tunpr affinity and specificity, but have too little
pot ency RIQFOI%R% for i asresaing yinfpssatign @FEna pletd nelwark, reqicslinga pathpniigae i al cel |

l'i nes | nol .
77176 18 (19%%@%ﬁlhlu§%%€§ hofd i gt 1sStae]tﬁl(r)‘@tjé n oy T%fetllB‘af %@“ancr eases
of ADCC mgload tanfainiop lkely betabdistadm Gf[fblblysltleﬂ gpaueiging pgrabiersaii ddedyinipg oduci ng
cells to_express ed to an incre proportion of
const ant LY At Ay 08 SR Biutes boRiop Sdeois ket besed tahen: ng

bi sect ecbgcretq&gzucosyl ated ol i gosacchari des, above the levels found in
natural | y-occurring.anti bodi es. [ 0014] There remains a need for enhanced

t her apeuti o | apPIcORaRe o bAGEGdspet BFRehdih R of Elf%%%’élén OJH rra??érlatus
proliferation disorders in primtes, including, but not ed to, humans,
wher ei n BURRhAtisEESEBIPERES a@wamm@wmadtﬂy cg(ﬁmeé%plgmt@m mepmu cularly
abnor malg ( ess not m ted to,
cancers Of%ﬁ%@ﬁ%ﬁaﬁg% c%mg%urnéc%ﬁ&[ ﬁ@gldsd h ]éléc %Fekn%g{ anfé@? edl i d) erflBr east,

ovary, dmbtstrapgmg; anchtoes;et apaskordfeid ofBkd JEESSEng\fM&RX fidfetidnibt 4 S9N sON [ 00 15]
Recogni zi n I%E ndous thecriaplxﬁuti cagoéentiaIl f antigen bindin

ol ool SPACeiE R SPRA ROAVEHRES o/l RG-S 6t § POTony to Hadier apw

ant i bodyesfaBlighmenbinfimbatién. SBIEM &RAIAP BinsBifed Nedrdhg & a RERPH |ch9¢9@61‘9' neer ed
to enhance Fc receptor binding affinity and effector function, the present
i nvent orfer fsersing efarmeativn oRYR A noi¥gduci ng such ABMs. | nter alia, this

met hod i nvol ves produci ng reconbi nant, chineric antibodies or chineric

f ragmenti8ttder depordimpdo endthesaegecoef arheysleo At of thefiuvettiess, agndiboic®d by

engi neer I th Fc re [ 0016]
Acoor di rispaniifg KO AL RBERL Wi Blid B PR S %8t e

pol ynucl feat iaderndoaipriibeinmghod  @o a)ns;ﬁqaefwaaxﬁmgebd ﬁﬂdr fdentity ao @riedafiogonsi sti ng

of : SEQ I D NO 5 D NO 5 5 DN060 SEQ | D NO 62,
SEQ | D NEP'EH © %@“I%%Qcﬁ@érates%&ﬁd’%%%m §%€§1 OPPhiGRAASINEY, 72, SEQ
| D NO 74incI SR ERulNOm skt dandnSEQedR R elagﬁted(ﬂ?in e SRRMANGEreB@AECE ed from
a group consjisting of: SEQ ID NO 76, SEQ I D NO 78, SEQ I D NGO 80, SEQ |

NO 82, SECYHDENDagAyPiSEphOlRete. AfdtipplNche sieSEQONDINNG BCEIVISEQ | D

105, SEQT B NG 047 R e 0N 08, TERT S Ko ) 91§%SE?D' o

NO: 108. dompainwt lgencraggech, aumemicmmnmeam i lsy dionegtigd th@ apptbgapldat ed

polynucleotl isin se elect fro the consi sting
of SEQ IBFNG* fﬁ%@haalé@ fs[j)n ping gﬁ")l %?tl%(ﬁ(ﬂ(gﬁc?@ 28|13 Htlﬁ‘aﬁB‘?nthe group
consi st i lgoate; S@rd@nﬂ&éthb@uﬁl@ﬁm@ﬁ@, folerdND alterhfinal abhighfed tSE@phANO 1 19. In
one enbodi nment, any of these pol ynucl eoti des encodes a fusion pol ypepti de.

[0017] rﬁuﬂgnffl?jﬂfﬂ%e‘fec%z&pew ef:hihe] MetBpd | comPrigesgyalidatingg ar guisniiwspat ed

pol ynucl@%h@&@ﬁrmﬁe lt&hﬂ&@sﬁ@%@a&tﬁmﬁﬁh@&; f‘e%pangé)@oﬁlh&e%%ﬁu&a Isting of
SEQ ID No:2; SEQ I I'D No: 10; SEQ ID
No: 12; s&e}or,@nmeernenatmga@as@rmbaw orSEan)aNmaetem SEQ | D No: 20; SEQ | D
No: 22; SEQ I D No: 24; SEQ I D No: 26; SEQ I D No:28; SEQ I D No: 30; SEQ I D No32;
SEQ DD N§#BY; %@r@@gfﬂoa@cﬁh@a@d@oﬂ\m @ﬂ;odﬁﬁ@t bDhNGnvBtiand nsEed Br No:  120.

I n anot her [, direct t o, an i.sol ated nucl eoti de
conpr 1 si S I8EEk subaes PSP P lireR G oS0 B LR 8 57 R D no- a4
SEQ | D NohieAfeth&EL)d EdriNerisedirardmittifE el datoticafien raqaesetwa eedt dieidny  such
polynucleoéldes encode fusion pol ypeptides. [0018] The invention is further

di r ect ed®PHEHRN 'S BrovidsybRsItFRRIES €Y ‘frﬁé the, meiwosts slsmsnis Bgtieae dhendser ng at

| east 8 9 9 glpfgan a n fromthe
group cgr{%?tgfl{%]gagqc{gatl% {‘é%%r %&rﬁ %thgKI%eE%e %a'é@cﬂ %% ﬁo %‘3} Eﬁgﬁﬁ' D No:8; SEQ
| D No: 10crySeRDeptic mamztersslﬁcjuﬂing Noramdom SE@et @twnd& se@EQdatD ghhﬂra@ql SEQ ID

No: 20; 2; SE Q1D No 6 SE EQ ID

No: 30, BB U 2T SRS aieEGT BN dETn D No: 40
and SEQ d1&ndio gedetlles abh@etRhiicasiah dedtcwy@b@sfbrtﬂ@ tM@M%t@Qh}b}H@ eﬁ*ﬁlﬁ&%&o a fusion
pol ypeptide. In an additional aspect, the invention is dlrected to an

i sol at ed pol ynucl eoti de conprising a sequence having at |east 80%identity
to a sequence selected fromthe group consisting of SEQ ID No:44; SEQID
No: 46; SEQ I D No: 50; and SEQ I D No.:52, wherein said isolated

pol ynucl eoti de encodes a fusion pol ypeptide. [0019] The invention is al so
directed to an isol ated polynucleotide encodi ng a chineric polypeptide
haV|ng t he sequence of SEQ ID No I. In one enbodlnent the polynucleotlde
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ID No.:l; and a sequence encodi ng a pol ypeptide having the sequence of an
anti body Fc region, or a fragnent thereof, froma species other than rat.
The i nverwDanogssmso directed to an isol ated pol ynucl eecirdB20esro@mding a
chimeric polypeptide having a sequencé selected fromthe group consisting
of SEQ ID No:3; SEQ ID No:5; SEQID No:7; SEQID No:9;, SEQID No:I | ; SEQ
| D No: 13Xeyspasappienyoingindingeey |aptheptiopting dieon| andngn jaythenfigstion mgpopse. SEQ | D
No: 23; SEGi; BB o 2de 129 I - 31 Q I D No33;
SEQ 1D Ny L e BN s b it Ko MR ng TR B Bt 5

enbodi meglementhandpaityutiing thetauthentiwtipn ispsisa beed wartbe asthediditing kol ypept i de

havi ng uence sel.ected fromthe graoup consistin f S .D.No:3; SEQ ID
No: 5 s@’ﬁ% ?%S%EQOF’B“F\%S: ;te“§f§(3’%g N rF?P‘)%Ed““% s ai’g%l oPD No: 15
SEQ I D Nespbhse; Satbriiliotht NigeSELRspdasiNes Zhib; neblask | dlenant 23 vapaRidnD abe: 25; SEQ

I D No: 27; SEQ I D No: 29; SE D :31; SEQ ID No33; SEQ ID No:35; SEQ ID

No: 37; SESFPHSbmeYer keydassEon ths gy parimgtersand a sequence encodi ng a

pol ypepti de havi ng the seq[uence of an antibody Fc region, or a fragment

t her eof , [0 Fdm dcsprdingety gethaothen Aspechiof [apogahodimerfeel BigomNertionspect, t he

i nventi ofy,l i : I: t oding..a..chi meric

pol ypeptai{bggé ng\;; Fﬁl h%eaglgdggﬁgfﬁ%g&g%ﬁgﬂ%%lﬁ#%g%(f@%eq%ﬁéghﬁeﬁgﬂé %%u%g nt, the

pol ynuc| requdstispecifngg 4 ses idantitzqlibe emasncatiorngmariss laypegkeivdecdnfigirad t he

sequence, of SEQ |.D No. :43:. and a sequence encodi ng a _pol ypeptide having the
sequencetoo{'anﬁﬂlgaﬁ’tei %llgl&?tlﬁééloperﬁ%eﬁ??%la ’é\e%‘f’f"i‘g%]ﬁ &t?\%\ﬁ%’fe?i Prgiv4especi es

ot her t hisgdtst@pping)i whkedin ahehbeforlasRerh fdrRrds AVE Bddr QlertiSy & hE64@Ent O an

i sol at ed pol ynuc| eotjide encoding a chineric polypeptide having a sequence

sel ect edBFGM PN 0 TBHE: SefHgobhegier [dontly: 45ptogREhPaRAgs and SEQ
I'D No.: 5i%cluhi'ﬂF ANEnRIPLQLIBAL  antl REcHE ya%&n@@%e’d%g??f@ﬁﬁ&)ﬁ?se@re@ ggyence
encodi ng a polypeptide having a sequence sel ecte romthe group consisting
of SEQ |®cMiding5;to SEQtypoiiaplio; algodth®EQ Mhe Noctwbik, camabnd seguatscenencodi ng a
pol ypept | de ing the.sequence an _antipody |ight chain constant region
(cL), or®a"f E%\g{lr?%%f%ttoﬁéj egt?n,ve‘%%%% °@'B§>§Ta8 mo‘%/alliaé’?eq?lﬁatﬂ UtPYHOTI] The

i nvent i oincludinglaacauttiengeitiag tolenamdi moduliicaticatioh ¥aupohROt THLreREMVdrSENg a
sequence eHcodi ﬁg a_ pol %/pep_éi de having the VH region of the I CR62 anti body,
or }‘unctlﬁ%E & copgyrethod et brutheigaipedesndinge the e glencHorAifept i de

havi ng t figncnBeHRR GRsdulfis @RtRNtdRE%A TS ol tB8HRD autRdntiatfdnaRBB bast g €0f . from
a species other than rat. In another aspect, the invention is directed to
an i sol athecautwniientiog elokerd etoc detprmiing agdigess engsponere using ol rythenigeatippept i de

havi ng t r.egi i hody,. or functional riants thereof,
and 5 s HRLE Rt PR e A R ke? prra Ol BB IRHRREN | boay i
regi on, the dggeftreasgomsaby thrareevadrk efernent. a speci es other than rat. [0022] The
invention is further directed to an expression vector conprising any of the
i sol at ed{opbiy niseilleothed espedes Eatubad aad aMdeantaps df che ihesmtioc eld rdaldgy conpri ses

such an expression_ vector. | rther aspect, the invention is directed
Co a hostPaEh B’Bn‘ﬁ‘PifQﬁ%‘ﬁméﬁ{}}tﬂFé drsoriptios, 3Ry B3 li}ﬂ%@rl%@i Bedeg&€cr i bed

above. [ Q23 arlembOitheA&RAE limpleRnthifBNhbIOMink thetes @G bR dnR P lhtdSR at ed
pol ypeptide conprising: (a) a sequence selected froma group consisting of:
SEQ | D N&Imesew the iNgpminn. SER Va5 s abE@apihinQisetherSEd Hiffendt 61, SEQ I D

NO 63, : B7 69,.. ; 7 QID

N 73, SESTENG 845 Skt g sop e adtiol b ol o Mehlee 10 1 o
group cowshet degrtdfe fBEQe PirkiGnd ScopSEQhk hatichl , ASdindDy, N #winSEQ | D

NO 81, SEQ ] D NO 83 | D .NO 8 SEQ .| D NO 87 EQ 1D NO 89, SEQ ID

NO. 91, s%g‘#eﬁﬁrﬁ%%?? ‘f@?@%@gﬁ%&g@%ﬁgﬁ% ip Baikes, 8 n‘gé%eﬁtﬁ%@ 99, SEQ I D

NG 101, SEQ ID NO 103, SEQ ID Ng :105, and SEQED NO 127; and (c) SEQ ID
NO 107. wherein said polypeptide is a fusion pol ypeptide. In another
aspect, the invention is directed to an isol ated pol ypepti de conprising (a)
a sequence selected fromthe group consisting of SEQ ED NO. 1 11 and SEQ ED
NO. 1 13; (b) SEQ ED NO 115; and (c) SEQ ED NO 117, wherein said

pol ypeptide is a fusion pol ypeptide. [0024] The invention is also directed
to a chineric polypeptide conprising the sequence of SEQ ED NO. .1 or a
variant thereof. The invention is further directed to a chineric

pol ypepti de conprising the sequence of SEQ ID NO :43 or a variant thereof.
Ln one enbodi nent, any one of these polypeptides further conprises a human
Fc region and/or a human CL region. The invention is also directed to a
chinmeric pol ypeptide conprising a sequence selected fromthe group
consisting of SEQ ED No: 3; SEQ ED No:5; SEQ ED No:7; SEQ ID No:9; SEQ ED
No.ll; SEQ ED No: 13; SEQ ED No: 15; SEQ I D No: 17; SEQ ED No: 19; SEQ ED

No: 21; SEQ ED No: 23; SEQ ED No: 25; SEQ ED No: 27; SEQ ED No: 29; SEQ ED

 ~eA AN P~ Rl NS N~ 1 e~ —- AN P~ Rl N AN I~ Rl NN




and SEQ I D No: 121, or a variant thereof. The invention is further directed
to a chineric polypeptide conprising s sequence selected fromthe group
consi st i nyoaho6BIBOED No: 45; SEQ ED No: 49; and SEQ ED NoPCHAB2006/0@2%2ar i ant
thereof. In one enbodi ment, any one of these pol ypeptides further conprises
a human Fc region and/or a human CL region. In one enboedi nent, the human Fc
region conprises Igd. [0025] In another aspect the invention is directed
to a pol )t IS e derived fromthe | CR62 anti body and
a sequen%gf@elbggggﬁﬁ%%mmggég pol ypeptide and to an '

anti gen- igdli NOrhEDhREHE1s GIiNRatel b Gvas Ut Rx@anple] atdept bflay bR ligmgtisnbodi ment
the antigen-binding nolecule js an antibody. In a preferred enbodi nent, the
ant i bodyin; the diguee pf the acepmpaye rdrayingsein wich Mo erfsrete nupsealarpforgody i s
humani ze ' ' 026] In another aspect, the invention is

di rect edgpgg%ﬁéri%dn\éﬁ?g]ﬁ{cﬂs capabl e of conpeting with the rat | CR62

ant i body bimndi t R Waich j. i i e iment, the
AN 1o 020 55, 18 Gl S Z Rt B o B ctho B SRRV ag
i s a recantemiratiornAkdhitecyreC@@YA), Sh rgecad et vethi eariona eimbgdiarnanefhtheaci d
sequence, sel ected fromthe group consisting of SEQ ED NO.: 1; SEQ ED No: 3;
SEQ ED N&YEMOBEQ ED No: 7; SEQ ED No: 9; SEQ ED No:| | ; SEQ ED No: 13; SEQ ED
No: 15; SE%‘ED No: 17; SEQ ED Ng: 19; SEQ ED No: 21; SEQ ED N@:%?; éFQ ED

No: 25; SEBUEH NJ1972 isEdiagrsnnet Q@FX@EE?YWOR%@@P}H%E@@#WNE iged BEB°| D No: 35;
SEQ I D NeysRfs of PR ;D No: 39; and SEQ I D No: 121. In another enbodi nent, the
ABM i s a reconbi nant -anti body conprising a VL region having an am no acid
sequenceggehect far t 0 c LSl : | D No: 45;
S0 1D MY I RO R EYP 4 B0 Rkb R Poccs MR HHam BT ¢

r econbi nArsrt Liged\Setdrdy (TESpmitmChakdge Hangshtkea Afithentiratior fooideatent t he
ABMis a é%ﬁant ant i.bo that (1S hug@ni ze .On[ n anot her enbodi nent, the
ABM i s a( %‘ﬁ‘f”aﬁ%(frﬁhﬂ% anc%‘ﬁi?rdfn%?nﬁ& © FUREIY Fc region. In a further
enbodi nent......an f the, ABMs di scussed. above nmay .he conjugated.to .a noiety
such as th,z‘%ixi ryrlgrélé? T dpgTer éﬁ’.om[s%ﬁ’?‘f]g pf?lcé’d?rﬁg‘gﬁ%lf‘%ﬁer{'?%?%‘F%H’é%dr elated to
an ABM offLt RethITES® Bitallbipee MicbAlithg t6 ah §mPEinba\0f i@ imRegiiéd;ed ol i gosacchari des.
I n one enbodi nent the nodified oligosaccharides have reduced fucosyl ation
as conpafgdif o 1168- Fogf b efe AidIAsAGE RbistEbing! Prodédueds ﬁﬁp@@hgq%rs, “the
modi fi ed ol igosaccharides are hybrid or conplex. In a further enbodi ment,

t he ABM eghargs peraeissia dhqpayppedtacemdiag thmsibugaabadapeds ofitheypseonar i des or
bi sected, nonfucosyl ated oligosaccharides in the Fc region of said

mol ecul ei00EAl o8CenbodidnBrare didssarhi ©€ doettrappingf nrosedprest swpottingdsxcchari des
are hybrid, In a f [ t ' n .

ol i gos acg %lfnil Qs aénr%éetr%%%pa?gg&gfeﬁ%g t%%éggﬁggh%&%%sﬁgfdsa c’&%}é@%ﬁé{ %%f%ﬁgf t he

ol i gosacemhasdittests bfthé heefttont egi on of sai d pol ypepti de are nonfucosyl ated or
bi sect ed, nonfucosylated. In nore preferred enbodi nents, at |east 30% 35%
40% 45%0BOPe 6% 9 68% 6aftem/ WFo or botbdtappingroprecediet helighg gOdhdarhar i des

are nonfucaosyl ated or bisected, nonf yl ated. [0028] The in ion is
further Adfhghidetipy agd poti§h lFé‘P’é’BF?ngCg&%Sd?’ ﬂg Oﬁﬁys_k?ff‘fts ‘getAgﬁ% (égﬁé’ussed
above, a@@co}cﬁnfﬁé?%g%g%)&lﬁleﬂte&ttﬁgi%vé%ﬁ@n,‘_:e' |'s conprising such a

pol ynucl eot i de. The invention is further related to a nethod of

produci n Al iACH 4 I 1 : 2 anti body
For bi ndih Lo BEER ant e o ey of R A e phdc e e
conpr i si mgth npdliple §8Dgracengdiag brost enghsidimend afthe divergica; pol ynucl eot i de t hat
encodes an ABM of the present invention in a nedi umunder conditions

al | owi ng |#18] exPGe$ b isondiadramaifd boolstyappoigguwodedee atibaog Ag Véawidh BBWP and (b)
recoveri said, ABM from.the resultapt cu . 1.0030], I n_anot.her, aspect,
et nvenfehAuepiha s AgthniBont A S ot i eBREPREN o The. neu
of the i nyeRrtihRAtiod;t 1s contenplated that the pharnaceutical conposition nmay
further conprise a pharnaceutically acceptable carrier, an adjuvant or a
conbi nat ii@gret herepfia 00 dhbrabd of hhidivhREthaRERERd usddN® infpl@int GRribs I €l at ed
to a method of treating a disease characterized by expression of EGR
(e.g., atsmbediglentsof hedrveriessi on of EGFR). The met hod conpri ses

adm nistering a therapeutically effective anount of the ABM of the present
invention to a subject, preferably a mammalian subject, and nore preferably
a human in need thereof. In a preferred enbodi nent, the disease is treated
by admi nistering an ABMthat is a chinmeric (e.g. humanized) antibody, or a
chinmeric fragnent of an anti body. In one enbodi nent, the ABMis

adm nistered in an anmount of about 1.0 ng/kg to about 15.0 ng/kg. In

anot her enbodi ment, the ABMis admnistered in an anount of about 1.5 ng/kg
to about 12.0 ng/kg. In a further enbodi nent, the




ABMis admnistered in an anmount of about 1.5 ng/kg to about 4.5 ng/kg. In
a further enbodinent, the ABMis adm nstered in an anount of about 4.5

ng/ kg t o wbaods/d2200 ngy/ kg. In a further enbodi nent, thePABNBrws/a@2iMi St er ed
in an anount selected fromthe group tonsisting of about 1.5, about 4.5,

and abouyt .0_nmg/ kg. [0032] In, yet ang%&er aspect, the invention is

rel at ed {3%“% hEK¢s: égﬁlmgné%naé‘é Egrams o regy C&ﬁ“@é’é@ ll%ﬁ@ﬁ‘m@ﬂ@fﬂé. aci d
encodi ngsaﬁab@é%ﬂﬁ;ﬁgrﬁ&eva%ﬂd Gbddlddtd oBRd inVddi¥ni N an anmount sufficient to
nodi fy the oligosaccharides in the Fc region of the ABM produced by the
host celhgrgphered natibg | éf&éﬁ%?: SRR GE b RALE b CR62
antibod}‘fo?hb?ndind to EG-R and efgﬁﬁpthe ABM | s c%i#%???gﬁ%ﬁkone

enmbodi mepetatingién gl sysepsidd1Gavi3dy ash T8B,| acaciding toyani embodimeitarf thel ypept i de.
In anothe&ngnbodinent, t he ABM produced by the host cell is an antibody or
an antiﬁ%d§ 9%58 nt. In one enbodi ment, the anti body or antibody fragnment

i s humanj . a further enbqdi ment, .the ABM co ises a region
equivalghiﬁgo FR% ki1?8d£ﬁﬁmgﬁﬁgmhGWEW“ﬁbﬁgmfg%ﬁﬁ%Béh WﬁW%ﬁpgdﬁeis al so

di r ect eghré@sRB déssAbaLIRELIN QLIRS RO i oBRMRT b3hdBvaitioheast one (e.g., one,
two, three, four, five, or six) conplenmentarity determ ning region of the
rat I CR62 anti body, or a variant or truncated formthereof containing at

| east the specificitydeterm ning residues for said conplenentarity

determ ning region, wherein said isolated pol ynucl eoti de encodes a fusion
pol ypeptide. Preferably, such isolated pol ynucl eoti des encode a fusion

pol ypeptide that is an antigen binding nolecule. In one enbodi nent, the

pol ynucl eoti de conprises three conplenentarity determ ning regions of the
rat 1CR62 antibody, or variants or truncated forns thereof containing at

| east the specificitydeterm ning residues for each of said three
conplenentarity determ ning regions. In another enbodi nent, the

pol ynucl eoti de encodes the entire variable region of the Iight or heavy
chain of a chimeric (e.g., humani zed) anti body. The invention is further
directed to the pol ypepti des encoded by such pol ynucl eoti des. [0034] In
anot her enbodi nent, the invention is directed to an antigen bi ndi ng

nol ecul e conprising at |east one (e.g., one, two, three, four, five, or
six) conplenentarity determning region of the rat 1CR62 anti body, or a
variant or truncated formthereof containing at |east the
specificity-determ ning residues for said conplenentarity determ ning

regi on, and conprising a sequence derived from a heterol ogous pol ypepti de.
I n one enbodi nent, the antigen binding nolecule conprises three

conpl enentarity deternmining regions of the rat | CR62 anti body, or variants
or truncated forns thereof containing at |east the specificity-determning
resi dues for each of said three conplenentarity determining regions. In
anot her aspect, the antigen binding nolecule conprises the variable region
of an antibody light or heavy chain. In one particularly useful enbodi nent,
the antigen binding nolecule is a chineric, e.g., humani zed, antibody. The
invention is also directed to nmethods of making such antigen bindi ng

nol ecul es, and the use of sane in the treatnment of disease, including

mal i gnanci es such as cancers of the bl adder, brain, head and neck,
pancreas, |ung, breast, ovary, colon, prostate, skin, and kidney. [0035]
The host cell of the present invention nmay be selected fromthe group that
includes, but is not Iimted to, an HEK293-EBNA cell, a CHO cell, a BHK
cell, a NSO cell, a SP2/0 cell, a YO nyeloma cell, a P3X63 nouse nyel ona
cell, a PER cell, a PER C6 cell or a hybridoma cell. In one enbodinent, the
host cell of the invention further conprises a transfected pol ynucl eoti de
conprising a polynucl eotide encoding the VL region of the rat |1CR62 _
anti body or variants thereof and a sequence encoding a region equivalent to
the Fc region of a human i nmunogl obulin. In another enbodi nent, the host
cell of the invention further conprises a transfected pol ynucl eoti de
conprising a polynucl eotide encoding the VH region of the rat |1CR62

anti body or variants thereof and a sequence encoding a region equivalent to
the Fc region of a human i nmunogl obulin. [0036] In a further aspect, the
invention is directed to a host cell that produces an ABMthat exhibits

i ncreased Fc receptor binding affinity and/or increased effector function
as aresult of the nodification of its oligosaccharides. In one enbodi nent,
the increasedbinding affinity is to an Fc receptor, particularly, the
FcgRI I 1 A receptor. The effector function contenplated herein may be
selected fromthe group that includes, but is not limted to, increased
Fc-nmedi ated cellular cytotoxicity; increased binding to NK cells; increased



one nucleic acid encoding a pol ypeptide having GhTlIIl activity that is
operably linked to a constitutive pronoter elenment. [0038] In another
aspect, twe 2owmsszoron is directed to a nethod for produecmgBzoos/dBiz n a
host cell, conprising: (a) culturing & host cell engineered to express at

| east one pol ynucl eoti de encodi ng a fusion pol ypeptide having GTI I |
activity under conditions which permt the production of said ABM and which

permt t es present on the Fc region of
sai d AB@%@??E@&%&@%@%@?@@@@BW@ﬁ said ABMis capabl e of
conpet i rgosit hAInh@pp’a@étud Gﬂ@ﬁo@,nbncbcsdﬁwﬁ@r foyi Ipdjvﬁtgng cboE@Ea)paﬁgd iwher ei n said
ABMis chineric (e. mani zeéi one .enbhodi nge t he pol ypepti de

havi ng GRRPIURICateR @ysﬁeyl Pr§ dgsoribed. o fp %If‘}/lbe?ﬁflg 6%90”15‘11%1? &r 4B pueeiepf si ng t he
cat al yt i, AN nfheH0d s gémﬁ’d‘ Hethile afe0d Q'foﬁtlp%'ok&e@ttb %o&l@ér%' RoRhgh

het er ol oggus Gol gi resident pol ypepti o?e sel ected fromthe group con5| sting
of the Ilmdetbﬁaz@ng ohthd@mnhoroflt m@n@smtdh@eemt, to pieeskiilteddh itheetri hat thomai n of
g§| nanng‘fsl\?ec?lo% 1% ﬁ egﬁg]ctgc%l t rlgl?ﬁ{t)ﬁth%s%ﬁa%leﬁ 18f de-'gaﬂs) or tvt} ﬁl la?lcgcllullvz ?etrfton domai n
b(l,2)- I\Aaleegem@t uﬁp@tam inythiceq mefldmhase strhctiresadd devices aredshbWe id bleaki zat i on
domai n o% %core ucosyl transferase. Pref erablng1 the Gol gi localization
domai n i C2EFHARTHER P Hh%"é?lq YnnggessaH ObSTU@F)‘ng}e PFIECRur t her aspect, the

i nvention |s directed to a rrethod for nodifyi n%ﬁ;he gl ycosyl ation profile

of an anf2 EG:ﬁKAéMSﬁrdé%ﬁE@ééf bipdio seguRundeHipn EXFREY {05 SYTRPOTtREIAIRICTIAG i nto t he
host cel t I a t nventi on.

I n one e‘%%[ﬂédl tlr?%??’?1 Agﬂge(%%ﬁ/l @ﬁh%a%%(?} G %/605)"}?ﬁ ?’ lriag%(réflglﬁ?&mﬁ;etrs edgfthbpr ef erably
conpri siingentine Pdthpeghi thn 1mvfenta'wn isgh}cussbd e&mrhatei;meﬂ ip,a talio qolmypegtiode i s a
fusion protteln t hat % Z [laq 1%,on eguwa t to.the Fc rlgglirtgn of a
human | g&TBGAGF “PIF* F%e"é‘élﬁ RO 1R (AR Ys°“?8f8rt B €onbi nant
chi meri cartififat Radyus Speds bf AgraRentidAelR6fappEapaly € ahy egEpsft trﬂngtt h the rat
| CR62 anti body for binding to EGFR and havi ng reduced fugo yl ati on. [ 0041]

I n anot H&fWgkpaghding ﬁr@re&sééseﬁﬁmsl g arirsdopistps. dMS@ctf?éaPuf §UROHBENS @1 of

modi fyi nGe ihQnaby GRS YEREibQNwah tiect’ SCOIRLTRNMaR Hall Rt Fridsfgment

t hereof of the Invention by using a fusion polypepti havi ng GaTl I |

act i vi t yPratedolc GdBFR)s inegevdne itGesl ginténerdatkd zcmtl @held@qm‘ra&pnbfkea dxehamgo| ogous
Col gi resj I t] o t ept i des of
the 1 nvantiE® B ARERb R Grop, ProRRfts CRAD SR, sl b e &P

enbodi mewsourdel eanGed gid inqﬁaiticmgtﬂmmvdﬁﬂﬁml nis selected fromthe group
consisting of: the localization domain of mannosidase |Il, the |ocalization
domai n o0& TI Initifle ahheaddatiat | @B, d&mtr@plﬁﬁg)ﬁﬁ)lﬁnm‘ﬁircﬂasaiekanohherdjméﬂ i zation
domain of GhTl] and the Iocg* l%atlon domai n of éal-6 core

fucosy! t FBREFEIPaGET Py Einstig iy enfifiiopo AERIIE g (A0 & basHed™ 454 r om

Mannosi d@ﬁﬂmehﬁca@ﬂbn %Tkey [A@Qén?l]mt IPRotOD). e[%f&@llﬁ%ﬂ&entfcﬁ@orﬁﬁ tdmdaoiot he

invention is directed towards producing a reconbi nant, chineric antibody or
a fragmeffiode heivédem Wlﬁlhlermﬁ@mfsﬁ ed008) i npdmerlse hiar babed WheFAVR Kallwlarodi i ed

ol i gosac h 0 0 A9NOdL f i ed

ol i gos ac% a%t gt?on cco Oof%uﬁ&?}ajf t];d@ g%%)ﬁ@enh&v @%v@%ﬁéﬁ hlfePse ITDqu

ol i gosackEvias (Ekefkutmﬁdem ohlyyb)us hsat o QA Re{Challengeriddndeirake Mndothtiemibn t he

nmet hod o he en is directed 5 ucing.a rec nblnant

Chi rori QEoED: Ty e B5RSHE: G, O 2P diR ST o e

i ncr easeﬁvi@foﬁ?()%mnha@,f bdthSahrE, byn eRf me&ﬂe%@doplpr@@eap&haﬁh@eg ln the Fc
region of said polypeptide. In one enbodi ment, the bisected, nonfucosylated

ol i gosac@F&P2les are hybrid. In another enbodiment, the bisect ed,

nonfucosyl ated ol i gosaccharides are conplex. In a further enmbodi ment, the
met hod of0¢He |ngnmm@m10n§yaﬂ¢m 460 égludesweneder pegdudilgtatione@byrilant |
chinmeric

ol i gos actha ?%h%gg(}lfo%l C%ﬁg%ﬁ%{s{ o rgggsie{}%\ﬁoﬁgm%tc?]’bg%ﬁ%w%g n{%K}é’rr%gr?sect ed,
nonf ucosyd3at €he BITSs a.031r1ﬁftef|hr Edseﬁzleﬂ)(bglammsé statidbn bmﬂeﬁw&@flos,h@hwh

ol i gosaccharl des. in the Fc reg on sai d pol ypeptide asre b%sect ed,

nonf ucosYIERBYWIR 7 BHEPHeFleRPEt @p? eap OtSUAPRIRS SRIVEE FIREHOR 3504 of
the oliggsagqbar 'TH@%/s’ceﬂx { (1RalfFinbIR@dsANVBhi1SRb AL &ﬁ%héiﬁi%ﬁidndﬁuﬁbﬁza@i'oﬁeﬁ ed,
nonfucosyl ated. [0043] In a further aspect, the invention is directed to a
reconmbi nant, chineric antibody or a fragnent thereof, that exhibits

i ncreased Fc receptor binding affinity and/or increased effector function
as a result of the nodification of its oligosaccharides. |In oneenbodi nent,
the increased binding affinity is to an Fc activating receptor. In a
further enbodiment, the Fc receptor is Fcg activating receptor,

part| cuI arI Y, the chRI I I A recept or. The effect or functl on conterrpl at ed

o o T 1 N T



pol ynor phonucl ear cells; increased binding to nonocytes; increased direct
signaling inducing apoptosis; increased dendritic cell maturation; and

i ncreasedw® 20@ldssri m ng. [ 0044] I n another aspect, thePCEIIBDG/000272S
directed to a reconbinant chineric (e g., humani zed) antibody fragnment,

havi ng the i ndi ng speC| y of (Si%h t 1 CR62, anti bﬁoy and containing the
Fc regi dfid eropntng é‘ﬂ@ﬂcﬁ A k erill ceREURicars dhor BagketPdh produced
by any oferdileno®t yafiithe present invention. [0045] In another aspect,

the present invention’is directed to a fusion protein that includes a

pol ypeptiges;haw e n e t S of of SEQ
ID NO.: %;?ﬁ%EQ\q‘%gSK% :e%; e &%Oﬁﬂ e %g?zc‘ih{mm?t??ﬁr%%%%f% gén%g&cg I D No:

| ; SEQ aumem;ameu aBﬁ@ectttDel\fun@’@nalﬁE@lI@m Ev- DOSE@NDJIBS Ndnlm*udﬁli@ 8D No: 21;

D No33; SR e Sae R gt B e I S iRt WY 151 and o

regi on efdi alByg 100 tihes fr@stere o, mfaxaexdnipmmgmbhﬁdnﬂ iangdepghpeered to
have i ncreased effector function _produced b of the nmethods of the

present thallepac iGdshasp g thepHcating ¢ 90%%1@? %%% aptheadication proessireon i s

di rect eda{Q@rdn %tﬁ'oﬁé‘ eRIbBlAlA: bhatke 'iri%ﬁt%e%né‘ 8l l&g@laéegrﬁexﬁa(‘{%[‘%s? sequence
sel ected fromthe group consisting of SEQ 1 EQ BD No: 457 SEQ ID
No: 49; aaxdhBEE) m@thNd is : BiffiaHellmarn. egj[ilmneqal@d\ﬂalfeﬂhertd:escsrmdﬁu Inegiedn of an

innunogl bul i n e t hav eased fu ctlon pr oduced
by any o gtlrheen%nﬁo sﬁ%{ t@gﬂar g{seglﬁets |nve P]inglr?nt e%%gg ﬁ{% ‘ﬂe g ect t he

pr esent mmimbﬂe@neremlﬂnréﬁfbheﬁmm eattipptyar maceut i cal conposi tion conprising a
reconbi nant, chinmeric (e.g.., humani zed) antibody, produced by any of the
met hods géxtzs$§he hpcmmuxlmmn{exmks artxamplahoBee il @ ahdhynireceptiabl e
carrier. _ln_anot her aspect, resent 1nvention is directed to a

phar maceGHABahich pwerifipd @%ﬁ%i% (ghich dnimsrraanted hersimpst jeferqnee g

hunani Zeﬂ)lts%ﬂ{aﬂ g‘?d %@ﬁgfﬁ?éatc drcedd¥n 81{ A& IRA 1 (0ferldbe pr esent
i nvention ar maceuti ca y accept a carrier. I'n anof her aspect,
the pr eszedtallmrgfbemthedﬂ& 191 dwhiek t:édulatgs arq@hrmserh@edltomﬂad recovolobiiiangn

conpri si ein net hods of . t pr esent

i nventi oaﬁ%asu Cflg?ﬂ‘?g ﬁ% %eo{£g1§f’ %g)dé%&ea I i\IISc ﬁ?e rg?ponfedﬁﬁ@]t b?cl%%% further
aspect, thbBePDINan! itogethed Wit eh:et afbsiriber 1daat1@odTﬁ@rPHSN gel toM@rdsnthyi VO or in
vitro cells expressi nngGFR n one enbadi men resent |nvent| on is

di r ect ed PR3V IFWORHPIShe Mgntgr tasethgr Wi the Cé?&ﬁﬂé% %ﬁah@e @asp‘ss 1 egrligtpj ect

conpri si {4 RARE kShekd 18 MQ-AAL 1841bj ect a conposition conprising an ABM of
the invention. [0049] In yet another aspect, the present invention is

di rect ed e&%@éa 'T%E*Nﬁd AIzQA 1@§ﬁ&ﬁﬁe§ﬂﬁs{n§bcﬁbéf§8&ﬁﬁé Roét &srir%&ll@‘ﬁie?ﬁ sgace of EGFR
|nasarrpe e.g., diagnosing a disorder related to EG-R expression. In
one enbodirifienthat th@ered@neq:mnbhyrﬂw MérlfQiremedlsblye m@pmaecmlnfgﬁat ﬁarMNe to be
tested, t nt ro AB ent

i nventi O%RA ICU%era %13)#1“ i ?? ShAL 8 he Oa'!TBm 0?%8 Vertrlgltcatb th |1§§§( bet ween

t he ABM magh&EGHR: suldees mﬂ’aﬂhxechflmtlﬂﬁtd ﬁhélPDSNt hen Itkes eDSEd l(leedglv,es by ELI SA or
ot her met hods known i usi ng, a control sanple with the test
sanpl e, aﬁ’;?c%ﬁ‘te?séﬁagifr}ﬂ%qg} g?ﬁ%‘?‘i?\é%‘ﬁ[}oqef”? é‘%@?ﬁ’@éﬁtf’% the formation of

ABM EGFR conpl exes when copparing the test and control sanples is

i ndi cat i /&5 'Hf this sresd dhdrtheepthentiatiogeprogadiresussp e COMASH] EvRe i nvent i on

i's furthgtiygits eatn8tnd 0@ FIRLIPR: 0fa 4 b&ALdNHe Socft 3068 kndvel B 88 Ni® EGPR
expression, in particular, acell proliferation disorder wherein EGFR i s

expr esseend thnd/NirdrAh pmatqgeu,ﬂ tarlgme W{Eq:rélen SEGER (H8S b fodsn| Hencexthe essed
(e.g. ovgp S Smﬁes%}xrer 'Fﬂﬁit%éd'(%%F fhke ﬂﬂt dc%%ﬁot d%{lé‘é 49 ad and
neck, pancr EY breast , on n, Ki dney
corrpH) si ﬂlgstadmynfr@he:his(rlgﬁ APtsJaa'eaaneﬂlmlgmLA&Aed“gﬁﬁsgduv e? a{mmSulQérrl]Bdﬁe f

reconbi nant neric (e.g i zed) antibody or fragnent thereof,
producedgl ’%ﬁ'ys%fmﬁﬁé*?’FﬁlﬂlFFﬁ%egSPeStrﬁ’eP%F’@ﬁétﬂfch%\‘}enti on, to a human subj ect
in need thereof BRI EF DESCRI PTI ON OF THE FI GURES 0051] FIGURE 1 shows the
functi onHif3glct iMcpsfilrt@r tq 3gi KeERkY KeRedimeat afieyrhe &sy hsp i heep AErstinan | CR62
pol ypept r.ucts | -HHC
(heavy c al n§‘m &(ﬁ?g ?ﬁgﬁg%\éﬁﬁ Iﬂ@ ?%g?ggéﬁ%géet ﬁ%gltreltg | i ght
chai n, athd @HNPrzemiTeeBemma hyhéerc/hngrﬁllelféfﬂﬁéac}wlmgalfmm ﬂmekéy ‘agrdesergnat i on

i ndicates that the variable domains are fromthe original rat

anti body. [ 0052] FI GURE 2 shows binding activity of humani zed | CR62

anti bodi es conprising heavy chain variable region constructs |I-HHC, [|-HHA
and | -HLA and humani zed |ight chain variable region constructs |-KA and

| -KB paired in various configurations. [0053] FIGURE 3 shows binding

actl VI ty of humanl zed I CR62 ant| bod| es corrprl 5| ng heavy cha| n vari abl e

T




chain variable region constructs |I-KA and |-KC paired in various
configurations. [0054] FIGURE 4 shows binding activity of humani zed | CR62
ant i bodi e’ocomss®7TNg heavy chai n variabl e regi on const PattuB2006/biloA2, | - HLA3
and | -HLA4 and hurmani zed |ight chain Mariable region construct |-KC as
conpared to chineric rat-human | CR62 anti pbody. [0055] FIGURE 5 shows

bi ndi ng BEeFadier yA BYMb P APRraer e piobeHilizerh dpoiding i arions gmhedipgnis hai n

var i abl eofft8giRBnteANBt tidihb ket afibdient gdd&d%ﬁa tol A5 tﬂe-ﬁh‘\%ﬁﬂﬁiygumm zed

l'i ght chain vari abl e region constru I -KC as conpared to chiner
r at - hunederivErRee challengrodpm [le088pedrkGUREe@ndh thes BBF ndi7ngsaclbiivast the of

humani ze ng i bodi i.sin eavy.chain i abl i

constr uc‘fqlgh%g%&% &f%ﬁ(ﬂ%%mg%g%{lqsﬁﬁﬁgtgﬁdwﬁ% ﬁrﬁ?ﬁ%z%e&\ﬁ%l{‘{éﬁfl tﬁ%gsﬂ 1@Zr i abl e

regi on camdshe MSt101- RGirdsfoe exanayledf & DiffibiHeHmas kephgrbenienn waCR&2ormeti i body.

[ 0057] F| GURE 7 sho bi nding activity of humani zed | 2 anti bodi es

conpri si _mﬁéavyn%ﬁl\ﬁﬁﬁwagwgﬁwéﬁébwﬁ#@%§¥1?nuféﬁ dishadymespaggycam be and | - HLAS
and humagid 86l defi@htheCiaiithe¥ahd Bl BinfsBGH HBssk: ayéaa%fcoﬁtaﬁég RS MeRfpared to
chineric rat-human |1 CR62 anti body. [0058] GURE 8 shows binding activity
of hunmanfstBentigatiqndendic &ACHp HiestImghanddke wersdgesvar i bl e regi on constructs
|-HHB, |-HHD, |-HHG |-HHF, |-HLA7, and |-HLA9 and humani zed |ight chain
vari abl €f&i orWirnriks MicltO1Iredées HBATYAP shallelie, Ge MO IR wlidawptni ton of

ant i body iated.cel lLul ar t ot.oxi cit ADCC or.vario | ycof or ns of
the. oni TR o Gt s tsy e WRaes bbb e iRV B SR 1 Th e,
"A " refiemitide gy OFhgMterENlitheh @lculais alTHAD ALyonBY aDRKE 186 Sdspohsi t h

GnTI . C? refers to glycoengineering of the_ antibody by coex;ﬁr essi on

Wi th GEEK toe BRRAPT. VR ey glidatpsha rmeposeivih thah-SaAd (od the

gl ycoengimegnads ool ignidatenzi & @ﬁﬁl‘y]reg{aﬁéenisc%h{ UedrStHeeBEr RBY ed Wi th the
| -KC light chain construct. [0060] FI GURE 10 shows a conparison of ADCC for
t he non-ayitieobeatsi the &% d0Y, enéniepAanester lecrhag byenofsablishetl.. §he GAA

O ySCen LG8 e M o EARLEF LR BT RENSRLI o (e pormn e
oPPL e R0 Kb el ERRl bR en f FRIEH B BIBPUAEY oLl o

heavy chaiothet Qppiobdls tascomting oahd echbwiitdant be the Kvehii@htuttihal B ®ewnst ruct.
[ 0061] FI C%JRE I—%and H B show a con12§ri son of ADCC for non-gl ycoengi neered
forms (\VePfheatepie trgiseyofiBehsedtite K viers dres BSErg authentiratednisiied2 | CR62

ant i bodyseeRPstifGhs thikBisante brtdpARalchBeddno6lect & de dda6 1A%3kipas used.
The humanzi ed heavy chain constructs were paired wth the I-KC |1 ght chain

const r uctecref godRYe # tRET 107 strdisedyaeugeniicatads dmthese ey (MMEthe wigig?

gl cyof or qf .chi 1C ol t ized 2 .ant -hody _.constructs
B N e U L
| - KC | i girbeealhak)) ticoNEt i QIC tioes| £33 Gakwdr | taUURE CHA S bimNsngenifaht savac(ig., sequence

al i gnme f..h ' | CR62 heavy. chain variable region constructs
conpar egkg B tlﬁggfgsﬁﬁ@é?s E‘étcﬁfglh@ég?m‘%% OfiepYiss dhee %(Té%’tg?ﬂ?‘;l}ty "8mino acid
resi duesmat-irathginviédle Bkt 1 on Wi thin a given construct. [0064] FlI GURE 14

shows an FcganmmaRI || a- Fc bi ndi ng assay using CHO cells displaying

reconbi ngokihunme ReARATBRkifg tford HRRAMKENN §REBEs!a HEBAKm Y ARRL zed
anti-E | g@ antibody was conpared to a non-gl ycoengi neered (W)

ant i bodyon pOWBST seurciUREVeES thhdhs 181 pid BeTebves sofviey B34t é0ar Whishpsof i | e for
gl ycoe”%dﬁ‘ﬁﬁwgutﬁé%ﬂ%lo%eog t@é‘Ms RER b%@cené%ﬂvgo@yz MNliUﬁlxg%. This .

G ycoengl heeri ng achi eve y overexpression in ivé “ant i bo y-)pr oduci ng cells
of genesappnmoll adgnepeysiysamibe pei@ridet Isudnitiat@hé Gackdahsepedr dasemddifiaGt i viti es,
yi el di ng_pyer .1.70% f ngn-é ucosgﬂgat ed Fc- Asn297-1i nked ol igosacchari des.

[ 0066] F‘f"%ﬁf—fl 1]”.‘@@??8% ZR BRI GER precision profile (n=6 replicates

acr oss t@sigal i bration range) for the determination of anti-EGFR in 1%
monkey sEPtmh métPYRUCREnREYOsdEInfPoBYt CNERES) oetFapRinh piPBd BYARLS) .
[0067] FhddREcatibn SRS 2 wab RERSRNRIHINE sty &SFcRisRbhPratduetn Gipve for the
determ nation of anti-EGR in 1% nonkey serum matrix. [0068] FIGJRE 18
shows semuliipleoserers, raprdermedfindpdA- EBRRuch t@ayiqae &f thadikfiieyHelmanavenous

dni ni ion af anti - FGFR i q. keys.. [0069]..FI GURE 19
hows. scrBieRE: Ben@Per TAcgh g R ERCHRY S B iy ™ Ber foenous

admi ni stration of anti-EGR to fenmal e cynonol gous nonkeys.[0070] FI GURE 20
shows the rel ationship between areas under the serum anti- EGFR



concentration-time curves (AUC 68) and dose | evel on Day 1 of weekly

i ntravenous adm nistration of anti-EGR to cynonol gous nonkeys. [0071]

FI GURE 2 wo=h@wss®mer um concentrati ons of anti-EGFR duri RgTaBEI6/900272

i ntravenous adm nistration of anti-EGIR to mal e cynonol gous nonkeys. [0072]
FI GURE 22 shows serum concentrations of anti-EGER during weekly intravenous
admi ni stREhFEI d¢ bindt CHARRbepiqagam te DR SHRIGE S AstRRFat by FI GURE 23
shows t Rew NDh AR R iy @fthd erelp @%{0991 GEHRE besRed fh@@ﬁ&p%Easpr ed

(gl ycoengi neerecB ant1 - EG-R anti body used for the in vivo nonkey studies
descri bedd respdrtier Exargbiesg oddicatidedfcIAPO074] FI GURE 24 shows binding to
EGFR expressed on the surface of human A43 1 epidernoid carcinoma cells.
The ant ij#bdy ufieid damddhén bi rdémplast erdiyodivasntt thet Breomgineg PR CRIAR - EGFR

anti body (I-HHB construct d,far _the in vjvo nonkey studies described in
t he Exartp ’%tl‘ﬁg?réf”i?c%‘@lr% Cl?lg@?%’f %P‘Pélﬁﬁv osks gar?oa\/\gle%aﬂ%%tﬁ FEBE#R expressed
on surf aaeutRdriABRkeYr G688 enkihedReyHAP! dhtllenkB 8o Al MBOUY! WSE eecu@mgadt | - EGFR

anti body (1-HHB heavy chain; I-KC light chain). For reference, binding to
| ow hundesPEaER-Wikhrus $s mgehanisms thepgds 2 popyilkilit ot & aarin-ghstnigldle; aftagly own .,

[0076] ElLGRE 5 G- mp!l Rafe | (CHO
cells er%}} neer éﬁa%gp}ggha?egscgﬁﬁ%mn gdﬁflﬁg%osggltogzrg&ls%} aé‘ég)e[hg%ée ant i body
used wad0f heAFtenginteehed t{egitiacke ngianes rtbel challenge EGRRham oty thsed for the

in vivo nonkey studi de i bed i.n the l.es .herei n.bel ow. .Binding for
a non- F@Et@%ﬁf ﬁ@ék%gaﬁ%‘%ﬁ@%% glﬁ’n’ieh]o@g@? ¢ eﬁ?blyb%{?“ci‘l&g %%g\?\ﬁg or

conpar i $@BEN [ 007 The MSAREvld shense AMGesprast aldedndit bitk Bge aeeka

(gl ycoengi neered) anti- EG-R antibody. Target cells are A549 human | ung

car ci norféroc &1 fusn ke sends jtviptthe B (e AbHNES SkgrsiPbriba arktbdPii ed) form
of the apti L St £0MBRIdnSAR-cah, A7 8L A SIRE A1 SHANSADCC

medi at e%%dfp%@%lye%rg? ﬁ%gygcgg%}gygggﬁgnﬁ%gr%%%ganti - EGFReanti body.SATar get

cel | s aréet@viippkicatopdonctioguiNAdpnkey keratinocyte cell line. ADCC activity
for the non-Fc engi neered (unnodified) formof the antibody is shown for
conpar i 64| 00K 2 Kl GliRgra@OofsmomsmpBBRERbo@stypepind ipnatiedge afilixedringbs | i ght
chai n construc rian based on the |- onstruct ired with.the heavy
chai n | SRERCOTEEE ot ABEHAT LD BRSNS B TN DR RRPTE080]  Ter me
are usedax[amﬁida,‘ aSs ean@nFhtby thdsditiple UBLaR tipicdliflegfptoyed hErsvUEe calef i ned as
foll ows. [0081] used _herein, the termantibody is intended tQ include

As . . Y, .
whol e art§odksodenaishl @g grobde dewiees (@18-nBrohdmarbeons), mekile\statighs and pigbile
mul ti spegldohidaGofh devRbS PREITE €dn A8 b B8vicdS:s palséma%igﬁatazsaagxs fragments
having the Fc region and retaining binding specificity, and fusion proteins
t hat i ndPDde vdthrtegbasivercpprbitilyenpersanal eranFders with ansséiverrrapahitifiogl obul i n and
that retain binding specificity. Al so enconpassed are anti body fragnents
t hat retiaf4tibi mdismyp 2@lecanf UE, tsych nsIM8i b@)l, dsuds actTTP nPiged messageH

f ragnment s. Fab fragnents, F(ah. ). 2.fra 1 SCFy fragnents,
Fv frag ETM ﬁ?g%%%%zaﬁ 'a%@ﬁ%e%s,en{ameébo%g’ atﬁd%gg’l? élzblc())zi eé“ (see,

e. 9., Hudgnasqard BYRIG7aks inNep 208, dvidh a £1: UdadBrorided¥imés3a33 Next, Al stop
enconpassed are_humani zed, primtized and chineric_antibodies 082] As

used herdPn the & pendm Frecssegs dhntilsolidrsehdet 18 Petadplay pies _tSE‘?‘r nal region
of an | gfrhRaich £Nakiredhd BN ENeshRdaLieS Qe A de) bedl Bnnef an 149G

heavy chain mght vary slightly, f he human 1gG heavy chain Fc region is
usual | y B%F ilad Thereafter.che BSF rl@hstbmeitsas frostae 267, aed0dRlié massageswhiclon Cys226
to the carbexyl -term.nu 83] As used herein, the termregion equival ent
to the ﬁ@e?lelegél/%or?ttsofappélﬁg ﬁlrfﬁrr%]%g%nrobul inis intended to include naturally

occurring,allelj ariants of the Fc regign i | obul Lo-as wel |l as
vari ant s{%ﬂ?“{}l ng‘“ﬁtﬁ';{@r {écfolt%lﬁgpl%Pﬁoﬁe(gf%é%@egfdﬁétllﬁ? 6??0#@3 %g(g%fetfﬁg%s, or

del et i onp7Halve whie&dortife Ref mateGIEHS)E a Sudasitappingatahsactidicidaitler (B+TOD), t he

i mmunogl obulin to nediate effector functions (such as anti body dependent

cel | ul ara kst wegsiplditeime. At thoboefstrappipg rrogeduiss the lesrimaberivd (B9 @Bk be del et ed
fromth £l R pcIalas ; 0L R MK N AR g e gL obul i n
vvithoute%u g?&%ﬁgﬂ%ﬁﬁ%s@pgﬁlg%g 23%@8%&?55%?{&%. gucﬁNvar)itants can be

sel ect edusad owitlddiftprand sgoaer s NAF ead KBdlin may bhasalr in s JJamtertachidoe ni ni nal
effect on activity.. (See, e.q.. Bowe . LU et al Sci ence,. 247: 1306- 1310
(1990). ‘Pﬁ%@lj?f a'ﬂbgrﬁ]éta aﬂgrggﬁl(%‘,aw ﬁ%cufee??#lﬁ(gf’were%ft % VB taﬁeapﬂlﬁcanﬁlﬁnepi der mal
grow h factor receptor (also known as HER- I or Erb-Bl) (Urich, A et al,
Nat ure 309: 418-425




(1984); Swi ssProt Accession #PO0b633; secondary accession nunbers: 000688,
000732, P06268, Ql4225, (2795, @BZS2, QQGZX1, @H2C9, QQH3C9, @UMD7,
QUMVDE, Q@@LNEBw)ossmw3 wel | as naturally-occurring i sof or mpCanB2006n00aT® S

t hereof. Such isofornms and variants include but are not limted to the

EGFRvI Il varjant, alternatjv I|C|n ucts (e. s identified by
Swi ssPr STVACE NP @F‘Téo @%\ﬁ&o}g By 9£ exlgg’@g@g s 1@66%

vari ant &G Mi9& se%B@(lﬁ%@PPLdﬁAQ&LCIduh@ G NAR YarP6Pan AU RRD 988
(Livingston, RJ. , EHS- SNPs, ‘envi ronnmental genone project, N EHS
E815478thaDé§@aﬁﬁn%mrue¢r a@élﬁléﬂf?éﬁ@tl ences, Seattle, WA (2004)), and others

identified by the foll ow ng accession nunbers NM 005228. 3, NM 201282. 1,
NM 20128®147]  NEh2@b284piiing REFSED GrRNGD itk ps 26fnet in AGPR TSP2, 220,

Aveoszsdrdioipcgerets huoliaiEs ] Anbaieiionk, AT halen RO o

X00663. Krehitedth4Sdnd T§Q484§3‘de&&41&4@hﬁd&/fa8§ [alS)SzﬁfaItNt)tWorkD'{ pAR36E0,

DT. 86855651, DT. 95165593, DT, 978&2@81 DT. 95 0, pPr. 100752430

DT. 9165488etionftedagsWas GIotesp! Bowigsthy entipii 8V re SPOrpRrRtPAdgEd]

DT. 4186%% refetEn §ﬁ842167 DT. 91803457, DT. 92446350, DT 95153003, DT. 95254161,
DT. 97816654, DT. 87014330, DT. 87079224 (DOTS Assenbly). [0085] As used

her ei n, e t o and/ or
hot fvat dA0RL PR, SR, Lagaof EhSbisudgid HOjURRRIBhe RS L0 B0
EGFR | i geéithd CHas® whdllengss soratiingl tpt arc ainbydimenic ef dhed inyettidsl e Undemthinf t he EGFR

i d. [0086 As dh t t | i d t f t
Si gnal” CrARGOUEE FRECE Bonot N B8 DY PAEF RO BEREOKTIEEL domei n of

EGFR r etaathbmoaﬁ&osm@éwﬂhatmmon MWdosE BSFI169] didebe ¥R saﬁpartE%Rxafange substrate
pol ypepti de) nedi ated EGFR | i gand bindin %0 87] ;sed herein, the

term di %@@%Ilcwgwmamh%@@r ithee BBy 1 &hiad e MNrAdAt i%h oS producti on
of EGFR Q@B %ﬁlolnhl%aﬂlg BNF %78@669%6'( Pﬁe%@@letdge EEhRR @XRPGS§EORs refers to

a condltlon whi ¢ i nvol ve mal i gnancy or cancer, where

abnor melonkcthievdsi B aﬁdmgmﬂﬁﬂb@ﬂCMPqusﬁsE@ﬁRn&WMﬁwM1aﬁhE@E§PIﬂbhnd is
occurrin t aV| [ j S to, the
o Sonse sl ChrbnaRiiERe b ab MRRARA O3 i e M ARV ROSEC

over expraagsatty aidcth CMaPaxporsSiiich isasmypsed ubing &@@I(E&Pich)eﬂlemgd dndakd | s
expressing EGFR, refer tao cells m{Ch have rreasurabl her | evels of EGFR

on the et Ppan eleck Gred-Tdb wesporse ppd g?tefrﬂlée RRESUESSS ue type.
Such ove&y exREE SHHR M AR eREfIRUGRA RYretifiReATY S B8 tah@he WSFIN7IHAET eased
transcription or translation. EGFR expression (and, hence, overexpression)
may be deterriveddt bnotherdhesgnobt ine esrbogiusghokthe mvalgtmthbﬁfb&«am%ﬁw ng levels
of EGFR ysat chni ques
that ar SRR o8 tpredS of Ph A BuReneBuEPhcy Skl of et i 6o DAL

i mrunof | audteasatne és dsd aythm(ﬁ@ﬂrmanziryrdera\as@me EiABAqha]ﬂéngwfmyrt Gretry,

Goner al 1oER0E B 0! SATANRAPORVHARBECOR: v Faterye, g GHARC G f 0°°
Press (28laB&hge. 1998); CURRENT PROTOCOLS I N PROTEI N SCI ENCE, Col i gan, J.E.
et al, eds. John Wley & Sons (1995-2003); see also, Sumitono et al, Cin.
Cancer R@@é@ 101 #9¢texa8Mle, €:2004)100 GR%EIEL RisBGri¥e MadAuRtto ckdcai thyt onet r Yy,

and i nmunohi st ochenstry z the entire contents of which are herein

i ncor por%HéB p!ﬂi()%fi@i e l)fIOd‘AP tce?unmrt GaAfingfonalififist frotien 10}, the AES may
measur e v I |, e.qg.,
via fluor escéjn(f}g %ug% %gﬁ{aﬁ%&ﬁ%%ltﬁ% %%ﬁﬁh@}ﬁﬁ%g&%& ’

t echni quamblidhihe ICﬂMQIssmﬁf(dEﬁ%Rasr‘fkmy with tleeBSE 10T. eCHAthan ¢lbntbe rtutne I evel s

det or m rigat SectRS) Unfier ascoPitti® Tobaby. HE HeedohErbie RIS, m ant gen

bi ndi ng ¢l18GE! Porh @A hSreédkdst THANGRIES KIFE &S, tdha ﬁ-clﬁﬁ]?l'eﬂ%%"j e"['h@&t%
specifically binds an antigenic determ nant. Mre specifical létpan antigen
I

bi ndi ng #esivaiéan Bmetien (EIAIE FORRMpiary eRBPEBGHe lwpﬁﬁe%ﬁ@éfdﬁﬁgc ¢ binds to
a transmgg?yane receptor of 170 kDa, typically designated as the epidermnal
grow h factor receptor (EGFR), but al so known as HER-1 or ErbBl. By
"specifically binds" is neant that the binding is selective for the antigen
and can be discrimnated fromunwanted or nonspecific interactions. [0090]
As used herein, the terns fusion and chineric, when used in reference to
pol ypepti des such as ABMs refer to pol ypeptides conprising am no acid
sequences derived fromtwo or nore heterol ogous pol ypeptides, such as
portions of antibodies fromdifferent species. For chinmeric ABMs, for
exanpl e, the non-antigen binding conponents nmay be derived froma w de
vari ety of spe0|es |nclud|ng prlnates such as chlnpanzees and hunans The
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identical to the constant region of a natural human anti body; the variable
region of the chineric antibody is nost preferably substantially identical
to that oWoaosessiohi nant anti- EGFR anti body havi ng t hepamiiBmosciod7sequence
of the murine variable region. HumaniBed anti bodies are a particularly
preferred formof fusion or chineric antibody. [0091] As used herein, a
pol ypeptifi¥#l ha¥hs gerenv ey dﬁ@?‘}tk?ﬂtfynqt@ﬂﬁ%mldﬁlgﬁﬁltﬁ)% 468 3Brab).dfe able to
catal yz it f e i in b-1-4

[ Fnicage b8 FRAtE KA, e R O e PP L AT Mo

ol i gosacsivaiateddengthlhis Solilaved. Ukhederfgtis bivsaclp oipypepametersiresdiéth) it emgpdedhzymat i ¢
activity simlar to, bu notngcq&sa&jly i denti.cal. ta, an ctﬁyitx of

b(1, 4) - NEQAOACHH TEBEant Iy PYPRA Fekbals) PPIessis RRG R apeter Pias

b-1, 4- mapameyk il ¢0RE 00, &5 A - Detsar thoaest Wplsttaparnfd minepsf wiiase (EC
2.4.1.144), according to the Nonmenc|ature gonnittee of the International
Uni on ofth@mestfégnilaanybisafithviire ogiehe! I8icapady thaveost sisRiicant it ofdagdied in a

parti culgl e égilgggfchﬂlbitgﬁﬁ?e)’seccwdtobte%f W ]%(P’tn{%)tthg & saRradancrhi the case

wher e dose ency does exist, It ne e identical to that of

SS{.' lv).' PO TSR P bt et ?*?ﬂ%tgﬁgﬂ%?@%v}g'ﬁgp?ﬂ?iBéﬁé Pt
or of or sty Anot iy o0 KEATEa 0T RIS atReTER ) “and moat pref erabl y.

not rmrzgép,gn about three-fold less activity relative to the GiTlII.)
[0092] As“Used €Fein, the termvariant (or analog) refers to a pol ypeptide

differing fro speci fical l cited | ypept i of the invention by am no
aci d ins%??&oggg Eeﬁ@@?dﬁ”?‘éﬁ%%%d%§P$£§l%%WE?J%%33?gdnﬁgﬁﬁ§fgéhﬁ.,
reconbing%ﬁmQMA techni ques. Variants of the ABMs of the present invention

i nclude chinmeric, primatized or humani zed anti gen bi ndi ng nol ecul es wherein

one or sgyedial pafis { ARiANEON-eAtdddq gt dues are nodified by substitution,
addi tion and/or deletion in such manner that does not substantially affect

antigen (8z4- i pdi ! ' ipg_det erm ni ng whi ch am no
acid r esiﬁggﬁgs %E)q/%:@éﬁ?%gﬁgﬂgg%@eg%gg%yngggggngglevﬂaf hout abol i shi ng

activi tigﬁﬁﬂf ipit epg ’themﬁﬁmp 4-Rd. By comparing the sequence of the
particular” pol ypeptide wth that of Hionol ogous peptides and mnim zing the

nunber of,.ai ng,aci d sequence. cl made | i.0 i -]}I}QHDI ogy
(conser vg}gﬁgr}]eg;i(%m') ngr g%y%%eg‘fvgg?tﬁg?%% nogtzladcnl@déie%et %gré% g@ﬁ%sl sequence.

[ 0093] Apdranetati vel y, reconbi nant variants encoding these sane or simlar
pol ypepti des may be synthesized or selected by making use of the

"r edundagpeyd] i IThelerigeneliic cqat®. HMAG-SHA -256dompstah oh ithattigns usisgch as t he
sil ent changes i ¢h prodyce i restrjction sites, may be introduced
to opti rﬁhféceﬂ(:@hv'\ﬁi&ﬁ@v‘?d ‘:F}S“gﬁﬂlqég%}ig?(gﬂ‘a%; vector or expression in a
particul ar prokaryotic or_ eukaryotic system Mtatjo in_the

pol ynucl bﬁ’@fi&de Thedchem ehaliepep@iersagy ’égf’i‘%‘d@“ﬁ@% ba&ilﬁg&]i%a’én%?e #6mai ns of
other pepf¢ @ﬁﬁe@ggﬁps_tﬁpﬁﬁ% BRI YRERLIMER JrandRe o1, tlRatpropemticesaof any
part of the polypeptide, to change characteristics such as |igand-binding
af fi ni ti medulg yeuteshthp mecaivieil (IHAR shallgpgedis geaetaled diom therrgtesa keat dhe[ 0094]

Pr ef er ablyy,, pAR1 pd." | I.Qns,” £s f Cjng one
i no. acr A Pa B fsShaed i B! by RRe B S BRALESH el s0 SREACHPS, ©
chem cal SPC apelutei caknlaies ¢he, CAAB e¢spadse v ianepm 8] b andltrarsplita demesposse to

i i ari B A BIAPESH S Ehar Be S BT, 515 aFB T g MRyaPphi 1 ci ty.

and/ or t Beer EOII PREH 6 MaBRwre o@f the residues involved. For exanple,
nonpol ar (hydrophobi ¢c) ami no aci ds include al anine, |eucine, isoleucine,

valine, ggﬁkt nefhemaﬁa}/h@gtamﬂ?the_tgsypfma%q R&ledTRlBi 00 haerdifpaban neutral
am no acids i1nclude glycine, Serine, threonine, cysteine, tyrosine,

aspar agi aghendindiogl prowaeine;s.pdernete Vealthenticasion dajal I@aém)sea\mm U8 i ncl ude
argi ni ne,, lysi,ne. and hi stidine; tiyel har i gi am no

aci ds i nélqﬁ%%' SOUEY fr}eésag%i l‘é? é%d@%ﬁgeacwngegﬁ%ﬁgﬁ fgllrte(i')le@fel etions”
are pref gngibbering IMash &ofoa IETHOf Rajoed tFol Comnzéht ERFQP2865I esitledrRempteef er ably 1
to 10 am ng acids. The variatian ” be experinentally determ ned
by syst edatheatigation Rigl %UPWS%FYIF%@B%eﬁ%WS%W& "E}Hﬂ‘sﬁ ‘cnﬁ?ri’é'ﬁ?ﬁof ani no
acids in a pol ypeptide nol ecul e using reconbi nant DNA techni ques and
assaying the resulting reconbinant variants for activity. As used herein,
the term humani zed is used to refer to an antigen-bindi ng nol ecul e derived
froma non-human anti gen-bi ndi ng nol ecul e, for exanple, a murine antibody,
that retains or substantially retains the antigen-binding properties of the
parent nol ecule but which is | ess imunogenic in humans. This may be
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affinity or antibody functions), or (c) transplanting the entire non-human
vari abl e donmai ns, but "cloaking" themwith a human-1i ke section by

r epl acenawo 2066/8s207ace resi dues. Such nethods are di scl esedBime/d@nes et
al., Mrrison et al., Proc. Natl. Acad. ScL, 81:6851-6855 (1984); Morrison
and O, Ady. Imunol., 44:65-92 (1988); Verhoeyen et al., Science,

239: 153416&@5188‘/ referguPp in e GIAFY- NBP &equdshiisase sPRciigfn uss (qrfgwylberbadl an,

Mol ec. I;ganigy, ,cha’?rﬂeﬁge)anhﬁf@sp%as% (M. ﬁkho@fchy@nk%l@rp%nw % t9ed by

reference in their entiréty. herein. ere are generall y ehentarity
det er m rfinAgendsgi BADIUS AcCBRANSYEDREssageDRR i GERBtiky t@&mh%ﬁ 10he heavy

and lig C n i.abl.e f.a ti body, ich are flanked by four
f rarrevvoRlE(te% ggbeg%{g%hés ??mt %%NEEF,SLOEF@CH%%BC hd user n SEHER S %ntgﬁe heavy
and |i gRGUSISyi a3 iiv step 303, eGASSYRBIaNGA Afspadifiait prodie: daFaRhat is related to NAF

CDR1- FR2- CDFZ FR3- CDR3- FR4. A di scussion of humani zed anti bodi es can be
found, i TPEFLIG pey 1dsniities and dliqsieatiogs stageds Bpthg Jrpmelaeation rgisips dHeR: U. S.

Appl i catdogs M?clud%@%fg1@5%@&1ﬁcb9{f91n9aftmﬁ"@1&&n9raﬁd | BEIRIaREH- e%fhch@sre in by
reference in their entirety. [0096] Simlarly, as used hereln, e term
pri mat i seehrity sajided (U&SS)eﬁleqn eﬁimahfyaﬁmhogemﬁmi radﬂSﬂgderme%mﬂp@hd@ronae@ froma
non- pri tigen- for rrne anrbody t hat
retains rggltr’S%?gg %pgﬁl Fal gne?eg’t g&r%n a?ghmét%{ & 5@3 gli’ler?gicpr p%%?ésa%f t he

par ent rantheeigtdnipatt. \M’heczhltheﬁtldaeSlS PhRITRPEIIRE s & 1t1eﬁlt1|ﬁés aBbEsted [QHd | n the
case where . there a {-? w% nor e de{,r nitions of a termwhich is used and/or
accept edPRESAPR Wikl thqut Oflﬁ%?m&é’laitniﬁ NSNS GPCINESIEr m as used herein is

intended to include all_such neani ngs unl ess ex%rcrtly stated to the

cont r ar y#0% spéerﬂrqrctheﬁa%w jebs thR S AA dnaster fpe (FETKRY) EBRATHERINS i t v
det er m ijoRGLGH %’&aalﬁet% 2. Eo%tsﬁ%éﬁﬁé {?Qﬂsgcgﬁvn @&ﬂﬁﬁm@ s ﬁey"i‘r[httél fEN

conbi ning sites nd wthin the Variabl e region of both heavy and |i ght
chain pdif?tpe@tqt@bsnd Fbries theadatai fearh dre N%AAA Haspdyestep 336s MNexbde BYF Kabat et

al., U Human Seryvi " Sequences. of Proteins of

| munol cg;lg(])ﬁt% n Ste er esstenés(afga@]g)meg?raﬁeBveréﬁ%‘tiﬁﬁgmgg’ §1e. AR RO5BEY)

196: 901- 1ﬁdmde(s,19§7)he BVIIID andie: keyanstpddl difethdehedtdp 309, tef @Aanaedulnher e the
definitions |E;'cl ude overIgE% ng or subse i‘s of am no acjd _residues when
conpar edSghy Hev WA 5yher eReard  toe) be Loy miBithacieesivi BIIIRi2BAKEY defini ti on

to referyieid &R O TRMV8NI01 IRGY seRlis ¥ Aek@PE & ﬂqlé'@fs@foﬂ 8 cld3t @Ak to be
within the scope of the termas defined and used herein. The appropriate
am no adpenel.@st gered whi ch enconpass the CDRs as defined by each of the
above cited references are set forth belowin Table | as a conparison. The
exact rd§idie Withthesabard plocesachapaten af Fit 1 prdvides GBR&\bbbWr&p@’rrsg, dependi ng
on the s§ gse skil l,ed i art n routinely
det er mi ne&%’\/ﬁﬁ?ﬁme%ﬂgléf &% tgl/ ngﬁgg%;é abgr% Dagref on aéﬁ& anH that?crta)hlg tl\?é%l abl e

regi on ahe rm{mladthsﬁqﬂﬁmcero@édutré]e Gamtpatbddty) Difﬂ«BHEllﬂnan (OBRCER{H, rthé | ons 1

Nunmbering of all definition Table 1 is according to the nunbering
convent i BRE? %rdrp%v Rt oérfc{lr RSOt BRAUFR)2P oﬂma%r i gr8% t o the
CDRs as Iﬂesfsagw@mawrecanfe&rydstd&m@%h aarndscanfﬁb%pen%ﬁtbwy aﬁfﬁ@ﬁ‘r A hooRt t nar e.
[ 0098] Kabat et al. al so defined a nunb |n$ system for variabl e donain

sequenceyngtioas i MAFP! pehBIE 105 aﬁ%oaﬁﬁ degyitbes fone spciier yaskf 1| in the
art can 4 Og%b%ﬂﬁiuﬁleﬁé&hgxptolﬁ @y 8%?\1@’519&( chaﬁ&%"éuﬁ*o%%g r%&lq%egt ?Héﬂ’my

vari abl e I'n sequence, t I ance on ex er ata beyond
t he sequevntiont s@bfdingA waduhs rmmtmdnneﬁtd(qbahdﬂumheﬂ metjlbds' ef eéndirettdy t he

nunber i forth b t et al., US. Dept. of Health and Human
Ser vi ceggnéé%gﬁéjﬁg’ec%‘toﬂedf’%%ﬁggﬁﬁw?mnol ogical Interest” (1983). Unless

ot herw s eci &' r ef ey ences he nunberi n f specific am no acid
esi due IBBRHTc i G it i ARNFER o e SPRSHPPE © batPPRIFBR PG syst em
The SeQ%ﬂi‘eﬁﬁcd@éd meaﬁm@hahkﬁga a&oﬁdmgeto,an%g@oh&hemfﬂ{h& Svalidnl D NO 127)
are not nunbered according to Kabat numbering system However, as

stat ed albdlis altpmative epdpilingnt, ﬁlSﬂVﬁh@t@nﬁPaﬁ%dr TLS lsiused tofestphlishithe Bided art to
determn r \ I nce in the
Sequence ,_Ie{‘? @&la)tke %Ef gleﬁrénén}gfeﬂr%f %Ler%?l (%%ﬁ 18%1?“ ? N gglsgdge t}rl)e(rafeygsg nt ed

t herei n. tuflﬂﬂ)QgipeBﬁcailynmktqr a0 che MS 1pDIestahlish@02t Sdi&erfmlﬁleﬁ@ca&-dﬁHCS eoti de
sequence at |east, for exanple, 95% "identical" to a reference nucleotide
sequence of the present invention, it is intended that the nucl eotide
sequence of the polynucleotide is identical to the reference sequence
except that the pol ynucl eoti de sequence nay include up to five point

mut ati ons per each 100 nucl eoti des of the reference nucl eotide sequence. In
ot her words, to obtain a polynucl eotide having a nucl eoti de sequence at
Ieast 9596|dent|cal to a reference nucleotrde ~sequence, up to 5% of the
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[ 00100] As a practical matter, whether any particular nucleic acid nol ecul e
or polypeptide is at |least 80% 85% 90% 95% 96% 97% 98% or 99%

i dent i calwbao@/assmreot i de sequence or pol ypepti de sequerca/Bioos/h@2x esent

i nvention can be determ ned conventioal |y using known conputer prograns. A
preferred mft hod for_det e%n?) ing the best overall nmatch between a query
sequenc e FLg s BeF 497 14 ‘%?rés@ﬁtnisﬂi‘?éhgt eBated Sndeey - SNow dxster Qfsence, " al so
ref err ednt 8sg9 0 oSl LRA 2 SRAPRAAS: L%F@E’}fe d fi&be REnHRLLED] i.ng the
FASTDB conput er |§r oegr arﬁ based onn?%e a gor?thm 8% Br utlggﬁlgtﬁéj%erv,%mrrp. App.
Bi osci . gushepBcatepldBLY kgQ0The CHAY dhatjegeoresadgedn thentiransmittgdiby yheaBEFsubj ect
sequence e An e ce.C conpared by
converti ﬁ)gqﬁfq%ebtgéﬁ‘gguén?%é%ﬁggﬁﬁ?mgfmEWI%E °§§%§3‘3§13§1a! ignnent is in
CequencddOF ok K o RO aR 1 HEchlefte i B Sy SR Rl ed,

M smat chstépeqt tStbbequelyhe GERem8dily calbhlatEirdne OH AZ8kebshsd a0 UPstb e, h=0,

Cut of f Score=l, Gap Penalty=5, Gap Size Penalty 0.05, Wndow Size=500 or
the | engt™d tnsmitethe gespense ththel @O0 meduegireddd) T MReVé thenssesdotheer -
[00101] éfabhe,shiblelnSPOURRAS ib eI 13 philap 4ihie query sequence because
of 5 or & delpetions, not because of internal - de etions, a manual
correcti@pcdus . S Al ) e F pr ogram
does notg%g%{!gunt Q%Ié?ﬁ g”ethg(nhcft ng()’{ ?%ggctgm%@%fls‘ C?ﬁgﬁg%%erg%gg squ)\g[-ril;gg when

cal cul atMhgAp&r d¥ntheiRbgmdst tgssagospesifilog the tideméity eirdlesgetand nesposd. dhet he 5'  or

3' ends, L at,i 0.t query sequen t he perce jdentity is corrected
3 oS AR Y e, QS SERNENE SLhe Bl sy LN K L cor ect e
of the subisee!(RQUURNEESideMiyrt Bt BSFOL07NERES hedl/ 2188 9dint, a8 BSPabgent of the
total bases of the query sequence. Whether a nucleotide is matched/aligned

i s det erfgichedthpyscy’s SHTSs apm stapet 2t Adromionell SediSTal 0 et CAAmastsser cent age

is then bt h j it ul-at ed bove
FASTDB plr gr(gﬁc%ggng&%ﬁaééssgggﬁfgﬁ}%ar glﬂrr%% e ag?rﬁ?%&ar(? 'Vebg%{sutgpﬁflgal per cent
i dent it yiransatien ideniiferc®rTIEV1 ety materid lifstinady atc.), endistedds filer ddth&oputhposes of
the pre .|.2v tionf %y bases outside the 5 and 3' bases of the

subj ect g . B 58P s ‘ayed by the FASTDB al i gnnent, which are not

mat ched/ al.i.gne | t.h ery sequence, are_cal cul ated, f t he purposes of
Tanual |y vt I L B ST fs 8P R ebrour o LSS e, o 00
base subfiachans@etedneRsdgs ilidenald Bootsaagdtl ﬁ@&ﬁetay,eerdg{, BEBUEMEthd Bedet er m ne
per cent identit,)l/ The del etions occur at the 5 end of the subject sequence

g

and t herlgponaerial igtimestmsien ‘2 grife RA A seduls sets SisdvA A mastes kenKerkghnent  of
the fir gl BARERe Al i iheG0ived B TAD bR f8Y r % of the
sequence (nurl;ber o?f@iasese at lYtehe ) gﬁg@fﬁg%lsﬂﬁegﬁemqﬁ%ﬁzg??%%g nunber of
bases i nsenéiea newseye ts dpRHTcH)7 ts 0lo3@Wh.$ singeibparatepddd.f rom t he percent identity
score cal cul ated by the FASTDB program If the remai ning 90 bases were

per f ect | ot ciéds.t henfli hate disgoent of deoitirdppingoprockdoses XPporting &rpt her

exanpl e, a, 90 base subject se ce | s conpared with . a 100 base query
sequence?xczf‘?{’lggﬁaf%%r#&or We?ﬁﬁﬁ%nheflt PR md'gf: é’ﬁ%?’é LPPARt here are
no basesvaiut BEb&imets 8f theinvehiforS Ubjsa6tohRAUSRAERS Whivedtioakl@pp@hches

mat ched/ al i gned wi.th the query. In this _case the percent identit

cal cul at Bdstpipr Iﬁw ipasspygtd Reoifsid) DifEeticleae dic.ohee 4hanss, Proiegl bases 5
and 3" of;ihienSH Ll FRANBIES DI @m?;.e Tﬂﬁ%ro@@s%é‘shﬁ%@é.'s%ﬁ% hiip the
guerysequence are nmanual ly corrected for. ot her manual corrections are
to made Yssroff hE TBuPpessiesndoDiffiedIgiinegeparathetors ntogasier fo0p00BE Bysweorpol ypept i de

havi ng ap ] .aCi equence at, |l east.. for exanple %"identical" to a
query any rﬁ%@%g@?) %s:eélgcﬁl nﬁa%ef%{)%l *% ‘ﬁleboﬁr%g%%lﬁ?g ?en%/e%“t 1noth? BIG? 15{ &@ﬁ%“@ﬁaéd that the
am no acTkht 3§ apgoatedfire tphevidddofor adagp of TGPt Digest ivdthi fdegword dile. tshafelle query
sequence except .that the subject pol ypeptide sequence may include up to
five ami #&hei2ad 4he é‘F&thE}"r‘i’élg?)é’FOt%%?i He-ge 0P HHs-Hellma) qearametern dn fd& kY ani no

aci d sequenea and Roriltfhe MRMHS todetheP PTRL Pastw il RER LIS HBALARIARFaN no aci d
sequence at | east 95% 1 dentical  to a query am no acid sequence, up to 5% of
t he ami nibegedrdd kepsi dues in the subject sequence may be inserted, deleted,
or substituted with another am no acid. These alterations of the reference
sequence may occur at the am no or carboxy term nal positions of the
reference am no acid sequence or anywhere between those term nal positions,
interspersed either individually anong residues in the reference sequence
or in one or nore contiguous groups wthin the reference sequence. [00104]
As a practical matter, whether any particul ar pol ypeptide is at |east 80%
85% 90% 95% 96% 97% 98% or 99% identical to a reference pol ypeptide
can be determ ned conventionally using known conputer prograns. A preferred
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determ ned using the FASTDB conputer program based on the al gorithm of
Brutlag et al, Conp. App. Biosci. 6:237-245 (1990). In a sequence alignnent
t he quer ywendossbjoect sequences are either both nucl eot iPde/IBEgGr@veEs or
bot h ami no acid sequences. The resul tieof said gl obal sequence alignnent is
in percent identity. Preferred paranmeters used in a FASTDB am no acid

al i gnment®og} e: Invgeordsnep Afiihpne emppdimentof the iawention. PERAF iesst mewpes ng

Penal t y520,q; i i glg]tb-gq— 7 oPn@fafa S = /

Si ze"se&%ﬁé@?ggglteﬁ&%ggﬂ@etﬁgﬁeéi , p ) S ze Penaﬁ%és&p&g%w#\?%&ow Si ze=500
or the mebgehdefitt he teubjeswmen tienDiffieiitl ey peraeternhiec rovied iis thehor t er .

[ 00105] he .subj ec uence 4 s shorter than.the query sequence due to
N or C-}ilfé‘lrytr’rp e}yé?a'ﬁdeﬁéﬁﬁle%ﬁe map GKChangs, i Brofretsdnte fis as%% rgtt?efi'ﬂjg? %ge manual

cor r ect iqoatitprds broetioRdgopt” dield s MEBR IHigest Eestd ‘SwutheiaatsehstdirnfyAMOB program
does not_account for N and Ctermnal truncations of the subject sequence

when calfHUiPap3viRgdgs dnsuded de terftissstietieulatipn. o ihesHY B pwylead tbhPédiet r uncat ed

at the Ne;and fardftdl Rhn bf %Jgﬁg§érye% 405t Ql?er%‘%l%r,e RUPTE Sayibdcan be

percentidentity I's corrected by calculating t nunber of residues of the

query soguédedevithgiassaroed Mroteptign.C- This mppahcho fidvahtegeubly esrmie guistie®, whi ch

of “the CBRMC BRSOt RE ke 5 e GERRTe AR JEh BTGl BRplRS O 2 Pereen
Thi & per fentage | o i hen Subtractod 11 om the percent taent Ly, calculated b
e abolbRPASTDIRTE) dHFSh R RS S SERTI s O SR ™S, 491 be ot &
final IO%éﬁf%ﬁﬁlpieﬁx‘%ﬁfehWth%ﬁ/c%@difyiﬁ@ieﬁisﬁhg!%lan@a@&i%@d%roﬂo@&@;ti ty score is what is
used for the purposes of the present invention.” Only residues to the N and
Cterm gé;ig?‘%’ t fife §HPPQ§AA§géyJ€§§§d Wil b BicARin ﬁ%ﬁ%ﬁﬂ{:ﬁmgﬁ@b with the

query sequence, are considered for the purposes of manua adj usting the
per cent netkenmts. t Yt iscocegniidahowsyer, otibly thguimitial rapthiedtivetigro of t3IGPRsGAUt si de t he

f h N: - i nal i.d he.. ' ..100106] F
excamp! o e TB0RLS ALk Bt € B ot SR NEZ RS SORGIWRR 2 100

resi due tieb ot Qg6 8K A endiednes e RalyRelaped forl CEVIET gcordinglydebygtendn occur s
at the N-term nus_of the subject sequence and therefore, the FASTDB

al i gnerfohieriereaad PIsEty 2 HeSEeHP AT VB Thasystar L0, 3¢50FdiRg ques at
the N ef Mahs dbSodfeifinahbrd [eaidues RERIESCR niseipbheasaduence
(nunber of residues at the and C termni not nmatched/total nunber of
r esi dueswuibantidation te Hi1 I@eRigssicafAs dhis @pprioschsishrartimlasly dppbeablehe prer cent

i denti t y-g6ar by the FASTDB program If the remaining 90
resi duesC wer eﬁ)gg?%eg&%s‘?%ﬁsfched the final percent identity would be 90% 1In

"ot due 10Ey EgBeRee HeTeRing R HERoRA TR R hdr f ons so

there arsgrveowhiesit dakgsy itrahkigit e padsword B Qlbar OThisken siki@aplisaedbence which
are not matched/aligned with the query. In this case the percent identity
cal cul atiédziBg Ay supgdion s ey bl serpriaien veing dhoagasswordgdya r esi due
posi tio ' t 5 LN BlueS AT T8 DIERE ASBhRES gHence,  as

di spl ayggn(%&r? ?dﬁg@sgkg%%yaﬁ?%ﬁﬁént ,nghv\hi cuﬁgar e né)tlgér%aégﬁed/ afl?lgﬁed with the
query sequiericef adeA radetallédy irc 8 Tie Cintethet dinginkleringt ek Farer)aRequestrect i ons are

to be e for urpases. .of  tf resent invention ] sed

her ei n,rméello nﬁ%r}teit(gﬁggi %Bqt% ha?nt]’%ﬁ%/bjr}?}gjl%%%% ﬂfﬁ%}g?er S Folt%cé)len co ditﬁgegﬁs" to a
nucl ei ¢ Aahshtissipnaiigy Althéhration\ead Kieg i, grdegicat QLK A), awipioh knnwhm@edtedle t hat
hybridi zes .in an overnjght i ncubation at 420C in a solution conprising 50%
f or mami &@fel%gy%r{c?%ﬁwt% , 75 mMMsodiumcitrate), 50 nM sodi um
phosphate (pH 7.6), 5x Denhardt'ssol ution, 10% dextran sul fate, and 20

ng/ M deRBtilr edior S eumeses o4 ilHstation ethmberiatrappig nsorsauEs OASH hgdthe filters
in 0. 1x 235G &kibed Wi Q?Pegt td @HMA ﬁsnyﬁv%ﬁ(shﬁ-{debﬂm W& E@5EmGRloaLs, .

| ocalization donain refers to the amno acid sequence of a ol gl resident
pol ypeptrespectivteiyc niag exespanysnibodinfeot, thene bantstragpind eropeduygsepdt baded ém | ocat i on

withint _gi _conpl ex. ..Cenerall i zat maj NS. cCONMpri se am no
term nal}?‘ﬁf)%’gm W Chaanfegn‘?ffeﬁfs?"e[‘ﬁli%%ﬂ@g@e]ss@at Hﬁ%ﬁ?eslf KEPPEEHEY £ ect or
f unct i onnéeddess Ek@ndible YeuthinbitABh Gabtoaslt (BAH) i RSveh tteintikd] alat B0 16he Fc
region (a native sequence Fc region or am no acid sequence variant Fc

region) of an anti body. Exanples of antibody effector functions include,
but are not limted to, Fc receptor binding affinity, antibody-dependent
cellular cytotoxicity (ADCC), anti body-dependent cellul ar phagocytosis
(ADCP), cytokine secretion, inmune-conplexnedi ated antigen uptake by
antigen-presenting cells, down-regulation of cell surface receptors, etc.
[0103] As used herein, the ternms engi neer, engineered, engineering and

o, . - Y M




engi neering includes netabolic engineering of the glycosylation machinery
of a cell, including genetic manipul ations of the oligosaccharide synthesis
pat hways wo 20@hissane al t ered gl ycosyl ati on of gl ycopr ot eiPa3/iB20os/e®3zd i n
cells. Furthernore, glycosylation engi’neering includes the effects of

nmut ati ons.a envi ro n glycosyl ati I n one enbodi nent, the
gl ycosylrtgl fcg ﬁ%f’?f@@ﬁfeﬂ nﬁe nﬁaﬁg\é‘gaﬁdéﬁmpﬂ%gpﬁﬂgﬂ Ripigpisd BYiffise activity.
In a parfdiGibnadan SFRREN. MERE padhRr® (S G r},ﬁ%& @chét?%uklth%r &n@l ée%/%

gl ucosam nyl transferase activit [ or fucosyl trans er as ¥ ty: [0104]
As used Heb@tien Kep SVEHGR Yo D lehva&AM Keyn@IVAckt IEuDa) sgrst em whi ch

can be s and n;

mol ecul 3@% %giﬁﬁ resﬂﬁ?‘%; %ﬁwgﬁ one ﬁb@&fsﬁ@ﬁ({] Wkﬁﬁelsr‘i%@te ell is
engi neerie&X.RH24). IAximttdejarWKHMrsdre @AA&I’lnﬁfﬁrlkgﬁ(Kst)l HATREpRt BGEE W th

nodi fi eg gsskycof OH‘E? % Erﬁf erred enbodi nent, the antigen binding

nol ecul R (I SbédVd Ant 7D GHF s aeeaNHNe riops, embaflinerss. aleseribes cer t ai n
embodi Meiks CAVE HESTERE! |cinhey shEan § UAReIGARNLRILA Eﬁ? P GRY ess

i ncreased | evel s of one or nore pol ypeptides having G activity. Host
cel | s i Réthgeficaien-t ured cell's, e. g. , mammalian cultured cells, such as CHO

cell's, HEK293-EBNA cell s, BHK cells, NSO cells, SP2/0 cells, YO nyel oma
cel |'s, P8¥&3 nﬁﬁrg@WWlelFéﬁa5 @ebingnal PER, meblllesstatiéﬁmﬁﬁrdeﬂ 4 GAWVE rhythilé doma

cells, sect nly a few, but
al so cel ?ﬁﬁ &ierc% g’éoflu{é ?‘t%r gﬁg)ﬁt ?’%Pr%%“'&g %gﬁﬁ?ﬁ?ﬁ %ﬂ?&fgﬂ?@%ﬁ? &t or

cul tur edumioaﬂadi b@ra @nidmaodiile s Stestep] 10 He &Auﬁt@dulbgé@drﬂes & hertreGy

Fc- medi at ed cel uktar C OttthI city inc]udes antibodydependent cell ul ar

cyt ot oxitPFERF alid vt b%% dhe identty isascal lfbﬁheaﬁf%tdn‘t?mgé irdhe usi on

pr ot ei n “geRiaN Mgl a'rhw@nm%&aﬁcﬁgteaﬁbst hteséage R hBUABIAPGIARE A, ead! 09 to
the lysis of "antibody-targeted cel human | tor’ cells"

wher ei ningigles e firkls spagified in abing, 1@ﬂ¢\’ector cells are a popul ation of

| eukocytes that display Fc receptors on their surface through which they
bind to the Fc-region of antibodies or of Fcfusion proteins and perform

ef fector functionscre@uthisa popUDapstbdigemyespagtude, but ijs not limted to,
peri pheral bl ood ndigestuchese < ekl sehRBMEalardbate |aakstt all killer (NK) cells.
[0107] The anti bhndy-targeted cells are cells bound by the anti bodies or
Fc-fusion proteins. The anti bOpkleq)'z‘onquFgoﬁ&tﬁi r[crp)rh@g]er ns bind to target

cells via the protein part N e[dpfiRl|Rsdbe 5|7 egi on. [[0108] As used
herein, the|termincreased Fc- Oelgt]qe dtl‘r'?%m ytotoxicity is defined as
m

ei ther an increaseydemahfae nunpeﬁseglfameantnrulg& ggt ed ¢ells" that are
lysed in a given tjqag, _Vaaaegt ERe£QAgeNt ration of " antihody, or of
Fc-fusion protein, ? e nmedL LiSU O d|n the target |cells, by the
mechani sm off Fc-ne at ;ﬁ_va IIuIleares ﬁ{ XI o ?gd efi ned above, and/or a
reduction in th ﬁlgn ration ot |b8§peg ¥ Fc-fusion protein, in the
medi um surroundi%gg9 h target gel | R I QU] red to achieve the lysis of a

gi ven nunber of "affiBsay™ arget8d ”eﬂof uel n a given tiime, by the

mechani sm of Fc - ‘rPé)B?“at ed ceTI?PI"éﬁ‘e CS/ %PB%*Y:‘"\‘tey The increase in
Fc- medi at ed | cel | ul EPRe§ Y80 x| ciﬂt’l}“er‘@ur”el ative to the celllular cytotoxicity
medi at ed by |t he saff@°&ReiBodyT "BY' "FCh§¥@ion protein, produced by the same
type of host cel | sic-y@ing t he=ShHEXst andard pr oduct i on, purification,

formul ati on|jand stieregee met hodsrespumise’H'=4reguestrdigastt o those skilled in the
art, but that has maqtesheéigestpr edtie8dLBEXhdst cel |l s engi ngered to express the
gl ycosyl transferaseHERTI | | by =t M |net|hpYgs3descri bed herein. [0109] By

anti body haying increased antiboly "stgpendent cellul ar cytotoxicity (ADCC)

is meant anjantibody, as that tegmeyg gghpned herein, having increased ADCC
as determ ned by any suitabl e nmeghog k@qv\p to those of ordinary skill in
the art. One¢ accepted in vitro A assay is as follows]l) the assay uses
target cell s That are Known t0 exXpress the target—antigen recogni zed by the
anti gen-bi ndi ng region of the ant 'TQQI?X 2) the assay uses human peri pheral
bl ood nononucl ear cells (PBI\/Cs) i'sol"ated from bl ood of a randomy chosen

For 1 owt KA of 888 b Gt Rl Bendbie T EBraladilePng <t andard dongity

centrifugation procedures and are suspended at 5 x 106 cells/m in RPM

cell culture nmedium ii) the target cells are grown by standard tissue

cul ture nethods, harvested fromthe exponential growth phase with a
viability higher than 90% washed in RPM cell culture nmedium |abeled with
100 micro-Curies of 51Cr, washed twice with cell culture medium and
resuspended in cell culture nmediumat a density of 105 cells/m; iii) 100
mcrolrters of the f| naI target ceII suspensron above are transferred to

Y o ~ o~ . N




iv) the antibody is serially-diluted from 4000 ng/ m

to 0.04 ng/m

in cell

culture nediumand 50 mcroliters of the resulting anti body solutions are

added to wbeotcasgwty cells in the 96-well

mcrotiter plarer/1IBES:/HIVY72 N

triplicate various antibody concentrat8i ons covering the whol e concentration

range abo

ve;

a 2% (VI \)

Louis), i

aqueous solu
nst eadDirdctivhe

v) for the maxi numrel ease (MR) controls,
in the plate containing the | abeled target cells,
ion of non-ionic detergent (Nonidet,
ant i body sol uti oMefqipiion i v above); Vi) for the

spont aneg
cont ai ni n

us rredperse ( SR
g the | abel ed

cul ture nedi uedasé ead

3 addi tional
receive 50 mcroliters of

well's

Sigma, St.

c oAtstrolgf 33 heddiigits torpadvideedrbeS that thde pl at e
L ar geder kigdwsshe pggwdrde 50 mcroliters
pf tTiee @et’s RARYinIR 4petifed feligi Nt TV above) ;

of RPM cel
,Vii) the

96- wel |

N CF QfigdsBri P AT

i ncubat e
(poi nt i

for hour —at
aboJe are adde

ZK’ In\ﬂc'afe
[Be %%8

§ecﬁ’dn"

ane

?gktopt

E | STROBRY f‘r@rﬁtﬁéﬁéég@@l 8f the Reduelt- ]Li% 1 mnute and

S L

suspensi on
arget cel

rati o of

at nospher
i's harves
gquantifi e
cal cul at e
(ER-MR)/ (
(see poin
radi oact i

25: J.nd.llu the—p
e at for 4
ted and the ex
d using a gami
d for each ant
MR- SR) x 100,

t ix above) fo
vity quantifie

d.l.C

SHoReS:
gerzloﬂﬁt’@i?g

d (see point

hour &5 1 SJ?{GI?%%%@P? 5“%?"

éﬁ@%asq&%

bodSFrees HR-Bieid %hoﬁ‘??ri’ Hplew
inher @ropide prytyah authepsieaipe, andde Brtvidevi t y
It h%@tmeemtssmdytegwmmﬁﬁctlam on,

ct S 1RAY]

rEB?ant
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A %o t he

MR is

5% CO2
fromeach well
ER) is
ic lysis is
formul a
quantified
t he average

-

i X above) for the MR control s (see

point v a
i X above)
defined a
observed
reducti on
t he maxin
concentr g
ADCC, ned
pr oduced
producti o
to those

bov ejncacainSR
for the SR co
s either an in
within the ant
in the concen
um per cent age
tion range test
sured with the
by the sane type
n, purificatio
skilled in the

of

abo eh%%jﬁys

AHUY

n, for
art

el

0%1}' po

'S 148 t‘WS‘? i

s t Tes dwprafiel if adbpdicdctive tsygergqudné i f i
nt r ohsvdlsee tpdieRidevimabbame)ds théhumbdrcr
Cr easfredubsts iRcimxy Mevupeiceptagdatthe Specific lysis
bodyieaOReE @8t vath tBndndP 9fud BShied above,
Lrat i'eQﬁ‘es@de'i‘ fé&érﬁ’ﬁ@ Yin Rt 6

edtQeRGHI €

I’E
%gp an

S COU.HE
B é"dv

ed (see point
eased ADCC' is

and/ or a
ve one hal f of

@ﬁdnfsé ﬁ) a Qf%n%toﬁ%‘i&éeﬁe\e’h&@ 'séhd% he anti body

e

| ative to the

ti body,

andard

thi ch are known
by host cells

engi neer ed—to—overexpres f;% 'I rn11m l-h—ohe acnnr‘f fhe__pr esent
i nvention i s PEBAEA to antTE%H“%FWE?%@M%@T@@HF@@ﬂﬁaﬁﬁdﬁﬂthe bi ndi ng
speci ficilty of the rat | Crewirpgognized dirgetjke sagnorgdst antially tlhe same
epitope), and to the discovery that their effector functions can be

enhanced by altered gl ycosyl ati on.Tabls 2one enbodi nent,
nol ecule is a chinmeric antibody.

t he anti gen bi ndi ng
In a preferred enbodi nent,

the invention

i s diredt®d]t oThe BEF o7 lttcen@eherbt@dme RAND, by mgnen§03t hed fb@p%qndcmmra si ng one

or nore

OF SR b e el MR G DD Yl brtaigh

of  the t

BE3%ef Bt

he CDRs
othe 5

of any

pr ef er r gskFerdyOdhdmanE, ,thetm ﬂléﬁé@g&:’flb aflized dialBGbeR. 1A ABwhSBE RUAD is

polynucleotlde conpri si gg -a_se
of : ~ SEQSPH IN@eéztaOlgEtheE to BEEP)
SEQ I D NNeH Gfko bekthd! i tfhlptﬁ%

I D NO 74, SEQ I D NO 122,

ence selected fronta 8

et Pé’i’ﬁ’b‘?%@%%

'%Ah@b?ﬁ’l GEQ

) a sequence s

roup consisting

NSt d-ClstiengD NO: 62,

ik

NO 72, SEQ

ected from a

group C(fﬁmasdsuﬁgtkm‘CASE@ldleeN@ in6tepSEQ | D NO. 78, SEQ ID NO 80, SEQ ID
NO 82, SEQ ID NO 84, SEQ ID NO 86, SEQ ID NO 88, SEQ ID NO 90, SEQ ID
NO 92, SEQsE D Blsmay of SE@lE) ahlA8lentiGHE R bdpoE FB derSEQrolvided T&de 3SEQ | D
and SEQ I D NO 126; and (c) SEQ ID

the invention is directed to an
i sol at ed pol ynucl eoti de conpri sing (a) a sequence selectd fromthe

NG 102,
NO 108.

groupcons
selectd f
(c) SEQ I
a fusion
nol ecul e
IDNGO1o

I n anot her preferred enbodi nent,

s

104,

:nn of SEQ

i st

e 8r

et unadh

I D-NO-1- 12

rorh t he gﬁ@%ﬁgéon5|srl
D NO 119igsshekstlengsndtll neelpe | [ damgindfl netvede pol
| hopaque hig stakerit) beligerithin, ] [t he
conpri ses the VH domal poebptiche] flatthip@R62 )ant i bg
$EQ | D ddhay or a waddnseid" 'HheteOR] ( &8P @RIpN-

pollypepti de.

r

[0111]

jecst"

digeey-ghpliooee 116 and

) a
SEQ
nucl
anti

mur i

seguence
ID NO 118; and
eoti des encodes

gen bi ndi ng

dy encoded by SEQ

ne pol ypepti.de.

the invention is directed to an antigen

bi ndi ng nol ecul e conprising the VL domain of the rat antibody encoded by

SEQ I D NGO 43 or

pol ypepti

SEQ I D

de. [0112]

bi ndi ng nol ecul es

NO 44,

I n anot her aspect,

or a variant thereof;

and a non-nurine
the invention is directed to antigen



conprisin
truncat ed

g one or

CDRs of | CR62.

nore (e.dg.,

one, two, three, four, five,
Such truncated CDRs will contain,

(0]
a

r six)
t a mninnum

the speciwoabtyossmrer m ni ng am no aci d residues for thePpPgruBmwoZnR27By

"specificity-determning residue”

i nvol ved

one-fifth
bi ndi ng t
CDR can b
fromthre
vari abi |

descri bed
which is

Accordi ng
conprisin
conpl enmen
or trunca
resi dues
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ty
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her
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g a
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t ed
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oti

nti genURThe

thq inventi
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ity de
form
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oneSthird of the residues in a

dent i fhage by, for=&mepl'e
|nen5|mMQBVMDdeI|ﬁgu@nﬂmﬂegernination of the
at a gopegne r esi due"gagud"i"ehquatedagdng dance wi

Pad| astalet al ,
eby i nﬂ@cﬁrﬁiﬁmat ed bYalp@feneneq "MDI"heMDseRES" I

%&H LSptRLNT T e%

Gt

pol ynucl eoti des encode a fusion p
I n one enbodi nment,

is ¥eant t hose residues th
, on
rtic
in

tera
seq
th t
t he
ety.
ed p
ve,

body
icit
er ei
suc
eptide that is an antig

cl eotide conprises th
the rat |CR62 antibod

i ven CDR pa
spemﬁabﬁOﬂL}ie@Ml@bw ng residues
" newsepatugt i on of in

FASERIJ" "=P( Tirue! BFalk89 ( 1995),

onis also directed to an isol at
(e.g. , t6kRE) tWwo, three, four, fi

naf ihen bt CR62 anti
g B ih® AR fced Ne speci f

eternlnlng regi on, wh

contaj
ntarlty d

the p

at are directly
| y about

ipate in

a particular

tom c contacts
uence

he met hods
contents of
[0113]

ol ynucl eot i de

or six)

, or a variant

y- det er m ni ng

n said isol ated
h isol at ed

en bi ndi ng

ree

conpl enen
or trunca

ed_f nDH”fﬁCt!rVﬁpr I

arity determning regions of

y, Or variants
t y-det erm ni ng

resi dues

enmbodi nen
in Tabl es
entire va
hunani zed
encoded b

for ®waeh of sai
t, the pol ynucl
2-5, below. |1
ri abl e regi on ¢
anti body. Thg
y such pol ynucl

regions. In one
CDRs set forth
i de encodes the
ric (e.g.,

e pol ypepti des

t, the

i nvention

one (e.qg.}

regi on of
cont ai nin
conpl enen
a heterol
conpri ses
ant i body,
specifici
determ ni
conpri ses
anot her a
of an ant
the antig
i nvention
nol ecul es
cell pro

IS gih8eted T
one, two, thi

the rat | CR62
g at | east the
tarity determ:i
ogous pol ypeptid
three conpl ent
or variants of
t y-determ ning
ng regions. In
at_ | east one (¢

ing at | east
ity determ ning
f orm t her eof
sai d

e derived from
bi ndi ng nol ecul e
rlat | CR62

at | east the

| ementarity

nmol ecul e

below. In

spectioncghe anti
body |ight or

ari abl e region
ful enbodi nent,

en bopadiiang nol g
is al so direct
and t he use (
feration disor

anti body. The
bi ndi ng
particularly
icularly

wherein H
normal ti
limted t
breast, o
may be de
(e.qg., vi
i nmunoenz
| i gand bi
di rected

EGFR. Cel
(e.qg., to
si gnal i ng
EGFR- expr

GFR §g1eabnor mal
ssue of the saj
O cancers of tH
vary, colon, pno
L erm ned by et
a i munohi st ock
yme assay, ELI §
ndi ng, Kinase @
to a nethod for
s that expresg

for exanple |
essing cells fd

enbodi nen

»of _cont ai ni ng atDgse@Eiont he speci fj ci
1 anodrhiecluéntho damre of the hbs ppddrymgcthe ot
eotides. [0114] In another enbodi nen
ee, ﬂeﬁ

ine Bk ‘iﬁ o‘f@fﬂ[%& W(Plfchttﬁ
M ngtha?ﬂa{s a

£0F l?ra FEO% AT dWF%ﬁVﬁﬂ%g
)it BB themespording sesverh i n Tabl es 2-5
rcul @& stsngofclatangretidied By the sefieiprahicied,
der SIRIORItEE nkEFrhledton@pRkessed, part
e b%%? Rorly
em S?SE%S
BA, %y,

ntion

d t Wrengtorbp displamechioiusys siethey kiow ng
eot Wiechaserpans esl msswoed st userihiodtringe
pf  t hethtdtighiontind lieausys bomnight lave hi me
> | nyeRtd. on is further directed to th
D an AddtotedCépabe-S5ih AR ] Ty &%@t}ﬁ%@?{nbs
| Uﬂ(gtectfo'n\é aceO'Thé&H%)nt GRTRE ﬁl'fgelﬁrt
anthgi dﬁﬁ@te
SPeghy énﬁfcgﬁlo %?ma%onm be s%nt yn e
g apfl\% eHLpa) q‘ﬁi’%ﬁ % frsigpd %
trih
r esPHES OF &5 Valueis eaptis ieglierisl® compl
one 2SS it igtoroteqtion space deides HbuVRE
gen Abierigt-prpcifist detalseing dlrap pansesinidvelyy
heaggnedted gach time @@ paporse isimaadey use
ed ta bettwedd befthavichngckdngbd ankd gen
f s aEhotiPatidnehebdee af MBEquett réljusRasRh
'y @%ﬂ%[geﬁﬁﬁ:guﬁ th the 15}\4%6%@&&%% c
e cale R}%{ n‘é;%n&e”&é kidde,
E{QIr If ZN -1
hd questri ae enc %He
V%l %‘C
yq‘ir%g ﬁ ﬁ F%‘(‘?ﬁﬁ%‘?’\i

1ct| \?‘?tts le g upsh

hegnanse ¥ lwhérbut it valisl digast s
; EGﬁR ﬂhaéyomf@ (indicgénaihatithy cliendmapia diei
)y bladking gthet GamTRUENG thestale dirboyive
r - daestpresent, te usymirhearndimpasweydstren) .

t, the present

onpared to
but are not
creas, lung,
ssion | evels
ri bed herein
ssay,

West ern bIot
is also

expr essi ng
C purposes

treat a disorder torsget bsprnamedrasgsioed)blf sdlese BALPBorof EGFR- nedi at ed

geting
In one

i nvémilidnnd aewivilaed #elobtoined. met hod f o

r targeting

cells expressing EGFR in a subject conprising admnistering to the subject

a conposition conprising an ABM of the invention.
may al so be targeted for diagnostic purposes (e.g.,
are expressi ngeEGFR, either

Cell s that
to deter

normal Iy or abnormally). Thus, th

express EGFR
mne if they
e invention is

also directed to nmethods for detecting the presence of EGFR or a cel

expre55|ng EGFR elther |n VIVO or |n V|tro

v

Cne nethod of d

" T .

etectlng EGFR



met hods known in the art). \Wen using a control sanple with the test

sanpl e, any statistically significant difference in the fornmation of

ABM EGFR worrpécnss®7when conparing the test and control samBE®S6/HE?272

i ndi cative of the presence of EGFR i 0t he test sanple. TABLE 2TABLE3TABLE 4
TABLE 5 [0116] 1t is known that several nechanism-are involved in the

t herapeutlic efficacy of{anti-FGR antibodies, including blogking of |igand
(e.g., EGF, ®arrithmetc.) biAdirng indicaEGERpaindf slatribgavsed tact ijvati on of

si gnal i ng pat hways, ant | bodgrodepdmddipdst @el d diegssumyt ot oxi ci ty (ADCC), and
the induction of gromh arrest or termnal differentiation. [0117] The rat
nonocl onal anti body |1 CR62 (I g&b) sk 4di scussed in PCT Publication No. WO
95/ 20045, which is incorporated herein by reference inits entirety. It was

di rect eqass oyt t he Geepid, Qpeecgfvaﬁ%&le 30ds MRS ASTHGNREatioh RBIPLRIC (dba@and bi nding,
i nhi bi tg in vitro of squanmous cell carcinomas expressi ng EGFR, and

i nduce r é@l’Téﬁ%”l) ard SMBKERO by the G dofothule he (G A pivglnlie dhami esein(s 93/ 20045

055 o e e PO B SRR N M

resul teg, @hﬁé%&esm&&doﬂlrﬁﬁr&r faakiaedty thoUEow ng even a si ngl e dose. (WO
95/ 20045; Modjtahedi et al, Br. J. Cancer 73:228-235 (1996)). [0118]

Chi neri q&myseﬁbfume Gk &rﬂﬂdle%énd@a% g%m ct@lsmﬂaﬁﬂssage@nh fa%ﬁ yi8xanpl e,
Morrison, S. L. et al., PNAS 11:68 54 (Novenber 1984) ur opean Pat ent
Publ i catth%nnwes {hezdgat DigigtHelimea pagmeters éfl thgl BSINA®Tyr & lﬁllﬁAN/EZt Decenber

Pat ot BLn Ra oSt A R bSiog? ™, BUELER o) R LR Rovenber

1985) ; %acrusd qorkKaeth-iat; .alsoHIBIP qbaytaa@(sh)lclﬁd&i {1 B3BP; Dlgwnaglauﬂa‘eml af ., J.

| munol .. 137: 10 1 ner a

( Doconbaresigas Rt dhe SRR ar ty Moty 55t oA gﬁ‘?éilgsS) B X,
Sci ence 1R28p 495, thABFHESIT lﬁﬁﬁmts ﬁlnﬂuth@ftirchm«aqﬁéétQ‘T‘IQBTKEEQi)?Ql%ssaééZ07

( Sept ember 1985 | MC- C22 Er bi t ux , Inclone) is a chineric nonocl onal

ant i bodyingludest HTIa‘}E\a?‘ﬁ%t Rtads %m? Agcaionpedigerayihentitaion ¢§iteh and a
human c Rﬂ(@ BheR 1 (2002)).
The nurlc{fr?% portﬁ@%hg‘{}rljg%l@%e%ﬁ?? der %Hg%F?%%]Q&Nglgg%&%}%gﬁév\%gﬂ?ound to
bi nd EGHReaMEKIRNidxdent tBGF B udedertsiepddPne ki nase- dependent

phosphoryl ation, as well as inducing apoptosis in tunor cell lines

over - exjf&8$i nGh&ECEBRE ( HOT bsts danmd si8hi 21, Cantserthe94bas&59t3tidlﬁlpa?ssx(/<2602))

However e reactjon n atients treat with the
it bodsP ik teragech e ApSat it Frad Priamhil dn dhecsreiet e tubbe! 1803- 161 1
(2002) ) . gefdvhied B ttASEDERBsd@&H B tHeBSH W7 dderatdd thd G, mafeh | %gsada)een used in

conbination with radiation therapy and chenot herapy in a nunber of tunor
types, ifrer BeBegP Phis e siadlepmparesip et WeBY)-pr ognosi s (Her bst and Shin,
Cancer 94: 1593-161 1 (2002)). However, MC-225 has been associ ated wlth

t oxi ci t i{8&8uchlegsthelB QQ7cth9m@Pn§$<ﬁInHiTEBCQtOD<SH§ niepsapaiol thatesmigahipaf st ered t he

| MC- 225 I 1593-161 1
(2002)) . RO EoR T behud B Ry Bl B B B e R oo 2 0 aB o
t he presgnTTP\DBgdst becaus @ommnthmtz(ed ahblfﬁbffypa}fmdhsdmlﬂdad ih R zi ng

non- hu ,ant i ies _are kng nthe art. For mani zed ABMs of
e prodBa ISR GH EarTe [ bpAcBuclE s pin vyt grenah MURGHESh S, Pat
No. 5, 22pfoBB8 idntheid i€ provilied. inRBE medge &f 18P, 538QotindiMe et flccdbful U. S. Pat .
No. 6,632,927-to Adair et al, or U S. Pat. pl . Pub. No. 2003/0039649 to
Foote, tavheaiation Peohatdn? BeloW: each of which is herein incor porat ed
byreference. Preferably, a humani zed anti body has one or nore am no acid
residues introduced into it froma source which is non-human. These

non- human ari no aciAuthesicatiradnfare Aotheetivatief-brfo'etl" auth-indo "|i mport " resi dues,
whi ch are typi cal | yautlelodn f r om ari#(ieriponde’| [ wesssagbrbiep Jongi n. Hurmani zat i on
can be esserntially performed foll|¢wsperstaathnef bedcof Wnter and co-workers
(Jones et all., Nature, 321:522-52%ndnt&8&)nt] )R echmann et jal ., Nature,

332: 323-327 {(1988) ;ne¥aioh@eyen et "géxtnonc€i 'eNeenceddfic1534-/11536 (1988)), by

substituting hyperviaegdoall- gtk egl Qnrsﬁggyen@@e%p&% didg corr espondi ng sequences

of a human gnti bOdyresp%ﬁ&P& ipgl ¥ rSuchpxhugani ze anti bodies are chineric
anti bodi es ( ly less than an

intact human variabl e domain has been substitut ed by the correspondi ng
sequence from a non-human species. In practice, humani zed anti bodi es are
typically human anti bodi es in which sone hypervariable region residues and
possi bly sonme FR residues are substituted by residues from anal ogous sites
in rodent antibodies. The subject humani zed anti-EGFR anti bodies wil|
conprise constant regions of human i nmunogl obulin. The choice of human




t he humani zed anti bodies is very inportant to reduce antigenicity.
According to the socalled "best-fit" nmethod, the sequence of the variable
dormai n ofwe 2o@sso7ant i body is screened agai nst the ent ipca/B2dos/enog720f known
human vari abl e-domai n sequences. The luman sequence which is closest to

t hat of the redent— hen—accepted—a he—huah amewor k region (FR) for
t he humani zed—ant d Sis al . J Ipmmunol  151:22096 (1993); Chothia
et al., J. M. Biol, 196:901 (1987)). Another nethod of selecting the
human framework sequence is to confateSt he sequence of each indivi dual
subregion of the full rodent framework (i.e., FR, FR2, FR3, and FR4) or
some cortB#iiat i Ghe ofiessdpe-dopdilivéctivel indiodiese ieoigualiy. @f , prétebticandofti’dd}y agai nst a

i brary of,.knho uman variabl e region s ences that correspond to that

fr amswora?{ﬂéeu re f%ﬁ %.Vﬁt.%,e ﬁgthdéf“@?arjf‘i’sn%‘ﬁﬁﬁg’@“z’%’aﬁnﬁ?r}f?né?'l}l?lgﬂu,th“émd choose

t he hurraﬁdimmﬂ@@tid‘aaﬁnwﬁﬁlihtggmyg@kd@ﬂmgr conbination that is the closest to
that of the rodent (Leung, U S. Patent Application Publication No.

2003/ 0046606A1T, REpkdEhes d26h mAfle 203k @eh@ARNMLE €INKE NS 9fe Whi ch are
hereby incorporated by reference). Another nmethod uses a particular
frarremrﬁ&?@&%ﬁsmharm@@erﬁ@#hﬁmﬁ@e%mh@amﬁhence of all hunan
antibodies of a particular subgroup of |light or heavy chains. The sane
frameworf@Sdhy bethgswage pbboesivanpalz i the sHAVIA hiivide, £3HARM blbeiess (Carter et

al ., Pr a Cj . 89: 992):- Pr t al., J.Ilmmunol.,
151! 2628 o851 (Fnend s oo e SR ntolblt e PO B ity

i ncor porvetiedis Byntre frerBstc 8)7; thediligdtty istsentsin fkt ildemedsapointtBntustMaheant i bodi es
be humar}j ﬁgdrvvlﬁ} gﬁtenti n of hi affinity for the antigen and ot her

f avor abl"& % edticl” HPeRSy £ BsterPy3 arif 2 mesageyghis paseriBe to a

pref er r ey ARIONGIbN o WRAT Fafe BASHLOHIE Fie RIS jRE BRAGEIaLY BnBLAGESEp Of

anal ysis of the parental sequences and vari ous conceptua umani zed

pr oduct $igesHn ek radedyP wheknemand meendesesis okchahged hatvent die GAd thuimai zed
sequenc j [ | ohul i n del s n_be .generat ed using
conput e%ﬁ%rt%%?g%d#‘ggnﬂ i(%%%lt %d t Elosg(g}gkiqﬁlsl[eeg <|§5§ ﬁ‘r?eGé‘?‘t mf’g‘?lg.s,gts IR ght 11,
Accel rydolidwing pihmetert BE_MIEMNOA AtkeRIHPBS PWSgMRIEh; RXR8Yis@hd) . These
conput er ?prqgt{dans can illustrate and display probabl e three-di nensional
conf or maESEHadoR pRe gRsrastd WdbebEed candi date i nmunogl obul i n sequences.

I nspection of these displays pernmts analysis of the likely role of the
resi due%iﬁ(?‘ﬁ?t het PigRaRtotie Agmigalt uswe dhndn danedulengarrsgpomnd) tanssisgaience, i . e. |

the anal g i-fion’ Bsdssbias thdBEri 1Y l(Hgﬂlﬂ'ﬁﬁt)%tlﬂg rraegé)?ké %oﬁfas .tt}%efoﬁgsgﬁi dat e

i mmunogl obulin to bind its antigen. resi duss. can be
sel ect edigestinesadi FRANDPS nraspanse ect<PIeRW ased ds ppowtd>Seppendiestso. t hat t he

desi r ed ~anti haract eri st i as inhcreased affinj r the target
anti gen(’s ,Hlik)@ﬂ%%’ﬁqag\}%cgl.l(ﬁf hﬁg@?\%ﬁ;ﬁ{]%én%e gh G glep‘%%gbﬁ?eé%i dues are
di rect| yhebhde §RE6n pAHSEANBISAPHY: BOVIOV QENIAW A RE), USDERN PTRREI 6D gbi ndi ng.

[0122] In one enbodi ment, the antibodies of the present invention conprise
a hunan YWereeigitemsecichragdep asmbericeeaepigd PrdetUE.t AlsoheBSFJdOA stuemdtes egi on i s

lgd, a f i Iaf% 9 and 110, and set forth below |[|gQd
Nucl eot is%ez@%[e&qrﬁéesﬁegle(b}? IS{E’S%) IJB . —P})g)
Vil (Rl SR LU RS
( GETCAA

ACGGT GT CGTEEARW DA @IS TRANCAGCRE HEGRACAGCTT RG] (step 617). In

CCGTGCCC
TCCAGCAESR AesRTAte A bATeRsier dacKscomahe MS_PWD. The
GCAACACHAREET AGAAGAAAGRA AATCTTGTGACAAAACTC

ACACAT GCCCACCGT GOCCAGCACCT GAA GGGGGGACCGTCAGTCTTC

O G I SR B e

RCTGBASHRGCEA TAXTGUGAMGASANABEGEEEEEAGaccording to various

R N T S RS vt o

CCCAGCCBIGAT CERACANARGEATIT WAAW 1. Similarly, the
CCACAGGT GTACACCCT GCCCCCATCCCGGGAT GAGCT CCAGGT CAGCCT GACCT GCCTGGTCAAA
GCCTTCT e 3AER B dedtesTihaieE FIG. 6, whereby steps 801-809 track with steps 601-
TGGCGAGAGCAAT GGECAGCCGGAGAACAACTACAAGACCACGCCTCCCGTGC
TGGACTCCGACGGCTCCTTCTTCCTCTACAGCAAGCT CACCGT GGACAAGAGC

AGGT GGCAGCAGGGGAACGT CTTCTCATGCTCCGTGATGCATGAGGECTCTGC
ACAACCACTACACGCAGAAGAGCCTCTCCCTGTCTCCGGGTAAATGA 1 gd@ Amino Acid Sequence
(SEQ ID NO 109) TKGPSVFPLAPSSKSTSGGTAALGCLVKDYFPEPVTVSWNSGAL TSGVHTFPAVL



QSSALYSLSSWTVPSSSLGTQTY! CNVNKPSNTKVDKKAEPKSCDKTHTCPPCP
APELLGGEPSVFLFPPKPKDTLM SRTPEVTCVVWDVSHEDPEVKFNWYVDGVEVH
NAKTKPREBQuNSIYRYSVL TVL HODW.NGKEYKCKVSNKAL PAPI EKTI SKA PCT/IB2006/000272
KGQPREPQVYTLPPSRDEL TKNQVSL TCLVKGFYPSDI2AVEVNESNGOPENNYKTT
PPVLDSDGSFFLYSKLTVDKS FSCSVVHEALHNHYTOKSLSLSPGK [ 01 However ,

vari ant §9%ndIP¥eyesr Had ebtféﬁﬁt [fecrRtiprant FdCr-egiddd &r Beaplicat ff elis®d by the
present , r i use in the
D eaent D e B B o Haeitha e PHERE, NP U s
Pat . Nowhih7ggendb6the C)‘chrnest fzeld.Aderhegli an beagenanted based hin atahdaré @ TETH ect or
functi ony. esg jC ne or nore am no acid nodifications); or in U S. Pat.
Appl . NOSBBG/ 438 X08; 60/ 456, 041; 60/ 514, 549; or WD 2004/ 063351 (vari ant

Fc regi S, WM T creased bi ndi am no acid _nodification);
or in U?E)Sﬂgna Wiy PEChEp, t hfd?rgefgg’%%ggﬂv%lﬁ 24 %%@?qﬂﬁge\/g‘rﬁt &hts with
al tered tr’éhdﬁﬂttétgfr&rﬁ trfsze&dﬂamt@maﬁ@ BOF 367 foRRsl dnbfct=+ o (Mepoanf ents of
each of which is herein incorporated by reference inits enF irety. [0124]

| n anot ﬁérm‘ehﬁé’drsﬁ@ﬁt’/ 15*?%f0élﬁ‘tvrs‘§’e$r5 bi-bieh of g laod- e‘dmeeﬂle@fremht@c@aesent
i nventi nced bind f agcQrding to,
for exa?rrppfg{?ﬁe @dt%“r sc %28@@%?%% %ﬂttgpe%%éﬁ,{e ES‘ é/e Elgi;004/0132066

to Bal i (BSGWB) g tnlit&i £ i TiRt Botheasiver Diffiwblela@ peanerahye | bm&rdn@r ated by

ref erence. [0125 ne enbodi nent, the antrt%en bi ndi ng _nol ecul e of the
pr esent }ierh?éthPfl?fﬁSW% SHABCRY, erdVNPAAACEE Y biRal 1s st &1 the “sadnons® a

radi ol algglq. Gfhef ﬁé}xﬂhQGA?UﬁBd eRLIAL 6?15@ y Mer ous
nmet hods t hat grg wel I known ?ln%t%gﬁafttge 1mg?&,gt&\§/a1?§f g‘?gf:@ Prga}d?ﬂ(‘)lnucl i des

are appliteal7® to the present invention and those skilled in the art are
credited with the ability to readily determ ne which radionuclide is nost
appr opr i8] unﬁeforahwmmsenayplog poriceduierst Bidt &s the FOFTRemasspgeof t@lgiddi ne is a

wel | kno radion sed r targeted i ot her , the

o1 i i camenget aFeldSoh V5 pifrie’ BLfe baoteei b Sy Sy LR br <

i ncl udi Rgék RitBRlepslans- @l@y&htﬁfilhe aakptidnl th&nodehal @&@g@&ﬂs@@ 7 pediigat ed

anti body both in the blood and at tunor sites; and em ssion characteristics
(e.g., Ifl@rtg@lcgaﬁﬁbﬂc@mm% meileh”.can be suboptl mal for |ocalized
dosedeposition in tunor. Wth the advent of superior chelating agents, the
oppor t udfy] f oFIGatdt iachdingramedizd b@d‘t@raapﬁngg)r@edmrpsnitizinpr(b@t‘é”ﬂ vgthharss i ncr eased

the opp rturtl |I|z . ot her di. crdes i.ndi.um and

90yt tri gkrln fgﬁtﬂﬁﬂpbﬁ‘ﬁ’o et gst%vle IEE forff}se IP%GPHB‘% i ﬁ%‘e{‘? (Y)Iﬁ t}i‘ n

r adi oi nmmmm@m@eprbmesaprﬂsm@em@mm fdﬂettcﬁﬁatlitl)ldﬁ dodlehtidatibe f@ﬁcuaﬁ,yt triumis
| ong en h tg a t| body accunul ati on by tunor and, unlike e.g., 131
i odi ne, VPY h 4%1‘?%‘1 RUGAOR TEMITSS asePestiarSShE NGV apd SH) i N EWh oln

acconpagij, 01 gﬁ@ﬂ&tétfaﬁﬁﬁ%@%dc@dﬁré B ihfigted B6@M%en WellE &nd BEBSFI107t4i@SuUe of 100
to 1000 cell dianeters urthernmore, the m nimal anobunt of penetrating

radi at i e¥braistioney therUBaf EQETeWﬂu@dfﬂ e RSFat07onlhis GBDyequestiintladrsised

anti bod i . an iyg: not

r equi reggid?é%gg, tV\".hk(ﬁklaﬁhrg )rlté’gSF ﬂh? {‘%Jlaﬁz{g)ctlg I%Iel“%f/‘s‘*g % @ﬁ 3)l otg?lg?—ﬁ“ék/r g’dr ation
shoul d ltleenl gebdratks a’tmndexdjSS@e(r‘fRAﬁ\IDﬁﬂD”qehd derivasRSIDgAtah@SSBrBetsmgdta gen.

[0127] tive. Si nt dosa eutically effective
anount s)g‘Ab\?géll@%tth‘l @%P Sg@eﬁ’ésd ﬁ%‘*eﬂg‘d h@?@a@gequrs@ﬁr Bét ween about
5 and almuSSDHindaexeiPlas erartraﬂareabhya myreﬁﬁreatt@att dhi) 8B shoaleys 640 NG .

Effective single treatment nonmarrow abl ati ve dosages of 13'iodine | abeled

ant i - EGPR Bk wsed rf%rn@éherltltﬁﬁrpbeﬂdv@eﬁ‘r Hbot-Bkenesedslong With efrr nore

pref er ag RIS né}Qt%‘tﬁe én ﬁoﬁ%& ﬁ”igte 1obf 6&E | NENDISB! i€ ol¢eat ment

abl ativ osages -, equr re aut o ogous 5one mar oW transpl ant ati on)
of 131i @drrmeiotraddellerge@nmaratEG%R{bmm(boﬂhee%SD angenfatemibevivhe $SBhAUt 30 and

about 6 referably between about 50 and | ess than about 500
nCi . %8%%1}%}%%:8&?3{ h a chinmeric anti-EGR anti body, owing to the |onger

reat Léktr%%tﬂ%mb&ﬁ%ataﬁ%rv Bloigels or asD bl ot anda wersior | & ¢
ant i - EGAR AntihBafhesh JRrge Wd}%&tﬁa@ RERAND EISLEENEE 1§19 3@@11-, rmr e

preferably | ess than about criteria for, ""indium
| abel , awrsomghplienzt.y T genpraititin /‘d%@tlth@ﬂw@mn \[eotm@pnwalw ﬁxestpmetaret o

radi oI abel ed anti-EGFR anti bodi es, therapy therewith can al so occur using a
single therapy treatnent or using nultiple treatnents. Because of the

radi onucl i de conponent, it is preferred that prior to treatnent, peripheral
stemcells ("PSC') or bone marrow ("BM') be "harvested" for patients
experiencing potentially fatal bone marrow toxicity resulting from

radi ati on.. BM and/ or PSC are harvested usr ng standard technr ques, and then

o o o,



| abel ed anti body (e.g., using "'indiunm be conducted on the patient, a

pur pose of which isto ensure that the therapeutically |abel ed anti body
(e.g., uswogo®dgsiori um) will not become unnecessarily "eocmaBris/etoet’ in any
normal organ or tissue. 9] In a prefe&sred enbodi nent, the present invention
IS direct%g an isaol ated _pol ynucl eoti de conpri sing a sequence that

t
encodes P& Btarfeglpgquqcargaqu\yy Hyensmbadiment o& fh Bwgtien de Coryetdet mam el ow. I n a

preferrQﬂyﬁﬂkgﬂhﬁﬁﬁggmk@ﬁﬂhﬂgﬁﬁbbpﬂ>Aﬁﬁg&ﬁﬁﬁ&&g e 6VE§?%3%&$ﬁgsinvention

pol ynucl eoti de conprising a sequence shown in Table
i s furt ey ved teamsents o peande ddi4n tasbientigatiosi wectae framenithpr dnsi angwa sstegfience  at

ceanencs ok o e ORI ST & RSP B I S AR er: Pon 1<

di rect edutQ+an,.spl at ed leic acid ¢ .1 sing. equence fhat_encodes a
pol ypepﬁ?{%@} hate Ao SIS teicsmGtiers AoBton Radds O Hu: 889ionn5s 959 96%
97% ?S%Qrvrme‘y@sngmdndﬁsu_@ 26 o@;lma?g%ta@ hﬁf@lgwqr@a& sSDTal s B [The

i nventi al so onpasses an jsol ated nuclejc acid conprising a sequence

t hat en%g@e_é |55§3f1§7g&5¥% g’é Kf\/hYE PRr@msiesmankir 4 C8 Bcﬁﬁeﬁ?ﬁ% Bicivargn of t he
const r UghtibA (KB Gre/usdll I RANSHINAS I %’EIEE?%%CI ﬂl%e%‘&péﬁﬁgggcﬁﬁ%% TABLE

6METHOD AND APPARATUS FOR PROVIDING B PPI'NG P
COMVUNI izeTRANDNETM\ASHRnIRELAT EhepRRUTSATS ONs:r[169 GTK), Bini istegyiyl ieg &f)on cl ai ns

t he benefjt, of . [ il ate under.35 U.S. C 119(.e) u. S

by ovi o1 ohd| a“A&BﬁQ%é“t%?éllh Epohie (]Rgsﬁa&%ag“é‘,yzé% FTRE Bl ﬂ){A 2005,
entit| eduthMtidatich wsvecbr Applr ghtiatefas foBepporti ng Aut hentication in a Radio
Communi cation System " U. S. Provisional Application Serial No. 60/671, 621
filed Agoddz] 15SRARIDS RARIDEID pHANYRIAIAM pEGARPERANTS For Bootstrapping in a
Radi o Communi cation System " and U.S. Provisional Application Serial No.

60/ 651, G@B3f i | BUTREB KU (keyl ¥3pp0Qave-A 1 | R END), Wrinble(30A 28 Bitk-egacy CDVA
Net wor ks"; the entireties of which are incorporated by reference. FIELD OF

THE | NVENBION CROORDFTREY, ipenbhRilis §Rates), n GRS M @l ons, and more

particularly, to providing authentication Services In a conmmunication

'Riﬁ:(k@,"'%(ég%%/n@u&i gé%@@%]étrﬁg%&)mcmi cation systens,

syst ens .g., Sspr ctrum systens (such as Code

Di vi si ongMdh ti REE -AEBRESy ( pet W FRRE) Ui Lki pl e Access
( TDVR) Eetmgrks), prov?d% u rgmM§f%DgE§hg%%§gﬁéence’3%%ﬁ%%%%$¥§”along W th
a rich gdtereofZRAND ic 48 banbnf eerp yrlsd pathinstersdfor erfesdicg this RANID awhzs
signifi%%st adoption by an ever growi ng nunber of consuners as an accepted
node of "COfmuni cati on for business and personal uses. To pronote greater

adoption,.t.he el ec i i i ndust f r om manuf act rs to service
provide??&”?ashhgﬂéggngﬁ3§S£&$9é?HGﬁ?é&ﬁﬁ%48?PH?¥%?5’g@ﬁéf@%gs%g%dards f or
comuni qat); @i PeSLACYPeSifibd e RIIIBIant AWK, (@oh QbRipt F Wiis Res@pd theat ures.
One key area_ of effort involves authentication. Authentication glays an

i mpor t aft™ 81 &Xi#Ftaty i sAIAP-ClE IRFHVRSER et (RPN AL ENEE cation is
est abl i shefeperusen PIAPYIS UFEI Shél 5@1&%&5‘3%& %@gyﬁ@ﬂw t1&é9a§n%' e

i npl enentati on of such standards require no rcation"of o

pr ot ocolSSD_BhNER kepyusing tboRANDISSHL. bi ti ve, even if technically
achi evabl e. Therefore, there is a need for an approach to provide
aut hent i[¢&#8i onThe WA emdulet dsautstapedjdi sdndg ttel R ENDS§Dcihd exd BRI tstandar d

pr ot ocol r vel.opnent of new.protocol s. SUMWARY T ENTI ON [ 10005]
These a C%Fﬂ%ﬁqﬁ@%Q%M%nggaﬁ?3@@6% nFﬁ%@?HWEﬂ?Wgﬁb'5ﬁgggkéﬁf@h appr oach
i s preseént@de,fa0 tEegichRAIMBE Kupehifiatith Nembe dfitdd teAMhA B hEBid ON

(bootstrapplagépln a communi cati on network. [0006] According to one aspect

of an erffgaR -of the invention, a nethod for authenticating conprises

establishing a key with a termnal in a communication network according to
a key ad?®&&henin gemPbdohe SGReANBW eused toenstatd an ASHH GIGATUR oper at e
using SRREadaRECLARM I NAd Ao COMR Sex,l vinguthe agr egd key to an
aut hentication procedure 1o provide a security assocCla ot atm%upports
reuse ofAUTE HENATURE hessagt he theeS8BO chodolepasd Besergeaier dlid SBC andasd er key

based on the, agreed y. .(0007] According t other aspect_of an

embod nETPOGE Py b AbRBTHoAPOrRe AQLABR Lo TIBEE B Bos

est abl i sfbrgsanhs GLthokEN gdhdritethd BEaRE 16 SIESicitdindSOMABIGAL] ON net wor k
according to a key agreenent protocol, wherein the network elenent is
configured to tie the agreed key to an authentication procedure to provide

a security association that supports reuse of the key. The nethod al so
conpri ses




generating a nmaster key based on the agreed key. 10008] According to

anot her aspect of an enbodi nent of the invention, an apparatus for

aut hent i oaDI20gp/08820pr | ses an aut henti cati on nodul e confi garas2meo@2tabl i sh a
shared key with a network el enent in 2 conmuni cati on network according to a
key agreenent protocol, wherein the network-element is configured to tie

t he agr e&lpthes (herreceiied A1 HS savadeaibe senemteimgiand cplsulsies tiedigest sponset y

associ atdsg{r% at supports reuse of the key, the authentication nodul e being
further configured to generate a master key based on the agreed key. [0009]
Accor di & odi nent .of. i_nvention, met hod for
aut hent :}g{a(%{ﬁ ngﬁgt) Qj;zirigtzl g %g%sheg?sé ﬂ%ggmeﬁ%é%éﬁ‘é&;‘%é ﬂgﬁ ot é’r?tﬂaésé“folr ‘ilrgo

conmmuni ctat BSE 1971 [ turmehsVBSK 167 emkditesc ainihisgpraad, the Iigest edspaeatishr appi ng.
The net hod so .conprises setting . a password field of the nessage to a
ot ol ToRES SeEPErqEhe it manty EniREZIIB). Bfict Wumlpprcaes sugha

speci fyidugh #8ir&s k] BOMRML1 07HEORARE] A 301 e PRY BB Rlely), s TESSage,
wherein the nmessage is transmtted according to a transport protocol for
accessi ngformatipnras bodelyved imstgad® - net wor k. [0010] According to anot her
aspect of an enbodi nent of the invention, a nethod for authenticating

conpY | Sag188C et BYR A0TRRAME £ 90 B! BEMLAR Wi ACGREAL et TR and .
transportprotocol for accessing infornation’ over data ne WoT K, requesting
aut hent ileatlifgime, thtbe &5 1@ hpensesige Atrick pdies te MasOWgekriteethed Gt is a

i or ot PO SEa by Bl AR UPE B g CA AR HE A AOLReI PUBEEED key. The

met hod &l3sp conprises generating a master key based on the secret key. (Ob
1] According to anot her aspect of an enbodi ment of the invention, an

appar at Qr henti cating conprises an authentication_nodul e configured
to gene?zgﬁéﬂa %gﬁﬁ%aﬁ id%%ﬁﬁ&%?ﬁn@&%iar?@%%?ﬁﬁ’mﬁ Reggeris Uilizing £4nek wor k

el ement wRfhaisie EITN, RESHERR BOAT ShbaiREMRder AdidentRat AsPRaswRLd fiel d of
the nessage to be a function of a secret key, wherein the secret key is

encr ypt docetire ofeEKagR thasGadpayddeledshomat hirpdheludes HEN deesradat abdi shment

i nfor mat : el 1Lt i.n ra rt . protocol
for acceglél g{%ﬁ%c-gpﬁ? g@%@%ﬁbﬁk%\sﬁg{@}gﬁ {)I%C%ﬁ%rfl\%gﬁ%g af;%% %JS‘% ECCAOT i nfi&“i1 0 anot her
aspect dSIaB_eENddi hetiis ekartfle, anstemini onFIGs. MeéAhad] ioB, fwthearksagati ng

conprises receivi an aut hent | i on request ecifyin u ldentity
froma psgﬂ?ﬁnﬁ%!t‘yo $ﬁgs ﬁ%‘fﬁ%ogﬁé&@ﬁbéw ib§g§e‘ft8%lﬂifﬂé’@%81aeu§zg P‘tt.lenjt ity to
a | ocat i GéhetieBbsk@ippERMUCHitcREL (CB ARMREkabRet (RSS G s@P 166YE tHISE sdndent i Ly,
cryptographi c paraneters includin random secret data, and a secret data

101.Ng a ) a s
gener at edCFT geAuetido thaktidnd &de initiate the poglseanpingrigoreduis. cFiedtsergiderpity c
al gorit Al i eGRhk Vi at ed
crypt og rfgapnﬁi o pgg g%’% 4et)riss f@%ﬁ?ﬁ%&?%ﬂghﬁﬁéﬁ{%@?: gtéttﬁr.réeejil 0 e(gl SO
conpr i segengfeive raRANY SR and Werivdscatfirsirset f tSSD_Ay adb 1I98Br Bi @gndtérk as

crypt ogr. | G (par s to ke r t Lacl udi ny henti cating

t oken an%@?ﬁﬁéu@ﬂgﬁﬁ_@éﬁf 8F ég;s/b@ﬁSe, CWP$§ﬁs(ﬁigt’tm%1aL%ﬂg%ti cating
t oken t owisth $€ID A hald SSINTE 1g1s¢ eehsinitteaud fHetB SENW7apdrR@RPL0EAL | on vect or .
Further, the nethod conprises validating an authentication response from

the term.nal using t au tication response fromthe au ication
vector; Wgr’ﬁ@;geﬁeﬁt i1ﬁ§9 &nﬁgﬂeﬁh?‘é%?r lét&?ﬂ 1%?%%%?%@9?@@&%{1%%?4 boU|
Accor di ngidtBe &MY HETr zAGRRS tanbtherdfet SO BAEmEferst RANDIYENL, isyh g, net hod for
aut henti cat |Sr}1:)g coglprl ses generating an authentication req7 est "specifying a

user i dedi% hel b PRERmpIs GreewRprapedly formded to thenBSk QY. asithetar i cat i on
request fgia network el enent configured to provide bootstrapping, wherein
the network el enent forwards the user identity to a |ocation register
configured to generate, based on the user identity, cryptographic

par anmet ef$d4includem§01d, thenBEM 192 @eetratens RANIDNACHAEEENGE adtapgeder at ed from
the rand S . t ccosding to a crypt aphi ¢c_al.gorithm The network
el enent ‘gie@éeagla egécagﬁn gﬁ‘?ﬁén‘%‘?é@ﬁ it%enpr\(}céeg 5r°f%3écg’nci?§?{?rflﬁ@ ﬁ{nﬁgorgras%t ogr aphi c
par amet erssd togedyrapad piraleAK A aehedicapnanctotirbanhé CANVBEGripkeas (@gg an

aut hentig&t\lb% rei(&%nse. Addi t j onal :Ii_ t he met hod coggri ses receiving the
aut hent i ngl’o _Arlomrt BB he SERAEHRE L RAYDE pREL iISTY_te

aut hentig@ig&paﬂﬁq;@ﬂsg{m?gmg}the aut henticating token. Further, the
met hod conpri ses determning a digest response using the authentication
response; transmtting the digest response to the network el enent for

val i dati on; and generating a naster key based on the key paraneters. J 14]
According to yet another aspect of an enbodi ment of the invention, an
apparatus conprises an authentication nodule configured to generate an

aut henti cati on request specifying a user identity. The apparatus al so

o b o e o o, o - o,



boot st rappi ng, wherein the network el enent forwards the user identity to a

| ocation register configured to generate, based on the user identity,

crypt ogr apbizeosqasmnet ers i ncl udi ng a random secret dat apcanBomé/s@eret dat a

generated fromthe random secr et dat &Saccording to a cryptographic

algorith The network el enerates an authentication vector by
iedine o

convert i Y pt SGFELs |at°: 5’ St SR A NP LB A AL || $P.RE-ng” an

aut hent i qati] g kP ey &aﬁ@teﬁuﬁﬂlﬂ%'@ &NddrR el Rt Hk?{]ﬁ ver 1s
further confi ur}gd to rBecer ve t he aut%ér%r%rcatr ng to?(Ieon Ilrrnaapie Hetwork

el enent , fodpian thesende A imuthentisatiortheice. The Fastr iealudes el RANBIAUGN Ut put  t he
aut hentr t aut entr i oken, to determ ne a

di gest r(glgp%iggnealﬁglén 1 % %X&Fﬁcalffl l%es%gatgrt@gw&sand to generate a naster
key based on the key par arret ers upon validation of the digest response by
t he net wif6]el BARMY = RANDISEY! |SRANDSSDdIZZRdet s, features, and advant ages
of the invention are readily apparent fromthe follow ng detail ed

descri pt i, Si us a.n art r..enmbodi ments and
i mpl errenft oné R}S&ﬂ (%yt%%’p% WB’&IQ%P&%E% rﬂggbbtarryr ng out the
i nvention. The |nvent| on is also capabl e of other and di fferent

enbodi nejit43] afl + KPF<kae Hpptetardks | RarNDetromdictlite il § bitsvar i ous obvi ous
respects, aII wi t hout departing fromthe spirit and scope of the invention.

Accor di n t ngs descy, are to be regarded as

illustra gg g{ﬁﬁﬂ‘eﬂ 3r%’1’28’iwel RaNID finsaredia B8 WESCR PTION OF THE
DRAW NGS [0016] The invention is |IIustrat ed by way of exanple, and not by
way of |jtaidjat RBE, i tK@H(kequreSB@fpziroh&-ﬁgtompanw‘[ﬁG{ GTE@WATYRB1) whi ch

i ke ref refer to | ar el enents and in which: 100171 FI G
1is a dﬁﬁgﬁéﬁr@?@ﬁé@ Hu%ct?fﬁqﬁ?n@éa@ on system for supporting a Generic
Aut henti cation Architecture (GAA), in accordance wth various enbodi nents

of the ijventi saryerspbdifdddtd SRAND SCRAULENGRIN RIANDD CEXENPERGE2,pOOt st rappi ng
procedure utilized in the system of FI G 1 |0019"] FIG 3 is a diagram of

a bootstr dur |I|zrn Tran ort ayer. _Securit
(TLS) W!t‘fﬁp%qa% grﬁmgﬁiﬁéﬂml 3 EAp O %ﬁ&rﬁs ﬁarrenée

accor di npgtigsgn enbodi ment of the invention; [0020J FI G 4 is a diagram of
a boot st rappi ng pr ocedure utilizing server authenticated TLS with CHAP

chal | enge, accord g to an_enbodi ment of the invention;, JOO21] FIGs. 5 and
6 are drg%f*‘ﬁmsh’oftelb 8t 5ttha B n P prwde aurEEIs dpbh dressany t@@éyspécﬁfé%afﬁae

par amet eg SN ATEN aﬁa/hfaasfé%veﬁaséaﬁﬁ' D& fooché/@rAA)Pn%d ggrt Stra +Qfr dhibe

i nvention; 10022 1 are di agrans o pi Nng procedures
supportrmwk&@y etbehafifer pamadeleer sxtrindt  ahe cBYQINSIHy t RANRRIDHT t he

5 arANPRERUIN G, SR ARND, ERT AR S e SohlUERMN gl 80°° 7 11O

Aut hent i seater opecifivdda¥o(sep 1B18Y. yPhd GAA ﬁéMH}: tiintden@nes g sSemwt data
(SSD), accg%ﬁ) an enpodj Eﬂfr nventr on;..(0024] FiGs. 1A and
10B are a%N%f%‘[]aasb% @ﬁ%ﬂg" PEF St 102 ng CAVE with nultiple
SSDs, according to an enbodi nent of the invention; 10025 1 FIG 11 is a

di agram pfi 14 bNektst HEPPIGIGA PrsRUUT Eortikidk zanngsSBVEgeﬁfeltahoM TRsddggest

Aut henti cation and Ke¥k Agreement Protocol (AKA), according to an enbodi nent

of the iPPEhEFSHLORY G'P“Fﬂh@es fhe R‘%Ngsapaﬁil%ﬁ*ﬁ ANn iy BaSEE Tasie- dan be used
t | | 13A d 13B
are a0 agr oo O d AT ReB R, QR KRS Qickd WA iR Tor "

supportrkrég vari ous enbodi nents of the |nvent| on; [0028] FIG 14 is a
di agr am 3@xeﬁéﬂ@@9ﬁlb’o%&1‘b&t@®ie forwasdt seALTE SKFNABPRE! reessfzedper at i ng i n

the systg F 1 B, s.acc R’k he

i nventi on s(% %‘g%lf zﬁ%\f ?93217?5 %gdrlgéf%rrrggﬁan en?gir%géragg %e%{ﬁv?/%)rk capabl e
of suppoRAN@lOEMLMBMS@@NENéﬁ herein, according to an enbodi nent of
the i nvention. DESCRI PTI ON OF THE PREFEREED EI\/BCDI MENT [ 0030] An apparat us,

e desclhda: 1 it  £9 FBR i GouBRth: P ofhe kg rpokii ik " =S o

expl anat AUTH smmuampa&ﬂ ﬂlrscpaﬁﬂ:, ad SAN thodllke st Rs i s@E%BLttﬁepr ovide a
t hor ough_under st andi n I nvention i S apparent owever, to one

skilled P¥P1hSVEWL, @ﬂBi}ﬂ%Wi’WéﬁUHﬁ_%NAgy@ lacti ced without these
specific details or with an equival ent arrangenent. In other instances,
wel | - known structures and devices are shown in bl ock



diagramformin order to avoid unnecessarily obscuring the invention.

(0031] FIG 1 is a diagramof a radio conmunication systemfor supporting a
Generi c ANDheowassmti on Architecture (GAA), in accordanc@CHMIBIOwerRTUS
enbodi ments of the invention. Al thougt the invention is discussed with

respect dio icati stem usi n read spectrum technol ogy,
it isr cogﬁl z% Vggﬁg&g?“g}t@ﬁﬁﬁ? e%R?quS?eﬁgllﬁﬁ -HP b der thapecond aspect s
of the isavepaiaaieidia 8SDARPNERAD KDL B Nﬁv@%&mmérdN@f@ﬂBﬁt net wor k,
including wireless systems and wired sysfens. Al'so, various enbodi nents of

the invent., re described with respect to Diffie-Hel | man and Hyper Text

Tr ansf eﬁpiﬂ‘r‘gt o@o‘f‘ te Illg‘%?)t he @%\F@Pd‘ﬂ? tBeRasate AcePisidn &dA hathenidation equi val ent
key excRapngg ahll 040GRhs vaath Pﬁlmuawe A N suppopt, Aransfer of
representation of resour ces? can be g?e |E&L%§S§g%%ie%g e Qﬁ%é on. [0032]

I nitial Besulrettd edpuitonDigesteespotpebasstimapip RBY. of Third Generation Proj ect
Partnership (3GPP) Generic Authentication Architecture (GAA) is based on

AKA (Aut (e T aut entication

i n CDVA 2%0 %)J&%B Vi & g% a@uﬁ gq%aﬁccgﬁﬁfb%ﬁa)g ﬁlg §‘55 %ed on CAVE
(Cel I ul @ﬂSSNQtdlE)rﬂlﬁ B&Fi10A. ghe B\%lkﬂé vaHaatysphd ﬁhl’t;)epaﬂOQQrthém‘l%sm Bse

aut henti cati vol ution Data y) .is based on CHAP

(Chal | er‘rlgg rﬁ%ggﬁa% %\Wlﬁeeﬁttﬁbgt‘qﬁ)ﬁ‘aﬁfs’bk%’cgﬁs)‘ CKH%@ > ket listirs, (e. g.

CDVA 20@8.;| thic RESFI Bi70dlsdCstars i 0 Be Biep r1©y1 Sthé)B§i*" 106“%@«: Sth eqyadopt ed by
the Third Generation Project Partnership 2 (3GP [ 00 muni cati on

system {ubich faq alveetipre badelivaied imeen 1078t at i ons (I\/Bs) 101 configured to
comuni cate with one or nore base station transceiver subsystens (BTSs)
103. TheyBABS HRBSH 107 MEDsenkS 364 ¥ oncontroller (BSC)
105, vvhr ch o P erates with aserrrletv?or @?éﬁ%@ﬁt@ 2?2%2 ﬁite%taéd%ac% Sé’ecé\h :

Boot st r #pP ﬂgDS?éld\)@V lifsgiveet iothe((BSFITha@F er;The LﬁSjg&n@l‘lﬁeﬂ;Qﬁb alA®omiastet udes a

bi | d
109, whi oh SonpanrCarEL bk w3 h Bt RPN ST lsusten Bisdhg “111. | 0034 1

The system 100, according to one enbodi nent, provides 3GPP generic
aut hent i#&d@t] orFligr thistaetitgrare of urbomismwiﬂgtmodeaur@ﬁ)hﬁmﬁgel&vmﬁtm I'n

particu 00t st in ani sm entail s establishing a GAA naster
secr et %dSt ng1 af® 13%5)0 ?ﬁ%}mt’s?ﬁgm i@lnve}*ﬁ‘i‘)g rhas DISPsage 859uence; i an
exenpl arhis eotiaehippiBp prockdurd, ivBdzdsawb @m&lﬂ LeORANDRASNaRE y QU ERGAT cat i on

Prot ocol (CHAP) based authenticati onwgrocedure According to oné enbodi nent

of the IYRATRIEH; aoRatRUdAL ke fheadvie ddrbrnd toitheHLRIAY (stopcHARY eln skt hod i s
Di ffie-lhedd r@s f r b nte i neering
Task Force (I E%ﬂyégqggis?&gosr@éo%ﬁ%ﬂr? %@?E%@%N‘d\%b c|{s |‘Ahc‘,‘1819rpor at ed
her ei n - BSFUFET eqﬁerg@e(GUﬁ?SD tie thenBSFetdy. [n0B:3pchst, thCHIYR 10 @n&atdaetwwr ks, for

exanpl e dx@”} t-HC eC| fied in | ETF
RFC 199%%\\%1 I'S |nco pdm ﬁ%ﬁﬁﬁﬁq agw%fr %%P‘?ret y). In

t he def stapd 1CHAR piepd @0l 1tk RANDSEH MERANBS SMETHANBDSNALLENGES NG a

chal | en , ch cal cul ates a response based on the received
chal | engwﬁlﬁgéﬁ%%ygﬁé@%@%cret that is stored in the 101 M.
The response is sent back to the PDSN 111 together with the subscri ber

i dent i t y012The TRRIW: ikh ERUMRE dSe f&mewrr%cgﬁlmﬁﬁm,@p@@?ﬁ ﬁ@@l{M:t?Rjtzﬁe”fv}St { o1 i
earlil er sen (0] e (0]

t oget he&}g\&\n b%éf he chal |l enge that the
the M- A SIEORAEVRER dstamd AL B6D1)ip compied ﬁemMESSBErAmm fic

secret wgi BN @ﬁnw nbsbz iRl the M5 101
equal s the resgonlse@va ue 1t attc E& mé‘%% cu gﬁ\g r?gﬁyng on the
out come ASITH HIGNGIURE] datdlomgted fxeanAAA ah@ RAND mmmmm«t}er £HUGEESS or

L LA, M R AR 571

recogni ztegl Uhed, tie OBt Renki G | hcRERBBAULE USAT] 'SREI@WBR!E)E '%Yl@o net wor ks
cannot legl rectly for GAA because the secret” is only known by the M5

and the 38 thepassHrbiothmBEY ider System (HSS) in GAA). Hence,

t he Boot strappi ng Server Function (BSF) (which acts |like a PDSN) cannot

der i ve WISHA MASLE) ik, Eérﬁfﬂtécpétsth%ﬁ) 199C4Eh i) 18, Medicielang! ogous to
ur

Hone Subscrl ber System archit ect provide this
secret. DVMTﬁgﬁ—ﬂﬁDahll@S@aﬂ%S%D@rmiﬂﬁrmm Algd, tler BERdokey has been
agr eed bet vveen the M5 101 and the BSF 107, the BSF 107 ties the key -
agreenent procedure to the CHAP aut henti cati on by deriving the CHAP

chal l enge fromthe key agreenent procedure. A nunber of approaches can be
utilized, according to various enbodi ments of the invention, to tie the key
agreenent procedure to CHAP. First, the BSF 107 may




derive the challenge fromthe agreed key. Second, the BSF 107 al so derives
the chall enge fromthe key agreenent nessages that were transferred between
t he BSF 1W® 2a0ucbsttee MS 101. Third, for exanple, if a D fCiraBidebhooare key
agreenent was performed during a Tram¥port Layer Security (TLS) handshake,

t hen the %g@ge&émssa e g%g,, be uged to derive, the challenge, as the

Fi ni shed® L messy seeyedie PrdPved deydifciimeniedhs UE (stsn 1dbde (MAC) of
the TLS Haess1akee HS§a085nes HROB9 1 Wien the MS 101 receives the CHAP

chal l enge, the M5 101 validates that the challenge was in deed derived from
t he key a&%eerrent grocedure to prevent the man-inthe- mddle attack. The M5

101 t hedCBAl cfPner 65 oxdigpmpskild dp othe exrta ulsle rrgecnitre thes Shommecebms kfot o t he BSF

107, whi L8, ot ' j h 109, 1t the

VN aaa SO0 T SitleBp b ot AplsRRRDNE: Whindert el Horte s 107
has aut IpeweisoatiRiditelhBighl ROtessiap ADSRE clBAA amasipdicatiac S edeiflvantdpesad

est abl i shed., T ter secret. can be t eed key itself, or further
deri vedﬂ‘ioglrtn @?ﬁé’ﬁﬁa? Wﬁ‘]‘m%l? eq’"’rq‘l%ltAl‘I%‘}at?;Yfs y&%f}%’lgs?t&%l HERWElGe et r et

bet ween cbiinMionlBdrean dSiidheeBRblakPifard w6 k1 Ser PRRK S WeNdes@PSea  fHhdiGns © AN
enbodi ment of the invention, utilizes a server authenticated transport

| ayer satiftailed belppsyithysanest oHdGBSF i s aut henticated using a server
certificate. In this case, the CHAP chall enge does not need to be tied to
the master:speqnet 125U/RANS ASmbIRS BRFvaLO dpdSwhlch faHY ! d. In

t hese cafse_s‘§( both the ori gienallsglgi nt -vﬁo- p%(% n‘tN [();I‘ ot oc%%%gﬂ?éﬁg

aut hent itesatovention ean th dmglesienicle d\ GMAputiok aygen J26¢ éubludes  bus HB0MVBr 101 does

not ans . P | i he . .server (i.e. . PDSN 11 BSF 107)
nas not s EtublBoddd o AR IAL i R E M Bimddn B aieety 1281 o

man- i n- tchepled thothe bat 1 2@k for {pPdddsinphiaformment | THe, coaguandsngnt 02@ngsenbodi ment
provi des z({?rechani smt(7)1 89ree}bon a (g)g%ter secret between the M5 101 and the
net wor k "EeAge PapgRemay 2200 el # 4 1@n APCTSONERATH SR MO &F PORT Bmage M5 101 to
a backenghrfraeeice,(@ufied (VMR 109)0r Iy ARRHIAGN 2A0NRRABEONSHY can be
perfornmed such that the backend server is unnodified, while utilizing

st andar @xestpdgrothscrirgessqrotd3] Wshv mstmiotn 4205apar alae e sisekd ferostosugppor t

boot st r i i j i ch a way that the resulting
cecur R VRIS R B A ST e B0l B el@BhtY or e n
GAA. Onéhes pohessec hi3qudhe scotipetifyy kfsieer HR00 My furthbalckige Haddshake

Aut henti catio I P), which descrjbe speci fi cnechanismto
bi'na CHABTISEY RO 4267 8n OBl Terd-bediclerina roREH Bghe BRerLHy GG now

i nf or matsiagd igbeiEth Snd Gistri@ioRHAR (RS Hba8Q): 1785 SAdRSaRIIREN20918uGHAP
initiator and responder (i. requiring nodification of CHAP). [0043] It

e.
i s assured MagRetin disk OmapHsa) dislearoralsg (o theabust 1AL g parsistEntbPROIEMAP

aut hent i;cat M0 BEPEEEW Bt N COVA | x EvDo networks has a mechanismto
prevent an unauthorized server from sending a CHAP challenge to the M5 101
and receiving a response. Wthout this nechanism there is a possibility
for a matith- tThe-spmatieg aysene K20h mes behoupled stk e husi i20attes dsplauni cat i ons

with th E .00 b : .10Q: t. the noint .where the

Bt ¢ acken 2P seutE AUGEEAN b0y O LA M Mboal ol BB G " o1 v o

t he chaltd emge. tAn inpet devide 1983,108h at hkesdbyrdindidngdhphpnumetie ahhethBDSN 111.

The M5 101 woul.d cal cyl at he sponse and send_it back to the attacker,
who i1 C6Fn U ECBIEE e B FAP IBBE TR e at, cargind ¢ e

at t ackerelbapns ¢ gRSFbtkioy 1002 AR ipub@ice! 128PREANhBRR S QRs@REtEAN use the
GAA credentials with any Network Application Function (NAF). [044] FIG 2
is a di dBfafs amMese.ek dirskbetly ob 6EEET dizsHem deysr dereenimmunieating Zdigction t he syst em

of FIG jlormiiohaugh HS Sk Byl [ - oses of
expl anatn?fgrn, 1it |Hs 8%%%3@ gct:e yttcﬁgtg rﬁ%ﬁ@ %I%§%J%££\af\6}ecfog %%llilggloﬁé/é&grrpl oyed.
The UEs myramaitso thedis@aoiadd. as nobil e devices (e.g., nobile tel ephone),

nobi |l e stations, and nmobil e communi cati ons devices. The UE can al so be such

devi ces as,~persongl dj gj t ssistants.(,PDA) wth transceiver . ability or
per sonali-@%éﬁpu C%Pgﬂ% toﬁ{'atr%té%grgééfdé@?ﬁ%%g}b@l ’Inlk"f’ ton, {he PEOCESSf; \cllgsggﬁe@m, an” UE,
such as hiBinlédh,be pesvddedbyHid Borih@iag tysees SZ@En rédpdihseltd e brdoedNdt IMpy3 zat i on:

Di gest userpanme= "<MPI > " to the BSF 107. In response, the BSF 107, as in

step 20%XCUHRR SN LAY L Th B iryEignsredaiged ingvain memaesy el205055uehe UE sends
a nessage that includes a part that is cal culated using shared information
as a shared password (e.g., response= "<RES used as pwd>") back to the BSF
107. Thereafter, the BSF 107 submts, as in step 207, a 200 OK nessage,

whi ch specifies bootstrapping information. [0046] After the bootstrapping
procedure both, the M5 101 (e.g., UE) and the BSF



107 have agreed on the key material (Ks), a bootstrapping transaction
identifier (B-TID), a key material lifetinme. After the bootstrapping

pr ocedur eyotzh@/dsszp7mat eri al (Ks) can be used to derive fPartihmoe/appt2 cati on
server specific key materials (KsJSfABs) that can be used with different
servers. KsJSTAF and B-TID may be used in a Ua interface to nutually

aut hent ilesHuetigngdeaspbq aedl info seadny reenaeraf K208 fyern viwether rempmenraddabie

cxcamp! o MEREEIE ol Sopael AR FoPE R CERORR e Pl M et 1 The

NAF can chetaiand apphingadnan 18€5 msestth«aprou&as IGAB\td parfansehe pistdse Sleps at i on.

{0047] The stra rocedure . erface |s def i ed in 3GPP
TS 3% 296r Bt PRF b DReBrEPle o IoEHb S aFpoais i TeRr st penlyo Deaner i o
Boot st r apipidyad A eRdchRChy i@tructae cbSiaidéd k0hain Be@bS! IABDI MGeMHaGE ace (Ub)
and Networ k Application Function Interface ﬂUa); Protocol Details"; the
ent i r et iC@POGMpi Bidarieed; HEBHPOREY & Wed &R Plasy & e‘i‘feliﬂe%@ma[ti@gmh FIG 3is
a di agr d u th CHAP
chal | enga amartahe 8P RDEmBhORRe bhodthb o1 00 2RI el |

scenar i @xathple, reefrdigerabke lpnnii\MzHS sutlb aaﬁntidZBrogrammabiﬁoGaBdArrwise(FBGyﬁs}Jb provi des
mut ual aut enti ati bet wee 101 t and the Zh
support $4 8“@ géChtg gﬁ}ﬂ‘ %6%% %Ci’im? ?ﬂiﬁ? fb1 \Ré’é?rg H'BSF 107 and
t he KdN-cAdémi-aBle a%Sruﬁ“u&féU&ﬁﬁéhllyt iﬁ}agfdgtaﬁﬂ@lhé Mnérﬁkﬁ'yHSEk tagREeSTRR have
know edge of the CHAP secret, as only the M5 101 and the M\ AAA 109 possess
such i nfearaiesi, of thieinpeigioniarg nﬁiei*@it?fl O $sPedic eapapnation) fdivare t he

M\- AAA 109, Flm, AAA 109 returns an identity and a CHAP-response
which is colggute é?ér\it:] the CHAP-chall enge and the CHAP secret. M\-AAA 109
can check the CHAP-response and determ ne either success or failure. Thus,
agr eenentliai tHe compusretysiembieOfebn inchslens lgat ongrrgmphimicBtm hETfabas to be
arrived 1%5 9?13})%6“8 fou S Tﬂe%oﬁ ‘?J&H&Fin?? ?ﬁlSé{?gxgh%vemol S daitti1 e GAA
secret i'S'es nmeans Of an unhau agr ement

procedu roemnannﬁbatiderc@iﬂEg aus hemtorlc Hhlt (ot simvtn) edhe @omhﬁmﬁé@omﬁcafﬁbe by

derivin P.chal | enge .from GAA secr et 101 checks that the
GAA secr 8@9\%{8% %Gectelé’esﬂg[g‘?t{}%al ﬁ]‘é‘m@m@e@ﬁa‘?q %’ﬁ’ﬁg Sl%&zg t Ry @dfgiel exanpl e,
the MS ik &RGIYAESeRnSOCYIiduY tf5E0r ReHAR Nt OFENRS Ve dohgntddio®r ot ocol

and a GAA nodul e to support GAA functionalities. In step 301, the M5 101
enpl oys EAEEZLS can Zclijde perphess) isivddrgrtigeioed genhi %Sl‘ﬁﬁjmé(@@hl Sesial Bus

Dffie- est t ( d th the BSF
107. Cl—ingbgﬁ %ge b% ?Ji?rli\h?géi Q% @ﬁ\ﬁ $ tﬁ%ﬁne %bgcgr in 1¥1 QI \réiﬁstep 303,

t he BSF Als@c?mg@mémsmkse &tcCHAP chal | enge fromthe agreed key Chal | enge = KDF
(key, "chap-challenge"). The key derivation function (KDF) in an exenplary

Gor vat 1 unly BEALH RO PRebf AL OB IR G ELEY | peo.

First, andfr ktoge Beicsdgiante atoege ldyvico homt eﬂamemgmmﬂatim ptutagaaisramet ers and

associ at ed |.eng as follows. The length eac ara ter (in
oct et s) eixgouélﬁléog%a“? FREE BBWB‘EtI%tSP'?tg‘a % @trt}f?é‘igf&};hc ei‘% expr essed
i n i nputihPrraehesriBiwas. @ nunber k in the range [0, 65535]. Li is a

two-octet representation of the nunber k, wth the nost significant bit of

the first octet of Li equal to the npst S|gn|f|cant bit of and t he | east
si gni fi d8ht*l b Theoie“? éo%%ﬁrfﬁa‘@@fee‘f‘e%‘i‘m RS Bepdatereip r%fﬁ’é t 28% fneé}ugm fi cant

bit of Kyt dsjag%atels i Eﬁovﬁﬁfég HEtr&’doﬁs thﬂ%tpﬁ‘éb%;t;s%fi 1§G’30f5‘r @xécﬂﬁ&ﬁ Baheyret ers as

fol | ows: 2 || P31 L3 |].

|| Pn | |m¢_dwmm@ayéa1{eoo&y] fOFREs, mschghmggbté not:hmtedr@awntx@lamlcsmiedig,moéaiﬂéoet ween
differ ent?d%% §m10sf1 thee %I g OI _tvg le( a uglu%eofcg S8 feat |tc . §CI | - encoded
string, T PR &S oL PRTOF SERUHT G " BrEHR™ SRGPh°bf the PO

10057] Runagnetic dBRs aerueh tabeth® stongpat deﬁ'aj‘eamt)er VolatiROmEARSHIIudd dynamidn are the
t wo- oct et repre ntations of the correspondi ng jnput paraneters. [0059] The
der i ved REYOVs ¥ MEE IRREDSI258TRERBHOR NI eriféudgm% I epblesi ng t he key
Key: derdoygd 4&¥ md Wb Db szﬁﬁclﬁdlﬁgyme Wirds thak (comprfg@ech%g Phal | enge
message 1S then transmtted by the BSF 107 inside the TLS tunnel, as in

st ep 305[rapsmission @adianpdudlse take tthe fvBl 00 Beoustic, sapsipal 307, elechem@hetiorndul e
verifies the received CHAP chall enge is generated fromthe agreed key. The
CHAP chal | enge nessage is then forwarded to the SEC nodul e, per step 309.
Next, the



SEC nodul e cal cul ates the CHAP response, as in step 311, and transmts the
response to the GAA nodule (step 313). The Ms 101 then sends, as in step
315, the wblabhomssmponse over the TLS tunnel to the BSF 10CT/IBB0&0J0272
Thereafter, in step 317, the BSF 107 ¥ends a Request nessage according to

an aut henticati.on ot ocol .g., Renote Authentjcation Dial In User'

Servi ce [HADIVS) 2 gfé(ésg ﬁ%&%@s&‘ﬁﬁ%‘%e@e%‘ﬁlWh@k/ﬁHM%‘é.(ﬂﬁAéﬁt@JS is

det ai | eGomfaunithesdetCdRabn &fhos v cIRApktel-Rh&H 1 hEFF indrrEU foztexgrﬁglec% mrent

(RFC) 2865 entitled "Renpte Authentication Dial In User Servicte’ (RADI US)"
(June 20BOYY difkiadexible dige hepsotss araastisitapepynyrasics magodicimeditrs, 26Dk r ety. The
Request s i ( .subscr i i.dentity, .chal |l enge and
response. Thgg?l\%\lv?’p]9 1613? 8 8@%?0?1}1@%@%1)@%5%?gﬂgérpagggﬁp %fgt,lcaér%?rgends a
RADI US Abes suyAnibwephysiessagiiurg iwith patiemg of heled derticr bylicall réddeniBHie 107 (step
321). At _t.his L pt, BS et.che er's GBA user security

setti ngén(%l%@?‘?@sa 11)1%18&’ E’b‘rgég&\%ﬁé@‘br@g? g@&ié‘%@ﬂ’ﬂ BepoBt clip 6F i |'e” dat a
that is caeliddepscdrBerNifve SRQGY biher HEBEm IfdgNvhich & Soff\Herdidh RQYI zat i ons stored
in the hone |ocation register (HLR). GUSS i ncludes BSF 107 specific

i nfor maté el enent and agpl ication-specifjc user security settings (USSs).
In an ex ’r%glf ar@ar@%cfﬂlin?‘ﬁeﬁ cogpyiesreadabion medignmay Br i isgalyesh impepviding cr i ber
speci fi GnRALRIBYS R proedsiBr RALABESS. F i lGati.on part and an
aut hori Zrc’lzlti on part .pr The %'ut ﬁent ilcat i ‘glﬁé}‘%gﬁ%’ @gé@sﬁ‘:&?g& E('Ss;lg%ah&%gnot%%ti es
associ atibépasl pait phieappintiontmayninitishy Ibe tonee ewhoagnetd dish qfar tenteé i nes user
per m ssi L Fur I he BSF 107 sets.the GAA master key (Ks=key),
gener at é:gﬁggcre 1“)% g%ogo%jg%e:ﬁgrﬁ%ith% r%né(%gr’?ﬁ?lg}ltgr Eoé‘fisgl.a‘,e I%Q{CEP?%B‘S? H@g{‘f ransacti on
i dent i f inemdBaiBiBhds the ynstratttmk aberlaitéleplion® lin€tdng a maBE SKOnEgnt Bes data from
t he M\I—AAA1 10@6;‘_n Fer. st‘gg 325. Next, the BSF 107, as in step 327, sends an
OK messay@ BFEm toreives 18° daiarney the fqhephprefingrindiuses weudiatrd travemiigedo e. g., the

B-TI D arénteRethkedstamt & iidttardd SighdiBd ddhshiteBe 38Bred BEnPAD sets the
GAA naster key: Ks=key, 1anacfl stlgﬁles_ the I_%ey ﬁtﬁ%e%&ce?vﬁ% D and key
mat er i alcOPPYE ¢aviceTHeh p5 alBIsonH ehigited nebistant IS4 noea laptapheABSHEOY to cl ose

the TLS4 M I I -1 0063] Wt.h the .above. process he system of
FIG 1 pr Oé‘ﬁ?ﬁgg t%%R‘”@%'%?s"? l?lé%tbrllgngﬁéseulgﬁm?%sa‘ihe tlﬁignwgmﬁoaf a afnfcl&@n%SF 107 are
abl e t obagedy thaimdrakedysignahend plades Kieyddts ot h@ds.t Thd bes GHAEsard fentd cat i on
procedure. Conpared to Di.ffie-Hell mn D;?-CHAP, t he approach adopted by
the syst&iR 8?65%% ﬁj?fn Jauh ﬁd’tm(iﬁéiﬁ’ﬁir?té‘f"gﬁ% nd xRS P BRI HeSsages that
are al r eadyictidnd Mebdved B thaiREmEANcaR @ ptisRIS TR BYstaRPL ARfideAdifer NOOK"
functions_ in M3'101 and BSF 107. Al so, DH CHAP descri bes one specific way
of bi ndPRGTCHABCLERCHEINDY REQEHOt0 D-H key: derive the chal | enge fromthe
agreed key. The invention, according to various enbodi nents, provides other
met hods j@fs2j NAIGECIIAY aftl N6 DG §iBGaAN b hiftEht LoD G | cation.

[ 0064] Iél G§4 is adi ggr‘am of alﬂ gotstrgppi ng pr o?gégigt}fré hé)g%%%g?ﬁghg server
aut hent icergbledP PR OpiinehvagianPers bedlineris ef tha coenidim FlGs. B anbidd shet of t he

i nventi t i | i i ent., server. authenticated TLS is
used t o Szrby i Al DEbBAPIL By FHRE BT, o REDHE ol (et B 07,

wher ei naGHARei statiemphaoirgda itrasdcdieert metallddS(ds yaredt. » Bpgel Kigal Piocedsdr st ep 401,
the M5 %@gp)ss%a(%lti shes a server aucthenti ca(} ed TLStunnel with the BSF 107.
As bef ol @>* P & SRR, aik HINtREHCh §roulle ud/ongesemiconqualeradpvicg 3n thhe BSF 107
gener at @aseatdEoABnEhsbillefgRn). BRWEHoNGRMPROtheRRIFRARHA SpdtWBL e Server
authenticated TLS key. The CHAP chal | enge nessage is then transmtted by

t he BSF2a®7Thipk| Generaten T(26 tadn8C) sesvires o5 edefid, by othe hint@atiomdul e of t he
M5 101. he: ] ) he P chal |l.en o the SEC
nodul e, T%fe}?&glg’%%@%’%éﬂ@gggﬁ%tﬁwgﬂé‘?@@@é@%}’dﬁgk% arcu alta{f) %%S?@e CHAP

r espons @ME2000). stfep tHd Purpamet df @mplaidtiont hie casipoase dhandeheeledfonmodul e
(step 411).,..Ihe 01 then.sends the CHAP respanse over the TLS tunnel to
the BSF® %ﬂ?{h gﬁd\{%sf%‘bo ‘Zt“%‘ﬁ‘?&.ls f’ﬁ&g%’%ﬁd Wit tepRsst 9 pepdmap Q) Opseghiteeires ddids a RADI US
Access- Beqt@gtgen@ a0 ferkion (dTEISMY; Adbaddd9; ist brgnResaR ABRSRgeriReci fies the
identit chal l enge and response. The M\ AAA 109 checks the response, per
st ep 41PengAPsRas@ership Ragipetd (AERRYs- Answer nessage (i ncluding the identity)
to the BSF 107 (step 419). At this point, the BSF 107 fetches the user's
@QUSS, as in step 421. Additionally, the BSF 107 sets the GAA master key
(Ks=key), generates various bootstrapping paraneters (e.g., bootstrapping
transaction identifier (B-TID), key material lifetine, etc.), and stores
the data fromthe M\ AAA 109, per step 423. 10067| Next, the BSF 107, as in
step 425, sends an OK nessage over the TLS tunnel. The transnmitted nessage
i ncl udes the bootstrapping paraneters, e.g., the B-TID and the key materi al
lifetime. In step 427, the GAA nodul e sets the GAA nmaster key: Ks=key,



and stores the key wwth the received B-TID and key material lifetinme. The
M5 101 then sends a nessage to the BSF 107 to close TLS tunnel, per step
429. (0068D 2p06e@85203 and 6 are di agrans of boot strappi ngPpTaBEUG/D@I72
supporting key exchange paraneters (o¥ key establishnment information) in

t he payl oad, according to various enbodi nents _of the invention. It is

r ecogni 2861 hah Taio BeeENtI08 irgludss mrobile Fations, Pt (Gsrhagdssis, srmialsas swor d

pr ot ect D fhier Hel: i , £l Hyper Text
T anat er Pyt ong COLRART e o U DD Rah ds Sl B Y B P
Di gest &hd) D ¢dnmuriedtiomawittpaBaseeltatia Subgstdne (B39 130dviAdeorgmgsavone pr ot ect ed

Dffie-Hell of,use i.n _bpotstrappin €. 0o in the P2.

ar chi ¢ eripaont fEpd Fletdb B8 LR PRI TRk SebdE e iroiere o gest
wi t h passwififled ibyethe Bbsadagigns eTd@bmmaidtibdze UkRy @XUhaogentemetiaedl (e.g.,
D ffie-Hel I,ngn#ﬁpar anmeters in HITP 0pa};;l oad and for binding the two

t oget he™Mobid elpgamppynigatiqns 280G EMIA000s be a function of the secret

key. [ 00691 In accordance with one enbodi nent of the invention, a HTTP

Di gest nes9a0em WSS Sxaphflflahd BYS MiBSad8dER B TiaeKeY SLHVRIETY) 1965 M- AAA key
as a password and nobile |dent|)t_% as the usernane; the Diffie-Hell mn

par amet éré Base Shatiop Geeralisr (ReCHTIW . plthengh ampingle ST lis seowmexittiange i s

pr ot ect : AVOLY BRY r i " " field in
i b gacpit bl BaPARRIR S RSEoUDRA Dl (OO BSRIRLEEL T Ln B8 |

i ncl udegoinftd-pendiiges tEackBSS] 1308 dnlinked to lhPabket Papaydroiag NddhePIDENY i e-

Hel | man et ers _can .be transferred as_ is; alternativel the HTTP
payl oad 12@%%5811 %gialﬁfélass\}ﬁnt ?R“B&%%%f’gof ﬁrsgﬁ"_g??t "BW.O[ gﬁ‘?@o’éﬁ%@@a&p'

advant ageaid she/PIPSNMBOS sc@¥dsSb b BEewRERI dktepidl h@RSrksCo. &, the HdRetDi3gest ) to be
reused. Also, the approach resenbles 3GPP GAA functionality (e.g., HITP

Di gest Athendniviateatpisimgh dereyksad? Bentbat PIPPISt 61081 cpuaikpsfudeups j 4cessf ace) .
Furt her, : C cear.di i I TRF . asily
| mpl oot R A o B0 A R 17 SR R e BB IS 00701 The
3GPP GAAriviggebef asmer andtthduatk emtivsertasdtioities.o Thelmetsotk CONFRcoRDBesn®et wor ks. |t

i's recognized,, however, . that {i.tial cauthenticatjon of

r equi r es A4Y| tl\é\[?r?agﬁm?gr%ﬁtgﬂmg) H‘?’ tlmi(?%?oo%ee%f BRreIar4opsEp 13@@?&“; eases
or in netevetdsed atughle Hoale StepPEIA) 1AKAs@ndherIR Y £aani3y7.adapt ed for CAVE.
Accordingly, a systemarchitecture and process are needed to accommodate

CAVE. The, syst 100, ac j to_various enbodi nents, enploys conversion
functi OR‘E}""F’% n‘glg‘]‘ Pf“‘é%%cga&%ﬁéﬁhfw& it E?ﬁe‘fo(&nﬁzﬁél'ﬁbaﬁlb]é‘glterﬁ%@ﬂﬁ39%i s
approachyd §pRany icetedtet o aPPbblaRvacHif: Peter MAE) 2000 Rey Mmde gygd ens. [007?
T] HTTP Di gest Authentication enables a client to authenticate itself with
t he ser WEQVIgst sRBGECVAY] tlaga tedrowif-afidehed telsphqrgseaved. isach ke thy &ablic This can
be accongl:i Nt Z \ ¥ . M.l rS)
comput At o e T 2 K R ) B bl BATHE erver as
i nput vaVibed 3 1HTRP bBicgaettedit bbet ME&S 1810 b thehseme antvwexit 1300 ahHArits det ai | ed
in I ETF (I nter.net, Engi neer| Task Forc Request for t (RFC) 3310,
entitl e(f’(thelr-ﬁjdé? £ raﬁ% M’%%P}%‘?olé §Fn?wﬁfﬂﬁﬁi§vftgﬁu§ﬁggﬁep%cﬁ{‘?%n Usi ng
Aut hent iRegisted (VBRY 1 383ydabhE2ah® bldé Atforary Wibedatibs abdie astResabsedbdier ei n by
reference in its entirety. 10072 1 For_ the Burposes of illustration, the
boot st r &pFIthYSsr bl (e defgrwithinhe VR HY3 slatapese detodr g gxigitaropgshect to
CDMA | X MK , i xenpl ary
o o e R e S A o A gl b o
key di f fservéascibsgription ifoMREon.s [ Isame EMpRnBhigtets, therHBRt132§ and SR nst ead of

Ext ensi b | cati: | (EA i nal. and BSF 107(whi ch
can be corAHPER FhEn I Gl I i 75 b B fF Bo ca 0 1 1) o

Hel | man ls@ﬁoﬂneoats@d.thmh%h, ﬁasmampi(:b, @i Si@laliing ISasted Meate!7) (SB9) Mtk S g)nal i ng
Message Encryption Key (SME CDVA | x)  or_  M\- AAA Key (CDMA | x EvDo). A
wirel es gﬂ&@ﬁewmn E@ﬁer(<@w<é$}y3%7§oa@we@rwrowflﬂ% atﬁﬁ@élﬁmoa detghi ch i s

det ai | edyiagta BQPABheAtdibh RARL dso Y with tNBLIPAR S rFBRiehtidsENg (KS) - HTTP
Digest is used (as shown in FI'Gs: 5 and 6). The invention, according

vari ous useisodivrisetmsore,dibe AMPG s L hdswca@nvited bl a GHoR MessagszeSarsieel Genten 3GPP GAA
architecture for initial authentication. j0073 1 As shown in FIG 5, a
termnal (e.g., nobile station) includes a CAVE nodul e configured to
execute the CAVE protocol. Additionally, GAA functionalities are supported
by a GAA nodule. In step 501, the GAA nodul e generates a HITP Get nessage,
which is sent to the BSF 107; the identity is sent in the first nessage in
the "usernanme" field. This authorization request nmessage, in an exenplary
enbodi ment, includes the fields specified in Table 1, bel ow




credentials = "Digest"” digest-response digest-response = 1#( usernane realm
| nonce | digesturi lIresponse | [ algorithm] | [cnonce] | [opaque]

[ message-woppodosfwonce- count | | [ aut h- param ) usernamePETIBRO6/NERE' "=
user nane- val ue user nane-val ue quot ed- string di gest uri _ Mur pti_p

di gest I est-uri aI u request-uri pecified by HTTP/ 1.1
n;gsage%gw\fﬁ ﬂg%g‘ag'smsq%“ﬁl gs ﬂ’i‘?&ri‘g%gsa:ges E%B?'fl:g@m' t?‘e e metEoplal ue

cnonce- wgbme nonce- value nonce count = "nc" "=" nc-val ue nc-val ue = 8LHEX
response = "response” '-" request-digest request-digest = <"> 32LHEX <">
LHEX 11 tirri Table 1 |0074) Sonme of the directives in Table 1 are

def i ned Ph’ frapPwing tTB‘B‘ideDPZ’r"{t@Bﬁﬁ1h31“eEUIES!EICPWet%¥étﬁmgBW§$ aB@sreptime RAND, as

in step 583emBatk %ae%wévewetﬁkaslgé}&& A seﬁugﬁgahﬁ@%ggﬁia@w gﬁﬁgu‘“’%)

Initially, no authorization header 1s sent to t t he
401 mes delgehone caitsi drjotlert cagnauniceisn diach Asveshdink sighilercGRAND tiysa gieat i n t he

"nonce" S|m ar.to. HT KA) ... .and CHAP- Chal ge can
al so be ﬁsll‘esﬁi ﬂ) n e BOCCiﬁ%er“B&’yﬁ{%t S? tg@ptt)r F?@%WR%N% ¥ E%W%Emca‘ﬁé nodul e
f or war dsi307. t"Dhet BSCCAME pRides, ca Sredolrcst AR cHDA. at{cpﬁlzﬁihtﬁynaﬁ@gen@efm exanpl e,
an Aut henti cate Response Header is tgr ovided in ;. the associ ated

di r ect i vaactigpality e uﬂ%’& theyorphgsfration ofspl herdedfs bgtW@B? 8§§§ 13¢5 JeBRal | enge
di gest - Cﬂ?@b bBBISutes h¥ tedbfRl Math tb AHOMBEN 39 |wlrﬂrffﬂ ﬁ?%lklhérogfﬁgg H(ﬁhtllorla ,stale ] |

[ algorithm] ] [ qop-options ] | [auth-para " <">
URI ( 1rpingRmdr switRhing fabisirtce uih thb$SFat mion&e MSG1aALRTs dlss

nonce: VAL, RS K8 45,7 SO 51 B SRR PR G 517170

"MD5" | supidEmaeasserviokeand c@l@pﬁﬁg}bhe@@ﬁg gnd REInting infsinzatioff 8Rnivalue <" >
gop-val ye = "auth" dlé%gﬁglfi&nt ! ioken Tabl e 3Table 4 [0077J. In step 509,
81

t he CAVI%}?W& Retwerk LfP’ﬁ’@’i‘ﬂ g meeRe sPBisd N d¥oEaaca iR’ ) and
SMEKEY iR 1i3€ GAG mws@ 13%%@&&%%&&&&%% ﬂﬁ%ﬁd‘lﬁiﬁ&hﬁﬂk sets the

mobi | e station password E p where x
i s the sewpamicates o the @@ﬁewbmlémo@ylater@duansmeets}ofrﬂthard lille GAA

nodul e I TP message with a payl oad that includes
the cli Zsﬁﬁg%’t??gset?—leﬁpﬂé#%bnét?gne ers to the BSF 107. Wth CAVE, the HTTP

payl oad al so contains the AUTHR. The payload is protected by HTTP D gest
because iﬁbﬁ#au&ﬁhslilqwn; inaFKb HBTWllqoazyd badelismemtm@lfm}mbedemanall-mﬁbtm@mt

e s oreRa I RBP4 g Moo i coR TR ERL G [AGg" ™ =

Aut hent i16a2 ia the Gaesiy (CPRT 19RE6I) NoBs $8GSN| ImM uagh ragdlﬁbﬁ Hie WIRFRAND) to
t he horrel flrocatl on. re |st%/aut hentjcation cen

astructure includes a Packet Control Unit PCU (1336) and a Charging Gateway
Function (CGF) 1338 linked to a Billing System 1339. A GPRS the Mobile Station

(MS) 1341 employs a Subscriber Identity Module (SIM) 1343.

{6138] The PCU 1336 is a logical network element responsible for GPRS-related
functions such as air interface access control, packet scheduling on the air interface, and
packet assembly and re-assembly. Generally the PCU 1336 is physically integrated with
the BSC 1345; however, it can be collocated with a BTS 1347 or a SGSN 1332. The
SGSN 1332 provides equivalent functions as the MSC 1349 including mobility
management, security, and access control functions but in the packet-switched domain.
Furthermore, the SGSN 1332 has connectivity with the PCU 1336 through, for example,
a Fame Relay-based interface using the BSS GPRS protocol (BSSGP). Although only
one SGSN is shown, it is recognized that that multiple SGSNs 1331 can be employed
and can divide the service area into corresponding routing areas (RAs). A SGSN/SGSN



(HLBJAC), which verifies the RAND/ AUTHR and generates the SMEKEY (step
517). The SMEKEY is sent to the BSF 107, per step 519. 10079J The BSF 107,
as in stepo3Bds/08sWUs t he base station password: BSJPW:SWEKEB2006/0(0B2 PW (r) g
y nod p, where y is the secret random2nunber generated by the UE.
Subsequently, t he BSF 107 generates the GAA naster key (Ks) fromthe BS_PW
(in a sippiaee aHﬁWﬁ@ﬁthebftltm%]tIlg(ffOW\RMGSlFD@S@W RERMNs Vthﬁ?é aBSA update hen sends

HITP,
i1 o FOrT o Snin@toue ik b DAElopuB AR ) HECRRy 1) e
Di gest lgeceawl\t]ﬁmyaetwhmmmé BS€s,13a5 sy IVER B Il Eddgensrailn ¢hterdeds | n HTTP

D et R SR o 8 S R BRI T 420

i ndi cat enbligh &1SSPE&EY int@ticd @ik GHRP BrhakRl MétileA spll@li @ Part MAP?
Aut henticationlnfo = "Aut hentication-Info" ":" auth-info aut 0

| #( next RBEE fhe] Mvks $3tfe thieygh] an SF%@%@W@C&W@% Sfgnakifeen Eentection

nonce- o] auth =
rapaut ool P BEEEDRN T SOSIPHLACRES ey o BRSNS BARRE 5" Ocmi
The nes scageelqumﬂaths teteiHIR ilS“ﬁdl apdtte stitidve G'Rmaﬂelate}i sobscpiptidre tforonatiompt i ons

appl i ed e val ue ates authentication nd the val ue
M0t het et PG i RSP SN A E R FReB GG <sPStusibs sVerbos2 1 In
step 52%irchibewiehbd bRohdécand AR RS sdriiResF0ch IRASERIE aks@¥scrilisr fof 4 Obicé he PSIPW
(in a simlar manner _as the procedures for the WKEY). |0083] In the case of

boot st r &plbi Aepaily the S GEDIMES 3R gieces itk PMSGt 1358 ie@ntbée ShOROWRSSPEINE| G 6) .
Under t tREvFMgdpdul e i ssues a HITP Get message, which is
sent tomtnﬁm%%%I&l—jﬁl{it‘%3 thefﬁ enétrq)ty is sent in the first nmessage in the

"usernanme"” field. The BSF 107 responds, as in step 603, with a 401 nessage;
in this [{GHAP cﬂseeGGSNeH@mm@rgateWengeextsm@lamkqt dateetwarlen gech gsithe. | field

2 st SERNET o B PRE BRSO o SIBRRENSS, 20 g1

and 607)Net\lvmksleﬁpag6619nt ‘Smetﬁml\m)dtBﬁ Helted fohenef of hxd rgtapaeareser s:

BSIPWEMN- AAA K L d b
gencr at GABF ek 2 (058Y (PO T S oot R bl o peeh 0P no AR

nodul e, g8ReJeahRbcatBto alidBRBateSis@h adizo b R2Ab 0Nt ARIR AR IHial- ]!nh?seBSF 107
(step 611); the nessage specifies the follow ng: D gest nonce= "<RAND>"

r espons eSexvicehst. Phreals laeniasai hr SGSNy bipdaaltchparform. a firewalf Henckprrio pay| oad

St at i on paeabrar e sy et TR AR RN 1By (185 is o ner e

y i s thehzegien SGIN0IA2nuasbieter eneitiadedor lnyore s SUS. 1348 KDaﬂdV\hl&eBﬁEa 107

generates. the t he P 85 fter t he

BSF 107 1 PhAGREFS oS et eu et PRI St be P oy b hod p.

B- TI D angtdsey dhthfn@ttv\loﬂ& ih@alifeescbofhs @ﬂéi{kh@G@RSQll@tvﬁ)llzl%d lfheS(E@fDN6394 the GAA
nodul e gener at es fromthe M5 PWD. The WKEY is set

to GAA rfxstigst %5@3&@5( R%)thﬁ S(?§N]13ﬁly %rent}y wHang Mol 3dTagr ans of
boot strappi ng procedures supporting key exchange paraneters that are

cover ed [hy4h heThashs 9541 @ B BB Elhach6 PAdel Merhes, HRId %%oﬁtﬁ*&ﬁﬂ%”ent s of
t he |nvent| on. The bootstragpl ng procedure of FIG 7 resenbles that of FIG

5: that Which Mobge Stedion (V) dé#) b@ﬁp%?ﬁ%ﬁs It thgetipdio tebangiel plswis 1ing1 1Thesg i | ar |y,

w e st eneem S8 B sl B0 AR B SRR R ,S?ﬁe”“k

client [3BLimardgéd nenmpaicaEivas evith anel\/ISOLBeﬂ,eelenkiytgtdael teasilingf dqnaead\or d (i.e.,

SMEKEY, .or .MN- AAA Wi L in the 0 " fiel The hash can
e generGPRRE HAG Tribtilina P SRTNE e aberedur Beats ditd SuenthBs pect ¢ o

the procgeve1af, dakiGnorfpts dita Séne k> (R R4S fa1Message that is transnmitted from
the GAA nodule to the BSF 107 includes cnonce = "<HL 5 (MS_PWD) gxnod p>".

Steps 715- 723 follow steps 517-523 of FIG 5. Under the present scenari o,

in step #5%8] t KS gdrisip %e%%%maa@oeor@@nﬁ@wégaemﬁ% Sehei($-Bes

next NONGEnFset) <(!ﬂéablé Be E%Q)nggﬁﬁ c?ms off Bfts. I1§A énlael?@e 8(%‘%d1@ kd L 'aﬁ" Hel | man
paraneters are covere of password (I.e ;

M\- AAA- KiEYodithent off ghesmm:ntlon Gn@eralbe)@tmdm@ecewer is often defined in terms of



field. Thereafter, the GAA nodul e generates the GAA master key, Ks, from
the PS PW (step 727). [06881 A s r tne bootstrapping procedure of FIG 8,

t he HTTP wossagssm step 811 includes <H1l' (M5 _PWD) g XPoodBpwenen2the
cnonce field. Steps 813-819 general ly33track with steps 613-619, with the
exception that 200 OK nessage of step 817 specifies nextnonce = "<Hl'

( BS_PWD)fragt-gbanddeck-end phagacferigficsg Tihe fipntiensgridhg tseciserisenmapasseplliog pr ocedur e

utilizi y r g n
erbod e oo peindRey SRR, SAGRR o ik ThonBEERH Bt B | oo
gener at ibend puenessing wiraritty.aPertingnhtarnat abiponehis o€ thedeigphohe inehide b MaifcAA

applicatio uir C to SSD A NEW and SSD B In step 901, the
boot st ra(t)oﬁllﬁﬁgeg?l&g@&@g i?/z(%l’nﬁt ﬁéﬁl ﬁ %%F%e% CERET dlflﬁse B@E 407 with
subm ssireqdiveytrhdignittlr @it RckliihglLaULSEhoh® ghil &oBSH &Q?andTQisﬁeaﬁﬁT digquest

i ncludes a user ident_ité, whi ch t he BSF Jg.07 forwards to the HLR/ AC (step
903) . TreMERIRMAE Aheringeselmates 1407 areyisies sshisniayRNDSIIE nafvgireréof ves SSD A
and SSD . B.usi : rd 9 ki eS, b ' hS

Foruar dad T DRLCRRES TS AR A fR4RRy, I adi el SRk o)

enbodi memtlydes st mictapBoms 414 head eicoploret angdifiar thatlampldfies dasspmedidsigiail t SSD_A

key used fo ut henti.catj on a-b4-bit. SSD-B key used al o i t h ot her
par amet e [spu% o§ ? erhfg? é?lgropho eeﬁ@ﬁypt' Snan?iﬂ’ﬁ?s aﬁﬁ’a"*"ﬁr %Gg%aﬁ eoqt%gé]%% ® RANDSSD
is a 56 dhictophaurdant ¢hiall tengrlegdiedeai{€@ODET) HUR/ AC. The SSD is a
concatenation of the SSD A key and the SSD B key. | 00901 In step 909, the
BSF 107 generates a RAND LE and a pseudo AKA authentication vector.
By way BiER an%| rgdior 1%&%@%@&5‘% RO BIPIPS FERTBH Enaldeedge. To

gener at @ohfinAiR il ABRd Satoh ORNYE & BEIudSPRVERLSHiIR coltGlid-008 sptgper f or med,
in accordance with an enbodi nent of the invention, to convert” (or map) the

CAVE par@agesetangendat 24 or 43B) & aomne §4 KKATrapares tewsfiert®d) ddher si on

functio . j ' r from

i ther _ons Bt AERRAL B AP 8 e AR BRCRG ARE o *Ssrus
and AUTHvisi @NabREron) GRP A IAD shupled to theFu@ex&, 140her choutdosiramtdhumct i ons
provi de forhth %anger?tiﬂgn of a key, where SSD A and SSD B are concat enat ed
as follg\%.c’l?é?fn— 83" A | SSD B || SSD A Il SSD B. Next, the key, CAVE
paraneters, and the 3GPP GAA key derivation function (KDF) are used to form
a prsl eudggAKA amtisend ieadf mﬁbileeitettibhhl@%hlls(lféhksj(iﬂfd) e @ficrbponRAND, ar%lrhis( ) g
aut hentication, token (A ,.a cipher key (CK), an integrity key (IK), an
an aut hé%’if}}e&é’toic(?nﬁ?%gsgghnsag%' (defeaiest baplerqud B iarAsVEted HE B 80RIBE AKA

aut hent iveah eQ“rHé%EIQF y6 e REMBL AN Bt &AnRS: dighdl Qigaal RO fie RANGSRP |1 RAND
CHALLENGE |T ZZRAND 0&9.?£ AUTN = KDF (key, "3gpp2-cave-autn™ || RAND),

t r uncat deigitd Gagerr(SD)J4P3.CRhe-coudpl piiey403' Byisp hecdigital signal| iitoRAGD) |,

truncat 607t o P35 PR e il R K Kpecct SAREIFE, bt bhocthll

AUTH_SI @n&FhiRts), and inderizatiegl inothd 2&mpre eebdARAMDHeprdddsdad sict siggalzer o val ued

paraneters (fqr. extendi ng the ND to 128 bits). [00971 | step. 911, the BSF
D7 Sendes SieoRRir BB hCiehy Do b VT e ge TR ior b ol Shoe

speci fi asodeheDiRANR amltééWNAc&é@@n((L‘]BIC@i)pt af ddsbiisedmagSagail tige 4 101
extracts, as in step 913, the RANDSSD and RAND CHALLENGE from the received
RAND. THelaemmpnicetien Jgdinty afssociafien’ sSSHIAEMER-REy debilen StatiopdRINEW key
using t 100, 1 | 8 i t he
RANDSSD it R BN 10 RaSEfr DAOURSH: Riadand Boff Bpgatim, XEIUEE | 0%
message Jypem; sthigh i9hzrporpted heish iysefefenre inritsteaticty, a 32 bits El ectronic

Cel lular Authentication Nunber of the termnal (or nobile station (MS)).

[00991 I.g,sLep . i ed t n te an AUTH SI TURE and
pseudo AL éutﬁ%%?r}cc‘%g{af%ﬁﬁ% @%ﬁ%&%ﬁi SRR T3 for e iﬁ?ﬁfﬁ GNATURE
message dng fteheenSdepandent énpasnents thdtepo® diringl e shiSiontichukle tHeespaogs, per

step 923, with an appropyiate regponse (AUTH SI GNATURE). Next, in step 925,
the GAA wi*maﬁeeaf@@ﬁ@?g‘td@éﬂ%mlbsgﬁ%@%@a&%ﬁaﬁ& Trears BR madlapr 1427

det er m nMMIRL BRY sidMPwHE S RFVEtha AN RAYR R RINRBB8LT 2 € dhORBdulRRf

cal cul ates the Di gest response usi %RES. 0 100 1 In step 927, the UE sends
a HTTP g4 Asacralen @l tel mgvRES vew afheeqyersyvwr phase modhleti@sFImoder tm turn, the

BSF 107 validates, as in step 929, the D gest response using the RES, and
generates the GAA master key (Ks=CK||IK), B-TID, key lifetinme, etc.; such




data is stored. Next, the BSF 107 fetches, as in step 931, the GUSS;
alternatively, this information can be delivered in step 907. |0 1(Il J The
BSF 107 twenoeass®m7a 200 OK nmessage, which specifies thecBABiDs/avd7key
lifetime, to the M5 101, per step 9334 At this point, the M5 101 generates

t he GAA naster, key bg whi.ch |s stored al ong W th the received B-TID and
key |i f ePPHREC l?tsé%?a S?anﬂmlss 84 uppeuyerter G435 b epbiees the singivayg etgvof a

boot st r apgphNbe RIRGRENR R4t itd Kﬂdﬁga VEy et R2n Ml i)l £ rging to an
enbodi ment ofet he inventi on1 r% h the pér&rolcec?ure oSﬁ%éémaP&@ g GAA

nmodul e s#bigve ﬂ@rdéSIerdiqq@l@@YSSEﬁrgmmt iTha signal isthehsent theaigh e Af uﬂ@t i ons;

al so, th |onr S.acc SJEWIn
Thi s exorp e BRR HERN P I bRIU ELaRER 8% L ol Nl e 2R MR oo
SSDs andadtavas BA%SBSgarmwnhﬁﬁaﬁ&dhoieOgﬁbtlald@ntrélwd WBHHJDSP 203560Mi t Generl C

Boot st rappi n Archlt ure % shar e, secret In_step 1001, the UE
sends a E?fh@g?lv‘i ?Iﬁé‘ r§§¢°r G9seEPLioR; @PSF@“%lﬁét}ﬁB&I@fe@éﬁﬁilm@eprocedure

The user gipiaet 14M {da0sBtoRY ekt 0eAUESnh Soffé e g €8l ntant & per step
1003. Next, the HLR/OCEB ene}%t es0 a RANDSSCE))Igr{d derl\l}es a F%t Ségt of SSD A

and SSD Boyide WWE@OWWIAEPT aRigalbsithemrignp! isgmpsitied VRGO el 7TRANDSSD

1077 per at ep 10070 oGt ey BRBAREY o SubbOLRROMEERET ) T

agai n f ogaimofitd firal sthgesHfRhAGceiasd THemgrlaE/rﬁ@ pefrewaides ramoh&ierno set of CAVE
par anet ers: SSD2, and SSD, B2 These par s are subsequently
f or war de™° BeRét?I hié‘f“%% qnqthey GEH IR EAePhansy edipr %’Wgtl’zlﬁnel@féandt he BSF 107
gener at eﬁn@oﬁﬁ%@%ﬁ@&%ﬁﬁ L& ’P&@lﬂféﬁe N&\N&utdpsmb CRLORG MR AS With
the procedure of FIG 9, conversion functions are used to generate a pseudo

AKA aut hesitPi&at i on vector fromthe CAVE parameters (e.g., RANDSSDI, SSD Al,
SSDJBl, AUTH_SI GNATURE1, RANDSSD2, SSD A2, SSDJB2, and

AUTH_ S| G‘%IééiRng)oxc[eQ?gQQis tBnkB¥tel o &%ﬁ&lﬁl&%@m@&h@ Lt%vi@cen}%@%a ar§’ ALl |

SSD Bl || SSD_A2 | B2. Next par anmeters, t he GAA
key deri VAHf/i anl fremedidtoly {upifiedabsea ds‘edaousna froplifier r(éNwseMda AKAdown-

:ﬁéhegt ' go%%l%g 1‘4?& %fers, t-ﬂe] %ax\é:f %ég ruslllcgfg)vlggeecﬁ%%i%}g 'at%r] 14@K-rﬁg‘p§a KSDIanﬁ RES,

RANDSSD2R]5 |1eaZZi§ANBr a dﬁ@thBlt btr&i NTHe Eﬁ@h_al (tK@Ygoes aﬁ@@rtﬁa\éqmuérniztzbl RAND) ,

truncated to 128 bjts 3gpp2- RAND) ,

t runcat eﬁldtlﬁp?ﬁ%“ffl ?%th%&%% JQQSKéFQII%E%l to Aﬁ‘@]ﬁﬁﬁzoéﬁ‘?f@ (IRAC] }44@&&@6“% runcat ed
to 128 binkSichlnd Ale BhHting ik Ifseﬁ/ansmﬁﬁ@ﬁgfh%%’é?'tﬁr@%h thé sgRbdidr 190 CHATUREL |
AUTH_SI GNATURE2) , truncat ed to 128 hits ’ Server specifié data =

RAND_CHARIdENGgRErof of RAfﬂ;@n@wtrgEszClhllﬂoa_zj rean bzmmmegted_@s Bits long

zero val ed,; ‘%@ ND to 128 bits). [M13) hi step 1017,
t he BSF tf%glaggltr? esbl g Bang ge that specifies the RAND, AUTN and
the server specific data to the GAA nodul e. Upon recei pt of this nessage,
the GAA Hiddell e TextMEYt $4G3heechdiDBBDUS S@BBSﬁBzdmgeAthtGi@dalsEﬁd%uhand

RAND d th fi t
Yl oG REV ARt R R ol iRt R e R e S SR A
as AUTH_thk GNATRYREN] argietn tisd ppechQRifput ivh)chmﬂgdeohtrd)\lwﬁtresﬁe&tevewuﬁpamhe f orwar ds

an SSD g 0 ssage SD gener at i on whi ¢ch includes the RANDSSDI and
t he ESN, 1\@ %ﬁ@ Sﬁ%e U‘P@ fH0T Wity s BS t}’rf‘(95§l§é BB AGPES e leRtatiiges with

an OK m&%&g@ra{eatsqppcai@za?qgam AR&Rdry 1491 Iplaodlsl teqnatt! Yo3 %Q&u{%% modul e
forwards an AUTH_SI GNATURE nmessage to the SEC nodul e (step 1027); the

AUTH_S| GRAIPURECTHES faazg@ow@quqdeﬁ tmlmmmﬂ%mas@@p@dmw[ 01161 I n
step 102 \Y h nnd th AUTH. SI CNATUREL. At
this poin 1&{3’1&m§%&?ﬁ§§%ﬁ 8?%2%1 sgﬁcﬁmmnﬁ&ﬂm Qrﬂcesgé%)ﬁi OGN

SSD B NEW the vaive siddlsl ﬁd@%ﬁMBED:BPHGOB déiEﬁmSéﬂhs bécﬂkgﬁ)uﬂ&)ﬂ&see&sﬁrﬂfl al | y
correspopd.to. steps 10 3 ut,. for the second set par angt ers:

SSD A NE{;\EI ocakgy go Zﬁ%)éfhgleﬂlg?a s dteipdriyRmisroppgne 1 arlg st 95 82048, the GAA
modul & gRRPEHORS 14180 RISKIRIAKA t@eﬁlﬁmgat@ﬁﬁu%aﬁﬁa&a{den@%@uﬁ%ﬁrdﬁ nes

whet her the received AUTN equal s the generated one ule al so

out put s tepiopdestatiessf¥ise based on the RES.




[U. 1.9] Next, the UE sends, as in step 1047, a HTTP nessage includi ng RES
as the password to the BSF 107. The BSF 107 validates, as in step 1049, the
Di gest rewpaeneass®ng t he RES, and generates the GAA na®CENBNO§000272
(Ks=CK||IK), B-TID, key lifetinme, etcds; the BSF 107 al so stores the data.

In step 1051, the BSF 107 fetches the GQUSS (which can alternatively be
ol T ver ST <P aBbe) 1 (rEbits e ThaEond i 4 ThaTE menom 145 5p’ 1053, a

200 OK RR3&AgSoudMiL R RBRE Ikl &R okl Bhcldd Afds Kﬁ'@él&fe'off\%olhgg othbPadi® UE.

Thereafter, the UE generates the master key, Ks, I's stored al ong
wi t h t héngledied wasic Batkireveined vice y-githeglobe Iftemetp THE56ftwak0dddile 6duBl 11 is a

di agr am_of. , a. appi p ure. utilizin VE wi.t h. HTTP Di gest AKA,
accordiﬁ§£c%mgﬁggﬁ%%agﬁéﬂ%méﬁgﬁﬁg’%ﬁ@%ﬁ%P%ﬁglg%%xﬁggggﬁgﬁ%%aﬂgﬁg , in this
boot st r apglivdg kpsvaciadhe est. Thé emesy devre $3FSmante, buon RANIRIES,. a slke user
identity is transmtted, as.in 1101, to the BSF 107 and to_the HLR/ AC
(step 1T&FE§OrY; &Dsggb OB, RANG PHEASTRTRES: SRR Otepon-yRlgtibss) |

RANDSS2 4 mgyﬁygﬁka%@gbﬁ%%Sigﬂ@&ggs (QJUSS) to the BSF 107. In response,
the BSF 107 generatés two RAND_ LLENGES (i.e., RAND CHALLENGEl1 and
RAND_CHALLENGE2), per step 1107. In step 1109, the RANDSSDI, RANDSSD2,

RAND _CHAf1EhGEHAD m&%&m&a&m@&c@l sme HéPi spriesd faroinstarceUEnp@romt 22] The UE
t hen cal:cul at.es t f.Ql Lowi.Dig1,.S . >

AUTH_SI fRD- (Sgﬁqepﬁlﬁl%l)c&g‘éaéuw{’ s g‘éﬁ‘%ﬁt é ﬁa?#ﬁ%% s &?‘i&y and ESN;
si m | ar IsybscBE8DM defailietmt sacmett ihfoonatRANDSSIM der&d 4 A nav&SNimarie to

AUTH_SI . 1 is.calcul from SSD Al and RAN LLENGEl ; and an
AUTH_S| @‘%SEE? e aqtactmng{@g P B A ﬁi‘*ﬂ?ﬂ%n%hﬁmg_%é%@?m% h step

1113, t heenkdry SENdBrihfer paBERAL aABHA8 nahbAURistl CNAT Wlsdaesd) hnAUlds: SI GNATURE2
as the password to the BSF 107. {0123] The key is then generated at the BSF
107, as SPeriidq wpbikesiation s¢itipgsncat enati ng CKIUMTS |1 | KIUMTS
(=SSD_Al|| SSD A2|| SSD B1|| SSD B2). Al so, the BSF 107sends a 200 OK nessage
speci f yirpgisy heprg: TBRARUnk{Ym ﬂa&e@ﬁéﬁ%eh@tﬁoﬁ@ Wik @heR a&;lt%/é% of ddfa St€p 1119,
the UE determnes the Ks.‘Ql.? e of ordinary skill inthe art would

r ecogni Zemphigicatione npinsele s¥idising opackeippesdt andidor berditasedapyshngogiesy (be.

i npl ene i r Ofp. | processor, Digital Signa
Processt iy (S Qb SrecfSAFUA Bubfedr ol 8D, BEREERIRE R Chsio |
Fi el d Prisgt amvidsk eofdativitir foaydre( HBGAS)S03 @t eve)l,as fwirdiasghedesdrsos16@bi nat i on
thereof. .Such exenpl ar.y hardware for perform t he descrjbed functions is
det ai | eéﬁﬁgcw&?l{gﬁ ‘%Eéb@&eavigoqﬁlﬁ_é‘reﬁ ) gt 125??‘39?1]0@55 "’?‘f"_}bﬁglaﬁ’%“_fees
exenpl arfheltatethRE BettBBN1 M Gh cYRinuBidse ITRQAN FBRIT offer hiIRoIBYRBE LON can be
i npl emented. A conpu%;E?(SS'sten11200 i ncludes a bus 1201 or ot her

f

comuni datYldhN stk &&- dBRRUHI2ldd.i Hgdmat9P nestlilon nafrla 1ptbcessor 1203
coupl ed r |.0G: i L Of). e ting system
1200 ol 0 pf naNet R (e e N SEEh R ERRI B LR LRGBS 3 (R
or other dynam c storage device, coupled to the bus 1201 for storing

i nf or matiPb¥¥] anWhile ribe duventiondas dedre desedbadt &d chyettinn pitbcessmber1 203. Mai n

menory o r i . r riabl es or other
ot or redrap e SRR R B oS e kOB BPR At B ARG Ph® o ocessor
1203. Thévioosmotlifiogticsy atdequi@0dit amangbnerttd) evhidhniall wdinathe padicondfitherenor y

(ROM 1207 aor .other static storage vi ce coupled to the bus 1201 for

Stori ng BPEFFL TPy e insReE GRS 1 e ety S E*PreesBoferedps. A

st or age cdfbireQorkZbng Icdaias, R i9RARMIlFedthfhRE QRIECRh bl hgkngeld 32 COupl ed to
the bus 1201 for persistently storing information and instructions. [0126]
The confuY cegbisgiicnand P50 may be coupl ed via the bus 1201 to a displ ay
1211, such as a liquid crystal display, or active matrix display, for

di splaying information to a user. An input device 1213, such as a keyboard
i ncl udi ng al phanuneric and ot her keys, may be coupled to the bus 1201 for
comuni cating informati on and command sel ections to the processor 1203. The
i nput device 1213 can include a cursor control, such as a nouse, a
trackbal |, or cursor direction keys, for conmunicating direction
informati on and conmand sel ections to the processor 1203 and for
controlling cursor novenent on the display 1211. [0127] According to

vari ous enbodi ments of the invention, the processes described herein can be
provi ded by the conputing system 1200 in response to the processor 1203
executing an arrangenent of instructions contained in main nenory 1205.
Suchi nstructions can be read into main nenory 1205 from anot her
conput er -r eadabl e medi um such as the storage device 1209. Execution of the
arrangenment of instructions




contained in main menory 1205 causes the processor 1203 to performthe
process steps described herein. One or nore processors in a

mul ti - pr owexseangsarr angenent may al so be enpl oyed t o ex@CWiB2006v@00272
instructions contained in main nmenory361205. In alternative enbodi nents,
hard-wired circuitry may be used in place of or in conbination with
software instructions to inplenent the enbodi nent of the invention. In

anot her exanpl e, reconfigurable he%%&@ﬁe such as Field Programmable Gate
Arrays (FPGAs) can be used, in whi e functionality and connection
topology of its logic gates are custom zable at run-tinme, typically by
programm ng nenory | ook up tables. Thus, enbodi nents of the invention are
not |i mVEATS GAIMIpgeds:fi c conbi nati on of hardware circuitry and software.
|0 t1 Bi The conputing system 1200 al so i ncludes at |east one conmuni cation
interface 1215 coupled to bus 1201. The conmunication interface 1215

provi des alyﬁgﬁ&ﬁ&rgg&ﬁm%ﬁggygQ@ﬁ%ﬁg@:coupling to a network |ink (not
shown). The conmuni cation 1 nterface 15 sends and receives electrical,

el ect egaghiegiadkey vith eperindll insd @rerhenicdtiat netsworkyacdordingdd a tey agrenrenans
representin%¥va%iou H%ﬁﬁSIOfch fqr tion. Furtherdsthg conmmuni cati on

i nt er f adB PN sW eARN IR St PpREFATC TRTET PNESPHEY FREE ™ s uch as a

Uni versad thSagiead kd3us af biffBnticationmiaeeure @ ROMIb A s¢diafsnsmiaticamaut er Menory
Card International Association) interface, etc. |0f29] The processor 1203
may execPRotsHeuse PARekEY:8d code while being received and/or store the code
inth eﬁ%&ﬁ%%ﬁnﬂﬁyk&@m&&ﬂ&nhQQM%dﬁﬁanon'V0|ati|e storage for later
execution. I'n this manner, the conplUting system 1200 nay obtain application
code in the formof a carrier wave. |O 30 The term "conputer-readabl e

medi unt’ as _used herein refers to _any nediumthat participates in providing
i nst ruct i oRsAfhRecerdng Ldpimb Gathen ForBREES i on. Such a nedi um may t ake

many oot Binol RCUUAIRE BilksaddOtoli Mot 88edd kB NcdRLAL | b enIBMinRntidloat i |
medi a, and transm ssion nedi a. Non-vol atil'e nedia include, for exanple,
opti cal mpcatutgnet i c di sks, such as the storage device 1209. Vol atile nedia
i ncl ude dynam c nenory, such as main nmenory 1205. Transm ssion nedi a

i ncl ude coaxi al cables, copper wire and fiber optics, including the wires
that conprisg nfdiedidsordid@ o cldilP SRR b&p B & can al so take the form of
acoustic, optical, or electromagneticwaves, such as those generated during
radi o gbmresgfingrrcshallexRp nzasshet iomas kay agreRmetiamessegsrerolianeedt Vish e tasipdn f or ns of
conput er-r nedia. i or exanple, a floppy disk, a flexible

di sk, hd?ﬁgﬁggﬁ¥%ﬁgggggF%R%%g%%mggy ot her magnetic nmedium a CDROM CDRW
DVD, any other optical nmedium punch cards, paper tape, optical mark
sheets, any ot her ghysical mediumwi th patterns of holes or other optically

r ecogni zableA; mdihed accoxdimnly gaipROVVheraln EPRENRLIECIABFEPROMIUIEHY ot her
menory Cchlid.. 3 I ier wave, or ‘any ot her nediumfromwhich a
conmput erﬁi:fg%ill;egglé[ﬁk%};og‘%gafg?s@gﬁé’ous forms of conputer-readabl e nedia may be
involved in providing instructions to a processor for execution. For
exanple, the instructions for carrying out at |east part of the invention
may initiaPty Bethpdesrerding to slaighbt Vhergindhe bey agrecaippt & RRHRPIAIRVET Ph such a
scenari o oads the instructions into main nenory and
sends th%m#ﬁg%&ﬁ%?%gﬁgpgggéﬁgmgélephone line using a nodem A nodem of a

| ocal systemreceives the data on the tel ephone Iine and uses an infrared
transmitter to convert the data_to an infrared signal .and transmt the

i nfrared sifgrAl metiod #repiding & cHputh nyhaeini te, tesiial 4g nBaredral digit al
assi stan : 1At g £ conputing
devi ce r%%@?@@%“? % %?%@% ??@%iggéé?ﬂgggﬂg%ﬁg%@ﬁ%%%g&gggﬁﬁé%?ﬁ%%ared

si gnal aadhgltisges ardhiteddaea on a bus. The bus conveys the data to main
menory, from which a processor retrieves and executes the instructions. The
instructions received by main nenory can optionally be stored on storage
devi ce either : p ' 3 r . 13A and
138 are. di qgrancigy St Lol i oA o el e < o
suppor t i drplieege nudshelrdrmttientqatisn potache(GHARNt i on. FI Gs. 13A and 13B show
exenpl ary cel lular nobil e phone systens each with both nobile station
(e.g., handset) and base station having a transceiver installed (as part of
a Digital Signal Processor (DSP)), hardware, software, an integrated
circuit, and/or a sem conductor device in the base station and nobile
station). By way of exanple, the radio network supports Second and Third
Generation (2G and 3G services as defined by the International

Tel econmuni cations Union (I TU) for International Mobile Tel ecommunications
2000 (Mr-2000). For the purposes of explanation, the carrier and channel

I




capability of the radio network is explained with respect to a cdm2000
architecture. As the third-generation version of 1S-95 ¢dnma2000 is being
st andar diweaoéanssise Third CGenerati on Partnership ProjecC2Ig3arRdp7 0133] A
radi o network 1300 includes nobile st&tions 1301 (e.g., handsets,

term nal s, gatlo units, devices, or any type of interface to the user
(such as " Pghio "forcgtutﬁt?ml?aP?gc‘g’thS}I)g in conmunication with a Base Station
SubsystBM haile'aqg% wpﬂ:t(aq{eﬁuld?ﬁ eloReRNE 2 8HRREH BN REwdREed Pc#ﬁ?%}fo dao the
radi o networ upports Third Generation (3G services as é) by the
| nter nakﬁmftemﬁe E@@@nhmh@atmtb?lset‘wmlmﬁn(drlﬂ'w)comg’urftd'tpémmlmatgmd[kejvbbl | e

Tel eco i cat | l..hi exanm t he ,BSS 1303

i ncl udggéu Egl ,gglieéﬁ rlgﬁgﬁoecf’ (\ﬁ/uértoéqg‘?%i%%ge téﬁ%)a %{5@ at =S ésé?‘%f? |§ ®Control | er
(BSC) 1B&7Zand t hough a single BTS is shown, it is recognized that multiple
BTSs are typicall nnected to the BSC thr ough, for exanple,

poi ntgeE‘Br-ab%é)?t’E‘laftF%@%aﬁg&m@S@r%§@Sy| s linked to a Packet Data Serving Node
(PDSN) 1309 through a transm ssion control entity, or a Packet Control
Function (PCF) 1311. Since the PDSN 1309 serves as a gateway to external
net wor ks, % ./gmetiodeactatiiigretclald 183 wiieredd HerkepragiainentCRonustEhcli@swor ks 1315,

t he PDS%%&%% can i ncl yde an Access, Authorization and Accounting system
(AAA) 1317t Héréaedﬁe%F’V SFRAMFe the identity and privil eges of a user and
to track each user's activities. The network 1315 conprises a Network .
Managenent System (NMS) 1331 linked to one or nore databases 1333 that are
accessed tlir dughthad l%tk‘n’aiﬁilﬂg&ﬂcﬂm(nl-m\)wﬁbﬁe?oﬁtt&é&gll’agﬂeﬂﬁyntas platemeddvérda37. | 0135]
Al t hough a si n | e BSS @ﬁ% f)h it is recognized that nultiple BSSs
1303 ar 3”?%‘?&’% PI SPOUEH ¢beh a Mobile Switching Center (MSC) 1319. The
MSC 1319 provides connectivity to a circuit-switched tel ephone network,

such as the Public Switched Tel ephone Network (PSTN) 1321. Simlarly, it i's
al so recog]rl'tAedethdsthﬁccbﬂdmgl\#&@aihs&g?unmjcbmpﬂsimgtect ed to other M5Cs 1319 on

t he sane netwo 0 and/o to oth dio. n rks MBC 1319 is
gener %ﬂnrlgwndtﬂﬁr%aé . g“\“vﬁt‘f"ﬂ“é st e (Lt‘i’ﬁ{‘?it“”ét?n&‘goglf’éﬁ"’ E‘TZ@M%Q’ZS dat abase
t hat hokgis tenporary information about active subscribers to that MSC 1319.
The data within the VLR 1323 database is to a large extent a copy of the
Hone RS@ERINGRoRSHImpNe 2coMERE to Bgmediapubudicatiopmdiicdwsr es det ai | ed

subscri ber service subscription information. In sone inplenentations, the
HLR 1325 and VLR 1323 are the sane physical database; however, the HLR 1325
can be | ocat admathod aéda)maﬁgetol 5L 8, WheRSit B S8MhchitaadI rocddte Raml e, a

Si gnal i ng Syst em Nunber SS7) networ k. An Authentication Center (AuC
1327 coﬁ]gaaeﬁ@%‘&@%%‘“c?‘it%ﬁm%ﬁé@rqtﬁ’@ LgcHABRt i cation data, such as a secret
aut hentication key, is associated wwth the HLR 1325 for authenticating
users. Furthernore, the MSC 1319 is connected to a Short Message Service
Cent er ( SVM3G@) &B%atahﬁtfoﬁumeﬁﬁcaan@ccf@rmgds short nmessages to and fromthe

radi o net wor k 1300. 50136 Durin Xpl cal operation of the cellular
t el eptoAiheajjeatiopmagisconigned g cairliish asheradhoyduifing vetyarkelestent ider se- | i nk

si gnal s bk Qith 38k REwdR bR tota%;%gﬂeelﬁaﬂguﬁtaomgvttgﬁél@mgﬁa@mﬁ@' |s or other
conmmuni cations. Each reverse- Si gnal cel ve y a given BTS 1305 is

pr ocessegmght inconfiduead te tiatheqmreed hey toes ahthentigatiar rro¢edutfede wavided t o t he BSC
1307. T C at.ion an m)blllty
nanagengﬁ%uﬁsru%ﬁ%q%?a})lﬁgﬁ}ﬁ(gﬂjﬁﬁ%ﬁ%hge Of %&&rﬁ% dl n% t%o(rjtrr]n Odf‘lfje 6% handof f s

bet ween ﬁBtthSCdrﬂIgﬁredeﬂgerBS@alﬁ@sierdde&baged)uh&&agfa:edke}cel ved data to the MsC
1319, which in turn provides additional routing and/or sw tching for
interface with the PSTN 1321. The I\/BC 1319 is al so responsi ble for call
setup, cali, tern .nt.er- M5SC handoy pl enent ary
servi ces. LndTapiahh ArerdiRNBIRARTS. Rhert B uRl ke R U RR Bl B Ry o

t he radia@iff&tﬂﬂtrkanﬂ&@@x&ﬁngbscﬁmwvard I|nk messages. The PSTN 1321
interfaces with the MSC 1319. The MSC 1319 additionally interfaces with the
BSC 1307, which in turn commni cat es with the BTSs 1305, which nodul ate and
transmt sgts f Itn na o the sets of no n|t 1301.
(0137} asCsnubprep S ot o bt S W R el B Packe
Radi o S@lvmact&n(slﬁ?ﬂsyerlsedut@smmy:munﬁ 1350 are the Serving GPRS Supporti ng
Node (SGSN) 1332 and the Gateway GPRS Support Node (GGSN) 1334. In
addition, the GPRS infrastructure includes a Packet Control Unit PCU (1336)
and a Charging Gateway Function (CG-) 1338 |linked to a Billing System 1339.
A GPRS the Mobile Station (M5) 1341 enploys a Subscriber ldentity Mdule
(SIM 1343. (01.38) The PCU 1336 is a |logical network el enment responsible
for GPRS-related functions such as air interface access control, packet
scheduling on the air int erface and packet assenbly and re- assenbly
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t he BSC 1345; however, it can be collocated wwth a BTS 1347 or a SGSN 1332.
The SGSN 1332 provides equival ent functions as the MSC 1349 including

nobi | ity waregassnwt, security, and access control functipomaBmos/ooon7z he
packet -swi t ched domain. Furthernore, 3he SGSN 1332 has connectivity with
the PCU 1336 through, for exanple, a Fanme Rel ay-based interface using the
BSS GPRS pibotnepnargtBIsamylingAp elau ih fafiey cOPRIS8BSN i s shown, it is

recognized.t ha IRl xRN an divide the
ser v?dc%ang?eé‘éerFn%égn%grt%é%{gﬁ%‘? r;Cg rou ?]“%é‘;"arggiaéggmi@ SB%@%&%&#%@%M nterface
al | ows paekeiithé annakicapninaiucdethgSEENS cordfignesd tSESHemverstrappilRA updat e t akes
pl ace during an on oin% Per.sanal vel opnent Pl anning (PDP) context. Wile
a given? %FH?@’%WP@ RFPEGaHPR 2RECM%B 45 any gi ven BSC 1345 general |y
interfaces with one SGSN 1332. Also, the SGSN 1332 is optionally connected
with the HLR 1351 through an SS7-based interface using GPRS enhanced Mbile
Appl i cati drf. Rar tapfadaly) acsording ot diemMBE &B&4®int theoughensivatBS 7proesied | nt er f ace
using Signalin nnect | Control Part Jhe SGSN HLR i nterface

al | ows ﬂ%@‘déi%%‘aﬁowiﬁ’é&%%ﬁﬁ”g et Pré’ﬁ’gglp 'to the HLR 1351 and to
retrieve GPRS-rel ated subscription information within the SGSN service
area. The SGSN MSC i nterface enabl es coordi nati on between circuit-swtched
servi ces arsdApaakeicodptiging the upregusandhheastpafictegneat sidmrizber for a voice
call. Finally, the SGSN 1332 interfaces with a SM5C 1353 to enabl e short
messagi ng functionality over the network 1350. [0.139] The GGSN 1334 is the
gat eway t Xt er . ks, such as the Internet 1313 or

ot her pringé£%ﬁ@?gg%%ﬁﬁgﬁwgﬁbguggﬁéﬁéThe net work 1355 conprises a Network
Managgsrentindy siessapd vB)thd BB atiddniotradintcatianeitivn nemwioek dataty aseguleds9 accessed
through a PDSN 1361. The GGSN 1334 assigns Internet Protocol (I1P) addresses
and can 'APEPRPORERIAPNE ¢ users acting as a Renpte Authentication Dial-In
User Qesdbl LRsfRtd fiellfiof @14ahdsSagk @6 afigekidi oftakecr6i@eM hd34 al so perform a
firewal | function to restrict unauthorized traffic. Althqu%h only one GGSN
1334 spsciftinakey esteblishmentisfmpden Vide a aaxgpadey tooapssagsayherap Tnt er f ace with
one or A . the two
entiti ersﬁ? %gdg\iﬁ \Rgéﬁfég a%‘%é‘ﬂ#‘%% tﬁggon t&mg?ﬂq%%ga%g\g\%g%&g?? glﬁ Ergl\gel%réldat a

net wor kslatametwaak.i ze sessi ons over the GPRS network 1350, the GGSN 1334
queries the HLR 1351 for the SGSN 1332 currently serving a M5 1341. | 0140]
The BTS 1347 and BSC 1345 nanage the radio interface, including controlling

whi ch Mobi e Stald,an aéd@in%?cg ﬂzfamslﬁ%ﬁ% HR %r%g&@qu&om%&@&esaé what

time. These el enents essen y refay nessages between the M5 1341 and
SGSN 133@perEaetr8E8Npb882]. nanages conmuni cations with an M5 1341, sending
and receiving data and keeping track of its location. The SGSN 1332 al so
regi sters the M5 1341, authenticates the M5 1341, and encrypts data sent to
the M5 1344; [ rﬁéeﬂmcﬂ@omhég {5 clBint 1894 AR theARYRE@E NshERAPRRG Mo a nobile
station (e.g., handset) capable of operating in the systenms of FIGs. 13A
and 13B,indudss DdffiegHallonaarpaeamstads. ment of the invention. Generally, a radio
receiver is often defined in terns offront-end and back-end
characteristics. The front-end of the receiver enconpasses all of the Radio
Frequency §RM) mefhhE Hicbidingo@las ot ifhpackpaadg:enconpasses all of the base
band processing circuitry. Pertinent internal conponents of the tel ephone

i ncl udeiting daiemagerietdrf tninesseaatopn ideotfier f piegningl. Si gnal Processor (DSP)
1405, and a receiver/transmtter unit including a mcrophone gain control
unit and a speaker gain control unit. A main display unit 1407 provides a
di splay too hg HSBSd hddoRMRPR tlaRf 192KhasE (BORlicGat bPRe RBE: MBPiId £ station
functions. AB audio function circuitry 1409 includes a m crophone 1411 and
m cr ophothecksnplor pidigestt hat anplifies the speech signal output fromthe

m crophone 1411. The anplified speech signal output fromthe m crophone
1411 is fed to a coder/decoder (CODEC) 1413. (0142) A radio section 1415
anplifies pOWSMH, R £0MUBELS cldiBAVEREMeinthOERRR kbR isCONPANLE AeGsagb t h a base
station, which is |nclude§ in a nnb[le communi cation system(e.g., Systens
of FI G a®rapten 188) (SNEKEXNt ethrfa mobily . norse apbomicationp| authasizatiopapid 419° and
the transmtter/ l,at | circuitry are operationally responsive to the
MCU 1403?”%W%ﬁggﬂgg§§%%k8?ron1the PA 1419 coupl ed to the dupl exer 1421 or
circulator or antenna switch, as known in the art. ((lI 43 In use, a user
of nobile station 1401 speaks into the m crophone 1411 and his or her voice
al ong with any detected background noise is converted into an anal og

vol tage. The anal og voltage is then converted into a digital signal through
the Analog to Digital Converter (ADC) 1423. The control unit 1403 routes
the digital signal into the DSP 1405 for processing therein, such as speech




encrypting, and interleaving. In the exenplary enbodi nent, the processed
voi ce signals are encoded, by units not separately shown, using the

cel | ul ar woansmss®7on protocol of Code Division Miltipl ecAaBBEO&0(CDVA) , as
described in detail in the Tel ecormuni9cati on I ndustry Association's

TI A/ El A/ 1 S-95- A %QHG t at i gn- Base, Station Conpatibility Standard for

Dual - Mode %A deBSHPd &yroudanteates FOMRTEHE ul ar System which is i ncor porat ed
her ei Rc&Ying @feds@ie ol teinSin@NAdchRing to b Gt plddscotRE a6&Sisd gnal s are then
routed to an equalizer 1425 for conpensat ion of any frequenhcy-dependent

i npai r mérfornatioaoveracdsta ety rhgrequestisdushentiertion ovfgrein the nadssagsuch as phase and
anplitu i 1Oy . 4 ZI i [ t he .nmodul at or 1427
conbi ne gﬁ%l‘%iee : é ?éstr%{g?ﬁv& dﬁi{hg{ IEQE?%{%I lr)léf)ﬂgsee%fteg?lée&eaéd ?%aﬁﬁéea ?Q&pﬁltﬁ?%‘g‘sfyac e 1429.

The noduebktablshmedididfogestipnapestymggiarsnetay fr byterying bndtheGueadyy.ahdphase

nodul ation. I n order to%pﬁre th{? signal for transm ssion, an up-converter
1431 EOF5AGE MaRE Ky Pasdopdboieistikeyfr om t he modul at or 1427 with anot her

si ne wave generated by a synthesizer 1433 to achieve the desired frequency
of transm ssion. The signal is then sent through a PA 1419 to increase the
si gnal to Zn Apmtbhal eabeligpwe claie\as] whereip tigctrirgadrt y&bersinclidve LA 1419
acts as.,a varj abl ain anplifier whose gain is controlled by the DSP 1405
fromi n#’%ﬁ?%&f‘%% 15&&8@#‘\?8@ froma network base station. The signal is then
filtered within the dupl exer 1421 and optionally sent to an antenna coupl er
1435 to match i npedances to provi de maxi num power transfer. Finally, the
signal is 2% ahsmithddegbcwidingatot daina 21 4dHertia the lkog aktatiahmest afdr@matiorAn

aut omati.c in.control (AGC) can be supplied to control the gain of the
final sty Sgﬁ“&’tﬁﬁ%dm%f‘@ *The signals may be forwarded fromthere to a
renmote tel ephone which may be anot her cellular tel ephone, other nobile
phone or a landline connected to a Public Switched Tel ephone Network
(PSTN), or2%tthmethbeé bepphiomgytornddinmatsk siheledl tAS neMagemchidgnalieriamaririd t ted to

t he nobil e st.ation %4%% aéﬁe received yia antenna 1417 and i rmedi ately

anpl i i &oF BYHERR PHIEE ARdPPHidly (LNA) 1437. A downconverter 1439 |owers
the carrier frequency while the denodul ator 1441 strips away the RF | eaving
only a digital bit stream The signal then goes through the equalizer 1425
and i s proZessetting dcherdDERo I, 25 iheydit ahe functhmabbthe Gaoreekdyers { DAC) 1443
converts,the signal and the resulting output is transmtted to the user
through0{‘*%&%83&@%@445, all under control of a Main Control Unit (MCU)
1403 ~ which can be inplenmented as a Central Processing Unit (CPU) (not
shown). [0146] The MCU 1403 receives various signals including input

si gnal s fr¥m4 hethod pbeaditg 1otdi@im TheviMbtin 08 crekéyvie assignating peaygec onmand and
a switch comrmand to i,.splay 1407 and to th eech,out put sw tching
cont r ol IBFYPHRS g%%t QSWUOF t %emogg%g%%%gciﬁghfﬁ@@gz&%o?lyrgat ion with
t he DSP atdQbtign@INamAAciesss an optional ly incorporated SIMcard 1449 and a
menory 1451. In addition, the MCU 1403 executes various control functions
required of the station. The DSP 1405 may, dependi ng upon the

i npl enent atqj o r .a variety of conventional digital processing
functi onsa%lr'l 1??1%&\%alfm%efg?sal%gyr?gﬁés?ug%ﬁ%?ﬁl%rgal |y, DSP 1405 determ nes the
backgsmatthkntioat®a nheil configurétbtol genahte @ mwissaga R RLthEdtRatidde signal s detect ed
by m crophone, 1411 and set ﬁ‘t egr? ai r}of m crophone 141 1 to a | evel

sel ect e PECEHERhYSR 20FFPT it igpreddo BRI BePtsirpRpings afd §fehithe nobi | e
stati on phdQbed Bdid 6F the bR sEEDRG AR Rction Gl H d8set kBE , AXmebé3 nangk DAC 1443. The
menory 1451 stores various data including call ‘incomng tone data and is
capabl e psyload taf ingjudnsimey keweeblislhen infornmtion,cvigesinmthe sacssaged via, e.g., the
gl obal | ft‘%g I es| I nory, flash
menory, @%gﬁ@%%?%og@rgﬁ grally 0 pﬁg:& &géroif%% gﬁg?lﬁ%%kog&él%}gfggg Hrragt%ii um known in

t he art .nefWekmenory device 1451 may be, but not limted to, a single
menory, CD, DvD, ROM RAM EEPROM optical storage, or any other

non-vol atil e storage nmedi um capabl e of storing digital data. 1A 4 J An

optionally,4n e 4 Er for instanc i_nport ant
i nformati o%li,' %ﬁéﬁ%gagﬁst 8‘§?1\eé:glt§%ga?mp O%‘gﬁ%hn hgrscfanf;ﬁ%t %rgﬁ)F c?lgp&%%e pl yi ng
servi ce hypettescramgfer protatel thit sappaizdes@ceonhynitatibay ¢vat thedata hbigvoft. M card 1449
serves primarily to identify the nobile station 1401 on a radi o network.
The card 1449 al so contains a nenory for storing a personal telephone
nunber registry, text nessages, and user specific nobile station settings.
\' ) \ FIG 15 shows an exenplary enterprise network, which can be any type
of data conmmunication network utilizing packet-based and/or cell-based
technol ogi es (e.g., Asynchronous Transfer Mde (ATM, Ethernet, |P-based,
etc.). The enteiprise network 1501 provides connectivity for wired nodes
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(fixed or nobile), which are each configured to performthe processes
descri bed above. The enterprise network 1501 can comrunicate with a variety
of ot her wetzwawdssz07such as a W.AN network 1511 (e.qg., | BEEIBDRA6¢/AMPRT72 a
cdma2000 cel lul ar network 1513, a tel#phony network 1515 (e.g., PSTN), or a
public data network 1517 q{,e. g I'nternet). }%;? 15Q). Wil e the invention has
been descridhéd RaaBr feerdiBg lplaim AL Ivheren therkey b shmepiinforgation

i mpl em%ﬂde?ﬁ?ﬁﬁe&ﬁ@ln{aﬂg ljeRR IS not so limted but covers various obvious
nodi fications and equi val ent arrangenents, which fall within the purview of
t he appended clains. Although features of the invention are expressed in
certain conbinations anong the clains, it js cont,eagjgl ated that t hese

1t
features cxnABePRIPRESgeardne RjARGpIhaendhe AiRPrEFHoR medalent 1S
CLAI MED oL ¥iouted ) sot 308 ad0 Feld Wk HRMdSGRL kdeh @O} §f M@migst abl i shing a key
with a terminal in a comunication network according to a key agreenent
protocol, wherein the termnal is configured to operate using spread
spectrum tying the agreed key to an authenti at.lontp ocedure to provide a
security dEl APREHISAREArdiBg i ot 3t etiaeig the TFCH’BCW s keY B3 ng a
master kgyb@aseds 8gedthe agreed key. 2. A nethod according to claiml,
further conprising: generating a challenge nessage fromthe agreed key
according to the authentication procedure. 3. A nethod according to claim!]
5 further conprising: generatin chal | enge nmessage, from a_key agreenent
message ex%gX@éBP%Uig‘WﬁgaP%diP%rt?ng‘}ngm é@c\f‘ﬂ?‘a IAgthe 5o¢! ‘iak%yegs égﬁ‘%’éﬁ%tg
pr ot 0COly ey e%nsfi;{amdke?qsmm &% BbRicMole aMABKREMA RehkSMBYLRETENT
pr ot ocol |ncg1 udeS a D ffie-Hel I'man key exchange schene. 5. A nethod
accor di rgeauoting QiNtAAAWKY ei n t he key agreenent is perfornmed over a
transport |ayer security (TLS) tunnel. 6. A nethod according to claim4,
wherein the termnal is configured to comruni cate using spread spectrum and
to performpogt shhaRRborBeER  Hing 1! frfedBRPrbiGg:aUt henti cation
architecture. 7. A nethod according to claim1, wherein the authentication
pr oc ed treeschive] apdBgurad raltinamipetelvaithn hise satiombing waead spechpwt ocol ( CHAP) . 8.
A oL 0 B DL S0 R REBREE B ccRBLARY L3I0 Prdlipee ey vt 2
pr ot ocolaccontimped 0 géresic aghamicktionlaediindtuies configured to tie the agreed key
to an authentication procedure to provide a security association that
supports reuse of the key; and generating a nmaster key based on the agreed
key. 9. A pgt C j i i : enent prot ocol
i ncl udes a%&%ﬁgﬁ—éﬂ%p%ﬁlgﬁ%& p@@%ﬁ%‘hﬁﬁm&%‘g&ﬁgﬁéﬁ olg according to
claim8, wherein the key agreenent is performed over a transport |ayer
security (TLS) tunnel. 11. A nethod according to claim8, further
conpri si ng39-cOmairidclar auipntipating comPHER&ior k el ement usi ng Code Di vi si on
Mul ti -‘@{.‘g% I(ﬂ‘%}%\g . : ] : ' ccording to a generic
aut heg‘lfciglcatl oﬁd%ghr%c I tle]fcl:lte {r?éeét &%&ﬁ@n{é%ﬁ%%?gg?g?ﬂggﬁ?g’ claim8, wherein the
aut herfidriveetingithe psep ddedttyeo i trchtirdasgistectralipend & geaedishizdsed eruthtieseri cat i on
pr ot ocol. P).,13. .An a rat for aut henti i ng, €O LSI hg: an
Dt hent i GST byrhins v s Gs Bho bR Ptbr Chr-CR AL SRR M U 2 Pet wor k
el ement  genedted Gromihe EaldbRRedtatdarkcadeg idi agplbgraphik siyorgmeenment prot ocol ,

wherein the network elenent is configured to tie the. agreed key to an

aut he ARCEARE R EPICHERRIRIOR P RAVATRRETS swdhe lopgtionadedetat i on that supports
reuse geﬁer&tk}% akl%heﬁmﬁ@%ﬁ%y ESHveAR s TRAMN B0 DRIt diddeto 169N | gured to
generate a master key based on the agreed key.” 14. An apparatus according
t o cl ai npar@netei dnchiding dneutheticatin@ohemandgnarbeaticatiorcicsnpese; a Di ffi e- Hel | man
key exchange hene. ..15. A t i |.aj .wherein the
oy adraanSe FEE MR iine s RPELRRIE RSRIE) bl B MM tiG £ el 16
An appargbptmsgccording to claim 13, further conprising: a transceiver
configured, to communicate with the network el enment usin ss%read, spectrum

validating an authentication response from the terminal using the authentication response
from the authentication vector; and

generating a master key based on the key parameters.



wherein the authentication nodul e being further configured to perform

boot strappi ng according to a generic authentication architecture. 17. An
appar at uswacoawmszeg to cl aim 13, wherein the aut henti cafconBpoeo@dir e

i ncl udes a chal | enge handshake aut hentli cati on protocol (CHAP). 18. A system

conprisin he a rat us. and .t he network el e t of claim13. 19. A nethod
f o?p a:Jt Leg%‘{’-c%meﬁﬁa%??g‘iﬁé F%fﬁ}?‘mb%gg é"h’ﬁfqnhﬁ‘e AURETcgin rfe&“l’s&lftg?@?f?tie@ ating

comuni Cabdr@Rg'd 4 rigalimaslkr @beegnt configured to perform bootstrapping;
setting a password field of the nessage to a function of a secret key; and
speci fying key establishnment information within a payl oad of the nessage,

wherein the, ness is transmitt ccording to.a transport protocol for
accessi ng ?hf%?’ﬁﬁjgg@ﬁc% %t%‘r‘*?al&} ggﬂ@ﬁﬁﬂﬂ ec ‘fersl\?"r%?rﬂégg%ﬁt@gr&?}ﬁﬁ to claim
19, whergiddidiStolth@RSPRUEAm O IeRabs deRshatisleskey vaydaesnltBX dectel antef er protocol .

21. A nethod according to claim19, wherein the key establishnment
information includes Diffie-Hell man paraneters. 22. A nmethod according to

claim19, furfher, conprising: .setting a.usernane field of {he nessage to an
Cdent] 11 er “hiA AU RRINES. ot T B BRGUEOR AP B8 Nhar o n ¢ he
funct i onagfont Mentsee eiets heedl drStha ra6E kadien dafa, e Gh@8Stoatigttvectdr iBRiROd
according to claim19, wherein the secret key is a signaling nessage

encr ypt iBeludiaga pefrieey) ang an iptegsky k¥ node aut henti cati on, authorization and
accounting (MN-AAA) key.25. A nethod for authenticating conprising:
receiving a nessage froma termnal, according to a transport protocol for
accessi ng INfOmFRHQBcRNRE tAcitial 20, REbMA e cFRRERShicnG MR aRideat | on,
wherein the nessage jncludes a password field that is a function of a

secr et k‘@ﬂ}ul%ﬂémg%aﬂoééﬂd YRR FCHPHePR Kesrite®t abl i shment i nf or mati on

speci fying paraneters for determ ning another secret key; and generating a
mast er key based on the secret keys. 26. A nethod according to claim 25,
wher ei n t hed.t 4 aRsRaT becbfddip0R0dlaih1 8, UgiRseia anylpRlityest setd & Sbgmpiat ocol . 27.
A nethod according to claim25, wherein the key establishnment 1nformation

i ncl udesPAFHGTE MRECNSTAIR B3 theniaeatiey register for ypg i Sencrtias e aviheniécaipmi m 25,

wher ei n J.R@. message includes a usernanme field for specifying an identifier
of atermnal. 29. A nethod according to claim25, wherein the function of
the secret key is a checksumor a digest. 30. A nethod according to claim
25, wherein the secret key is a signaling nessage encryption key (SMEKEY)
or a nobi | € ndbBeRat v ieai{GeERs COMRIEBE zati on and accounting (M- AAA) key.
31. An appah@ldis dulfenfithibe MghbRtdRg,ifOINLd fiefGy, @n aut hentication nodul e
configured to generate a nessage for authenticating communication with a
net wor k tednsnisiing o Althepiicaléibnireqyssirtp e nptwisdotlemerd ppifigyreddndravileset a password
field of 0 I f a.secret k. 1.t he message havi ng
a payl oabé)%gﬁrg}ﬂﬁ 1?%g?lg{fénsthgg%vt%ﬁgﬁaée%%nggqr?’%i ﬁéhﬁtus?rﬁé%lr%lﬁéOiaokr)lc,a%%er ein the
message register ansipired edganeae] tisadjod the asdr idesROEptpgraplic piratheersaccessi ng

i nformat.ign over data network. 32, An apparatus_ according to claim 31,
wher ei n lf‘ﬁl%dlflg 4 BIF‘tseiiFtdﬁ% 6‘?&(? Wﬁqeh%%g?eﬁ%ffﬁgf%ﬂ? rndgRSeRpt dgfaot ocol that
SUppPOr t SacsRamEeo g&@gﬂ@@h@ﬁ& laAStheY, VherdeEthe adtd oNEIMRENK g ratdddnappar at us
according to claim31l, wherein the key establishment "i nformation includes
Di f fi e- Hathertgptipa v egiert yrconvegiing thpcrapipaieplic sarametorsde key nacemedters m 31, wherein
t he aut ks i 118, | ' 0 set a useraane field of
t he nesgggg&tﬁ %E%%RP%??%{} itg1§ngy&g@§g¢%ﬂ§%1ogv§g&s h apparatus according to
cl ai m 31recaitieg theauthheticktimstokenfrah tHemetveek elemekiey i s a checksum or a di gest.
36. An appar at according to claim.31  wherej.n the secret key is a

si gnalin wg&ﬁ%a@ﬁ%}%ﬁﬁ%ﬁp&w%@%@%a fendcqtigh fkEhnode aut henti cati on,
aut hor i z@kdr@misdldigest edspdrse Osifdite AdIntice¥on r8shondp apparatus according to
claim 31, further conprising: a transceiver configured to comunicate with
t he bas eransmitiingthg §Igﬁ§f respPRsEdo %@@W&g@lement for validation; and .

generating a master key based on the key parameters.



wherein the authentication nodul e being further configured to perform

boot strappi ng according to a generic authentication architecture. 38. A
syst em conNpro&i/ossorhe apparatus and t he networ k el enent pofi/iB2eas/mo3z 39. A
met hod for authenticating conprising:42recei ving an aut hentication request
speci fyi ng ser. i.dentity froma_termnal; forwarding the user identity to
a |locati onélg'té&gj F%eh??l a%%?ﬁﬁklpéfﬂ dain %5 g éﬁ"h&‘é auihgaticatioregpest issasnerpigént i ty,
Crypt ographriingpas BypeitettSrah &6 preiobd. @ random secret data, and a secret data
generated fromthe random secret data according to a cryptographic

al gorithm receiving the generated cryptographic paranmeters fromthe

| ocation register: .generating an authentication vector by converting the
crypt ogr ap%?‘cl§ B’aeﬁ‘gﬂgf Cé’r”im% & Raye ﬁgr"‘ét‘r%?ﬂrb% CPRErTiRn fgmdbe auptheaphieat i ng
t oken andrafet@sitotBakdyGatdniers BSRABSE eSS thidihntNEs Al RNt i cating t oken
to a termnal configured to output the authentication response; validating
an aut hentication response fromthe term nal using the authentication

response f th ut henticatiaqn ctor, and generating a master key based
on the keyE%anl}" gﬁ?gqogras?? gl.ng,&orféatlﬁo ’éf@@‘&?l"ﬂﬁﬁgau nH¢apmvsgor ipdes a1 t he

aut hent ira@iohDunitRAURSTs baSeddRNBE Anesh 36EQ @iaNGe %&h@mkb\ﬂ?&{}%%&& hf@Pst er
protocol,.. 4]. A nethod according to clai m 39, wherein the conversion from
t he cryd’[‘%@&%ﬁ?@heﬂz&%ﬁﬁﬂ@?glti’ISGSt-he key paranmeters includes generating a
key based on the secret. data. 42. A nethod according to claim 39, wherein
t he aut hentication vector includes a random nunber that is based on the
random sec4®tA tiathad atdofligtio @4 £atiheHRin i X ] ci pher
key, and integrity ke@g.JAS. A et hod gﬁErgi;)tglﬁfég&?%[gghglffﬂmﬂgfg?%\,ﬁerei n the
cr ypt ogrraphitauieginationamd it raesptioncadgarifhar  aut henti cati on and voi ce
encryption algorithm 44. A nethod according to claim39, wherein a
plurality of sets of cryptographic paraneters are generated by the | ocation
regi ster &) Aisetiod geneinattongaitanes, 3ROk FALHOLALE R or ‘%%ngfhiémt hod for
aut henticating conprising: generating an authentication r}épq est specifying
a user PASHCIESAr Erierdss b the docafien matske friveain amentiog s puthentizativet wor k

el ement ye@pf i gured to provi de bootstrapping, wherein the network el enent
forwards the user identity to a |ocation register configured to generate,
based on the user identity, cryptographic paraneters including a random
secr et datfl’ nd a secret data generated fromthe random secret data

accor di ng t'o ‘4 BPFEUs S authcatictigy eememiiingiher ei n t he network el ement

gener @ fsheaficaih ARatic cad : ' t ogr aphi ¢
paraneters to key palr g?rﬁefg%??sd\/ti%%ﬁﬁ?%%\ﬁg%ﬁg%@ggfﬁ gr%&tn%%@ﬁeeand an

aut hent ideatityoandy esponse; receiving the authenticating token fromthe

net wo ; I h uthenticatign response based on the

it hom e B b O b dE p SRR P g i e

aut hent icotguod to epiie beotstrappheivhérbinghd hewek@Rsient RSPLIS@e L@rt he networ k

el enent 40. val kd%éi on;. and generating a master key based on the key

par anet &FEUYE0 & RCRIGHERSELWHaITSE I Fngtets; basadon theebwiidentitie aut hent i cati on
r equest ciyptogLpeic phRthcREGAEINERE at: ol. 47. A

met hod atgggrg??n @t o cl ai m 45, g.mgﬁgﬁnﬁgﬁﬁtre&a%m&e%%?%a&%%Jrrﬁg{aﬁg crypt ographic
par anet &P% herandam gespet dale aneording to mevrideephierlgoithinnyhercik éhe teaset on t he

secret dRb@nt ABeratbs . rdi | aim 45, wherein the aythentication
vector i ncl ﬁoée&sergerﬁ%l?%q ﬁgﬁn@grv g%t{)}gatyt cﬁg&abrtzﬁ%ge"t}}e% ‘i"ﬁ‘é@‘ﬁ&ﬁ%ﬁ?@@&? et data,
t he aut kehparaegtére inclndingon afithettiveting tokériidng aathehthtsn f§)nsean i Ntegrity key.

49. . ordin o claim45, wherein the cryptographic algorithm

i ncl ﬁ‘,esélgﬂ%:deetﬁ%gﬁegf : ﬁ%?’ﬂ’e?ﬁf?l’?%fegﬁo EFHB‘V?/@F(?E&%‘H@?\}Q&‘PW fnyBei t hm 50. A
met hod aeteorldilagent,ang HiialitéBticaibe moHie & it Bt dhrdfto S6LS: R CT YPt 0gr aphi c
par amet erg‘?areﬂgenerat ed by the location register for use In generating the

aut hent PEAFItGHIcREster baserhon tha authenticatingd ok toalstetvaive iacligehtmesposepr i si ng:  an
aut hent {,ga¢ i@ FuEBEHI LS GG LL U n.aut.hentication request
speci fyi ngéa uger I derlllti f?&é%rgldtgtgtg?egﬁggénl%\g/tgrrl%g&ﬁ?eldéﬂ;ﬁée&(etyo transmt the
aut hent bayamptors upervaiatianoofahsdipewd rekpaakebetiht newnfl gemead. t o provi de
boot st rappi ng, wherein the network el enent forwards the user identity to a
| ocation register configured to generate, based on the user identity,



cryptographi c paranmeters including a random secret data, and a secret data
generated fromthe random secret data according to a cryptographic

al gori t hmvowhevmssaw7t he net work el enent generates an aut remtuiBmas/H@a72vect or
by converting the cryptographic param8ters to key paraneters including an
aut henti cati ng token and an authentication response, wherein the

transcei vel2-i A0 fanpapEs acemiing e edlaimp Slebpel thseauhpnHeationcreanssy it oken from
t he net 3 i i on nodule is further configured to
out put ?§%§2§%ﬁ%ﬁ?@%ﬁ??%x&%ﬁéf%%ﬁﬁﬂéﬁﬁﬁﬁk t he aut henticating token, to
determ ne a di gest response using the authentication response, and to

generate a naster key based on the key paraneters upon validation of the

di gest resPondt BRPardws pecoudnk tel eldEnt 315 2wheapin o s a FAVESIoRe S9RYithy to cl ai m
51, wherei : ' | r ' ' t0. a

R e L Y S B S A P

wher ei n stdret dabnver si on fromthe cryptographic paraneters to the key
paraneters includes generating a key based on the secret data. 54. An
apparatus according to claimb51, wherein the authentication vector includes
a randon1nﬁﬂg [ - dom t entication
vect or furt'eﬁ{g%%%@'f%éggﬁgﬁﬁﬁggiigy@%gnd aﬁﬁgﬁﬁéggﬁfsmfgggh@%%bAn

appar at usndrocoungbenthat B bebeli am thd randére sedret datagthe rytherdigatigrhvestoalfigther t hm

i ncl udes g %ellujﬁr authgnti?atj)n and voice encryption algorithm 56. An
appar at JSAERS? HPRY P o1 &R XY Kferein a plurality of sets of

crypt ographi c paraneters are generated by the location register for use in
generating the authentication vector. 57. A system conprising the apparatus
of cl ai m 515. Andapphetuwetopondingetce kit . 51, wherein the cryptographic algorithm

includes a cellular authentication and voice encryption algorithm.

56. An apparatus according to claim 51, wherein a plurality of sets of cryptographic
parameters are generated by the location register for use in generating the authentication

vector.

57. A system comprising the apparatus of claim 51, and the network element.



