
ANTIGEN BINDING MOLECULES THATBIND EGFR, VECTORS ENCODING SAME, AND USES
THEREOF BACKGROUND OF THE INVENTION Field of the Invention [0001] The
present invention relates to antigen binding molecules (ABMs). In
particular embodiments, the present invention relates to recombinant
monoclonal antibodies, including chimeric, primatized or humanized
antibodies specific for human epidermal growth factor receptor (EGFR). In
addition, the present invention relates to nucleic acid molecules encoding
such ABMs, and vectors and host cells comprising such nucleic acid
molecules. The invention further relates to methods for producing the ABMs
of the invention, and to methods of using these ABMs in treatment of
disease. In addition, the present invention relates to ABMs with modified
glycosylation having improved therapeutic properties, including antibodies
with increased Fc receptor binding and increased effector function.
Background Art EGFR and Anti-EGFR Antibodies [0002] Human epidermal growth
factor receptor (also known as HER-I or Erb-Bl, and referred to herein as
"EGFR") is a 170 kDa transmembrane receptor encoded by the cerbB
protooncogene, and exhibits intrinsic tyrosine kinase activity (Modjtahedi
et al., Br. J. Cancer 73:228-235 (1996); Herbst and Shin, Cancer
94:1593-161 1 (2002)). SwissProt database entry P00533 provides the
sequence of EGFR. There are also isoforms and variants of EGFR (e.g.,
alternative RNA transcripts, truncated versions, polymorphisms, etc.)
including but not limited to those identified by Swissprot database entry
numbers P00533-1, P00533-2, P00533-3, and P00533-4. EGFR is known to bind
ligands including epidermal growth factor (EGF), transforming growth
factor-a (TGf-a), amphiregulin, heparin-binding EGF (hb-EGF), betacellulin,
and epiregulin (Herbst ar Shin, Cancer 94:1593-161 1 (2002); Mendelsohn and
Baselga, Oncogene 19:6550-6' (2000)). EGFR regulates numerous cellular
processes via tyrosine-kinase mediated transduction pathways, including,
but not limited to, activation of signal transpathways that control cell
proliferation, differentiation, cell survival, apoptosis, angiogenesis,
mitogenesis, and metastasis (Atalay et al, Ann. Oncology 14:1346-1363
(2003); Tsao and Herbst, Signal 4:4-9 (2003); Herbst and Shin, Cancer
94:1593-161 1 (2002); Modjtahedi et al, Br. J. Cancer 73:228-235 (1996)).
[0003] Overexpression of EGFR has been reported in numerous human malignant
conditions, including cancers of the bladder, brain, head and neck,
pancreas, lung, breast, ovary, colon, prostate, and kidney. (Atalay et al,
Ann. Oncology 14:1346-1363 (2003); Herbst and Shin, Cancer 94:1593-161 1
(2002) Modjtahedi et al, Br. J. Cancer 73:228- 235 (1996)). In many of
these conditions, the overexpression of EGFR correlates or is associated
with poor prognosis of the patients. (Herbst and Shin, Cancer 94:1593-161 1
(2002) Modjtahedi et al, Br. J . Cancer 73:228-235 (1996)). EGFR is also
expressed in the cells of normal tissues, particularly the epithelial
tissues of the skin, liver, and gastrointestinal tract, although at
generally lower levels than in malignant cells (Herbst and Shin, Cancer
94:1593-161 1 (2002)). [0004] Unconjugated monoclonal antibodies (mAbs) can
be useful medicines for the treatment of cancer, as demonstrated by the
U.S. Food and Drug Administration's approval of Trastuzumab (Herceptin(tm);
Genentech Inc,) for the treatment of advanced breast cancer (Grillo-Lopez,
A.-J., et al, Semin. Oncol. 26:66-73 (1999); Goldenberg, M. M., CHn. Ther.
27:309-18 (1999)), Rituximab (Rituxan(tm); K)EC Pharmaceuticals, San Diego,
CA, and Genentech Inc., San Francisco, CA), for the treatment of CD20
positive B-cell, low-grade or follicular Non-Hodgkin's lymphoma, Gemtuzumab
(Mylotarg(tm), Celltech/Wyeth-Ayerst) for the treatment of relapsed acute
myeloid leukemia, and Alemtuzumab (CAMPATH(tm), Millenium
Pharmaceuticals/Schering AG) for the treatment of B cell chronic
lymphocytic leukemia. The success of these products relies not only on
their efficacy but also on their outstanding safety profiles (Grillo-Lopez,
AJ. , et al, Semin. Oncol. 26:66-73 (1999); Goldenberg, M. M., Clin. Ther.
27:309-18 (1999)). In spite of the achievements of these drugs, there is
currently a large interest in obtaining higher specific antibody activity
than what is typically afforded by unconjugated mAb therapy. [0005] The
results of a number of studies suggest that Fc-receptor-dependent
mechanisms 



contribute substantially to the action of cytotoxic antibodies against
tumors and indicate that an optimal antibody against tumors would bind
preferentially to activation Fcreceptors and minimally to the inhibitory
partner FcgRIIB. (Clynes, R. A., et al, Nature Medicine 6(4)L43-446 (2000);
Kalergis, A.M., and Ravetch, J. V., J. Exp. Med. 195(12):\65Z-\6S9 (June
2002). For example, the results of at least one study suggest that
polymorphism in the FcgRIIIa receptor, in particular, is strongly
associated with the efficacy of antibody therapy. (Cartron, G., et al,
Blood 99(3):1'54-757 (February 2002)). That study showed that patients
homozygous for FcgRIIIa have a better response to Rituximab than
heterozygous patients. The authors concluded that the superior response was
due to better in vivo binding of the antibody to FcgRIIIa, which resulted
in better ADCC activity against lymphoma cells. (Cartron, G., et al, Blood
99(3):754-757 (February 2002)). [0006] Various strategies to target EGFR
and block EGFR signaling pathways have been reported. Small-molecule
tyrosine kinase inhibitors like gefitinib, erlotinib, and CI-1 033 block
autophosphorylation of EGFR in the intracellular tyrosine kinase region,
thereby inhibiting downstream signaling events (Tsao and Herbst, Signal 4 :
4-9 (2003)). Monoclonal antibodies, on the other hand, target the
extracellular portion of EGFR, which results in blocking ligand binding and
thereby inhibits downstream events such as cell proliferation (Tsao and
Herbst, Signal 4: 4-9 (2003)). [0007] Several murine monoclonal antibodies
have been generated which achieve such a block in vitro and which have been
evaluated for their ability to affect tumor growth in mouse xenograft
models (Masui, et al, Cancer Res. 46:5592-5598 (1986); Masui, et al, Cancer
Res. 44:1002-1007 (1984); Goldstein, et al, Clin. Cancer Res. 1: 131 1-1318
(1995)). For example, EMD 55900 (EMD Pharmaceuticals) is a murine anti-EGFR
monoclonal antibody that was raised against human epidermoid carcinoma cell
line A43 1 and was tested in clinical studies of patients with advanced
squamous cell carcinoma of the larynx or hypopharynx (Bier et al, Eur.
Arch. Otohinolaryngol. 252:433-9 (1995)). In addition, the rat monoclonal
antibodies ICRl 6, ICR62, and ICR80, which bind the extracellular domain of
EGFR, have been shown to be effective at inhibiting the binding of EGF and
TGF-a the receptor. (Modjtahedi et al, Int. J. Cancer 75:310-316 (1998)).
The murine monoclonal antibody 425 is another MAb that was raised against
the human A43 1 carcinoma cell line and was found to bind to a polypeptide
epitope on the external domain of the human epidermal growth factor
receptor. (Murthy et al, Arch. Biochem. Biophys. 252(2):549-560 (1987). A
potential problem with the use of murine antibodies /in therapeutic
treatments is that non-human monoclonal antibodies can be recognized by the
human host as a foreign protein; therefore, repeated injections of such
foreign antibodies can lead to the induction of immune responses leading to
harmful hypersensitivity reactions. For murine-based monoclonal antibodies,
this is often referred to as a Human Anti-Mouse Antibody response, or
"HAMA" response, or a Human Anti- Rat Antibody, or "HARA" response.
Additionally, these "foreign" antibodies can_be attacked by the immune
system of the host such that they are, in effect, neutralized before they
reach their target site. Furthermore, non-human monoclonal antibodies
(e.g., murine monoclonal antibodies) typically lack human effector
functionality, i.e., they are unable to, inter alia, mediate complement
dependent lysis or lyse human target cells through antibody dependent
cellular toxicity or Fc-receptor mediated phagocytosis. [0008] Chimeric
antibodies comprising portions of antibodies from two or more different
species (e.g., mouse and human) have been developed as an alternative to
"conjugated" antibodies. For example, U.S. Patent No. 5,891,996 (Mateo de
Acosta del Rio et al.) discusses a mouse/human chimeric antibody, R3,
directed against EGFR, and U.S. Pat. No. 5,558,864 discusses generation of
chimeric and humanized forms of the murine anti- EGFR MAb 425. Also,
IMC-C225 (Erbitux(r); ImClone) is a chimeric mouse/human anti-EGFR
monoclonal antibody (based on mouse M225 monoclonal antibody, which
resulted in HAMA responses in human clinical trials) that has been reported
to demonstrate antitumor efficacy in various human xenograft models.
(Herbst and Shin, Cancer 94:1593-1611 (2002)). The efficacy of IMC-C225 has
been attributed to several mechanisms, including inhibition of cell events
regulated by EGFR signaling pathways, and possibly by increased
antibody-dependent cellular toxicity (ADCC) activity (Herbst and Shin,
Cancer 94:1593-161 1 (2002)). IMC-C225 was also used in clinical trials,
including in combination with radiotherapy and chemotherapy (Herbst and
Shin, Cancer 



94:1593-1611 (2002)). Recently, Abgenix, Inc. (Fremont, CA) developed
ABX-EGF for cancer therapy. ABX-EGF is a fully human anti-EGFR monoclonal
antibody. (Yang et al, Crit. Rev. Oncol./Hematol. 38: 17-23 (2001)).
Antibody Glycosylation [0009] The oligosaccharide component can
significantly affect properties relevant to the efficacy of a therapeutic
glycoprotein, including physical stability, resistance to protease attack,
interactions with the immune system, pharmacokinetics, and specific
biologicalactivity. Such properties may depend not only on the presence or
absence, but also on the specific structures, of oligosaccharides. Some
generalizations between oligosaccharide structure and glycoprotein function
can be made. For example, certain oligosaccharide structures mediate rapid
clearance of the glycoprotein from the bloodstream through interactions
with specific carbohydrate binding proteins, while others can be bound by
antibodies and trigger undesired immune reactions. (Jenkins et al, Nature
Biotechnol. 14:975-81 (1996)). [0010] Mammalian cells are the preferred
hosts for production of therapeutic glycoproteins, due to their capability
to glycosylate proteins in the most compatible form for human application.
(Cumming et al, Glycobiology 7:1 15-30 (1991); Jenkins et al, Nature
Biotechnol. 14:975-81 (1996)). Bacteria very rarely glycosylate proteins,
and like other types of common hosts, such as yeasts, filamentous fungi,
insect and plant cells, yield glycosylation patterns associated with rapid
clearance from the blood stream, undesirable immune interactions, and in
some specific cases, reduced biological activity. Among mammalian cells,
Chinese hamster ovary (CHO) cells have been most commonly used during the
last two decades. In addition to giving suitable glycosylation patterns,
these cells allow consistent generation of genetically stable, highly
productive clonal cell lines. They can be cultured to high densities in
simple bioreactors using serum-free media, and permit the development of
safe and reproducible bioprocesses. Other commonly used animal cells
include baby hamster kidney (BHK) cells, NSO- and SP2/0- mouse myeloma
cells. More recently, production from transgenic animals has also been
tested. (Jenkins et al, Nature Biotechnol. 14:975-81 (1996)). [0011] All
antibodies contain carbohydrate structures at conserved positions in the
heavy chain constant regions, with each isotype possessing a distinct array
of N-linked carbohydrate structures, which variably affect protein
assembly, secretion or functional activity. (Wright, A., and Morrison, S.
L., Trends Biotech. 75:26-32 (1997)). The structure of the attached
N-linked carbohydrate varies considerably, depending on the degree of
processing, and can include high-mannose, multiply-branched as well as
biantennary complex oligosaccharides. (Wright, A., and Morrison, S. L.,
Trends Biotech. 15:26-32 (1997)). Typically, there is heterogeneous
processing of the core oligosaccharide structures attached at a particular
glycosylation site such that even monoclonal antibodies exist as multiple
glycoforms. Likewise, it has been shown thatmajor differences in antibody
glycosylation occur between cell lines, and even minor differences are seen
for a given cell line grown under different culture conditions. (Lifely, M.
R. et al, Glycobiology 5(^:813-22 (1995)). [0012] One way to obtain large
increases in potency, while maintaining a simple production process and
potentially avoiding significant, undesirable side effects, is to enhance
the natural, cell-mediated effector functions of monoclonal antibodies by
engineering their oligosaccharide component as described in Umana, P. et
al, Nature Biotechnol. 77:176-180 (1999) and U.S. Pat. No. 6,602,684, the
contents of which are hereby incorporated by reference in their entirety.
IgGl type antibodies, the most commonly used antibodies in cancer
immunotherapy, are glycoproteins that have a conserved N-linked
glycosylation site at Asn297 in each CH2 domain. The two complex
biantennary oligosaccharides attached to Asn297 are buried between the CH2
domains, forming extensive contacts with the polypeptide backbone, and
their presence is essential for the antibody to mediate effector functions
such as antibody dependent cellular cytotoxicity (ADCC) (Lifely, M. R., et
al, Glycobiology 5:813-822 (1995); Jefferis, R., et al, Immunol Rev.
163:59-76 (1998); Wright, A. and Morrison, S. L., Trends Biotechnol
75:26-32 (1997)). [0013] Umana et al. showed previously that overexpression
in Chinese hamster ovary (CHO) cells of
b(l,4)-N-acetylglucosaminyltransferase III ("GnTIII"), a
glycosyltransferase catalyzing the formation of bisected oligosaccharides,
significantly increases the in vitro ADCC activity of an anti-neuroblastoma
chimeric monoclonal 



antibody (chCE7) produced by the engineered CHO cells. {See Umana, P. et
al, Nature Biotechnol 77:176-180 (1999); and International Publication No.
WO 99/54342, the entire contents of which are hereby incorporated by
reference). The antibody chCE7 belongs to a large class of unconjugated
mAbs which have high tumor affinity and specificity, but have too little
potency to be clinically useful when produced in standard industrial cell
lines lacking the GnTIII enzyme (Umana, P., et al, Nature Biotechnol.
77:176-180 (1999)). That study was the first to show that large increases
of ADCC activity could be obtained by engineering the antibody-producing
cells to express GnTIII, which also led to an increase in the proportion of
constant region (Fc)-associated, bisected oligosaccharides, including
bisected, nonfucosylated oligosaccharides, above the levels found in
naturally-occurring antibodies.[0014] There remains a need for enhanced
therapeutic approaches targeting EGFR for the treatment of cell
proliferation disorders in primates, including, but not limited to, humans,
wherein such disorders are characterized by EGFR expression, particularly
abnormal expression (e.g., overxpression) including, but not limited to,
cancers of the bladder, brain, head and neck, pancreas, lung, breast,
ovary, colon, prostate, and kidney. BRIEF SUMMARY OF THE INVENTION [0015]
Recognizing the tremendous therapeutic potential of antigen binding
molecules (ABMs) that have the binding specificity of the rat ICR62
antibody (e.g., bind the same epitope) and that have been glycoengineered
to enhance Fc receptor binding affinity and effector function, the present
inventors developed a method for producing such ABMs. Inter alia, this
method involves producing recombinant, chimeric antibodies or chimeric
fragments thereof. The efficacy of these ABMs is further enhanced by
engineering the glycosylation profile of the antibody Fc region. [0016]
Accordingly, in one aspect, the invention is directed to an isolated
polynucleotide comprising: (a) a sequence selected from a group consisting
of: SEQ ID NO:54, SEQ ID NO:56, SEQ ID NO:58, SEQ ID NO:60, SEQ ID NO:62,
SEQ ID NO:64, SEQ ID NO:66, SEQ ID NO:68, SEQ ID NO:70, SEQ ID NO:72, SEQ
ID NO:74, SEQ ED NO: 122, and SEQ ID NO: 124; (b) a sequence selected from
a group consisting of: SEQ ID NO:76, SEQ ID NO:78, SEQ ID NO:80, SEQ ID
NO:82, SEQ DD NO:84, SEQ ID NO:86, SEQ ID NO:88, SEQ ID NO:90, SEQ ID
NO:92, SEQ ID NO:94, SEQ ID NO:96, SEQ ID NO:98, SEQ ID NO: 100, SEQ ID NO:
102, SEQ ID NO: 104, SEQ ID NO:106, and SEQ ID NO:126; and (c) SEQ ID
NO:108. In another aspect, the invention is directed to an isolated
polynucleotide comprising (a) a sequence selectd from the group consisting
of SEQ ID NO: 112 and SEQ ID NO: 114; (b) a sequence selectd from the group
consisting of SEQ ID NO:1 16 and SEQ ID NO:1 18; and (c) SEQ ID NO:1 19. In
one embodiment, any of these polynucleotides encodes a fusion polypeptide.
[0017] hi a further aspect, the invention is directed to an isolated
polynucleotide comprising a sequence selected from the group consisting of
SEQ ID No:2; SEQ ID No:4; SEQ ID No:6; SEQ ID No:8; SEQ ID No:10; SEQ ID
No:12; SEQ ID No:14; SEQ ID No: 16; SEQ ID No: 18; SEQ ID No:20; SEQ ID
No:22; SEQ ID No:24; SEQ ID No:26; SEQ ID No:28; SEQ ID No:30; SEQ ID No32;
SEQ DD No:34; SEQ DD No:36;SEQ ID No:38; SEQ ID No:40 and SEQ ID No: 120.
In another aspect, the invention is directed to an isolated polynucleotide
comprising a sequence selected from the group consisting of SEQ ID No:44;
SEQ ID No:46; SEQ ID No:50; and SEQ ID No.:52. In one embodiment, such
polynucleotides encode fusion polypeptides. [0018] The invention is further
directed to an isolated polynucleotide comprising a sequence having at
least 80%, 85%, 90%, 95%, or 99% identity to a sequence selected from the
group consisting of SEQ ID No:2; SEQ ID No:4; SEQ ID No:6; SEQ ID No:8; SEQ
ID No:10; SEQ ID No:12; SEQ ID No:14; SEQ ID No:16; SEQ ID No:18; SEQ ID
No:20; SEQ ID No:22; SEQ ID No:24; SEQ ID No:26; SEQ ID No:28; SEQ ID
No:30; SEQ ID No32; SEQ ID No:34; SEQ ID No:36; SEQ ID No:38; SEQ ID No:40
and SEQ ID No: 120, wherein said isolated polynucleotide encodes a fusion
polypeptide. In an additional aspect, the invention is directed to an
isolated polynucleotide comprising a sequence having at least 80% identity
to a sequence selected from the group consisting of SEQ ID No:44; SEQ ID
No:46; SEQ ID No:50; and SEQ ID No.:52, wherein said isolated
polynucleotide encodes a fusion polypeptide. [0019] The invention is also
directed to an isolated polynucleotide encoding a chimeric polypeptide
having the sequence of SEQ ID No.:l. In one embodiment, the polynucleotide
comprises a sequence encoding a polypeptide having the sequence of SEQ 



ID No.:l; and a sequence encoding a polypeptide having the sequence of an
antibody Fc region, or a fragment thereof, from a species other than rat.
The invention is also directed to an isolated polynucleotide encoding a
chimeric polypeptide having a sequence selected from the group consisting
of SEQ ID No:3; SEQ ID No:5; SEQ ID No:7; SEQ ID No:9; SEQ ID No:l l ; SEQ
ID No:13; SEQ ID No:15; SEQ ID No:17; SEQ ID No:19; SEQ ID No:21; SEQ ID
No:23; SEQ ID No:25; SEQ ID No:27; SEQ ID No:29; SEQ ID No:31; SEQ ID No33;
SEQ ID No:35; SEQ ID No:37; SEQ ID No:39; and SEQ ID No:121. In one
embodiment, the polynucleotide comprises a sequence encoding a polypeptide
having a sequence selected from the group consisting of SEQ ID No:3; SEQ ID
No:5; SEQ ID No:7; SEQ ID No:9; SEQ ID No:ll; SEQ ID No:13; SEQ ID No:15;
SEQ ID No:17; SEQ ED No:19; SEQ ID No:21; SEQ ID No:23; SEQ ID No:25; SEQ
ID No:27; SEQ ID No:29; SEQ ID No:31; SEQ ID No33; SEQ ID No:35; SEQ ID
No:37; SEQ ID No:39; and SEQ ID No: 121; and a sequence encoding a
polypeptide having the sequence of an antibody Fc region, or a fragment
thereof, from a species other than rat.[0020] In yet another aspect, the
invention is directed to an isolated polynucleotide encoding a chimeric
polypeptide having the sequence of SEQ ID No.:43. In one embodiment, the
polynucleotide comprises a sequence encoding a polypeptide having the
sequence of SEQ ID No.:43; and a sequence encoding a polypeptide having the
sequence of an antibody Fc region, or a fragment thereof, from a species
other than rat. hi yet another aspect, the invention is directed to an
isolated polynucleotide encoding a chimeric polypeptide having a sequence
selected from the group consisting of SEQ ID No:45; SEQ ID No:49; and SEQ
ID No.:51. In one embodiment, the polynucleotide comprises a sequence
encoding a polypeptide having a sequence selected from the group consisting
of SEQ ID No:45; SEQ ID No:49; and SEQ ID No.:51, and a sequence encoding a
polypeptide having the sequence of an antibody light chain constant region
(CL), or a fragment thereof, from a species other than rat. [0021] The
invention is also directed to an isolated polynucleotide comprising a
sequence encoding a polypeptide having the VH region of the ICR62 antibody,
or functional variants thereof, and a sequence encoding a polypeptide
having the sequence- of an antibody Fc region, or a fragment thereof, from
a species other than rat. In another aspect, the invention is directed to
an isolated polynucleotide comprising a sequence encoding a polypeptide
having the VL region of the ICR62 antibody, or functional variants thereof,
and a sequence encoding a polypeptide having the sequence of an antibody CL
region, or a fragment thereof, from a species other than rat. [0022] The
invention is further directed to an expression vector comprising any of the
isolated polynucleotides described above, and to a host cell that comprises
such an expression vector. In a further aspect, the invention is directed
to a host cell comprising any of the isolated polynucleotides described
above. [0023] In one aspect, the invention is directed to an isolated
polypeptide comprising: (a) a sequence selected from a group consisting of:
SEQ ID NO:53 SEQ ID NO:55, SEQ ID NO:57, SEQ ID NO:59, SEQ ID NO:61, SEQ ID
NO:63, SEQ ID NO:65, SEQ ID NO:67, SEQ ID NO:69, SEQ ID NO:71, SEQ ID
NO:73, SEQ ID NO: 123, and SEQ ID NO:125; (b) a sequence selected from a
group consisting of: SEQ ID NO:75, SEQ ID NO:77, SEQ ID NO:79, SEQ ID
NO:81, SEQ ID NO:83, SEQ ID NO:85, SEQ ID NO:87, SEQ ID NO:89, SEQ ID
NO:91, SEQ ID NO:93, SEQ ID NO:95, SEQ ID NO:97, SEQ ID NO:99, SEQ ID
NO:101, SEQ ID NO:103, SEQ ID Nq :105, and SEQED NO: 127; and (c) SEQ ID
NO: 107. wherein said polypeptide is a fusion polypeptide. In another
aspect, the invention is directed to an isolated polypeptide comprising (a)
a sequence selected from the group consisting of SEQ ED NO:1 11 and SEQ ED
NO.l 13; (b) SEQ ED NO: 115; and (c) SEQ ED NO: 117, wherein said
polypeptide is a fusion polypeptide. [0024] The invention is also directed
to a chimeric polypeptide comprising the sequence of SEQ ED NO..1 or a
variant thereof. The invention is further directed to a chimeric
polypeptide comprising the sequence of SEQ ID NO.:43 or a variant thereof.
Ln one embodiment, any one of these polypeptides further comprises a human
Fc region and/or a human CL region. The invention is also directed to a
chimeric polypeptide comprising a sequence selected from the group
consisting of SEQ ED No:3; SEQ ED No:5; SEQ ED No:7; SEQ ID No:9; SEQ ED
No.ll; SEQ ED No:13; SEQ ED No:15; SEQ ID No:17; SEQ ED No:19; SEQ ED
No:21; SEQ ED No:23; SEQ ED No:25; SEQ ED No:27; SEQ ED No:29; SEQ ED
No:31; SEQ ED No33; SEQ ID No:35; SEQ ED No:37; SEQ ED No:39; 



and SEQ ID No: 121, or a variant thereof. The invention is further directed
to a chimeric polypeptide comprising s sequence selected from the group
consisting of SEQ ED No:45; SEQ ED No:49; and SEQ ED No.:51, or a variant
thereof. In one embodiment, any one of these polypeptides further comprises
a human Fc region and/or a human CL region. In one embodiment, the human Fc
region comprises IgGl. [0025] In another aspect the invention is directed
to a polypeptide comprising a sequence derived from the ICR62 antibody and
a sequence derived from a heterologous polypeptide and to an
antigen-binding molecule comprising such a polypeptide. In one embodiment
the antigen-binding molecule is an antibody. In a preferred embodiment, the
antibody is chimeric. In another preferred embodiment, the antibody is
humanized or primatized. [0026] In another aspect, the invention is
directed to an ABM, which is capable of competing with the rat ICR62
antibody for binding to EGFR and which is chimeric. In one embodiment, the
ABM is an antibody or a fragment thereof. In a further embodiment, the ABM
is a recombinant antibody comprising a VH region having an amino acid
sequence selected from the group consisting of SEQ ED NO.: 1; SEQ ED No:3;
SEQ ED No:5; SEQ ED No:7; SEQ ED No:9; SEQ ED No:l l ; SEQ ED No:13; SEQ ED
No:15; SEQ ED No:17; SEQ ED No:19; SEQ ED No:21; SEQ ED No:23; SEQ ED
No:25;SEQ ID No:27; SEQ ID No:29; SEQ ID No:31; SEQ ID No33; SEQ ID No:35;
SEQ ID No:37; SEQ ID No:39; and SEQ ID No:121. In another embodiment, the
ABM is a recombinant antibody comprising a VL region having an amino acid
sequence selected from the group consisting of SEQ ID NO:43, SEQ ID No:45;
SEQ ID No:49; and SEQ ID No.:51. In a further embodiment the ABM is a
recombinant antibody that is primatized. In yet a further embodiment the
ABM is a recombinant antibody that is humanized. In another embodiment, the
ABM is a recombinant antibody comprising a human Fc region. In a further
embodiment, any of the ABMs discussed above may be conjugated to a moiety
such as a toxin or a radiolabel. [0027] The invention is further related to
an ABM of the present invention, said ABM having modified oligosaccharides.
In one embodiment the modified oligosaccharides have reduced fucosylation
as compared to non-modified oligosaccharides. In other embodiments, the
modified oligosaccharides are hybrid or complex. In a further embodiment,
the ABM has an increased proportion of nonfucosylated oligosaccharides or
bisected, nonfucosylated oligosaccharides in the Fc region of said
molecule. In one embodiment, the bisected, nonfucosylated oligosaccharides
are hybrid. In a further embodiment, the bisected, nonfucosylated
oligosaccharides are complex. In a one embodiment, at least 20% of the
oligosaccharides in the Fc region of said polypeptide are nonfucosylated or
bisected, nonfucosylated. In more preferred embodiments, at least 30%, 35%,
40%, 45%, 50%, 55%, 60%, 65%, 70% or 75% or more of the oligosaccharides
are nonfucosylated or bisected, nonfucosylated. [0028] The invention is
further related to a polynucleotide encoding any of the ABMs discussed
above, and to expression vectors and cells comprising such a
polynucleotide. [0029] The invention is further related to a method of
producing an ABM, which is capable of competing with the rat ICR62 antibody
for binding to EGFR and wherein said ABM is chimeric; said method
comprising: (a) culturing a host cell comprising a polynucleotide that
encodes an ABM of the present invention in a medium under conditions
allowing the expression of said polynucleotide encoding said ABM; and (b)
recovering said ABM from the resultant culture. [0030] In another aspect,
the invention is related to a pharmaceutical composition comprising the ABM
of the invention. It is contemplated that the pharmaceuticalcomposition may
further comprise a pharmaceutically acceptable carrier, an adjuvant or a
combination thereof. [0031] In a further aspect, the invention is related
to a method of treating a disease characterized by expression of EGFR
(e.g., abnormal or overexpression of EGFR). The method comprises
administering a therapeutically effective amount of the ABM of the present
invention to a subject, preferably a mammalian subject, and more preferably
a human in need thereof. In a preferred embodiment, the disease is treated
by administering an ABM that is a chimeric (e.g. humanized) antibody, or a
chimeric fragment of an antibody. In one embodiment, the ABM is
administered in an amount of about 1.0 mg/kg to about 15.0 mg/kg. In
another embodiment, the ABM is administered in an amount of about 1.5 mg/kg
to about 12.0 mg/kg. In a further embodiment, the 



ABM is administered in an amount of about 1.5 mg/kg to about 4.5 mg/kg. In
a further embodiment, the ABM is adminstered in an amount of about 4.5
mg/kg to about 12.0 mg/kg. In a further embodiment, the ABM is administered
in an amount selected from the group consisting of about 1.5, about 4.5,
and about 12.0 mg/kg. [0032] In yet another aspect, the invention is
related to a host cell engineered to express at least one nucleic acid
encoding a polypeptide having GnTIII activity in an amount sufficient to
modify the oligosaccharides in the Fc region of the ABM produced by the
host cell, wherein the ABM is capable of competing with the rat ICR62
antibody for binding to EGFR and wherein the ABM is chimeric. In one
embodiment, the polypeptide having GnTIII activity is a fusion polypeptide.
In another embodiment, the ABM produced by the host cell is an antibody or
an antibody fragment. In one embodiment, the antibody or antibody fragment
is humanized. In a further embodiment, the ABM comprises a region
equivalent to the Fc region of a human IgG. [0033] The invention is also
directed to an isolated polynucleotide comprising at least one (e.g., one,
two, three, four, five, or six) complementarity determining region of the
rat ICR62 antibody, or a variant or truncated form thereof containing at
least the specificitydetermining residues for said complementarity
determining region, wherein said isolated polynucleotide encodes a fusion
polypeptide. Preferably, such isolated polynucleotides encode a fusion
polypeptide that is an antigen binding molecule. In one embodiment, the
polynucleotide comprises three complementarity determining regions of the
rat ICR62 antibody, or variants or truncated forms thereof containing at
least the specificitydetermining residues for each of said three
complementarity determining regions. In another embodiment, the
polynucleotide encodes the entire variable region of the light or heavy
chain of a chimeric (e.g., humanized) antibody. The invention is further
directed to the polypeptides encoded by such polynucleotides. [0034] In
another embodiment, the invention is directed to an antigen binding
molecule comprising at least one (e.g., one, two, three, four, five, or
six) complementarity determining region of the rat ICR62 antibody, or a
variant or truncated form thereof containing at least the
specificity-determining residues for said complementarity determining
region, and comprising a sequence derived from a heterologous polypeptide.
In one embodiment, the antigen binding molecule comprises three
complementarity determining regions of the rat ICR62 antibody, or variants
or truncated forms thereof containing at least the specificity-determining
residues for each of said three complementarity determining regions. In
another aspect, the antigen binding molecule comprises the variable region
of an antibody light or heavy chain. In one particularly useful embodiment,
the antigen binding molecule is a chimeric, e.g., humanized, antibody. The
invention is also directed to methods of making such antigen binding
molecules, and the use of same in the treatment of disease, including
malignancies such as cancers of the bladder, brain, head and neck,
pancreas, lung, breast, ovary, colon, prostate, skin, and kidney. [0035]
The host cell of the present invention may be selected from the group that
includes, but is not limited to, an HEK293-EBNA cell, a CHO cell, a BHK
cell, a NSO cell, a SP2/0 cell, a YO myeloma cell, a P3X63 mouse myeloma
cell, a PER cell, a PER.C6 cell or a hybridoma cell. In one embodiment, the
host cell of the invention further comprises a transfected polynucleotide
comprising a polynucleotide encoding the VL region of the rat ICR62
antibody or variants thereof and a sequence encoding a region equivalent to
the Fc region of a human immunoglobulin. In another embodiment, the host
cell of the invention further comprises a transfected polynucleotide
comprising a polynucleotide encoding the VH region of the rat ICR62
antibody or variants thereof and a sequence encoding a region equivalent to
the Fc region of a human immunoglobulin. [0036] In a further aspect, the
invention is directed to a host cell that produces an ABM that exhibits
increased Fc receptor binding affinity and/or increased effector function
as a result of the modification of its oligosaccharides. In one embodiment,
the increasedbinding affinity is to an Fc receptor, particularly, the
FcgRIIIA receptor. The effector function contemplated herein may be
selected from the group that includes, but is not limited to, increased
Fc-mediated cellular cytotoxicity; increased binding to NK cells; increased
binding to macrophages; increased binding to polymorphonuclear cells;
increased binding to monocytes; increased direct signaling inducing
apoptosis; increased dendritic cell maturation; and increased T cell
priming. [0037] In a further embodiment, the host cell of the present
invention comprises at least 



one nucleic acid encoding a polypeptide having GnTIII activity that is
operably linked to a constitutive promoter element. [0038] In another
aspect, the invention is directed to a method for producing an ABM in a
host cell, comprising: (a) culturing a host cell engineered to express at
least one polynucleotide encoding a fusion polypeptide having GnTIII
activity under conditions which permit the production of said ABM and which
permit the modification of the oligosaccharides present on the Fc region of
said ABM; and (b) isolating said ABM; wherein said ABM is capable of
competing with the rat ICR62 antibody for binding to EGFR and wherein said
ABM is chimeric (e.g., humanized). In one embodiment, the polypeptide
having GnTIII activity is a fusion polypeptide, preferably comprising the
catalytic domain of GnTIII and the Golgi localization domain of a
heterologous Golgi resident polypeptide selected from the group consisting
of the localization domain of mannosidase II, the localization domain of
b(l,2)-N-acetylglucosaminyltransferase I ("GnTI"), the localization domain
of mannosidase I, the localization domain of
b(l,2)-Nacetylglucosaminyltransferase II ("GnTII"), and the localization
domain of a1-6 core fucosyltransferase. Preferably, the Golgi localization
domain is from mannosidase II or GnTI. [0039] In a further aspect, the
invention is directed to a method for modifying the glycosylation profile
of an anti-EGFR ABM produced by a host cell comprising introducing into the
host cell at least one nucleic acid or expression vector of the invention.
In one embodiment, the ABM is an antibody or a fragment thereof; preferably
comprising the Fc region of an IgG. Alternatively, the polypeptide is a
fusion protein that includes a region equivalent to the Fc region of a
human IgG.[0040] In one aspect, the invention is related to a recombinant,
chimeric antibody, or a fragment thereof, capable of competing with the rat
ICR62 antibody for binding to EGFR and having reduced fucosylation. [0041]
In another aspect, the present invention is directed to a method of
modifying the glycosylation of the recombinant antibody or a fragment
thereof of the invention by using a fusion polypeptide having GnTIII
activity and comprising the Golgi localization domain of a heterologous
Golgi resident polypeptide. In one embodiment, the fusion polypeptides of
the invention comprise the catalytic domain of GnTIII. In another
embodiment, the Golgi localization domain is selected from the group
consisting of: the localization domain of mannosidase II, the localization
domain of GnTI, the localization domain of mannosidase I, the localization
domain of GnTII and the localization domain of al-6 core
fucosyltransferase. Preferably, the Golgi localization domain is from
mannosidase II or GnTI. [0042] In one embodiment, the method of the
invention is directed towards producing a recombinant, chimeric antibody or
a fragment thereof, with modified oligosaccharides wherein said modified
oligosaccharides have reduced fucosylation as compared to nonmodified
oligosaccharides. According to the present invention, these modified
oligosaccharides may be hybrid or complex. In another embodiment, the
method of the invention is directed towards producing a recombinant,
chimeric (e.g., humanized) antibody or a fragment thereof having an
increased proportion of bisected, nonfucosylated oligosaccharides in the Fc
region of said polypeptide. In one embodiment, the bisected, nonfucosylated
oligosaccharides are hybrid. In another embodiment, the bisected,
nonfucosylated oligosaccharides are complex. In a further embodiment, the
method of the invention is directed towards producing a recombinant,
chimeric antibody or a fragment thereof having at least 20% of the
oligosaccharides in the Fc region of said polypeptide that are bisected,
nonfucosylated. In a preferred embodiment, at least 30% of the
oligosaccharides in the Fc region of said polypeptide are bisected,
nonfucosylated. In another preferred embodiment, wherein at least 35% of
the oligosaccharides in the Fc region of said polypeptide are bisected,
nonfucosylated. [0043] In a further aspect, the invention is directed to a
recombinant, chimeric antibody or a fragment thereof, that exhibits
increased Fc receptor binding affinity and/or increased effector function
as a result of the modification of its oligosaccharides. In oneembodiment,
the increased binding affinity is to an Fc activating receptor. In a
further embodiment, the Fc receptor is Fcg activating receptor,
particularly, the FcgRIIIA receptor. The effector function contemplated
herein may be selected from the group that includes, but is not limited to,
increased Fc-mediated cellular cytotoxicity; increased binding to NK cells;
increased binding to macrophages; increased binding to 



polymorphonuclear cells; increased binding to monocytes; increased direct
signaling inducing apoptosis; increased dendritic cell maturation; and
increased T cell priming. [0044] In another aspect, the invention is
directed to a recombinant, chimeric (e.g., humanized) antibody fragment,
having the binding specificity of the rat ICR62 antibody and containing the
Fc region, that is engineered to have increased effector function produced
by any of the methods of the present invention. [0045] In another aspect,
the present invention is directed to a fusion protein that includes a
polypeptide having a sequence selected from the group consisting of of SEQ
ID NO.: 1; SEQ ID No:3; SEQ ID No:5; SEQ ID No:7; SEQ ID No:9; SEQ ID No:l
l ; SEQ ID No:13; SEQ ID No:15; SEQ ID No:17; SEQ ID No:19; SEQ ID No:21;
SEQ ID No:23; SEQ ID No:25; SEQ ID No:27; SEQ ID No:29; SEQ ID No:31; SEQ
ID No33; SEQ ID No:35; SEQ ID No:37; SEQ E) No:39; and SEQ ID No:121, and a
region equivalent to the Fc region of an immunoglobulin and engineered to
have increased effector function produced by any of the methods of the
present invention. [0046] In another aspect, the present invention is
directed to a fusion protein that includes a polypeptide having a sequence
selected from the group consisting of SEQ ID NO:43, SEQ BD No:45; SEQ ID
No:49; and SEQ ID No. :5 land a region equivalent to the Fc region of an
immunoglobulin and engineered to have increased effector function produced
by any of the methods of the present invention. [0047] In one aspect, the
present invention is directed to a pharmaceutical composition comprising a
recombinant, chimeric (e.g.., humanized) antibody, produced by any of the
methods of the present invention, and a pharmaceutically acceptable
carrier. In another aspect, the present invention is directed to a
pharmaceutical composition comprising a recombinant, chimeric (e.g.,
humanized) antibody fragment produced by any of the methods of the present
invention, and a pharmaceutically acceptable carrier. In another aspect,
the present invention is directed to a pharmaceutical composition
comprising afusion protein produced by any of the methods of the present
invention, and i pharmaceutically acceptable carrier. [0048] In a further
aspect, the invention is directed to a method for targetting in vivo or in
vitro cells expressing EGFR. In one embodiment, the present invention is
directed to a method for targetting cells expressing EGFR in a subject
comprising administering to the subject a composition comprising an ABM of
the invention. [0049] In yet another aspect, the present invention is
directed to a method for detecting in vivo or in vitro the presence of EGFR
in a sample, e.g., for diagnosing a disorder related to EGFR expression. In
one embodiment, the detection is performed by contacting a sample to be
tested, optionally with a control sample, with an ABM of the present
invention, under conditions that allow for formation of a complex between
the ABM and EGFR. The complex formation is then detected (e.g., by ELISA or
other methods known in the art). When using a control sample with the test
sample,any statistically significant difference in the formation of
ABM-EGFR complexes when comparing the test and control samples is
indicative of the presence of EGFR in the test sample. [0050] The invention
is further directed to a method of treating a disorder related to EGFR
expression, in particular, a cell proliferation disorder wherein EGFR is
expressed, and more particularly, wherein EGFR is abnormally expressed
(e.g. overexpressed), including cancers of the bladder, brain, head and
neck, pancreas, lung, breast, ovary, colon, prostate, skin, and kidney
comprising administering a therapeutically effective amount of the
recombinant, chimeric (e.g., humanized) antibody or fragment thereof,
produced by any of the methods of the present invention, to a human subject
in need thereof. BRIEF DESCRIPTION OF THE FIGURES [0051] FIGURE 1 shows the
functional activity of individual heavy and light chimeric rat-human ICR62
polypeptide chains when combined with the humanized ICR62 constructs I-HHC
(heavy chain) and I-KB (light chain). rVL represents the chimeric light
chain, and rVH represents the chimeric heavy chain. The "r" designation
indicates that the variable domains are from the original rat
antibody.[0052] FIGURE 2 shows binding activity of humanized ICR62
antibodies comprising heavy chain variable region constructs I-HHC, I-HHA
and I-HLA and humanized light chain variable region constructs I-KA and
I-KB paired in various configurations. [0053] FIGURE 3 shows binding
activity of humanized ICR62 antibodies comprising heavy chain variable
region constructs I-HLB, I-HLC and I-HLA and humanized light 



chain variable region constructs I-KA and I-KC paired in various
configurations. [0054] FIGURE 4 shows binding activity of humanized ICR62
antibodies comprising heavy chain variable region constructs I-HLA2, I-HLA3
and I-HLA4 and humanized light chain variable region construct I-KC as
compared to chimeric rat-human ICR62 antibody. [0055] FIGURE 5 shows
binding activity of humanized ICR62 antibodies comprising heavy chain
variable region constructs I-HLA1, I-HLA3, I-HLA5 and I-HLA6 and humanized
light chain variable region construct I-KC as compared to chimeric
rat-human ICR62 antibody. [0056] FIGURE 6 shows binding activity of
humanized ICR62 antibodies comprising heavy chain variable region
constructs I-HLA7, 1-HLA6, and I-HHB and humanized light chain variable
region construct I-KC as compared to chimeric rat-human ICR62 antibody.
[0057] FIGURE 7 shows binding activity of humanized ICR62 antibodies
comprising heavy chain variable region constructs I-HHF, I-HLA9, and I-HLA8
and humanized light chain variable region construct I-KC as compared to
chimeric rat-human ICR62 antibody. [0058] FIGURE 8 shows binding activity
of humanized antibodies comprising heavy chain varible region constructs
I-HHB, I-HHD, I-HHG, I-HHF, I-HLA7, and I-HLA9 and humanized light chain
variable region construct I-KC. [0059] FIGURE 9 shows a comparison of
antibody mediated cellular cytotoxicity (ADCC) for various glycoforms of
the chimeric ICR62 antibody, as well as for the humanized variant I-HLA4.
"Gl" refers to glcyoengineering of the antibody by coexpression with
GnTIII. "G2" refers to glycoengineering of the antibody by coexpression
with GnTIII and ManII. "WT" refers to antibodies that were not
glycoengineered. The humanzied heavy chain constructs were paired with the
I-KC light chain construct. [0060] FIGURE 10 shows a comparison of ADCC for
the non-glycoengineered form (WT) and the G2 glycoform (i.e.,
glycoengineered by co-expression with GnTIII andManII) of the humanized
ICR62 antibody constructs I-HHB and I-HLA7. The same antibodies were
applied to two different target cell lines: in Panel A, the target cell
line LN229 was used; in Panel B, the cell line A431 was used. The humanzied
heavy chain constructs were paired with the I-KC light chain construct.
[0061] FIGURE HA and H B show a comparison of ADCC for non-glycoengineered
forms (WT) and G2 glcyoforms of chimeric ICR62 and the humanized ICR62
antibody constructs I-HHB and I-HLA7. The target cell line A431 was used.
The humanzied heavy chain constructs were paired with the I-KC light chain
construct. [0062] FIGURE 12 shows a comparison of 72h ADCC for G2
glcyoforms of chimeric ICR62 and the humanized ICR62 antibody constructs
I-HHB and I-HLA7. The humanzied heavy chain constructs were paired with the
I-KC light chain construct. [0063] FIGURE 13 shows an amino acid sequence
alignment of humanized ICR62 heavy chain variable region constructs
compared to the rat ICR62 sequences. Dots represent identity of amino acid
residues at a given position within a given construct. [0064] FIGURE 14
shows an FcgammaRIIIa-Fc binding assay using CHO cells displaying
recombinant human FcgammaRIIIa. A glycoengineered I-HHB/KC humanized
anti-EGFR IgGl antibody was compared to a non-glycoengineered (Wt)
antibody. [0065] FIGURE 15 shows a MALD/TOF-MS oligosaccharide profile for
glycoengineered humanized anti-EGFR IgGl antibody, I-HHB/KC.
Glycoengineering achieved by overexpression in the antibody-producing cells
of genes encoding enzymes with GnTIII and Golgi Mannosidase II activities,
yielding over 70% of non-fucosylated Fc-Asn297-linked oligosaccharides.
[0066] FIGURE 16 shows an anti-EGFR precision profile (n=6 replicates
across the calibration range) for the determination of anti-EGFR in 1%
monkey serum matrix (monkey serum pool CMS25/31/33, supplied by HLS).
[0067] FIGURE 17 shows a representative anti-EGFR calibration curve for the
determination of anti-EGFR in 1% monkey serum matrix. [0068] FIGURE 18
shows serum concentrations of anti-EGFR on Day 1 of weekly intravenous
administration of anti-EGFR to male cynomolgous monkeys. [0069] FIGURE 19
shows serum concentrations of anti-EGFR on Day 1 of weekly intravenous
administration of anti-EGFR to female cynomolgous monkeys.[0070] FIGURE 20
shows the relationship between areas under the serum anti-EGFR 



concentration-time curves (AUCi68) and dose level on Day 1 of weekly
intravenous administration of anti-EGFR to cynomolgous monkeys. [0071]
FIGURE 2 1 shows serum concentrations of anti-EGFR during weekly
intravenous administration of anti-EGFR to male cynomolgous monkeys. [0072]
FIGURE 22 shows serum concentrations of anti-EGFR during weekly intravenous
administration of anti-EGFR to female cynomolgous monkeys. [0073] FIGURE 23
shows the MALDI/TOF-MS profile of oligosaccharides from Fcengineered
(glycoengineered) anti-EGFR antibody used for the in vivo monkey studies
described in the Examples herein below. [0074] FIGURE 24 shows binding to
EGFR expressed on the surface of human A43 1 epidermoid carcinoma cells.
The antibody used for the binding study was the Fcengineered anti-EGFR
antibody (I-HHB construct) used for the in vivo monkey studies described in
the Examples herein below. [0075] FIGURE 25 shows binding to EGFR expressed
on surface of monkey COS-7 kidney cells. The antibody used was anti-EGFR
antibody (I-HHB heavy chain; I-KC light chain). For reference, binding to
low human EGFR-expressing cells, MCF-7 breast cancer cells, is shown.
[0076] FIGURE 26 shows Fc-FcgammaRIIIa binding using a whole cell (CHO
cells engineered to express human FcgRIIIa on their surface). The antibody
used was the Fcengineered (glycoengineered) anti-EGFR antibody used for the
in vivo monkey studies described in the Examples herein below. Binding for
a non-Fc-engineered (unmodified) control IgGl antibody is shown for
comparison. [0077] FIGURE 27 shows ADCC mediated by Fc-engineered
(glycoengineered) anti- EGFR antibody. Target cells are A549 human lung
carcinoma cells. ADCC activity for the non-Fc engineered (unmodified) form
of the antibody is shown for comparison. [0078] FIGURE 28 shows ADCC
mediated by Fc-engineered (glycoengineered) anti- EGFR antibody. Target
cells are CYNOM-Kl cynomolgus monkey keratinocyte cell line. ADCC activity
for the non-Fc engineered (unmodified) form of the antibody is shown for
comparison. [0079] FIGURE 29 shows EGFR target binding of various light
chain construct variants based on the I-KC construct paired with the heavy
chain I-HHD construct.DETAILED DESCRIPTION OF THE INVENTION [0080] Terms
are used herein as generally used in the art, unless otherwise defined as
follows. [0081] As used herein, the term antibody is intended to include
whole antibody molecules, including monoclonal, polyclonal and
multispecific (e.g., bispecific) antibodies, as well as antibody fragments
having the Fc region and retaining binding specificity, and fusion proteins
that include a region equivalent to the Fc region of an immunoglobulin and
that retain binding specificity. Also encompassed are antibody fragments
that retain binding specificity including, but not limited to, VH
fragments, VL fragments, Fab fragments, F(ab') 2 fragments, scFv fragments,
Fv fragments, minibodies, diabodies, triabodies, and tetrabodies (see,
e.g., Hudson and Souriau, Nature Med. 9 : 129- 134 (2003)). Also
encompassed are humanized, primatized and chimeric antibodies. [0082] As
used herein, the term Fc region is intended to refer to a C-terminal region
of an IgG heavy chain. Although the boundaries of the Fc region of an IgG
heavy chain might vary slightly, the human IgG heavy chain Fc region is
usually defined to stretch from the amino acid residue at position Cys226
to the carboxyl-terminus. [0083] As used herein, the term region equivalent
to the Fc region of an immunoglobulin is intended to include naturally
occurring allelic variants of the Fc region of an immunoglobulin as well as
variants having alterations which produce substitutions, additions, or
deletions but which do not decrease substantially the ability of the
immunoglobulin to mediate effector functions (such as antibody dependent
cellular cytotoxicity). For example, one or more amino acids can be deleted
from the N-terminus or C-terminus of the Fc region of an immunoglobulin
without substantial loss of biological function. Such variants can be
selected according to general rules known in the art so as to have minimal
effect on activity. (See, e.g., Bowie, J. U. et al., Science 247:1306-1310
(1990). [0084] As used herein, the term EGFR refers to the human epidermal
growth factor receptor (also known as HER-I or Erb-Bl) (Ulrich, A. et al,
Nature 309:418-425 



(1984); SwissProt Accession #POO533; secondary accession numbers: 000688,
000732, P06268, Q14225, Q92795, Q9BZS2, Q9GZX1, Q9H2C9, Q9H3C9, Q9UMD7,
Q9UMD8, Q9UMG5), as well as naturally-occurring isoforms and variants
thereof. Such isoforms and variants include but are not limited to the
EGFRvIII variant, alternativesplicing products (e.g., as identified by
SwissProt Accession numbers P00533-1, P00533- 2, P00533-3, P00533-4),
variants GLN-98, ARG-266, Lys-521, ILE-674, GLY-962, and PRO-988
(Livingston, RJ. et al, NIEHS-SNPs, environmental genome project, NIEHS
ES15478, Department of Genome Sciences, Seattle, WA (2004)), and others
identified by the following accession numbers: NM_005228.3, NM_201282.1,
NM_201283.1, NM_201284.1 (REFSEQ mRNAs); AF125253.1, AF277897.1,
AF288738.1, AI217671.1, AK127817.1, AL598260.1, AU137334.1, AW163038.1,
AW295229.1, BC057802.1, CB160831.1, K03193.1, U48722.1, U95089.1, X00588.1,
X00663.1; H54484S1, H54484S3, H54484S2 (MIPS assembly); DT.453606,
DT.86855651, DT.95165593, DT.97822681, DT.95165600, DT.100752430,
DT.91654361, DT.92034460, DT.92446349, DT.97784849, DT.101978019,
DT.418647, DT.86842167, DT.91803457, DT.92446350, DT.95153003, DT.95254161,
DT.97816654, DT.87014330, DT.87079224 (DOTS Assembly). [0085] As used
herein, the term EGFR ligand refers to a polypeptide which binds to and/or
activates EGFR. The term includes membrane-bound precursor forms of the
EGFR ligand, as well as proteolytically processed soluble forms of the EGFR
ligand. [0086] As used herein, the term ligand activation of EGFR refers to
signal transduction (e.g., that caused by an intracellular kinase domain of
EGFR receptor phosphorylating tyrosine residues in the EGFR or a substrate
polypeptide) mediated by EGFR ligand binding. [0087] As used herein, the
term disease or disorder characterized by abnormal activation or production
of EGFR or an EGFR ligand or disorder related to EGFR expression, refers to
a condition, which may or may not involve malignancy or cancer, where
abnormal activation and/or production of EGFR and/or an EGFR ligand is
occurring in cells or tissues of a subject having, or predisposed to, the
disease or disorder. [0088] As used herein, the terms overexpress,
overexpressed, and overexpressing, as used in connection with cells
expressing EGFR, refer to cells which have measurably higher levels of EGFR
on the surface thereof compared to a normal cell of the same tissue type.
Such overexpression may be caused by gene amplification or by increased
transcription or translation. EGFR expression (and, hence, overexpression)
may be determined in a diagnostic or prognostic assay by evaluating levels
of EGFR present on the suface of a cell or in a cell lysate by techniques
that are known in the art: e.g., via animmunohistochemistry assay,
immunofluorescence assay, immunoenzyme assay, ELISA, flow cytometry,
radioimmunoassay, Western blot, ligand binding, kinase activity, etc. (See
generally, CELL BIOLOGY: A LABORATORY HANDBOOK, Celis, J., ed., Academic
Press (2d ed., 1998); CURRENT PROTOCOLS IN PROTEIN SCIENCE, Coligan, J.E.
et al, eds., John Wiley & Sons (1995-2003); see also, Sumitomo et al, Clin.
Cancer Res. 10: 794- 801 (2004) (describing Western blot, flow cytometry,
and immunohistochemstry) the entire contents of which are herein
incorporated by reference)). Alternatively, or additionally, one may
measure levels of EGFR-encoding nucleic acid molecules in the cell, e.g.,
via fluorescent in situ hybridization, Southern blotting, or PCR
techniques. The levels of EGFR in normal cells are compared to the levels
of cells affected by a cell proliferation disorder (e.g., cancer) to
determine if EGFR is overexpressed. [0089] As used herein, the term antigen
binding molecule refers in its broadest sense to a molecule that
specifically binds an antigenic determinant. More specifically, an antigen
binding molecule that binds EGFR is a molecule which specifically binds to
a transmembrane receptor of 170 kDa, typically designated as the epidermal
growth factor receptor (EGFR), but also known as HER-I or ErbBl. By
"specifically binds" is meant that the binding is selective for the antigen
and can be discriminated from unwanted or nonspecific interactions. [0090]
As used herein, the terms fusion and chimeric, when used in reference to
polypeptides such as ABMs refer to polypeptides comprising amino acid
sequences derived from two or more heterologous polypeptides, such as
portions of antibodies from different species. For chimeric ABMs, for
example, the non-antigen binding components may be derived from a wide
variety of species, including primates such as chimpanzees and humans. The
constant region of the chimeric ABM is most preferably substantially 



identical to the constant region of a natural human antibody; the variable
region of the chimeric antibody is most preferably substantially identical
to that of a recombinant anti- EGFR antibody having the amino acid sequence
of the murine variable region. Humanized antibodies are a particularly
preferred form of fusion or chimeric antibody. [0091] As used herein, a
polypeptide having GnTIII activity refers to polypeptides that are able to
catalyze the addition of a N-acetylglucosamine (GIcNAc) residue in b-1-4
linkage to the b-linked mannoside of the trimannosyl core of N-linked
oligosaccharides. This includes fusion polypeptides exhibiting enzymatic
activity similar to, but notnecessarily identical to, an activity of
b(l,4)-N-acetylglucosaminyltransferase III, also known as
b-l,4-mannosyl-glycoprotein 4-beta-N-acetylglucosaminyl-transferase (EC
2.4.1.144), according to the Nomenclature Committee of the International
Union of Biochemistry and Molecular Biology (NC-IUBMB), as measured in a
particular biological assay, with or without dose dependency hi the case
where dose dependency does exist, it need not be identical to that of
GnTIII, but rather substantially similar to the dose-dependence in a given
activity as compared to the GnTIII (i.e., the candidate polypeptide will
exhibit greater activity or not more than about 25-fold less and,
preferably, not more than about tenfold less activity, and most preferably,
not more than about three-fold less activity relative to the GnTIII.)
[0092] As used herein, the term variant (or analog) refers to a polypeptide
differing from a specifically recited polypeptide of the invention by amino
acid insertions, deletions, and substitutions, created using, e g.,
recombinant DNA techniques. Variants of the ABMs of the present invention
include chimeric, primatized or humanized antigen binding molecules wherein
one or several of the amino acid residues are modified by substitution,
addition and/or deletion in such manner that does not substantially affect
antigen (e.g., EGFR) binding affinity. Guidance in determining which amino
acid residues may be replaced, added or deleted without abolishing
activities of interest, may be found by comparing the sequence of the
particular polypeptide with that of homologous peptides and minimizing the
number of amino acid sequence changes made in regions of high homology
(conserved regions) or by replacing amino acids with consensus sequence.
[0093] Alternatively, recombinant variants encoding these same or similar
polypeptides may be synthesized or selected by making use of the
"redundancy" in the genetic code. Various codon substitutions, such as the
silent changes which produce various restriction sites, may be introduced
to optimize cloning into a plasmid or viral vector or expression in a
particular prokaryotic or eukaryotic system. Mutations in the
polynucleotide sequence may be reflected in the polypeptide or domains of
other peptides added to the polypeptide to modify the properties of any
part of the polypeptide, to change characteristics such as ligand-binding
affinities, interchain affinities, or degradation/turnover rate. [0094]
Preferably, amino acid "substitutions" are the result of replacing one
amino acid with another amino acid having similar structural and/or
chemical properties, i.e.,conservative amino acid replacements.
"Conservative" amino acid substitutions may be made on the basis of
similarity in polarity, charge, solubility, hydrophobicity, hydrophilicity,
and/or the amphipathic nature of the residues involved. For example,
nonpolar (hydrophobic) amino acids include alanine, leucine, isoleucine,
valine, proline, phenylalanine, tryptophan, and methionine; polar neutral
amino acids include glycine, serine, threonine, cysteine, tyrosine,
asparagine, and glutamine; positively charged (basic) amino acids include
arginine, lysine, and histidine; and negatively charged (acidic) amino
acids include aspartic acid and glutamic acid. "Insertions" or "deletions"
are preferably in the range of about 1 to 20 amino acids, more preferably 1
to 10 amino acids. The variation allowed may be experimentally determined
by systematically making insertions, deletions, or substitutions of amino
acids in a polypeptide molecule using recombinant DNA techniques and
assaying the resulting recombinant variants for activity. As used herein,
the term humanized is used to refer to an antigen-binding molecule derived
from a non-human antigen-binding molecule, for example, a murine antibody,
that retains or substantially retains the antigen-binding properties of the
parent molecule but which is less immunogenic in humans. This may be
achieved by various methods including (a) grafting the entire non-human
variable domains onto human constant regions to generate chimeric
antibodies, (b) grafting only the non-human CDRs onto human framework and
constant regions with or without retention of critical framework residues
(e.g., those that are important for retaining good antigen binding 



affinity or antibody functions), or (c) transplanting the entire non-human
variable domains, but "cloaking" them with a human-like section by
replacement of surface residues. Such methods are disclosed in Jones et
al., Morrison et al., Proc. Natl. Acad. ScL, 81:6851-6855 (1984); Morrison
and Oi, Adv. Immunol., 44:65-92 (1988); Verhoeyen et al., Science,
239:1534-1536 (1988); Padlan, Molec. Immun., 28:489-498 (1991); Padlan,
Molec. Immun., 31(3):169-217 (1994), all of which are incorporated by
reference in their entirety herein. There are generally 3 complementarity
determining regions, or CDRs, (CDRl, CDR2 and CDR3) in each of the heavy
and light chain variable domains of an antibody, which are flanked by four
framework subregions (i.e., FRl, FR2, FR3, and FR4) in each of the heavy
and light chain variable domains of an antibody: FRl-
CDR1-FR2-CDR2-FR3-CDR3-FR4. A discussion of humanized antibodies can be
found,inter alia, in U.S. Patent No. 6,632,927, and in published U.S.
Application No. 2003/0175269, both of which are incorporated herein by
reference in their entirety. [0096] Similarly, as used herein, the term
primatized is used to refer to an antigenbinding molecule derived from a
non-primate antigen-binding molecule, for example, a murine antibody, that
retains or substantially retains the antigen-binding properties of the
parent molecule but which is less immunogenic in primates. [0097] In the
case where there are two or more definitions of a term which is used and/or
accepted within the art, the definition of the term as used herein is
intended to include all such meanings unless explicitly stated to the
contrary. A specific example is the use of the term "complementarity
determining region" ("CDR") to describe the non-contiguous antigen
combining sites found within the variable region of both heavy and light
chain polypeptides. This particular region has been described by Kabat et
al., U.S. Dept. of Health and Human Services, "Sequences of Proteins of
Immunological Interest" (1983) and by Chothia et al., J. MoI. Biol.
196:901-917 (1987), which are incorporated herein by reference, where the
definitions include overlapping or subsets of amino acid residues when
compared against each other. Nevertheless, application of either definition
to refer to a CDR of an antibody or variants thereof is intended to be
within the scope of the term as defined and used herein. The appropriate
amino acid residues which encompass the CDRs as defined by each of the
above cited references are set forth below in Table I as a comparison. The
exact residue numbers which encompass a particular CDR will vary depending
on the sequence and size of the CDR. Those skilled in the art can routinely
determine which residues comprise a particular CDR given the variable
region amino acid sequence of the antibody. TABLE l . CDR Definitions 1
Numbering of all CDR definitions in Table 1 is according to the numbering
conventions set forth by Kabat et al. (see below).2 "AbM" refers to the
CDRs as defined by Oxford Molecular's "AbM" antibody modeling software.
[0098] Kabat et al. also defined a numbering system for variable domain
sequences that is applicable to any antibody. One of ordinary skill in the
art can unambigously assign this system of "Kabat numbering" to any
variable domain sequence, without reliance on any experimental data beyond
the sequence itself. As used herein, "Kabat numbering" refers to the
numbering system set forth by Kabat et al., U.S. Dept. of Health and Human
Services, "Sequence of Proteins of Immunological Interest" (1983). Unless
otherwise specified, references to the numbering of specific amino acid
residue positions in an ABM are according to the Kabat numbering system.
The sequences of the sequence listing (i.e., SEQ ID NO:1 to SEQ ID NO: 127)
are not numbered according to the Kabat numbering system. However, as
stated above, it is well within the ordinary skill of one in the art to
determine the Kabat numbering scheme of any variable region sequence in the
Sequence Listing based on the numbering of the sequences as presented
therein. [0099] By a nucleic acid or polynucleotide having a nucleotide
sequence at least, for example, 95% "identical" to a reference nucleotide
sequence of the present invention, it is intended that the nucleotide
sequence of the polynucleotide is identical to the reference sequence
except that the polynucleotide sequence may include up to five point
mutations per each 100 nucleotides of the reference nucleotide sequence. In
other words, to obtain a polynucleotide having a nucleotide sequence at
least 95% identical to a reference nucleotide sequence, up to 5% of the
nucleotides in the reference sequence may be deleted or substituted with
another nucleotide, or a number of nucleotides up to 5% of the total
nucleotides in the reference sequence may be inserted into the reference
sequence. 



[00100] As a practical matter, whether any particular nucleic acid molecule
or polypeptide is at least 80%, 85%, 90%, 95%, 96%, 97%, 98% or 99%
identical to a nucleotide sequence or polypeptide sequence of the present
invention can be determined conventionally using known computer programs. A
preferred method for determining the best overall match between a query
sequence (a sequence of the present invention) and a subject sequence, also
referred to as a global sequence alignment, can be determined using the
FASTDB computer program based on the algorithm of Brutlag et al, Comp. App.
Biosci. (5:237-245 (1990). In a sequence alignment the query and subject
sequences are both DNA sequences. An RNA sequence can be compared by
converting U's to T's.The result of said global sequence alignment is in
percent identity. Preferred parameters used in a FASTDB alignment of DNA
sequences to calculate percent identity are: Matrix=Unitary, k-tuple=4,
Mismatch Penalty=l, Joining Penalty=30, Randomization Group Length=0,
Cutoff Score=l, Gap Penalty=5, Gap Size Penalty 0.05, Window Size=500 or
the length of the subject nucleotide sequence, whichever is shorter.
[00101] If the subject sequence is shorter than the query sequence because
of 5' or 3' deletions, not because of internal deletions, a manual
correction must be made to the results. This is because the FASTDB program
does not account for 5' and 3' truncations of the subject sequence when
calculating percent identity. For subject sequences truncated at the 5' or
3' ends, relative to the query sequence, the percent identity is corrected
by calculating the number of bases of the query sequence that are 5' and 3'
of the subject sequence, which are not matched/aligned, as a percent of the
total bases of the query sequence. Whether a nucleotide is matched/aligned
is determined by results of the FASTDB sequence alignment. This percentage
is then subtracted from the percent identity, calculated by the above
FASTDB program using the specified parameters, to arrive at a final percent
identity score. This corrected score is what is used for the purposes of
the present invention. Only bases outside the 5' and 3' bases of the
subject sequence, as displayed by the FASTDB alignment, which are not
matched/aligned with the query sequence, are calculated for the purposes of
manually adjusting the percent identity score. [00102] For example, a 90
base subject sequence is aligned to a 100 base query sequence to determine
percent identity. The deletions occur at the 5' end of the subject sequence
and therefore, the FASTDB alignment does not show a matched/alignment of
the first 10 bases at 5' end. The 10 unpaired bases represent 10% of the
sequence (number of bases at the 5' and 31 ends not matched/total number of
bases in the query sequence) so 10% is subtracted from the percent identity
score calculated by the FASTDB program. If the remaining 90 bases were
perfectly matched the final percent identity would be 90%. In another
example, a 90 base subject sequence is compared with a 100 base query
sequence. This time the deletions are internal deletions so that there are
no bases on the 5' or 3' of the subject sequence which are not
matched/aligned with the query. In this case the percent identity
calculated by FASTDB is not manually corrected. Once again, only bases 5'
and 3' of the subject sequence which are not matched/aligned with the
querysequence are manually corrected for. No other manual corrections are
to made for the purposes of the present invention. [00103] By a polypeptide
having an amino acid sequence at least, for example, 95% "identical" to a
query amino acid sequence of the present invention, it is intended that the
amino acid sequence of the subject polypeptide is identical to the query
sequence except that the subject polypeptide sequence may include up to
five amino acid alterations per each 100 amino acids of the query amino
acid sequence. In other words, to obtain a polypeptide having an amino acid
sequence at least 95% identical to a query amino acid sequence, up to 5% of
the amino acid residues in the subject sequence may be inserted, deleted,
or substituted with another amino acid. These alterations of the reference
sequence may occur at the amino or carboxy terminal positions of the
reference amino acid sequence or anywhere between those terminal positions,
interspersed either individually among residues in the reference sequence
or in one or more contiguous groups within the reference sequence. [00104]
As a practical matter, whether any particular polypeptide is at least 80%,
85%, 90%, 95%, 96%, 97%, 98% or 99% identical to a reference polypeptide
can be determined conventionally using known computer programs. A preferred
method for determining the best overall match between a query sequence (a
sequence of the present invention) and a subject sequence, also referred to
as a global sequence alignment, can be 



determined using the FASTDB computer program based on the algorithm of
Brutlag et al, Comp. App. Biosci. 6:237-245 (1990). In a sequence alignment
the query and subject sequences are either both nucleotide sequences or
both amino acid sequences. The result of said global sequence alignment is
in percent identity. Preferred parameters used in a FASTDB amino acid
alignment are: Matrix=PAM 0, k-tuple=2, Mismatch Penalty=l, Joining
Penalty=20, Randomization Group Length=0, Cutoff Score=l, Window
Size^sequence length, Gap Penalty=5, Gap Size Penalty=0.05, Window Size=500
or the length of the subject amino acid sequence, whichever is shorter.
[00105] If the subject sequence is shorter than the query sequence due to
N- or C-terminal deletions, not because of internal deletions, a manual
correction must be made to the results. This is because the FASTDB program
does not account for N- and C-terminal truncations of the subject sequence
when calculating global percent identity. For subject sequences truncated
at the N- and C-termini, relative to the query sequence, the
percentidentity is corrected by calculating the number of residues of the
query sequence that are N- and C-terminal of the subject sequence, which
are not matched/aligned with a corresponding subject residue, as a percent
of the total bases of the query sequence. Whether a residue is
matched/aligned is determined by results of the FASTDB sequence alignment.
This percentage is then subtracted from the percent identity, calculated by
the above FASTDB program using the specified parameters, to arrive at a
final percent identity score. This final percent identity score is what is
used for the purposes of the present invention. Only residues to the N- and
C-termini of the subject sequence, which are not matched/aligned with the
query sequence, are considered for the purposes of manually adjusting the
percent identity score. That is, only query residue positions outside the
farthest N- and C-terminal residues of the subject sequence. [00106] For
example, a 90 amino acid residue subject sequence is aligned with a 100
residue query sequence to determine percent identity. The deletion occurs
at the N-terminus of the subject sequence and therefore, the FASTDB
alignment does not show a matching/alignment of the first 10 residues at
the N-terminus. The 10 unpaired residues represent 10% of the sequence
(number of residues at the N- and C- termini not matched/total number of
residues in the query sequence) so 10% is subtracted from the percent
identity score calculated by the FASTDB program. If the remaining 90
residues were perfectly matched the final percent identity would be 90%. In
another example, a 90 residue subject sequence is compared with a 100
residue query sequence. This time the deletions are internal deletions so
there are no residues at the N- or C-termini of the subject sequence which
are not matched/aligned with the query. In this case the percent identity
calculated by FASTDB is not manually corrected. Once again, only residue
positions outside the N- and C-terminal ends of the subject sequence, as
displayed in the FASTDB alignment, which are not matched/aligned with the
query sequence are manually corrected for. No other manual corrections are
to be made for the purposes of the present invention. [0100] As used
herein, a nucleic acid that "hybridizes under stringent conditions" to a
nucleic acid sequence of the invention, refers to a polynucleotide that
hybridizes in an overnight incubation at 420C in a solution comprising 50%
formamide, 5x SSC (750 mM NaCl, 75 mM sodium citrate), 50 mM sodium
phosphate (pH 7.6), 5x Denhardt'ssolution, 10% dextran sulfate, and 20
mg/ml denatured, sheared salmon sperm DNA, followed by washing the filters
in 0.1x SSC at about 650C. [0101] As used herein, the term Golgi
localization domain refers to the amino acid sequence of a Golgi resident
polypeptide which is responsible for anchoring the polypeptide in location
within the Golgi complex. Generally, localization domains comprise amino
terminal "tails" of an enzyme. [0102] As used herein, the term effector
function refers to those biological activities attributable to the Fc
region (a native sequence Fc region or amino acid sequence variant Fc
region) of an antibody. Examples of antibody effector functions include,
but are not limited to, Fc receptor binding affinity, antibody-dependent
cellular cytotoxicity (ADCC), antibody-dependent cellular phagocytosis
(ADCP), cytokine secretion, immune-complexmediated antigen uptake by
antigen-presenting cells, down-regulation of cell surface receptors, etc.
[0103] As used herein, the terms engineer, engineered, engineering and
glycosylation engineering are considered to include any manipulation of the
glycosylation pattern of a naturally occurring or recombinant polypeptide
or fragment thereof. Glycosylation 



engineering includes metabolic engineering of the glycosylation machinery
of a cell, including genetic manipulations of the oligosaccharide synthesis
pathways to achieve altered glycosylation of glycoproteins expressed in
cells. Furthermore, glycosylation engineering includes the effects of
mutations and cell environment on glycosylation. In one embodiment, the
glycosylation engineering is an alteration in glycosyltransferase activity.
In a particular embodiment, the engineering results in altered
glucosaminyltransferase activity and/or fucosyltransferase activity. [0104]
As used herein, the term host cell covers any kind of cellular system which
can be engineered to generate the polypeptides and antigen-binding
molecules of the present invention. In one embodiment, the host cell is
engineered to allow the production of an antigen binding molecule with
modified glycoforms. In a preferred embodiment, the antigen binding
molecule is an antibody, antibody fragment, or fusion protein. In certain
embodiments, the host cells have been further manipulated to express
increased levels of one or more polypeptides having GnTIII activity. Host
cells include cultured cells, e.g. , mammalian cultured cells, such as CHO
cells, HEK293-EBNA cells, BHK cells, NSO cells, SP2/0 cells, YO myeloma
cells, P3X63 mouse myeloma cells, PER cells, PER.C6cells or hybridoma
cells, yeast cells, insect cells, and plant cells, to name only a few, but
also cells comprised within a transgenic animal, transgenic plant or
cultured plant or animal tissue. [0105] As used herein, the term
Fc-mediated cellular cytotoxicity includes antibodydependent cellular
cytotoxicity and cellular cytotoxicity mediated by a soluble Fc-fusion
protein containing a human Fc-region. It is an immune mechanism leading to
the lysis of "antibody-targeted cells" by "human immune effector cells",
wherein: [0106] The human immune effector cells are a population of
leukocytes that display Fc receptors on their surface through which they
bind to the Fc-region of antibodies or of Fcfusion proteins and perform
effector functions. Such a population may include, but is not limited to,
peripheral blood mononuclear cells (PBMC) and/or natural killer (NK) cells.
[0107] The antibody-targeted cells are cells bound by the antibodies or
Fc-fusion proteins. The antibodies or Fc fusion-proteins bind to target
cells via the protein part Nterminal to the Fc region. [0108] As used
herein, the term increased Fc-mediated cellular cytotoxicity is defined as
either an increase in the number of "antibody-targeted cells" that are
lysed in a given time, at a given concentration of antibody, or of
Fc-fusion protein, in the medium surrounding the target cells, by the
mechanism of Fc-mediated cellular cytotoxicity defined above, and/or a
reduction in the concentration of antibody, or of Fc-fusion protein, in the
medium surrounding the target cells, required to achieve the lysis of a
given number of "antibody-targeted cells", in a given time, by the
mechanism of Fc - mediated cellular cytotoxicity. The increase in
Fc-mediated cellular cytotoxicity is relative to the cellular cytotoxicity
mediated by the same antibody, or Fc-fusion protein, produced by the same
type of host cells, using the same standard production, purification,
formulation and storage methods, which are known to those skilled in the
art, but that has not been produced by host cells engineered to express the
glycosyltransferase GnTIII by the methods described herein. [0109] By
antibody having increased antibody dependent cellular cytotoxicity (ADCC)
is meant an antibody, as that term is defined herein, having increased ADCC
as determined by any suitable method known to those of ordinary skill in
the art. One accepted in vitro ADCC assay is as follows:1) the assay uses
target cells that are known to express the target antigen recognized by the
antigen-binding region of the antibody; 2) the assay uses human peripheral
blood mononuclear cells (PBMCs), isolated from blood of a randomly chosen
healthy donor, as effector cells; 3) the assay is carried out according to
following protocol: i) the PBMCs are isolated using standard density
centrifugation procedures and are suspended at 5 x 106 cells/ml in RPMI
cell culture medium; ii) the target cells are grown by standard tissue
culture methods, harvested from the exponential growth phase with a
viability higher than 90%, washed in RPMI cell culture medium, labeled with
100 micro-Curies of 51Cr, washed twice with cell culture medium, and
resuspended in cell culture medium at a density of 105 cells/ml; iii) 100
microliters of the final target cell suspension above are transferred to
each well of a 96-well microtiter plate; 



iv) the antibody is serially-diluted from 4000 ng/ml to 0.04 ng/ml in cell
culture medium and 50 microliters of the resulting antibody solutions are
added to the target cells in the 96-well microtiter plate, testing in
triplicate various antibody concentrations covering the whole concentration
range above; v) for the maximum release (MR) controls, 3 additional wells
in the plate containing the labeled target cells, receive 50 microliters of
a 2% (V/V) aqueous solution of non-ionic detergent (Nonidet, Sigma, St.
Louis), instead of the antibody solution (point iv above); vi) for the
spontaneous release (SR) controls, 3 additional wells in the plate
containing the labeled target cells, receive 50 microliters of RPMI cell
culture medium instead of the antibody solution (point iv above); ,vii) the
96-well microtiter plate is then centrifuged at 50 x g for 1 minute and
incubated for 1 hour at 4C; viii) 50 microliters of the PBMC suspension
(point i above) are added to each well to yield an effectoptarget cell
ratio of 25:1 and the plates are placed in an incubator under 5% CO2
atmosphere at 37C for 4 hours; ix) the cell-free supernatant from each well
is harvested and the experimentally released radioactivity (ER) is
quantified using a gamma counter;x) the percentage of specific lysis is
calculated for each antibody concentration according to the formula
(ER-MR)/(MR-SR) x 100, where ER is the average radioactivity quantified
(see point ix above) for that antibody concentration, MR is the average
radioactivity quantified (see point ix above) for the MR controls (see
point v above), and SR is the average radioactivity quantified (see point
ix above) for the SR controls (see point vi above); 4) "increased ADCC" is
defined as either an increase in the maximum percentage of specific lysis
observed within the antibody concentration range tested above, and/or a
reduction in the concentration of antibody required to achieve one half of
the maximum percentage of specific lysis observed within the antibody
concentration range tested above. The increase in ADCC is relative to the
ADCC, measured with the above assay, mediated by the same antibody,
produced by the same type of host cells, using the same standard
production, purification, formulation and storage methods, which are known
to those skilled in the art, but that has not been produced by host cells
engineered to overexpress GnTIII. [0110] In one aspect, the present
invention is related to antigen binding molecules having the binding
specificity of the rat ICR62 (i.e., binds to substantially the same
epitope), and to the discovery that their effector functions can be
enhanced by altered glycosylation. In one embodiment, the antigen binding
molecule is a chimeric antibody. In a preferred embodiment, the invention
is directed to a chimeric antibody, or a fragment thereof, comprising one
or more (e.g., one, two, three, four, five, or six) of the the CDRs of any
of SEQ ID NOs:53-108 and/or SEQ ID NO:s 122-127. Specifically, in a
preferred embodiment, the invention is directed to an isolated
polynucleotide comprising: (a) a sequence selected from a group consisting
of: SEQ ID NO:54 SEQ ID NO:56, SEQ ID NO:58, SEQ ID NO:60, SEQ ID NO:62,
SEQ ID NO:64, SEQ ID NO:66, SEQ ID NO:68, SEQ ID NO:70, SEQ ID NO:72, SEQ
ID NO:74, SEQ ID NO:122, and SEQ ID NO: 124; (b) a sequence selected from a
group consisting of: SEQ ID NO:76, SEQ ID NO:78, SEQ ID NO:80, SEQ ID
NO:82, SEQ ID NO:84, SEQ ID NO:86, SEQ ID NO:88, SEQ ID NO:90, SEQ ID
NO:92, SEQ ID NO:94, SEQ ID NO:96, SEQ ID NO:98, SEQ ID NO:100, SEQ ID
NO:102, SEQ ID NO:104, SEQ ID NO:106, and SEQ ID NO:126; and (c) SEQ ID
NO:108. In another preferred embodiment, the invention is directed to an
isolated polynucleotide comprising (a) a sequence selectd from the
groupconsisting of SEQ ID NO:1 12 and SEQ ID NO:1 14; (b) a sequence
selectd from the group consisting of SEQ ID NO: 116 and SEQ ID NO: 118; and
(c) SEQ ID NO: 119. In one embodiment, any of these polynucleotides encodes
a fusion polypeptide. [0111] In another embodiment, the antigen binding
molecule comprises the VH domain of the rat ICR62 antibody encoded by SEQ
ID NO:1 or SEQ ID NO:2, or a variant thereof; and a non-murine polypeptide.
In another preferred embodiment, the invention is directed to an antigen
binding molecule comprising the VL domain of the rat antibody encoded by
SEQ ID NO:43 or SEQ ID NO:44, or a variant thereof; and a non-murine
polypeptide. [0112] In another aspect, the invention is directed to antigen
binding molecules 



comprising one or more (e.g., one, two, three, four, five, or six)
truncated CDRs of ICR62. Such truncated CDRs will contain, at a minimum,
the specificity-determining amino acid residues for the given CDR. By
"specificity-determining residue" is meant those residues that are directly
involved in the interaction with the antigen. In general, only about
one-fifth to one-third of the residues in a given CDR participate in
binding to antigen. The specificity-determining residues in a particular
CDR can be identified by, for example, computation of interatomic contacts
from three-dimensional modeling and determination of the sequence
variability at a given residue position in accordance with the methods
described in Padlan et al, FASEB J. P(7j:133-139 (1995), the contents of
which is hereby incorporated by reference in their entirety. [0113]
Accordingly, the invention is also directed to an isolated polynucleotide
comprising at least one (e.g., one, two, three, four, five, or six)
complementarity determining region of the rat ICR62 antibody, or a variant
or truncated form thereof containing at least the specificity-determining
residues for said complementarity determining region, wherein said isolated
polynucleotide encodes a fusion polypeptide. Preferably, such isolated
polynucleotides encode a fusion polypeptide that is an antigen binding
molecule. In one embodiment, the polynucleotide comprises three
complementarity determining regions of the rat ICR62 antibody, or variants
or truncated forms thereof containing at least the specificity-determining
residues for each of said three complementarity determining regions. In one
embodiment, the polynucleotide comprises at least one of the CDRs set forth
in Tables 2-5, below. In another embodiment, the polynucleotide encodes the
entire variable region of the light or heavychain of a chimeric (e.g.,
humanized) antibody. The invention is further directed to the polypeptides
encoded by such polynucleotides. [0114] In another embodiment, the
invention is directed to an antigen binding molecule comprising at least
one (e.g., one, two, three, four, five, or six) complementarity determining
region of the rat ICR62 antibody, or a variant or truncated form thereof
containing at least the specificity-determining residues for said
complementarity determining region, and comprising a sequence derived from
a heterologous polypeptide. In one embodiment, the antigen binding molecule
comprises three complementarity determining regions of the rat ICR62
antibody, or variants or truncated forms thereof containing at least the
specificity-determining residues for each of said three complementarity
determining regions. In one embodiment, the antigen binding molecule
comprises at least one of the CDRs set forth in Tables 2-5, below. In
another aspect, the antigen binding molecule comprises the variable region
of an antibody light or heavy chain. In one particularly useful embodiment,
the antigen binding molecule is a chimeric, e.g., humanized, antibody. The
invention is also directed to methods of making such antigen binding
molecules, and the use of same in the treatment of disease, particularly
cell proliferation disorders wherein EGFR is expressed, particularly
wherein EGFR is abnormally expressed (e.g., overexpressed) compared to
normal tissue of the same cell type. Such disorders include, but are not
limited to cancers of the bladder, brain, head and neck, pancreas, lung,
breast, ovary, colon, prostate, skin, and kidney. EGFR expression levels
may be determined by methods known in the art and those described herein
(e.g., via immunohistochemistry assay, immunofluorescence assay,
immunoenzyme assay, ELISA, flow cytometry, radioimmunoassay, Western blot,
ligand binding, kinase activity, etc.). [0115] The invention is also
directed to a method for targeting in vivo or in vitro cells expressing
EGFR. Cells that express EGFR may be targeted for therapuetic purposes
(e.g., to treat a disorder that is treatable by disruption of EGFR-mediated
signaling, for example by blocking ligand binding, or by targeting
EGFR-expressing cells for destruction by the immune system). In one
embodiment, the present invention is directed to a method for targeting
cells expressing EGFR in a subject comprising administering to the subject
a composition comprising an ABM of the invention. Cells that express EGFR
may also be targeted for diagnostic purposes (e.g., to determine if they
are expressingEGFR, either normally or abnormally). Thus, the invention is
also directed to methods for detecting the presence of EGFR or a cell
expressing EGFR, either in vivo or in vitro. One method of detecting EGFR
expression according to the present invention comprises contacting a sample
to be tested, optionally with a control sample, with an ABM of the present
invention, under conditions that allow for formation of a complex between
the ABM and EGFR. The complex formation is then detected (e.g., by ELISA or
other 



methods known in the art). When using a control sample with the test
sample,any statistically significant difference in the formation of
ABM-EGFR complexes when comparing the test and control samples is
indicative of the presence of EGFR in the test sample. TABLE 2TABLE3TABLE 4
TABLE 5 [0116] It is known that several mechanism are involved in the
therapeutic efficacy of anti-EGFR antibodies, including blocking of ligand
(e.g., EGF, TGF-a, etc.) binding to EGFR and subsequent activation of
signaling pathways, antibody dependent cellular cytotoxicity (ADCC), and
the induction of growth arrest or terminal differentiation. [0117] The rat
monoclonal antibody ICR62 (IgG2b) was discussed in PCT Publication No. WO
95/20045, which is incorporated herein by reference in its entirety. It was
directed to the C epitope of EGFR, and was shown to inhibit ligand binding,
inhibitgrowth in vitro of squamous cell carcinomas expressing EGFR, and
induce regression of xenografts of tumors in athymic mice (WO 95/20045;
Modjtahedi et al, Br. J. Cancer 73:228-235 (1996)). As a fully rodent
antibody, administration of ICR62 rat monoclonal antibody to humans
resulted a HARA response in some patients following even a single dose. (WO
95/20045; Modjtahedi et al, Br. J. Cancer 73:228-235 (1996)). [0118]
Chimeric mouse/human antibodies have been described. See, for example,
Morrison, S. L. et al., PNAS 11:6851-6854 (November 1984); European Patent
Publication No. 173494; Boulianna, G. L, et al, Nature 312:642 (December
1984); Neubeiger, M. S. et al., Nature 314:268 (March 1985); European
Patent Publication No. 125023; Tan et al., J. Immunol. 135:8564 (November
1985); Sun, L. K et al., Hybridoma 5(1):517 (1986); Sahagan et al., J.
Immunol. 137:1066-1074 (1986). See generally, Muron, Nature 312:597
(December 1984); Dickson, Genetic Engineering News 5(3) (March 1985); Marx,
Science 229:455 (August 1985); and Morrison, Science 229:1202- 1207
(September 1985). IMC-C225 (Erbitux(r), Imclone) is a chimeric monoclonal
antibody directed against EGFR and having a mouse variable region and a
human constant region {See Herbst and Shin, Cancer 94: 1593-161 1 (2002)).
The murine portion of EVIC-225 is derived from M225, which was found to
bind EGFR and inhibit EGF-induced tyrosine kinase-dependent
phosphorylation, as well as inducing apoptosis in tumor cell lines
over-expressing EGFR (Herbst and Shin, Cancer 94: 1593-161 1 (2002)).
However, M225 elicited a HAMA reaction in patients treated with the
antibody in Phase I clinical trials (Herbst and Shin, Cancer 94: 1593-161 1
(2002)). EMC-225 has been tested in vivo and in vitro, and has been used in
combination with radiation therapy and chemotherapy in a number of tumor
types, including those associated with poor prognosis (Herbst and Shin,
Cancer 94: 1593-161 1 (2002)). However, MC-225 has been associated with
toxicities such as allergic and skin reactions in patients administered the
IMC-225 antibody in clincial trials (Herbst and Shin, Cancer 94: 1593-161 1
(2002)). [0119] In a particularly preferred embodiment, the chimeric ABM of
the present invention is a humanized antibody. Methods for humanizing
non-human antibodies are known in the art. For example, humanized ABMs of
the present invention can be prepared according to the methods of U.S. Pat.
No. 5,225,539 to Winter, U.S. Pat. No. 6,180,370 to Queen et al, U.S. Pat.
No. 6,632,927 to Adair et al, or U.S. Pat. Appl. Pub. No. 2003/0039649 to
Foote, the entire contents of each of which is herein incorporated
byreference. Preferably, a humanized antibody has one or more amino acid
residues introduced into it from a source which is non-human. These
non-human amino acid residues are often referred to as "import" residues,
which are typically taken from an "import" variable domain. Humanization
can be essentially performed following the method of Winter and co-workers
(Jones et al., Nature, 321:522-525 (1986); Riechmann et al., Nature,
332:323-327 (1988); Verhoeyen et al., Science, 239:1534-1536 (1988)), by
substituting hypervariable region sequences for the corresponding sequences
of a human antibody. Accordingly, such "humanized" antibodies are chimeric
antibodies (U.S. Pat. No. 4,816,567) wherein substantially less than an
intact human variable domain has been substituted by the corresponding
sequence from a non-human species. In practice, humanized antibodies are
typically human antibodies in which some hypervariable region residues and
possibly some FR residues are substituted by residues from analogous sites
in rodent antibodies. The subject humanized anti-EGFR antibodies will
comprise constant regions of human immunoglobulin. The choice of human
variable domains, both light and heavy, to be used in making 



the humanized antibodies is very important to reduce antigenicity.
According to the socalled "best-fit" method, the sequence of the variable
domain of a rodent antibody is screened against the entire library of known
human variable-domain sequences. The human sequence which is closest to
that of the rodent is then accepted as the human framework region (FR) for
the humanized antibody (Sims et al., J. Immunol., 151:2296 (1993); Chothia
et al., J. MoI. Biol, 196:901 (1987)). Another method of selecting the
human framework sequence is to compare the sequence of each individual
subregion of the full rodent framework (i.e., FRl, FR2, FR3, and FR4) or
some combination of the individual subregions (e.g., FRl and FR2) against a
library of known human variable region sequences that correspond to that
framework subregion (e.g., as determined by Kabat numbering), and choose
the human sequence for each subregion or combination that is the closest to
that of the rodent (Leung, U.S. Patent Application Publication No.
2003/0040606A1, published Feb. 27, 2003) (the entire contents of which are
hereby incorporated by reference). Another method uses a particular
framework region derived from the consensus sequence of all human
antibodies of a particular subgroup of light or heavy chains. The same
framework may be used for several different humanized antibodies (Carter et
al., Proc. Natl. Acad. Sci. USA, 89:4285 (1992); Presta et al., J.Immunol.,
151:2623 (1993)) (the entire contents of each of which are herein
incorporated by reference). [0121] It is further important that antibodies
be humanized with retention of high affinity for the antigen and other
favorable biological properties. To achieve this goal, according to a
preferred method, humanized antibodies are prepared by a process of
analysis of the parental sequences and various conceptual humanized
products using three-dimensional models of the parental and humanized
sequences. Three-dimensional immunoglobulin models can be generated using
computer programs familiar to those skilled in the art (e.g., InsightII,
Accelrys, Inc. (formerly MSI), or at http://swissmodel.expasy.org). These
computer programs can illustrate and display probable three-dimensional
conformational structures of selected candidate immunoglobulin sequences.
Inspection of these displays permits analysis of the likely role of the
residues in the functioning of the candidate immunoglobulin sequence, i.e.,
the analysis of residues that influence the ability of the candidate
immunoglobulin to bind its antigen. In this way, FR residues can be
selected and combined from the recipient and import sequences so that the
desired antibody characteristic, such as increased affinity for the target
antigen(s), is achieved. In general, the hypervariable region residues are
directly and most substantially involved in influencing antigen binding.
[0122] In one embodiment, the antibodies of the present invention comprise
a human Fc region. In a specific embodiment, the human constant region is
IgGl, as set forth in SEQ ID NOs 109 and 110, and set forth below: IgGl
Nucleotide Sequence (SEQ ID NO:1 10)
ACCAAGGGCCCATCGGTCTTCCCCCTGGCACCCTCCTCCAAGAGCACCTCTGG
GGGCACAGCGGCCCTGGGCTGCCTGGTCAAGGACTACTTCCCCGAACCGGTG
ACGGTGTCGTGGAACTCAGGCGCCCTGACCAGCGGCGTGCACACCTTCCCGG
CTGTCCTACAGTCCTCAGGACTCTACTCCCTCAGCAGCGTGGTGACCGTGCCC
TCCAGCAGCTTGGGCACCCAGACCTACATCTGCAACGTGAATCACAAGCCCA
GCAACACCAAGGTGGACAAGAAAGCAGAGCCCAAATCTTGTGACAAAACTC
ACACATGCCCACCGTGCCCAGCACCTGAACTCCTGGGGGGACCGTCAGTCTTC
CTCTTCCCCCCAAAACCCAAGGACACCCTCATGATCTCCCGGACCCCTGAGGT
CACATGCGTGGTGGTGGACGTGAGCCACGAAGACCCTGAGGTCAAGTTCAAC
TGGTACGTGGACGGCGTGGAGGTGCATAATGCCAAGACAAAGCCGCGGGAG
GAGCAGTACAACAGCACGTACCGTGTGGTCAGCGTCCTCACCGTCCTGCACC
AGGACTGGCTGAATGGCAAGGAGTACAAGTGCAAGGTCTCCAACAAAGCCCT
CCCAGCCCCCATCGAGAAAACCATCTCCAAAGCCAAAGGGCAGCCCCGAGAA
CCACAGGTGTACACCCTGCCCCCATCCCGGGATGAGCTGACCAAGAACCAGGTCAGCCTGACCTGCCTGGTCAAA
GGCTTCTATCCCAGCGACATCGCCGTGGAG
TGGGAGAGCAATGGGCAGCCGGAGAACAACTACAAGACCACGCCTCCCGTGC
TGGACTCCGACGGCTCCTTCTTCCTCTACAGCAAGCTCACCGTGGACAAGAGC
AGGTGGCAGCAGGGGAACGTCTTCTCATGCTCCGTGATGCATGAGGCTCTGC
ACAACCACTACACGCAGAAGAGCCTCTCCCTGTCTCCGGGTAAATGA IgGl Amino Acid Sequence
(SEQ ID NO: 109) TKGPSVFPLAPSSKSTSGGTAALGCLVKDYFPEPVTVSWNSGALTSGVHTFPAVL 



QSSGLYSLSSVVTVPSSSLGTQTYICNVNKPSNTKVDKKAEPKSCDKTHTCPPCP
APELLGGPSVFLFPPKPKDTLMISRTPEVTCVVVDVSHEDPEVKFNWYVDGVEVH
NAKTKPREEQYNSTYRVVSVLTVLHQDWLNGKEYKCKVSNKALPAPIEKTISKA
KGQPREPQVYTLPPSRDELTKNQVSLTCLVKGFYPSDLAVEWESNGQPENNYKTT
PPVLDSDGSFFLYSKLTVDKSRWQQGNVFSCSVMHEALHNHYTQKSLSLSPGK [0123] However,
variants and isoforms of the human Fc region are also encompassed by the
present invention. For example, variant Fc regions suitable for use in the
present invention can be produced according to the methods taught in U.S.
Pat. No. 6,737,056 to Presta (Fc region variants with altered effector
function due to one or more amino acid modifications); or in U.S. Pat.
Appl. Nos. 60/439,498; 60/456,041; 60/514,549; or WO 2004/063351 (variant
Fc regions with increased binding affinity due to amino acid modification);
or in U.S. Pat. Appl. No. 10/672,280 or WO 2004/099249 (Fc variants with
altered binding to FcgR due to amino acid modification), the contents of
each of which is herein incorporated by reference in its entirety. [0124]
In another embodiment, the antigen binding molecules of the present
invention are engineered to have enhanced binding affinity according to,
for example, the methods disclosed in U.S. Pat. Appl. Pub. No. 2004/0132066
to Balint et al, the entire contents of which are hereby incorporated by
reference. [0125] In one embodiment, the antigen binding molecule of the
present invention is conjugated to an additional moiety, such as a
radiolabel or a toxin. Such conjugated ABMs can be produced by numerous
methods that are well known in the art. [0126] A variety of radionuclides
are applicable to the present invention and those skilled in the art are
credited with the ability to readily determine which radionuclide is most
appropriate under a variety of circumstances. For example, 131iodine is a
well known radionuclide used for targeted immunotherapy. However, the
clinical usefulness of 131 iodine can be limited by several factors
including: eight-day physical half-life; dehalogenation of iodinated
antibody both in the blood and at tumor sites; and emission characteristics
(e.g., large gamma component) which can be suboptimal for localized
dosedeposition in tumor. With the advent of superior chelating agents, the
opportunity for attaching metal chelating groups to proteins has increased
the opportunities to utilize other radionuclides such as "'indium and
9Oyttrium. 90Yttrium provides several benefits for utilization in
radioimmunotherapeutic applications: the 64 hour half-life of 90yttrium is
long enough to allow antibody accumulation by tumor and, unlike e.g., 131
iodine, 90yttrium is a pure beta emitter of high energy with no
accompanying gamma irradiation in its decay, with a range in tissue of 100
to 1000 cell diameters. Furthermore, the minimal amount of penetrating
radiation allows for outpatient administration of 90yttriumlabeled
antibodies. Additionally, internalization of labeled antibody is not
required for cell killing, and the local emission of ionizing radiation
should be lethal for adjacent tumor cells lacking the target antigen.
[0127] Effective single treatment dosages (i.e., therapeutically effective
amounts) of 90yttrium labeled anti-EGFR antibodies range from between about
5 and about 75 mCi, more preferably between about 10 and about 40 mCi.
Effective single treatment nonmarrow ablative dosages of I3'iodine labeled
anti-EGFR antibodies range from between about 5 and about 70 mCi, more
preferably between about 5 and about 40 mCi. Effective single treatment
ablative dosages (i.e., may require autologous bone marrow transplantation)
of 131iodine labeled anti-EGFR antibodies range from between about 30 and
about 600 mCi, more preferably between about 50 and less than about 500
mCi. hi conjunction with a chimeric anti-EGFR antibody, owing to the longer
circulating half life vis-a-vis murine antibodies, an effective single
treatment non-marrow ablative dosages of 131 iodine labeled chimeric
anti-EGFR antibodies range from between about 5 and about 40 mCi, more
preferably less than about 30 mCi. Imaging criteria for, e.g., the '"indium
label, are typically less than about 5 mCi. [0128] With respect to
radiolabeled anti-EGFR antibodies, therapy therewith can also occur using a
single therapy treatment or using multiple treatments. Because of the
radionuclide component, it is preferred that prior to treatment, peripheral
stem cells ("PSC") or bone marrow ("BM") be "harvested" for patients
experiencing potentially fatal bone marrow toxicity resulting from
radiation. BM and/or PSC are harvested using standard techniques, and then
purged and frozen for possible reinfusion. Additionally, it is most
preferred that prior to treatment a diagnostic dosimetry study using a
diagnostic 



labeled antibody (e.g., using "'indium) be conducted on the patient, a
purpose of which isto ensure that the therapeutically labeled antibody
(e.g., using 90yttrium) will not become unnecessarily "concentrated" in any
normal organ or tissue. 9] In a preferred embodiment, the present invention
is directed to an isolated polynucleotide comprising a sequence that
encodes a polypeptide having an amino acid sequence in Table 7 below. In a
preferred embodiment, the invention is directed to an isolated
polynucleotide comprising a sequence shown in Table 6 below. The invention
is further directed to an isolated nucleic acid comprising a sequence at
least 80%, 85%, 90%, 95%, 96%, 97%, 98% or 99% identical to a nucleotide
sequence shown in Table 6 below. In another embodiment, the invention is
directed to an isolated nucleic acid comprising a sequence that encodes a
polypeptide having an amino acid sequence at least 80%, 85%, 90%, 95%, 96%,
97%, 98% or 99% identical to an amino acid sequence in Table 7. The
invention also encompasses an isolated nucleic acid comprising a sequence
that encodes a polypeptide having the amino acid sequence of any of the
constructs in Table 7 with conservative amino acid substitutions. TABLE
6METHOD AND APPARATUS FOR PROVIDING BOOTSTRAPPING PROCEDURES IN A
COMMUNICATION NETWORK RELATED APPLICATIONS [0001] This application claims
the benefit of the earlier filing date under 35 U.S.C. 119(e) of U.S.
Provisional Application Serial No. 60/652,235 filed February 11, 2005,
entitled "Method and Apparatus For Supporting Authentication in a Radio
Communication System," U.S. Provisional Application Serial No. 60/671,621
filed April 15, 2005, entitled "Method and Apparatus For Bootstrapping in a
Radio Communication System," and U.S. Provisional Application Serial No.
60/651,620 filed February 11, 2005, entitled "Using GAA in Legacy CDMA
Networks"; the entireties of which are incorporated by reference. FIELD OF
THE INVENTION (00021 The invention relates to communications, and more
particularly, to providing authentication services in a communication
system. BACKGROUND OF THE INVENTION [0003] Radio communication systems,
such as cellular systems (e.g., spread spectrum systems (such as Code
Division Multiple Access (CDMA) networks), or Time Division Multiple Access
(TDMA) networks), provide users with the convenience of mobility along with
a rich set of services and features. This convenience has spawned
significant adoption by an ever growing number of consumers as an accepted
mode of communication for business and personal uses. To promote greater
adoption, the telecommunication industry, from manufacturers to service
providers, has agreed at great expense and effort to develop standards for
communication protocols that underlie the various services and features.
One key area of effort involves authentication. Authentication plays an
important role in any communication system to ensure that communication is
established between proper users or applications. Unfortunately,
implementation of such standards may require modification of other
protocols, which may be cost prohibitive, even if technically
achievable.Therefore, there is a need for an approach to provide
authentication services without requiring altering of extant standard
protocols or development of new protocols.SUMMARY OF THE INVENTION [10005]
These and other needs are addressed by the invention, in which an approach
is presented for more effectively performing initial authentication
(bootstrapping) in a communication network. [0006] According to one aspect
of an embodiment of the invention, a method for authenticating comprises
establishing a key with a terminal in a communication network according to
a key agreement protocol, wherein the terminal is configured to operate
using spread spectrum. The method also comprises tying the agreed key to an
authentication procedure to provide a security association that supports
reuse of the key. Further, the method comprises generating a master key
based on the agreed key. (0007| According to another aspect of an
embodiment of the invention, a method for authenticating comprises
establishing a shared key with a network element in a communication network
according to a key agreement protocol, wherein the network element is
configured to tie the agreed key to an authentication procedure to provide
a security association that supports reuse of the key. The method also
comprises 



generating a master key based on the agreed key. 10008] According to
another aspect of an embodiment of the invention, an apparatus for
authenticating comprises an authentication module configured to establish a
shared key with a network element in a communication network according to a
key agreement protocol, wherein the network element is configured to tie
the agreed key to an authentication procedure to provide a security
association that supports reuse of the key, the authentication module being
further configured to generate a master key based on the agreed key. [0009]
According to another aspect of an embodiment of the invention, a method for
authenticating comprises generating a message for authenticating
communication with a network element configured to perform bootstrapping.
The method also comprises setting a password field of the message to a
function of a secret key, wherein the secret key is encrypted; and
specifying key establishment information within a payload of the message,
wherein the message is transmitted according to a transport protocol for
accessing information over a data network. [0010] According to another
aspect of an embodiment of the invention, a method for authenticating
comprises receiving a message from a terminal, according to a
transportprotocol for accessing information over a data network, requesting
authentication, wherein the message includes a password field that is a
function of a secret key and a payload containing key establishment
information specifying parameters for determining another secret key. The
method also comprises generating a master key based on the secret key. (Ob
1] According to another aspect of an embodiment of the invention, an
apparatus for authenticating comprises an authentication module configured
to generate a message for authenticating communication with a network
element configured to perfopn bootstrapping, and to set a password field of
the message to be a function of a secret key, wherein the secret key is
encrypted. The message has a payload that includes new key establishment
information. The message is transmitted according to a transport protocol
for accessing information over a data network. |OOI2J According to another
aspect of an embodiment of the invention, a method for authenticating
comprises receiving an authentication request specifying a user identity
from a terminal. The method also comprises forwarding the user identity to
a location register configured to generate, based on the user identity,
cryptographic parameters including a random secret data, and a secret data
generated from the random secret data according to a cryptographic
algorithm. Additionally, the method comprises receiving the generated
cryptographic parameters from the location register. The method also
comprises generating an authentication vector by converting the
cryptographic parameters to key parameters including an authenticating
token and an authentication response; and transmitting the authenticating
token to a terminal configured to output the authentication vector.
Further, the method comprises validating an authentication response from
the terminal using the authentication response from the authentication
vector; and generating a master key based on the key parameters. |bOU|
According to another aspect of an embodiment of the invention, a method for
authenticating comprises generating an authentication request specifying a
user identity. The method also comprises transmitting the authentication
request to a network element configured to provide bootstrapping, wherein
the network element forwards the user identity to a location register
configured to generate, based on the user identity, cryptographic
parameters including a random secret data, and a secret data generated from
the random secret data according to a cryptographic algorithm. The network
element generates an authentication vector by converting the cryptographic
parameters tokey parameters including an authenticating token and an
authentication response. Additionally, the method comprises receiving the
authenticating token from the network element; and outputting the
authentication response based on the authenticating token. Further, the
method comprises determining a digest response using the authentication
response; transmitting the digest response to the network element for
validation; and generating a master key based on the key parameters. J 14]
According to yet another aspect of an embodiment of the invention, an
apparatus comprises an authentication module configured to generate an
authentication request specifying a user identity. The apparatus also
comprises a transceiver configured to transmit the authentication request
to a network element configured to provide 



bootstrapping, wherein the network element forwards the user identity to a
location register configured to generate, based on the user identity,
cryptographic parameters including a random secret data, and a secret data
generated from the random secret data according to a cryptographic
algorithm. The network element generates an authentication vector by
converting the cryptographic parameters to key parameters including an
authenticating token and an authentication response. The transceiver is
further configured to receive the authenticating token from the network
element, and the authentication module is further configured to output the
authentication vector based on the authenticating token, to determine a
digest response using the authentication response, and to generate a master
key based on the key parameters upon validation of the digest response by
the network element. 100 ISJ Still other aspects, features, and advantages
of the invention are readily apparent from the following detailed
description, simply by illustrating a number of particular embodiments and
implementations, including the best mode contemplated for carrying out the
invention. The invention is also capable of other and different
embodiments, and its several details can be modified in various obvious
respects, all without departing from the spirit and scope of the invention.
Accordingly, the drawings and description are to be regarded as
illustrative in nature, and not as restrictive.BRIEF DESCRIPTION OF THE
DRAWINGS [0016] The invention is illustrated by way of example, and not by
way of limitation, in the figures of the accompanying drawings in which
like reference numerals refer to similar elements and in which: 100171 FIG.
1 is a diagram of a radio communication system for supporting a Generic
Authentication Architecture (GAA), in accordance with various embodiments
of the invention; |OOI8J FIG. 2 is a diagram of an exemplary bootstrapping
procedure utilized in the system of FIG. 1; ||0019] FIG. 3 is a diagram of
a bootstrapping procedure utilizing anonymous Transport Layer Security
(TLS) with Challenge Handshake Authentication Protocol (CHAP) challenge,
according to an embodiment of the invention; [0020J FIG. 4 is a diagram of
a bootstrapping procedure utilizing server authenticated TLS with CHAP
challenge, according to an embodiment of the invention; J0O21] FIGs. 5 and
6 are diagrams of bootstrapping procedures supporting key exchange
parameters in the payload, according to various embodiments of the
invention; 10022 1 FIGs. 7 and .8 are diagrams of bootstrapping procedures
supporting key exchange parameters that are covered by the hash of the
passwords, according to various embodiments of the invention; f0023 J FIG.
9 is a diagram of a bootstrapping procedure utilizing Cellular
Authentication and Voice Encryption (CAVE) with one shared secret data
(SSD), according to an embodiment of the invention; (0024] FIGs. 1OA and
1OB are diagrams of a bootstrapping procedure utilizing CAVE with multiple
SSDs, according to an embodiment of the invention; 10025 1 FIG. 11 is a
diagram of a bootstrapping procedure utilizing CAVE with HTTP Digest
Authentication and Key Agreement Protocol (AKA), according to an embodiment
of the invention; 10026] FIG. 12 is a diagram of hardware that can be used
to implement various embodiments of the invention;[0027] FIGs. 13A and 13B
are diagrams of different cellular mobile phone systems capable of
supporting various embodiments of the invention; [0028] FIG. 14 is a
diagram of exemplary components of a mobile station capable of operating in
the systems of FIGs. 13A and 13B, according to an embodiment of the
invention; and [0029] FIG. 15 is a diagram of an enterprise network capable
of supporting the processes described herein, according to an embodiment of
the invention.DESCRIPTION OF THE PREFEREED EMBODIMENT [0030] An apparatus,
method, and software for providing bootstrapping in a communication system
are described. In the following description, for the purposes of
explanation, numerous specific details are set forth in order to provide a
thorough understanding of the invention. It is apparent, however, to one
skilled in the art that the invention may be practiced without these
specific details or with an equivalent arrangement. In other instances,
well-known structures and devices are shown in block 



diagram form in order to avoid unnecessarily obscuring the invention.
(0031] FIG. 1 is a diagram of a radio communication system for supporting a
Generic Authentication Architecture (GAA), in accordance with various
embodiments of the invention. Although the invention is discussed with
respect to a radio communication system using spread spectrum technology,
it is recognized by one of ordinary skill in the art that various aspects
of the invention have applicability to any type of transport network,
including wireless systems and wired systems. Also, various embodiments of
the invention are described with respect to Diffie-Hellman and HyperText
Transfer Protocol (HTTP); however, it is contemplated that other equivalent
key exchange protocols and communication protocols that support transfer of
representation of resources can be used in practicing the invention. [0032]
Initial authentication (i.e., bootstrapping) of Third Generation Project
Partnership (3GPP) Generic Authentication Architecture (GAA) is based on
AKA (Authentication and Key Agreement Protocol). Typically, authentication
in CDMA 2000 (Code Division Multiple Access 2000) networks is based on CAVE
(Cellular Authentication and Voice Encryption) algorithm, while
authentication in CDMA Ix EvDo (Evolution Data only) is based on CHAP
(Challenge Handshake Authentication Protocol). For CDMA networks (e.g.,
CDMA 2000 Ix Revision C and subsequent revisions), AKA has been adopted by
the Third Generation Project Partnership 2 (3GPP2). [0033] Communication
system 100 includes one or more mobile stations (MSs) 101 configured to
communicate with one or more base station transceiver subsystems (BTSs)
103. The BTSs 103, in turn, is served by a base station controller (BSC)
105, which operates with a network element capable providing a
Bootstrapping Server Function (BSF) 107. The system 100 also includes a
Mobile Node Authentication, Authorizationand Accounting Service (MN-AAA)
109, which communicates with a Packet Data Serving Node (PDSN) 111. j0034 1
The system 100, according to one embodiment, provides 3GPP generic
authentication architecture functionality in CDMA Ev-Do networks. In
particular, a bootstrapping mechanism entails establishing a GAA master
secret between an MS 101 and the BSF 107. This master secret, in an
exemplary embodiment, is tied to the Challenge Handshake Authentication
Protocol (CHAP) based authentication procedure. According to one embodiment
of the invention, one such key agreement (i.e., key exchange) method is
Diffie-Hellman. This method is further described in Internet Engineering
Task Force (IETF) Request For Comment (RFC) 2631, which is incorporated
herein by reference in its entirety. [0035J In CDMA Ix EvDo networks, for
example, the MS 101 is authenticated using CHAP, which is specified in IETF
RFC 1994 (which is incorporated herein by reference in its entirety). In
the defined CHAP procedure, the network element, PDSN 111, sends a
challenge to the MS 101, which calculates a response based on the received
challenge and a subscriber specific secret that is stored in the 101 MS.
The response is sent back to the PDSN 111 together with the subscriber
identity. The PDSN 111 forwards the received response and the identity
together with the challenge that the PDSN 111 earlier sent to the MS 101 to
the MN-AAA 109. [0036] The MN-AAA 109 locates the subscriber specific
secret using the identity and verifies that the response sent by the MS 101
equals the response value that the MNAAA 109 calculated. Depending on the
outcome of this verification, the MN-AAA 109 returns either success or
failure indication to the PDSN 111. If the PDSN 111 receives a success
message, the MS 101 has successfully been authenticated. {0037j It is
recognized that the authentication procedure used in CDMA Ix EvDo networks
cannot be used directly for GAA because the secret is only known by the MS
and the MN-AAA (analogous to Home Subscriber System (HSS) in GAA). Hence,
the Bootstrapping Server Function (BSF) (which acts like a PDSN) cannot
derive a GAA master key from this CHAP secret as the MN-AAA (analogous to
Home Subscriber System (HSS) in GAA architecture) does not provide this
secret. [0038] According to an exemplary embodiment, after the key has been
agreed between the MS 101 and the BSF 107, the BSF 107 ties the key
agreement procedure to the CHAP authentication by deriving the CHAP
challenge from the key agreementprocedure. A number of approaches can be
utilized, according to various embodiments of the invention, to tie the key
agreement procedure to CHAP. First, the BSF 107 may 



derive the challenge from the agreed key. Second, the BSF 107 also derives
the challenge from the key agreement messages that were transferred between
the BSF 107 and the MS 101. Third, for example, if a Diffie-Hellman key
agreement was performed during a Transport Layer Security (TLS) handshake,
then the Finished message can be used to derive the challenge, as the
Finished message already contains the Message Authentication Code (MAC) of
the TLS handshake messages. 10039 1 When the MS 101 receives the CHAP
challenge, the MS 101 validates that the challenge was in deed derived from
the key agreement procedure to prevent the man-inthe- middle attack. The MS
101 then calculates a CHAP response and sends the response back to the BSF
107, which in turn validates the response with the MN-AAA 109. If the
MN-AAA 109 indicates that the CHAP response is correct, then the BSF 107
has authenticated the MS 101, and the GAA master secret has been
established. The GAA master secret can be the agreed key itself, or further
derived from that key. {0040| Alternatively, to establish the secret
between the MS 101 and the BSF 107, another approach, according to an
embodiment of the invention, utilizes a server authenticated transport
layer security (TLS) where the BSF is authenticated using a server
certificate. In this case, the CHAP challenge does not need to be tied to
the master secret as above as the BSF 107 is already authenticated. In
these cases (both the original point-to-point protocol (PPP) CHAP
authentication and the described GAA related procedures), the MS 101 does
not answer to the CHAP challenge if the server (i.e., PDSN 111 or BSF 107)
has not been authenticated; otherwise, there is a possibility for a
man-in-the-middle attack. {0041 The invention, according to one embodiment,
provides a mechanism to agree on a master secret between the MS 101 and the
network server (BSF 107), which is bound to authentication of the MS 101 to
a backend server (e.g., MN-AAA 109). This approach advantageously can be
performed such that the backend server is unmodified, while utilizing
standardized protocols. [0042] Conventional approaches do not support
bootstrapping from CHAP authentication in such a way that the resulting
security association can be reused with multiple servers, as performed in
GAA. One such technique is the Diffie-Hellman - Challenge Handshake
Authentication Protocol (DH-CHAP), which describes a specificmechanism to
bind CHAP authentication to Diffie-Hellman key agreement by adding new
information elements to the CHAP protocol messages between the CHAP
initiator and responder (i.e., requiring modification of CHAP). [0043] It
is assumed, in an exemplary embodiment, that the original PPP CHAP
authentication procedure in CDMA Ix EvDo networks has a mechanism to
prevent an unauthorized server from sending a CHAP challenge to the MS 101
and receiving a response. Without this mechanism, there is a possibility
for a man-in-the-middle attack where the attacker initiates communications
with the BSF 107 pretending to be the MS 101. At the point where the
attacker receives the challenge from the BSF 107, the attacker can forward
the challenge to the real MS 101, thereby pretending to be the PDSN 111.
The MS 101 would calculate the response and send it back to the attacker,
who in turn would send it to the BSF 107. If this is successful, the
attacker has successfully created a bootstrapping session and can use the
GAA credentials with any Network Application Function (NAF). [044] FIG. 2
is a diagram of an exemplary bootstrapping procedure utilized in the system
of FIG. 1. Although one user equipment (UE) is shown for the purposes of
explanation, it is contemplated that multiple UEs are typically employed.
The UEs can also be denoted as mobile devices (e.g., mobile telephone),
mobile stations, and mobile communications devices. The UE can also be such
devices as personal digital assistants (PDA) with transceiver capability or
personal computers with transceiver capability. [0045 j hi step 201, an UE,
such as MS 101, sends a HTTP Digest message, GET/HTTP/1.1 Authorization:
Digest username= "<MPI>," to the BSF 107. In response, the BSF 107, as in
step 203, sends a 401 Unauthorized message. Next, in step 205, the UE sends
a message that includes a part that is calculated using shared information
as a shared password (e.g., response= "<RES used as pwd>") back to the BSF
107. Thereafter, the BSF 107 submits, as in step 207, a 200 OK message,
which specifies bootstrapping information. [0046] After the bootstrapping
procedure both, the MS 101 (e.g., UE) and the BSF 



107 have agreed on the key material (Ks), a bootstrapping transaction
identifier (B-TID), a key material lifetime. After the bootstrapping
procedure, the key material (Ks) can be used to derive further application
server specific key materials (KsJSfAFs) that can be used with different
servers. KsJSTAF and B-TID may be used in a Ua interface to mutually
authenticate and optionally secure traffic between the UE and an
applicationserver (i.e., Network Application Function (NAF)). By way of
example, the Ks is a 256b GAA shared secret (in 3GPP GAA Ks=CK||IK). The
NAF can be an application server that uses GAA for user authentication.
{0047] The bootstrapping procedure (i.e., Ub interface) is defined in 3GPP
TS 33.220, entitled "Generic Authentication Architecture (GAA); Generic
Bootstrapping Architecture," and TS 24.109, "Bootstrapping Interface (Ub)
and Network Application Function Interface (Ua); Protocol Details"; the
entireties of which are incorporated herein by reference. [0048] FIG. 3 is
a diagram of a bootstrapping procedure utilizing anonymous TLS with CHAP
challenge, according to an embodiment of the invention. Under this
scenario, the reference points, Ub and Zh are involved, whereby Ub provides
mutual authentication between the MS 101 and the BSF 107, and the Zh
supports the exchange of authentication information between the BSF 107 and
the KdN-AAA 109. As discussed, traditionally the BSF 107 does not have
knowledge of the CHAP secret, as only the MS 101 and the MN-AAA 109 possess
such information. The PDSN 111 merely sends the CHAP-Challenge to the
MN-AAA 109, and the MN-AAA 109 returns an identity and a CHAP-response
which is computed using the CHAP-challenge and the CHAP secret. MN-AAA 109
can check the CHAP-response and determine either success or failure. Thus,
agreement of the GAA secret between the MS 101 and the BSF 107 has to be
arrived at by other means. In one embodiment of the invention, the GAA
secret is established by means of an unauthenticated key agreement
procedure, and the CHAP authentication is tied to the GAA secret by
deriving the CHAP challenge from GAA secret, and the MS 101 checks that the
GAA secret was used to derive the CHAP challenge. [0049] In this example,
the MS 101 includes a security (SEC) module to execute the CHAP protocol
and a GAA module to support GAA functionalities. In step 301, the MS 101
employs anonymous TLS with a key exchange algorithm, such as
Diffie-Hellman, to establish the GAA secret (denoted as "key") with the BSF
107. CHAP can then be run inside the TLS tunnel. Accordingly, in step 303,
the BSF 107 generates a CHAP challenge from the agreed key: Challenge = KDF
(key, "chap-challenge"). The key derivation function (KDF), in an exemplary
embodiment, is provided according to the GAA.[0050] The generic key
derivation function, according to the GAA (TS 33.220), is now described.
First, a string S is generated by concatenating the input parameters and
associated lengths as follows. The length of each input parameter (in
octets) is encoded into two-octet string. The number of octets is expressed
in input parameter Pi as a number k in the range [0, 65535]. Li is a
two-octet representation of the number k, with the most significant bit of
the first octet of Li equal to the most significant bit of k, and the least
significant bit of the second octet of Li equal to the least significant
bit of k . |005  ] The string S is constructed from n input parameters as
follows: [00521 S = FC I P O Il LO || P l || Ll P2 Il L2 || P3 Il L3 ||...
|| Pn || Ln where [0054] FC is single octet used to distinguish between
different instances of the algorithm, (0055 | P O is a static ASCII-encoded
string, {00561 LO is the two octet representation of the length of the PO,
10057] P l ... Pn are the n input parameters, and [0058] Ll ... Ln are the
two-octet representations of the corresponding input parameters. [0059] The
derived key is equal to HMAC-SHA-256 computed on the string S using the key
Key: derived key = HMAC-SHA-256 ( Key , S ) . i("0| The CHAP challenge
message is then transmitted by the BSF 107 inside the TLS tunnel, as in
step 305, to the GAA module of the MS 101. In step 307, the GAA module
verifies the received CHAP challenge is generated from the agreed key. The
CHAP challenge message is then forwarded to the SEC module, per step 309.
Next, the 



SEC module calculates the CHAP response, as in step 311, and transmits the
response to the GAA module (step 313). The MS 101 then sends, as in step
315, the CHAP response over the TLS tunnel to the BSF 107. [0061]
Thereafter, in step 317, the BSF 107 sends a Request message according to
an authentication protocol (e.g., Remote Authentication Dial In User
Service (RADIUS) Access-Request message) to the MN-AAA 109. RADIUS is
detailed in Internet Engineering Task Force (IETF) Request For Comment
(RFC) 2865 entitled "Remote Authentication Dial In User Service (RADIUS)"
(June 2000), which is incorporatedherein by reference in its entirety. The
Request message specifies a user (or subscriber) identity, challenge and
response. The MN-AAA 109 checks the response, per step 319, and sends a
RADIUS Access-Answer message (including the identity) to the BSF 107 (step
321). At this point, the BSF 107 fetches the user's GBA user security
settings (GUSS), as in step 323. GUSS is a GAA specific user profile data
that is related to NAF specific user identities and authorizations stored
in the home location register (HLR). GUSS includes BSF 107 specific
information element and application-specific user security settings (USSs).
In an exemplary embodiment, a USS defines an application and subscriber
specific parameter; such parameter includes an authentication part and an
authorization part. The authentication part specifies user identities
associated with the application, while the authorization part defines user
permissions. |OQ62j Further, the BSF 107 sets the GAA master key (Ks=key),
generates various bootstrapping parameters (e.g., bootstrapping transaction
identifier (B-TBD), key material lifetime, etc.), and stores the data from
the MN-AAA 109, per step 325. Next, the BSF 107, as in step 327, sends an
OK message over the TLS tunnel; the transmitted message includes, e.g., the
B-TID and the key material lifetime. In step 329, the GAA module sets the
GAA master key: Ks=key, and stores the key with the received B-TED and key
material lifetime. The MS 101 then sends a message to the BSF 107 to close
the TLS tunnel, per step 331. [0063] With the above process, the system of
FIG. 1 provides GAA bootstrapping, such that the MS 101 and the BSF 107 are
able to agree on a key, and that key is tied to the CHAP authentication
procedure. Compared to Diffie-Hellman (DH)-CHAP, the approach adopted by
the system of FIG. 1 does not require any changes to protocol messages that
are already standardized, and can be implemented by appropriate "hook"
functions in MS 101 and BSF 107. Also, DH-CHAP describes one specific way
of binding CHAP authentication to D-H key: derive the challenge from the
agreed key. The invention, according to various embodiments, provides other
methods of indirectly binding the outer key to the inner authentication.
[0064] FIG. 4 is a diagram of a bootstrapping procedure supporting server
authenticated TLS with CHAP challenge, according to an embodiment of the
invention. In this alternative embodiment, a server authenticated TLS is
used to establish the GAA secret between the MS 101 and the BSF 107,
wherein CHAP is employed inside the TLS tunnel. Specifically, in step 401,
the MS 101 establishes a server authenticated TLStunnel with the BSF 107.
As before, the TLS key is denoted by 'key'. Next, in step 403, the BSF 107
generates a CHAP challenge - which need not be generated from the server
authenticated TLS key. The CHAP challenge message is then transmitted by
the BSF 107 inside the TLS tunnel, as in step 405, to the GAA module of the
MS 101. (0065J The GAA module then forwards the CHAP challenge to the SEC
module, per step 407. Subsequently, the SEC module calculates the CHAP
response, as in step 409, and transmits the response to the GAA module
(step 411). The MS 101 then sends the CHAP response over the TLS tunnel to
the BSF 107, per step 413. . [O066] In step 415, the BSF 107 sends a RADIUS
Access-Request message to the MN-AAA 109; the Request message specifies the
identity, challenge and response. The MN-AAA 109 checks the response, per
step 417, and sends a RADIUS Access-Answer message (including the identity)
to the BSF 107 (step 419). At this point, the BSF 107 fetches the user's
GUSS, as in step 421. Additionally, the BSF 107 sets the GAA master key
(Ks=key), generates various bootstrapping parameters (e.g., bootstrapping
transaction identifier (B-TID), key material lifetime, etc.), and stores
the data from the MN-AAA 109, per step 423. 10O67| Next, the BSF 107, as in
step 425, sends an OK message over the TLS tunnel. The transmitted message
includes the bootstrapping parameters, e.g., the B-TID and the key material
lifetime. In step 427, the GAA module sets the GAA master key: Ks=key, 



and stores the key with the received B-TID and key material lifetime. The
MS 101 then sends a message to the BSF 107 to close TLS tunnel, per step
429. (0068] FIGs. 5 and 6 are diagrams of bootstrapping procedures
supporting key exchange parameters (or key establishment information) in
the payload, according to various embodiments of the invention. It is
recognized that no conventional approaches exist for providing password
protected Diffie-Hellman (i.e., key exchange protocol) within the HyperText
Transfer Protocol (HTTP). The processes of FIGs. 5 and 6 enable use of HTTP
Digest and Diffie-Hellman parameters together to provide password protected
Diffie-Hellman for use in bootstrapping (e.g., as in the 3GPP2
architecture). That is, approaches are provided for usage of HTTP Digest
with password (i.e., shared secret), and the key exchange protocol (e.g.,
Diffie-Hellman) parameters in HTTP payload and for binding the two
together. The password field is set to be a function of the secret
key.[00691 In accordance with one embodiment of the invention, a HTTP
Digest message uses Signaling Message Encryption Key (SMEKEY) or MN-AAA key
as a password and mobile identity as the username; the Diffie-Hellman
parameters are provided in the HTTP payload. Diffie-Hellman exchange is
protected by the password because the quality-of-protection "qop" field in
HTTP Digest is set to "auth-int"; consequently, the HTTP payload is
included in the digest calculation. In the HTTP payload, the Diffie-
Hellman parameters can be transferred as is; alternatively, the HTTP
payload can be provided with password protection. This approach
advantageously permits existing specifications (e.g., HTTP Digest) to be
reused. Also, the approach resembles 3GPP GAA functionality (e.g., HTTP
Digest Authentication and Key Agreement Protocol (AKA), Ub interface).
Further, the approach, according to various embodiments, can be easily
implemented without modifying existing, standardized protocols.- i0070| The
3GPP GAA may be used without modification to current CDMA 2000 networks. It
is recognized, however, that the initial authentication of 3GPP GAA
requires adaptation for networks that are based on earlier 3GPP2 releases
or in networks that do not support AKA and hence are only adapted for CAVE.
Accordingly, a system architecture and process are needed to accommodate
CAVE. The system 100, according to various embodiments, employs conversion
functions to map 3GPP2 CAVE authentication to HTTP Digest AKA; this
approach is particularly applicable to pre- CDMA 2000 Rev. C systems. [00?
T] HTTP Digest Authentication enables a client to authenticate itself with
the server without having to transmit the password in the clear. This can
be accomplished by utilizing a "one-way" function or irreversible
computation using the password and a random value supplied by the server as
input values. HTTP Digest Authentication in the context of AKA is detailed
in IETF (Internet Engineering Task Force) Request for Comment (RFC) 3310,
entitled "Hypertext Transfer Protocol (HTTP) Digest Authentication Using
Authentication and Key Agreement (AKA)," which is incorporated herein by
reference in its entirety. 10072 1 For the purposes of illustration, the
bootstrapping procedures of FIGs. 5 and 6 are described with respect to
CDMA Ix networks and CDMA Ix EvDo networks, respectively. In an exemplary
embodiment, these bootstrapping procedures are based on X.P0028; in which a
key difference with X.P0028 is that HTTP Digest variant is used instead of
Extensible Authentication Protocol (EAP) between terminal and BSF 107(which
can be considered a Home (H)-AAA). Additionally, password protected Diffie-
Hellman can be used. The password (i.e., shared secret) is either Signaling
Message Encryption Key (SMEKEY) (CDMA Ix) or MN-AAA Key (CDMA Ix EvDo). A
wireless LAN (WLAN) key (WKEY) is generated from the password (which is
detailed in X.P0028). Additionally, WKEY is the GAA's master key (Ks). HTTP
Digest is used (as shown in FIGs: 5 and 6). The invention, according
various embodiments, describes how CAVE and CHAP can be used in a 3GPP GAA
architecture for initial authentication. j0073 1 As shown in FIG. 5, a
terminal (e.g., mobile station) includes a CAVE module configured to
execute the CAVE protocol. Additionally, GAA functionalities are supported
by a GAA module. In step 501, the GAA module generates a HTTP Get message,
which is sent to the BSF 107; the identity is sent in the first message in
the "username" field. This authorization request message, in an exemplary
embodiment, includes the fields specified in Table 1, below: 



credentials = "Digest" digest-response digest-response = 1#( username realm
| nonce | digesturi Iresponse | [ algorithm ] | [cnonce] | [opaque]
[message-qop] | [nonce-count] | [auth-param] ) username = "username" "="
username-value username-value = quoted-string digest-uri _ M ur p ti_p
digest-uri-value digest-uri-value = request-uri ; As specified by HTTP/1.1
message-qop = "qop" "=" qop-value cnonce = "cnonce" '-" cnonce-value
cnonce-value nonce-value nonce-count = "nc" "=" nc-value nc-value = 8LHEX
response = "response" '-" request-digest request-digest = <"> 32LHEX <">
LHEX II I tirri Table 1 |0074J Some of the directives in Table 1 are
defined in Table 2:Table 2 [00751 T e BSF 107 then generates the RAND, as
in step 503, and responds with a 401 Not Authorized message (step 505).
Initially, no authorization header is sent to the BSF 107, and thus, the
401 message is utilized as a response. As shown, the RAND is sent in the
"nonce" field (similar to HTTP Digest AKA). RAND and CHAP-Challenge can
also be sent in the HTTP payload. Upon receiving the RAND, the GAA module
forwards it to the CAVE module, as in step 507. [0076] By way of example,
an Authenticate Response Header is provided in Table 3; the associated
directives are defined in Table 4. challenge = "Digest" digest-challenge
digest-challenge = 1#( realm I [ domain ] | nonce | [ opaque ] I[ stale ] I
[ algorithm ] ] [ qop-options ] | [auth-param] ) domain = "domain" "=" <">
URI ( 1*SP URI)<"> URI = absoluteURI abs_path nonce = "nonce" "="
nonce-value nonce-value = quoted-string opaque = "opaque" "=" quoted-string
stale = "stale" "=" ( "true" | "false" ) algorithm = "algorithm" "=" (
"MD5" | "MD5-sess" token ) qop-options = "qop" "=" <"> l#qop-value <">
qop-value = "auth" I"auth-int" | token Table 3Table 4 [0077J In step 509,
the CAVE module sends the Authentication Response (denoted "AUTHR") and
SMEKEY to the GAA module. The GAA module then, as in step 511, sets the
mobile station password (MS_PW): MS_PW=SMEKEY Hl'(MS_PW>g x mod p where x
is the secret random number generated by the UE. |0078} Next, the GAA
module sends, per step 513, an HTTP message with a payload that includes
the client Diffie-Hellman parameters to the BSF 107. With CAVE, the HTTP
payload also contains the AUTHR. The payload is protected by HTTP Digest
because qop=auth-int; also HTTP payload is included in HTTP Digest
calculation of "response" field. The Diffie-Hellman parameters can be sent
as is or can be protected. In step 515, the BSF 107 transmits an
Authentication Request ("AUTHREQ") message (including AUTHR and RAND) to
the home location register/authentication center 



(HLBJAC), which verifies the RAND/AUTHR and generates the SMEKEY (step
517). The SMEKEY is sent to the BSF 107, per step 519. 10079J The BSF 107,
as in step 521, sets the base station password: BSJPW=SMEKEY Hl'(BS_PW)(r)g
y mod p, where y is the secret random number generated by the UE.
Subsequently, the BSF 107 generates the GAA master key (Ks) from the BS_PW
(in a similar manner to that of WKEY). [0080J Next, the BSF 107 then sends
an HTTP 200 OK message to the terminal, per step 525. The server
Diffie-Hellman parameters are sent in the HTTP payload, protected by HTTP
Digest because qop=auth-int (i.e., also HTTP payload is included in HTTP
Digest calculation of "respauth" field). According to one embodiment, an
authentication information header is provided in the message of step 525 to
indicate the successful authentication, per Table 5 below:
Authenticationlnfo = "Authentication-Info" ":" auth-info auth-info =
l#(nextnonce | [ message-qop ] I [ response-auth ] [ cnonce ] I
[nonce-count] ) nextnonce = "nextnonce" "=" nonce-value response-auth =
"rspauth" "=" response-digest response-digest = <"> *LHEX <">Table 5 (0OSI]
The message-qop directive indicates the "quality of protection" options
applied, whereby the value "auth" indicates authentication, and the value
"auth-int" indicates authentication with integrity protection. 10082 1 In
step 527, the GAA module generates the GAA master key, Ks, from the PSJPW
(in a similar manner as the procedures for the WKEY). |0083] In the case of
bootstrapping in the CDMA IxEvDo, CHAP is utilized (as shown in FIG. 6).
Under this scenario, the GAA module issues a HTTP Get message, which is
sent to the BSF 107; the identity is sent in the first message in the
"username" field. The BSF 107 responds, as in step 603, with a 401 message;
in this CHAP case, the CHAP-Challenge is sent in the "nonce" (i.e., field
is just random, as in standard HTTP Digest). Next, a CHAP challenge and
response is exchanged between the GAA module and the CHAP module (steps 605
and 607). In step 609, the GAA module sets the following parameters:
BSJPW=MN-AAA key; Hl'(BS_PW>g x mod p, where x is the secret random number
generated by the UE. (0084 | At this point, the terminal, using the GAA
module, generates and transmits an Authorization message to the BSF 107
(step 611); the message specifies the following: Digest nonce= "<RAND>",
response = "<MS_PW used as passwd>", qop=auth-int,. ... The HTTP payload
includes Hl '(MSJPWD) g mod p . In step 613, the BSF 107 sets the base
station password (BSJPW): BS_PW= MN-AAA key; Hl'(BS_PW)(r)g y mod p, where
y is the secret random number generated by the UE. Also, the BSF 107
generates the GAA master key, Ks, from the BS_PW. {0085] Thereafter, the
BSF 107 transmits a 200 OK message that specifies Hr(MSJPWD) gy mod p,
B-TID and key lifetime to the GAA module (step 617). In step 619, the GAA
module generates the GAA master key, Ks, from the MS_PWD. The WKEY is set
to GAA master secret (Ks). It) ] FIGs. 7 and 8 are diagrams of
bootstrapping procedures supporting key exchange parameters that are
covered by the hash of the passwords, according to various embodiments of
the invention. The bootstrapping procedure of FIG. 7 resembles that of FIG.
5; that is, steps 701-711 correspond largely to steps 501-511. Similarly,
the procedure of FIG. 8 follows that of FIG. 6, whereby steps 801-809 track
with steps 601-609. However, under the scenarios of FIGs. 7 and 8, the
client Diffie-Hellman parameters are covered by the hash of password (i.e.,
SMEKEY, or MN-AAA Key), which is sent in the "cnonce" field. The hash can
be generated based on standard HTTP Digest calculations. With respect to
the procedure of FIG. 7, in step 713 the message that is transmitted from
the GAA module to the BSF 107 includes cnonce = "<H1 5 (MS_PWD) gxmod p>".
Steps 715-723 follow steps 517-523 of FIG. 5. Under the present scenario,
in step 725, the BSF 107 transmits a 200 OK message that specifies
nextnonce = "<H1' (BS_PWD) gy mod p>". That is, the server Diffie-Hellman
parameters are covered by the hash of password (i.e., SMEKEY, or
MN-AAA-KEY) that is sent in the "nextnonce" 



field. Thereafter, the GAA module generates the GAA master key, Ks, from
the PS_PW (step 727). [06881 A s r tne bootstrapping procedure of FIG. 8,
the HTTP message of step 811 includes <H1' (MS_PWD) g x mod p> in the
cnonce field. Steps 813-819 generally track with steps 613-619, with the
exception that 200 OK message of step 817 specifies nextnonce = "<H1'
(BS_PWD) g ymod p>". }00 J FIG. 9 is a diagram of a bootstrapping procedure
utilizing CAVE with one shared secret data (SSD), according to an
embodiment of the invention. The UE (via the GAA module) provides a SSD
generation function and an authentication function, whereby the GAA
application requires access to SSD_A_NEW and SSD_B_NEW. In step 901, the
bootstrapping procedure is initiated between the UE and the BSF 107 with
submission by the UE of a GET request to the BSF 107. This GET request
includes a user identity, which the BSF 107 forwards to the HLR/AC (step
903). The HLR/AC then generates a random SSD ("RANDSSD") and derives SSD_A
and SSD_B using the CAVE algorithm (step 905); this information is
forwarded to the BSF 107, per step 907. The SSD, in an exemplary
embodiment, is a 128-bit shared secret data and includes a 64- bit SSD_A
key used for authentication and a 64-bit SSD-B key used along with other
parameters to generate the encryption mask and private long code. RANDSSD
is a 56 bit random challenge generated in HLR/AC. The SSD is a
concatenation of the SSD_A key and the SSD_B key. |00901 In step 909, the
BSF 107 generates a RAND_CHALLENGE and a pseudo AKA authentication vector.
By way of example, the RAND_CHALLENGE is a 32 bit random challenge. To
generate the AKA authentication vector, conversion functions areperformed,
in accordance with an embodiment of the invention, to convert (or map) the
CAVE parameters generated in step 905 to AKA parameters. The conversion
functions are used to generate a pseudo AKA authentication vector from
either one or two sets of CAVE parameters, including RANDSSD, SSD_A, SSDJ3,
and AUTH_SIGNATURE. [009 1 As shown in FIG. 9, the conversion functions
provide for the generation of a key, where SSD_A and SSD_B are concatenated
as follows: key = SSD__A || SSD_B || SSD_A Il SSD_B. Next, the key, CAVE
parameters, and the 3GPP GAA key derivation function (KDF) are used to form
a pseudo AKA authentication vector (which includes the RAND, an
authentication token (AUTN), a cipher key (CK), an integrity key (IK), and
an authentication response (RES)). By way of example, the pseudo AKA
authentication vector can be generated as follows: RAND = RANDSSD Il RAND
CHALLENGE Il ZZRAND |0&9.? j AUTN = KDF (key, "3gpp2-cave-autn" || RAND),
truncated to 128 bits 100 l CK = KDF (key, "3gpp2-cave-ck" || RAND),
truncated to 128 bits 009 1 IK = KDF(key, "3gpp2-cave-ik" || RAND),
truncated to 128 bits | 9 1 RES = KDF(key, "3gpp2-cave-res" ||
AUTH_SIGNATURE), truncated to 128, where ZZRAND is 40 bits long zero valued
parameters (for extending the RAND to 128 bits). [00971 I step 911, the BSF
107 sends an HTTP 401 message to the UE (e.g., MS 101); the message
specifies the RAND and AUTN. Upon receipt of this message, the MS 101
extracts, as in step 913, the RANDSSD and RAND_CHALLENGE from the received
RAND. The MS 101 then generates the SSD_A_NEW key and the SSDJBJNEW key
using the RANDSSD. [00.98J The GAA module, as in step 915, sends the
RANDSSD and the ESN to the SEC module, which acknowledges with an OK
message (per step 917). The ESN is, for instance, a 32 bits Electronic
Cellular Authentication Number of the terminal (or mobile station (MS)).
[00991 In step 919, the SSD_A_NEW is used to generate an AUTH_SIGNATURE and
pseudo AKA authentication vector. The GAA module sends an AUTH_SIGNATURE
message to the SEC module, as in step 921. The SEC module responds, per
step 923, with an appropriate response (AUTH_SIGNATURE). Next, in step 925,
the GAA module generates the pseudo AKA authentication vector,
determineswhether the received AUTN equals the generated one, and
calculates the Digest response using RES. 0 100 1 In step 927, the UE sends
a HTTP message, including RES as the password, to the BSF 107. In turn, the
BSF 107 validates, as in step 929, the Digest response using the RES, and
generates the GAA master key (Ks=CK||IK), B-TID, key lifetime, etc.; such 



data is stored. Next, the BSF 107 fetches, as in step 931, the GUSS;
alternatively, this information can be delivered in step 907. |0 1(Il J The
BSF 107 then sends a 200 OK message, which specifies the B-TID and key
lifetime, to the MS 101, per step 933. At this point, the MS 101 generates
the GAA master key, Ks, which is stored along with the received B-TID and
key lifetime (step 935). |  (f.2j FIGs. 1OA and 1OB are diagrams of a
bootstrapping procedure utilizing CAVE with multiple SSDs, according to an
embodiment of the invention. As with the procedure of FIG. 9, the GAA
module shown here includes SSD generation and authentication functions;
also, the GAA application requires access to SSD_A_NEW and SSDJBJSJEW. In
this example, as shown in FIGs. 1OA and 1OB, for a message sequence, two
SSDs and two RANDSSDs may be used to obtain, for example, a 256 bit Generic
Bootstrapping Architecture (GBA) share secret (Ks). In step 1001, the UE
sends a GET request to the BSF 107 to initiate the bootstrapping procedure.
The user identity from the GET request is forwarded to the HLR/AC, per step
1003. Next, the HLR/AC generates a RANDSSD and derives a first set of SSD_A
and SSD_B (denoted as "SSD_A1 and SSD_B1"), per step 1005. The RANDSSD
(e.g., "RANDSSDl") along with SSD_A1 and SSD_B1 are transmitted to the BSF
107, per step 1007. [OIO3| In steps 1009 and 1011, the user identity is
again forwarded to the HLR/AC, and the HLR/AC generates another set of CAVE
parameters: RANDSSD2, SSD_A2, and SSD_B2. These parameters are subsequently
forwarded to the BSF 107, as in step 1013. J0fG4| In step 1015, the BSF 107
generates a RAND_CHALLENGE and a pseudo AKA authentication vector. As with
the procedure of FIG. 9, conversion functions are used to generate a pseudo
AKA authentication vector from the CAVE parameters (e.g., RANDSSDl, SSD_A1,
SSDJBl, AUTH_SIGNATURE1, RANDSSD2, SSD_A2, SSDJB2, and
AUTH_SIGNATURE2).[0105] A key is generated as follows: key = SSD_A1||
SSD_B1 || SSD__A2 || SSD_B2. Next, the key, CAVE parameters, and the GAA
key derivation function (KDF) are used to form the pseudo AKA
authentication vector. The vector includes the RAND, AUTN, CK, IK, and RES,
and, by way of example, is determined as follows: 6] RAND = RANDSSDl ||
RANDSSD2 || ZZRAND . [0107 1 AUTN = KDF (key, "3gpp2-cave-autn" || RAND),
truncated to 128 bits [0108] CK = KDF (key, "3gpp2-cave-ck" || RAND),
truncated to 128 bits 109] IK KDF(key, "3gpp2-cave-ik" || RAND), truncated
to 128 bits 101 ?0] RES = KDF(key, "3gpp2-cave-res" || AUTH_SIGNATURE1||
AUTH_SIGNATURE2), truncated to 128 bits [01 1 ] Server specific data =
RAND_CHALLENGE1 || RAND_CHALLENGE2, 1411.12) where ZZRAND is 16 bits long
zero valued data (used to pad the RAND to 128 bits). [M 13) hi step 1017,
the BSF 107 sends an- HTTP 401 message that specifies the RAND, AUTN and
the server specific data to the GAA module. Upon receipt of this message,
the GAA module extracts the RANDSSDl, RANDSSD2, RAND_CHALLENGE1 and
RAND_CHALLENGE2 from the received RAND and the server specific data (step
1019). The GAA module then generates the SSD_A_NEW1 and SSD_B_NEW1 as well
as AUTH_SIGNATURE1, per step 1021. [1)1 14 ] Next, the GAA module forwards
an SSD generation message (SSD_generation), which includes the RANDSSDl and
the ESN, to the SEC module. In response, the SEC module acknowledges with
an OK message (steps 1023 and 1025). |01 15] Additionally, the GAA module
forwards an AUTH_SIGNATURE message to the SEC module (step 1027); the
AUTH_SIGNATURE message specifies RAND_CHALLENGE1 and SSD_B_NEW1. [01161 In
step 1029, the SEC module provides the GAA module with AUTH_SIGNATURE1. At
this point, the GAA module stores, as in step 1031, the SSD_A_NEW1 ,
SSD_B_NEW1 , and AUTH_SIGNATURE 1.10 i 171 Steps 1033-1043 essentially
correspond to steps 1021-1031, but for the second set of parameters:
SSD_A_NEW2, SSD_B_NEW2, and AUTH_SIGNATURE2. 101.18] In step 1045, the GAA
module generates the pseudo AKA authentication vector, and determines
whether the received AUTN equals the generated one. The GAA module also
outputs a Digest response based on the RES. 



[UI. 1.9] Next, the UE sends, as in step 1047, a HTTP message including RES
as the password to the BSF 107. The BSF 107 validates, as in step 1049, the
Digest response using the RES, and generates the GAA master key
(Ks=CK||IK), B-TlD, key lifetime, etc.; the BSF 107 also stores the data.
In step 1051, the BSF 107 fetches the GUSS (which can alternatively be
delivered in step 1007). 10120] The BSF 107 then sends, as in step 1053, a
200 OK message, which specifies the B-TID and key lifetime, to the UE.
Thereafter, the UE generates the GAA master key, Ks, which is stored along
with the received B-TID and key lifetime (step 1055). 10121] FIG. 11 is a
diagram of a bootstrapping procedure utilizing CAVE with HTTP Digest AKA,
according to an embodiment of the invention. The message sequence, in this
bootstrapping procedure, utilizes two SSDs and two RANDSSDs. The user
identity is transmitted, as in step 1101, to the BSF 107 and to the HLR/AC
(step 1103). In step 1105, the HLR/AC transmits SSDl, SSD2, RANDSSl,
RANDSS2, and GBA user security settings (GUSS) to the BSF 107. In response,
the BSF 107 generates two RAND_CHALLENGES (i.e., RAND_CHALLENGE1 and
RAND_CHALLENGE2), per step 1107. In step 1109, the RANDSSDl, RANDSSD2,
RAND_CHALLENGE1 and RAND_CHALLENGE2 are delivered to the UE. (01.22] The UE
then calculates the following: SSDl, SSD2, AUTH_SIGNATURE1, and
AUTH_SIGNATURE2 (step 1111). SSDl is computed from RANDSSDl, A-Key and ESN;
similarly, SSD2 is determined from RANDSSD2, A-Key and ESN. The
AUTH_SIGNATURE1 is calculated from SSD_A1 and RAND_CHALLENGEl; and an
AUTH_SIGNATURE2 is calculated from SSD_A2 and RAND_CHALLENGE2. In step
1113, the UE sends the concatenation of AUTH_SIGNATURE1 and AUTH_SIGNATURE2
as the password to the BSF 107. {0123] The key is then generated at the BSF
107, as in step 1115, by concatenating CKJUMTS II IKJUMTS
(=SSD_A1||SSD_A2||SSD_B1||SSD_B2). Also, the BSF 107sends a 200 OK message
specifying the B-TBD and key. lifetime to the UE (step 1117). In step 1119,
the UE determines the Ks. 01 ] One of ordinary skill in the art would
recognize that the processes for supporting bootstrapping may be
implemented via software, hardware (e.g., general processor, Digital Signal
Processing (DSP) chip, an Application Specific Integrated Circuit (ASIC),
Field Programmable Gate Arrays (FPGAs), etc.), firmware, or a combination
thereof. Such exemplary hardware for performing the described functions is
detailed below with respect to FIG. 12. fOI25] FIG. 12 illustrates
exemplary hardware upon which various embodiments of the invention can be
implemented. A computing S3'stem 1200 includes a bus 1201 or other
communication mechanism for communicating information and a processor 1203
coupled to the bus 1201 for processing information. The computing system
1200 also includes main memory 1205, such as a random access memory (RAM)
or other dynamic storage device, coupled to the bus 1201 for storing
information and. instructions to be executed by the processor 1203. Main
memory 1205 can also be used for storing temporary variables or other
intermediate information during execution of instructions by the processor
1203. The computing system 1200 may further include a read only memory
(ROM) 1207 or other static storage device coupled to the bus 1201 for
storing static information and instructions for the processor 1203. A
storage device 1209, such as a magnetic disk or optical disk, is coupled to
the bus 1201 for persistently storing information and instructions. [0126]
The computing system 1200 may be coupled via the bus 1201 to a display
1211, such as a liquid crystal display, or active matrix display, for
displaying information to a user. An input device 1213, such as a keyboard
including alphanumeric and other keys, may be coupled to the bus 1201 for
communicating information and command selections to the processor 1203. The
input device 1213 can include a cursor control, such as a mouse, a
trackball, or cursor direction keys, for communicating direction
information and command selections to the processor 1203 and for
controlling cursor movement on the display 1211. [0127] According to
various embodiments of the invention, the processes described herein can be
provided by the computing system 1200 in response to the processor 1203
executing an arrangement of instructions contained in main memory 1205.
Suchinstructions can be read into main memory 1205 from another
computer-readable medium, such as the storage device 1209. Execution of the
arrangement of instructions 



contained in main memory 1205 causes the processor 1203 to perform the
process steps described herein. One or more processors in a
multi-processing arrangement may also be employed to execute the
instructions contained in main memory 1205. In alternative embodiments,
hard-wired circuitry may be used in place of or in combination with
software instructions to implement the embodiment of the invention. In
another example, reconfigurable hardware such as Field Programmable Gate
Arrays (FPGAs) can be used, in which the functionality and connection
topology of its logic gates are customizable at run-time, typically by
programming memory look up tables. Thus, embodiments of the invention are
not limited to any specific combination of hardware circuitry and software.
|0 tlBi The computing system 1200 also includes at least one communication
interface 1215 coupled to bus 1201. The communication interface 1215
provides a two-way data communication coupling to a network link (not
shown). The communication interface 1215 sends and receives electrical,
electromagnetic, or optical signals that carry digital data streams
representing various types of information. Further, the communication
interface 1215 can include peripheral interface devices, such as a
Universal Serial Bus (USB) interface, a PCMCIA (Personal Computer Memory
Card International Association) interface, etc. |0f29| The processor 1203
may execute the transmitted code while being received and/or store the code
in the storage device 1209, or other non-volatile storage for later
execution. In this manner, the computing system 1200 may obtain application
code in the form of a carrier wave. |O 3O] The term "computer-readable
medium" as used herein refers to any medium that participates in providing
instructions to the processor 1203 for execution. Such a medium may take
many forms, including but not limited to non-volatile media, volatile
media, and transmission media. Non-volatile media include, for example,
optical or magnetic disks, such as the storage device 1209. Volatile media
include dynamic memory, such as main memory 1205. Transmission media
include coaxial cables, copper wire and fiber optics, including the wires
that comprise the bus 1201. Transmission media can also take the form of
acoustic, optical, or electromagneticwaves, such as those generated during
radio frequency (RF) and infrared (IR) data communications. Common forms of
computer-readable media include, for example, a floppy disk, a flexible
disk, hard disk, magnetic tape, any other magnetic medium, a CDROM, CDRW,
DVD, any other optical medium, punch cards, paper tape, optical mark
sheets, any other physical medium with patterns of holes or other optically
recognizable indicia, a RAM a PROM, and EPROM, a FLASH-EPROM, any other
memory chip or cartridge, a carrier wave, or any other medium from which a
computer can read. (0.131 1 Various forms of computer-readable media may be
involved in providing instructions to a processor for execution. For
example, the instructions for carrying out at least part of the invention
may initially be borne on a magnetic disk of a remote computer. Ih such a
scenario, the remote computer loads the instructions into main memory and
sends the instructions over a telephone line using a modem. A modem of a
local system receives the data on the telephone line and uses an infrared
transmitter to convert the data to an infrared signal and transmit the
infrared signal to a portable computing device, such as a personal digital
assistant (PDA) or a laptop. An infrared detector on the portable computing
device receives the information and instructions bome by the infrared
signal and places the data on a bus. The bus conveys the data to main
memory, from which a processor retrieves and executes the instructions. The
instructions received by main memory can optionally be stored on storage
device either before or after execution by processor. |0J32| FIGs. 13A and
13B are diagrams of different cellular mobile phone systems capable of
supporting various embodiments of the invention. FIGs. 13A and 13B show
exemplary cellular mobile phone systems each with both mobile station
(e.g., handset) and base station having a transceiver installed (as part of
a Digital Signal Processor (DSP)), hardware, software, an integrated
circuit, and/or a semiconductor device in the base station and mobile
station). By way of example, the radio network supports Second and Third
Generation (2G and 3G) services as defined by the International
Telecommunications Union (ITU) for International Mobile Telecommunications
2000 (MT-2000). For the purposes of explanation, the carrier and channel
selection 



capability of the radio network is explained with respect to a cdma2000
architecture. As the third-generation version of IS-95, cdma2000 is being
standardized in the Third Generation Partnership Project 2 (3GPP2).[0133] A
radio network 1300 includes mobile stations 1301 (e.g., handsets,
terminals, stations, units, devices, or any type of interface to the user
(such as "wearable" circuitry, etc.)) in communication with a Base Station
Subsystem (BSS) 1303. According to one embodiment of the invention, the
radio network supports Third Generation (3G) services as defined by the
International Telecommunications Union (ITU) for International Mobile
Telecommunications 2000 (MT-2000). I Sd ] hi this example, the BSS 1303
includes a Base Transceiver Station (BTS) 1305 and Base Station Controller
(BSC) 1307. Although a single BTS is shown, it is recognized that multiple
BTSs are typically connected to the BSC through, for example,
point-to-point links. Each BSS 1303 is linked to a Packet Data Serving Node
(PDSN) 1309 through a transmission control entity, or a Packet Control
Function (PCF) 1311. Since the PDSN 1309 serves as a gateway to external
networks, e.g., the Internet 1313 or other private consumer networks 1315,
the PDSN 1309 can include an Access, Authorization and Accounting system
(AAA) 1317 to securely determine the identity and privileges of a user and
to track each user's activities. The network 1315 comprises a Network
Management System (NMS) 1331 linked to one or more databases 1333 that are
accessed through a Home Agent (HA) 1335 secured by a Home AAA 1337. |0135]
Although a single BSS 1303 is shown, it is recognized that multiple BSSs
1303 are typically connected to a Mobile Switching Center (MSC) 1319. The
MSC 1319 provides connectivity to a circuit-switched telephone network,
such as the Public Switched Telephone Network (PSTN) 1321. Similarly, it is
also recognized that the MSC 1319 may be connected to other MSCs 1319 on
the same network 1300 and/or to other radio networks. The MSC 1319 is
generally collocated with a Visitor Location Register (VLR) 1323 database
that holds temporary information about active subscribers to that MSC 1319.
The data within the VLR 1323 database is to a large extent a copy of the
Home Location Register (HLR) 1325 database, which stores detailed
subscriber service subscription information. In some implementations, the
HLR 1325 and VLR 1323 are the same physical database; however, the HLR 1325
can be located at a remote location accessed through, for example, a
Signaling System Number 7 (SS7) network. An Authentication Center (AuC)
1327 containing subscriber-specific authentication data, such as a secret
authentication key, is associated with the HLR 1325 for authenticating
users. Furthermore, the MSC 1319 is connected to a Short Message Service
Center(SMSC) 1329 that stores and forwards short messages to and from the
radio network 1300. {0136} During typical operation of the cellular
telephone system, BTSs 1305 receive and demodulate sets of reverse-link
signals from sets of mobile units 1301 conducting telephone calls or other
communications. Each reverse-link signal received by a given BTS 1305 is
processed within that station. The resulting data is forwarded to the BSC
1307. The BSC 1307 provides call resource allocation and mobility
management functionality including the orchestration of soft handoffs
between BTSs 1305. The BSC 1307 also routes the received data to the MSC
1319, which in turn provides additional routing and/or switching for
interface with the PSTN 1321. The MSC 1319 is also responsible for call
setup, call termination, management of inter-MSC handover and supplementary
services, and collecting, charging and accounting information. Similarly,
the radio network 1300 sends forward-link messages. The PSTN 1321
interfaces with the MSC 1319. The MSC 1319 additionally interfaces with the
BSC 1307, which in turn communicates with the BTSs 1305, which modulate and
transmit sets of forward-link signals to the sets of mobile units 1301.
{01.37} As shown in FIG. 13B, the two key elements of the General Packet
Radio Service (GPRS) infrastructure 1350 are the Serving GPRS Supporting
Node (SGSN) 1332 and the Gateway GPRS Support Node (GGSN) 1334. In
addition, the GPRS infrastructure includes a Packet Control Unit PCU (1336)
and a Charging Gateway Function (CGF) 1338 linked to a Billing System 1339.
A GPRS the Mobile Station (MS) 1341 employs a Subscriber Identity Module
(SIM) 1343. (01.38) The PCU 1336 is a logical network element responsible
for GPRS-related functions such as air interface access control, packet
scheduling on the air interface, and packet assembly and re-assembly.
Generally the PCU 1336 is physically integrated with 



the BSC 1345; however, it can be collocated with a BTS 1347 or a SGSN 1332.
The SGSN 1332 provides equivalent functions as the MSC 1349 including
mobility management, security, and access control functions but in the
packet-switched domain. Furthermore, the SGSN 1332 has connectivity with
the PCU 1336 through, for example, a Fame Relay-based interface using the
BSS GPRS protocol (BSSGP). Although only one SGSN is shown, it is
recognized that that multiple SGSNs 1331 can be employed and can divide the
service area into corresponding routing areas (RAs). A SGSN/SGSNinterface
allows packet tunneling from old SGSNs to new SGSNs when an RA update takes
place during an ongoing Personal Development Planning (PDP) context. While
a given SGSN may serve multiple BSCs 1345, any given BSC 1345 generally
interfaces with one SGSN 1332. Also, the SGSN 1332 is optionally connected
with the HLR 1351 through an SS7-based interface using GPRS enhanced Mobile
Application Part (MAP) or with the MSC 1349 through an SS7-based interface
using Signaling Connection Control Part (SCCP). The SGSN/HLR interface
allows the SGSN 1332 to provide location updates to the HLR 1351 and to
retrieve GPRS-related subscription information within the SGSN service
area. The SGSN/MSC interface enables coordination between circuit-switched
services and packet data services such as paging a subscriber for a voice
call. Finally, the SGSN 1332 interfaces with a SMSC 1353 to enable short
messaging functionality over the network 1350. [0.139] The GGSN 1334 is the
gateway to external packet data networks, such as the Internet 1313 or
other private customer networks 1355. The network 1355 comprises a Network
Management System (NMS) 1357 United to one or more databases 1359 accessed
through a PDSN 1361. The GGSN 1334 assigns Internet Protocol (IP) addresses
and can also authenticate users acting as a Remote Authentication Dial-In
User Service host. Firewalls located at the GGSN 1334 also perform a
firewall function to restrict unauthorized traffic. Although only one GGSN
1334 is shown, it is recognized that a given SGSN 1332 may interface with
one or more GGSNs 1333 to allow user data to be tunneled between the two
entities as well as to and from the network 1350. When external data
networks initialize sessions over the GPRS network 1350, the GGSN 1334
queries the HLR 1351 for the SGSN 1332 currently serving a MS 1341. |0140]
The BTS 1347 and BSC 1345 manage the radio interface, including controlling
which Mobile Station (MS) 1341 has access to the radio channel at what
time. These elements essentially relay messages between the MS 1341 and
SGSN 1332. The SGSN 1332 manages communications with an MS 1341, sending
and receiving data and keeping track of its location. The SGSN 1332 also
registers the MS 1341, authenticates the MS 1341, and encrypts data sent to
the MS 1341. [ 41] FIG. 14 is a diagram of exemplary components of a mobile
station (e.g., handset) capable of operating in the systems of FIGs. 13A
and 13B, according to an embodiment of the invention. Generally, a radio
receiver is often defined in terms offront-end and back-end
characteristics. The front-end of the receiver encompasses all of the Radio
Frequency (RF) circuitry whereas the back-end encompasses all of the base
band processing circuitry. Pertinent internal components of the telephone
include a Main Control Unit (MCU) 1403, a Digital Signal Processor (DSP)
1405, and a receiver/transmitter unit including a microphone gain control
unit and a speaker gain control unit. A main display unit 1407 provides a
display to the user in support of various applications and mobile station
functions. AB audio function circuitry 1409 includes a microphone 1411 and
microphone amplifier that amplifies the speech signal output from the
microphone 1411. The amplified speech signal output from the microphone
1411 is fed to a coder/decoder (CODEC) 1413. (0142) A radio section 1415
amplifies power and converts frequency in order to communicate with a base
station, which is included in a mobile communication system (e.g., systems
of FIG. 13A or 13B), via antenna 1417. The power amplifier (PA) 1419 and
the transmitter/modulation circuitry are operationally responsive to the
MCU 1403, with an output from the PA 1419 coupled to the duplexer 1421 or
circulator or antenna switch, as known in the art. ((I  43 In use, a user
of mobile station 1401 speaks into the microphone 1411 and his or her voice
along with any detected background noise is converted into an analog
voltage. The analog voltage is then converted into a digital signal through
the Analog to Digital Converter (ADC) 1423. The control unit 1403 routes
the digital signal into the DSP 1405 for processing therein, such as speech
encoding, channel encoding, 



encrypting, and interleaving. In the exemplary embodiment, the processed
voice signals are encoded, by units not separately shown, using the
cellular transmission protocol of Code Division Multiple Access (CDMA), as
described in detail in the Telecommunication Industry Association's
TIA/EIA/IS-95-A Mobile Station-Base Station Compatibility Standard for
Dual-Mode Wideband Spread Spectrum Cellular System; which is incorporated
herein by reference in its entirety. |0 144] The encoded signals are then
routed to an equalizer 1425 for compensation of any frequency-dependent
impairments that occur during transmission though the air such as phase and
amplitude distortion. After equalizing the bit stream, the modulator 1427
combines the signal with a RF signal generated in the RF interface 1429.
The modulator 1427 generates a sine wave by way of frequency or phase
modulation. In order toprepare the signal for transmission, an up-converter
1431 combines the sine wave output from the modulator 1427 with another
sine wave generated by a synthesizer 1433 to achieve the desired frequency
of transmission. The signal is then sent through a PA 1419 to increase the
signal to an appropriate power level. In practical systems, the PA 1419
acts as a variable gain amplifier whose gain is controlled by the DSP 1405
from information received from a network base station. The signal is then
filtered within the duplexer 1421 and optionally sent to an antenna coupler
1435 to match impedances to provide maximum power transfer. Finally, the
signal is transmitted via antenna 1417 to a local base station. An
automatic gain control (AGC) can be supplied to control the gain of the
final stages of the receiver. The signals may be forwarded from there to a
remote telephone which may be another cellular telephone, other mobile
phone or a landline connected to a Public Switched Telephone Network
(PSTN), or other telephony networks. [0I45| Voice signals transmitted to
the mobile station 1401 are received yia antenna 1417 and immediately
amplified by a low noise amplifier (LNA) 1437. A downconverter 1439 lowers
the carrier frequency while the demodulator 1441 strips away the RF leaving
only a digital bit stream. The signal then goes through the equalizer 1425
and is processed by the DSP 1005. A Digital to Analog Converter (DAC) 1443
converts the signal and the resulting output is transmitted to the user
through the speaker 1445, all under control of a Main Control Unit (MCU)
1403 ~ which can be implemented as a Central Processing Unit (CPU) (not
shown). [0146] The MCU 1403 receives various signals including input
signals from the keyboard 1447. The MCU 1403 delivers a display command and
a switch command to the display 1407 and to the speech output switching
controller, respectively. Further, the MCU 1403 exchanges information with
the DSP 1405 and can access an optionally incorporated SIM card 1449 and a
memory 1451. In addition, the MCU 1403 executes various control functions
required of the station. The DSP 1405 may, depending upon the
implementation, perform any of a variety of conventional digital processing
functions on the voice signals. Additionally, DSP 1405 determines the
background noise level of the local environment from the signals detected
by microphone 1411 and sets the gain of microphone 141 1 to a level
selected to compensate for the natural tendency of the user of the mobile
station 1401.|0147] The CODEC 1413 includes the ADC 1423 and DAC 1443. The
memory 1451 stores various data including call incoming tone data and is
capable of storing other data including music data received via, e.g., the
global Internet. The software module could reside in RAM memory, flash
memory, registers, or any other form of writable storage medium known in
the art. The memory device 1451 may be, but not limited to, a single
memory, CD, DVD, ROM, RAM, EEPROM, optical storage, or any other
non-volatile storage medium capable of storing digital data. IOl 4 J An
optionally incorporated SDVl card 1449 carries, for instance, important
information, such as the cellular phone number, the carrier supplying
service, subscription details, and security information. The SIM card 1449
serves primarily to identify the mobile station 1401 on a radio network.
The card 1449 also contains a memory for storing a personal telephone
number registry, text messages, and user specific mobile station settings.
\ ) \ FIG. 15 shows an exemplary enterprise network, which can be any type
of data communication network utilizing packet-based and/or cell-based
technologies (e.g., Asynchronous Transfer Mode (ATM), Ethernet, IP-based,
etc.). The enteiprise network 1501 provides connectivity for wired nodes
1503 as well as wireless nodes 1505-1509 



(fixed or mobile), which are each configured to perform the processes
described above. The enterprise network 1501 can communicate with a variety
of other networks, such as a WLAN network 1511 (e.g., IEEE 802.11), a
cdma2000 cellular network 1513, a telephony network 1515 (e.g., PSTN), or a
public data network 1517 (e.g., Internet). |0 15OJ While the invention has
been described in connection with a number of embodiments and
implementations, the invention is not so limited but covers various obvious
modifications and equivalent arrangements, which fall within the purview of
the appended claims. Although features of the invention are expressed in
certain combinations among the claims, it is contemplated that these
features can be arranged in any combination and order.CLAIMS WHAT IS
CLAIMED IS: 1. A method for authenticating comprising: establishing a key
with a terminal in a communication network according to a key agreement
protocol, wherein the terminal is configured to operate using spread
spectrum; tying the agreed key to an authentication procedure to provide a
security association that supports reuse of the key; and generating a
master key based on the agreed key. 2. A method according to claim 1,
further comprising: generating a challenge message from the agreed key
according to the authentication procedure. 3. A method according to claim I
5 further comprising: generating a challenge message from a key agreement
message exchanged with the terminal according to the key agreement
protocol. 4. A method according to claim 1, wherein the key agreement
protocol includes a Diffie-Hellman key exchange scheme. 5. A method
according to claim 4, wherein the key agreement is performed over a
transport layer security (TLS) tunnel. 6. A method according to claim 4,
wherein the terminal is configured to communicate using spread spectrum and
to perform bootstrapping according to a generic authentication
architecture. 7. A method according to claim 1, wherein the authentication
procedure includes a challenge handshake authentication protocol (CHAP).8.
A method for authenticating comprising: establishing a shared key with a
network element in a communication network according to a key agreement
protocol, wherein the network element is configured to tie the agreed key
to an authentication procedure to provide a security association that
supports reuse of the key; and generating a master key based on the agreed
key. 9. A method according to claim 8, wherein the key agreement protocol
includes a Diffie-Hellman key exchange scheme. 10. A method according to
claim 8, wherein the key agreement is performed over a transport layer
security (TLS) tunnel. 11. A method according to claim 8, further
comprising: communicating with the network element using Code Division
Multiple Access (CDMA); and performing bootstrapping according to a generic
authentication architecture. 12. A method according to claim 8, wherein the
authentication procedure includes a challenge handshake authentication
protocol (CHAP). 13. An apparatus for authenticating comprising: an
authentication module configured to establish a shared key with a network
element in a communication network according to a key agreement protocol,
wherein the network element is configured to tie the. agreed key to an
authentication procedure to provide a security association that supports
reuse of the key, the authentication module being further configured to
generate a master key based on the agreed key. 14. An apparatus according
to claim 13, wherein the key agreement protocol includes a Diffie-Hellman
key exchange scheme. 15. An apparatus according to claim 13, wherein the
key agreement is performed over a transport layer security (TLS) tunnel.16.
An apparatus according to claim 13, further comprising: a transceiver
configured to communicate with the network element using spread spectrum, 



wherein the authentication module being further configured to perform
bootstrapping according to a generic authentication architecture. 17. An
apparatus according to claim 13, wherein the authentication procedure
includes a challenge handshake authentication protocol (CHAP). 18. A system
comprising the apparatus and the network element of claim 13. 19. A method
for authenticating comprising: generating a message for authenticating
communication with a network element configured to perform bootstrapping;
setting a password field of the message to a function of a secret key; and
specifying key establishment information within a payload of the message,
wherein the message is transmitted according to a transport protocol for
accessing information over a data network. 20. A method according to claim
19, wherein the transport protocol includes a hypertext transfer protocol.
21. A method according to claim 19, wherein the key establishment
information includes Diffie-Hellman parameters. 22. A method according to
claim 19, further comprising: setting a username field of the message to an
identifier of a terminal. 23. A method according to claim 19, wherein the
function of the secret key is a checksum or a digest. 24. A method
according to claim 19, wherein the secret key is a signaling message
encryption key (SMEKEY) or a mobile node authentication, authorization and
accounting (MN-AAA) key.25. A method for authenticating comprising:
receiving a message from a terminal, according to a transport protocol for
accessing information over a data network, requesting authentication,
wherein the message includes a password field that is a function of a
secret key and a payload containing key establishment information
specifying parameters for determining another secret key; and generating a
master key based on the secret keys. 26. A method according to claim 25,
wherein the transport protocol includes a hypertext transfer protocol. 27.
A method according to claim 25, wherein the key establishment information
includes Diffie-Hellman parameters. 28. A method according to claim 25,
wherein the message includes a username field for specifying an identifier
of a terminal. 29. A method according to claim 25, wherein the function of
the secret key is a checksum or a digest. 30. A method according to claim
25, wherein the secret key is a signaling message encryption key (SMEKEY)
or a mobile node authentication, authorization and accounting (MN-AAA) key.
31. An apparatus for authenticating comprising: an authentication module
configured to generate a message for authenticating communication with a
network element configured to perform bootstrapping, and to set a password
field of the message to be a function of a secret key, , the message having
a payload that includes new key establishment information, wherein the
message is transmitted according to a transport protocol for accessing
information over a data network. 32. An apparatus according to claim 31,
wherein the transport protocol includes a hypertext transfer protocol that
supports secure communications over the data network.33. An apparatus
according to claim 31, wherein the key establishment information includes
Diffie-Hellman parameters. 34. An apparatus according to claim 31, wherein
the authentication module is further configured to set a useraame field of
the message to an identifier of a terminal. 35. An apparatus according to
claim 31, wherein the function of the secret key is a checksum or a digest.
36. An apparatus according to claim 31, wherein the secret key is a
signaling message encryption key (SMEKEY) or a mobile node authentication,
authorization and accounting (MN-AAA) key. 37. An apparatus according to
claim 31, further comprising: a transceiver configured to communicate with
the base station using spread spectrum, 



wherein the authentication module being further configured to perform
bootstrapping according to a generic authentication architecture. 38. A
system comprising the apparatus and the network element of claim 31. 39. A
method for authenticating comprising: receiving an authentication request
specifying a user identity from a terminal; forwarding the user identity to
a location register configured to generate, based on the user identity,
cryptographic parameters including a random secret data, and a secret data
generated from the random secret data according to a cryptographic
algorithm; receiving the generated cryptographic parameters from the
location register; generating an authentication vector by converting the
cryptographic parameters to key parameters including an authenticating
token and an authentication response; transmitting the authenticating token
to a terminal configured to output the authentication response; validating
an authentication response from the terminal using the authentication
response from the authentication vector; and generating a master key based
on the key parameters.40. A method according to claim 39, wherein the
authentication request is generated according to a hypertext transfer
protocol. 41. A method according to claim 39, wherein the conversion from
the cryptographic parameters to the key parameters includes generating a
key based on the secret data. 42. A method according to claim 39, wherein
the authentication vector includes a random number that is based on the
random secret data, the authentication vector further including a cipher
key, and an integrity key. 43. A method according to claim 39, wherein the
cryptographic algorithm includes a cellular authentication and voice
encryption algorithm. 44. A method according to claim 39, wherein a
plurality of sets of cryptographic parameters are generated by the location
register for use in generating the authentication vector. 45. A method for
authenticating comprising: generating an authentication request specifying
a user identity; transmitting the authentication request to a network
element configured to provide bootstrapping, wherein the network element
forwards the user identity to a location register configured to generate,
based on the user identity, cryptographic parameters including a random
secret data, and a secret data generated from the random secret data
according to a cryptographic algorithm, wherein the network element
generates an authentication vector by converting the cryptographic
parameters to key parameters including an authenticating token and an
authentication response; receiving the authenticating token from the
network element; outputting the authentication response based on the
authenticating token; determining a digest response using the
authentication response; transmitting the digest response to the network
element for validation; and generating a master key based on the key
parameters.46. A method according to claim 45, wherein the authentication
request is generated according to a hypertext transfer protocol. 47. A
method according to claim 45, wherein the conversion from the cryptographic
parameters to the key parameters includes generating a key based on the
secret data. 48. A method according to claim 45, wherein the authentication
vector includes a random number that is based on the random secret data,
the authentication vector further including a cipher key, an integrity key.
49. A method according to claim 45, wherein the cryptographic algorithm
includes a cellular authentication and voice encryption algorithm. 50. A
method according to claim 45, wherein a plurality of sets of cryptographic
parameters are generated by the location register for use in generating the
authentication vector. 51. An apparatus for authenticating comprising: an
authentication module configured to generate an authentication request
specifying a user identity; and a transceiver configured to transmit the
authentication request to a network element configured to provide
bootstrapping, wherein the network element forwards the user identity to a
location register configured to generate, based on the user identity, 



cryptographic parameters including a random secret data, and a secret data
generated from the random secret data according to a cryptographic
algorithm, wherein the network element generates an authentication vector
by converting the cryptographic parameters to key parameters including an
authenticating token and an authentication response, wherein the
transceiver is further configured to receive the authenticating token from
the network element, and the authentication module is further configured to
output the authentication vector based on the authenticating token, to
determine a digest response using the authentication response, and to
generate a master key based on the key parameters upon validation of the
digest response by the network element.52. An apparatus according to claim
51, wherein the authentication request is generated according to a
hypertext transfer protocol. 53. An apparatus according to claim 51,
wherein the conversion from the cryptographic parameters to the key
parameters includes generating a key based on the secret data. 54. An
apparatus according to claim 51, wherein the authentication vector includes
a random number that is based on the random secret data, the authentication
vector further including a cipher key, and an integrity key. 55. An
apparatus according to claim 51, wherein the cryptographic algorithm
includes a cellular authentication and voice encryption algorithm. 56. An
apparatus according to claim 51, wherein a plurality of sets of
cryptographic parameters are generated by the location register for use in
generating the authentication vector. 57. A system comprising the apparatus
of claim 51, and the network element. 


