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DI SASTER RECOVERY SYSTEMS AND METHODS BACKGROUND [ 001]
The present invention generally relates to disaster
recovery systens. Sone exanpl e enbodi nents of the
present invention are applicable to distributed
virtual conputing services provided to a plurality of
custoners. [002] The present invention generally
relates to conputing services, e.g., virtual conputing
services provided by a service provider to an
enterprise custoner, or to nultiple enterprise
custoners. In sone exanpl e enbodi nents, disaster
recovery |l ocations for these enterprise custonmers may
be provided, and the disaster recovery |ocations for
mul tiple enterprise custoners may be distributed
across nultiple data centers that are also used to
provi de regul ar production services. [003] Service
providers typically provide services, e.g., virtua
conmputing services such as hosting or storage
managenent, from a nunber of data centers. Each data
center may contain servers, networking devices,
storage systens, security systens, and all other
har dware and software resources required to provide
for the conputing needs of the enterprise cust oners
they serve Each entekprlse cus%oner %_serV|cesEna be

same nmanner as a conpany that manages its own
conputing infrastructure has a prinmary data center
However, nultiple enterprise custonmers nay share the
same primary data center. Enterprise custoners
contract with the service providers to provide
conputing services for custoner applications. The
service providers then allocate the resources needed
for each custonmer application in a data center
Service contracts nay i Iavadtorguarantees of certain

| evel s of system perfopfaadeerd availability (e.g.
Servi ce-Level agreenments or SLAs), [004] To neet

service availability t?§J§ﬁ§dﬁH¥jto ensure service
1S,

continuity in the evenig & Inc
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di saster, disaster recovery services may be provided.
Exanpl es of disasters include natural disasters, power

W0 2108057588 network failures, fires, and ot her BUEHS$208/067140
that inpair the operation or use of a conputing
center. Consuners of virtual conputing services
typically require disaster recovery services able to

ensure that critical [ r _ n
¢ BuARED. PRty EENTEE Brshlfkn RELODRRY SVEHER
custoners require disaster recovery services that are
able to react to the failure of an entire data center.
Therefore, service pr BAWKGROBND al | ocat e redundant
systenms and services in renmote |ocations in order to
i nphecpresent inventivh gaperally relatas e disasier reravesy fe’ﬁts@ét &eme gxample
3G63LS Meserl O t e+ P REH LAY ti
e e s Rt PR R Rffbung
servicerrevidesto apiureldy steustomess.a backup in the event of a
di saster at its primary data center. The problemwth
hi Eheapfpwamheﬂ@n oRagratiyrielaies $o CorBRISING peMicep 8-S ,W@”ct@b@%wtmg
a«»ﬂ.@ POTEd ¥ s@@ﬁ@ s;%trﬁ [tipI& enterprise
servi@éseprg%f i 3} 5%&3[_[‘\/% Proiitfed g{/ Ee\f ﬁﬂgcg C;{aﬁ?éé quuI Hhd, Gict! il Iug enterpri
Cust@rpw oatﬁpm%emngq*ﬁ ergbadisnents GUsRRter reaaMeyy ogiess Bv these enterprise
cust%rﬁ?fg% Be prhvidal %F]d rtﬁ& QMEEYr FRSUN GSBtiEHsOMF Hatkiid enterprise

nner are | neffici ent, requl rin unnecessgﬁv?/
custereers Uvayeke distiteled mcrask matine Mgta cebiees St wre alsp ugre thepwvide

regu@?%@&tﬁn%e%@é cated di saster recovery data center to
ve t needs of nultiple custonmers. In the typical

Ca§é°rvsc@ p%@!ﬁ\éf‘sct?plé’él@\ﬁr%e Rkded, &.9C AhrBiaPetHBng §él’(/1€és &ich as

[ ocation separate fromits ot her production

hostine Y et asager RenagEAS dr9sh @VILTder fbara s e&@ﬁhpg th genter may
conts#ﬁt St fiwiiking B aLENRE SsydRehs kBRIt SRMIS; EsndUSIE Gther

pFOVI de vi rt aal conp ut i ng}rserw ces to Its custoners
hardmareoﬁwérsoﬁtwarat remcesmﬁglregh BEPViF8 cel Sl £PRPENg: Byeds Lf the

ente%r?sé icudtnBrsABY sBRE. | BacH SéitdrprisedbBRFAPE SLRAGY ¥R be provided
Mor eover, when nmaj or disaster events occur, there

PrimAGY Hyen BATHFIaY; i CABgTal 9 e TRARNIER Fiod APBRRYeIt mandges it

ownr&‘)?r%YJEﬁé’ ilteedst@t Rsla bhﬁlaﬁfuéétQVE‘éﬁfér Ah@@avelt hﬁu!ﬁ[ﬂ@tehfﬁrprlse
di saster recovery site 6%‘ not be configured

custepe MRy shipredhs §anﬁq» BIifeTY d8fe cepieb p@?ta&pri%cww%\w“mct with the

servidb SASHREs 86 privide MRIULAY Isbivibe fé‘ruéls%rsap@hdatlbi%SGThe service
service froma primary site at the sane

provESTR DR BAPEAIE the AR a5 LA CLBOPPEARIEATR I Folgreenter

SenﬁcBeééhEchts h\eaybﬁa@ﬂsu@ gRibiaftedd of RertSiANevdd B sydlerdhelfohedncy and
ashi on. Fi nal while the dlsaster recovery services

aVa"éP'Bt‘/é? @vﬁé@’&eﬂé\ﬁ%la@’eﬁ?‘ﬁ?ﬁ 8t Bé¥S):dat a centers, the
di saster recover $/ dat a cent gp is itself becor[ts &\1 ¢
si NMeehBivite BPIFEY s Gpd Ip FRHEFS GG NI In the event of a
dlsaﬁgﬁhﬁaﬁgﬁrecmw SrAcal mhdyetieyprpvigetil c&xaafmiesldfelsba@sfmdded]atura|
if the disaster re ata c er is
cisapis, PR SET% BEVD Ltk TS g UhOER 6By TP ED=b fre,pperation
or ug@b%nﬂitfohﬁ)@tn@?ér@éfﬁr §0r{sﬂﬂ1@tsecﬂ° VirtBud! hembairige%r\ﬂdfesrmm&ally require
oduction site ere
cisaREPeTY SeriE PbR BEPOES B Cdtcer %‘5:‘@6%%"95 &t figiorg! i te
everit Of BIsRifdentdhiRAGt Oftel EREY emsyorsag véuis disesteniceder Sevices that

stomers efficgjent and i ably. ] .
are aié’ie to react to the failure oij gln entire daeta centey. Therefore, service providers must

allocate redundant systems and services in remote locations in order to implement the

disaster recovery services expected.
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SUMVARY [008] | n sone exanpl e enbodi nents of the
present invention, a systemis provided for providing
WwW@09pasisor) servi ces i ncluding a di saster recovRCEUS2008/067140
capability for a plurality of conputing service
enterprise custorrers The exanpl e system nay incI ude a
plurality of {SI cal | ocations, each having

[005] | & &NieryisafopHAHENdF EWAFES BINGPaY PRSOAT EwYe dedigated backup

dataFﬂth%ﬁséttLhS t8fed BES bAAEp PNl A al dsaBieP ¥t iEkoritiainy Hatk center.
| east one of the plurality

services to at of
The @Fﬂnﬁ;gﬂ”pl"’ft SISAPRrOsRR issthat Wetr%“@%ﬁ?ﬁ”é 08 )FB‘% Qt’r*ﬁkuié atﬂqtvplcaﬂ‘/ idle

whef BicB5rPhdry Bate Ueht@MBlopERbordR v eniEOtHel @UFRLN RIuEaRL @r Wappmach
transaction data |located at a res ective primr

s high, Q8 19RYSTOE 13NV U6 (OB HSOVIREY  BRETFIUiEEogPY Fegares provided in

this FEARY b BeRBEM] FRBIhO ubitReRRY 9ERII@E custoner, In the
exanpl e system each enterprise custoner nay have

[006] M AKOQh&Rel/ a6HaGEIVRE ﬁﬂ@ﬁ@r@ﬁﬁ!r@ala‘:\'\éodedlé’a&@g&%ster recovery data
v]repli cated confl quql on data stored at a respective

centgiekeuH theghreds of USRS dB 4P% SCALErsEnaAsepe provider

wourﬁeseéaféi argstd egdd &M losatRndebgrateeloth OtsPstRa SHeduetion @ada centers
uting services for the custoner in rlr:“\(;):'?ﬁegnse to

The 09@ ther %fﬁwéei'of"%\'dd‘ih%s‘%qéw Heetata feRter piit erdyRee a” ‘other
resoMﬂcéé Usdd @opiautié W‘tu%ﬁ&d!hrﬁﬁné QErvicBe te Nt RUAHINER fURKQNBEations.
g ng rovi he ent e;{)rl sfe gustorrer S
This sh B BEgkoE dBiP CBEeL 5 H1) e inen B P for fIaestet oesySofp Moreover,
whef yiﬁagoe rmsaét@f eRABIHER] tHefe BBy RGN SEACEAS EAYAEILStoWhddh th@isaster
| ocation, the corre di ng secondarx’@
recopeSY MERGSHY HAPeHUS ST | B dS SENBA LI HE" FICaVeRY U Mgy not be
conflyesite @l'ovld@%telaﬂﬁ’@ans (tBR € oparatin v digasey SEcars. aflsdh litiple
t he L\E’Fal it E%/s ical_ | o%‘?t' ons %(( have .
CUStITIES Pt 1S SFTViGe f@%@ THREY TiE0% h e SUPE WG HBTA fQTR) event it may
be dﬁf 8asd Q’énélf t&ﬁﬂiﬂef Yheni Qﬂtﬂ&ﬁ bﬁdku@@it@%t&ﬂ@bﬁnéﬂr&é @Mmn élﬁérl\Nashlon
ocati ons, eac avin r
Finaf F S (187 PHREY RONSa oY RN Sete T Hirgr dpecenters,
the dikuécar @éﬂovérg@tatal c@ﬂiﬁar isSitsBIf O¥doRie REhgi pdintaﬁmnmm ﬂfﬁab @drife group
itional reserve ca sast
of cqsgé'ias\/ \9!%; $ Q)opTarylprcg:ﬁ % g gqjgcﬁ éfrﬁfhe pﬁgsterde(a:'ve%ﬁjx%cfenter
is udble &S@fdwmecmtfﬁr pﬁzﬁylr@&dnf ﬂfel wme@; T aly ﬁsﬁxeapaw cldymers
|rmte e sane a e t han the capaci't
ocai@g it BB AeR PRGOS RVAIL B E?%%ff' ded by the o7

p cal ocat i nthat s th est ca ity fo .
[007] pr|¥ ?f l’? uqee og é’lrgllsgggted cgstag er ﬁcog(ﬁryegyé‘.%m @b{e {o provide
disaﬂyﬁ’eﬁﬁeryfsel‘wceawer&abnsﬁcu@lf@tr@l‘sﬂt‘ﬁ’@@tl@lﬂﬁtl esieblg. havi ng a
common primary and a common secondary physi cal
| ocation, the conmmobn seSUMMARY! ocation nmay have
sufficient reserve capacity to provide substantially
[008] al in &fmd Beanwld embbdiments W ithg peBenti icasitiore G bysash Byprotided for

oo & Sl BaS BHSEYTS Ber b ol BRI T apratty of
compamatERrXel émdéﬁbnaﬂdJsa)mHBmTﬂhe &a&srﬂﬂdeuygtemhyi&i telude a plurality of
physlic%ﬁ%}:ziti%gé, etac ehé:v?nrg? gku%?gyoor} ar alrg gn so%are yesources of a plurality
of types and configured to provide virtual computing services to at least one of the plurality
of enterprise customers. In the example system, each enterprise customer may have
configuration data and transaction data located at a respective primary one of the physical
locations that provides virtual computing services to the enterprise customer., In the

example system, each enterprise customer may have mirrored transaction data and

3
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have sufficient reserve capacity to provide all of the
services required by that set of enterprise custoners.

WO 041515051 an exanpl e system every enterpri SePCUBES290%067140
may have a contracted | evel of disaster recovery
service performance that is |l ess than or equal to the
enterprise custoner's regular contracted | evel of

reP"?é?Q/FQf@%féF‘?’b?%ﬁEoéed Bl FesBectngy é‘ff?”@é‘( R O%Wﬁé’lhfﬁ"?aé {cations
S0 tl%ﬂ&h@g’é’do‘édi}z\{ daflorRisCORRRedtd PRVVMe Qﬂﬂxaﬁc&ﬁﬁﬂ‘[ﬁ@ servsces for the

secondary sical location, the comon igcon
CUSEPBRIa b fﬁﬁpfﬁﬁ@ lﬁaw QFHIENCE efft @ rUsBEtey EVERlp F?@ﬁ\f@ats the virtual

comPitRYi §vit eorC @Rt EdehRsk leMeheofrofll BABY ProviREOME e enterpr
service performance for each enterprise custoner

in
St So@BPEFV e By rANYECa IpiRfer 47 UiyeranpPi e, va[ 63y set of
enteﬁﬂ?zs@ YERBhE s FHH ttl@é‘%efﬂ%yprﬂﬁaﬁr@ Idc&ﬁﬂnu 6R @respdhdity Eaoh@dty locations

plication engine configured to _copy configuration
wwv&ﬁﬁﬁmﬁwgﬁbﬁgwﬁ @W€m¥PF%D§FméﬁﬁﬂUFrng servi ce made
for an enterprise cus r at the ente
[009] (bt GReP¥RY SHARY £ n?é'ﬁe tPIggakity of %\%ﬁa'af%‘;atwns may have
substzPGatyi 1843 thdrDiRbs teerad capaaitploe d@a@éremovabyw cal
dat abases for an enterprise customer |ocated at the

[010] PprinmanYedsopit s@tenaior be [Iﬁysat@rledatlahs,tmh stevbgdagyoximately X

| ocati-on. [017] .In an exa nsaction da
capag R PN HETBH)S SEAic o Foeth S B HHRg b R g Bipyisoned with
approyimatayoxyous) adcﬁttonhiheseswm:@pd@ﬂy)foﬂ disagtel erovd 18] I n an
exanpl e system the conputing services may include
[011]  appl b akimple Spstemce, towhemelnt dthiesapp kapsaty proviled Vorceisaster
| ude ane, or, nore of on ransact i.on
rec"}ﬁ‘?%g@%g’er?apr%‘maf Vet RAING £ 85 essaﬁ “i*bef CREFY TYPrinary computing
servises pravidled[ Byl he |physical daatiph ethaty bberthe tidrgest ocgpatitynfpr primary
PHe;tlrvsces(.: may be provided by systens including one or
comPISe S6'CYi ent - ser ver systens, web servers, 2-tiered
we r er b_seryv r
[012] Se&véﬁ d xgtf‘xghzo% eh’n afﬁrd g%(\@n'p% 5\‘8(5:&?:@%?9”?%5@04\&8 h%gmﬁeéj common
primeeyr aridc somepn isacindaty physicah flacagan; uod uwmmaﬁa@edamtlocataon may
NG [ S . .
havq_siﬁ%#&ﬁ?@sgrlv n%&%‘%g}pg { IS’ ﬁg suMn?al&eali {?f%eagﬁ:gée‘[%gt?ﬁﬁ/@ LaIervtces
requmad\bogthesat of e[n@@mjselcnstazmerexan'pl e system the plurality
of hardware and software resources provided at the
[013] pl Lr ahiexgmple $ystesi, dat ehdc sati ansntﬁwsaa@uatmersmingy@@ommon
prim?ﬁ %ﬁicéé )%@fnn.rg?)ﬂ%gwg%rﬁq dh&%ca‘?ficfcgmﬂs tﬁ@l:mjplﬂﬁ H&ary[i&%g&n may
havegeﬁmﬁeres@g@wawsy ribdvp‘dé@l alitoft the qemnealreqtyredf by that set of
cations may provide the sanme | ogical |evel
enteﬁ%t%? ACe ?or applications at each of the plurality of

[014] lbjx? %keérhggé: %gét%gs%&sgg%le r{ffg% ?Fﬁgﬂ%@rg§%%@? %Mtr&ltéaolevei of
disaqzswgcwaw JepdcRt repagnage thed isf ipspuberdon eupk tarfed @'Pt@'tpﬁ&@ customer’s
requie® BhiteHHERt b of 8diBic@Berdriendd, 3RS 3Gt dveR SRR enterprise customers
having a common primary and a common secondary physical location, the common
secondary location may have sufficient reserve capacity to provide the contracted level of
disaster recovery service performance for each enterprise customer in the set of enterprise

customers,
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between the plurality of physical locations. [024] In
an exanple system the data network may be confi gured
wao opnsasdgle guarant eed quality of service | evebGI/USDRE)67140
In an exanpl e system the data network nmay be
configured to provide Managed 051 Layer 2 connections
bet ween | ocati ons. F5026 In an_exanpl e system

[015] e pD EsPRIS AYSEIM BBHE ?@WoafﬁﬂiqutWHrﬁ"%‘é%tfoﬁr?”&'ﬁﬁ &Ow’@yred to
comPé‘orﬁPzQ“éh(ﬂ?Qatthh&wdeQW thg UaHRn E&ﬁd%tﬂg akhicd ddeSRF bh ERterprise
| evel than normal” traff 66915 vI[027] An
custerparmgsitee PRERTRESE FHEPIISES B?‘B@W d‘é‘ét"f'b‘iﬂ the peseadann C?&I‘)@ast er
recovery capabllltles for a$ urality of con"% a%
[016]  sefR PR @M BSHEN PHYARD Ag2RASH fﬂféﬂlet’Verfsep‘}Hﬁig 6%'|°C ed at the
primaBOadaion fiay BB eniesalBL SekBEdNasHy TRMtidnIcl ude identifying
a primary physical |ocation, having a plurality of

[017] halrdmre@araﬁd ﬁﬁéh%ﬁaﬁsatﬁﬁﬂﬂé’t@%ﬁor@@ﬂf teupiaeictl odapdRvdsd@ay be
Vi rtua’1 utlg‘gﬁser%@?es fo at | east one of a

mirrgyed SYICHEAPOdTY iberisPiesy PtoBners, the pr| mary

o R R RS TP TNl
wheteftettel ép)blldagorﬁlséwieésl‘mﬁy Pbusé 6ad of Mot ¢foj’mﬂne§3amtt&)anrocessing,
onh%ﬂ%s(vg%?g@ Lt a'@?ﬁ%”ﬁiéhg?esﬁétvhgﬁsnéﬁ | hel ude

o191 5 B PAg -G PN pafH g iR AR ey A3 ReRs Hotuang

one emtmmrprmfsesem\mmystems,swem daens, [@tiesedc akb [secats, Gaticaed web
rov§5|on di saster recovery resources for the

sewgrﬁtg}dﬁ}fgrgd YR eONEr: [028] | n an exanpl e nethod, the
[020] Fggg[ﬁg\grﬁyaw %Ssb/%tglln |t§§ %ﬁ%ﬁ%@%@%ﬂe@ayp ‘fnlc éJlég Cﬁ'g%(rﬁf'ag@ucture
mane@X@IrN iseiyicds, Sagudintg o oV ke efe:rtonage$nmag¢rmm1tl I tadbagement,

comp oD Aok Py L ERR DT cal T ocat ) on i th i he
[021] ! e85l e[ %;gten‘? Qﬁe‘? IBFa'ht%rectfgugB:iv%F@&‘ﬁj §o@ﬁx%¥evtle?&)rces prt]'(}\gded at

servi ces ["oca n an exanple
the pih@lstyezf@mmay logtjos cely Hedbasios tpeds @achelythp @lurdligy of physical
locafdj¥si cal location with the |east nunber of enterprise
custoners receiving disaster recovery services and

[0221 abhead Qxefﬁgﬁé L}fst T msstﬁé EIP&@% cﬁ\ﬁ%l'o%va?é)é“cr ﬁﬁfftfa% Fe@ﬁur@éé 5r{)1\§ded at

enterpris an exa

the suralitd ey Phirsigsli degptionsc mey o@fowﬁ@stéﬁ FRIE wcﬁhée\@hy@tﬁff@ﬂe for
appl‘c%ts'af’@a d)fflﬂwet;ﬂ@ra‘ %%h Hém&ratus}fs enterprise customers

recel ving sast er eco ery services and | ocated

[023] beXF’?r&aﬁ @eégrgieﬁfPMaWHIsot 1hEi§§€‘9|d§at5 MeRoHN Boreb iR the pluralsty of
| ocati on. exanpl e method may al so be “provi ded

physicg} logtiens anch@p G@QQifféFaffs&fé%F%ﬂﬂﬂ‘é‘ﬁt'@ fte prg Hheyirappaction data

betv&‘e%ﬁ@!#@;bl&%lz@%ﬂﬁhﬁﬁ:aﬁ&éaﬁ&ﬁ' se custoners with a
plurality of data centers. The exanple nmethod may

[024] | NGl BElexasHe aRids, therdafAsdiwemiRiPhd 6hfigWSH A BFovitle guaranteed
primary | ocation.
quality of service levels.

[025] In an example system, the data network may be configured to provide Managed OSI

Layer 2 connections between locations.

[026] In an example system, replication of configuration and transaction data may be
provided at a lower guaranteed quality of service level than normal traffic.

NYOT 1366915 vl



The exanpl e net hod may include assigning for each
enterprise custoner a respective backup | ocation
waeEansmses from the enterprise custoner's pri maRGI/US2008/067140
| ocation, the enterprise custonmers sharing the sane
primary | ocation having their backup |ocations
di stri buted armng t he pl urall ?/ of data centers so _ .
[027] hAn example BEBId mryIReP R adrsdPE Yloraigi dissstearecayRyy FpeRHfpS: for

a plurﬁﬂ?to\“ RBmpRing&ehvi@E clistémen! Ql"h@ﬁd §Q)Il§3rélﬁc§r @M Bhystcafl lobdflofls. The
articular primry | gcat i on wh |chy%gaz assigned to t

hat
exariyle st gEa inohae édeﬁufwg*ewﬂraﬁw IR GAE PRAG 3 plUralty of

hard%%ﬂdtsﬁftﬁéretr%uli@ﬁ Edefi Phr@ﬂ t®plolie Mnrﬂu@lcc%frripgfhg sERBces to at least
exanpl e nmet hod may i nclude for each entererls

one g3 Pty ofner}teraw%n@lswgﬁ% ke PRay degtionepreviging Vitual pmputing

serviety @ 4 ér?t&pﬁ&és&@f@ﬁers TRE ieRBhMe hegmid rﬂé‘y trelubid i%lentlfymg all other
enterprise NYA 1366915 vl cust oner

acku
DhVWC@b@WQﬂﬁlS wﬁ@l%ﬁgmvgl%{%ulwycqun@ée;fvtgas & the enterprise

cust@lﬂére I Hd SRnpISHEINBE mat |ﬁéludbgc%%o§@gj3%oﬁf arféaf the WhididaP cations
changes to the enterprise custoner's applications made

capagie of freoviceingvred! UG PeRdicRy forre ?“‘]e%‘é? PO/ @ econdary

physﬁ:@F wcardns Bt GO R previshAC KidistdrO by eP - resbfe€ XBNME enterprise
may i nclude, responsive to a failure of one of

CUSt‘?rﬁ%’ pI urality of data centers, for each ent er prl se

t oner V\:hICh hastheoeofth luralit at a )
[028]  Cof @ SramplR RETPApe RSy OR s BOH cRr it Fo b physica

locatfdhl Wi fHeSiBast WEinOBRS htépitiel @idom@RSreadivibd tissstdrarefveSeservices
custoner’ s backup location using the copied

atﬁ@d?FF'P%fbr ation data, and comTenC| ng backup oper ati on

of the en e custo bac I ocat 0
[029]  \Jfna B PRV 08 SEODGHaT S BT Dat Do G e PirePhvsia
locatiBrr witH i@d [dasamsetet bbentalptise cubtdricheieceiving ﬁdﬁ*&ce!s)aaﬂm fecation.
nmet hod, the backup operation nay be comrenced using a

[030] st anaslaechngdd mefhoh,amdwamoadawphw@! &xcatiopl ehosest haydbe b‘&qﬂ‘uysicat

!ocagq%o\@@gﬁ aglle%gn gugﬁ%o | B ?rggﬁgcq%gvﬁ\%rsnr%ﬁwlﬁigisgsﬁerhr%& sennces
and kible er hasigthe barvitd evelx aonplacteddritydhe editerpaspgustiner.
configuration changes nmade to the enterprise

[031] cust mmdnm!eampthod,aﬂhb casndarytphgsieh toeaioni chesanusay be thesphysical
| 0 , ' .
ol U3 ! 855 PRt BBl B FRLBAAE, B somices
and mcahee beyontim gmngrepztacqb treesimldHo) theqmmencloergionhe backup

operation may include starting the custoner's
[032] apphicxamplensethed mopyt biso bepirevddasofiri gyoviding c¥sastar secavety for a
t
oL ARBAGHRR, Rl bR d e confers. e
exarmdc kugthddomay |IrthdEI assighing éxraensh eenh@prisaor:uston@r @uRyineaTE Hoogtlon

t t
e B0 48 DT i 57 LT e
backgp IqaEODRAMWINES N3] eftetprise cast@mer@sﬂrrrmrésiO@ﬁoshxtaﬁmnéerprlse
custiAbR &%R%ﬁf%%[sgrﬁé] riﬁaﬂy Idca@ori Egﬁﬁd r’cﬁéneﬁa&\gﬂ Igébans distributed
centers the type sho
amoog Yreorterelityofi date peqtte:atsbdimatrtm total IbﬁClﬂSiD GonagiEd reqpm@sqt Ay Gackup
locatior! fdr Wt 5rRhE TnfhrfHss AR5 BMerS AOMEE YaflcbB! bRSEAY Beation which are

assigned to that backup location is substantially less than the capacity of the particular
primary location. The example method may include for each enterprise customer, mirroring

transaction data received at the enterprise customer’'s primary location to the enterprise
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[036] Fig. 3 illustrates an exanple system for
di saster recovery, show ng the assignnent of disaster

WO 281871598 servi ces, according to an exanpl e enbOUUS29N3/067140
of the present invention; [037] Fig. 4 illustrates the
exanpl e system for disaster recovery, show ng the
failure of a data center according to an exanp

CUSRRSIPAEHP BFatoRe M8 SeRMPIen Featiato ey BYEge P"g§ad5 egterprise

custbrhérlSloFiRd 8 BhPeKcoAiqaERINBchahgedith e BftbrpR@fRtdher's applications
procedures for al | ocating disaster recovery services,

madgcaé dhelieRtprRIise fysleRshh PEMBLISERFE 0 1He SPifEPTse s8igimer's backup
Iocathth eme' SBmpR ML hay REAGL 5e§{)0h§|\@’t8]a fgﬂlre f b oFghé @h%‘ﬁty of

bl ock di agram of an exa procedure for provid

datagebiath £ SPARBUBPYseaPPMSE HHIch Eit it g of B1eairBite Apfias Centers
as t@%ﬂ%dﬁﬁc&t@f&zb%ﬁf @rletnté I\/EMN%%H‘FB %&3&% aetxgrerre)alnterpnse
st PR PO HE G SEHET AT Uoh G4k 1200 €oBePERE backup

operdfish fBRtHaQHSerb e @EBRL &Q’ch@ badkdp WealiFORWR e El‘i’cérd'lg‘@customer 5
enterpri se customers of a service provider of

app'@w@a@n% resBirpredesansagien deipy ifLEhgr wm exaRly Methedi e backup

oper‘é@dri ﬁhH\y‘B bb Y:Bl%ﬁweﬁéed%ﬁﬁtﬂ §tBEHaPE EM FHRrdwhRE S B BRIMBMBR method,
provid in various forms, For exanple

| e
baCka‘ﬁbPWQfﬁ%qﬂdﬁa\é Eﬁ* W"&'@@“%W'ﬁ% apteb ¢f BErdwarePYiding ghe samy logical

Ievelodbkalsdéﬁoﬁ Tn@éi'ﬁ‘a@é?t {rPthe RKARAS fricbithd, el doﬁﬁoﬁ!?oﬂf iirbtfoh: ch@fges made
tware as service appli catlons he caonputin

to thecgnierpiise W@mea@ap%@og@ ab};l@,q:rﬁ@anqucugtom; pmgt:fyqocation may

be sthréd 8f @Rtenterp®R @btof¥BS BARuD ﬂ&bﬂr’cﬂi @I‘z}ou%) &h automated process. In
client-server, web server, 2-tie erver

an exgraple grefis eAPEICINaAAY backip ep%'at%wa%mv 5@9§‘Béﬂ%CUSFCi¥”@rS

applREKHNE | Rihg ﬂweet:ogﬁart@hargwatﬁ;ﬂrdﬁt&%ﬁdrfﬁy nhift6ret deankaction data, and
manag enment servjces I NCl udi n

rec"fﬁﬁﬁ‘ég@w@?ﬁt‘on LR %ﬁ”ﬂ@g@ﬁeﬁtma%g‘?ﬁﬁﬂ?r} i t%ﬁéﬁ‘gﬁé?ﬁat'o'&n dn the

exarSfE Widtiiod, TR a@8sRets. apphRsen &affRUhéyBe &1 ﬁétt@@fbyr@ﬂérubgi‘ domain
provided to multiple custonmers using nmultiple data

namg gevise EOUSPe FNISSd by the conputing service provider.

i sastor 1 BBIEF PESCRIPIION O THE HRRWINGS uai o
ce te S e service provider, which my

d by t
[033] g @?S@gﬁxﬁ?'ﬁg?? EREVi ces as opposed to bei ng
0341 o 9b@5 osi et e At B cRionn Fio A6 A AL Relpmer

andr@ﬁ@itimnéﬂm’rksnw\jidm[y conputing services. They may
al so be assigned a disaster recovery data center, with
[035] t hBigazdlugiretesd disdsedr nerovardarchiledurehat t he set of
custoners assigned a particular common prinary data
[036] ceRiged illugraesan ampledysemdesditdster remegrni shgwidgttlae assignment of

d.sa&gﬂlesavzafsgm%g S804 80 PO U e LRI Rere BPHR ordele i

varl custoners sane prrmary
e .
(0371 SPRbCHbRGed BRPGERPIS ARl Bl GoRUTEY, é'b%ﬁ% ﬁ*eéfa"we of 2
datarpenter mcordmgstomaleam@d efmbediinent. of ithe presant inventishe
enbodlnEnts enterprlse custoners may recei ve prlnaré
[038] (afigs.s&Pvillesater blogk fisp@mshefndifianentl sxampie mrasedures fayualigeating

disateCRESenPEerfBisC BRIIER) to an example embodiment of the present invention;

and
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custoner may receive primary data services for one set
of applications froma data center and may al so
WO 28i1yxs08li sast er recovery services fromthe sREEUS2D$067140
center for a difference set of applications for which
primary services are provided at a renote |ocation.
[042] The transaction data_ of each enterprigse o .
[039]  cuBgohRliugtrapn pitioskidnskamngy apAMPIR Y eGdae T arayidingedisaster
recoVé?G QMPitds, Haorting0taf exarhPle @EHBbdim@AL ofdhd presumt ir@eitaihl on
information for the custoner's applications may be

copi eHEPALLED DESERIPTIONCOF EXAMPEE EMBODIMENTS be
appreci ated, that this copying nmay occur responsive to

[040] angoRdaxd@se BRBGihenta of tiel Braght swenivhiigiidatdystams @hd methods
changes, may be bat cped and transferred peri odi call}/.,
for FRRBING <ISRRIST TGIRURTYaoF N LPETBESEL FUSIOBETRARY 2| 0%, glovider of

compitingSeafckectredsaagd predtiéransy prRyidb Qarfdua hjel oRtorifiging services.
res&ect ive di Sa*y gr_ recov r%FI gcatl on% based. on t he b
ThesrSBRIEEE M9 e BRI RATRES (5o " AR Bn PRJEAEoBry ces may be
providaf,Oinbraéihgne.g] GARle fRxeeGRNGRPREdAY RNk BIRHAME, CRSsoftware as a
needed to provide disaster recovery servi ce.a (gﬁy be ¢
servise GopliFatengi tﬁ?%cmﬂn%ﬁe?’ﬁﬁs BrOSHEL MY P ROR ARE RY & Qumber o
diffeFeR€ bypRt ofl Betdn@nnd@tiiy, @a))f @ienteryvebewdly Sviesi DH@dd Weblserver, 3-
. re resources than required to hﬁndl g_t,t hgggr oduction .
tiered R FERErs P BIRIE VG T FURE e Sdditighdhe cPRRUNE SEvices
may"Btiude UB eflatzepeaty isdficds,s astingl e€.gy estyrager wansgenfedt, LAN
the services of enterprise cust Qﬁr,ers | ocat gd LTF "
manggamelit.e AAMREING  WaPAISIMENT [ §W4 PCUR WENRIRNIENE e nd PSS S¥RPULINg
servidESASY BE pFoRRieN &F dhukiprfdugiumatsi .dmgwhillipl@dsth rghterstpekatg by the

data center, custoners from each production data
COMRUERESENVER "N pr ovi ded with di saster recovery

services fromthe sane seconda | qcation. At each
[041]  garte SRrel Peva Ve T T S P oML | BERe D SHUFRRIOYeT 2
numpé&rooiu étia orenthd apsrated | iyethef seovite paviddatvehiche miagralsoThe used for

. backup servi cesdf ogeit h?g 'Sal%%’qset i?f C_l?ISCt orrerg {es Hse CUStOmers
PrimERRENARES 23 OPBEET (h BeiiG Fedicated PFsastFh FFRKTE SR
maydeNisigied aadata data |caitivefropy alicditingy leashcuihes exriviiace somputing
s e BB el UG GRLRERS, LB EBbgpgen
bein@tmadeesuoh abhtche aat dfatistonend essignebe quasticoiae cemmpo pritaat data

S Bl oL Gy Bt 5ok B . s
for Deétesf viaibas cesndragrs et vk ythdazree orisvagi Hats uwbstet, thé rédpective

aseRERER e Ha TS i e e ofe TR e RBN M ai Rm g e

balandedt fashipm.e sBntome weample nemisodirbents béteerposep castordes may receive

. disaster recqvery setvices far r ous terpri .
PrimEe AL EF 108 1P Jrenepres fete R s e Redl spisyPrise
custameletlbyg adceitle grimayt data s@cioasefoy odabet of epplestiansdyom a data center

therefore, no need for staffi d her,_r S,
and (i R e P SVl 38 sl iets B8l Byrtgrence
set af@pplicatighsdart whidemingary sdreitdscare panidgd at & rembdte looativer  of
resources may need to be installed in each of the
[042]  pr SbeTbnsacicatat @‘mtbe:ﬁerpﬁbesmstcﬂﬁm’s@mfeaﬁm&d@d begnirrored at a

. e ry . ' .
aisofQTRRARR GpaTENel, LEARUR, P ESIRL-00T fdhalfh o the Eromers
applisatidog pnaydreviopies to theelisastar eecovery location. It will be appreciated, that this

copying may occur responsive to any changes made to a customer’s configuration, or

changes may be batched and transferred periodically. In this way, when a failure occurs,

8
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fewer backup custonmers whose services nust be brought
online at one tine. [046] In addition, since the
WEe@dustsion services, associated with the ent ePEr/USM08/067140
custoners, | ocated at each site may not have
correspondi ng di saster recovery services provided at a
single site, but rather the disaster recovery services

the fépgted @pplicaiansinrves siried s thaliripsnesive disapierresovenlocations based

on ti% FaRE&Ion B&AMA e §§fovdéﬁ@cdrﬁ'%@%flomﬁ%rrhﬁ’adﬁm e reliable.
In the case of a failure of a primary data center

[043] angxRstapash/Sind resRKRE yﬁeédé@atblp%mde%éaxtea r&aodry s@;unt‘@@ fnay be
of customer applications nmay be out of service. %my be

PrOVﬁﬁﬁéﬁ"f@i@a?ﬁSh éf é'??o%”&?"ﬁ%'ﬁ'ﬁ Satgf Cef‘??é‘; pF@&ﬁ?dqcﬁ%ﬂitﬁ & ”tﬁ‘é

providioP¥d Gfth fHoPR s SlircdsQRAY REMir o Wah @8 tHeQfro@REST SIrie® sited within
custoners_of virtual conputing service providers.

Such
the Gate FFTe/a | TSAPEPUIGSIRYDBUSPO 8 BrAYlFeidrgsisregpvesy services for the

serviREON B prig ustBi B dbcated iMHiIFBRAt &dta datt@scent ers, each
of which may provide virtual conputing services for

[044] mJUhIIk@' I8 £0&@FaNEddS BisaBtedt ropTREs). co¥i f]lﬁ]@mhvﬁth rd didble backup data
nput i n serwces(ﬁﬁow ed to multi nt e

Ce"‘tﬁfué?%?fﬁ?r frareeash Brq ERoterjgre {7\? FT“’ B’F%‘E?quréﬁco"ew

sewké@ﬁorﬁ hige Méﬁﬁ&ncﬁﬁﬂloﬁm‘ﬁb £158 eﬁ@ﬁswca beterhe I‘s@bs@t oy customers
be used in other contexts

ex le for a,.
recefp R PEEFEoB B f5r1<es Tt f#«“ﬁ@ T | o GoefPagevices for that
subsee bt @Isﬁonié?s R Sruvige! adAdse thé betdsftcdhes eiviilabRSdatD terfters, each data

virtu onputi ng service provjdi ng, ser smal |
centin b biion So00 SR es BUars > bong O Sbf b SRR ey oter
dataS@JnVérceI:pftlgy ivitgT Wil £dishfledata@rcentiey prode&ion data center, the
trated in Fi

u b ndersto d_t hat
custpmgR oM gt P GPSFOL PGP TR R, SRRt o & Rumber
of o@eNdads cerddrd. Ebai otféd daed edtterdiab@olig Nb a ondif uPutal tien@pacity

havi ng addi ti onal, .fewer di fferent el enents may be
neceg RO STDR SRR e 466 e ComeEson: d

o1 LR S S R ST PP AR 0 e
disaftéredaﬂ/etycsem@v Ifcdexumerdueahteq:mmumstaﬂgers effiviects Kigt, there may be

no rﬁpq’\ﬁr gecF clag *);gg elngc%%%{g '%EF? fengefr alnﬂ tp%fog'g,ﬂtﬁoeﬂg’edarrog staffing
and lderet iresgdivesSEaY moels evieqlieddl © dprecmm Saladdisated nitsastef retovany data

cont o Bt B il SR LB Bt e SR baleg g o the
prodiitiivnagita DEters.s sy, ftmrtaneandsededlm owremshcealiaktec sdcovarg operdtions
at i .
may Ry RS BBt i e i e R0 it OB pkiup sevicsperere are
fewdr aekup enstempisivd®se sesticasenust hé brouiginf dnding attdnerime.,
informati on may inciude all the necessary settings and
[046] ot [readdmmo sine therprmdaqmrr svidagy assbaated withdhe egamposs agtomers,
i d : t .

Iocatség ra\lﬁség'? sénangg n% gér/rve@r gogre \/\%};ﬂl‘gﬁﬁz&%g@g;%géegy ’SSJViCQ?E}%%E(? at a

singleritns bugit riather daet amwﬁacoaele sawndiek arlyche distebuted across many data

cent§v§?€h€%§%b \%zg(r)\ge%% gervg?egl&ﬁ trﬂ?ujé%l{%f}@t TIR tl*?‘eet 98@9 A 9 failure of

bothc e ngrimbary glate cenitere ang rodisakbat twovteh,e |catatfican, amh/t ersnﬂaﬂr ngmber of

custgﬁér\%pgﬁéa%gn rlf‘lac’i ﬁéTgut of ggré‘ 9l The data centers may be

'Shed Sérvers 104, 204, including
[047] bl %Irﬁe example embodiments of the present invention may provide disaster recovery

services for enterprise customers of virtual computing service providers. Such a virtual
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servers and whi teboxes, which may provide conputing

capacity for custoner applications. SANS may be
wWee@sissos i n order to supply enterprise cust oPErES208/667140

adequat e storage 102, 202. The SANS may include all

el ements used in inplenmenting a SAN i ncludi ng SAN

networ k el enents, such as SAN swi tches 105, 205. These

commRG SEBIFEATSVIdREy M6 MRITATR &t RUBRAE 0T R ERISCrey fRC Q§pwhich may

proviie ARG '&:ﬁgmtuﬁg gew.céﬁamch@rw@ e OMASLE thRBBers St ALRABH virtual
managers 1 for exanple the | PStor storage

com;pﬁilﬁgéglwic% prpan;i%@gl,tapie,ﬁ%ermsg(guggmgqsm gdgmagy focus, it will be

apprBEidiB rhatahy rSdidsYardt §ERER dedcrible HRRLEIRE} S0 be used in other
customers. The storage managers 106, 206

contexih ¢ SRmPle Y 3 Fiegle {ﬁrgfgerggeﬂwpgmmﬁ]Wt@lq q%a Fc)(gl‘;(*zw}s/rls (goe provide
interRARRR Sdriit@S or & ORRbI MhdutiRg erdRé BrdvRIHg IePvices 18 small @listomers

centers of the type di scussed above in Figure la, can
Or'néfé'dHéfwor ked with each ot her and with customers as

in Figure |Ib. For exanp ata center db
[048] | nf‘ m@h%mugag BRFvige a@ef@eh@%wﬂp pip Cﬁf“&(ﬁir ééﬁ'u%%e in Figure
1a. I@hﬁ&iélb@%@ld&mowmaw DEQa rﬂé’r6|§%5tra¢b§m yxmla@v @xta@efiter, and

that stﬁfﬁfqv?*gdatgt%%r A R VN AR PR N Gers may

be udéd Mth @kamBIe QYRIoMInFERksY bICEIR JFBsenD Gvertow| d’ﬂﬂb sdrd€d provider may
enterprjse custoner's transaction_ data and

ProvisioRfihe Rk FAVET M8 WA NAEHYAR P SORWARSFRIUFET TT5eske i Provide

v.rtuhift@m@mu :fg?geyv@aﬁ:@m@mte&arnt@@rs\élcngoﬂher@t sqchsaaweént@@ dret brevided,
di saster recove

epter er, th
for D ke BTRk JEAIDEI (RUEET SEIoER VIR SgB Ghe, nc- o Town &
CourBRt BICP[thS QsdidiBE QRBIES pidBdht RPPlicHER(. tmeryeafsﬁeqﬁo@d@aﬁ@ aitocate
net wor k between the data ,centers in (r)#;3 e?ﬂg{o tran %
the §tpraA% RRIETHY (P eACh AHTTQRSHY iPBRICATNS PR PP PRk MBI M=t current
confiadi@tibn Prormbtieh @eéwh@@pwaam dﬁ{er\fmypm@diﬁdtt@rantdﬁ@rpﬂse customer,
perfornmance characteri thﬁ\;Of t he networ

The Fqﬁﬁlggtg{:rpn Qfgtigpmay he BEGSPRB0Y aeépnqsr@pd Aty information
requﬁé\% ﬁfr@i:ﬁe ﬂhttaéllcblyug&gangsﬁl‘\wdeﬁ@o b@btmidt@ﬁ UV stahdaed Ek&tdﬂm&ﬂc!ware is
infrastructure is e rov
Ty R e LN R S e S
confbh@hor@@&h rﬁe@'rbél B€ to Fo-BioR\él st@datti deh oShirfiware @M broduce a duplicate
resources. The seryvi o contract or
of thSFH'E’PW@e‘Seﬁ’#‘i‘*%HE?&dﬁ? BR Bl (s B i tuf e
d of service to.be provided
04] 1 o HeiS s A aNk Bhotigie B o SenierS 1P 20 nchipg plade
serv@t asénhiteleoxgs, oanded]ay [pﬁﬁ!l:]e chhputiey vapﬁegpfoowuﬂgnemmpgcaﬂons.
rt a t {1 t . t
sang R e ep iRt s BERPHEnEREIRS Riuh ShechRlstiytrdSe 102,
202. lehl‘eesm 11 0 |lgdd:$e aih\eldoeench oseenint inpdamdntingiea AN :jinaimdim; SAN
a |cat|ons e r.ovi der
et BGRB8 CLeh e SAP pBRR 40525 o A L FEREES eV SbrmNicate
overmhh@d@ped:@frconm\a:tlm e,g.,a8bradtaeck abmeetiordatStonapy maeagers 106,
| cat

205, P bl R RGO MR S ACHP BRoteY risphiuBoyfgd to
eﬂ’erszdﬂsz bmmﬁ\,osl&ag@tdmd Sn?@&lsh cibdrherels Thmytorage nednbgare GQA, 1266 may
t .
pmvgis&wicﬁ?%ﬁ’s‘« IRty BT R R BRI o: “heed to
rosor  SQPAF T S Y B AL S BE BRI e 1
can be networked with each other and with customers as shown in Figure 1b. For example,

data centers may be interconnected by a data network 301 provided and maintained by the
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the service provider may guarantee a |l ower quality of
service for the less tine sensitive nmethods. [052] The
W@ 200815%80%r ovi der nmay al so provi de networ ki ng BEF/US88067140
to carry the production traffic of the enterprise
custoners. In an exanpl e enbodi nent, the service
provi der y provide a network 300 mhlch connects

5@"\”@%?@”5’@55&@5‘ d’ﬁ%‘ihdﬁ%\f b essroPKEITEF rpRRagHonaifEa prfl eqqwguration data

betwREh Hﬁtra)’ceﬂt%?sasd?@:ﬁi BikasteFBcovaR \defReP FRY Itdedrovidad, ataRR enterprise
resources to connect the disaster

provi de network Ie?fl%
cust?f@%ré\féqfssaca*ae selraandeontigiratios ipfoundisRrmavebsBRIeTessg. befteen the

pnmﬁlg'rdé't& BerRErOMNRRY tHIBYUSBINRD PHQHE dRaN&! VMBS KNy &P UERES over the
to connect the primry or secondaﬁ’éﬁdata centers

netwgrk e MG RERVRITRET (R URET, FEREF cUStomers ray not

need RChreRHAEG dBd namm@weémﬁael L EARErs W BRI &S ‘bﬁ@rﬁdﬁer transaction
resources 300 rovi de access to the co utin

datag@1c, FRIBEUTPRRR{TBRIMRHON. n dNEAGCHHRPY Tapa PAVIER ATGHCST TP, HeNitor the

perf&ﬁr%ﬁceof:ha?ecfc@!sbéér(ﬁ‘ thé heoiek Wikt i @R U8 & STROSLRBY pRiRIer may
provi de access to he conputln servi ces | ocated at

also eR@IRiGELY F W%%'F'ﬁs A A BRVRK IMFrasE Ui, (e In thiS way, the

servibé QYdwilRF n‘mé’prﬁiriﬁie Bérowesdesistl 8le hotwedk, SREHE BhA&OHCh Yebrice is
on t hese networKi Cg%resources The 11 NYO 136691S

provigipg l}"éﬂhi pfidant JesopicER  JbRtSeBIE Pfﬁ\j' UnBay Qlsp RN Apgrwise

arrartRPiite %té?&%eaiuﬁtoﬁfefse%é Y&luire®r&wRl bt s@g/de tdhe AdRkibd Yy the
of service controls %/tglﬁéq loritize _resour ces bot h as

“Et“ﬁéfi%%eﬁﬁ‘ dPRYENBTIE SePepd rsth%ﬁ%{‘?’loﬁée%'@?rﬂf@ﬁ' ffet wor ki ng
resources and. al so as between thefggﬁl icatio

[051] & T Sortie BT oes v, Sty S VP or domicata ARRREs o both the

tranREON diR¥n e Y ARLEREN betab erhafe maﬁéréﬁqﬂ@:nbdsqﬁ@pwer Eeeh to suit
ase fewer networ

ente prise custoners ny p n
the ARl CBACEEG baG suPrager | ThS PaNCE PEVERL ey PoHiSe Fsources for
the différastreplichiepovethodiatr Beihed, as hoed 06w, Getapiay\Wedeplica®y at a
t hen conftlac_{qure i

Lit h
disaqs G SO dite e Y LHeRe &t Iniect et ePs methods
and aﬁﬁ?w@ioehymkat{hoﬁmte su@Ninetfods ay | ot eall \Mé‘qdre thessame network

critic |.Ca rne e re
perfdiiantst o 2O, ol O st oL BRI B8y Briheed tpqmplete as
quicki8s @?tfﬁbﬁéds&ﬁetﬁ@t&tmaj therefuns tdcRirk ader s@tWOIrc Eeslf)tﬁr\z@ SThus
are con ur e a S O each
the et Rviell % RBRSSa G ey R EenetdpTaamoine coritve
metHodaf fic is provided using a burstable, "pay-to-use"

contract, the custoner's networks thensel ves need not
[052] beTiessize grovideamep misodabvide petavarking shiies ta caing dist pioduction

bR g SBNAGE, B0 Y e g B SPYk e ber may
proviiafd hetiwerk 30@pathtopnnatsagaelpabd eudtonert istwirlis ot ddrkdons to the
contr.act ust mer.s when those cu%t oner.

PimAY. pEA €A {1t SHERLT YT dhal e y %""Y@e ”FE%’J%‘”%.F’??&“*’S to

conr_kattetheudntsmrreaqmw datbi aenker wWatha, cwtmdwecmefwmger:ﬁ)m ofihe service
ol S B SR SR YTE R BN Y Ly ot
centerg strohve cgstorer thiweRs td b eulsiermeheek pndudintefor reamppe, dbié deernet.
The net(iiNorrTiEa re%%grcens ?&F%%?tp?ov?c%r J&hss" B5RY rcgr%rc’)uttm% see)esvei:cceléltloca%ed at the
primary data center. In the case of a failure, the network resources 300 may also provide
access to the computing services located at the disaster recovery data center. The service

provider may also provide quality of service controls on these networking resources. The

11
NY01 1366915 vl



applications of the enterprise custoners. | t may

provi de adequate storage for each custoner's data and
W@pEBMAE08 on requi renments, and may mai ntai n adeQUHS208/067140

network availability according to the demands of the

applications. [055] The service provider may al so

provide di saster recovery services for each of the

qua'EY]?E?%Y‘F%@“@G@W@UW#%LFW@%éP@iﬁ%"&“ﬁ PEE Bffecivaly ptriized.

The ColliQTBf sabvicad &inﬂ@lsemg t[ﬁffoﬁﬁie‘at @soullcBE HatHs a8t Bdtween enterprise
recovery service may | ow for virtual conp

uting ..

custerpery |SE%”§‘9tC8”"5§’“rﬂeB’VﬁrH§€i regpurges aidp! %oe?&t&twwr%fﬁ @Pplicafins of a
singleRBtefisisa cGth&@l providing primary conputing services
to the enterprise custonmer, in the case of a failure.

(0531 | Ogiﬁle A disbaeht Ve ﬁiay dﬂeseiﬁécﬁéd O nfreglichick@eictEs ehﬁerprlse
shown in Figure 2. Wiljzing a traditional ngqqlro C

custePRrg PR PY @é‘?")"ﬁr neteIKiDg FESOYFAEY ity SHPROET FRPATINEN 4ra i £ the
disafteTRe6veP fdalr édmbdry ﬂ@tﬁar\ﬁ@bﬁﬂﬁerlﬁi@y tl?@pconﬁ@@e qTJEIIt?Ebf serwce

data centers 100, rovi de services
level i seB @rmagmerihet %Yﬁ‘é?'é’Pp'tcﬁt'%fg&P?ﬁ'"é‘ﬁ t Be e AUt i f@%vent
of al@flure?Oile 389, critited a%ﬁfdétt@r% PaP \dxpafendd SQiuBR Bér%rﬁﬁm@ The
data center 50 dewg Led to disaster r ecover\g/1 ?
servige @&ftd@rmweewg dNe EREESE GEptomels tQ gpgie that service Tevels
are Mnﬂ@’dr@@épﬂf%rf&t@} faﬂnéélfth@ﬁéddg of bdce ehtlar[ﬂfs@\cuﬁemé@ f 4 B&tomer’s
plications at each of G DL Lmar

oo BRvRReTAih ® DOHOCEEBNS o0 RED B TGt R P Ey Guptomers

netWiMid theRBEG Redd hétabe reenterto &&m@&ﬁhte 3@@)\/@@ 4ffar EQ:I saster.

each agl icati o thaq{s t he ent er&rl sz r Wi Sh

Howgery g se/ee ir QALY &Feqsde APRTAPIdtElY \ZE dvery ﬁ"é” B%tm"f kc%ﬂ”f’%‘i‘i'ons

so tB&t uffidenfichpRitgds abailabldaba teebiretablel @pab@dcusiéeien those
center ghanges are made to

f t . dat a
C”St?'ﬁ%g)ptﬁ%er‘l:a*?% Er‘r)g'iﬁy? tBI%“%?ifﬁSFeéé?‘ﬁ%?W 4%t a, those changes

0sa1 2 g hE okt s EREL A L PR b e s

providar mag fﬁbrcﬂfmﬁ vﬂ‘&ﬁ:h@an&mtzh@ bérelceﬂok/ exthtdfids aptfél“prsatu;sﬁcﬁmeran o do
ous . basi s or

so, (iF Ko G MoV Ay vovds ot RPR e i BB rL A Burstn gregpte the

applichgone asrk the éme@hs@muﬁtana‘sl ot fray provitle asibquany stdrigy for each
si.ngl e_data, cen ure his requires,the
custt Sai b reppicehon deadisdiontsy S PSSR choRRaate heowork
availabilifyakcgediag teathy dematdsesf thdapplickdibis. cent ers, and to have
all the necessary information (e.g., m rrored data and
[055] comfé gerviat ipoovidenfroaynelto proyvide otisastee mycogeryt serees ifor edmd of the

e IOk SRRk 150k BSHEL 8 rgld A, e

disastbi needvehosenaecemyy elitst fomwirtual fomputing sereites tohee mnoweed at a data
centgrer%gw%? fr rlnlS%% ?%gi@ﬁte?ﬁﬁo&éﬁg%ﬂ rﬂa}\ﬂa}r{&;ﬂjt%g %el%%ggﬁ e?iterprlse

custtraek impths ickse afrerfaluye. cont ai ns unconfi gured har dwar e
resources of various types and a new conputing center
[056] i sAatadidiiakdishstemremrery carchitsichiee mckoyn dat Eigdre odn t bidlizing a

trad@%ééﬁg?@gg,hatoccﬁﬁgﬁf rﬁcgmr@ aaﬁhigeaﬁrjﬁvzdmé ﬁ agcge%h'?dn E gf primary
dataeneetets 10, 300 i36@.sTagse dlata @nerelinpie wﬁwwndemmanasewices toa
numglarsé’t’séugtron{e?s‘? ofﬁeﬁ(jitﬁﬁﬁ% & Liac’ta Qfeﬁ’c\éf.'sdﬁﬁ, EH@tBOO,i fheas%FUic.Iei |:9'51vider
also maintains a data center 500 dedicated to disaster recovery. At the disaster recovery
data center 500, the service provider maintains infrastructure to provide for the customer
applications at each of the primary data centers 100, 200, 300, in the case that a primary
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to the application data, the software on which the

application is based may al so be stored at the renote
wWQ@l2008/15%808 er, as may ail other el enents of thePCT/US2008/067140

configuration. When changes are nade to the

application itself in the primary site, those changes

may be automatlcjall made i_ the renote data center as
datavggpﬁer 164}, @pg,r?a[)&f?ls @ﬁe@q% ti%ﬂ tha @n{:qurg&éHstgrﬁer wishes to

receﬁétd%ﬁbﬁéc@éﬁi SMivd3] Ble a@Bi‘Edét” @ddthat m%rm d&e RO, located
Il plication and all caonfiguration forrp'atlonl

l’em?}P‘&Svff othe AL JpTRy (e a fp 1 SEREES He BHEY o9Py of

applcBRINOGEa, "D anBeEtcark HEMdER ia tﬁyap;ﬂmﬂw dfta s@anmt infthe$emote
changes made to the pri uration and notifies

Cotag it <(1a: P80t Y oo FFUSY BRARbE0Y OB, BB malen the

applaandnh%ndlrﬁ@,ﬁb@rmerd@mvardbn&ema; ibedis of rpena:sm@xﬁnmhtaou h, ideally,
enbodi nment, both @g ?FE gmat eg)éa_p ate CeSf

ade%@ted’ CRALAGRS r PreW e at Hs bpgkup, 9”&08 Rk %a%}i?nylof-heéﬁmgie

dataeks@tm eilgreb agis r@a@wesr@aﬁl bacRip Qiataofcerﬁ@nﬁnewrcﬂé Ic@ﬁacsi-@taa least

be facilitated lication en
aPPfPé'EPF%’a?? Gh9%AYiPRE Oﬁi‘yﬁ gibeh d g&?ﬁ@@?ﬁ%&?ﬁ fgu'aaé/a a?' the necessary
inforfBbih @&.g¢ haRees dxedend @ortf‘b@raﬁ@mfrif@bﬁaﬂ&h)%r @fr’ér@ cudtB@er in the
replication engine further c %ﬁred ensure

SYSt%fHat“\}ﬁw%‘?P”%Bﬁ é%th%r'ﬁgfﬁﬁ% t T HE E el ”38%50” data

need Q3R i&bﬂﬂﬂ@sfoﬁé\&amwst@ﬁ@ﬂif iths h&tﬁtt@&tr@e ﬁée@é@@b Brﬁngt ihe backup
| saster rec over%g at a %\gnter this end

on- "F‘%iﬂ‘i BAYSERT @ AIGPHR hElkre '”H’@%ﬁeanifasct“&e 56y ”E‘h’éac““p site merely
cont@.ﬁ@ﬁh@mr@sre@ Rard@db ﬂeébdrée@ oervhmm,gttype@ranaaf feSv edmpuUtiBg center is

assem%ggggog{ sa(%r%tglgggr?gi,gqg IqJ]e: E%%Y g%gtc%ggre n\t ::nagar{):adg1 while

much &b Eﬁ:&hﬁde , By e Q@dﬁt @ﬂomgmmg@@m ok odergas belisastecovery
provided as well as the distance between the primary

[057] datr&o@é}@mp!emeboﬂh&nbacdﬁmter kécotdre syaténmisr proata that, MY&ddition

o 0o RS Rl e P 5L i B3 b sorea

the RavkdIgath autten ak @lagitall \Wetey elemiintsadf eine yorifiyuratiore Nehge shanges are

mac 38 e e IcAeRs Tr SRR e OREChEIRgS ey pe ioatcall made

in therrémBte)datiadeates @nivel.. Prieferatils$uah ceahgas eremeddatthroagly an automated

systl%r%r ecBLﬁ%raLer:e%h%g %éﬁ%gg lé'g'zp&)e/o B, ta%gSt{l]%g‘gl:?aH&%f%lﬁatlon information

is pmsysmhmﬁsmwew afjf0&Rbn land mhmhmmmhen@nhm be mMade ithrough a
t he appl.i cat i an

syst%ﬂ'l s g}gmtcb mqéé% 55 e?‘?ﬁn%{al? feahcge; tB e the ry Jonfoyrat ont hand notifies
adminsriatorathad Riedithbchiasgasuiaee nd bwm*tahe bhthepﬁsamw yecovery location. In
[jcat,i ddition, . the nf i gqurati
an SBRblg eipoiBient BBEa phitrase pBRIrhR A VR sBIH mapyebrocess
mayTBEeIseiﬂ ar enorduhtﬁloap [ih lan &karopie tenﬁbtﬂlmntrrmphbﬂon eﬂdodfkguratlon data
E q%te%b q tsaster r y ocation Wltftlj ;
may s P AT S A Y] %erp S ¥ r "%, ef’l‘?sb‘ﬁp %@ 'ﬂ” the" exanplre sJstem
configireaicto meotiitor efeabestrasde troethe emnﬂghatiort tata s ghe iremicgtion \endiee may
serve,a aster_recovery,.locati
ve bt RrEFuriE Yo, BERNE 4T vheh RS arh SRR s SoRd P on aata,
those ubdrare aravnirioreainin ajpptiate atdrahatitbs tizektenreeovpry datar yentiat &o this
have a

aster .recoy,
ena FECieFlealleY sl br BP0 10 BB PR Yo RLABT BpBln s envreny or
parts of trenenBguntion dadp Fromathe @risiagt data center to the disaster recovery data
center. How the data is replicated may depend on the type of disaster recovery provided as

well as the distance between the primary data center and the backup. If the primary and
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specific data center may not all be provided di saster
recovery services out of the sane renpte data center.
WQR210B1£15081i sast er recovery services nay be proRCTES2008/067140
of all of the remaining data centers. [060] Figure 3
illustrates an exanple configuration with twenty

enterprise custonmers receivin onputing_servic from
backTB. g FHAEH Y Elfee i ot ke G el 007y SUFasTaltY chRgoes t the
backBp Ol & matﬁ:z@wwa fatSRy el BHESs tade benfidination Bath @by be copied
acro%ilthe ata centers_100, 2@\0 300, 400 for the
synchigng et the a@éﬁne.cﬁgcoaﬁq%tw BhgEs Qi the pprigaly dataegpnter.  If
d.sta@ht@a&éeélaﬁ»@ Q¥r8E YordateAcyCrehti &imeiRysti@fend) @offigidtids dhanges ma
Rat her, g/ r? t he dg(t:y; lgenters 1%?8 goo 9‘:’?OO 400 ¢ i
be bﬁ‘E'Qedp‘PrcF\?P‘B ayNeeRYsYy ecovery servi ces. [061] Each of
the enterprise gggtorrer receivi servic

(0581 ¢ B St GMaPiaRa ke BTk, BRI HARAGRon 2t the

d|sa§’c@:C@¢@JeW sied bﬁa?fb‘é fbédH@, @@)élf(ﬁ‘pplﬁda@orr Gétal ;ﬁllcﬂgeldamaz the primary
cen

PP o, iy S8 COghraEalt A AR BHF 1S 850 SO St pPrimery
app!R&tioni CEBerbﬁkdeh@ra@}ﬂuﬁ&dw wf&qﬁﬁ be reade rpditatitlytodeheadisaster

e ch that the nunber of ch
*’ew&%ﬂ%w Ol'”’hag EE’ c,SSVécrey servi cgs provi d23

(0591 ¢ P et et i intain it Sonll Thgh B sen e pr WG riptains

mayk@ﬂ/a a3 @0disa380 recd Gy ducetiah fot vikbutidd cateigs Snahik eobodilment each

cust e P LT CRD BF B F SETE e LT SR A PTG

dataseentet e&ﬁgnﬁaﬂ crm itlatrated ennFignremOEnterpEise Estorgps witke applications at a

st omer ej ve di saster recove
specE LB e BAY AL RGP BN Mt oG iTiaapt gf the same
em&e giatwc@\tert hiatiddrsdissister reeeay ekrics® may desprbaded agthofadll of the
5 ter r| se Custoners 1-5 may be allocated to any

rem%wgg 'PEmal ning data centers, 14 NYO 1366915

[060] gg&y gcguSFra T%gaa ﬂ)lé ch)yx r_{btratlogc\%{tﬁ %%n&a%/{ltgrﬁnée C%IS’EO?TIEI’S
recemngmemputstgaatea@ges ﬁ'pmj’om:fferem; dater cam&ys b@0, 1200,6300a400 whsyshown

t oca ' '

L T L
the pppesas obfectivine pamarysmmacmt & givatedsiigapter es:oveTh dalgaatter may

not @:I Pllot}?eéj Egtﬁéragéchl (g‘ctﬁé H&Q%e:’x ?rsrl%b W%g ?Opmﬂ%ﬁ\%eg@saster

ion 1 oOr
recovdre sghiasce that a di sruptl on such as a fire or power
failure will effect nore than one |location. For this

[061] r eBanbnofithe ieptenpige reostomarst feegiving a@nwrﬁawmes dror 8 particular data
cent&erpg\g gelcé%e H@a% Jr?@éo@e&%?mcgg ﬁé‘ﬂw ’an\g Qf w@’f@ﬂﬁhﬁ? thgQ:bﬁ'tEFs yIn an

sas ers or "other even
exargpjei@mboriniests , the isasignyecaderarsendres of eptte eptieg:g;@mcustomer with

serv CQQ’ 5 @Hvz@?cy mfttor tle gg?ne B{aﬂy&?%gé‘]télg}%k b8§ﬁévscﬁ}ﬂ chh that the

sser egrees of separdtion
numé&ranfpiste:h dwstomietseditla sipaster meveems@mges pevidad tfomethe same data

centhr |'5'5%M nﬂﬂr‘fi E’rﬁ?b’r‘é Bd%laext%hg f%ﬁfm?a\ﬂﬁhs)fon%r?%f LAHLBE center

r oss I'e”’l'oc appr eci at ed
100t m 390 A0 aysl dzetalbut@d agenssl ahcﬁf thee remaioing data fenteys der disaster

recovetl TUFHBRY  ERAEEMFRRAE ehtérirRe RILYhEE Je@iving primary services from
data center 100, i.e. Enterprise Customers 1-5, may not receive disaster recovery services
from a single data center. As depicted in Figure 3, the disaster recovery services for each of
the Enterprise Customers 1-5 may be allocated to any one of the remaining data centers,
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each | ocation to provide the guaranteed | evel of
servi ce necessary for the custoners using that site as
W@ 2BMsme8 | ocati on, as well as the guarant eedPCBU£10081667140
backup service necessary for the custoners using that
site as a backup | ocation. Moreover, it will be
appreci ated that custoners ui re exact
200 0@5

4.Q,OatTWE%@reth%anior&rm%wmd@{}%{v s¢Racated, jogations, fejeexample in

d;ffet'éi’st %&l@@tstétfas IR HdGReled) lor M Jfb@'llﬂo}vb Heeiag eehasREY idR8tions, as for
nt of a sast that dj sables their

exarﬂ!@e%/ ema @‘éergg{ g)gegﬁélixe SR bnggglgw,gﬁy@r p%‘i‘(ﬁ‘sﬁ i Bhenegt the spread of
fire %hdj tdeﬁ@fbtes BEWerC 8spphidsg hﬁheb?oél el the adiffetet |dchRInG B Q{dﬁ%hysmal
evel er f or mance, e less critic service
Sepaﬁ%ttﬁ’ﬂt‘cordté <§Y"s%?!5? E’t SeHarasiop i ereer t&t"”’ﬁ‘“?'%ﬁ/@? change Itha&a disruption
suchp&f h aréaR gRwel Bfigde il GBifeer ﬁof@eﬁiaﬁt@eaoﬁﬁbrﬁm(#of @Hiis reason it is
ocat i ng di saster recovery servyices fo

e Hiat Sde PRkt SR (HRPTFDIgaon PELSGTOT AN, against

natufl ARBN:E s @B BRMAts theRBy RibaBXinghy fElaUBHQ MBIt NMdny¥Santages
to obtain disaster recovery services, the data center

of thmesaedh INGENEPT MaY yHilkRe anieyed #idowe aFPSté%‘(t’%ﬁS?frqeﬁéeeé Bg%eﬁﬁ‘@fi'on
be identified 1100. of all
[062] da%('él‘oé‘gfﬁt”értée CXHUN? é’%ﬁ"%‘?&b?"&r AR FH‘@W@% &P%te'aefs primary and
backilp Slatt Stes BRCAMAIY \ishitutédC&SosaRYe b}emp@e&tattﬁmseqi wlill 88 appreciated
t hat . set data center wmeggt e | eas

b
that S AL EoR it s et Ea oS e e Corpa, B ovided at
eachslotatio @5 pravideltRe igdsrattetd @dflailldf@arv&g Ghetdgéﬁm WGth &?ﬁ@rﬂérs using
cover sServi ces nmm ocat e . .n
that 5S O 8 PR G o eloas (Bh oy P Eed KA SRERPIsRY B decessary
for taé tmaﬁ@d ugng:ltr&aateeass 4 Barove royatg)ﬂgaldre‘b%b ﬁt&&ﬂl be rapplbaatect that
er O se | | Qe at C r enot
custirRe A TIOL g, L iR i ring G905, by 4 v tolerent
of rddheedf drr mitiaty Gpgradem te!fnﬂtlad Ilgv@s I(rjmema @va_ﬁsf @rdﬁs’aei(eﬁm Yiisables their
. r ce m a nc e | dentl 1 n t at a .. .
PrimG A G P EOPP DI PR SHPnesa ) AL o PN od Splpipg ot their
norned 1e|s)é|oaﬂ ptfogndnbe while ask Fititab sarviedsymight be diesbldd? Ol provided at a
| Nge ’ f %H a center may be identified which serves the
OWE SO b 5?3“8:? total enterprise custonmers, both for
6 di s ster recove
o631 DLHGREYs ‘Ppki e pERRd Ry HIOGHe U8 BhoglST SeBicks for e new
entemaige best@hdrat atwd*naﬂ;QdHBa cdnert Hn anwegmpld embadimbnts @han @resxisting
handl e [ ma kept
cust{IRWEes o FAGH AR SEMNEY BRI Riea (Bade Bl rimary
servioés @ tdatsaﬁkd&ramsercelstmmr yag bk ddendfitcel 1000 \Neat, She b dbalb etther data

cent rgn%FazJCet ] \ﬁ(ﬁngjifnv eIJﬁ%t?l%r i % éegév%ﬁé%eg@n%esme? ?%ﬂlf e% 1101.

Front tiet cate rt!se datm oablkea henimgy thei Ieasm aumbenpiuentergrise custareess receiving

sV AR chohaf oMM 1Y B0 GRSl gy seces
mayAgmﬂmmﬁdtﬂOﬁSLAs) and may apply to both the primary

services and to disaster recovery services. The |evel
[064] of I'sensthereembodimentt edcl entenprige brustdirfef enanbe falpcated a disaster

recopé'rt REorrfdsid ©f tRE %tglq{un{btels IOP Qé'r\r/igégﬁgw%&gatd a%ﬁ‘?%r%te location.
recovery service. or exanple, since an appliication

In thig kinbodiment, depicted in Figure 6, the first steps in locating new disaster recovery
services may again include identifying the data centers remote from the primary data
center, capable of providing the disaster recovery services 1201, Next, a data center may
be identified which serves the least number of total enterprise customers, both for primary
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typically spend little time running fromthe disaster
recovery site, the service levels contracted for the
WQ@I2®as5%08 r ecovery service may be | ess than t hRGEUS2008/067140
contracted for the primary service. As used herein,
“customer” has a primary neaning of an entity (such as
a_ busi ness%( that is a &em ient of services from g
and GigaRiRI e ey SeRifR L €12 PHSTaN e GFRSHAT FeCOKRIY Spryicgt @ay De allocated
1203Jn<iﬂrt$|t50@§1y e BR&@Nsei¢cE ChapiiRBtbyObachedats Geftef MHP Be kept to a
artment under the sanme corporate unbrella, as for
mm;g\% hpl e when a |arge corporation has a conputer
depar t nent rovj des servi.ce t he
[0651 ol SRTEpls AFPOUIT Sty S, S TR T o R oy siyp center
mayalisstbd Iefsed oh th bgvite kil sghdenehtssstvinge favenben fLXbblrréoﬂed for by
situation, en servkces are provi g&% bot h

the %lE‘EfBP%%‘é‘ﬁttO”teﬁa FOMEMEEIOM 7 "L are™ 08 h‘EDQ’F{&'HBJE‘?'Y'&es may

contEREIfop Y rARintUA Giidtents@NIed] .of Skriicé.alThase dosfrateaeddolo as Service

Love] PREEREVE (o078 SRRy BFhc OB Kl SR i ripedisester

recob@p BEOe THeSERIBT seRidck coaﬂd@@d de Wayadealifdren furwl Bira&rg @drvice
%‘? nmean Sta ar ds rot ocol s, agree
and "Edhy

RS Ring st DR RBCr IS B RE Ry Sha 8" Spication wil
typldanlsbrsﬁédcaha@ mélruﬁmn@)fhfm dhé&i disaatel aBSOVEY tsam? st @plice levels

7 d
cont R RRaR dehite st Rece Sasphde of BBe contston for the
primﬁ@/\/%e(i:l&asftsaﬁed g@'emer‘mﬁ?&fek/’i RS ;:;rﬁ&fry mebz{iiﬁg abarv entity (such as a
ex es, the. enters renote fromthe .pripary,. .
ST E EE i BT BERRS THP BBUTer R S afl e BRaTg, but i
also hﬁ]dbﬂmﬂi fol e@dard 30 teciphfrt eot seiviak, frérh os eleg@tracrt emider she same
corp r% §r he SLA a eerreg %?rgl |a§ab eS to Ot huter W
Bt HBralay o 01, GRTIPIS TBe T30 EPBRFIRb0E dogopputer services
depar’eﬂin%e tisati plendas fdemttes td meccdam;aummms bldidest eitd, egadtomer”
nynber. of gust oner ecej Vi ter recaover )
may (498, o, B ePRAE of SFviset PRaghime Shadels & Sinbnoseryiges ore
provitied ‘iobthelﬁ( amgpahmeﬂi ﬂhmah&aﬂar 1ROshmd d6pbrate mirrebredit Iaedi by an outside

da

d rren t resent in .
vend o i i eare Selebh & S Eatbentt o DhisBoor, SRGk 0 thg e
havdoa:padwaa/nmbmﬁdig bme)mnueﬂ*oler agpéenpdrite betoast erre:smmee&al ve;rdg)r but

3 | | sast.er rg oveé%(l c%/q”is:es ftromthe Iocat and g
re g} 4ngesigP 3 Ri e LR 0 PrAR AR afé%eéﬁ etr'vag'“ H’&BHS or
entities dridguitiee 8amé corpohdts umbastial &s wietl dsshybeid oginaizeed tohiie extent
| %’TE of the issues that could affect a data center may
aPPISPY®ct a I ar ger geographic area, e.g., a hurricane.
[066] Iﬂgg&fg?(fe }fg]ac n?)éhnp%ﬁe%é h@%‘t ?vﬂ%ﬁ %Ecoﬁ%?gregﬁ&s ?v‘?n[:u)( Ppogngﬁning
new |drsa£te|ar@om)mrvt serwkga,l As trhibe fabmtexsmelps thendatal eertterfsyem«gj:earom the
. dis e i Lf Y400
primyr g Bttt SRR BrEAE e Ry B AL e [ e 1029 e
whictlj Bas¢ datarcecterseabje Kemeeicths SLA@&@Mﬁtseappmm@hoahé new service
t,ho nt C
ol 0BRSS HAETY | ERR L ERRIOR e
leastnmymtize of d!ﬂﬂhdmefrs eetewmmlsaa’ﬂer sacbmsmmb mray bbejentlf led 1303 and
dlsa&é'rargﬁovte hse}élicﬁz g%%e%ﬁ%a{e9r13ﬁ¥anpl e, beyond 100 miles,

e qualitative,
[067] In another example embodiment of the present invention, each customer may be

allocated a disaster recovery location based on both the number of other customers

receiving disaster recovery services from the location and based on a geographic threshold,
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[068]

[069]

such as requiring that disaster recovery sites be
| ocat ed outside of an earthquake region that the
W@r0RAsA30%i t e happens to be | ocated in. From t POBEES2008/067140
identified sites, a data center may be chosen which
provi des di saster recovery services to the fewest
unber _of enterprise cus oners 14 n di sast
25 SHRD (UG Te & ViCDE YAyt & TPGReaEEn T GAme B 4 Breh agcould
affe@l’asQiaﬁefen@farﬂHW aﬁfeetr’dﬂaébeﬂgéttgramid DERiOM MBYcde. asetbrgvhen
enterprigse custgners r§§ﬁ|V|n

aI!ocggqq,qizEagger( ?CGYE"'}& SR MeeRog aRRIn fegion £ prlr[]gry,sg@ g@y?éﬁ taken
into GtA@URES AhainABafiRL stePeinfitdraifyimi £@isastar YedoR@rly Weer center may indude

kB 8 e S8 conbers LamLe L O he e e,

Aﬂ:epWﬁMh i g tHdee deiaS@Btedy ideRTRY Q\ﬂ"bthsa&é vicaed HeQdnd soa®geographic

dat a centers may be |dent] Curre
threl Rl erd i SREGY Cota CBUsT yau bt oo e irEhole may be
quartitstRe) sueh o8 fof eRIrhSIE RYSHMD DT MildsL 0L LN theesPslt MdyYbe quahtatsve,
t he sane data e cust

services f {
suchy 4 HGUENG SALIoP Bt STBrY clies, P Beote Susiat ol it Sk diatgaion
that 168 Brimaifyt e habpehia thhhe Ib@vedsiar Wired thosYiddreifiad k;mab eldta center

may BB RO P o 7 65 G0N S OrrSclo ik PV Fy ! o ehterprse

custbrabietituEhnd e alshstanetsveryafervics aaly be %iiddatqﬂrlaw de
di saster recovery services. For exanple, in a

Si frugéti mthdne:x&malaodﬁnhmﬁmﬁéndaauacatbntreams bén&ased on the number of
entefite Bisert rbeliPG PR R ERBRE b ¢ BimPod BRE gl g fidratea i

Figureeb.ahgaig| thie ﬁrﬁabﬂeps: oap afcimde Idmntlﬂmag $incz;e dafa deherg) aéraote from the

cust?rgigl‘f%e ﬁr%rg, 8%%?% ﬁ%l&ﬁ:a?%?a%gglfe P g P'{?}J{E ng; ﬁ% Sls%stta recovery service
150:ap}15!n@xxtlhnm ddty cemeradhativt beoidentifidd Whfch aatreraly mﬁvawme&&r recovery
serf@PBF Y e R, SR S mRe e M B S8 et from the

samé Haiaboéhﬁesamg‘gceﬁorgaryfox/ ahigh sxsmmmqvemrssegv&sm Eredmxgrmwsmned
. t

1508, Ser o e RGeS RE e 19 =0P A provi si oni ng of

di ﬁ?ﬁﬁjg‘t{at&? Bgﬂ'?er %{?0%%%)% %1esl:85ch Wén%?rhr\wgy ng{ogﬁgpgd with

custoner I's Signi 1an 0
onlyi an réletively srhalt hmomﬁp@ccresgurwew prpvide slisaptel irecaverpnesyvices.  For

exarﬁrﬂ? k108 gglbas e@e% %B(Ehn&cl@ ﬁgfayceﬁ@%%scaég%?ﬁa@ﬁﬁ the QinRS capacity

HEIR at custoner
for préwpry isenviees, sandt whdne irdaiduat ewstamerahegliregrapadiyds badatvely small

com %Jyéaér{ 'etéﬁﬁ? egg #%%’Eﬁﬁ&% gétih %ﬁ%jclé Ice éeggn ﬂeed to have only a

relatpalyawiallyamrayt dfeextreqapady, ¢. ganapnnm}qlmatelecan&mbmenahlw fraction of
excegyéép%ggr for ?J[sg\ﬂw J@!:J)J&% é@thgﬁrfﬁg?hee%? rté ?BWP} aé )?gﬁ]p ‘océation. It
will é:nb_amrmh@cx thahtbis aupbérneiay et eomawhaly es cesauress ragy not be
[ in.: [WaloJor-T o
o6 S5 O AV b N SR nB8 G55 08 i o
disasteis sesovery capadber fordaeapiee lftceras:ustgmglurSesigs;uﬁclafhtlys%awgat then other

g ; . '
s S BT 85E Ay SRR RO-SEEH G, cor
capagityl artas rpee@tt@be fadlodatedf hﬂse@xamt@usrgmr’$ emaeity_ 300irendnés at the
datafﬁegferr gg}'ticgeprgﬁéés%ﬁﬁr LRGN PaPElIRSY. SBIM S&5bd 5 Reciated,
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center 300, may receive disaster recovery services
fromthe renmai ni ng data centers 100, 200, 400. As

wo Rdosgstset ed in Figure 4, no one data center prPOVUSE8/067140
di saster recovery services for all of the enterprise
custoners receiving serV|ces fromthe failed data

center 300. Rattier, dj sa ecov rvices are
that Q=3 SPATB PRI CTYSE {HM VR MG ARV kg wiling to
excepbPerfohdnce Heb&dathe \ﬁ@a%asa@fer 8@arfse capacity required

at any one data center is substantially reduced.
[070] MNoueQ¥Rible dribddP@dhts mgﬁib@gm@fy dite MaikoiFd (ﬁdcﬁr@J as dep:cted in Figure 4,

applications or. slight degr dat n of
the Ry SEn S U a: bt e Aitabre, Py B relotied gt parious
disagtbr fe@@reey m@a;@nttess t Figiire i4sillist@ttis t@dntyeystomerse@dugdn corhputing

servorHPIT Rob SRr e dode candan 168 2P o a0k ABD. SBRRF & éea emten . for
exarfifié date @BAeF 300) qwderltérprk%é diEgmbisadeeding privtary barvige!feom that data

e s aceapate Sapsc 1h o prolide e feuited oy
200,C0! esSildstrhtet g Figlhtel § roashe Qﬁtamecb\ﬁﬁedi:sbster recovery services
ossi bl e data center faij

each ,th
for SE85 A% AtUEH S PGt BIGDS CRRFERRE: i iApfila conter 300,
Rathe, QiR ré@peagiseividas eeke distriouter ederdsh eheSkesaiding ditaomaters 100,

as constr |ntS|nthe capaci | anni
200,030 o TR, SO & CBRRE SPPoq ERCIRE P gy Tt B et i
substdriallyi meedﬂr Marbdves i nedd shiﬁdiﬁiﬂgrofoﬁordtrﬁﬁalt gpplitationy @r \slight

rvic edto be st t each functio
degRGAIER O AT R LOPED &t T T e O spare
capeRRy Wat %&‘eﬁiﬁlre@aﬁi@/ bd rddbexddait anlblﬁmta[qrr@csal@ﬂthaﬂeﬁweﬁﬁﬂai capacity

400 e distributed across th dat a enters
planfp <P BLT0r BT BSS BeoiB 4B (At BBABPe Tuged
thatRQ@datSQ@nteAﬁe& avRyudte capacontoypravidereiel refaldnhldtcpmmabelé aitle event

a ce ter failur

In..
of aat Mo Ates prea it Gks: VS Ft By apsP U s tdhsigerng cach
poss@blestiéuabcﬂneaﬂ failuret tre magant hedistdbudiah anC@aBtoe"rersaG:‘nthEE yrequzred

g di s ecov services for_a
capddg Spieai e Hi SLRC AT AR BT S BTPEeooHls ety Pocty
pbnbﬁg@&k&mﬁ&ﬂhabbm(ﬁﬁ&ﬁcted, a significant benefit from
the centralized disaster recovery nodel. [072]

[071] Acselidsireged b the Mgueximplye mﬂucdlmbenbfsdxsasttes ashedry services need

o bh SRR R ST VL 5 P A B o
servickd alsetaclab’émeafaataemtquk €0(p 200,300y €00 imey big Mistuitiiekd across the other

data ceafae{ 2 i%(r: S‘H? gervrfgéé(/gt%e%lﬂ ?srgss %a’ydzﬁg cgr{tgrviqéab 900 3ﬁb tcio%' rl‘ngy incur

assi‘gned
oniy&tﬂmaﬂiparddﬁmaid&&cbmﬂ:he tane qﬁral primrayy éﬁtplqeo%at faﬂn@, Ih&diviGh, since

the % %3(/ Ce a sltr% tedeﬂwc s tIPJt'aSSatg uc%ﬁtgpg&lvely
TR neaetgnodes Talke ¢ ¢

ion Tora disaster recover
provdmt@dsaheremcdxéejlserﬁnoes Bxanfiiled ske doeltifailg oy tahsrnall number of

oo DTS PR IFrRHRLS SRS Rl SRS R asosc

recom@y rdgelni rrored at the disaster recovery data centers
for each enterprise customer 1602. Mrroring of
[072] tr Arcoeding nsodet example dnebaalinoaniep (disssterdrecovennserviees are provided if

a da%é”c%f&@rl, %rtaop&ggn %PB' Jla‘fg‘tcérﬁ& fah:§?r For example, Figure 10 illustrates an
example procedure through which disaster recovery services may be provided. Initially, a
data center location may be assigned to each enterprise customer for primary applications,
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instance, mrroring may be acconplished through use of
a transaction based mrroring system | n this way it
worgnpshgrsesured that in the case of an out age, PEEUS2008/067140
application my be started at the disaster recovery
| ocation without first updating the transaction data
i nconsi stencies in the data used. Durjn

160(}1or1?‘r1§!%§‘|8g‘%r%|‘ FRLCTRIER SUGRPPA iy ’&%@%55%3 % lpeption for' & disaster

recodd| daBR e 1801, dbiS exddhl€ ORtGding ot the stb&aBike rexplained above.
recovery data centertﬁ)@lgw Th conf

iguration data na
During, SPHN3 PREFSIPR traset Gta lere E}tet@w%lm%tdétacé"rﬂt%“ﬁ m%/y be
mirrGHaY afMBRNRastSH ldcaRine dath BerterS Y& ah WhRHRisé BRstdgk8D2. Mirroring
stemis not too distant, or |atenc Hﬁ&olreman s are

of tiabsasieny SR Ak beapecompienes i gk iayatiitahig, tonie RpRication. For

msta%)i@cﬂﬂfrl‘@)ﬁﬁ%%% Bs aTcécﬂﬂﬁiﬁer' @mjgﬁr@ecmhﬁn%&zoﬁ\ﬁbﬁﬁf h‘i‘rﬂ)rmg
e_accaonp way of batch updates,

SVSt%r {7 EUt WPY § mayebey %‘F%”ﬁgypharté‘hthercéﬁeei‘ft%‘ P9 P%@‘?saé’@{“‘fagﬂ% may

be s@err@:df&'tﬂé Idsestyr ﬁeﬁ:dweﬁg %@étloﬂnﬂ&%t fike ub@&iﬁﬁl&h@l lapsae B Gdta or
is distant, the mrroring e acconpl.i shed

riskings {eSERGRS I‘WtheS%’Pt%éJS%t W’BX%PP@E’ OREAHRY) Clfiuprtiep data for

each b@fitaton by BRY HRecaibiant ﬁ@eﬁiyﬁtérore@dv@? deaseparateod. P The
etvvorggroutl | anes be de cat ed to data

configdiskipie gt dnay P%l C%P*‘%Pa‘ioat %é*ﬁ?é?“ respveR ﬁ@rﬁeﬂ?ﬁ i, gy, manner
suitaBhat aInCeﬁi}AsﬁéEn whbre . thél bSAREH eYstdrd RONMR Ithio SRV, B SatéfR r&ﬁurements

are %’ﬁf;‘oélggﬂ'zﬁis%l{ﬂ?}@g Icg %15.{ \gagrgt?ﬁ fggrqq: g\?}]%gron?%@ as tra]r:sei:a%tions are
com@ Bt wtrd)r@@&né%f aaﬁﬁﬁ&a@smplrsﬁécu Beway st @amf u@fate@.péted PERtularly,

art ed at aster recaqver ocati ons
i 1aPE S P HE R T8I S B HElaoR 5L R i date
cent&f is dmdtant C@BLBIFGring hRY ek iceomSlibsRSisghicHi @LAYRN BoSR Mot &8 Sifect
rovj ded from |tiple data centers i

may be n t he .
normg) EHOIRe Fraidfelt dRaYaD% afMeEiageQys, 1@ prgfl(i & BoRagte ﬁ% network routing
plan@PRhitic Aby 68 Gedtatdd® ditaﬁs@{sﬁc@t’orf.ecovery | ocations, may

be acconplished easily as all of the information
[oz3] r eatwmceel dota Ener) diea tpbmoafdfacdmi csm:ewfaﬂﬁdlsassera’eﬁﬁa@yservices

t ot dj sast e .recaver r. The hardware at
ey e DAL G STV o o i epced PSP Mgy dato
centarasaumrtaaladanc‘eh@ssﬁmdh @gteedise |casteiner am’saiédamey bECHtarteci at the

dlsa%?rdgquggf Eo:t‘aﬁilgnss a gg%?epng@ﬁgor a&e@% g %8 ngrogs g number of

datapdfentersied' hWIefdae t dnsasmrrecd/yrpesenf ceb maayebarpraigieddroim multiple data
refore a lLication b tarted on
centiS AT SV 4 ARG TE ErSr Bty ST, IR el o Ehsy lsaster
recol@qtbcaigbris h@aya pp bcwaiplishad kzagiedas alh of the infophatbn required to provide
rovidin

uratlonlnfor tion, an access to th
the FfiRladrEhRieh Sl ohBlr.arsteb By Kath. Bfief o Fa Prisfaragt the
backep ddta@gphiye bé Ident:dambr i eiffepohttragl pedvidelthe samne bglpai rheeuehigterface.
di sas recove ta cent updat es ar to
For (PRI rAGIED e e oA SR RbUe (3 Breidi iph Ostorage
ManBgEnee 5ystér aadyl i prosided evith e sarhe aned)fcftan&kmynagetnemssystem
ossi hl e.t hat l,i cati I _need
TheiRiof B apPiceratyary BRRRRe ) it ah e e apn Bcation
s:m;:(iiatba !oaﬁetgslthe aspitch@nab@etjcm it copiyd kenficepdtion uinformetidnn and
t hi
proviing afers S b Ryl bbb, tllay shef g sobErspionyfos each
applicetiqor ropy be updated at the corresponding disaster recovery data center as updates
are made to the primary configuration, switchover to a disaster recovery location may be

accomplished quickly. It is also possible that an application will not need to be started at
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di saster recovery services in the case of an outage.
[074] Once an application is running at a disaster

WO 281871598 | ocat i on production traffic nmay be redi/oswb&eb7140
to the disaster recovery application 1605. This may be
acconpl i shed trough a nunber of possible ways, for

xanpl e changi ng a donmai n nane service (DNS) table |,

the GHEre et ARP L 2" GO SRIGIDB a8 AGEt oM Am s e state at

all timeg) ircidlsicase, teOdiSkteAtdcbaug bath Rentpr @eEBé Mendditély SBIE %o provide
~forth a detailed description of various enbodinents,
disagter repRYBIVFeRiced NHEF SP64 2P R4R9%he | egal scope of the

inyention is defined by the rds of the claips. set
£ OPOYF BETRRIE2UPR & VTSP b STBSGH (<P \eoh OFgiop & action trafic may
be r&dwasted te theafisagieergob\ary agpiitationndosi owgs may bda@swiviphshed trough a

very pqssi bl e enbodi pent of the invention si
num BT ROBT G "B BRI DB FOMER LT el DNS) teble enty,
or makipg aebhfiyatatioh thamgé to MBS iappiRatidiumer ous al ternative
enbodi nents coul d be inplenmented, using either current
[075] teslmobbge wecedinghoalsey Yorttey abtajreidicadription dharibud emigpdiments,

. .date of .this,patent ich uld still [ wthin the

e sng B Yppertde BRL Fk eqnd Bioie of B, Bvetioh i e Pt 6 ene

clainshsat falttoselound ahs tdetaded Hatrigtivarie tebe stnstrogal ssremaldrposly and
of ot.her., variation |andbr‘T:Pdifi %;ons f the invention

does, pgt F?%c“e%reiv%sm&g'ﬁsc%@,o é[%er}fm@a S RN TS pdFeERING Svery

possitieo senbobimantli wauly tsKiihpractital, hi€é mott jm@ssible hatuntehmis  alternative

Ipvention is not limted by s 1 fic odi ment s
embiibERkL S, dpe e EE  prle SRBFL ERforaraTed op technolooy
develupee raftanshedtidg abte ofttis fpatzat, i vhich, weald istlt fati veithdr the scope of the

I.qujvalﬁﬂys tpat fall within the scope of the basic
IR TG g 5

ﬁﬂ%ipals di scl osed and cl ai med herein. 20
NY: 3 1 I ' ' i Se 4.
(o761 poff sbd0iie: Rurcraml bR el oA aleha o oty HBOERS ane
modifiegtove of thedpedniitn tyd tovarmuplaspeats) ty mef be oeqslily eppprent to those
Vi ngernri IS, islg: .
of oFf, 58 BLHE 3L PR S HE TRyl RTRSIRRE by BOHE Bhbbdiments
desdibeddvaeie. dnid teoéforsamuatamptated e veamahy aof fall guaddidations, variations
oMl A ryice - : of th
or BEHLF (TR WD BF LURET Bt SRR Rriipely fscosed anc
claingagitterqgim.i se cust oner has configuration data and
transaction data | ocated at a respective primry one
of the physical |ocations which provides conputing
services to the enterprise custoner; wherein each
enterprise custoner has mrrored transacti on data and
replicated configuration data stored at a respective
secondary one of the physical |ocations so that the
secondary location is configured to provide conputing
services for the custoner in response

[074]
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to the occurrence of an event which prevents the
conputing service for the enterprise custoner from
wh2isgsovi ded by the enterprise custoner's rBSPESI0D8/@57140
primary physical |ocation; and wherein for each set of
enterprise custoners with the sane primary |ocation,
the correspondi ng secondary | ocations are dlstrlbuted
CLAIMSSs the plurality of physical locations. 2. The
system of claim 1l wherein, wherein each of the
pl What isciginesid ihy si cal | ocations has substantially |ess
thgn 10@%&/&@?9%}’%@@&%'&% phitfHg r§1€e°st ﬂc!uﬂﬁﬁ%’%ﬁsﬁstaﬁ recovery
The system o alm 2 wherein“for N physical
Capabthb/aﬁof aakralibaf Fomavinggeaiie ol Prse SHSIOREIS PSR or
PT & TRfitE QFBHYsicAOI0BRIoMS, C@a%h h%ﬁﬁ@ 20Blullg d?h%é?dvﬁi‘é and software
| ocations IS provisioned h approxi mately é
resogiget andbeIligured dp \péovmp@mwyng sprvigessi@satdeast @aw e plurahtv of
ente?ﬂ?@e%é’s%rﬁéps()f claim2 wherein the total anount of
reserve capacity provided for disaster recover
appheginnaad| gnteipese gaEomer bps |ceBfiguralign date é@&pé@n%sﬂm data
r I f { n
ocalslatPY HBFAvE AFRieh) R AN PR PL RULERS ikl PR computing
59W|§¢5 Wh@/@@@mﬂ@ﬁ fustprRasr vi ces. 5. The system of claim 2,
Whehekm EQh @rﬁ%n?@tcué%ménhgsr H{n‘r&%d %E&ﬁfgﬁ ﬁ:lak:@\éhﬂ‘g'eﬁlcated

common rlna@¥ a conmon second ar% S|ca
conflayeation gate staw ébﬁf%?ﬁfé'é@:ﬁﬁw prseeftt %ﬁh‘ﬁéfé' lggptipRscocthpt the

secoh& liJEBSTAR 86 ighirdi@o BF&We%m%HW RRlideddrith@blist@hertif fesponse

uting services required t'he set of enterprise
to th@@ﬁ%’ﬁ‘éﬁ@? ofpan PHentsyiaie ﬁreaﬁntéﬁaﬁe FPBPUEeTeEYiEe fasrthe £RFprPrise
custSRbr BbmEHiIR PrdvRed GHSHRMEHSpRGY kifGorRer S ORFBRNLWRY bAMEY physical
J a common secondary physical |ocation, the comon
fﬂca%@b@ﬁ@ary 2 1 NYO 13669! 5 vllocation has sufficient

FegRENR fRRAH b df%n@é’r%ed&lst%Herso\Fwtﬁ e SHhy bﬁs%ry iocataon, the
required by the set of enterprise custoners,

correspanding srordagy incationspre distiputsieacipse Hiegt ety ef E’T}@F%i rmatlons

has a cqp E\%&tn?%f |c%¥fﬁ|1 %er@;nsa%%n @@&puﬁmé aafrauﬂw& physical
is less th an or equa

rf or mance
locaBams R Pt el st st Py ePatve GREHELE SEPS FRIVEY-

SeBVi ChePeydeh MBNGRIm BN Nh8hefoRd NOPhRKEN Yoc§@c§ns°feach having
enferprise customers having a conmon primary

appresimetaly X CepRtalyr RHYasY CamPYtgsendsss: qagh Oééfaﬁraws'cai Tocations is
prov%%e@ dan )sﬁ hrBRateR XA §&H|tfdn‘éi r@ﬂain/é EPBaNToCARAG) %écowy

provid e contracted | evel di saster recover

S e fiy 108 Sy OF FiiTe & V\‘*@Fe”bﬁ@ﬁo‘@h?'@?lﬁ'lt o Eeseiye CARASHY pigvided for

d:sa§t@1‘3 r&%@er?fls Ei%&ﬂ{dtéh,e tRe! ShIAEBLSS or $ess khén %W&SE%HCW for primary
claim2, further conprising: a con BL_‘)auratl

compigifsigi a%wmee?npf@wg%@vcfaﬁmhya@édoqa&i%6 kasnieglaraget gapacity for
pmga;@, anpesvitdr the conputing service made for an
ent erﬁ)rl se custoner. at the enterprise
system of claim 2, wherein for each set of enterprise customers having a
common primary and a common secondary physical location, the common secondary
location has sufficient reserve capacity to provide substantially all of the computing services
required by the set of enterprise customers.
6. The system of claim 5, wherein for each set of enterprise customers having a

common primary and a common secondary physical location, the common secondary
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custoner's primary location to the secondary | ocation.
9. The system of claim 2, wherein physical databases
WO 2008/as75emt er pri se custoner | ocated at the priPEF/YS2008/067140
| ocation are mrrored at the secondary |ocation. 10.
The system of claim9, wherein transacti on data stor ed
in the physical databases is mrrored nchrono ){
ﬁﬁ&l%‘/ he set of

locatjgrpehag sy '@afr Kesprye SRRAETH/ torarovige, all ef te éﬁes CPRE"

enteligé Bisoridpe conputing services include application
services, wherein the application services include o

one
or?’- nmeesygtfamocpﬂ Glaa % Mﬁ@gbe\{eahergergg&gisgp@er bas @ santracted level

of d%ﬁﬁh:y tdSary AREI@ODENRMBN@S AL SE NS CBan 17 eq-ﬁhle S Yisd @Fterprise
of claim?2, wherein the coir:giutl n%aserV|

custefPesi @BHlerhorpeied ve] A PRI BerEEaBRe, A aMngfein for every set of

entefdris® Blst&rRdry Bhvisy 8 k&ffon WBRa @Q{n‘d%f S@mdort ée@cﬁrﬁﬂWﬂsmal location,
servers, 3-tiered web servers, and n-tijiere

the gupR@Y secondary w@t'@w%w‘wer@ |reﬁemezcapaﬂ@r@. WOﬁ% the contracted

levelCoMsHstch Jo@RErY | RRfcel efokBhck Tol BdchamidrpiedeldiBtomer in the set of
managenent services, including one or nore of storage

enterRiifRA HEHEPRTS: LAN managenent, conputi ng nmanagenment, and

SeQUfHets\istﬂﬁ'?ﬁ%mwtfurtﬂé’ cohp@sigyst em of claim 2,
wherein the pluralit hardvvare and, sof t war e

r esour ce<$OpFNAtiga dfeaﬂlcaf% eRBiNR AontgHret PRy CCQPFQU"a’GOH data

charlgB$ b+ %Scﬁﬁt!h@%eﬁﬁ@emb&@%raén earhreé dub@met Wk ahé teyiterprise
hysi cal] | ocations. he system of claim 2,

f
CUSt‘%)m%”rpséJ”ﬁ"aﬂh'@C?ﬂOU rt%metsﬁc%‘pa'i‘{é?@@\ﬁ? e and software

I €6 0P 5tdh QF |cﬁﬁhﬁ7| Zalwhteféﬁl pthysrcaﬂ dia*t&na@és AR @rddrprise customer
| ocati ons provid e sa gical level interface for

locatgd g tfea:tﬂmﬁ»sioeﬁtmeg%mtsw t*pﬁ sReandany logtiophy si cal

| OQ@t TINSystedPof G 95 WREEIM tRhsatioh Batd stored! ih e physical databases
nprising a dat net war k connectl ng the plurality of

is m}S‘Iﬁ’Féjl%ﬁ‘Fhrq”}S’é“éY% SEHARYMFERIF ed to transfer the
conf.i gy fﬂt@ﬁ cﬁ‘aélﬁmaﬂdvxh&@mt ﬂ'@n&ﬁ@gﬁumﬁﬁ s@ﬁw@s biedlwdee Bpplication
the plura sical | ocations 1

sewv¢317wherﬁa ws?w%ioxd%rvﬁefemcmer%‘ﬁen% ﬁ&%aqf Oﬁ@w}zswacﬂm

proclbéar@oﬂmr@léhﬁ%c%Oarﬂrs@ﬁtwgl@ Buaepseeed qual ity of service
evel s

Th aim 16, wherein the
e e YR ot e MBI R (BRI SR LR ei8 Prpaged Dypsystems
mcft@m@ﬂﬁ:@tdr Phtsre Bﬁtm%lerl’@@itemﬁsweblﬁarveﬂ)@ sared @b QérvelsaB-ered

wher ei n rgg‘lgbcatl on of configuration and
W@btsia%(ﬁ"s“a%‘lq Herg i*§™VfPovi ded at a | ower guaranteed

quak.i trife SfstmebiEigam 1, areleirt tharor@uue) sekvi @fsfncmdezﬁ infstructure

nmet hod for all CC@{% di saste recover %\%e'réd ties
manpggmegt SPYICsT i FSHARS SRR HgOSEPPaE S MafeRg et
complatmguﬁ?iagér»terﬁf arw‘geeumaknahagéaiehﬂrs conpri si ng:

I dent| In j

pl 4l he%/ tgzp qﬁglﬁa&gr éh%ﬁ%sfé%ay OC%thla?JJ\}areh avd snogtw%re resources
provided at the plurality of physical locations are the same type at each of the plurality of
physical locations.

15. The system of claim 2, wherein the plurality of hardware and software resources
provided at the plurality of physical locations provide the same logical level interface for
applications at each of the plurality of physical locations.

16. The system of claim 2, further comprising a data network connecting the plurality
of physical locations and configured to transfer the configuration data and the transaction

data between the plurality of physical locations.
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resources configured to provide virtual conputing

services to at least one of a plurality of enterprise
WeBBOsMSNs, the primary | ocation providing vi rRCUEDS2008/067140

conmputing services to an enterprise custoner

identifying all other physical |ocations capabl e of

providing the virtual conputing services to the

enter Pra st of Slri ; 10andetib 8 H@taf'?eé‘ﬁ?‘liﬁ%r?@mi%@d to provide

guar@:‘?ﬁé& g@dht\)&%@,t\,k@r[@e@apabl e of providing the virtual
gutl ng services to the enterprise cu

nd&eysYRRYSPicarm Seathesen dhe \ﬂﬁ?acﬁew\’e‘ip'? SontguRd to provide

Mané’éeﬁl%ﬁl%yér@%ﬁr%cﬁorfsﬂa‘é%eﬁe&aﬁ@fs t he enterpri se
cust oner . he net hod of claim20, wherein

seédndadhg %ﬂ?@l Q,fa:iafm &@at"’f‘%’ﬁ'”c’ﬁ%‘&céﬁm o ‘E%‘@g‘ﬁﬁ%| EE‘é’l transaction

data':@&%(r;b@d‘aﬁ’! folvet %@rélﬁébﬂtquﬁhtv’@%erﬂée e ‘a{aﬂrdoﬁrﬁalft#émco”er S
r recovery services at the |ocation.

2220, '1%%92%99 'ﬁic’fg‘?'%qat'm AR (S COKpI¥ CapabItiR% Y ScRIW@ly Pl computing
servﬁéB’é}s%erﬁ %ﬁ'@h&; Q%itﬁé]i%ﬁ&*bh‘y:ﬁca‘l RRatRY Sdoftisih@cat i on with

| east nunber of ent erprise custoners receivi ng
sesd@mta‘\égg &t Primpsy Piysicel lgratiopghavingea plsraibgofdrardwate ﬁP@ goftware

resoW&@J amP&rlas £6 QPSRN YuP RUEh ARl deRR@L it® Bt REGSHR dea bRty of
ysical location with the | east nunber of enterprise

e“tefﬂﬁ? diBioRerse Ef \ﬁ"?ﬁ’@ﬂdl'%fég% (Providing, ek SPUPEng jces to an
entefPkE ciBori@et t he serV| ce IeveI s contracted for by t he

ent erpri se custoner hod of ciaim

whiseeiying 1l @B@om’éﬁ) ‘B‘H‘S‘r’%ﬂ%é‘"{’paf"@c%ft PfB}‘fd'EME%rY'WL@' £praputing

sew;@&g/tgltﬁ@gntlegﬁ@ét@fbnmrtghdt he | east nunber of ent er prlse
custorrers receivi ng rpgastatgr recover }(I ces and

| oeh0ERY bEB ANy &by drcaliRps SR JHPYiIfiRg the virtual

com&ﬁtln@@sfe}’vldegctatth@@nteib'i;lse Eud%@hé‘t@@ RtorAN biflisiodl 16428815 e kvhich to
recovery for a plural Ly of conmputing service

pm"@ﬁ’f’éﬁ'ﬁéﬁ?é@c@(ﬂ ges\)fp the S“ﬁgrﬂﬁ'ﬁ%\ﬁ‘sf ¥f data centers,

Conp It Méthod bPYbieh 2@ vﬁr@fenea@s&mc@hppm\,@@alqo@bmmsan is the
ry | oca rovi for each enterpris

i ma
Physé“@bloéﬁi?@P vty %‘§3‘%§’é¥ F%b%é)é L@gﬁi’?r?r&é SHPBRES B‘é\el“’éﬁge‘?'?a}s@wew"ew
servicBeatehd RERInse customer's primary | ocation, wherein
t hose enterprlﬁe custoners that share the

. prijmary
| okt TS A0R OF Rt 20 QsEt Hiresas Rt PIGKa pHen chosen 1s the
physitias tochtiint WEth i REstZRiM¥or LARARMLE cubtbiersplettiiand batvieds at the
data centers so that the total backup capacity

locali®yui red at any backup location for ail of the
eNDBIHel HEthEd SF BBBT 26 Viieldih ghepechhda) pifysiesli ib@akiyn chosen is the

location t re assigned to that backup | ocatio
physegE B2t Wi Spei et AREEt & el Carsh Ao nGE TErR T baR I govery
servieéd #Y 3bld @Qﬁéet@me sehide |@RG ToRREREPTF HE tHRUStOPME, customer.
ta received at, the enterprise

Cué‘{rf S{Jalgprggt‘i'nﬁg nﬁact | ?(geg}qr%lh the,sqch a@h{)l@fswl lgcation Rhosen is the

physida loedtRh ithoeKeast h@fﬁ@érldﬁrénterpr ise customers receiving disaster recovery
services and located beyond a geographical threshold from the primary location.
25. A method of providing disaster recovery for a plurality of computing service
enterprise customers with a plurality of data centers, comprising:
providing for each enterprise customer a primary location;
providing for each enterprise customer a respective backup location separate
from the enterprise customer's primary location, wherein those enterprise customers that

share the same primary location have their respective backup locations distributed among
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for each enterprise custonmer, storing a copy of
configuration changes to the enterprise custoner's
w@ppEBisHEds ons nade at the enterprise custoner' BCPUSI008/§67140
| ocation to the enterprise custoner's backup | ocati on;
and responsive to a failure of one of the plurality of

data centers, for each enterprise custoner that has
the plyealipnel gptet ‘P?@t%? 69 4hatt feotta) feskuperapafly mguifgepl any backup

localdnl FART N 0GRt &RE ﬂs"éct:tks’t’cﬁﬁér@g"rérh% PR bﬁﬁﬁar? H&a@ﬁi‘?r‘ch& are
app Ilcatlons at he ent erp ri se custoner's back

u
assignge 40 thef brokyRy 'thﬁféfmcépﬁuéﬁa%*éﬂ”ﬁ'%rtﬁ?’? 8¢ eppedly @ i npe particular
prim@R/B&E6A:Ng backup operation for the enterprise

custonmer at the backup | ocation using the enterprise
cust oneler £2gthSNieRuise CHSIORGE FHETRG rFBERGoR rdafs deqeiveh at the

enteHs@ custémer SRInTERL IB&%OQEO fleathtBrgne cm&ha*srba@aﬁﬂé@tmn,

operatlon is conmenced USIQ% a st andard set
har dwarfer egch, enfaRriseeaUplgBes fSTingi aheopy of Gpnd ﬂéraﬁorbafaﬂag%to the

enteRIRE %&ét&ﬂer’ssapﬁﬁt%ﬁ@ﬁ(}ﬁéﬂe%i 'tfﬁ@el?eer%%e QfstohtR¥F8 WAk Sry location to the
providing the sane | ogical |evel application

entepiise Fysieraer sPackupiecaligit 898 of cl ai m 25, wherein the

copy OfreGRinbil@Ub a kMreC BRBAE f TRE DIty Ibf RBE @EMESS for each
custoner's applications at the enterprise custoner’s

entegy isﬁﬂf@tomébéli‘qtdﬁsl@eﬁ%r@dth&t PIYIRHLY efft @t cpRigrs as their primary
locafidhst omer' s backup | ocation, through an automated

pr ocess. 29. The nethod of claim 25, wherein

commenci ng taSEVaSRE KNP BPREPHRE) SHPLoRATS IRPIStIDN. ok thp enterprise

custbther'saidp! 1D&bA Bsifd S QBBEd SorfiBatisRddtenmdusi ng the
copi ed configuration data and the mrrored transaction

data; and r&QMERENG RS eRRsTiaRefor She shisise; gigtomer at the

bacl&;ba{f)d‘ahé‘n ﬁﬁlﬁ%"tﬁ&@nt@n’fphg@%l}éﬂrﬁé‘r@té;ﬁl"cab@nstﬁf@i PackiHRred transaction
| ocati on . The method of claim29, wherein the

dataeyst oner ' s application traffic is redirected by
al ber Ting eyl Br BARE 252 Wbied badklp NefaBbl @5 codmehbédl using a

stancligrg E;g’clofSI"ea1\'/dv\|/are.

27. The method of claim 25, wherein back up operation is commenced using a set
of hardware providing the same logical level application interface.

28. The method of claim 25, wherein the copy of configuration changes made to the
enterprise customer’s applications at the enterprise customer’s primary location is stored at
the enterprise customer’s backup location, through an automated process.

29. The method of claim 25, wherein commencing the backup operation comprises
the steps of:

starting the customer’s applications using the copied configuration data and
the mirrored transaction data; and

redirecting the customer’s application traffic from the primary location to the
backup location.

30. The method of claim 29, wherein the customer’s application traffic is redirected

by altering domain name service routing tables.
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