-1 S06P0746W000 DESCRIPTION DATA COMMUNICATION
SYSTEM, DEVICE FOR EXECUTING IC CARD FUNCTION, AND
METHOD OF CONTROLLING THE DEVICE AS WELL AS
INFORMATION PROCESSING TERMINAL Technical Field [0001] The
present invention relates to a data communication system for transmitting
data between equipments making use of a contactless interface, a device
for executing an IC card function, and a-method of controlling the device
as well as an information processing terminal, and more particiiafy 1@ avo00
data communication system for transmitting data between an equipment
which can access to the contastless interfage and an equipment
connected to the contactless interface through wire, a device for
execubAdPal (TN UMERSN, dantbd ethbd 'of Contréling ¥ UBVIBE as
well as an information é)rocessm ermlnal OOOr?]gFMore artlcularlé/ the

present ihveftion refatds 1d 3V eard Yédd i sing to
an IC card function upitthrougtia geniactiess fnterager afata

communication system for transmitting data between information
terminals each of which i gonnmectes do tisiG AT,

Technical Field

[0001]

The present invention relates to a data communicaticn
system for transmitting data between equipments making use
of & contactless interface, a device for executing an IC
card function, and a method c¢f contrciling the device as
well as an informaticon precessing terminal, and more
particularly, to a data communication system for
transmitting data between an equipment which can access to
the contactless interface and an eguipment connected to the
contactless interface through wire, a device for executing
an IC card function, and a method of controlling the device
as well as an informaticon processing terminal,

[0002]

More particularly, the present invention relates to a
card reading/writing device for accessing to an IC card
function unit through a contactless interface, a data
communication system for transmitting data between
information terminals each of which is connected to the IC

card function unit through wire or incorporates an IC chip,



card function unit through wire or incorporates an IC chip, 2
S06P0746WO000 a device for executing an IC card function, and a method
of controlling the device as well as an information processing terminal,
and more particularly, to a device having a card reading/writing function,
a data communication system for transmitting data at high speed
between information terminals each of which is connected to the IC card
function unit through wire or incorporates an IC chip, a device for
executing an IC card function, and a method of controlling the d&&cd dg WO
well as an information processing terminal. Background Art (0003]

a @ontactleSsipreximityicangmanication systemsyepriesented dyzamkC: pard of
have become widespread because they can be simply and conveniently
ﬁ%ﬁ&dﬁféﬁ ke 1€cata % Brdifdrily dsedhy auEerRdUtra FefrRF s 1ng

t@thaltr'ggrg1 useré? roacheg. the IC cito a card re dlng‘:/wrlﬁn% device
The'¢rd ré3 Wr?lnB drewce poal s an I& Card at all fimes. and %vhen I

reSISCAYETS:AR %@rfﬁlrﬂ@tﬁ@é@r,& Lommunication aperation starts; between
the card reading/writing device and the external IC card. When, for

t rexamplg; anprivide zode andgdtheriadividuat verthentification information,

the value information of an electronic ticket and the like are stored to an
Leﬁgkaﬁ}s each of which is connected to the IC card function

?rd

unit through wire or incorporates an IC chip, a device for
executing an IC.card function, and a method of controlling
the device as well as an information processing terminal.
Background Art

{C003]

Centactless/proximity communication systems represented
by an IC card have become widespread because they can be
simply and conveniently manipulated. The IC card is
ordinarily used by a user in such a manner that the user
approaches the IC card to a card reading/writing device.
The card reading/writing device polls an IC card at all
times, and when it discovers an external IC card, a
communication operation starts between the card
reading/writing device and the external IC card. When, for
example, a private code and other individual
authentification information, the wvalue information of an
electronic ticket and the like are stored to an IC card,
authentification processing for visitors and passengers can

be executed in a cash dispenser, an entrance door of a



authentification processing for visitors and passengers can be executed
in a cash dispenser, an entrance door of a 3 S06P0746WO000 concert
hall, a ticket gate of a station, and the like. [0004] Recently, as a
miniaturization technology is improved, an IC card having a relatively
large amount of memory capacity appears. According to an IC card
having a large amount of memory capacity, one IC card can be used to a
plurality of applications by extending & fite system on a memory space
and storing a plurality of applications at the same time. When, féf 6P074 6WO00
example, a plurality of applications such as electronic money for
cogxeeuting:electronicisatdament; can-glegtrenig 4icket, fos gaminge=iniai ke .
particular concert hall, and the like are stored on one IC card, the one IC
[O@8dd can be applied to various applications. The electronic money and the
electronic ticket to which reference is made here jndicate a construction

whith fEE&téd (@Rcirofitaiy) trodgr efdtrbiic titd Fssled hctBig =
an 1q8 fund presented by g user gt the electronic data ifselt, [0005), Husther,

the IC card and the card reader/writer (card™ reading/writing device), which
capcludes avikedrinterfacedorbe sgnnected tq an externakeguipmentiarge

addition to the wireless and contactless interface, can be used by being
amount of memory capacity, one IC card can be used to a
plurality of applications by extending a file system on a
memory space and storing a plurality of applications at the
same time..  When, for example, a plurality of applications
such as electronic money for executing electronic settlement,
an electronic ticket for coming in a particular concert hall,
and the like are stored on one IC card, the one IC card can
be applied to various applications. The electronic money
and the electronic ticket to which reference is made here
indicate a ceonstruction which is settled (electronically)
through electronic data issued according te a fund presented
by a user or the electronic data itself.
00051

Further, the IC card and the card reader/writer {card

reading/writing device), which incliludes a wired interface to
be connected to an external equipment in addition to the
wireless and contactless interface, can be used by being
built in respective equipments such as a mobile texrminal,

PDA (Perscnal Digital Assistance), CE {(Consumer Electronics)

equipment, personal computer, and the iike. That is, when



built in respective equipments such as a mobile terminal, PDA (Personal
Digital Assistance), CE (Consumer Electronics) equipment, personal
computer, and the like. That is, when 4 SO06PO746WO000 these
equipments are provided with the function of any one or both of the IC
card and the card reading/writing device, it is possible to execute a
general-purpose bidirectional proximity data communication using a
contactless communication technetogy making use of the IC card. Since
an IC card technology has a tamper resistance because it is di#fidiftCtéd 6WO0O0
copy or alter the information in an IC card, this kind of proximity data

t heg@Mmatgnigationtcanzrealize bighsel@velisacutitye (G006} tEhereds any one
proposed, for example, a communication system .among three

or gsrhpordntsrhidl icexatutad béiifeeird Sarte peHdINYMERG Bevidevaree ,
an informattja?# processing terminal, which js connected to.an IC card or

1T 4% 1€ Hip* trdugh a%ﬁga*ﬁﬁeﬁagéf%%ﬁée?&ﬁﬁ&ﬁ% AreForthen et
prodlip fherehgiueen(rafer fo.fof example, Patent Dacument 1) In the

system, a data communication is executed among the reading/writing
con@eniae; e pragramncantroler dispased;in: ke iwforarationpreeassing Since
terminal, a wireless communication interface built in the information
an grocessiflg terhial ferexerting hairdssesrhafunicationdsthee 1t is

difficult to copy or alter the information in an IC card,
this kind of proximity data communication can realize high-~
level security.

[0006]

There 1is proposed, for example, a communication system
among three components which is executed between a card
reading/writing device and an information processing
terminal, which is connected to an IC card or an IC chip
through a wired interface, by interposing the IC card cr the
IC chip therebetween (refer to, for example, Patent Document
1}. In the system, a data communication is executed among
the reading/writing device, a program controller disposed in
the informaticn processing terminal, a wireless
communication interface built in the information processing
terminal for executing a wireless communication to the
reading/writing device, a wired communication interface to
be connected to the program controller, and the IC card with
a memory.

[0007]



reading/writing device, a wired communication interface to be connected
to the program controller, and the IC card with a memory. [0007] 5
S06P0746WO00 The IC chip built in the information processing terminal
has a wireless communication mode for executing transaction through the
wireless communication interface in response to the carrier wave
detected from the reading/writing device and a wired communication
mode for executing transaction through-the wired communication
interface in response to the start of an internal power supply ircther0746W000
information processing terminal. In the wired communication mode, the
pragtamiconttoller ph:the: infarmation prosessing dernpralcansissuyde an
activate command for temporarily switching the wired communication

termbda to e wireleissecopimuARATIoR hicdel and BeE aftivate sorinand
for returning the wireless communiﬁation mode, which js temporaril

tE ARG HBVE TBHHE VIR CoMLREALOR WO “OR RS otier FahaCH 1o
redhgireless communisation mode. anexterna! eardfeadingiwriting

evice issues a second activate command for temporarily switching the
realitelegs rcommynicationsmadel tastheiwised cemmitnicationanode asd or
second not activate command for returning the wired communication
exepptlénwhichds fempérdtly: haele®ifddive mored communication

interface in response to the start c¢f an internal power
supply in the information processing terminal. In the wired
communication mode, the program controller of the
information processing terminal can issue an activate
command for temporarily switching the wired communication
mode to the wireless communication mode and a not activate
command for returning the wireless communication mode, which
is temporarily made effective, to the wired communication
mode. On the other hand, in the wireless communication mode,
an external card reading/writing device issues a second
activate command for temporarily switching the wireless
communication mode to the wired communication mode and a
second not activate command for returning the wired
communication mode, which is tempcerarily made effectivé, to
the wireless communication mode,
[0008]

In the wired communication mode, after the information -
processing terminal issues the activate command, temporarily

shifts to the wireless communication mode, and writes data



the wireless communication mode. [0008] In the wired communication
mode, after the information processing terminal issues the activate
command, temporarily shifts to the wireless communication mode, and
writes data 6 SO6P0746W000 from the external card reading/writing
device to the IC chip, it issues the not activate command this time, returns
to the wired communication mode, and reads the data written to the IC
chip to thereby transmit the data from the external card reading/writing
device to the information processing terminal through the IC card6ParthéiyO00
after the information processing terminal writes data to the IC card, it
froisSuis the:aetivate command: dempeorarity shitts tajthel wiretessthe 1C chip,
communication mode. Then, after the external card reading/writing device
it feriscthe data from BetITrenip, trRUmIsEindtiohsprbéssing termimal to the
issues the nqt activate command éhigéim an%\ret rns to the wired

Wi T e AR oA ot BBRE ey fFarshit the data therefrdm o the =° the
1c eXtepnal cardeaginofyrting devieg thraugh, the G cang [Q0091.,Q0 the. 5 -4

other hand, in the wireless communication mode, the external card
reatBading/wiiting gevice issuassthersecond cactivate-eommands temporarily

shifts to the wired communication mode, and writes data from the
terpiggdatiohrough the IC card. Further, after the
information processing terminal writes data to the IC card,
it issues the activate command, temporarily shifts fo the
wireless communicaticn mode. Then, after the external card
reading/writing device reads the data from the IC chip, the
information processing terminal issues the not activate
command this time and returns to the wired communication
mode to thereby transmit the data therefrom to the external
card reading/writing device through the IC card.
[0009]

On the other hand, in the wireless communication mode,
the external card reading/writing device issues the second
activate command, temporarily shifts to the wired
communication mode, and writes data from the information
processing terminal to the IC chip. Then, the external card
reading/writing device issues the second not activate
command this time, returns to the wireless communication
mode, and reads the data written to the IC chip to thereby

transmit the data from the infcormation processing terminal

to the external card reading/writing device through the IC



processing terminal to the IC chip. Then, the external card reading/writing
device issues the second not activate command this time, returns to the
wireless communication mode, and reads the data written to the IC chip
to thereby transmit the data from the information processing terminal to
the external-card reading/writing device through the IC 7 SO6P0746WO00
card. Further, after the external card reading/writing device writes data to
the IC card, it issues the second activate command, temporarily shifts to
the wired communication mode. Then, after the information pré¢essing: 6WC00
terminal reads the data from the IC chip, the external card reading/writing
cardeviceussties:ihe secend notaetvate cammandithistimerandreiurns go
the wireless communication mode to thereby transmit the data from the

devggtermalcard réalimghRriting défice 33 the ihforiatiof prébessimgond

terminal through the IC card. [00 ? ccarding to the communication
act e SO SHECE S Shdh Mk Bk o e o

comfERlized Denwean, an eqyinment having a erd readipgwriting JURCHQN < 4 1
and the information processing terminal connected to the IC card through

terwire:makingdiseidia cantactiessdatacommunication: patheseadized bycard
interposing the IC card. [0011]

reading/writing device issues the second not activate

command this time and returns to the wireless communication

mode to thereby transmit the data from the external card

reading/writing device to the information processing

.terminal through the IC card.

[0010}

According to the communication system as described
above, a secure data communication can be realized betﬁeen
an eguipment having a card reading/writing function and the
information processing terminal connected to the IC card
through wire making use of a contactless data communication
path realized by interposing the IC card.
foc11]

On the other hand, since a conventional contactless IC
card communication protocol employs such a procedure that
when a command is fransmitted, a response is received, it is
not suitable to transmit a relatively large amount of data
such as image data at high speed although it is suitable to

securely transfer relatively short text data such as URL

{Uniform Resocurce Locator).



On the other hand, since a conventional contactless IC card
communication protocol employs such a procedure that when a
command is transmitted, a response is received, it is not suitable to
transmit a relatively large amount of data such as image data at high
speed although it is suitable to securely transfer relatively short text data
such as URL (Uniform Resource Ldtator). R 0012] Further, when it is
considered to send data from the card reading/writing device side to the

[O%foPmation processing terminal side, the interposed IC card does not

have a mechanigm for natifying that the data transmitted to; the ¢ +1c
information processing terminal is received by the contactless interface
cathrough:thel wirédinteiface. Aeearcinglys siice thesinformation pracessingn
terminal can not detect or confirm at once whether or not the IC card
DT PEGEIveS the hatal Seht toSt Eeproblein afisesralssdnlthat itig Bifficined not

... synchronize transmitted data on the c:aL};in reading/writing device side. _ . .

o] P DRt 1 At D sarirbd Patont Aprasir s o

thPublicatiomMNo: 2003-,203212 Disclosuieof-the Invention Prablems to,betne
Solved by the Invention [0014]

contactless interface through the wired interface.

Accordingly, since the information processing terminal can
not detect cor confirm at once whether o¢r not the IC card

recelives tThe data sent to it, a vroblem arises alsoc in that
it is difficult to synchronize transmitted data on the card
reading/writing device side.

[0013]

fd

Fatent Dcocument 1: Japanese Unexamined Patent Application
Publication No. 2003-20321Z2

Disciosure of the Invention

Problems to be Solved by the Invention

[0014]

Example embodiments of the present invention provide
an excellient data communication systenm capable of
preferably executing a data transfer between an eguipment,
wnich c¢an access fto a contactless interface, and an
equipment, which 1s connected to the contactless interface
throuch wire, a device for executing an IC function and a
methed of contreolling the device aw well as an information

processing



Example embodiments of the present invention provide an excellent data
communication system capable of preferably executing a data transfer
between an equipment, which can access to a contactless interface, and
an equipment, which is connected to the contactless interface through
wire, a device for executing an IC function and a method of controlling the
device aw well as an information précessing 9 terminal. [0015] Example
embodiments of the present invention provide an excellent data

© Eliftidnication system capable of preferably executing a secure data

gogggclﬁfer between a card reading/writing device, which accesses to an IC
card function unit through a contactless interface, and an information
terniralpmihichdsiconneetedsto the €= card-kmetion unit through wirecoride
incorporates an IC chip, a device for executing an IC function and a

a0 methdd of Edritrollifg the deVitEas wWelld< an infornafidn preéésding  ©F

or /U J00461 Example emhodiments.ofthe presentinventiongprodde .,
an excellent data communication system capable of transmitting a large

re@amount of data at high-speed between a devicehavinga card  1¢  card
reading/writing function and an

function wunit through & contactless interface, and an

information terminal, which is connected to the I1IC card

function unit through wire or incorporates an IC chip, =a

device for executing an IC

by

unction and a method of
controlling the device as well as an information processing
terminal.

[0016]

Example embodiments of the present invention provide
an excellent data communication system capable of
transmitting a large amount of data at high speed between a
device having a card reading/writing function and an
information terminal, which 1is connected to an IC card
functicon unit through wire or incorporates an IC chip, a
device for executing an IC function and a method of
controlling the device as well as an informatlon processing
terminal.

Means for Sclving the Problems

[0017]



information terminal, which is connected to an IC card function unit
through wire or incorporates an IC chip, a device for executing an IC
function and a method of controlling the device as well as an information
processing terminal. Means for Solving the Problems [0017] 10 In a first
aspect of the invention, there is proviged a data communication system for
executing a_data communication among an IC card function execution .=
unit “'"Ff’a\%n(f Aemaiy, 2 card readifng/WHiting device cdpable dff Proviasd
a commnanicatirgwith the: [ tard fwsdtiom exécution enitcthrough a & data
cofQntactiess interfaceand an infermation; precessing ferminal.capable of,; «

__communicating with the IC card function execution unit through a wired )
hajhteface B TErposihg T fC Ca&umBloR ekéddtion U thedaante ©f
cocomriunication system comprising: first communication means:falon  unit

+n$ausIng the card readingiwriting devi géé’c%x,ewtgnad datg transfef , rar son
operation to theé memory in the IC card “funcfion execution unit tﬂrough the

PresRtatiiess inferfaked or catisintthe fforAfdiGH preeédsing teimihaltes 1€
ca@Xecite ar :data yansier operatignto thermemory inghedg card duaction »y
ingieguion unit through the wired Interface; second communication means
or e&ecuﬂﬁg a data t“’rans?erdbe ween ‘the cars rea‘cﬁngjlwrlﬁng Hevice and -
coieipnformiatioh system comprising: first communication means
for causing the card reading/writing device to execute a

data transfer operation o tThe memory 1in the IC card
function execution unit through the contactliess interface
or causing the information processing terminal to execute a
data transfer operation to¢ the memory in the IC card
function execution unit through the wired interface; sscond
communication means for executing a data transfer between
the cars reading/writing devige and  the information
processing terminal on a communication path compcsed of the
contactless interface and the wired interface through the
IC card function execution unit interposed ifherebestween:;

and communication control means for executin

(o]
o)

communication operation using any of the first or second
communication means, characterized in that the information
processing terminal has a data transfer state for
permitting a date transfer to the IC card function
execution unit through the wired interface and a data not
transfer state for not permitting a data transfer to the IC
card function executlon unit through the wired interface,
wherein the filrst communication means executes a data
transfer operatlon in the data not transfer state and the
second communication means executes a data transfer
operaztion in the data transfer state.

(0018 ]



processing terminal on a communication path composed o the
contactless interface and the wired interface through the 1C card function
execution unit interposed therebetween; and communication control
means for executing a communication operation using any of the first or
second communication means, characterized in that the information
processing terminal has a data transfer state for permitting a data transfer
the IC card function execution unit through the wired interface and a data

not trahsterstate fot not permitting a data transTer t6 e G Card functiBRe
ne€xecution unit through the wired-interface, whereinthe.first o runccion

communication means executes a data transfer operation in the data not
mottansfer state angbthez seconsceommiunication: means)exeeutes adatas not

transfer operation in the data transfer state. [0018; 11 However, the

Pardystam® tovhichtefdterte ElRade here)fs coRfposee ofa pieratipef and

sufieviess (Qrfupction mmadules for Jealiaing specifc nctions). and g not ;.
particularly a problem'w efher the respective devices and" function —-°

=1 modules aresdisposed irFasingle housing-(thisds -al$o applied to the
following description). [0019] Example embodiments of the present

[ Vind/ention relate to a communication system among three components
havigg an IC

mple emboediments of the present invention relate to
a communication system amcng three components having an IC
chip interposed petween a device having a card
reading/writing function and an information processing
Terminal, which is connected to the IC chip having an IC
card function. Note that although the IC chip as a
contactless IC card function execution unit has a data
transmission/ reception function and a data processing
unit, an RF¥ analog/front end and a logic circuit (protocol
control, RE modulation/demodulation, command processing,
clpher processing, memory managemeni) may be composed of
one chip or may composed at least two separate chips in

which the RF znalog front end is separated from the logic

clrcuit. Further, the IC chip includes a built-in type and
an 3TIM card type. In the following description, these IC
chips may be simply called an "IC card function execution

unii" as a generic term.

Since an IC card technology has a tamper resistance



chin interposed between a device having a card reading/writing function
and an information processing terminal, which is connected to the IC chip
having an IC card function. More that although the IC chip as a
contactless IC card function execution unit has a data transmission/
reception function and a data processing unit, an RE analog/front end
and a logic circuit (protocol control, RF modulation/demodulation,
command processigr%% cipher processing, memory management, may be

e EEMBosed of D cHip B may CompBEed at [BakEfvo Séparate chips i 17

anWhieh the RE analeg front.end s separated from the lpgic drelit,, g
Further, the IC chip includes a built-in type and. an SIM card type. In the

thfclewingrdeseniption; ¢hese: IC ichips may-he simply<alled an."IC card
function execution unit" as a generic term. ;0020] Since an IC card
501%%fﬁhology has a tamper resistance 12 because it is difficult to copy or
alter fhe information in an IC card, this kind of the communication system
among ﬁweé’components can realize ﬁlg%‘-le\“/el secu“rf‘t*y%[ 0211 car
coltoweveksinee a-conyentionalscentactiessCicard cemmunication yhen a

protocol employs such a procedure that when a command is transmitted,
Cofffegelvesid resporisenthiet cdnventionakcontactess I€ cargdsponse,  the

communication protocol is ‘ ,
cenventlonal contactless [IC card communication protocol is
not suitable to transfer a relatively large amount of data
at high speed. Further, since the conventional contactless
C card communicatlon protocol does not have a mechanism
for the IC card to notify the information processing
terminal of that there is received data to the information
processing terminal, 1t cannot confirms whether or not the
information processing terminal recelves data, from which a
preblem also arlses in that it is difficult to synchronize
transmitted data on the card reading/writing device side.
[0022]

In contrast, in the communication system according o
example embodiments of the present invention, the
information processing terminal defines a data transfer
state Tfor permitting a contactless data communication
through the IC card function unit and a data not transfer
state for nct permititing the contactless date communication
s¢ that the IC card function unlt manages the communication

state of the information processing



not suitable to transfer a relatively large amount of data at high speed.
Further, since the conventional contactless IC card communication

protocol does not have a mechanism for the IC card to notify the

information processing terminal of that there is received data to the
information processing terminal, it cannot confirms whether or not the
information processing terminal receives data, from which a problem also
arises in that it is difficult to synchronize _transmitted data on the card
reading/writing device side. [0022. In contrast, in the communigaéem 74 6wo o0
system according to example embodiments of the present invention, the

r e riffOrMation;professing terminal fefipes a data transier Stale 10 /yriting
. permitting a contactless data communication through the IC card function
deviipit and adatn noh ransier astatesfor nahperiting theicontactless-data
communication so that the IC card function unit manages the
funcormmuricetiont state bithe idforaration precEssitt-s13 ISOERITIBYRO0GIata
terminal. When data is sent from the card reading/writin '

devijce through
£0 HCeo AR e aRE HHETE Cd L RETAR et BR U hit direcy ~ =0

int HRRs/pits the recelyed data o _the infpuraton.pracessing iermipal thipugh
the wired interface only in the data transfer state. Further, when data is
datsentdramthe infermation precessing iesmipdlocessing terminal
through the wired interface, the IC card function execution
unit directly transmits the received data to the card
reading/writing device through contactless interface only in
the data transfer state.
[0023]

As described above, since the IC card function
execution unit, which is interposed between the card
reading/writing device and the information processing
ferminal, can transfer data to the terminal side depending
on whether it is ir the data transfer state or in the data
not transfer state without depending on a notification from
the information processing terminal, synchronization can be
easily established, a transfer speed can be increased, and a
large amount of data can be transmitted.

[0024]

Further, the wired interface has a very low rate of

occurrence of error as compared with the contactless

interface and thus has high reliability. Accordingly, when

data is transmitted on the contactless interface, although



through the wired interface, the IC card function execution unit directly
transmits the received data to the card reading/writing device through
contactless interface only in the data transfer state. [0023] As described
above, since the IC card function execution unit, which is interposed
between the card reading/writing device and the information processing
terminal, can transfer data to the tefiinal side depending on whether it is
endD the data transfer,state ouin the data nottransfer state without o 5 4
depen&ng on a notification from- the information processing terminal,
coSyaehronizationsean bereasiheestablished,sa transtesspeedcan bpe more
increased, and a large amount of data can be transmitted. [0024]
inForthesthe Wired drtekfacehassa very IoWwdatecof a6currefeeoferfor asthe
compared with the contactless interface and thus has high reljability.
re%%%c%"a%ng@? when d%?gllréaﬁgns"r%ﬁgd c%ha trie cﬁﬁtaétTeas%%fﬁ%eerfc%,yon
w1 although 14 ¢the.IC card function execution unit returns a response to a
command, a data transfer processing speed can be more increased by
[ Comitting a procedure for returning the response to the command when

data is transmitted on the wired interface. [0021£ .
In the communicatlon system amdong tThres components

the

according to example embodiments of the present invention,
the IC card function unit interposed betwszen the card
reading/writing device and the informatlon processing
terminal has a data transier function 1in Van Ad-hoc
communication mod" as & second communication means  in
addition te¢ a data transfer function in "an ordinary
‘communication mode” as a first communication means for
executing an ordinary access operation to the memory in the
IC card funchtion unit. In the Ad-heoc communication mode,
when data 1s sent from the card reading/writing device

through the contactless interface, the IC card function

unit directly Transmits the received data To the
information processing terminal through the wired
interface, Further, when data is sent from the informatlon

processing terminal through the wired interface, the IC
card function unit directliy transmits the received data To
the card reading/writing device.
[002¢]

In The Ad-hoc communication mode, since the

information



In the communication system among three components according to
example embodiments of the present invention, the IC card function unit
interposed between the card reading/writing device and the information
processing terminal has a data transfer function in "an Ad-hoc
communication mod" as a second communication means in addition to a
data transfer function in "an ordinary “communication mode" as a first

§mrmunication means for. executing an ardinary, aggess opergtion o the,
P menﬁory‘“lcﬁ the '1C card. function uhit. 1n the Ad-hdc Gommunication mode,

1t when datads sent from the eard.readingbwriting device ithroughdheunction
contactless interface, the IC card function unit directly transmits the

un fegceivedodata tolitke dnformationgorocessing termirkad througls the Wired s
interface. Further, when data is sent from information -he prqcessing card

10 termifal thfougR‘the WiFSH itEAACE the TE Tard fuhidtioh unit Girect
sulransmifs the received gdafa tq jthe card readinglwriting deyige 0Qz61 the ;s

Ad-hoc communication mode, since the information 15 processing
onterminal is i td datastransfer state; in which _trcanmegeiverthe datacessing
received by the IC card function unit through the contactless interface as
Ceffs.Fhat is,S i therAd-Hottdamimuficatiorfmodé ssinke the iekcarghed, @

¢ unetion unit can dicectly transfer data without dependilg wnount of data
can be transmitted. The data fTransfer frcem the card
reading/writing device in this case is a data transfer to
the information processing terminal having & different
communication interface through the IC  gard function
execution unit different from writing of data to IC card,
and further a data transfer to The card reading/writing
device having a different communication interface.
[0027]

In a second aspect of the inventicn, there 1s provided
a device for executing an IC card function comprising: a
memory; & contactiess interface capable of communicating
with a card reading/writing dsvice; a wired interface
connected Lo an information processing terminal  throucgh
wire; and control means for ceontrolling an access operation

to the memory and a communication operaticn through the

h

contactliess interface and the wired interface, wherein the

3

control means manages a communication mode set between the

e

card reading/writing device and the information processing

terminal and controls the operation of a communication path



on the notification from the information processing terminal,
synchronization can be easily established, a transfer speed can be
increased, and a large amount of data can be transmitted. The data
transfer from the card reading/writing device in this case is a data transfer
to the information processing terminal having a different communication
interface through the TC card functie® execution unit different from writing

peefdata tol€ casd: and further a data frangtey to-the-card ygadinghwriting: ; -,
,-device having avdifferelnt commygicatioq interface. [00271 In asecond

PLE5péct ofthe invention, there i§ provided “a déviee foreXecutiig e €2t +on
mogard fuhetionicontprdsingrat memons ascontactiessdnterface capéble s fate
£ocomypuRicating Jwith a gard repding/wiiting.device; a wired interface, ., . v s o,

connected to an information processing terminal through wire; and control
X A Tor 86Mtraifing AR UtEesS DpetHtio to theshEMdty aid & data not
t reomiunicatioreogeratian throagh the i eentactiessanterface mnd the wired 1c

calfieriage, wherein the, contol means manages,a commynication mode. |

_set between the card reading/writing device and the information
“histessifg ferhfinal afhdscoiroltheopetatioR ot eeeommibficatiohopath and
cal@ between dhesearchreadingriting deviee:and theyinformation gats not

+ -Rrocessing terminal according fo a present cgmmupicaatiggn mgge, - v
LlEns T L =} | C, LSl el erat Tween T
wherein the Control means has a data transtér state -he

J

card reading/writin device and information processing
terminal is executed in the data transfer state.
[0028]

Further, an embodiment of the present invention 1s an
information processing terminal which is characterized by
comprising an IC card function exscution unit comprising an
contactless interface, a memory, and & wired interface, a
user input/outputr means and & program control means for
controlliing a proecessing operation according to a
communicaticn operation with the IC card function execution
unit through the wired interface and a user interaction
through the user input/output means, wherein the progranm
control means has a data transfer state for permitting a
data transfer to the IC card function execution unit
through the wired interface and a data not transfer state
for not permitting a date transfer to the IC card function
execution unit through the wired interface.

(00293

The device for executing the IC  card functieon
according to the second aspect of the present invention can
operate as the IC card function execution unit in the data

communication system according to the first aspect of the



for permitting a data transfer to the IC card function execution device
through the wired interface and a data not transfer state for not permitting
a data transfer to the IC card function execution device through the wired.
interface, wherein a data transfer operation between the memory and
card reading/writing device is executed in the data not transfer state and
a data transfer operation between the card reading/writing device and
information processing terminal is executed in.the data transfer state..

= 0008] Farini 2 oo meL of (g resent ey T oore enc

andnformatien progessing terminakwhich is charaeterized by eemprising an rr
IC card function execution unit comprising an contactless interface, a

mofvaradAgandeawiretibinterface, a asarmpiput/outptt yeesrs and a progeamer
control means for controlling a processing operation according to a

P RGfmaRicatiol BEeratiBh WIHFthe It cardfurittion EX8gifich ?fhit?ﬁlr%uﬁﬁip
or the yired interface and.a user ipieraction, thrqugh the usey, inpul~/output -

means, wherein the program control means has a data transfer state for
anpermitting @ data transter tothedCacard fuhetion exeeutidroynit thraughuic.
the wired interface and a data not transfer state for not permitting a data

Furhngfer t& e 1€ cardtfuncio n “eXetutibh unitthidugh thekfired intérfaces 1M
Ca[_ﬁOQOZé)}']:p"sl'he device for executing the IC card function

The IC card function execution unit can realize a
similar transfer control in a communication system composed
of a wireless network and a wired network by providing a
hub with the same function when the hub has a contactless
IC card interface to a card reading/writing device and a
wired i1nterface to an informaticon processing terminal as
well as has & wireless LAN function and a wired LAR
function.

(00311

rurther, the above information processing terminal can
operate as an information processing terminal capable of
communicating with the IC card functicon execution unit
through the wired interface 1in the data communication
system according to the first aspect of the present
invention.

In a third aspect of the invention, there is provided



according to the second aspect of the present invention can operate as
the IC card function execution unit in the data communication system
according to the first aspect of the i7 present invention. In the device, the
RF analog/front end and the logic circuit protocol control, RF
modulation/demodulation, command processing, cipher processing,
memory management) may be comp@sed of one chip or may composed
N atelg stiwo ;egg}r}acteo ips in whic 'gp.eclézl: far11:alo frgng en1% isaspepgpatgd :
¢ fiom the logic circuit. Ur]tﬁgr, the'lC éhlp includes the built-in type and frie"
fu BV eardrtype ;00301 Thed§ card function execution snitcanteglizea, :n
similar transfer control in a communication system composed of a
thwireless petwork and aowited metWotk By providing Auhubiwith thevsame the
function when the hub has a contactless IC card interfacetoacard
- PeRsHdingMiniting'detide & a Wired ihtéiface B AR ififoratici protessig ¢
wi%%”ﬂﬁakQédW?@§§£E§ﬁ%%@@kﬁéFéﬁ%ﬂ@éﬁogﬁﬁd9Y%%¥%%5Nmzerface
function. [0031: Further, the above information processing terminal can
cooperate @s an infarmation proeessing terminakeapable ©f reamatunieating: gk
with the IC card function execution unit through the wired interface in the
WigstatomhiRieafiea1ng & communication operation through the

contactless interface and the wired interface, the method
comprising: a communication mode management step for
managing a communication mods set Dbetween the card
reading/writing device and the information processing
terminal; and a communication operation control step for
controlling the operation of & communication path between
the card, whereln the communication operation control step

comprise

n

a data transfer state for permitting &z data
transfer to the IC card function execution device through
the wired intexrface and a data not transfer state for not
permitting a data transfer tc the IC card function
executlion device through the wired interface wherein a data
transfer operation between the memory and carc
reading/writing device is execuied in the data not transfer
state and a data transfer operation between the card
reading/writing device and information processing terminal

is executed 1n the data transft

B

r state.
In a fourth aspect of the invention, there is provided

an information processing terminal, characterized by



system according to the firs*_ aspect of the present invention. In a third
aspect of the invention, there is provided 17a a method of controlling a
device for executing an IC card function for controlling an access
operation to a memory in the device for executing the IC card function
having the memory, a contactless interface capable of communicating
with a card reading/writing device, and a wired interface connected to an

information procesIs&ng terrﬁinal thrqu%h wire andccontrollinrqta .
COMprLls1Ing. . dn car TUNCT A0 XeCUTLon .un COMPra s ing
communication operationt rough the con?ac?less Interface and t%e wire
aninterface; the method -compHsing: aregmmunication magemanagement c« ;

step for managing a communication mode set between the card
us pgadinhgimitingrdevice amckthesinfermiaUmnogrosessing terminaliaddsa for
communication operation control step for controlling the operation of a

“OBoMmimuricatiof paiBEtwedt thetardF Whafeifi the Ebhimuhication”  <2+¢
suQBeration coptrol step. Gomprisgs,a dafa transfer state forpermitling data

transfer to the IC card function execution device through the wired.
printerdadeand ardata 1ot transfer:cstatentor nat permitting=a-datariransier:toon

the IC card function execution device through the wired interface wherein
tha s tf‘&h%fe?%%éra%i@ﬁ%%ﬁ%éﬁ‘ﬂ’ie Menibty ald eafd reddifig/WHERG 2/

cofQYLR Iy é‘%%“t%%%:‘ the %%‘E"a“o% transfer, state.and a.data ranster, ; g .
operation between the car

data ftransfer to the IC card function execution unit
Lhrough the wired interface and a data not transfer state
for not permitting a data transfer to the IC card function
execution unit through the wired interface, wherein a data
transfer operation between the memory and card
reading/writing device is executed in the data not transfer
state and a data transfer operation between the card
reading/writing device and infeormation processing terminal
is exescuted in the data transfer state.

In the first, seccond, third and fcurth aspects, the
data transfer operatlicon may be executed without depending
cn a notification from the information processing terminal.
Advantages ©of the Inventicn

[0032]



reading/writing device and information processing terminal is executed in
the data transfer state. In a fourth aspect of the invention, there is
provided an information processing terminal, characterized by 17b
comprising: an IC card function execution unit comprising an contactless
interface, a memory, and a wired interface; user input/output means; and
program control means for controlling a communication operation with the

IC cgrd fur&ction execution unit hrough the, wired interfa%e and a
CCOoY 1%% L L0 exam e fulele) 1meqts O the present
processing operation accordi 0 a user interaction thréughthe user

i ninPY/OHIPUt means, whekein the:program; controlmeans.has aidata  gaca
transfer state for permitting a data transfer to the IC card function

cosgecutiontunit throughethe wirgd interfaceé andeedateandtitransfercstateny  a
for not permitting a data transfer to the IC card function execution unit
Sehtdigh tHE Wired int&ffads SWhereit a Fata trah&fs? bpefation befvesiE v+ ce
wntie:memory and card readipgwriting device,is exggutedn the, datanat . o,
transfer state and a data transfer operation between the card
threadinglwsiting<device. and iformatian proeassing terminal - iscexecutechin: 2 1
the data transfer state. In the first, second, third and fourth aspects, the _
whdata transferapération mey belekecuted without HBpéading Wh-a through
w1 10Mggtion, rom,the Jatormation pracesging termingl, Advantages oLMe: . ng

Sl

the IC card function and the method of controlling the
device as well as the information processing terminal.
(00331

Further, according to example embodiments of the
present invention, there can be provided the excellent data
communication system capable of transmitting a large ameount
of data at hilgh speed between the device having the card
reading/writing functicn and the information terminal whicl
is connected te the IC card function unit through wire or
incorporates the IC chip, a device for executing the IC
card function and the method of controlling the device as
well as the information processing terminal.
[0034]

Further aspect, features and advantages c¢f the present
invenﬁion will become apparent from the detailed
description based on the embodiment of present invention

described later and the attached dxawings.



[00321 1.8 According to example embodiments of the present invention,
there can be provided the excellent data communication system capable

of preferably executing a secure transfer between the card reading/writing
device which accesses to the to the IC card function unit through the
contactless interface and the information terminal which is connected to

the IC card function unit through wire or incorporates the IC chip, a device

for executing the IC card function and the method. of controlling the

device as well as the information processing termina’. [0033.1 FgtheT 4 6W000
according to example embodiments of the present invention, there can be

Br i BrOvidled-thecexcellentrdate COmRMNiCAtion system capable of
transmitting a large amount of data at high speed between the device

[00Baving the card reading/writing function and the information terminal
which is connected to the IC card fun--ion unit through wire or

inc%‘rﬁorajteslt%each‘fﬁ,eéf d@@i‘b’_@%’rt&?e}cﬁt’lnﬁ ]?r?é“' F@%a‘?‘c_j fartibh ‘éﬁﬁjﬂ‘\i@ of
a w@féq%dﬁ 8{0%?;; rc{#&'ﬂh the,devige, ?\% el as Hber'@qu@}?cﬁ'%c#’f Q¢S

terminal. 4 er aspect, features and advantages ot the present
deviwentiomwillbecore apparent friosm the-detatad deseriptign:baseden the

embodiment of present invention
electromagnetic induction.

Fig. 2 is a view showing a system modeled as one
transformer which is composed of a card reading/writing
device and an IC card.

Fig. 3 is a view schematically showing the arrangement
of a contactless IC card communication system.

Fig. 4 is a view schematically showing the hardware
arrangement of an IC card function execution unit according
to an- embodiment of fhe present 1lnvention.

Fig. 5 is a view showing the state transition of an IC
card interposed between a card reading/writing device and an
information processing terminal in a communication system
among three components,

Fig. 6 is a view schematically showing an operation
sequence of the communication system among three components
to access to the IC card functiocn executicn unit in an
crdinary communication mode.

Fig., 7 is a view schematically showing an operation
sequehée of the communication system among three components

to access to the IC card function execution unit in an Ad-



described later and the attached drawings. - 19 SO6P0746WO000 Brief

Description of the Drawings [00351 Fig. 1 is a view conceptually showing

a construction of a wireless communication between a card

reading/writing device and an IC card function execution unit based on

electromagnetic induction. Fig. 2 is a view showing a system modeled as

one transformer which is composed of a card reading/writing device and

an IC card. Fig. 3 is a view schematically showing the arrangement of a

contactless IC card communication system. Fig. 4 is a view scBématicallyi000

showing the hardware arrangement of an IC card function execution unit
hoc ageatding e an®embediment of the present invention. Fig. 5 is a view

showing the state transition of an IC card interposed between a card

re&ding/\VBritire) dewideand fapr infarnaatiorogroedssiny tgmisal@ealn which

communication system amore]C? three components. Fig. 6 is a view

the sordatiGaR SHMWIRG hhbh ﬁﬁr&?%eﬁﬁgﬁc?eséiﬁh‘érbo%jrnﬂﬁlﬁatlon
conuﬁ)ﬂ%@@a%’l‘&’ﬂgégre@h@@@o’&%@ﬁ tp access 10 the G card fungction

execution unit in an ord inary communication mode. Flg 7is aview

schematicaliysshowingwanseperatign an operation sequence when the
information processing terminal accepts an Ad-hoc
communication start mode.

Fig. 10 is a view schematically showing an operation
sequence of the communication system among three components
in the Ad-hoc communication mode.

Fig. 11 is a view schematically showing an operation
sequence of the communication system of the three components
in the Ad-hoc communication mode.

Fig. 12 is a view showing an operation sequence cof the
communication system among the three components when the IC
card function execution unit transits from the Ad-hoc
communication mode to the crdinary communication mode.

Fig. 13 i1s a view .schematically showing a functional
arrangement for controlling the state transiticon shown in
Fig. 5.

Fig. 14 is a view showing an operation flow for
starting an Ad-hoc communication by a control arrangement
shown in Fig. 13.

Fig. 15 is a view showing an operation flow for

executing the Ad-hoc communication by the control



sequence of the communication system among three components to
access to the IC card function execution unit in an Ad - 20
S06P0746WO00 hoc communication mode. Fig. 8 is a view showing an
operation sequence in which the card reading/writing device requests an
Ad-hoc communication to the IC card function execution unit. Fig. 9 is a
view showing an operation sequence when the information processing
terminal accepts an Ad-hoc commuhication start mode. Fig. 10 is a view
schematically showing an operation sequence of the communitaéisa /4 6WO00
system among three components in the Ad-hoc communication mode.

arrhigyddds a dewschematicglly alkawing an operation sequence of the
communication system of the three components in the Ad-hoc

Re fegmnitmidhtibptadde. Fig. 12 is a view showing an operation sequence of

Ootr;g: communication system among the three components when the IC
[994%4 function execution unit transits from the Ad-hoc communication

made to the ordinany cammunicaionmode.JFig. 13 is a view
schematically showing a functional arrangement for controlling the state
trapsitionshewndn £ Eige Si &ig.cbdeisiaview shoiving an operation flow for
starting an Ad-hoc communication by a control arrangement

3 .. controller

101 .. antenna unit

102 .. analog unit

103 .. digital controller

104 .. memory

105 .. external interface

110 ; mokile terminal

111 .. program controller

112 .. display unit

113 .. user input unit
Best Mode for Carrying Out the Invention
[0037)

An embodiment of the present inﬁention will be
described below in detail referring to the drawings.
[0038]

The present invention relates to a communication system
among three components having a contactless IC card function
interposed between a device having a card reading/writing

function and an information processing terminal, which is

connected to an IC card function unit through a wired



shown in Fig. 13. Fig. 15 is a view showing an operation flow for
executing the Ad-hoc communication by the control - 21 S06P0746W000
arrangement shown in Fig. 13. Reference Numerals [0036] 1 ... card
reading/writing device 2 ... IC card function execution unit 3 ... controller
101 ... antenna unit 102 ... analog unit 103 ... digital. controller 104 ...
memory 105 ... external interface 110 ... mobile terminal 111 ... program
controller 112 ... display unit 113-...afsef input unit Best Mode for Carrying
Out the Invention [0037] An embodiment of the present inventidrew il WO C 0
described below in detail referring to the drawings. [0038] The present

i ntiwentien relatesitoracemmunication Sysiem therein.

[0039]

The IC chip, on which the contactless IC card function
is mounted, may compose an RE analog front end and a lcgic
circuit (protocol contrel, RF modulation/ demodulation,
command processing, cipher processing, memory management) of
one chip or may compose them of at leést two chips in which
the RF analog front end is separated from the logic circuit.
In the followiﬁg description, these IC chips are simply
called an "IC card" as a generic term. Further, the IC chip
includes a built-in type and an SIM card type. In the
following description, the IC card and the IC chip are alsc
called an "IC card function execution unit" as a whole.
(00401

Since an IC card technology has a tamper resistance
because it is difficult to copy or alter the information in
an IC card, this kind of the communication system among
three components can reallze high-level security. First,
the construction of a contactless data communication making
use of the TC card function execution unit will be explained.
[0041]

A wireless communication between a card reading/writing
device and the IC card function execution unit is realized
based con, for example, the principle of electromagnetic

induction. Fig. 1 conceptually shows the construction of



among three components having a contactless IC card function

interposed between a device having a card reading/writing function and

an information processing terminal, which is connected to an IC card

function unit through a wired - 22 S06P0746WO00 interface or having an

IC chip built therein. [0039] The IC chip, on which the contactless IC card
function is mounted, may compose an RF analog front end and a logic

circuit (protocol control, RF modulation/ demodulation, command

processing, cipher processing, memory management) of one efiip &0 Ty oo o
compose them of at least two chips in which the RF analog front end is

theSeRaated;komthalodie sireuit. Mrthedellowing desgrption,dhese/|Giting
chips are simply called an "IC card" as a generic term. Further, the IC

devchip motudesea bdiltdn tybefand an@iMeearduypeinihne tfollewiad on the
description, the IC card and the IC chip are also called an "IC card

e Lefinefina @xetdton-BRtdsia Whold Rfoo2oT Sincdash- e éaritbERrbIgEy 1 ce

. as,a tamper resistance be ayse g i%diﬁ%cult to copy or, aiter he
mclll:w%jrerhsat%ﬁ i‘:ﬁp%r? e %a%f’gthgls }é%w%l of the co?nmﬁrﬁgat?o%lsy’stér%darﬁong

nagtiee sompongntscaerealize highrlevehsecplity [Hrst: the eonstrygtien gk
a contactless data communication making use of the IC card function
Ly éxecotions und will beexplaingds to flow thereto. On the other
hand, a loop coll L. is electrically formed in the viCinity
of the IC card function execution unit on the IC card
function execution unit side. An induction voltage, which
is generated by the magnetic field generated by the loop-
antenna L. on the card reading/writing device side, is
generated to the end of the lcop coil L. on the IC card
function execution unit side and input to a terminal of the
IC card function execution unit connectéd to the end cof the
loop coil L.
[0042]

Although the degree of coupling of the antenna Lggy cn
the card reading/writing device side and the loop ccil L. on
the IC card function execution unit side varies depending on
the positional relaticon therebetween, it can be understood
that one ftransformer 1s formed as a system, and thus the
read/write operation of the IC card can be modeled as shown
in Fig. Z.

[0043]

When the current Iaw, which is caused to flow to the



[0041] A wireless communication between a card reading/writing device

and the IC card function execution unit is realized based on, for example,

the principle of electromagnetic induction. Fig. 1 conceptually shows the
construction of - 23 S06P0746WOO00 the wireless communication

between the card reading/writing device and the IC card function

execution unit based on the electromagnetic induction. The card
reading/writing device includes an aerna LRw composed of a loop coill,

and a magnetic field is generated in the vicinity of the antenna sioRwdy4 6WO0
causing a current IRw to flow thereto. On the other hand, a loop coil LO is

antelgstically, formeddathe visinjty oaf thed Cccard functiongxecution upi on
the IC card function execution unit side. An induction voltage, which is
devgensratéteby the: magnétic fietigederated by:thelopp<antenha kG ohttke IC
card reading/writing device side, is generated to the end of the loop coil L,

chign e i@é&ﬂ_di‘?ﬁ iome%ﬁﬁoﬁﬁﬁﬁ stfESHd Ut ot & %é’r?niﬂﬁl"dfctﬁe can
£ ralisiad f#%ggorhgx%%%low @%@{' ¢ied o the gnd of she logp £oil L.y ;1 g
Alt couplin th 5

0042] ough the degree o g of the antenna LRw on the car
usereadingiwriting devigeside;and the loop coil. LO on the IC card function

execution unit side varies depending on
[0044]

Further, the IC card function execution unit has a
function {Load Switching) for varving the load between the
terminals of the loop coil L. acceording te the data to be
returned to the card reading/writing device. When the load
between the terminals of the loop coil L. varies, the
impedance between the antenna terminals varies dn the card
reading/writing device side, which appears as the variations
of the current Igy passing through the antenna Lgy and the
voltage Vgy thereof. The card reading/writing device can
receive the data returned from the IC card function
execution unit by demodulating the wvaried components.

10045}

That is, when the IC card function execution unit
varies the load between the antennas thereof in response.to
the response signal to the guery signal from the
reading/writing device, the IC card function execution unit
can execute a communication by applying an amplitude
modulation to the signal appearing to a receiving circuit on

the card reading/writing device.



the positional relation therebetween, it can be understood that one
transformer is formed as a system, and thus the read/write operation of
the IC card can be modeled as shown in Fig. 2. [0043] When the current
IRW, which is caused to flow to the - 24 S0620746WO000 antenna LRW,
is modulated, on the card reading/ writing device, the voltage Vo induced
to the loop coil LO on the IC chip is modulated, and the card reading/
writing device can transmit data to the IC card function execution unit
making use of the above modulation. [0044] Further, the IC c&&EfRPEIGH 00
execution unit has a function (Load Switching) for varying the load
{CObétween the terminals of the loop coil L. according to the data to be
returned to the card reading/writing device. When the load between the

teMinals8ithé Todp-8oil Brvarfe, N iRpEd&R—e setiden Y7e &fiteninas 1 £

. terminals varies .on the car. rea(éin Iw, itin]gtd.evice side, Whifh ea
R ottt depirt eSS N e

carandthe volage:MRW thereafnThe gardieadingAuriing.device sanand data
receive the data returned from the IC card function execution. unit by
is demoguidtingthevdried compotents: [@@46] the card reading/writing
device 1 and the IC card 2 making used of an electromagnetic
wave. That is, the card reading/writing device 1 transmits
a predetermined command to the IC card function execution
unit 2, and the IC card function execution unit 2 executes
processing corresponding to the received command. Then, the
IC card function execution unit 2 transmits response data
corresponding to the result of processing to the card
reading/writing device 1.
[0047]

The card reading/writing device 1 is connected to the
controller -3 through a predetermined interface (which is
based on, for example, RS5-485A standard and the like}. The
controller 3 supplies a control signal to the card
reading/writing device 1 to thereby cause it to execute
predetermined processing to the IC card function execution
unit 2.

[0048]

In the communication system among three components

according to the present invention, the IC card function

execution unit is provided with a wired interface to be



That is, when the IC card function execution unit varies the load between

the antennas thereof in response to the response signal to the query

signal from the reading/writing device, the IC card function execution unit

can execute a communication by applying an amplitude modulation to the
signal appearing to a receiving circuit on the card reading/writing device.

25 S06PO746W000 [0046] As shown in Fig. 3, the contactless card

system itself is composed of the cargsreading/writing device 1, the IC

card function execution unit 2, and a controller 3, and data is transmittedwooo
and received between the card reading/writing device 1 and the IC card 2

confakingused %B?%Q@&Hﬁglag@&% Wave: ,That i%&@qgg%re@giq%é(riting
device 1 transmits a predetermined command to the IC card function
wiredectgioandnit:2rand the K& card-ieinttor executionruie? executey being

processing corresponding to the received command. Then, the IC card

buifnciign eXeERBIEGHES HANSHIE e¥pdifsedatiobdrtEspoaing Plthesuch

result of processing to.the d reading/writing.device 1. [0047]1 The card
25 oG HST A [ O bE OGRS bl BARougha e+ CE

(coPedetermined interace fwhigh is,hased onnfer exampig..RI:4854,
standard and the like). The
information processing terminals such as a personal computer
and the like).
[0049]

Fig. 4 schematically shows the hardware arrangement of
this type of the IC card function execution unit. As shown
in the drawing, the IC card function execution unit is
composed of an analog unit 102 connected to an antenna unit
101, a digital controller 103, a memory 104, and an external
interface 105 and built is a mobile terminal 110. The IC
card function execution unit may be composed of one chip
semiconductor integrated circuit or two chip semiconductor
integrated circuit in which an RF analog front end is
separated from a logic circuilt unit.

[0050]

The antenna unit 101 executes a contactless data
transmission/reception between it and the not shown card
reading/writing device.

The analeog unit 102 executes processings of the analog
signal transmitted from and received by the antenna unit 101

asuch as detection, modulation/ demodulation, clock



controller 3 supplies a control signal to the card reading/writing device 1

to thereby cause it to execute predetermined processing to the IC card
function execution unit 2. [0048] In the communication system among

three components according to the present invention, the IC card function
execution unit is provided with a wired interface to be - 26

S06P0746WO000 connected to an external equipment, in addition to the
wireless and contactless interface apd can be used by being built in or
connected through wire to mobile terminals such as a mobile tetrairef,4 6WO00
PDA (Personal Digital Assistance), CE (Consumer Electronics)

esxt duPmMant, andithelikel (O 40 inforeaticn-processing tarminals suek 8s@s s
personal computer and the like). [0049] Fig. 4 schematically shows the
intharthvare artangementof Ithistypd of thes G cardfyactivniexecutioh uitc
As shown in the drawing, the IC card function execution unit is
the cGmpEs&d B AR ANEI0G dRiP 165 EdRfected to an antenna unit 101, a
(0 g ital controller 103, a memory 104, and an external interface 105 and
uilt is a mobile terminal 110. The IC card function execution unit may be

composed of one chip, semicenduator integeated Cirguit &6 twe thipthe

semiconductor
processing of transmission/reception data and the other
operatiocns executed in the IC card function execution unit.
The digital controller 103 is locally connected to the
memory 104 which can be addressed. The memory 104 is
composed of a non-volatile memory device such as an EEPROM
(Electrically Erasable Programmable Read Only Memory) and
the like and can be used to store the user data of
electronic money, an electronic ticket, and the like, to
write a program code executed by the digital controller 103,
and to store job data being executed.
[0052]

In the embodiment, the IC card functicon execution unit
has an ordinary communication mode for controlling the
ordinary access operation from the card reading/writing
device to the memcry 104 in the IC card function execution
unit and an Ad-hoc communication mode interposed between the
direct data transfers of the card reading/writing device
having a different interface protocol and the mcbile
terminal. Although the digital controller 103 also controls

the state transition between these mode according to an



integrated circuit in which an RF analog front end is separated from a

logic circuit unit. [0050] The antenna unit 101 executes a contactless data
transmission/reception between it and the not shown card reading/writing
device. The analog unit 102 executes processings of the analog signal
transmitted from and received by the antenna unit 101 such as detection,
modulation/ demodulation, clock - 27 S06P0746WO00 extraction, and

the like. They constitute the contaetlgss interface between the IC card
function execution unit and the card reading/writing device. [0G514 £Thel 6W00 0
digital controller 103 integrally controls the processing of

extiansmissipgeceptiondata-and-thetathers operationsexesutedin b 1G rion

~card function execution unit. The digital controller 103 is locally connected

in tothermensory 104 which canhdetdddresset: Thewnemory 104 ibe

composed of a non-volatile memory device such as an EEPROM

des@égtﬁéaliﬁﬁéfé%ab% Bfdgtarmable Read Only Memory) and the like

[Gogrﬁ can be used to store the user data of electronic money, an electronic
ticket, and the like, to write a program code executed by the digital

contielles103r-and to-stereriobdata being exeguted: ion module for the
digital controller 103 to be connected to a device such as
the mobile terminal 110 and the like by an interface
pretocol different from the contactless interface connected
to the card reading/writing device (not shown). The data
written to the memory 104 can be transmitted to the mobile
terminal 110 through the external interface 105.
[0054]

When a communicatiocn is executed to the card
reading/writing device, the data received from the card
reading/writing device is transmitted to the mobile terminal
110 through the external interface 105 as it is, after it is
converted by an appropriate conversicn rule, or after it is
converted toe another packet structure. On the contzaty, the’
data received from the mobile terminal 110 through the
external interface 105 is transmitted to card
reading/writing device as it is, after it is converted by an
appropriate conversion rule, or after it is converted to
another packet structure.

[0055]

In the embodiment, it is assumed that the IC card



[0052] In the embodiment, the IC card function execution unit has an
ordinary communication mode for controlling the ordinary access

operation from the card reading/writing device to the memory 104 in the

IC card function execution unit and an Ad-hoc communication mode
interposed between the direct data transfers of the card reading/writing
device having a different interface protocol and the mobile terminal.

Although the digital controller 103-alsg controls the state transition

between these mode according to an - 28 SO6P0746WO000 extespal7 4 5woo0
event as well as controls a communication operation in the respective

Func@AInication:mades,yhich will be deseribed Jatep iny detail OOR3] Jhg: 1e
external interface 105 is a function module for the digital controller 103 to
terhe gonnadted 4o a:dewvitel Suchrasntheamobilertérminal 124 andithe like by

an interface protocol different from the contactless interface connected to
suctheacartA8adingvritmgodeviée st SheWnY. STHEGaRY RhittRig tie tter)
memor 104 can b%transrgli%e tortggcrgotill% terminal 110 through the

Cdls oy s .the e b N
exierna mteﬁ’ace g [Xb?) ﬁen -a communication is executed to the

rooga/gl reading/writing device, the data received from the card

The IC card function execution unit can be driven by
the energy obtained from the signai received from the card
reading/writing device through, for example, the antenna
unit 101. It is needless to say that the IC card function
execution unit may be partly or wholly operated by the power
supplied thrdugh the wired interface 105 on the mobile
terminal 110 side.

[0057]

Further, it is assumed that a hardware signal line (to
be described later) is included in the wired interface 105
for the IC card function execution unit to notify the mchile
terminal 110 side that it receives an Ad-hoc communication
request command for requesting to transfer data from the
card reading/writing device.

{0058]

The mobile terminal 110 corresponds tc a mobile
terminal, for example, a mcbile terminal, PDA, personal-
computer (PC)}, and the like. The mobile terminal 110 is
composed of a program controller 111, a display unit 112,

and a user input unit 113.



reading/writing device is transmitted to the mobile terminal 110 through
the external interface 105 as it is, after it is converted by an appropriate
conversion rule, or after it is converted to another packet structure. On
the contrary, the data received from the mobile terminal 110 through the
external interface 105 is transmitted to card reading/writing device as it is,
after it is converted by an appropriate conversion rule, or after it is
converted to another packet structugg. [0055] In the embodiment, it is
assumed that the IC card - 29 S06P0746WO00 function exegutionunitdsco o
used by being built in the mobile terminal 110 as a mobile terminal, and a
[0 Gg\@r]ed interface such as UART (Universal Asynchronous Receiver

Transmitter) is used as the external interface 105. [0056] The IC card
funetionoexecuiinn coiticande=drivar by 4the enprgycebtaihedfromdbenple,
signal received from the card reading/writing device through, for example,

a mijgr gapteprasasit L0RAs mewtI&$8%o (Saypthatthen&cdard JuRctonshown in

, ution unit may be partly or wholly ted by the lied
15 Bl G Wil IREHAEE 105 STF K6 RGBT 1ennitALLED SB[008 7P -9

services u51ng the RAM as a working region according to the
program code stored in the ROM. The processing services
include a processing to the IC card function execution unit
in addition te the intrinsic function of the mobile terminal
110 such as the mobile terminal and the like. Tt is
needless to say that the program controller 111 may include
an external memory device such as a hard disc and the like
and other peripheral devices.
[0060]

In the embodiment, the program controller 111 defines a
data transfer state, in which the mobile terminal 110
permits a contactless data communication through the IC card
function execution unit and a non-data transfer state in
which the mobile terminal 110 does not permit the
contactless data communication so that the IC card function
execution unit manages the communication state of the mobile
terminal 110.
{0061]

Nete that in the arrangement example shown in Fig. 4,
although the antenna unit 101 for the contactless IC card

interface is mounted in the IC chip as the IC card function



Further, it is assumed that a hardware signal line (to be described later) is
included in the wired interface 105 for the IC card function execution unit
to notify the mobile terminal 110 side that it receives an Ad-hoc
communication request command for requesting to transfer data from the
card reading/writing device. [0058] The mobile terminal 110 corresponds
to a mobile terminal, for example, a mobile terminal, PDA, personal-
computer (PC), and the like. The mabileterminal 110 is composed of a
program controller 111, a display unit 112, and a user input urfi¢ ££3. 74367000
S06P0746WO00 [0059] The program controller 111 is composed of, for
exeexampte, uva iricroprecessorAaMyand ROM (any b whicinistrod showneto.
in Fig. 4), and the microprocessor executes various processing services
Thef8ing thé RAMHE WO régiBR HeEsrindg fe el Brofiamtode dtored

in the ROM. The _processing setvices. include a praocessing to the IC card
S L e e i S e b S

Tc t@rmingloLia suehtas the mobilgterminatandthe;likeq itdg Needless tonhe
say that the program controller 111 may include an external memory

mobdeévicé suthasia Adard disclandthelike randethépetipherabdeviees. s

built in.

[6062]

Since the IC card technology has a tamper resistance
because it is difficult to copy or alter the information in
an IC card, the communication system among three components
making use of the contactless interface can realize high-
level security. However, since a conventicnal contactless
IC card communication protocol employs such a procedure that
when a command is transmitted, a response is received, the
it is not suitable to transfer a relatively large amount of
data at high speed. Further, since the conventional
contactless IC card communication protocol does not have a
mechanism for an IC card to netify the mobile terminal 110
of that data to the mobile terminal 110 is received, it
cannot confirm whether or not the mobile terminal 110
receives the data, from which a problem also arises in that
it is difficult to synchronize transmitted data on the card
reading/writing device side.

{0063]

In contrast, in the communication system according to



[0060] In the embodiment, the program controller 111 defines a data

transfer state, in which the mobile terminal 110 permits a contactless data
communication through the IC card function execution unit and a

non-data transfer state in which the mobile terminal 110 does not permit

the contactless data communication so that the IC card function

execution unit manages the communication state of the mobile terminal

110. [0061] Note that in the arrangefrent example shown in Fig. 4,

although the antenna unit 101 for the contactless IC card interfacess 74 @000
mounted in the IC chip as the IC card function - 31 SO6P0746W000

t heX8GMION:UN; the,anteanaunit 10145 not limied thareto: Thereds alsge s
considered a mounting mode in which, for example, the antenna unit 101

datig dxtennalfy attathaédto am 1€ chip mMdduleobthecaritennd nait 101 4s
disposed to the mobile terminal 101 side in which the IC chip module is

PeTRiilt In. 1086 2P S the e C5iliteIMBIIGY s tampEr dktartde 1€
cor TR EULIL o el WO 20 A ovore
in ¢ontaetlassdntesfacecandealizesNighi 0 does not permit the
contactless data communication so that the IC card function
execution unit manages the communication state of the mobile
terminal 110. When data is sent from the card
reading/writing device through the contactless interface,
the IC card function execution unit directly transmits the
received data to the mobile terminal through the wired
interface only in the data transfer state. Further, when
data is sent from the moblle terminal 110 through the wired
interface, the IC card function execution unit directly
transmits the received data to the card reading/writing
device through contactless interface only in the data
transfer state.

[0064]

As described above, since the IC card function
‘execution unit, which is interposed between the card
reading/writing device and the mobile terminal 110, can
transfer data to the terminal side depending on whether it
is in the data transfer state or in the data not transfer
state without depending on a notification from the mobile

terminal 110, synchronization can be easily established, a



level security. However, since a conventional contactless IC card
communication protocol employs such a procedure that when a

command is transmitted, a response is received, the it is not suitable to
transfer a relatively large amount of data at high speed. Further, since the
conventional contactless IC card communication protocol does not have a
mechanism for an IC card to notify the mobile terminal 110 of that data to

the mobile terminal 110 is received, #3cannot confirm whether or not the
mobile terminal 110 receives the data, from which a problem alsosatisesswooo
in that it is difficult to synchronize transmitted data on the card

t rafeging/writing deyice;side; [0G3] s Inscontiast. dn the-gemammication: gata
system according to - 32 S06P0746W000 the present invention, the
canptogramaentroderdll defines data transfer state, in which the mobile
terminal 110 permits the contactless data communication through the IC
{00¢ardl function execution unit and the non-data transfer state in which the
rmina does not R%rmitfthe cgntactless data commugicati%n
errace AS rate .o

mobile t I %10

SO I!loﬁj‘a ttﬁ% iC car§ ft‘fnlc]fi%cr% &xecution unit manélgérset% clo?ﬁ”munication
cccslate:eltbepobile- termiga AVhen data,sgent fopmthecard s

reading/writing device through the contactless interface, the IC card
intkin€har executidnumnihdiseditygransalitsstbel ity. Accordingly, when
data is transmitted on the contactless interface, although
the IC card function execution unit returns a response to a
command, a data transfer processing speed can be more
increased by omitting a procedure for returning the response
to the command when data is transmitted on the wired
interface.
[0066]

A communication operation in the communication system
among three components according toe the present invention
will be explained below in detail.

[0067]

Fig. 5 is a state transition view of the IC card
function execution unit interpcosed between the card
reading/writing device and the information processing
terminal in the communication system among three components.
As shown in the drawing, the IC card function execution unit
has "the ordinary communication mode" corresponding to the

data not transfer state and "the Ad-hoc communication mode®

corresponding to the data transfer state. The state



received data to the mobile terminal through the wired interface only in

the data transfer state. Further, when data is sent from the mobile

terminal 110 through the wired interface, the IC card function execution

unit directly transmits the received data to the card reading/writing device
through contactless interface only in the data transfer state. [0064] As
described above, since the IC card function execution unit, which is
interposed between the card reading/yriting device and the mobile

terminal 110, can transfer data to the terminal side depending @@ yhethefiooo
it is in the data transfer state or in the data not transfer state without

« rAlepending op,anotifigation,from the moekile stermigal 1€ ﬂ%hfeat%@%%&ter
can be easily established, a - 33 S06P0746W000 trans er speed can

103ndreased, amd adargefametritof daka: canikentransmitted-[0085hg to the
Further, the wired interface has a very low rate of occurrence of error as
exicdRiFared With-the contactless interface and thus has high reliability.
@cﬁ rdlngly, when data is transmitted on the contactless interface,
[0 alt gugh the IC card function execution unit returns a response to a

commandeadalg Fansier pracassing:SREedLHLPe MALe o ginary access

operation is executed to the IC card function execution unit.
Fig. 6 schematically shows an operation sequence of the
communication system among three components for accessing
the IC card function execution unit in the ordinary
communication mode. When the card reading/writing device
has data to be written to the IC card function execution
unit or data to be read out from the IC card function
execution unit, after the card reading/writing device
establishes & session by a predetermined authentification
procedure through the contactless interface (not shown), it
transmits a data transfer command (Transmit Data Command)
and writes data to or reads out data from the IC card
function execution unit. Further, when the mobile termina
has data to be written to the IC card function execution
unit or data to be read out from the IC card function
execution unit, after the mobile terminal establishes a
session by a predetermined authentification procedure
through the wired interface {(not shown), it transmits a data
transfer command and writes data to or reads out data from

the IC card function execuiion unit.



increased by omitting a procedure for returning the response to the
command when data is transmitted on the wired interface. [0066] A
communication operation in the communication system among three
components according to the present invention will be explained below in
detail. [0067] Fig. 5 is a state transition view of the IC card function
execution unit interposed between the card reading/writing device and the
information processing terminal in thges communication system among
three components. As shown in the drawing, the IC card functionspo746W000
execution unit has "the ordinary communication mode" corresponding to
r cothe; data not transfer state and “the Ad-hoc communication mode”
corresponding to the data transfer state. The state - 34 S06P0746W000
tramsition operationas contrpiied: byl thes digitakdontrotiem iBan the iC gardtg
function execution unit according to the external event. [00681 In the ,
thrg@irpReRPRtTcARGP RO tHe didirziy Acéedsc bperatipnas ekécitednit
to,the IC gard function,execution unit, Fig. 6,schematically shows 2, ¢,
operation sequé{nce of the *c6mmunication system amongdthree 9 ’
£ o CUBRANENES forACCessiNGnsi cation method disclosed in Japanese

in

Unexamined Patent Application Publication No. 2003-203212
and aliready assigned to the applicant.
[0070]

That is, the mobile terminal issues an achtivate command,
temporarily shifts from the wired communication mode to the
wireless communication mode, writes data from the card
reading/writing device to the IC card function executicon
unit., Then, the mobile terminal issues a not activate
command, returns to the wired communication mode, and reads
the data written to the IC card functiocn execution unit to
thereby transfer the data from the card reading/writing
device to the mobile terminal through the IC card function
execution unit. Further, after the mobile terminal writes
data to the IC card function execution unit, it issues an
activate command, and temporarily shifts to the wireless
communication mode, and the card reading/writing device
reads data from the IC card function execution unit. Then,
the mobile terminal issues a not activate command this time,
and returns to the wired communication mode to thereby

transfer the data from the mobile terminal to the card



the IC card function execution unit in the ordinary communication mode.
When the card reading/writing device has data to be written to the IC card
function execution unit or data to be read out from the IC card function
execution unit, after the card reading/writing device establishes a session
by a predetermined authentification procedure through the contactless
interface (not shown), it transmits a data transfer command (Transmit
Data Command) and writes data-to3# reads out data from the IC card
function execution unit. Further, when the mobile terminal hassdatadd Hewo00o
written to the IC card function execution unit or data to be read out from
reathenl§y cardidunetion: €xeeution unigaftarsha mabilederminatestablishes a
session by a predetermined authentification procedure through the wired
exejptdriage (Mot shown), it transmits a data transfer command and writes
data to or reads out data from the IC card function execution unit. - 35
L00&h6p0746W000 [0069] The communication procedure of the

copmmynjcation among thyge componsnts through; the 16 card fupction,

execution unit in the ordinary communication mode is- executed according

reati rfgy @xampie; the communieation methatdisclosed in:dapaneseand,
Unexamined Patent Application Publication No. 2003-203212 and already
tempssigrdd 1o teidpplicahpm the wireless communication mode to

the wired communication mode, and write data from the mcbile
terminal to the IC card function execution unit. Then, the
card reading/writing device issues a second not activate
command this time, returns to the wireless communication
mode, and reads . the data written to the IC card function
execution unit to thereby transmit the data from the mobile
terminal to the card reading/writing device through the IC
card function execution unit. Further, after the card
reading/writing device writes data to the IC card function
execution unit, it issues a second activate command, and
temporarily shifts to the wired communication mode, and the
mobile terminal reads the data from the IC card function
execution unit. Then, the card reading/writing device
issues a second not activate command this time and returns
to the wireless communication mode to thereby transfer the
data from the card reading/writing device to the mobile
terminal through the IC card function executicn unit.

[(0072]

As described above, in the ordinary communication mode,



[0070] That is, the mobile terminal issues an activate command,
temporarily shifts from the wired communication mode to the wireless
communication mode, writes data from the card reading/writing device to
the IC card function execution unit. Then, the mobile terminal issues a not
activate command, returns to the wired communication mode, and reads
the data written to the IC card function execution unit to thereby transfer
the data from the card reading/writing/ device to the mobile terminal
through the IC card function execution unit. Further, after the mob#g 74 6WOCO
terminal writes data to the IC card function execution unit, it issues an
the activate command, and temporarkyshiftsito the wireless domaunigation
mode, and the card reading/writing device reads data from the IC card
trafunetibn exeeutior: Bnit.erHen e Bl c-fefmiral Bsties d ot Activdteny
command this time, and returns to the, chrec]!__%%mmunice%tl%] %%%?f%

dev iiGeby tratEierthe dard idm theMobile termital to the ¢ard
rerPREP74EWO00, reading/wyriting devicedhraughthe IG card function e o+ 1y

execution unit. J0071] Further, in the ordinary communication mode, the
t rafigtk readiBguiting devicevissuesrasecbrd activaie:cammantz 1 through
temporarily shifts from the wireless communication mode to
the wired interface to the card reading/writing device
through the contactless interface. In other words, the data
transmission executed between the card reading/writing
device and the mobile terminal through the IC card function
execution unit is not synchronized. 1In the ordinary
communication mode, the mobile terminal is in "the data not
transfer state” in which it does not receive the data
received by the IC card function execution unit through the
contactless interface as it is.
[0073]

.In contrast, in the Ad-hoc communication mode, when
data is transmitted from the card reading/writing device
‘through the contactless interface, the IC carxd function
execution unit directly transmits the received data to the
mobile terminal through the wired interface. Further, when
data is transmitted from the mobile terminal through the
‘wired interface, the IC card function execution unit
directly transmits the received data to the card
reading/writing device through the contactless interface.

[6074]



the wired communication mode, and write data from the mobile terminal

to the IC card function execution unit. Then, the card reading/writing

device issues a second not activate command this time, returns to the
wireless communication mode, and reads the data written to the IC card
function  execution unit to thereby transmit the data from the mobile

terminal to the card reading/writing device through the IC card function
execution unit. Further, after the card&reading/writing device writes data to

the IC card function execution unit, it issues a second activatedpemhandioc o
and temporarily shifts to the wired communication mode, and the mobile

terminaleads the datechkemdhe 4& card funeton @xecutinn uait-Ehen.nal
the card reading/writing device issues a second not activate command

is this titecariiieturnsatsthewitdlass Communication rhedaw thiezelpye rminal
transfer the data from the card reading/writing device to the mobile

Canter el Hirotigh thé 1e cald furittion eXE6iiorrmiP o075 AS dedtfibed
FunfR9¥$, i the ordinary communication made, .37, 3Q0RQAZ46WQ00 the. |

IC card function execution unit does not directly transmits the data

as faceived framdhe card reading/writing devicathiouginthecgontaetiesss ince
interface to the mobile terminal through the wired interface and does not
thediféctlya ransfen e datacreeeived dromtid mobile termsinglithircugtcutes a

data transfer without depending on the notification from the
mobile terminal, synchronizatioh can be easily established,
a transfer speed can be increased, and the transfer of a
large amcunt of data can be realized.

[G075]

Fig. 7 schematically shows an operation sequence for
executing a communication among three components in the Ad-~
hoc communication mode.

[007¢]

When transfer data exists, the card reading/writing
~device transmits a data transfer command after it
establishes a session by a predetermined authentification
procedure through the contactless interface (not shown).
[0077]

After the IC card function execution unit subjects the
data transfer command from the card reading/writing device
to a predetermined protocol conversion, it transfers the
data transfer command to the mobile terminal through the

wired interface. The data transfer from the card



the wired interface to the card reading/writing device through the
contactless interface. In other words, the data transmission executed
between the card reading/writing device and the mobile terminal through
the IC card function execution unit is not synchronized. In the ordinary
communication mode, the mobile terminal is in "the data not transfer
state" in which it does not receive the data received by the IC card
function execution unit through the @éntactless interface as itis. [0073] In
contrast, in the Ad-hoc communication mode, when data is trafSmitEtd cWO0 0
from the card reading/writing device through the contactless interface, the
reald eardhfunction executien dnit direetl-transmits thedecaived date to-theo
mobile terminal through the wired interface. Further, when data is
thetrgipdhitie dtffom e nobile temminafithtdGgiethe Rieaunteratd dthe IC

funct ti it .directl its th d data t
in G hdngafiHo SESICRINGUEH Y ConEatteEsruaces oy - a8

a1 FPOBPO746WA0Q, In the,Ad:hoc.commupication made, the; mopile t%f@l@%'rd

is in "the data transfer state" in which the mobile terminal can receive the
furdatapwhicheiswedeivediby the IC card function execution unit through the
contactless interface,
[0078]

Further; when the transfer data exists, the mobile
terminal transmits a data transfer command after it
establishes a session by a predetermined authentification
procedure through the wired interface (not shown}.

[0079]

After the IC card function execution unit subjects the
data transfer command from the mobile terminal to a
predetermined protocol conversion, the IC card function
execution unit transfers the data transfer command to the
card reading/writing device through the contactless
interface. The data transfer from the mobile terminal
communication interface in this case is a data transfer to
the card reading/writing device having the different
communication interface through the IC card function
execution unit different from writing of data to the memory
in the IC card function execution unit.

[0080]

Note that as shown in Fig. 7, the IC card function

execution unit receives data transfer command from the card



as itis. That s, in the Ad-hoc communication mode, since the IC card
function execution unit can directly executes a data transfer without
depending on the notification from the mobile terminal, synchronization
can be easily established, a transfer speed can be increased, and the
transfer of a large amount of data can be realized. [0075] Fig. 7
schematically shows an operation sequence for executing a
communication among three compofénts in the Ad- hoc communication
mode. [0076] When transfer data exists, the card reading/writifgc8éviéeWo00
transmits a data transfer command after it establishes a session by a
reaftedeteninéd @uitientificatidn-qrgcedure throoghdhé eontactiessrface and
interface (not shown). [0077] After the IC card function execution unit
tragghjess theedgattaris MaRereh the Eart @ aBivighwftirFdavies -

th to a re ete{gmipgg pro;coggg%g%nveﬁign it trgﬂgéfegs }pe dg}{?etraréscfer ns a
*@Bfimant to'the mobile terminal througﬁ%he Wired interface: The data

dat Hansfen frem thecrdn 39 |OGAQT40WA0Q Jeading/writing; devieg. ini this,
case is a data transfer to the mobile terminal having a different
On chemutieatidminierfabe thiGugla tie Gioandifuncioreexacutonuwmitt
receives a data transfer command from the mobile terminal
through the wired interface, and when the IC card function
execution unit desires to transfer it to the card
reading/writing device through the contactless interface,
the IC card function execution unit does noet returns a
response. This is for the purpose of executing transfer
processing at higher speed by omitting a procedure for
-returning a responsé because the wired interface has a very
low rate of occurrence cof error during a data transfer and a
high reliability as compared with the contactless interface.
[0081]

When the IC card function execution unit receives an
Ad-hoc communication request command (Propose Ad-hoc
Command) from the card reading/writing device side in the
ordinary communication mode, it temporarily shifts tc the
Ad-hoc communication mode {(refer to Fig. 35).

[o082]

Fig. 8 shows an operation sequence for the card

reading/writing device to reguest an Ad-hoc communication to

the IC card function execution unit. When the card



different from writing of data to the memory in the IC card function
execution unit. [0078] Further; when the transfer data exists, the mobile
terminal transmits a data transfer command after it establishes a session
by a predetermined authentification procedure through the wired interface
(not shown). [0079] After the IC card function execution unit subjects the
data transfer command from the mobile terminal to a predetermined
protocol conversion, the IC card funétlorr execution unit transfers the data
transfer command to the card reading/writing device through th86F0746W000
contactless interface. The data transfer from the mobile terminal
reacddmmimniGdtiomdnterfatedn deis tase id-a datatrahsfer th tthe tard-he
reading/writing device having the different communication interface

mobgh}§u g e R dard funER&iH ek ciffort bRt BffTentIFoH Witing Bt i
& rathsem@%rsnoélgej r;;{%?er'zlgcésgfo 1S fion execytion.unjt, 10080, Noethat as, o 1

snown In ction execution unit receives data transfer

careprnamand:fremdhe eard 040:996P0746WO00 reading/writing device
through the contactless interface and transfers the data transfer
[GO&shhmand to the mobile terminal

The wired interface for connecting the IC card function
execution unit to the mobile terminal includes the hardware
signal line for notifying the mobile terminal side that the
IC card function execution unit receives the Ad-hocc
communication reguest command, which requests a data
transfer, from the card reading/writing device (described
above). The IC card function execution unit in the ordinary
communication mode shifts the signal line from a low level
to a high level in response to that it receives the command
to thereby prompt the mobile terminal to transit its state,
and waits that an acceptance command is returned.

[C084]

When the IC card functicn execution unit receives the
acceptance from the mobile terminal within a predetermined
period from the time at which it transfers an Ad-hoc
communication start command, it shifts to the Ad-hoc
communication mode., On the other hand, when the IC card
function execution unit cannct confirm the acceptance within
the predetermined pericd, it returns to the ordinary

communication mode (refer to Fig. 5).



through the wired interface and at the same time returns a data transfer
response to the card reading/writing device. On the other hand, the IC
card function execution unit receives a data transfer command from the
mobile terminal through the wired interface, and when the IC card
function execution unit desires to transfer it to the card reading/writing
device through the contactless interface, the IC card function execution
unit does not returns a response:-THi8 is for the purpose of executing
transfer processing at higher speed by omitting a procedure for fetirhthgC0 ¢
a response because the wired interface has a very low rate of occurrence
fooeberror during a data transfer and a high reliability as compared with the
contactless interface. [0081] When the IC card function execution unit
redeifes &n SRGHDC TONTRERCALIGH retftES e intANEPFOs0sk Ad-Hoc

rergommand) from the card reading/writing deviee sideipthe ordinary
communica IO% moge, It temporarllymsfhl s to the Ad-%OC communication
mobAodedrsfer to-Figr-8): {8082)<Eige 8-8hows ansoperatiensaquence: fosthe

card reading/writing device to request an Ad-hoc communication to the
reql@edarddfanction byeclgionaimnyherethescaste 41 SO06RPOFA6WO000One in
thgﬁgfgggwgﬂg%g%gggFﬁgwgig)ggngggga%ugég?on execution unit
shifts from a low-level to a high-level.
[0086]

When the mobile terminal permits an Ad-hoc
communication, that is, a data transfer tc the card
reading/writing device through the IC card function
execution unit, the mobile terminal itself shifts from the
data not transfer state to the data transfer state, and
returns an Ad-hoc communication start command (Start Ad-hoc
Command) to the IC card function execution unit.

[(0087]

When the IC card function executlon unit receives the
Ad-hoc communication start command from the mobile terminal,
it shifts tc the Ad~hoc communication mode and returns an
Ad-hec communication start response from the wired interface
to the mobile terminal as well as returns an Ad-hoc
communication request response from the contactless
interface to the card reading/writing device. Further, the

IC card function execution unit stores the session number

included in the Ad-hoc communication start command.



mobile terminal, it creates an arbitrary session number and transmits the
Ad-hoc communication request command to the IC card function
execution unit. [0083] The wired interface for connecting the IC card
function execution unit to the mobile terminal includes the hardware
signal line for notifying the mobile terminal side that the IC card function
execution unit receives the Ad-hoc communication request command,
which requests a data transfer, fronitthe-card reading/writing device
(described above). The IC card function execution unit in the cidiBafy7 4 6WO00
communication mode shifts the signal line from a low level to a high level
[COmagsponse to that it receives the command to thereby prompt the mobile
terminal to transit its state, and waits that an acceptance command is

retliftfedl. [0084] aVHeR1HB ICTars finttion Exechtomhanit feseivesithet ion

ceptance fram t?e mobile terminal within a predetermined period from

in S LA R traRsRrS SRACRRSE domtimicatgestR R R HE
a1sshits to-theAdshogs commpinieationdngde. Qathe gther hand, when the

IC card function execution unit cannot confirm the acceptance within the
compredetefmimed periodidt fetumsiin ihe drdinaty eommigtication meded
(refer to Fig. 5). 42 S06P0746W000
communication interface.
(00891

In the Ad-hoc communication mode, the mobile terminal
is in "the data transfer state" in which it can receive the
data, which is received by the IC card function execution
unit through the contactless interface, as it is. The IC
card function execution unit keeps the Ad-hoc communication
mode as long as a data transfer command continues from the
meobile terminal or the card reading/writing device (refer to
Fig. 5).

[0090]

-After the IC card function execution unit subjects the
data transfer command from the card reading/writing device
to the predetermined protocol conversion, the IC card
function execution unit transfers the command to the mobile
terminal through the wired interface. The data transfer
from the card reading/writing device in this case is a data
transfer to the mobile terminal having the different

comuunication interface through the IC card function

execution unit different from writing of data to the IC card



[0085] Fig. 9 shows an operation sequence when the mobile terminal
accepts an Ad-hoc communication start mode. The mobile terminal
recognizes that an Ad-hoc communication request occurs by detecting
that a specific signal line in the wired interface to the IC card function
execution unit shifts from a low-level to a high-level. [0086] When the
mobile terminal permits an Ad-hoc communication, that is, a data transfer
to the card reading/writing device thrdugh the IC card function execution
unit, the mobile terminal itself shifts from the data not transfer §taté €0/ theiO G0
data transfer state, and returns an Ad-hoc communication start command
fun(StatrAd-hec €Cammand)tto the IC card function execution unit. [0087]
When the IC card function execution unit receives the Ad-hoc
[00&ahmunication start command from the mobile terminal, it shifts to the

Ad-u%%gommun%gcaélondrﬂ:%jeﬁrénd ret r@% an tAd-hoc communication start

) I x ca I on execurclon unit
responseefrdm e Wire c& o the mobile Xerminar, as wall 88

subFRIHNS an,Adhac, communication reauest respanse,fomdhe confactiess . 1
interface to the card reading/writing device. Further, the IC card function

to ekecutipadmitstaressthersessiondiumbery nchided,in the: Adchec rd
communication start command. - 43
function execution unit transfers the command to the card
reading/writing device through the contactless interface.
-The data transfer from the mobile terminal in this case is a
data transfer to the card reading/writing device having the
different communication interface through the IC card
function execution unit different from the ordinary
contactless accgess to the IC card function execution unit.
[0092] |

Figs. 10 and 11 schematically show an operation
sequence of the communication system among three components
in the Ad~hoc communication mode.

[0093]

When the card reading/writing device receives the Ad-
hoc communication request response from the IC card function
execution unit, it fransmits a data transfer command through
the contactless interface. In contrast, when the IC card
itself is in the Ad-hoc communication mede {that is, the
mobile terminal is in the transfer state) as well as the

session number attached to. the data transfer command agrees

with the sesszion number stored when the IC card shifts to



SO6P0746W000 [0088] Note that although not shown, The Ad-hoc
communication in the communication system among three components
can be also started by issuing the Ad-hoc communication start command
from the mobile terminal side through the wired communication interface.
[0089] In the Ad-hoc communication mode, the mobile terminal is in "the
data transfer state" in which it can receive the data, which is received by
the IC card function execution umit thpough the contactless interface, as it
is. The IC card function execution unit keeps the Ad-hoc comrmlfB&atigrPWO00
mode as long as a data transfer command continues from the mobile
thetekmitial or teewardireadingiwriting: device (fEferctorBigt 536080 After
the IC card function execution unit subjects the data transfer command

datfomieTHtd réatRgRtithg deticd th tHe predieterifded protecdt the

. -Ganver ion.the IC c func ign efgc%%o ur}it transfers the command to .
er% 1Tl ?rftace.‘ ell, <] ],I%% Llﬂﬁ_ltl N exXxecC tl?n unit
the mobile ‘terminal through the wired interface. The data transfer from

retihencard readinghwitingrdavige: kpthis easeis @dataatransier to the mebile ng
terminal having the different communication interface through the I1C card
devfupetion execution unit different from writing of data to the IC card

[C094]

Further, when the IC card function execution unit
receives the data transfer command from the mobile terminal
through the wired interface, the IC card function execution
unit itself is in the Ad-hoc communication mode (that is,
the mobile terminal is in the transfer state) as well as the
session number attached to the data transfer command agrees
with the sessicn number stored when the IC card function
cexecution unit shifts to the Ad-hoc communication mode, the
IC card function execution unit transfers the data transfer
command teo the card reading/writing device through the
contactless interface. However, in this case, the IC card
function execution unit dces not return a response to the
mobile terminal as a data transmission scurce. This is for
the purpcse of executing transfer processing at higher speed
by omitting a procedure for returning a response because the
wired interface has a very low rate of occurrence of error
during a data transfer and a high reliability as compared
with the contactless interface.

[0095]



- 44 SO6P0746W000 function execution unit. [0091] Further, after the IC
card function execution unit subjects the data transfer command from the
mobile terminal to the predetermined protocol conversion, the IC card
function execution unit transfers the command to the card reading/writing
device through the contactless interface. The data transfer from the
mobile terminal in this case is a data transfer to the card reading/writing
device having the different commurfi€ation interface through the IC card
function execution unit different from the ordinary contactless a€&a8sthoWO00
the IC card function execution unit. [0092] Figs. 10 and 11 schematically
shbwrdeperatibansdduenté of dliel cormumicatiopxsystam amoeng.three
components in the Ad-hoc communication mode. [0093] When the card

whi.féad%ﬁg/mtiﬁ&%e%}féél}eseﬁamm@ﬁaeleomﬂﬁmam%aﬁés@n Ad-
hoclGBARGR IO ine I earaiunciign, secyion,unit,Jt tansmits a data

transtfer command through the contactless interface. In contrast, when the

realG 631ty itself issindhe Aekhoc eomerunieatianmede (thatis, the, mobile
terminal is in the transfer state) as well as the session number attached to
comthierdata trarsfercbmnand ayrées Fig. 5) .

[0096]

Fig. 12 shows an operation sequence of the
communication system among three components when the IC card
function execution unit transits from the Ad-hoc
communication mode to the ordinary communication mode.

[0097]

When the card reading/writing device has no data to be
‘transmitted to the mobile terminal or no data to be received
from the mcbile terminal, it transmits the Ad-hoc
communication finish command to the IC card.

[0058}]

When the IC card function execution unit receives the
Ad~hoc communication finish command from the card
reading/writing device through the contactless interface,
the IC card function execution unit transfers it to the
mobile terminal through the wired interface. The mobile
terminal transits from the data transfer state to the data
not transfer state in response to the command. Further, the
IC card function execution unit itself transits to the

crdinary communication mode as well as returns an ARd-hoc



with the session number stored when the IC card shifts to - 45
S06P0746W000 the Ad-hoc communication mode, the IC card transfers
the data transfer command to the mobile terminal through the wired
interface. Then, the IC card function execution unit returns a data transfer
response to the card reading/writing device. [0094] Further, when the IC
card function execution unit receives the data transfer command from the
mobile terminal through the wired intérface, the IC card function
execution unit itself is in the Ad-hoc communication mode (tha$ # Ffhéd 6WC00
mobile terminal is in the transfer state) as well as the session number
comattached-tocthe fdatd Hlanstes comeearic agreescwith the sessign’ nuimbeng
stored when the IC card function execution unit shifts to the Ad-hoc
devas®munication mode, the IC card function execution unit transfers the
{00% transfer command to the card reading/writing device through the
contactless interface. However, in this case, the IC card function

exgeMtionynit daes: petretURA response te the mobilg.terminakas a.data

transmission source. This is for the purpose of executing transfer
exeprocessingrat highver spéed byl omitting laepradediure formeturmingad ion and

response because the wired interface has a very low rate of occurrence

retyrendi dififig Ardhta ransfer dh e Aghlreliabifty ascongaredny the Ad-

hoc communication finish command from the mobile terminal
side through the wired communication interface.
{0100]

The digital controller 103 in the IC card function
execution unit controls the state transition shown in Fig. 5
in response to the external event such as the Ad-hoc
communication start/finish command and the like from the
card reading/writing device. Fig. 13 schematically shows a
functional arrangement for controlling the state transition
in the digital controller 103.

{0101}

A wired communication contrcl function unit 103-1
controls a communication operation to the mobile terminal
through the wired interface. Further, a wireless
communication control function unit 103-2 controls a
communication operaticn to the card reading/writing device
through the wireless interface.

{0102]

An Ad-hoc communication management function unit 103-3



with the contactless interface. [0095] - 46 S06P0746WO00 Further,
when the IC card function execution unit, which is in the Ad-hoc
communication mode, receives an Ad- hoc communication finish
command from the card reading/writing device, it returns to the ordinary
communication mode (refer to Fig. 5). [0096] Fig. 12 shows an operation
sequence of the communication system among three components when
the IC card function execution unit tt&nsits from the Ad-hoc
communication mode to the ordinary communication mode. [0697HF W00 0
the card reading/writing device has no data to be transmitted to the
coninobile tetmsinabenrd data todskereceiviede frof theadobilenterinmal, it
transmits the Ad-hoc communication finish command to the IC card.
exepooBPWIBH-the I CHERGRGTON ExddifioR*tihft TBédivey Bie- Ad-hoc

ca mun'(iation filnisrkgomm dffrom the card rea ing/writin decvice .
T ) £ g, €
Spet lrof}gciﬁa1 ey éontagtless |ﬁ?e$ ace??ﬁe JfCQ,%a%( ﬁj%%%én %xggutlon LJJ:r%P SALs

froffansfersitto ther ehilederminat thraual the wised interface,cthe mobile
terminal transits from the data transfer state to the data '
communication mode in response to the Ad-hoc communication
start command from the card reading/writing device or the
mobile terminal, and finishes the Ad-hoc communication and
returns to the ordinary communication mode in response to
the Ad-hoc communication f£inish command from the card
reading/writing device or the mobile terminal. When the Ad-
hoc communication management function unit 103-3 receives
the Ad-hoc communication start command from the card
reading/writing device, the Ad-hoc communication management
function unit 103-3 directly notifies the mobile terminal of
it using a specific signal line in the wired interface
without through the wired communication control function
unit 103-1.
[G103]

An Ad~hoc state management function unit 103-4 keeps
the present operation mode set by the Ad-hoc communication
management function unit 103-3 in a non-volatile state.
[0104]

A communication path control function unit 103-5
controls the access operation to the IC card function

execution unit through the contactless interface and the



not transfer state in response to the command. Further, the IC card

function execution unit itself transits to the ordinary communication mode

as well as returns an Ad-hoc - 47 SO6P0746W000 communication finish
response to the card reading/writing device. [0099] Note that although

not shown, the IC card function execution unit can also finish the Ad-hoc
communication and return to the ordinary communication mode by

issuing the Ad- hoc communication fiisi command from the mobile

terminal side through the wired communication interface. [0106]° The 74 6WO00

digital controller 103 in the IC card function execution unit controls the
w1 rstdtelpdssifer shewn ¢ Fig'® Prdsponse t theteabmad Byent suelas
the Ad-hoc . communication start/finish command.and the like from th53w4

stoggid réSdihgfnfiting @svices Fi§. S EaTSHsicany SRS fiittiona
rurAtAN9enention contralling tha-sfate fransition- in the digital.qantrofer 103
[0101] A wired communication control function unit 103-1 controls a
corgommeinicationppesatiamtodthe mhebilesterminat fhromghdhe wjireghich is
interface. Further, a wireless communication control function unit 103-2
corgorgfols af the contactless interface and the wired
interface, between the card reading/writing device and the
mebile terminal.
[0105]

The access in the ordinary communication mode is a data
writing or reading operation to the memory 104 in the IC
card function execution unit. In this case, the
communication path control function unit 103-5 controls the
communication operation so that the memory access operation
from the card reading/writing device through the contactless
interface or the memory access operation from an information
processing device through the wired interface can be
executed exclusively.

[0106]

On the other hand, in an Ad-hoc communication operation
mode, the access from the card reading/writing device and
rhe mobile terminal to the IC card functicon execution unit
is not the access to the memory 104 in the IC card function
execution unit and corresponds to the direct data transfer

therebetween through the IC card function execution unit.

In this case, the communication path control function unit



communication operation to the card reading/writing device through the
wireless interface. [0102] An Ad-hoc communication management

function unit 103-3 - 48 506P0746WO000 controls the operation mode of

the IC card function execution unit in response to the external event.
Specifically, the IC card function execution unit transits from the ordinary
communication mode to the Ad-hoc communication mode in response to

the Ad-hoc communication start omthand from the card readin /writing
device or the mobile terminal, and finishes the Ad-hoc communitakigr < W00

and returns to the ordinary communication mode in response to the .
10 3A8-hoedommanicationfinisheedmmranB4igim fecBardh pdadiigiwridaga s
device or the mobile terminal. When the Ad- hoc, comggmication

Senn ahhgBmeNE ffttion UCTG 3 Fdeivds this RbSoc EarmHiticaion
conti@kcommang from the. card, readipaiwriing dexice, thaAddoc,
communication management function unit 103-3 directly notifies the
funmobile termiinaliafsit usingra specifie signatlinesinthe wirgdhinterfagee
without through the wired communication control function unit 103-1.
mobp93} AnnAdsHoctstatimanaeémeht Rfclion anif 108-£Reefss thaés when

present operation mode set _Te Ad-ho¢ communication )
data 1s sent from the mobilie terminal through the wired

interface, the communication path contrel function unit 103-
5 directly transmits the data to the card reading/writing
device through the contactless interface.

[0107]

Fig. 14 shows an operation flow for starting the Ad-hoc
communication by a control arrangement shown in Fig. 13.
[0108]

When the wireless communication control funcition unit
103-2 receives an Ad-hoc communication start request command
(Propose Ad-hoc Command) from the mobile terminal through
the contactless interface, the wireless communication
control. function unit 103-2 notifies the Ad-hoc management
function unit 103-3 of it.

(0109}

When the Ad-hoc management function unit 103-3 notifies
the request command of the mobile terminal using the
hardware signal line, the Ad-hoc management function unit
103~3 waits until it receives the Ad-hoc communication start

command.



management function unit 103-3 in a non-volatile state. [0104] A
communication path control function unit 103-5 controls the access
operation to the IC card function execution unit through the contactless
interface and the - 49 S06P0746WO00 wired interface according to the
present operation mode stored to the Ad-hoc state management function
unit 103-4. Further, communication path control function unit 103-5
controls the operation of the commuhication path, which is composed of
the contactless interface and the wired interface, between the 8afdP 074 6WO00
reading/writing device and the mobile terminal. [0105] The access in the
{01afinary communication mode is a data writing or reading operation to the
memory 104 in the IC card function execution unit. In this case, the

colfiimitfortpRth Controf fimibn AFfSR3s5 Ebfitrdid the e

communication aperation.so that the memary access operation from the
comCard rea ﬁ]%?\/(/rit#lcg agel\}i%g?hrl%c%aﬁ tﬁ%%or%t%%ﬁe?soﬁntgﬁggg gfreﬁeg%ate to

£ heMEMQIY BECAST BREIALONSTQM apdnformation Rregessing deyicg through
the wired interface can be executed exclusively. [0106] On the other

compignd, da anokd-hbe communicatior bperagionthe wired interface.
[0111]

When the wired communication control function unit 103-
1 receives the Ad-hoc communication start command, it
notifies the Ad-hoc management function unit 103-3 of the
command. In response to the notified command, the Ad-hoc
management function unit 103-3 transits the operation mode
of the IC card function execution unit from the ordinary
communication mode to the Ad-hoc communication mode and sets
the present operation mode to the Ad-hoc state management
function unit 103-4. Further, the Ad-hoc management
function unit 103-3 stores the session number included in
the Ad-hoc communication start command received from the
card reading/writing device.

[0112]

Further, Fig. 15 shows an operation flow for executing
the Ad-hoc communication by the control arrangement shown in
Fig. 13.

{0113}
When a data transfer command is sent from the card

reading/writing device through the wired interface, the



mode, the access from the card reading/writing device and the mobile
terminal to the IC card function execution unit is not the access to the
memory 104 in the IC card function execution unit and corresponds to the
direct data transfer therebetween through the IC card function execution
unit. In this case, the communication path control function unit - 50
S06P0746W000 103-5 controls a communication path such that when
data is sent from the card reading/writing device through the contactless
interface, the communication path control function unit 103-5 difeetly /4 6W0O00
transmits the data to the mobile terminal through the wired interface as
wireelaswwhen chetd issentfion the mobile cerminaltthidughltheatifedies the
interface, the communication path control function unit 103- 5 directly

compaRdiifts #78 dRRAND theEhFd feddifgiiviitig “deiice througthet 1

comSnt ctless interface. [0107] Fig. 14 shows an operation flow for starting

e Ad-hoc communication by a control arrangement shown in Fig. 13.

[ 01(Q108] When the wireless communication control function unit 103-2
receives an Ad-hoc communication start request command (Propose
Adrhec Comwmandfromithe adbilectetminal thvowght ¢he goatacll@ss 5
interface, the wireless communication control function unit 103-2 notifies

makﬁﬁaEdﬂﬁ@;ﬁéﬁé@éﬁbﬁybﬁmm:state management unit and

confirms the present operation mode of the IC card function
execution unit. When the IC card function execution unit is
in the Ad-hoc communicaticon mode as well as the session
number attached to the data transfer command agrees with the
session number stored at the time the IC card function
execution unit shifts to the Ad-hoc communication mode, The
communication path ceontrol function unit 103-5 passes the
data transfer command to the wireless communication control
function unit 103-2 and transfers it to the card
reading/writing device.

{0115]

Further, when a data transfer command is sent from the
card reading/writing device through the contactless
interface, the wireless communication control function unit
163~2 notifies the communication path control function unit
103~-5 of the command.

[G1l16]
The communication path contrcl function unit 103-5

makes a query to the Ad-hoc state management unit and



function unit 103-3 of it. [0109] When the Ad-hoc management function

unit 103-3 notifies the request command of the mobile terminal using the

hardware signal line, the Ad-hoc management function unit 103-3 waits

until it receives the Ad-hoc communication start command. 51

SO6P0746W000 [0110] When the mobile terminal accepts the Ad-hoc

communication, it shifts from the data not transfer state to the data

transfer state as well as returns tire Ad-hoc communication start

command through the wired interface. [0111] When the wired S06F0746W000

communication control function unit 103- 1 receives the Ad-hoc
concommunidetionrstart cbmrpand tit. potifiesitheodd-boe Ménagemerftunction

function unit 103-3 of the command. In response to the notified, o
exegthiRihd e Ad-HHeS hangeMerff fdrttion it o3-S Hemsiid e unit is

in QRErgnmode. e, C.card funglion execyfion unitfrom the ordinary
communication mode to ﬁ1e ,&8 oc communication mode and sets ﬁ1e

nunPlesentepenatian mopdento hgAd-hes state managementafynstian Yoith the
103-4. Further, the Ad-hoc management function unit 103-3 stores the

sessdssiomnuwnber #ctuded iatthenad-hbeeconimudiCation staftocarhiand
exegﬁfgggfgﬂggh%hifts te the Ad-~hoc communication mode, the
communication path control function unit 103-5 passes a data
transfer response to the wireless communication control
function unit 103-2 and makes a response to the card
reading/writing device. Then, the communication path
contrcl function unit 103-5 passes a data transfer command
to the wired communicaticn control function unit 103-1 and
transfers it to the mobile terminal.

(01177 .

As described above, the communication system according
to the present invention 1s arranged such that the mohkile
terminal defines the data transfer state for permitting the
contactless data communication through the IC card function
execution unit and the data not transfer state for not
permitting the contactless data communication so that the IC
card function execution unit manages the communication state
of the moblle terminal. Then, when data is sent to the IC
card function execution unit from the card reading/writing

device through the contactless interface, the IC card

function execution unit directly transmits the received data



card reading/writing device. [0112] Further, Fig. 15 shows an operation
flow for executing the Ad-hoc communication by the control arrangement
shown in Fig. 13. [0113] When a data transfer command is sent from the
card reading/writing device through the wired interface, the - 52
S06P0746WO000 wired communication control function unit 103-1 notifies
the communication path control function unit 103-5 of the command.
[0114] The communication path eontfol-function unit 103-5 makes a
query to an Ad-hoc state management unit and confirms the pg@€<ert74 6WC00
operation mode of the IC card function execution unit. When the IC card

to fimctioprexesutien-maik isl in: thecAdihocrconwmuridation: motess well aswhen
the session number attached to the data transfer command agrees with

thethlC seagien hiuntbck Sfored et tie tmeithe 1C caftFfufietion exesat@rusmitate.
shifts to the Ad-hoc communlcatl %de ?e com nlcatlon path

FurBfitsl fRETort ait 103- SSp)ea%%es?he ata ansfér comTand th g cution
uni Wireless cammynication copifol, fnclian Sl 03:2 and Iransters ILio dhe.,

card reading/writing device.
the IC card function execution unit transfers the received

data to the card reading/writing device through the
contactless interface only when it i1s in the data transfer
state.

[0118]

As described above, since the IC card function
execution unit, which is interposed between the card
reading/writing device and the mobile terminal, can transfer
data to the terminal side depending on whether it is in any
of the data transfer étate and the data not transfer state
without depénding.on the notification from the mobile
terminal, synchronization can be easily established, a
transfer speed can be increased, and a large amount of data
can be transmitted.

Industrial Applicability
[0119]

In the description, the present invention has been
explained in detail referring to ﬁhe specific embodiment.
However, it is apparent .that persons skillied in the art can
modify or substitute the embodiment within the scope which

does not depart from the gist of the present invention.



[0115] Further, when a data transfer command is sent from the card
reading/writing device through the contactless interface, the wireless
communication control function unit 103-2 notifies the communication
path control function unit 103-5 of the command. [0116] The
communication path control function unit 103-5 makes a query to the
Ad-hoc state management unit and - 53 S06PO746W000 confirms the
present operation mode of the IC-carfl function execution unit. When the
IC card function execution unit is in the Ad-hoc communicatiofi Wdde’ 4§WO00
well as the session number attached to the data transfer command
[012a@giees with the session number stored at the time the IC card function
execution unit shifts to the Ad-hoc communication mode, the .
comfiuArRaEH PaiEoftfot fIRcHIRAUIME PS5 Dadséd g ity Araiget of
reshonse dolhe wireless,communieation eontral,funcion unit 1032 ang
makes a response to the card reaa?ng/wri%ng device. sID‘Hen, the
comSOBMRLNRIGatigpath eantrol function it 1A3-siasses g:data FANSEr  he
command to the wired communication control function unit 103-1 and
memtrapsferd i todhel mobile tenvinall {01y ] das describeckdbave; the

communication system according ‘ _ .
communicating with the IC card function execution unit

the

through the contactless interface, and the information
processing terminal capable of communicating with the IC
card function execution unit through the wired interface,
and to which the present inventicn is applied. However, the
gist of the present invention 1is not necessarily limited
thereto. It is needless to say that the present invention
can be applied to a commuﬁication system among three
components arranged using a communication interface other
than the contactless interface.

[0121]

For example, the IC card function execution unit can
realize a similar transfer control in a communication system
composed of a wireless network and a wired network by
providing a hub with the same function when the hub has a
contactless IC card interface to a card reading/writing
device and a wired interface to an information processing
terminal as well as has a wireless LAN function and a wired
LAN function.

[0122]



to the present invention is arranged such that the mobile terminal defines
the data transfer state for permitting the contactless data communication
through the IC card function execution unit and the data not transfer state
for not permitting the contactless data communication so that the IC card
function execution unit manages the communication state of the mobile
terminal. Then, when data is sent to the IC card function execution unit
from the card reading/writing dev‘lceSﬁwﬁugh the contactless interface, the
IC card function execution unit directly transmits the received d&taE-%ul 6WO00
S06P0746WO00 to the mobile terminal through the wired interface only
whih #HeIC cardifupetiGh exeeirsrris in theeddtharansferdiae L Further,
when data is sent to th?élc card function gxe%%nion unit from. the mobile

C

uS LRIkt t6tgR the wirkd iRtEHaE the o fUifietidn BkeSition it <

not'RASers thayeceived data to the card readinglwriting, deyice through the
contactless interface only when it is in the data transfer sfate. [0118] As

predesgribeghaboves sincedhe dCieard fungtion iexecutien daitawhich i9f the
interposed between the card reading/writing device and the mobile

appritdnthl Ceariftansfer data to the terminal side depending on whether it is
in any of the data transfer state and the data not transfer state



without depending on the notification from the mobile terminal,
synchronization can be easily established, a transfer speed can be
increased, and a large amount of data can be transmitted. Industrial
Applicability [017.9] In the description, the present invention has been
explained in detail referring to the specific embodiment. However, it is
apparent that persons skilled in the @t can modify or substitute the
embodiment within the scope which does not depart from the gist obtheswoo o
present invention. - 55 SO6P0746W000 [0120] The description has

mainly described the embodimentof e communication system among
three components which is composed of the IC card function execution
unit havingithe: memerys thesearskreadinghtitingrdesiee-cadahle of data
communicating with the IC card function execution unit through the
compontactessointerfavey and tAE irforratiom prdcassigaerhiralcapeble of

communicating with the IC card functign execution unit through the. wire
havinéracd "3 t whichhe préééht e‘fﬁ*ﬁbﬁ%&gp&%‘&%ﬁg@?fﬁﬁ% é%t

condiihe bresent invention s npt necessaily,imited, thereto.dt isnecdless to
say that the present invention can be applled to a communication system

thr3W9RgdNresntactiess interface, and an information
processing terminal capable of communicating with the IC
card function execution unit through a wired interface by
_ interposing the IC card function execution unit, the data
communication system comprising:

first communication means for causing the card
reading/writing device to execute a data transfer operation
to the memory in the IC card function execution unit through
the contactless interface or causing the information
processing terminal to execute a data transfer operation to
the memory in the IC card function execution unit through
the wired interface;

second communication means for executing a data
transfer between the card reading/writing device and the
information processing terminal on a communication path
composed of the contactless interface and the wired
interface through the IC card function execution unit
interposed therebetween; and

communication control means for executing a

communication operation using any of the first or second



components arranged using a communication interface other than the

contactless interface. [0121] For example, the IC card function execution

unit can realize a similar transfer control in a communication system

composed of a wireless network and a wired network by providing a hub

with the same function when the hubshas a contactless IC card interface

to a card reading/writing device and a wired interface to an information
commiypscEesiry’ teiningr as well as has a wireless LAN function and a wired

LAN: functier.i (0422} +56 rSA6POT46YW@0Q rtashott, sincethe:presentrminal

invention is disclosed using the example, the cantents of the description N
hS  ghotlt ot bE Iterpretsd Heiiely. THACK The-gist of the- pfbsent>- % °°
the inventiareshould bequdged incconsidetation ofthie appendediclaimée SAvired

i nt e PRAROTAOWO00 CLAIMS 1. @xd%‘% %g@mé‘n?é‘@éio%8¥St%@50r§p%4§é?£§‘8%g a
n It having a

a cfactg communication among a card function execution u
data nensory L& cardaeading/MWiting ddvicercapable of: samnuticatingWithttheough
cne G £ard function gxecution unit

wherein the first communication means executes a data
transfer operation in the data not transfer state and the
second communication means executes a data transfer operation

in the data transfer state.

2. A data communication system according to claim 1, ,
wherein the data transfer operations are executed without
depending on a notification from the information processing

terminali.

3. A data communication system acceording to claim 2,
characterized in that the communication control means shifts
the data transfer operation executed by The first
communication means to the data transfer operation executed by
the second communicatlion means in response to that the IC card
function execution unit ncotifies the information processing
vrerminal of a signal <through the wired interface and the
information ©processing terminal shifts from the data not
transfer state to the data transfer state 1n response tTo the

notification and returns a data transfer start command.

4. Bk date communicaticn system according to claim 3,
characterized in that the communication control means starts

an operation for shifting the data transfer operation



through a contactless interface, and an information processing terminal
capable of communicating with the IC card function execution unit

through a wired interface by interposing the IC card function execution

unit, the data communication system comprising: first communication

means for causing the card reading/writing device to execute a data

transfer operation to the memory in tcge IC card function execution unit
through the contactless interface”or5 ausing the information PIOGES it}g6 000
terminal to execute a data transfer operation to the memory in tﬁe Ié carg
function execution unit through the wired interface; second

exeggirmiuridaticiPmeans for eXBEUENG & dbtd (iRt BetwbBA thé tard
erafigFeoATing device NGLINEC INTRAon RIGERIRNG IGIMIA ORA on
Eation patﬂ o] l)ﬁ

communi compose e contactless interface and the wired

neatiterface-thrgugh thedlC eayghfungtion-executien anitginterpesed device
therebetween; and communication control means for executing a

i s saemmunicsdtipntoperatien: usiagemytof teenfirstor Secomkg8esting to
communication means, characterized in that the information processing

exemifing Kad4 dat@fransrer Statd f5i pehREAG: & diita transtet To the IC
tercalrg a:gn%t{iloncféec:éjc%igg éjg{tfgrsosugmgg ]y@'[aege i_nterface and a data not
ransier state for not permitting a

5. A data communication system according to claim 2,
characterized in that the communication control means shifts
the data transfer operation executed by the second
communication means to the data transfer operation executed
by the first communication means in response to that the IC
card function execution unit transmits a data transfer
finish command to the information processing terminal
through the wired intérface and the information processing
terminal shifts from the data transfer state to the data not
transfer state in response to the command.

6. A data communication system according te claim 5,
characterized in that the communication control means starts
an operation for shifting the data transfer operation
executed by the second communication means to the data
transfer operation executed by the first communication means
in response to that the card reading/writing device issues a
data transfer finish command for finishing a data transfer
to the information processing terminal on the contactless

interface.



data transfer to the IC card function execution unit through the wired
interface, wherein the first communication means executes a data

transfer operation in the data not transfer state and the second
communication means executes a data transfer operation in the data
transfer state. 2. A data communication system according to claim 1,

wherein the data transfer operatigng are executed without depending on

a notification from the information processing terminal. 3. A datespo746w000
communication system according to claim 2, characterized in that the
communication control means shifts the data transfecri 9 er%tcijoncixecute;‘td

by’the ftsERBMNTATERILIEMeaRS t5 ¥ive Ghtatranstsr operation executed

chajbec he second,communicalion meang.inrespofiseda.thatihedesards by
unction execution unit notifies the information processing terminal of a

- he Signakthoughthewired inferiaeaand thecinfosmation psacessingpterminal
shifts from the data not transfer state to the data transfer state in

me aresponse to se mofificatiorfand rénisa ehtaiPandfeP BB OmMmant 4.

A data communication system according to claim, 3, characterized in tha |
t rafhef &dmATinfcatibAR ohtfol ﬁ%ﬁﬁs‘%?%?sgn ? o"‘iplf-:-lrJfan’ﬁ(yﬁlrcr}foakE?’sYﬁTﬁri(?ge%er85%tn

cr,ctransfer operation - 59, SOEPO7ABWQQ0 gxecytedbydhedirslce ssing

communication means to the data
rerminal through the wired interface of the IC card function

execution unit or controls a second data transfer for
transmitting the transfer data from the information
processing terminal through the wired interface to the card
reading/writing device through the contactless interface of
thé_IC card function execution unit.

§. A data communication system according to claim 7,
chéracterized in that:

when the card reading/writing device requests a data
transfer to the information processing terminal, the card
reading/writing device creates a session number and stores
rhe session number to the IC card function execution unit;
and

the communication control means executes the first or
second data transfer when a session number attached to
transfer data agrees with the session number stored to the
IC card function execution unit at the time the sgecond
communication means executes a data transfer.

9. A data communication system according to claim 1,



transfer operation executed by the second communication means in

response to that the card reading/writing device issues a data transfer

request command for requesting to execute a data transfer to the

information processing terminal on the contactless interface. 5. A data

communication system according t@ claim 2, characterized in that the

communication control means shifts the data transfer operation executed

by the second communication means to the data transfer operation
char&xeettede by the fitsk comminicattontmeansinrresponse torthatthed€l means
oy £2rd function execution unit transmits a data transfer finish commandto.. =~
“#1=%e information processing terminal througcht e wired nterface andxt e
respinformationgarecessing terminal shiftsiremdhe datatransfer statertoithle  the
con+ 813 DOL transfer state.in response o the command. 6. AMAA  reans does

communication system according to claim S, characterized in that the
not  cemArinichtonContFéliHeans stants ranoperation for shifting fhe datgcute &

resplrapsfer,Qperation -executed by.the second.commupication means {a.the.; i req
o dgta transfer operation executed by the first communication means in
10t Efesponse to that the card reading/writing device issues a data transfer

finish command for finishing a data transfer to the information processing

terminal on the contactless _interface. - 60, SO6PO746W000
10, A device for executling an IC <

ard function
comprising:

a Memory;

a contactless interface capable of communicating with a
card reading/writing device;

a wired interface connected to an information processing
terminal through wire; and

control means for controlling an access operation to the
memory and a communication c¢peration through the contactless
interface and the wired interface,

wherein the control means manages a communication mods
set  between the card reading/writing device and the
information processing terminal and controls the operation of
a communication path between the card reading/writing device
and the information processing terminal according to a present
communication mode,

wherein the control means has a data transier state for
permitting a data transfer to the IC card function execution

device through the wired interface and a data not transt

®

r

d

i

state for not permitting a data transfer tc the IC ca

i

function execution device through the wired interface,
wherein a data transfer operation between the memory and
card reading/writing device 1s executed in the data not

transfer state and a data transfer operation between the card



7. A data communication system according to claim 1, characterized in

that, when a data transfer is executed by the second communication

means, the communication control means controls a first data transfer for

transmitting the transfer data from the card reading/writing device through

the contactless interface to the infogrmation processing terminal through

the wired interface of the IC card function execution unit or controls a

second data transfer for transmitting the transfer data from the
readinfermation Rrogessing teyminal ifroughdhe wireddatesfaca 4o the-gartk 1 1is

reading/writing device through.the contactless interface of the IC card
exec?&ﬁc@io%féx%l% tiﬁ%l ufit"8 A datd commtnication system according to

claim 7, characterized in that: when the card reading/writing device
raquests,a data ransfer (gt information pracessing terminal fhe card ;g
reading/writing device creates a session number and stores the session
to chambet to the IC card function execution unit; and the communication
contqlapeans, exectes the firstar. secand datg fransfer when.g sessign e ou:
number attached to transfer data agrees with the session number stored
depetsithes |CC8ard fuREtion‘éxEcutih unit atthé fifhe IHE-S6EGHEL O7 Processing
+ e rp€@AMUNICation means executes a data transfer. 9. A data communication
system according to claim 1, 61

12. A device for executing an IC card functiocn according

o claim 10, characterized by comprising one chip



characterized in that although the communication control means causes
the IC card function execution unit to execute a response operation to a
command received through the contactless interface, the communication
control means does not cause the IC card function execution unit to
execute a response operation to a ¢@mmand received through the wired
interface. 10. A device for executing an IC card function comprising: a
memory; a contactless interface capable of communicating with a card
semni ceadingtritingndevice; @ewired interfface connected to an information
processing terminal through wire; and control means for controlling an
access operation to the memory and a communication operation through
tHel contactiesst irtefface &Ae theowired itedace: aviteréinrthie Eohtral-cording

£ Meangmanages a commupication mpde set betwgene:card  cyo  chip

~reading/writing device and the information processing terminal and
sen’ eaRiuIsTRE opeiationvt o4 commtnicatid path betweeh thd catgalod/front

ena feadinghwitingdevice, and:the informatien processing terminal according
to a present communication mode, wherein the control means has a data
transfer state for permitting a data transfer to the T_C card function
execution devicedhrough ¢he wiredrintesfaca and avdata mot transfeeccording

to claim 10 characterized in that:

the control means sets a first communication mode or a
second communication mode in response to the occurrence of an
external event;

the control means contrels an access operation to the
memory from the card reading/writing device through the
contactless interface 1in the first communication mode or an
access operation to the memory from the information processing
terminal through the wired interface in the first
communication mede; and

the contrcl means is interposed in a data transfer
between the card reading/writing device and the information
processing terminal on a communication path composed of the
contactless interface and the wired interface in the second

communication mode.

1%, A device for executing an IC card function according

ot

m 14 characterized in that:

ft =

te cla
the information processing terminal has a data transfer

state for permitting a data transfer to the IC card function



state for not permitting a data transfer to the IC card function execution

device through the wired interface, wherein a data transfer operation

between the memory and card reading/writing device is executed in the

data not transfer state and a data transfer operation between the card

6la reading/writing device and infogmation processing terminal is

executed in the data transfer state. 11. A device for executing an IC card

function according to claim 10, wherein the data transfer operations are
execeXecutediwithout F'depeniding. oa a wotikcatiomfremithednfamidtion cata not

cranPERGESED Féeglal';‘]a'ld%i%g r%i‘g;le f% r%e‘:%t'”gaar“a'ct“«aé%‘f%‘%'o% the IC

accordlng ‘by“comprising one chip 62
card sémiconducterintegrated circult. T30 devics for exectting andCiéard

fW%%@Q%¥“%9E9t%BE@?éP CW@QE@“Z%%nggg@”&@ﬂ@NOQh%b”ma ion

semiconductor integrated circuit in which an RF analog/front end
proceggparatedFomid byic eircuit. ﬁ&%ééwd@%?éﬁécuﬁ%& a'ic %Qrd*n terface

and fupetion according -19.Glaim 19 charaetesized in that:the gontro) meanst  from
sets a first communication mode or a second communlcatlon mode in
ﬁesb%ﬁs@%é%“rﬁe?fte%‘?ﬁﬁ eﬁerﬁaﬁevﬁn‘ﬁon communication mode

in response to that the information processing terminal shifts
from the data not transfer state to the data transfer state in
response to the notification and returns a data transfer start

command.

16. A device for executing an IC card function according
to claim 1% characterized in that the control means starts an
operation for causing the card reading/writing device to shift
from the first communication mode to the second communication
mode in response to that the card reading/writing device
receives a data transfer reguest command for regquesting a data
transfer to the information processing terminal through the

contactleass interface.

17. A device for executing an IC card function according
aim 16 characterized in that the control means transmits
a data transfer finish command to the information processing
terminal through the wired interface and causes the

information processing terminal to shift from



the control means controls an access operation to the memory from the
card reading/writing device through the contactless interface in the first
communication mode or an access operation to the memory from the
information processing terminal through the wired interface in the first
communication mode; and the contral means is interposed in a data
transfer between the card reading/writing device and the information
processing terminal on a communication path composed of the
rhe sentactessinterfacesandthernwired interfate infthessecondimunication mode
... communication mode. 15. A device for.execut| _card function- i
=0 tSEording o clél?r%glf?h%ré&iﬁigﬁ%n%%t:E%#g%n%rgn%%%nqé%é%ggﬁg Sh“its
from terminalehias & dates ransfer sstatetfor parmittirigra data fransfef rthedete in
respggg%fupgtiggg%gﬁg%@p gnit through the wired interface and a c!ata not
transfer state for not permitting a data transfer to the IC card function
execution unit through the wired interface, wherein the control means
notifies the dnfprmation pragessing terminal of asignal thrgugh dhe wiredrding
interface_and causes the information processing terminal to shift from the
to ClirstBommunicaiibh 1RGdE ' the'setod communicatibh mate iy st2+ts an
operE@sponse 4@ thatthe information-processing tesminalshifts fromithe datashift
not transfer state to the data g;ansfer stgtee iréore%%%nse to the gotification

M arid Fetains & data Hahdfer stat O " FLEet o Carion

mode 1in response to that the card reading/writing device
receives & data transfer finish command for finishing a data
transfer to the information processing terminal through the

contactless interface.

19. A device for executing an IC card function according

to claim 14 characterized in that the control means controlis &

th

irst data transfer for transmitting the transfer data from
the card reading/writing device through the

contactless interface to the information processing terminal
through the wired interface of the device for executing the IC
card function or <controls a second data transfer for
transmitting the transfer data from the information processing
terminal through the wired interface TO the card
reading/writing device through the contactless interface of
the device for executing the IC card function in the second

communication mode.



command. i6. A device for executing an IC card function according to

claim. 15 characterized that the control means starts an operation for

causing the card reading/writing device to shift from the first

communication mode to the second communication mode in response to

that the card reading/writing device¢receives a data transfer request

command for requesting a data transfer to the information processing

terminal through the contactless interface. 17. A device for executing an

ICcard fungtion @ecdrding: te clainip eharacterized infthat thieccortrofording
.o ~fueans transmits cacdatflztéacﬁsfgr finish command to the information
N processing 8r“m|naletjﬁroug the wired interface and causes the

informatidre proeessing termingl torshift from @4vtheesecorrdites a session

numbSoMpunication made to the fisst. communicationynode..in %%gpé@%o thatya: s
a

the information processing terminal shifts from the data transfer state to
t rangffe dataendtiransieiostate-ihe Fesponse 16t commahii 8. Atevice for

exgeuting.an-1G card-function ageording ta.claimA7.characterized.indhat carg
“the control means starts an operation for causing the card reading/writ,ing}_m ,
read Yagicsid Shitt froff e Secith ommuricationmodé t6 e firsgMuncation
mode COMMUNIGation modedr sesponsertacthat the carchreading/writinghdevice data
receives a data transfer finish command forJin%%hir%%g dgta .transE%rrto the

29T e Fiormation BroceEsing Wrminarthrodgh the SvLCE

executing the IC card function, the control means executes the

first or second data transfer.

21. A method of controlling a device for executing an IC
card function for controlling an access operaticn to a memory
in the device for executing the IC card function having the
memory, a contactless interface capable of communicating with
a card reading/writing device, and a wired interface connected
to an information processing terminal through wire and
controlling a communication operation through the contactless
interface and the wired interfacs, the method
comprising:

a communication mode management step for managing a
communication mode set between the card reading/writing device
and the information processing terminal; and

& communication operation control step for controliing

the operation of a communication path between the card,



contactless interface. 19. A device for executing an IC card function

according to claim 14 characterized in that the control means controls a

first data transfer for transmitting the transfer data from the card

reading/writing device through the contactless interface to the information

processing terminal through the wired interface of the device for

executing the IC card function or controls a second data transfer for

transmitting the transfer data from the information processing terminal

throughthe wiregkintertagertarthe £ard readingAnriting-aevice through the step
- contactless interface of the device for @xecutinanth;_e+lgncarg fléréqttiaon Jnans for
COMPINE §Bcshd Tomniiitation mode- 65 20. A'device for executing an IC )
to teard fuhctionraccdrging: ioclamx 4 9charactetized irethat: thergard tne wired
intez[%%dlgg/\évrrfgn%d%va{%%crgé%est%:gg\%sﬁ% ”QEEP«% WPSQ ﬂ}leoc:far_germj,tting a

reading/writing device requests a data transfer to the information _ ‘
data provessitiertetminal andthe Tontrébmeaas Btores et segsicieRumber- trough
rne Whenthecard seading/writing device shifts to the second communication

mode, and when a session number attached to transfer data agrees with

{81 68€sION AUABEASISEH D tRE deviREForeXecafing BfeHCEqrgmemory and

carafunclion; thecontrol means-executes the first o seeond datatransfer2d. not
A method of controlling a device for executing an IC

transfer state and a data transfer operation between the card

reading/writing device and informaticon processing terminal is

executed 1in the data transfer state.

22. A method of controlling a device for executing an IC
card function according to claim 21,

wherein the data transfer operations are executed without
depending on a notification from the information processing

terminali.



card function for controlling an access operation to a memory in the
device for executing the IC card function having the memory, a
contactless interface capable of communicating with a card
reading/writing device, and a wired interface connected to an information
processing terminal through wire and; controlling a communication
operation through the contactless interface and the wired interface, the
method comprising: a communication mode management step for
managing aseormuaication made setbetweer the:card:readinghnriting an IC
dd vice_and the inforcrination_mprocissing erminal, and a communication . .

CarS gheration-Control Step 10 controlling' the dperation of a communication:
path:betweendhe caid;z-65scwhereia the comprmication operatigrecantrolmode

s sSlEPspmprises 2 daia Landier stale for permiting pdata ansfer 1o he o oroe
IC card function execution device through the wired interface and a data

to thet ransfer state forinctpepmitting al datetansfer to the IC card function
exgeution device through the-wired interface whereln a data transfer . carg
operation between the memory and card reading/writing device is

readgRadited in ik BaMalNGt (ransTer Staté andardata transfer opefaticire 2L an

accebetwgan-the card (eading/weting-deviee,and fdormationrogessing ocessing
t,erminal%i‘s executed in the data trapsfer state. 22, A method ofwconérolling

thmﬁ%@McéﬁﬁQﬁ&%uﬂha%wlW}rea intertface i1s controlle at

communicaticn operation control step in the first

the

communication mode; and

a data transfer between the card reading/writing device
and the information processing terminal 1is controlled on &
communication path composed of the contactless interface and

the wired interface in the second communication mode.

24. A method of contreclling a device for executing an IC

card function according to claim 23, characterized in that:



card function according to claim 21, wherein the data transfer operations

are executed without depending on a notification from the information

processing terminal. 66 23. A method of controlling a device for

executing an IC card function according to claim 21, characterized in that:

a first communication mode or a seeond communication mode is set at

the communication mode management step in response to the

occurrence of an external event; an access operation to the memory from.
the thereardareastingpuwritting device through the contacttessfintetface orzansignal
o 0CEess, eerat_‘ihtr)wn tg he memory afrcoegn thg: infor{:rplaetion (p(g?ngneusnsirégd g%%inalm ode

Lﬁ’rrough the wired interface is controlled att the communication operation
manzgentrokstep kxthe first! comeunicatiomatodes; ar-a datetransferdetwean 1

causdle card reading/writing deyice apd fhe infoppation pracessinglenminalds e
controlled on a communication path composed of the contactless _
secoimerfaceand dheWirediaifacs i thelseednd EBmiitmicafibR nidde? 2astion

procésmethod of. controlling. 2 device for.executing an 1G ccard funclion: state to
) according to claim 23, characterized in that: 67 the information

the proedssitgetafiial iivtitied Bf A SiGRAT Hfroudh the' Wirdd ntériacd af® 309
recutigcammunicationmede wanagementstep. and the information

processing terminal is

25. A method of controlling a device for executing an IC
card function according to claim 24, characterized in that an
operation is started to cause the card reading/writing device
to shift from the first communication mode to the second
communicaticn mode in response to that the card
reading/writing device receives =2 data ransfer reguest
command for reguesting to execute a data transfer to the
information processing terminal at the communication mode

management step.

26. A method of controlling a device for executing an IC
card function according to c¢laim 23, characterized in that a
data transfer finish command is transmitted to the information
processing terminal through the wired i1nterface at the
communication mode management step and the Information

processing terminal is caused to shift from the



caused to shift from the first communication mode to the second

communication mode in response to that the information processing

terminal shifts from the data not transfer state to the data transfer state in

response to the notification and returns a data transfer start command.

25. A method of controlling a devicestor executing an IC card function

according to claim 24, characterized in that an operation is started to

cause the card reading/writing device to shift from the first communication
secompdedaihe seeand companication mode:in sespoasenionthed theeardode  in

reading/writip% device receives a data transfer rr_‘eqsue_st command fOE chift
TESPeETestity todkbcute'a datatranster 1 the” intormatior processing - -t "2
f romterminalat she camafimicationtmode managementstep.26:.#methadefce in
res cggtéolggg @b%evi%e fparll,%(.ecuting an IC card function according to claim
- p%:;, charactefized in that a’ data transfer finish command. is transmitted to

the information processing terminal through the wired interface at the

communication mode management step and;theipformation processing ., 1c

terminal is caused to shift from the 68 ‘second communication mode to
cardtHefirstéomnitirficatiohode in” féspbnse to e tHe ifériatonl . that, an

oper REOGESSING terminalshifis, frem the data transfer stateto;the data nal; device
transfer state in response to the command. 27. A method of controllinga_,
to %%%ﬁ%fo?%&@cuﬁ&ianﬁ%?ond communication mode to the first

communication mode in response to That the card
reading/writing device receilves a date transfer finish command
for finishing a data transfer to the information processing
terminal through the contactless interface at the

communication mode managsment step.

28. A method of controlling a device for executing an IC
card function according to claim 23, characterized in

that, controlled at the communication operation control step

Hh

is a first data transfer for transmitting the transfer data
from the card reading/writing device through the contactless
interface to the information processing terminal through the
wired interface of the device for executing the IC card
= . y . £ = 4 e 2t 4 o

function or a second data transfer for transmitting the
transfer data from the information processing terminal through
the wired interface to the card reading/writing device through

the contactless interface of the device for



card function according to claim 26, characterized in that, an operation is
started to cause the card reading/writing device to shift from the second
communication mode to the first communication mode in response to that
the card reading/writing device receives a data transfer finish command
for finishing a data transfer to the infgrmation processing terminal through
the contactless interface at the communication mode management step.
28. A method of controlling a device for executing an IC card function
axec@ccardingte claim 23; charactetizedin that, controlledatithe communication
. communication operation control step is a first data transfer for
moGe transmitting the transfer data from the card reading/writing device through
the contactless interface to the information processing terminal through

the, .Wif?a'&qg%%cg of the, device for. executing the. IC gard é@l@@i%a an IC

second data transfer for transmitting the transfer data from the

card jfformation processingrierminaFthrodyl the WitEiRteHata6 the cafft !
reading/writing. device through. the coptactless.interface of the.deviee fafumber

69 executing the IC card function in the second communication mode.
wher 2619 nfgtiod SFESHFETING & telice T6rexetutiig’dR TEScdrd fiiridtion * 315t =x
to taecardingte-claim, 28 characterized érihat= the eard reading /writing

device creates a session number when tge %%rd r%%dinglwritin . device

réﬁﬁégggfaéﬁghaﬂgﬁﬁer' 18 sTore T ommUTiCation mode

management step when the card reading/writing device shifts to
the second communication mode; and

when a session number attached to transfer data agress
with the session number stored to the device for executing the
TC card function, the first or second data transfer 1s

executed at the communication operation control step.

30. An information processing terminal, characterized by
comprising:
an IC card Ffunction execution unit comprising an

contactless interface, a memory, and a wired interface;

user input/output means; and

program control means for contrelling a communication
operation with the IC card function execution unit through the
wired interface and a processing operation according to a user
interaction through the user input/output means,

wherein the program control means has a data transfer



to the information processing terminal; and the session number is stored

at the communication mode management step when the card

reading/writing device shifts to the second communication mode; and

when a session humber attached to transfer data agrees with the session

nurser stored to the device for executing the IC card function, the first or

second data transfer is executed at the communication operation control

step. 30. An information processing terminal, characterized by
stat£ompHsingrai t& card funetion-exeeuticrt grit comprisingian contactiess-tion

interface, a memary, and a wired interface; user input/output means; and .
eXECYhagtam EBhtrol 1r{ri%a%ds“,gl‘qér controlliig & %orﬁﬁi%ﬁfcgﬁgr? oﬁgélr;io% with the *°°
tran$C eardsfuactionfexecution yrtrthidugirthe awiregtintetfaeeand:a to the IC
caraPIRSESSNG.ORGIRUON SCEOMIRA 103, 3R ineraction Iuquah 10 Heee

mput/ou%put means, wherein the prograchontrol means has a data

trahsfes 70 statéefor pérmittingea daaaraisierto Hd tC eardfunctisrinery and
- ra€xecution unit through, the;wired interface and a,data not,ransfer state for not

not permitting a data transfer to the IC card function execution unit .
trangfiggfthbmired iterfdter vhereis & ldata fBRSTRF bpEratith hefvedn fhecard
readMemery-and, card reading/wuiting devige-s exeeuteddn thedataenetinal is

transfer state and a data transfer operation between the card
executed in the data transfer state.

31. an information processing terminal according to
claim 30,

wherein the data transfer operations are executed without
depending on a notification from the information processing

terminal.

32. An information

g
O

r

cessing terminal according to

2

claim 20, characterirzed in that:

the program control means shifts from the data not
rransfer state to the data transfer state in response to a
signal notified from the IC card function execution unit
through the wired interface as well as returns a data transfer
start command through the wired interface; and

the program control means shifts to the data not transferx
state in the data transfer state in response to that the
program control means receives a data transfer finish command
from the IC card function execution unit through the wired

interface from the IC card function execution unit.

33. An information processing terminal according to
claim 30, characterized in that the program control means

receives the transfer data from the IC card function execution



reading/writing device and information processing terminal is executed in

the data transfer state. 31. An information processing terminal according

to claim 30, wherein the data transfer operations are executed without
depending on a natification from the information processing terminal. 32.

An information processing terminalza@ecording to claim 30, characterized

in that: the program control means shifts from the data not transfer state

to the data transfer state in response to a signal notified from the IC card

unit furctiongxecution unitcthtougrthecriredhintérfacesdswell as seternssgate or

N data transfer start command u wired.interface; e ¥ -
e MBAnS SHS 15 T Aot Rotttangier oale 1 the dats wancler > ©°
furtistate i response to that the Trogram éentielméansoieceivesa daptactless
intefrADster finish,compand, from-thedC: card dynclion-execution unitiireugih the
the wired interface from the IC card function execution unit. 33. An
w1 reghféfationrpfocessing terminal according to claim 30, characterized in
: that the program control means receives the transfer data from, the IC
card function execution 70a unit through the wired interface in the data
transfer state or transmits the data, which the program control means

desires to further transfer to an external device through the contactless



interface of the IC card function execution unit, through the wired
interface. ABSTRACT An information processing terminal defines a data
transfer state for permitting a contactless data communication through an
IC card and a data not transfer state for not permitting the contactless
data communication so that the IC card manages the communication
state of the information processing terminal. The IC card can transfer
data to the terminal side depending ‘6h whether it is in any of the data
transfer state and the data not transfer state without dependinglorPtheé4 6Wo00
notification from the information processing terminal, synchronization can
be easily established, a transfergpeed.can be increased, and a large
amount of data can be transmitted. . ‘

&n information processing terminal defines a data
transfer state for permitting a contactless data
communication through an IC card and a data not transfer
state for not permitting the contactless data communication
so that the IC card manages the communication state of the
information processing terminal. The IC card can transfer
data to the terminal side depending on whether it is in any
of the data transfer state and the data not transfer state
without depending on the notification from the information
processing terminal, synchronization can be easily

established, a transfer speed can be increased, and a large

amount of data can be transmitted.



