
A system for transferring content information and supplemental information
relating thereto is described, e.g. audio, video and supplementally author
or copy-control status via an optical disc. An encoded signal is generated
comprising a watermark pattern representing supplemental information. The
watermark pattern cannot be changed without seriously affecting the quality
of the content information after reproduction. According to the invention a
control pattern is transferred also, while the watermark is generated by
applying a one-way function to the control pattern. This has the advantage,
that any change to the watermark or the control pattern can be detected
easily, because it is computationally not feasible to calculate a new
control pattern for a changed watermark. Therefore the supplemental
information is well protected against manipulation. Alternatively a
malicious party will be forced to fully replace the watermark pattern,
thereby maximally affecting the quality of the reproduced content. In a
copy control method allowing a first generation copy ("copy-once") the
original control pattern is processed 3 times by the one-way function for
generating the watermark, while each player or recorder processes the
control pattern once before outputting/recording it, so forming a
cryptographically protected down-counter.    


