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Waldock
Textfeld
Activation of payment via settings menu of the machine

Waldock
Textfeld
Activation of QR code and setting of pins for settings menu

Waldock
Textfeld
Display of QR for setup link

Waldock
Textfeld
User activates setup app by scanning QR code

Waldock
Textfeld
Login to Jura account (or register)

Waldock
Textfeld
User selects "ADD NEW KVA"

Waldock
Textfeld
Connection by means of BLE

Waldock
Textfeld
Frog shows product name and machine ID

Waldock
Textfeld
Selection of machine and connection

Waldock
Textfeld
User selects mode (authorized access/payment)

Waldock
Textfeld
Sending of UniqueID, selected mode & optionally a protocol version & frog MAC address & version number

Waldock
Textfeld
Stores KVA details and generates private/public key pair

Waldock
Textfeld
Sending of public key

Waldock
Textfeld
Sending of public key

Waldock
Textfeld
Storing of public key

Waldock
Textfeld
Confirmation of successful blocking/screen confirmation on coffee machine

Waldock
Textfeld
Continued on next page
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Waldock
Textfeld
Continued from previous page

Waldock
Textfeld
Send new name to Frog

Waldock
Textfeld
Rename Frog 

Waldock
Textfeld
Update name and restart Frog

Waldock
Textfeld
Confirmation of name change

Waldock
Textfeld
Storage of new name

Waldock
Textfeld
Onboarding is terminated & communication encrypted
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Waldock
Textfeld
User scans QR code, triggers APP/AppClip

Waldock
Textfeld
Query for available coffee data and prices

Waldock
Textfeld
Available coffee data and prices

Waldock
Textfeld
Establish connection

Waldock
Textfeld
Display product menu

Waldock
Textfeld
User selects coffee

Waldock
Textfeld
Type of coffee, coffee nonce

Waldock
Textfeld
Generate nonce and store together with coffee

Waldock
Textfeld
type - 
Nonce


Waldock
Textfeld
If there is a price

Waldock
Textfeld
Payment request intended

Waldock
Textfeld
Payment request intended

Waldock
Textfeld
Payment intention

Waldock
Textfeld
Payment intention

Waldock
Textfeld
User enters payment data

Waldock
Textfeld
Payment request with nonce and payment details

Waldock
Textfeld
Request payment 

Waldock
Textfeld
Payment result

Waldock
Textfeld
Payment result and signed nonce (if successful)

Waldock
Textfeld
Signed nonce

Waldock
Textfeld
Verifying signed nonce

Waldock
Textfeld
If nonce OK, start product and send progress status
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Waldock
Textfeld
User scans QR code with unique machine number

Waldock
Textfeld
Query of dashboard database after "authorization activated", "payment activated", "open access"

Waldock
Textfeld
Authorization is activated

Waldock
Textfeld
Payment is activated

Waldock
Textfeld
Open access is activated

Waldock
Textfeld
Display login page

Waldock
Textfeld
Display coffee menu

Waldock
Textfeld
Display coffee menu

Waldock
Textfeld
User selects coffee
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