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ENCRYPTING AND DECRYPTING INFORMATION

CROSS-REFERENCE TO RELATED PATENT APPLICATION
This application claims foreign priority to Chinese Patent Application No.
201410450075.X filed on September 5, 2014, entitled “Method and Apparatus for Encrypting

and Decrypting Information,” which is hereby incorporated by reference in its entirety.

TECHNICAL FIELD
The present disclosure relates to the field of information communications, and, more
particularly, to a method and apparatus for encrypting and decrypting information in

information communication.

BACKGROUND

Along with the maturing of two-dimensional code information technologies, two-
dimensional codes are gradually recognized and accepted by people. The two-dimensional
code generally has advantages such as a large information capacity, a broad coding range, a
strong fault-tolerant capability, a low manufacturing cost, and an automatic recognition,
which is widely applied in various industries such as instant messaging, e-commerce,
information promotion, and product anti-forgery.

Generally, the two-dimensional code may include a two-dimensional bar code and a
two-dimensional matrix code, which may be symbol information that is distributed on a plane
(a two-dimensional direction) by a particular geometry according to a certain rule and records
data with a black and white graph. The two-dimensional code generally uses the concept of
“07”, “1” bit streams that form an internal logic base of a computer in terms of code
instrumentation, and expresses original information as two-dimensional data by using binary
codes corresponding to the original information. The two-dimensional data may be converted
into a corresponding two-dimensional code image by two-dimensional code generation
software. For example, in a two-dimensional matrix code, a graph formed by a different
distribution of black and white pixels in a rectangular two-dimensional plane may be used to
express the two-dimensional data. The “1” in the binary data of the two-dimensional code
may indicate that a pixel element shows up at a location in the rectangular two-dimensional

plane, and may be indicated by a black square; the “0” in the binary data of the two-
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dimensional code may indicate that a pixel element does not show up at a location in the
rectangular two-dimensional plane, and may be indicated by a white square. The two-
dimensional code data may be expressed as a two-dimensional code graph formed by
arranging and combining black and white squares of the rectangular two-dimensional plane.
In the process of using the two-dimensional code, in order to improve the security of
the two-dimensional code data, the two-dimensional code data may be encrypted, and then a
two-dimensional code graph may be generated with the encrypted two-dimensional code data.
The commonly used two-dimensional code data encryption method may include encrypting
two-dimensional code data by using a key, and generating a two-dimensional code graph with
the key-encrypted two-dimensional code data. The two-dimensional code image may also
include encrypted key information. Correspondingly, the receiver may decrypt the two-
dimensional code data by using the key to acquire information before encryption. However,
the key for encrypting two-dimensional code data is generally data information generated by
a computing device according to a certain algorithm, and there are risks of being easily stolen,
intercepted, broken, and the like by illegal users during the key storage or transmission. Once
the key is acquired by the illegal users, the illegal users may crack or falsify the two-
dimensional code data by using the stolen key, or give a fake or even malicious two-
dimensional code data by using the key, which may cause a huge damage to the users. In the
conventional techniques, there is still a risk of being acquired by the illegal users in terms of
the key information for encrypting the two-dimensional code data, which reduces the security

of the encrypted two-dimensional code data.

SUMMARY

This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended to
identify all key features or essential features of the claimed subject matter, nor is it intended
to be used alone as an aid in determining the scope of the claimed subject matter. The term
“technique(s) or technical solution(s)” for instance, may refer to apparatus(s), system(s),
method(s) and/or computer-readable instructions as permitted by the context above and
throughout the present disclosure.

The present disclosure provides an information encryption and decryption method and

apparatus, which reduce the risk of being acquired by illegal users in terms of the key for
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encrypting two-dimensional code data, and improve the security of encrypted two-
dimensional code data.

The present disclosure provides an example information encryption method, which
may include the following operations:

extracting biometric information and acquiring biometric data; and

encrypting to-be-encrypted information with the biometric data according to a preset
encryption algorithm to form first encrypted information.

In an example implementation of the information encryption method, the encrypting
to-be-encrypted information with the biometric data according to a preset encryption
algorithm to form the first encrypted information may include the following operations:

converting the to-be-encrypted information into a polynomial of a predetermined
format; and

substituting the biometric data into the polynomial for calculation to acquire a value
of the polynomial, and using a two-dimensional dataset including the biometric data and the
value of the polynomial corresponding to the biometric data as the first encrypted information.

In an example implementation of the information encryption method, the method may
further include adding check code information in the to-be-encrypted information.

Correspondingly, the converting the to-be-encrypted information into a polynomial of
a predetermined format may include converting the to-be-encrypted information with the
added check code into the polynomial of the predetermined format or adding hash data in the
first encrypted information.

The present disclosure also provides another example information decryption method,
which may include the following operations:

extracting biometric information, and acquiring to-be-verified biometric data;

acquiring encrypted sample data stored in a sample database, matching the sample
data with the to-be-verified biometric data according to a predetermined matching rule, and
using sample data meeting a matching requirement as candidate sample data;

selecting N groups of data from the candidate sample data, and calculating
coefficients in a Lagrange interpolation polynomial corresponding to the selected N groups of
data by using a Lagrange interpolation method, N being a preset number of groups of selected

data; and
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combining the acquired coefficients of the Lagrange interpolation polynomial into the
first decrypted information according to a predetermined sequence of combination.

The present disclosure also provides an example information encryption apparatus,
which may include:

an information receiving module that acquires to-be-encrypted information;

a biometric information module that extracts biometric information and acquires
biometric data; and

an encryption module that encrypts the to-be-encrypted information with the
biometric data according to a preset encryption algorithm to form the first encrypted
information.

In an example implementation of the information encryption apparatus, the encryption
module may include:

an information conversion module that converts the to-be-encrypted information into
a polynomial of a predetermined format; and

a mapping module that substitutes the biometric data into the polynomial for
calculation to acquire a value of the polynomial, and forms the first encrypted information
based on two-dimensional data including the biometric data and the value of the polynomial
corresponding to the biometric data.

The preset disclosure provides an example information decryption apparatus, which
may include:

a biometric extraction module that extracts biometric information and acquires to-be-
verified biometric data;

a predetermined matching rule module that stores a preset matching rule of sample
data and to-be-verified biometric data and a matching requirement of candidate sample data;

a characteristic matching module that acquires sample data stored in a sample
database, and selects candidate sample data according to the predetermined matching rule and
the matching requirement;

a data selection module that selects N groups of data from the selected candidate
sample data, N being a preset number of groups of selected data;

a coefficient calculation module that calculates coefficients in a Lagrange
interpolation polynomial corresponding to the selected N groups of data by using a Lagrange

interpolation method; and
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a first decryption module that combines the acquired coefficients of the Lagrange
interpolation polynomial into the first decrypted information according to a predetermined
sequence of combination.

The information encryption and decryption method and apparatus provided in the
present disclosure convert to-be-encrypted information into an expression form of a
polynomial of a predetermined format, and at the same time extract biometric information
such as a fingerprint and a retina, and convert the biometric information into biometric data.
Then, the biometric data is projected to the expression of the to-be-encrypted information to
form a data point set including the biometric data and a value of the expression corresponding
to the biometric data, and complete the encryption of the to-be-encrypted information.
Correspondingly, during the decryption, the encrypted information may be decrypted in
combination with the biometric data for the encryption. The information encryption and
decryption method provided in the present disclosure combines the key information with
biometric information, and achieves higher security of the encrypted information by using the
stability and uniqueness of the biometric information. Meanwhile, during the decryption,
original data is acquired by biometric information matched with the biometric information in
the encrypted information, which reduces the risk of the illegal cracking and acquisition of

the encrypted information.

BRIEF DESCRIPTION OF THE DRAWINGS

To clearly describe the technical solutions For examples of the present disclosure, the
following briefly introduces the accompanying drawings for describing the example
embodiments of the present disclosure. Apparently, the accompanying drawings described in
the following are merely some embodiments described in the present disclosure, and a person
of ordinary skill in the art may still derive other drawings from these accompanying drawings
without creative efforts.

FIG. 1 is a method flow chart of an example embodiment of an information
encryption method according to the present disclosure.

FIG. 2 is a method flow chart of another example embodiment of an information
encryption method according to the present disclosure.

FIG. 3 is a method flow chart of another example embodiment of an information

encryption method according to the present disclosure.
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FIG. 4 is a method flow chart of an example embodiment of an information
decryption method according to the present disclosure.

FIG. 5 is a method flow chart of another example embodiment of an information
decryption method according to the present disclosure.

FIG. 6 is a method flow chart of another example embodiment of an information
decryption method according to the present disclosure.

FIG. 7 is a method flow chart of another example embodiment of an information
decryption method according to the present disclosure.

FIG. 8 is a module structural diagram of an example embodiment of an information
encryption apparatus according to the present disclosure.

FIG. 9 is a module structural diagram of an example embodiment of an information
conversion module of an information encryption apparatus according to the present
disclosure.

FIG. 10 is a module structural diagram of another example embodiment of an
information encryption apparatus according to the present disclosure.

FIG. 11 is a module structural diagram of another example embodiment of an
information encryption apparatus according to the present disclosure.

FIG. 12 is a module structural diagram of an example embodiment of an information
decryption apparatus according to the present disclosure.

FIG. 13 is a module structural diagram of another example embodiment of an
information decryption apparatus according to the present disclosure.

FIG. 14 is a module structural diagram of another example embodiment of an
information decryption apparatus according to the present disclosure.

FIG. 15 is a module structural diagram of another example embodiment of an

information decryption apparatus according to the present disclosure.

DETAILED DESCRIPTION
In order for a person skilled in the art to better understand the technical solutions in
the present disclosure, the technical solutions in the example embodiments of the present
disclosure are clearly and fully described in the following disclosure with reference to the
accompanying drawings in the example embodiments of the present disclosure. Apparently,

the example embodiments to be described merely represent a part and not all of the
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embodiments of the present disclosure. All other embodiments acquired by persons of
ordinary skill in the art based on the embodiments of the present disclosure without creative
efforts shall belong to the protection scope of the present disclosure.

The present disclosure provides an example information encryption method, and FIG.
1 is a method flow chart of an example embodiment of the information encryption method
according to the present disclosure. As shown in FIG. 1, the example information encryption
method may include the following operations.

At 102, to-be-encrypted information is acquired.

The to-be-encrypted information in the example embodiment may include a key for
encrypting original data, for example, a key for encrypting two-dimensional code data. The
key may either be encrypted data generated by an application for generating a key according
to a certain rule or a random rule, or an identifier preset for indicating an encryption
algorithm for encrypting the original data or indicating a certain encryption algorithm. It
should be noted that the to-be-encrypted information in the present disclosure is not limited to
the key for encrypting the original data, but may also be other information that needs to be
encrypted. For example, the to-be-encrypted information in the example embodiment may
also include user information for a registration, such as a user name, an identity number, a
telephone number, or a picture or voice of the users.

The to-be-encrypted information may generally be information data formed according
to a predetermined coding, and may include data information in numbers, letters, or any other
forms. The present disclosure may convert the to-be-encrypted information into information
data formed by a unified predetermined coding. For example, in the example embodiment,
the predetermined coding may be 32-bit binary data, such as, 32-bit binary key data
01110101011100110110010101110010 for encrypting two-dimensional code data. Certainly,
the present disclosure may also convert the original information that needs to be encrypted,
such as voice, an image, and a text, into to-be-encrypted information formed by a
predetermined coding. For example, the techniques of the present disclosure may convert a
user name "user” into the to-be-encrypted information in a corresponding binary data format.
In case of the to-be-encrypted information being information such as an image or voice, it
may be converted into to-be-encrypted information formed by a predetermined coding

through a corresponding conversion method or device. In the present disclosure, the
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predetermined coding may also be other data coding modes, for example, decimal data or
hexadecimal data formed according to a predetermined information coding format.

To-be-encrypted information is acquired, and the to-be-encrypted information may
include a key for encrypting two-dimensional code data.

At 104, biometric information is extracted, and biometric data is acquired.

The biometric information may include biometric information data that is extracted
from a biological subject and may be used to identify the biological subject. Generally, the
biometric information may include inherent biological feature or behavior feature of a human
being or other organisms, wherein the biological feature is generally congenital, such as a
fingerprint, a retina, an iris, and a palm print of the human; the behavior feature is generally
an acquired habit feature having differentiability, such as signature handwriting, a gait, etc.
Generally, biometric information of a certain portion of a biological subject may be extracted
by using a video camera, a fingerprint reader, and so on, and then the extracted biometric
information is converted into biometric data. In terms of the biometric data, in general, a
computer may be connected to an acoustic device, an optical device or other biological
sensors to acquire biometric information, and the biometric information is converted into data
in the form of digital code. The commonly used biometric feature extraction method may
include Daubichies Wavelet Transform, Fisher eigenfaces, Gabor filtering-based fingerprint
enhancement, intellisense algorithm, and so on. Upon the extraction of the biometric
information, the biometric information may be formed into biometric data by a preset coding
rule. Different biometric extraction methods may correspond to different biometric data,
which, in general, may be converted into a unified data format in the data processing.

The specific biometric extraction method is not limited to the present disclosure, and
the present disclosure may convert biometric data acquired by different biometric extraction
methods into a unified data information format. For example, the techniques of the present
disclosure may express biometric data acquired by different biometric extraction methods in a
unified manner by a one-dimensional dataset {a;, a,, a3 ..., a,}, wherein n may indicate the
number of data in the one-dimensional dataset. In a specific example, the biometric data that
may be acquired by the intellisense algorithm is a 128-bit one-dimensional dataset a,= {8, 10,
12, 13, 15... 296}. The data in the one-dimensional dataset may be arranged according to a
certain sequence, for example, arranged from small to large according to the biometric data,

or arranged according to extraction positions or an extraction sequence of the biometric
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information, or the like. In the example embodiment, the biometric data of the acquired one-
dimensional dataset may be arranged from small to large according to the value. The
extracted biometric data may be stored in a server or a client or a dedicated database.

In the example embodiment, biometric information such as a fingerprint, a retina, an
iris and a voice may be extracted to obtain the biometric data.

At 106, the to-be-encrypted information is encrypted with the biometric data
according to a preset encryption algorithm to form the first encrypted information.

After the to-be-encrypted information and the biometric data are acquired, the to-be-
encrypted information may be encrypted with the biometric data according to a preset
encryption algorithm to form the first encrypted information. For example, the encrypting to-
be-encrypted information with the biometric data according to a preset encryption algorithm
to form the first encrypted information may include the following operations:

The to-be-encrypted information is converted into a polynomial of a predetermined
format.

The biometric data is substituted into the polynomial for calculation to acquire a value
of the polynomial, and a two-dimensional dataset including the biometric data and the value
of the polynomial corresponding to the biometric data is used as the first encrypted
information.

In the example embodiment, the to-be-encrypted information may be converted into a
polynomial of coefficients and variables of a predetermined format. For example, the binary
data of the embodiment may be converted into a polynomial form, which is a sum of multiple
monomials each being a product of a coefficient and a weight, and a weight of the converted
polynomial is used as the variable of the polynomial. For example, a polynomial of
coefficients and weights converted from to-be-encrypted information 1011 may be:
1#273+0%2/24+1*2/1+1*%270, wherein the weight 2 in the polynomial may be used as a
variable x of the polynomial, and therefore, a polynomial: p(x)=1*x"3+0*x"2+1*x"1+1*x"0
may be formed. The same to-be-encrypted information may be converted into multiple
different polynomials through different conversions. For example, the to-be-encrypted
information 1011 may be converted into decimal data 11, which may be expressed by a
polynomial 1*1071+1*10"0. The weight 10 in the polynomial 1*10*1+1*10"0 may be
expressed by an independent variable x, and in this case, another polynomial of the to-be-

encrypted information 1011 may be expressed as: p(x) =1*10"1+1*10*0. In the present
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disclosure, a format of the polynomial may be preset according to the requirement of data
processing. For example, the to-be-encrypted information for which the predetermined
coding is binary may be converted into hexadecimal data firstly, and then the to-be-encrypted
information in the form of hexadecimal data is converted into an expression of a polynomial,
and finally the weight 16 in the polynomial is used as a variable in the polynomial to
construct a polynomial in the predetermined format. The polynomial in the present
disclosure may ecither be a polynomial including multiple monomials, or a polynomial
including one monomial.

The techniques of the present disclosure, when the to-be-encrypted information is
converted into an expression of the polynomial, may convert the to-be-encrypted information
into a polynomial of coefficients and weights directly. For example, the to-be-encrypted
information is 32-bit binary data or decimal data, and the polynomial of the to-be-encrypted
information may be directly expressed as a polynomial including 32 monomials. In another
example implementation, the to-be-encrypted information may be segmented, and each
segment of the to-be-encrypted information after the segmentation is processed, and finally
cach segment of the to-be-encrypted information after the processing is used as coefficients
of a monomial corresponding to the segment, which For example may include the following
operations:

At a first operation, the to-be-encrypted information is segmented into k segments
expressed by monomials a;*xM(k-1), ay*x"(k-2)... a*x*0 from high-bit to low-bit
respectively.

For example, when the to-be-encrypted information is 32-bit binary key data
01110101011100110110010101110010, the to-be-encrypted information may be segmented
uniformly into 4 segments from high-bit to low-bit, and each segment is 8-bit (that is, one
byte) binary data. Certainly, the number of binary data included in each segment of the to-be-
encrypted information after the segmentation may also be different. For example, the 4
segments of data formed by segmenting the 32-bit binary key data may be 8-bit, 10-bit, 6-bit,
and 8-bit binary data respectively. For example, the segmentation processing may be set
according to the requirement of data processing. The binary data from high-bit to low-bit
acquired after the segmentation of the 32-bit to-be-encrypted information is 01110101,
01110011, 01100101, 01110010 respectively, and corresponding monomials thereof are
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ar*x"3, ay*x"2, az*x”1, as*x"0, wherein a;, ap, a3 and as are respective coefficients of
monomials of the segments after the segmentation.

At a second operation, each segment of the to-be-encrypted information after the
segmentation is converted into a first preset data format, and the to-be-encrypted information
in the first preset data format after the conversion is used as coefficients of a monomial
corresponding to the segment.

In the example embodiment, each segment of the to-be-encrypted information after
the segmentation may be converted into a preset first preset data format. For example, each
segment of 8-bit binary to-be-encrypted information may be converted into hexadecimal to-
be-encrypted information. The first preset data format may include a decimal data format, a
hexadecimal data format, or other data formats. After each segment of the to-be-encrypted
information is converted into the first preset data format, each segment of the converted to-
be-encrypted information may be used as coefficients of a monomial corresponding to the
segment. For example, the to-be-encrypted information that is the 32-bit binary key data is
segmented into 4 segments (01110101)B, (01110011)B, (01100101)B, (01110010)B
respectively, each of which is one byte, and each segment of the to-be-encrypted information
is converted into corresponding hexadecimal data format (75)0x, (73)0x, (65)0x, (72)0x.
The hexadecimal data 75, 73, 65 and 72 is used as coefficients of a monomial of a
corresponding segment respectively.

At a third operation, a polynomial of the to-be-encrypted information is constructed
based on monomials of the k segments using the to-be-encrypted information of the first
preset data format as coefficients.

After the to-be-encrypted information is segmented into k segments and a coefficient
of a monomial corresponding to cach segment of the to-be-encrypted information is
calculated, a polynomial p(x)=a;*x"(k-1)tay*x"(k-2)+...+ax*x*0 may be constructed, and
the to-be-encrypted information is converted into an expression in the form of the polynomial.
In the constructed polynomial, x is a variable of the polynomial, a;, a,, ..., ax are coefficients
of the polynomial, and (k-1), (k-2), ..., k are powers of the variable x. In the example
embodiment, the 32-bit binary to-be-encrypted information may be segmented into 4
segments, and when the first preset data format is hexadecimal, the following polynomial p(x)
may be constructed:

P(X)=T5*x3HT3*x 2+65%x A +72%x°0 (1)

11



10

15

20

25

30

WO 2016/036995 PCT/US2015/048416

It should be noted that, in case of the construction of the polynomial of the to-be-
encrypted information, if the data value of a segment of the to-be-encrypted information after
the conversion into the first preset data format is 0, the expression of the constructed
polynomial may still retains the monomial of the segment, which may be expressed by using
a product of the monomial corresponding to the segment of the to-be-encrypted information
and a coefficient 0. For example, in the 4 segments of data after the segmentation, a first
preset data value of the second segment of the to-be-encrypted information corresponding to
x2 1s 0, and in the constructed polynomial, the monomial of the segment may be expressed
by using 0*x"2, wherein the coefficient of 0*x"2 is 0.

In the present disclosure, when the first preset data format is in other data coding
formats, or when the number n of segments of the to-be-encrypted information after the
segmentation and the number of bits included in each segment of the to-be-encrypted
information are different, the coefficient after the conversion of the to-be-encrypted
information may be different, and the constructed polynomial may also be different. For
example, the number of segments, data included in each segment, and data processing
method in each segment may be preset according to the data processing requirement to
convert the to-be-encrypted information into a polynomial of a predetermined format.

In the example embodiment, the biometric data may be substituted into the
polynomial constructed by the to-be-encrypted information to acquire a value of the
polynomial having the biometric data substituted. For example, the biometric data {a,, a,,
a3 ..., a,} 18 substituted into the constructed polynomial p(x) to acquire a value p(a,) of the
polynomial through calculation. The substituted biometric data and the value of the
corresponding polynomial may form a set of two-dimensional data, for example, (a;, p(a;)).
Then, the acquired biometric data and the value of the polynomial may be formed into a two-
dimensional data set {(ai, p(ai)), (a2, p(az)), (as, p(asz)), ..., (an, p(an))}, and the two-
dimensional dataset is used as the first encrypted information acquired by encrypting the to-
be-encrypted information with the biometric data. For example, a 128-bit one-dimensional
dataset a,= {8, 10, 12, 13, 15, ..., 296} may be substituted into the formula (1) to acquire a
two-dimensional dataset {(8, 43664), (10, 83026), (12, 140964), ..., (296, 1951490480)}.
The formed two-dimensional dataset may be used as encrypted first encrypted information
formed by combining the to-be-encrypted information and the biometric information. It

should be noted that, the operation in the above encryption process is a calculation in a finite
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field, and the encrypted first encrypted information may be stored in a server, a client
terminal, or a dedicated database as a sample data template corresponding to the biometric
information.

The above example embodiment provides a method of encrypting the to-be-encrypted
information in combination with biometric information. In the method, a biometric feature
extraction method may be used to extract a biometric vector in the biometric information to
acquire biometric data, and then the biometric data is projected to a high-order polynomial
constructed by the to-be-encrypted information. After the projection operation, the two-
dimensional dataset including the biometric data and a value of the corresponding projected
polynomial will be used as the information that is acquired after the to-be-encrypted
information is encrypted with the biometrics. The information encryption method of the
present disclosure combines biometric information of an individual in the process of
encryption, which greatly improves the security of information encryption. At the same time,
the encryption process of the present disclosure, in which the original to-be-encrypted
information is converted to construct a high-order polynomial and then the biometric data is
projected onto the high-order polynomial, produces great differences between the original to-
be-encrypted information and the encrypted information in terms of information data format,
information data dimension, and the like, which increases the difficulty in illegal reverse
cracking of the encrypted information, and further improves the security of the information
encryption.

In another example implementation of the information encryption method of the
present disclosure, FIG. 2 is a flow chart of another implementation of the example
information encryption method according to the present disclosure. As shown in FIG. 2, in
addition to the operations as shown in FIG. 1, the method may further include the following
operation:

At 202, check code information is added in the to-be-encrypted information.

Correspondingly, the converting the to-be-encrypted information into a polynomial of
a predetermined format may include converting the to-be-encrypted information with the
added check code into the polynomial of the predetermined format.

The check code may include one or more bits of data acquired through calculation of
original data by using a certain rule and used to verify correctness of the original data. For

example, a Cyclic Redundancy Check (CRC) may be added at the end of the to-be-encrypted
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information as the check code, and may be used to verify correctness of information after
decryption during subsequent information decryption. When the length of the to-be-
encrypted information is k bits, and the length of the added check code is r bits, the check
code may be acquired by the following operations: shifting the to-be-encrypted information
leftward by r bits to form a first information code; and module-2 dividing the first
information code by selected check data and using an acquired remainder as the check code
of the to-be-encrypted information.

For instance, the to-be-encrypted information is 7-bit binary data 1011101, the
selected check data is 10101, the length of the check code is 4-bit binary data, and therefore,
the to-be-encrypted information may be shifted leftward by 4 bits to form the first
information code 10111010000. Then, the first information code 10111010000 is module-2
divided by the selected check data 10101 to acquire a reminder 0111. That is, the check code
of the to-be-encrypted information 1011101 is 0111. The check code 0111 may be added to
the end of the to-be-encrypted information 1011101 to form the first to-be-encrypted
information 10111010111. In the example embodiment, the specific number of bits of the
added check code may be set according to the requirement of data processing. For example,
an 8-bit CRC may be added to the end of the to-be-encrypted information that is 32-bit key
data.

In another implementation of the information encryption method of the present
disclosure, in order to improve the complexity degree of the encrypted information and the
security of the encrypted information, hash data may further be added in the first encrypted
information. For example, FIG. 3 is a flow chart of another example embodiment of the
information encryption method according to the present disclosure, and as shown in FIG. 3,
in addition to the operations as shown in FIG. 1, the information encryption method may
further include the following operations.

At 302, hash data is added in the first encrypted information.

For example, the hash data, which is randomly generated or self-defined and has a
same structure as that of the encrypted information data, is added to the encrypted first
encrypted information, and may be cither added to a particular location of the encrypted
information, or randomly added to a certain location in the encrypted information. For
example, randomly generated hash data (9, 65521) may be added to the encrypted two-

dimensional dataset to form new encrypted information. For example, a new two-
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dimensional dataset {(8, 43664), (9, 65521), (10, 83026), (12, 140964), ..., (296,
1951490480)} with the added hash data may be formed. For instance, the added hash data
generally may not include a dataset meeting a polynomial relation converted by the to-be-
encrypted information. In the present disclosure, more added hash data in the first encrypted
information results in better concealment of the encrypted information and higher security.
The amount of actually added hash data may be set according to the requirement of
information encryption or the requirement of subsequent information decryption.

In the above example embodiment, the hash data may be added in the encrypted first
encrypted information, which further improves the security of the encrypted information.
Certainly, the hash data may also be added in the first encrypted information formed by
adding the check code information in the to-be-encrypted information.

According to the method of encrypting data in combination with biometric
information provided in the present disclosure, the present disclosure provides an example
information decryption method. FIG. 4 is a flow chart of an example embodiment of the
information decryption method according to the present disclosure, and as shown in FIG. 4,
the information decryption method may include the following operations.

At 402, biometric information is extracted, and to-be-verified biometric data is
acquired.

The extraction method of the biometric information and the processing process of
acquiring to-be-verified biometric data from the biometric information may refer to 104 in
the above information encryption method, which will not be repeated herein. The acquired
to-be-verified biometric data may be stored in the form of a unified one-dimensional dataset.
For example, the to-be-verified biometric data may be a 128-bit one-dimensional dataset {b;,
b,, bs..., biag} acquired by using an intellisense algorithm, such as b,= {8, 10, 13, 13, 14, ...,
298}.

At 404, encrypted sample data stored in a sample database is acquired, the sample
data is matched with the to-be-verified biometric data according to a predetermined matching
rule, and sample data meeting a matching requirement is used as candidate sample data.

The sample database may include storage units of sample data acquired by encrypting
original information stored in a server or a dedicated database. In the example embodiment,
the sample data may include a two-dimensional dataset formed after encrypting the original

information. For example, the sample data For example may be sample data {(a;, p(a;)), (az,
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p(a2)), (as, p(asz)), ..., (an, p(an))} stored in the sample database, wherein {ai, a5, as..., a,} is
biometric data in the sample data. In the information decryption method of the example
embodiment, the sample data is matched with the to-be-verified biometric data according to a
predetermined matching rule, and the sample data meeting a preset matching requirement is
used as candidate sample data. For example, the sample data meeting the matching
requirement may be included in the sample data in the acquired sample data in which the
biometric data has the maximum number of data identical or similar to the to-be-verified
biometric data, and correspondingly, the predetermined matching rule may be preset
according to the configured matching requirement. For example, in one implementation, the
matching biometric data in the sample data with the to-be-verified biometric data according
to a predetermined matching rule, and using sample data meeting a matching requirement as
candidate sample data may include the following operations.

Operation A: whether data in the to-be-verified biometric data and data in the sample
data are identical is compared one by one, and sample data with the maximum number of
identical comparison data and a matching degree not less than a preset minimum matching
degree is used as the candidate sample data.

For example, the predetermined matching rule may include comparing whether data
in the to-be-verified biometric data and data in the sample data are identical one by one, and
the matching requirement may include the maximum number of identical comparison data
and a matching degree not less than a preset minimum matching degree. In the matching
method of the example embodiment, when the comparison indicates that the biometric data in
the selected sample data includes all data in the to-be-verified biometric data, it may indicate
that the biometric data in the selected sample data and the to-be-verified biometric data
belong to the same biometric information of the same biological body. In this case, it may be
considered that the extracted to-be-verified biometric data is biometric data for encrypting
original information in the sample data, and the sample data may be used as candidate sample
data for subsequent information decryption.

For another example, due to the influence of different biometric information
extraction methods or different biometric extraction ranges, the to-be-verified biometric data
may generally not be identical to the biometric data during information encryption. In this
case, sample data with the maximum number of to-be-verified biometric data included in

biometric data of the acquired sample data may be used as the candidate sample data. At the
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same time, to ensure that the biometric data in the candidate sample data and the to-be-
verified biometric data meet a certain matching condition, a minimum matching degree may
be preset. For instance, when the minimum matching degree is set to be 50%, it may indicate
that at least 50% data in the biometric data of the sample data is identical or similar to the
data in the to-be-verified biometric data.

In a specific example, at least one sample data stored in a biometric database may be
acquired. For example, the acquired first sample data may be a 128-bit tow-dimensional
dataset {(a;, p(a)), (a2, p(az)), (as, p(as)), ..., (aizs, p(aing))}, and biometric data in the sample
data is a one-dimensional dataset {a;, a5, a3 ..., ajps}. The set matching requirement may be
that the number of data in the biometric data of the sample data identical to the data in the to-
be-verified biometric data is the maximum and the matching degree of the sample data is not
less than 89%. During information decryption, fingerprint feature information of the
biological body may be extracted by using a fingerprint reader, and the information is
processed correspondingly to acquire 128-bit one-dimensional to-be-verified biometric data
{by, by, bz ..., bipg}. In this case, the biometric data {a, a,, a3 ..., ajpg} in the first sample
data and the to-be-verified biometric data {b;, b,, bs..., bjs} may be compared for the
number of identical data, and the result of comparison is that there are 125 pieces of data in
the 128 pieces of biometric data of the sample data identical to those of the to-be-verified
biometric data. At the same time, a minimum matching degree may be further set, and the
matching degree of the biometric data in the sample data may be calculated by using a
formula: matching degree = the number of identical data/the number of to-be-verified
biometric data*100%. In this example, the minimum matching degree may be set as 89%,
and it may indicate that the biometric data in the sample data at least include 89% data in the
to-be-verified biometric data. The number of data in the biometric data {a;, a,, a3 ..., ajpg} of
the selected first sample data that includes the data of the to-be-verified biometric data is 125,
and the matching degree is 97.66%, greater than the set minimum matching degree 89%. At
the same time, the number of data in the biometric data of other subsequently selected sample
data that includes the data of the to-be-verified biometric data is less than 125, and therefore,
the first sample data meets the preset matching requirement, and the first sample data may be
selected as the candidate sample data.

In another implementation, the operations of matching biometric data in the sample

data with the to-be-verified biometric data according to a predetermined matching rule, and
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using sample data meeting a matching requirement as candidate sample data may select the
candidate sample data according to a difference between the biometric data in the sample data
and the to-be-verified biometric data, which may include the following operations.

Operation B: a difference between the biometric data in the sample data and the to-be-

verified biometric data is calculated by using the following formula:

n
”FZ |ai -b, | @)

i=1
In the above formula (2), m may indicate the difference between the biometric data in
the sample data and the to-be-verified biometric data, n may indicate the number of data in

the to-be-verified biometric data, a, may indicate the i™ data of the biometric data in the
sample data, and b, may indicate the i™ data in the to-be-verified biometric data.

By using the above formula, a difference between biometric data of different sample
data and the to-be-verified biometric data may be calculated. For example, the acquired to-
be-verified biometric data is b={12, 14, 16, 18, 20, 22, 24, 26, 28, 30}, biometric data in
acquired second sample data is a={12, 13, 16, 18, 21, 22, 23, 26, 29, 30}, and, by using the
above formula (2), a difference between the biometric data a and the to-be-verified biometric
data b is 4. Certainly, the difference may also be calculated by using other formulas, which
may indicate the difference between the biometric data in the sample data and the to-be-

verified biometric data, such as the following formula (3):

”FZ (ai - b, )2 3)

i=1
In the above formula (3), m may indicate the difference between the biometric data in
the sample data and the to-be-verified biometric data, n may indicate the number of data in

the biometric data and the to-be-verified biometric data, a, may indicate the i™ data of the
biometric data in the sample data, and b, may indicate the i™ data in the to-be-verified

biometric data.
Operation C: sample data with the minimum difference from the to-be-verified
biometric data and the difference from the to-be-verified biometric data not greater than a

preset maximum error value is selected as the candidate sample data.
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Likewise, differences between the biometric data of the acquired other sample data
and the to-be-verified biometric data may also be calculated by using the above formula (2)
or (3), and sample data with the minimum difference may be selected as the candidate sample
data. At the same time, to ensure that a deviation between the biometric data in the selected
candidate sample data and the to-be-verified biometric data is in a reasonable range, a
maximum error value for the difference may be set. For example, the maximum error value
may be set to be 100, and a difference m between the biometric data a of the selected second
sample data and the to-be-verified biometric data b calculated by using the formula (2) is 4,
less than the maximum ecrror value 100, and differences between biometric data of
subsequently selected other sample data and the to-be-verified biometric data b are all greater
than 4; therefore, the second sample data may be selected as the candidate sample data.

For another example, the selected sample data may include the hash data, and
therefore, the number of biometric data included in the selected sample data may be greater
than the number of the to-be-verified biometric data, and in this case, the candidate sample
data may be selected by using the method of Operation A.

In another information decryption method provided in the present disclosure, a
matching degree between the biometric data in the sample data and the to-be-verified
biometric data may be judged according to the difference between the biometric data in the
sample data and the to-be-verified biometric data. Since the number of data in the biometric
data in the sample data and the number of data in the to-be-verified biometric data may be
different, in case of difference calculation, k pieces of data around the biometric data in the
sample data having the same location as selected to-be-verified biometric data are compared
with the to-be-verified biometric data, and a difference with the minimum absolute value is
used as the difference between the biometric data of the sample data and the selected to-be-
verified biometric data. Differences between the biometric data of the sample data and all
data in the to-be-verified biometric data may be calculated sequentially, and then a sum of
absolute values of all the differences may be used. For example, the difference between the
biometric data in the sample data and the to-be-verified biometric data may be calculated by

using the following formula:

m=zn: rrin(|a,.+j-b,.|) -

i =1

INA
INA
—

(4)
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In the above formula (4), m may indicate the difference between the biometric data in
the sample data and the to-be-verified biometric data, n may indicate the number of data in

the to-be-verified biometric data, b, may indicate the i™ data of the to-be-verified biometric

data, a,,, may indicate the (it] Y® data of the biometric data in the sample data, t may indicate

a set offset, and min (‘a -b D may indicate a minimum of absolute values of differences

T
between data, within a range before and after t pieces of the i™ biometric data in the sample
data, and the i™ data in the to-be-verified biometric data among data.

For example, the acquired biometric data of the sample data is a= {12, 13, 16, 18, 21,
24, 26, 29, 30}, the acquired to-be-verified biometric data is b= {12, 14, 18, 20, 26, 28}, and
a set offset t is 3. When a difference between the to-be-verified biometric data b,=14 and the
biometric data of the sample data is calculated, absolute values of differences between data,
within the range before and after a,=13 by 3 offset, and b,=14, that is, absolute values of
differences between a;=12, a,=13, a;=16, a4=18, as=21 and b,=14 are compared, which are 2,
1, 2, 4, 7 respectively. The minimum absolute value 1 of the difference is selected as a
difference between the biometric data of the sample data and the to-be-verified biometric data
b,=14. Absolute values of differences between all data in the to-be-verified biometric
information b and the biometric data in the sample data may be calculated sequentially
according to the above method, and the absolute values are added to acquire the difference m
between the biometric data of the sample data and the to-be-verified biometric data.

Certainly, referring to other example embodiments of the present disclosure, the
formula of calculating the difference between the biometric data in the sample data and the
to-be-verified biometric data may be deformed correspondingly. For example, the formula

for calculating the difference may also be:

m=Zn:rr'nn(a,.+j.-t),.)2 -t <j <t

i =1 ®

or

nFZn:(rr'nn(‘aiﬂ.-biD)z -t <) <t ©

i=1
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Like the above example embodiment, after the difference between the biometric data
of the acquired sample data and the to-be-verified biometric data is calculated, sample data
with the minimum difference and the difference not greater than a preset maximum error
value may be selected as the candidate sample data.

After encrypted sample data stored in a sample database is acquired, the sample data
may be matched with the to-be-verified biometric data according to a predetermined
matching rule, and sample data meeting a matching requirement is used as candidate sample
data.

At 406, N groups of data are selected from the candidate sample data, and coefficients
in a Lagrange interpolation polynomial corresponding to the selected N groups of data are
calculated by using a Lagrange interpolation method, N being a preset number of groups of
selected data.

Generally, in the preset N, N-1 is the highest power of a variable in a Lagrange
interpolation formula, and the number N of the sclected datasets is not greater than the
number L of datasets included in the sample data, that is, N<L.

The Lagrange interpolation method may be a polynomial interpolation method, and in

the method, if a function value at N independent variables x,, x,, ...,x, of a certain

polynomial function is known as y, y, ...,y, , a Lagrange interpolation polynomial
N

f(x) =Z 7 pj.(X) passing the N points and having the power less than N-1 may be
j =0

constructed, wherein pj(X) is a Lagrange basic polynomial, and an expression thereof may

be:
_ HN X=x _ (X=x)(x-X)...(x-x,) ..
p(X)_i=1,i=§ X —X _()(j _)(1)()5 _Xz)--'()S' _XN)JJ ~12N @

For example, {a;, az, a3 ..., ay,} in the sample data {(a;, p(ai)), (a2, p(a2)), (as,
p(as)), ..., (an, p(an))} may be substituted into the independent variable x of the formula (7),
and {p(a1), p(a2), p(az), ..., p(an) in the sample data is used as a polynomial value of the
formula (7) corresponding to the independent variable x, and therefore, N Lagrange basic
polynomials may be constructed, and polynomial coefficients of f(x) may be acquired by
using the constructed N Lagrange basic polynomials and the Lagrange interpolation
polynomial.
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A specific application example is used to describe the process of calculating Lagrange
interpolation polynomial coefficients corresponding to selected N groups of sample data by
using the Lagrange interpolation method of the embodiment. For example, the selected

sample data may be {(1, 6), (5.25, 5), (10, 4)}, and three groups of data in the sample data
may be expressed as the correspondence of the following polynomial y; =y(x):
y(1)=6, y(5.25)=5, y(10)=4,
Further, three Lagrange basic polynomials may be acquired according to the formula

(7), which are respectively:

_(x-9(x-6)
P == 256
X —4)(x -0

A
P =5 050

X —4)(x -9
(6-9(6-9)

Then, the expression of f(x) may be acquired by using the Lagrange interpolation

N

o) =

(
(
(
(
(
(

N
polynomial f(x) =Z y; P (Xx):
j =0

f(x) =y(4) p{x) +y(5) p{ x) +y(6) p{ x)
=10*(x—5)(x—6) \ 525 1 (x —4)(x - 6) L1 (x - 4)(x - 5)
(4-5) (4-6) (5-4) (5-6) (6-4) (6-5)
=0. 25x°- 7x+34
By using the polynomial of the f(x) acquired through calculation, the coefficients of

the polynomial may be acquired, which is (0.25, -7, 34).

N groups of data sclected from the candidate sample data is substituted into the
formula of the Lagrange interpolation polynomial to calculate coefficients in the Lagrange
interpolation polynomial corresponding to the groups of data.

At 408, the acquired coefficients of the Lagrange interpolation polynomial are
combined into first decrypted information according to a predetermined sequence of
combination.

After the coefficients of the Lagrange interpolation polynomial are acquired by using

the Lagrange interpolation method, coefficients of monomials in the Lagrange interpolation
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polynomial may be recombined according to a predetermined combination sequence to form
the decrypted first decrypted information. For example, by rearranging from high to low
according to the power of variables of the monomials corresponding to the coefficients, the
first decrypted information may be formed. For instance, the Lagrange interpolation
polynomial acquired by calculation is f(x) =75x"3+73x"2+65x"1+72x"0, and the coefficients
may be recombined according to a reduced power order of the variable x to acquire first
decrypted information: 75736572.

In an information decryption method provided in the present disclosure, the biometric
data may be extracted by using a biometric extraction apparatus to acquire to-be-verified
biometric data, the to-be-verified biometric data is matched with the sample data according to
a predetermined matching rule, and sample data meeting a matching requirement is used as
candidate sample data to perform information decryption. In the process of information
decryption, the Lagrange interpolation method may be used to reversely acquire the
expression of the polynomial when values of an independent variable and a dependent
variable of the polynomial are known, and coefficients of the Lagrange interpolation
polynomial may be acquired, thereby acquiring encrypted information to complete the
decryption of the information. In the decryption method of the present disclosure, during
information decryption, the Lagrange interpolation method is used to reversely acquire
corresponding coefficients of subsequent sample data, and in the process of decryption, the
biometric information for the encryption needs to be combined, such that the encrypted
information will not be cracked easily and illegally, which improves the difficulty in illegal
cracking of the information.

In another example embodiment of information decryption, original information in
candidate sample data is segmented during encryption, and is converted by a predetermined
coding format into a first preset data format. For example, to-be-encrypted information is
segmented into k segments, and each segment of the to-be-encrypted information is
converted into hexadecimal first preset data format as coefficients of a monomial
corresponding to the segment. During information decryption, the acquired first decrypted
information may be the first preset data format of the original information, and in this case,
the first encrypted information is further converted, by using corresponding conversion, into
the predetermined coding data format. FIG. 5 shows another example embodiment of the

information decryption method according to the present disclosure, and as shown in FIG. 5,
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in addition to the operations as shown in FIG. 4, the method may further include the
following operation:

At 502, the first decrypted information is converted into second decrypted information
according to a predetermined conversion rule.

For example, the acquired first decrypted information is 75736572, and coefficients of
corresponding monomials are 75, 73, 65, 72 respectively. For the first decrypted information,
every 8-bit binary data of the binary to-be-encrypted information is converted into 2-bit
hexadecimal data from high-bit to low-bit, and therefore, according to a predetermined
conversion rule, every 2-bit hexadecimal data of the first decrypted information 75736572
may be converted into 8-bit binary data from high-bit to low-bit, thereby acquiring the second
decrypted information after the conversion: 01110101011100110110010101110010.
Certainly, the method for processing the original information during the encryption may be
different, and therefore, the predetermined conversion rule of the first decrypted information
may also be different, and the acquired second decrypted information after the conversion
may also be different. For example, when the first decrypted information 75736572 is
decimal data, according to the predetermined conversion rule, the acquired second decrypted
information may be 01001011010010010100000101001000.

In another example embodiment of an information decryption method of the present
disclosure, the first decrypted information or the second decrypted information may be
verified to verify correctness of the decrypted information. For example, CRC may be used.
In the above process of information encryption, a check code may be added in the to-be-
encrypted information, for example, 8 may be added at the end of the to-be-encrypted
information as a binary CRC, for verifying correctness of the decrypted information during
information decryption. FIG. 6 is another example embodiment of the information
decryption method according to the present disclosure, and as shown in FIG. 6, in addition to
the operations as shown in FIG. 5, the method may further include the following operation:

At 602, a CRC is performed on the first decrypted information or second decrypted
information.

The CRC may generally be a method for verifying reliability of information by using
a check code having the fixed number of digits to detect or verify whether there is an error in
data after being transmitted, stored or decrypted. After the first decrypted information or

second decrypted information is acquired, the first decrypted information or second decrypted
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information may be verified by using the check data selected during the information
encryption. For example, the acquired second decrypted information is 10111010111, the
selected check data is 10101. If the second decrypted information 10111010111 is module-2
divided by the check data 10101, a remainder is 0, which indicates that the acquired second
encrypted information passes the verification, and is the correct original data. If the second
decrypted information may not be module-2 divided by the check data and the remainder is
not zero, it may indicate that the information has an error during transmission or storage, the
acquired second decrypted information does not pass the wverification, and the second
decrypted information is not the correct original data.

For example, the decrypted information may be further checked by using a CRC to
determine whether the acquired decrypted information is the original encrypted information,
and by using the method of the embodiment, the reliability of data acquired after information
decryption may be improved.

In another example embodiment of the information decryption method of the present
disclosure, when hash data is added in the acquired candidate sample data, the CRC method
may be used to check the first decrypted information or the second decrypted information,
and if the first decrypted information or the second decrypted information does not pass the
check, N groups of data in the candidate sample data may be re-selected for calculation to
acquire new decrypted information. If the new decrypted information still does not pass the
check, another N groups of data will be selected, until all N groups of data in the candidate
sample data are traversed. FIG. 7 is another embodiment of the information decryption
method according to the present disclosure, and as shown in FIG. 7, in addition to operations
as shown in FIG. 6, the information decryption method may further include the following
operation:

At 702, if the first decrypted information or second decrypted information does not
pass the CRC, N groups of data from the candidate sample data are re-selected, coefficients
of a Lagrange interpolation polynomial corresponding to the re-selected N groups of data are
calculated to acquire new decrypted information, and a CRC is performed on the new
decrypted information; if none of the decrypted information corresponding to all of the N
groups of data in L pieces of data of the candidate sample data passes the cyclic redundancy

check after the traversing, the result of the information decryption is a failure.
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When the candidate sample data includes hash data, the number L of datasets included
in the candidate sample data is generally greater than the number of biometric data during the
information encryption. Generally, the number N of groups of data selected from the
candidate sample data may be the number of coefficients in the Lagrange interpolation
polynomial. As the candidate sample data may include the hash data, the selected N (N<L)
groups of data may also include the hash data, when the first decrypted information or the
second decrypted information is acquired, the techniques of the present disclosure may
further verify whether the first decrypted information or the second decrypted information is
the encrypted original information. If the first decrypted information or second decrypted
information does not pass the cyclic redundancy check, for example, an acquired remainder
during check by using the CRC is not 0, N groups of data is re-selected to calculate
coefficients of a Lagrange interpolation polynomial corresponding to the re-selected N groups
of data to acquire new decrypted information. Then the new decrypted information is
conducted verification. If none of new decrypted information corresponding to all
combinations of N groups of data in the L datasets in the candidate sample data passes the
verification after the traversing, it may indicate that the candidate sample data may not be
decrypted by using the to-be-decrypted biometric data, and the result of information
decryption by using the to-be-decrypted biometric data is a failure.

Based on the information encryption method of the present disclosure, the present
disclosure provides an example information encryption apparatus. The information
encryption apparatus may include the form of an application formed by computer software,
and a client terminal or server performing the information encryption may include the
application. Alternatively, the information encryption apparatus may include an entity
apparatus formed by corresponding hardware or hardware plus software. FIG. § is a module
structural diagram of an example embodiment of an information encryption apparatus 800 of
the present disclosure. As shown in FIG. 8, an information encryption apparatus 800 includes
one or more processor(s) 802 or data processing unit(s) and memory 804. The information
encryption apparatus 800 may further include one or more input/output apparatuses and
network interfaces (not shown in FIG. 8). The memory 804 is an example of computer-
readable media.

The computer-readable media includes permanent and non-permanent, movable and

non—-movable media that may use any methods or techniques to implement information
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storage. The information may be computer-readable instructions, data structure, software
modules, or any data. The example of computer storage media may include, but is not
limited to, phase-change memory (PCM), static random access memory (SRAM), dynamic
random access memory (DRAM), other type RAM, ROM, clectrically erasable
programmable read only memory (EEPROM), flash memory, internal memory, CD-ROM,
DVD, optical memory, magnetic tape, magnetic disk, any other magnetic storage device, or
any other non-communication media that may store information accessible by the computing
device. As defined herein, the computer-readable media does not include transitory media
such as a modulated data signal and a carrier wave.

The memory 804 may store therein a plurality of modules or units including: an
information receiving module 806 that acquires to-be-encrypted information; a biometric
information module 808 that extracts biometric information, and acquire biometric data; and
an encryption module 810 that encrypts to-be-encrypted information with the biometric data
according to a preset encryption algorithm to form first encrypted information.

As shown in FIG. 8, for example, the encryption module 810 may include: an
information conversion module 812 that convert the to-be-encrypted information into a
polynomial of a predetermined format; and a mapping module 814 that substitutes the
biometric data into the polynomial for calculation to acquire a value of the polynomial, and
forms first encrypted information based on two-dimensional data including the biometric data
and the value of the polynomial corresponding to the biometric data.

For example, FIG. 9 shows a schematic diagram of the information conversion
module 812 in the information encryption apparatus, and as shown in FIG. 9, the information
conversion module 812 may include: a segmenting module 902 that segments the to-be-
encrypted information into k segments, and express the to-be-encrypted information after the
segmentation by monomials a;*x"(k-1), ay*x™k-2), ..., a*x*0 from high-bit to low-bit
respectively; a first preset data module 904 that converts each segment of the to-be-encrypted
information after the segmentation into a first preset data format, and uses the to-be-
encrypted information of the first preset data format after the conversion as coefficients of a
monomial corresponding to the segment; and a polynomial construction module 906 that
constructs a polynomial based on monomials of the k segments using the to-be-encrypted

information of the first preset data format as coefficients.
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FIG. 10 is a module structural diagram of another example embodiment of the
information encryption apparatus of the present disclosure, and as shown in FIG. 10, an
information encryption apparatus 1000 may include one or more processor(s) 802 or data
processing unit(s) and memory 804. The information encryption apparatus 800 may further
include one or more input/output apparatuses and network interfaces (not shown in FIG. 10).

The memory 804 may store therein a plurality of modules or units including the
information receiving module 806, the biometric information module 808, and the encryption
module 810.

As shown in FIG. 10, the memory 804 may further store therein a check code addition
module 1002 that generates a check code, and adds check code information in the to-be-
encrypted information.

Correspondingly, the operation that the information conversion module 812 converts
the to-be-encrypted information into the polynomial of the predetermined format may include:
converting the to-be-encrypted information with the added check code into the polynomial of
the predetermined format.

FIG. 11 is a module structural diagram of another example embodiment of the
information encryption apparatus, and as shown in FIG. 11, an information encryption
apparatus 1100 may include one or more processor(s) 802 or data processing unit(s) and
memory 804. The information encryption apparatus 800 may further include one or more
input/output apparatuses and network interfaces (not shown in FIG. 11).

The memory 804 may store therein a plurality of modules or units including the
information receiving module 806, the biometric information module 808, the encryption
module 810, and the check code addition module 1002.

As shown in FIG. 11, the memory 804 may further store therein a hash data module
1102 that generates hash data, and adds the hash data to the first encrypted information.

The data format of the generated hash data may be the same as the data format of the
first encrypted information.

Based on the information decryption method of the present disclosure, the present
disclosure provides an information decryption apparatus. Like the information encryption
method, the information decryption apparatus of the present disclosure may include the form
of an application formed by computer software, and a client or server performing the

information decryption may include the application.  Alternatively, the information
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decryption apparatus may include an entity apparatus formed by corresponding hardware or
in a form of hardware plus software. FIG. 12 is a module structural diagram of an example
embodiment of the information decryption apparatus, and as shown in FIG. 12, an
information decryption apparatus 1200 may include one or more processor(s) 1202 or data
processing unit(s) and memory 1204. The information encryption apparatus 1200 may
further include one or more input/output apparatuses and network interfaces (not shown in
FIG. 12). The memory 1204 is an example of computer-readable media.

The memory 1204 may store therein a plurality of modules or units including: a
biometric extraction module 1206 that extracts biometric information, and acquires to-be-
verified biometric data; a predetermined matching rule module 1208 that stores a preset
predetermined matching rule of sample data and to-be-verified biometric data, and a
matching requirement of candidate sample data; a characteristic matching module 1210 that
acquires sample data stored in a sample database, and selects candidate sample data
according to the predetermined matching rule and the matching requirement; a data selection
module 1212 that select Ns groups of data from the selected candidate sample data, N being
the preset number of groups of selected data; a coefficient calculation module 1214 that
calculates coefficients in a Lagrange interpolation polynomial corresponding to the selected
N groups of data by using a Lagrange interpolation method; and a first decryption module
1216 that combines the acquired coefficients of the Lagrange interpolation polynomial into
first decrypted information according to a predetermined sequence of combination.

In another example embodiment of the information decryption apparatus, the
predetermined matching rule and the matching requirement of the candidate sample data
stored in the predetermined matching rule module 1208 may include that: the predetermined
matching rule may include comparing whether data in the to-be-verified biometric data and
data in the sample data are identical one by one; and the matching requirement of the
candidate sample data may include: using sample data with the maximum number of identical
comparison data and a matching degree not less than a preset minimum matching degree as
the candidate sample data.

In another example embodiment of the information decryption apparatus, the
predetermined matching rule and the matching requirement of the candidate sample data

stored in the predetermined matching rule module 1208 may include that: the matching rule
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may include calculating a difference between the biometric data in the sample data and the to-

be-verified biometric data by using the following formula:

> Ja-b|

i=1

5 nFiZ;(ai-bi)Z
wimn(‘aiﬂ-b‘) -t <) <t
m=Zn:rrnn(a,.+j-b)2 -t <) <t

i=1

10 or,

nFiZn;(niln(‘aiﬂ-biD)z -1 <) <t

in the above formulas, m indicates the difference between the biometric data in the

sample data and the to-be-verified biometric data, n indicates the number of data in the to-be-

verified biometric data, a, indicates the i™ data of the biometric data in the sample data, b,
15  indicates the i™ data of the to-be-verified biometric data, a,,; indicates the (i+))™ data of the

biometric data in the sample data, and t indicates a set offset; and
the matching requirement of the sample data may include using sample data with the
minimum difference from the to-be-verified biometric data and the difference not greater than
a preset maximum error value as the candidate sample data.
20 FIG. 13 is a module structural diagram of another example embodiment of the
information decryption apparatus, and as shown in FIG. 13, an information decryption
apparatus 1300 may include more processor(s) 1202 or data processing unit(s) and memory
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1204. The information encryption apparatus 1300 may further include one or more
input/output apparatuses and network interfaces (not shown in FIG. 13).

The memory 1204 may store therein a plurality of modules or units including a
biometric extraction module 1206, a predetermined matching rule module 1208, a
characteristic matching module 1210, a data selection module 1212, a coefficient calculation
module 1214, and a first decryption module 1216.

As shown in FIG. 13, the memory 1204 may further store therein a second decryption
module 1302 that convert the first decrypted information into second decrypted information
according to a stored predetermined conversion rule.

The predetermined conversion rule may be set according to the processing process of
the original data during the information encryption to be used to convert the first decrypted
information into second decrypted information of the original information.

FIG. 14 is a module structural diagram of another example embodiment of the
information decryption apparatus, and as shown in FIG. 14, an information decryption
apparatus 1400 may include more processor(s) 1202 or data processing unit(s) and memory
1204. The information encryption apparatus 1400 may further include one or more
input/output apparatuses and network interfaces (not shown in FIG. 14).

The memory 1204 may store therein a plurality of modules or units including a
biometric extraction module 1206; a predetermined matching rule module 1208; a
characteristic matching module 1210; a data selection module 1212; a coefficient calculation
module 1214; a first decryption module 1216; and a second decryption module 1302.

As shown in FIG. 14, the memory 1204 may further store therein a cyclic check
module 1402 that performs a cyclic redundancy check on the first decrypted information or
second decrypted information.

For example, when hash data is added in the acquired candidate sample data, the
cyclic check module 1402 may be used to check the first decrypted information or the second
decrypted information, and if the first decrypted information or the second decrypted
information does not pass the check, N groups of data in the candidate sample data may be
re-selected for calculation to acquire new decrypted information. If the new decrypted
information still does not pass the check, another N groups of data will be selected until all N

groups of data in the candidate sample data are traversed.
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FIG. 15 is a module structural diagram of another example embodiment of the
information decryption apparatus, and as shown in FIG. 15, an information decryption
apparatus 1500 may include more processor(s) 1202 or data processing unit(s) and memory
1204. The information encryption apparatus 1500 may further include one or more
input/output apparatuses and network interfaces (not shown in FIG. 15).

The memory 1204 may store therein a plurality of modules or units including a
biometric extraction module 1206; a predetermined matching rule module 1208; a
characteristic matching module 1210; a data selection module 1212; a coefficient calculation
module 1214; a first decryption module 1216; a second decryption module 1302; and a cyclic
check module 1402.

As shown in FIG. 15, the memory 1204 may further store therein a data re-selection
and re-judgment module 1502 that: if the decrypted information does not pass the cyclic
redundancy check, re-selects N groups of data from the candidate sample data and sends the
data to the coefficient calculation module 1214 to acquire new decrypted information, and
judges whether the new decrypted information passes the cyclic check; and if none of the
decrypted information corresponding to all the N groups of data in L pieces of data of the
candidate sample data passes the cyclic redundancy check after the traversing, sends
decryption failure information.

The information decryption apparatus may decrypt the candidate sample data in
combination with the biometric information and the particular decryption algorithm used by
the module in the information decryption apparatus to acquire the original information. An
apparatus for decryption in combination with the biometric information of the present
disclosure reduces the risk of illegal decryption of the original information.

The present disclosure provides an information encryption and decryption method and
apparatus, which may perform encryption on to-be-encrypted information in combination
with biometric information by using particular data conversion and encryption algorithms,
thereby improving the security of encrypted information. The encryption method in the
present disclosure uses a form of constructing the to-be-encrypted information into a
polynomial of a predetermined format, and mapping biometric data into the polynomial,
thereby improving the complexity of the information encryption, and improving the security

of the information encryption. Meanwhile, in the present disclosure, a particular algorithm is
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used to verify the biometric information during information decryption, which reduces the
risk of illegal decryption of the encrypted information.

The apparatus or module illustrated in the above embodiments may, for example be
implemented by a computer chip or an entity, or a product with a certain function. For
convenience of description, when describing the device above, functions are described as
separate modules. Certainly, during implementation of the present disclosure, the functions
of the various modules may be achieved in the same or multiple software and/or hardware
configurations, or the module implementing the same function may also be implemented by a
combination of multiple sub-modules or sub-units.

Those skilled in the art also know that, in addition to implementing a controller by
pure computer readable program codes, a logic programming of the operations of the
methods may be performed and embedded in the controller to enable the controller to
implement the same function in the form of a logic gate, switch, application specific
integrated circuit, programmable logic controller and embedded microcontroller. Therefore,
the controller may be regarded as a hardware component, and the apparatus included therein
and used for implementing various functions may be considered as a structure inside the
hardware component; or even the apparatus used for implementing various functions may be
regarded as either a software module for implementing the method or a structure inside the
hardware component.

As may be seen through the description of the embodiment above, those skilled in the
art may clearly understand that the present disclosure may be realized with the aid of
software plus the necessary common hardware platform. Based on such an understanding,
the technical solution of the present disclosure, whether intrinsically or with respect to
portions that contributes to the conventional techniques, is realizable in the form of software
products. These computer software products may be stored on storage media, such as
ROM/RAM, diskettes, and compact discs, and include a certain number of commands used to
cause a set of computer device (which could be a personal computer, mobile terminal, server,
or network equipment) to execute the methods described For examples, or certain portions of
the embodiments, of the present disclosure.

The example embodiments in the present disclosure are described in a progressive
manner, and for identical or similar parts between different embodiments, reference may be

made to each other so that each of the example embodiments focuses on differences from
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other example embodiments. The techniques of the present disclosure may be used in many
general purpose or specialized computer system environments or configurations, such as
personal computers, server computers, handheld devices or portable equipment, tablet type
equipment, multiprocessor systems, microprocessor-based systems, set-top boxes,
programmable electronic equipment, networked PCs, minicomputers, mainframe computers,
mobile terminals, distributed computing environments that include any of the systems or
equipment above, and so forth.

The present disclosure may be described in the general context of computer
executable instructions executed by a computer, such as a program module. Generally,
program modules include routines, programs, objects, components, data structures, etc. to
execute specific tasks or achieve specific abstract data types. The present disclosure may also
be carried out in distributed computing environments; in such distributed computing
environments that tasks are executed by remote processing equipment connected via
communication networks. In distributed computing environments, program modules may be
located on computer readable media at local or remote computers that include storage
equipment.

Although the present disclosure is described with reference to the example
embodiments, a person of ordinary skill in the art should know that the present disclosure
may have many variations and changes without departing from the spirit of the present
disclosure, and the appended claims are intended to include such variations and changes

without departing from the spirit of the present disclosure
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CLAIMS

What is claimed is:

1. An information encryption method comprising:
extracting biometric information from a biological sensor to acquire biometric data;
and
encrypting to-be-encrypted information with the biometric data according to a preset
encryption algorithm to form first encrypted information, the to-be-encrypted
information including a key for encrypting original data, wherein the
encrypting the to-be-encrypted information with the biometric data according
to the preset encryption algorithm to form the first encrypted information
comprises:
converting the to-be-encrypted information into a polynomial of a
predetermined format, wherein the converting the to-be-encrypted
information into the polynomial of the predetermined format comprises:
segmenting the to-be-encrypted information into k segments expressed by
monomials a;*x"\(k-1), a;*x"(k-2), . . ., a*x0 from high-bit to low-
bit respectively;
converting each segment of the to-be-encrypted information into a first
preset data format;
using each segment of the to-be-encrypted information of the first preset
data format as a respective coefficient of a monomial corresponding to
a respective segment; and
constructing a polynomial p(x) of the to-be-encrypted information based
on monomials of the k segments based on a formula p(x)=a;*x*(k-1),
a*xN(k-2), . . ., a*x"0,
wherein:
X is a variable of the polynomial,
ai, ay, . . ., ax are coefficients of the polynomial, k being a positive integer;
and

(k-1), (k-2), ..., k are powers of the variable x,
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substituting the biometric data into the polynomial for calculation to acquire a
value of the polynomial, and

using a two-dimensional dataset including the biometric data and the value of the
polynomial as the first encrypted information.

2. The information encryption method of claim 1, further comprising adding check code

information in the to-be-encrypted information.

3. The information encryption method of claim 2, wherein the converting the to-be-
encrypted information into the polynomial of the predetermined format comprises converting
the to-be-encrypted information with the added check code into the polynomial of the
predetermined format.

4. The information encryption method of claim 1, further comprising adding hash data in

the first encrypted information.

5. A method comprising:

extracting biometric information from a biological sensor to acquire to-be-verified

biometric data;

acquiring encrypted sample data stored in a sample database;

matching the sample data with the to-be-verified biometric data according to a
predetermined matching rule and using sample data meeting a matching
requirement as candidate sample data;

selecting N groups of data from the candidate sample data and calculating coefficients
in a polynomial corresponding to the selected N groups of data, N being a
preset number of groups of selected data; and

combining the coefficients of the polynomial into first decrypted information
according to a predetermined sequence of combination.

6. The method of claim 5, wherein the matching the sample data with the to-be-verified

biometric data according to the predetermined matching rule and using sample data meeting
the matching requirement as candidate sample data comprises:
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comparing whether data in the to-be-verified biometric data and data in the sample
data are identical one by one; and
using sample data with a maximum number of identical comparison data and a

matching degree not less than a preset minimum matching degree as the
candidate sample data.

7. The method of claim 5, wherein the matching the sample data with the to-be-verified
biometric data according to the predetermined matching rule and using sample data meeting
the matching requirement as candidate sample data comprises:

calculating a respective difference between respective biometric data in the sample

data and respective data in the to-be-verified biometric data by using any one
of following formulas:

n
m= ) minlai; b1 j =05
i=1

n
m:Z mjn(ai-ﬂ-—b,-)z—ts j=r,or,
i=1

ng (min(la;, j — b)) 1= j=t,

wherein:

m indicates the difference between the respective biometric data in the sample data
and the to-be-verified biometric data;

n indicates a number of data in the to-be-verified biometric data;

bi indicates a i" data of the to-be-verified biometric data;

aj+j indicates a (i+j)™ biometric data in the sample data; and

t indicates a preset offset; and

selecting biometric data in sample data with a minimum difference from the to-be-
verified biometric data and the minimum difference being not greater than a

preset maximum error value as the candidate sample data.

8. The method of claim 5, further comprising converting the first decrypted information

into second decrypted information according to a predetermined conversion rule.
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9. The method of claim 5, further comprising performing a cyclic redundancy check on

the first decrypted information.

10.  The method of claim 9, further comprising:
in response to determining that the first decrypted information does not pass the cyclic
redundancy check,
re-selecting N groups of data from the candidate sample data;
calculating coefficients of a polynomial corresponding to the re-selected N groups of
data to acquire new decrypted information; and

performing a cyclic redundancy check on the new decrypted information.

11.  The method of claim 10, further comprising determining that a result of information
decryption is a failure in response to determining that none of decrypted information
corresponding to all of N groups of data in L pieces of data of the candidate sample data

passes the cyclic redundancy check.

12.  Aninformation encryption apparatus comprising:

an information receiving module that acquires to-be-encrypted information, the to-be-
encrypted information including a key for encrypting original data;

a biometric information module that extracts biometric information from a biological
sensor to acquire biometric data; and

an encryption module that encrypts the to-be-encrypted information with the
biometric data according to a preset encryption algorithm to form first
encrypted information, wherein the encryption module comprises:

an information conversion module that converts the to-be-encrypted information into

a polynomial of a predetermined format, wherein the information conversion

module comprises:

a segmenting module that segments the to-be-encrypted information into k
segments, and expresses the to-be-encrypted information after the
segmentation by monomials a;*x"(k-1), a;*x"(k-2), ax*x0 from high-bit
to low-bit respectively,

a first preset data module that converts each segment of the to-be-encrypted

information into a first preset data format and uses each segment of the to-
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be-encrypted information of the first preset data format as a respective
coefficient of a monomial corresponding to a respective segment,

a polynomial construction module that constructs a polynomial p(x) of the
information based on monomials of the k segments based on a formula
p(X)=a;*xN(k-1), a;*xN(k-2), . . ., ax*x"0,

wherein:

X is a variable of the polynomial;

a, az, . . ., ax are coefficients of the polynomial, k being a positive integer;
and

(k-1), (k-2), .. ., k are powers of the variable x, and

a mapping module that substitutes the biometric data into the polynomial for
calculation to acquire a value of the polynomial, and forms the first encrypted
information based on two-dimensional data including the biometric data and

the value of the polynomial.

13.  The information encryption apparatus of claim 12, further comprising a check code

addition module that adds check code information in the to-be-encrypted information.
14.  The information encryption apparatus of claim 13, wherein the information
conversion module converts the to-be-encrypted information with the added check code into

the polynomial of the predetermined format.

15.  The information encryption apparatus of claim 12, further comprising a hash data
module that adds hash data in the first encrypted information.

16.  The information encryption apparatus of claim 12, wherein the biometric information

includes biometric information of a fingerprint or a retina.

39



