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FIELD OF THE INVENTION
{0002} The field of the invention relates generally to monitoring resource distribution
systerns, such as a water utility network, and locating anomalies associated with the distributed

network.

BACKGROUND OF THE INVENTION
[0003] The United Nations notes that water use has been growing at more than twice the
rate of population increase in the last century, and an increasing number of regions are
chronically short of water. By 2025 two-thirds of the world’s population could be under water
stress conditions as a result of increased populations. Water, especially potable water, is
essential for all socio-economic developments and for maintaining a healthy population. As
populations increase across the globe they call for an increased allocation of clean water for use,
resulfing in increased water scarcity.
[0004] One method to address water scarcity and conserve resources is the detection of
leaks and other events occurring in water utility networks. Some experts estimate that losses due

to leaks and theft amount to 25-30% of the water flowing through water utility networks.



BACKGROUND OF THE INVENTION [0003]The United Nations notes that water use has been
growing at more than twice the rate of population increase in the last century, and an increasing
number of regions are chronically short of water. By 2025 two-thirds of the world's population could be
under water stress conditions as a result of increased populations. Water, especially potable water, is
essential for all socio-economic developments and for maintaining a healthy population. As
populations increase across the globe they call for an increased allocation of clean water for use,
resulting in increased water scarcity. [0004]One method to address water scarcity and conserve
resourceslibetr e tettiof ehieakssnd sthermeventsosevrethgérelybteadditityimetieorke:r Bame experts
estimate that losses due to leaks and theft amount to 25-30% of the water flowing through water utility
networks. MTysiens rdreadsigpificalsd &nBUnest water may be conserved merely by addressing the water

loss in systems already controlled by humans 100051 Traditionally, detectin and_locatin? leaks has
been accéﬁ?ﬂﬁ%hed usﬁ{@détilmﬁlléy’ détecting and locating leaks has been accomplished using simple

and direct methods, such as acoustic measurements or direct physical inspection by utility
personncl, such as ficld crews. However, these methods suffer from the drawbacks of requiring
invasive measurements and possibly excavation works, which can impose a significant cost in
both time and resources to the utility operators.

{0006] Currently, systems exist to facilitate detection of leaks and other anomalous
events occurring in a water utility network. For example, some current systems in the market,
such as water network sensors available from ABB Limited of England, or those discussed in
patents such as U.S. Patent Nos. 4,361,060 or 6,970,808 or U.S. patent application No. 0247331,
profess to be able to detect Ieaks in some forms of resource delivery networks. An improved
system, described in commonty owned U.S. Patent Application No. 12/717,944, entitled
“SYSTEM AND METHOD FOR MONITORING RESOURCES IN A WATER UTILITY
NETWORK?” which is herein incorporated by reference in its entirety, describes various systems
and methods for detecting anomalies in a water utility network, using statistical techniques to
provide a higher likelihood of accuracy than other existing or proposed systems. These and other
systems identify the possibility of leaks or other anomalics with some general data about possible
locations, based on affected sensors or meters.

{0007] Further resource management can be achieved by improving the current systems
to help network operators determine more precisely the location of previously detected
anomalies, to thereby find the leaks and other anomalies much more quickly, confirm them, and

fix them. Often, in a typical scenario, when alerting on an anomaly the detection system or work

[y



and direct methods, such as acoustic measurements or direct physical inspection by utility personnel,
such as field crews. However, these methods suffer from the drawbacks of requiring invasive
measurements and possibly excavation works, which can impose a significant cost in both time and
resources to the utility operators. 10006]Currently, systems exist to facilitate detection of leaks and
other anomalous events occurring in a water utility network. For example, some current systems in the
market, such as water network sensors available from ABB Limited of England, or those discussed in
patents such as U.S. Patent Nos. 4,361,060 or 6,970,808 or U.S. patent application No. 0247331,
profess topbecetdslo b datbctteaks Ingomeufibrass Oivids ouest délivenare itk achwoikypridvied system,
described in commonly owned U.S. Patent Application No. 12/717,944, entitled "SYSTEM AND
METHODFORNION IFORNGRESE RCHSN Ry AWK ERUT$CPYdE TWARKIChveh is herein
incorporated by reference in its entirety, describes various systems and methods for detecting
anomalieSTAXPXEF iRy ndtsaRt ﬁﬁ&%@ﬂ%@ﬁ%ﬁégcﬁﬁl‘b‘?é@&?@%ﬂﬁgﬁ@mﬁ&%@d of
accuracy than other existing or proposed systems. These and other systems identify the possibility of
leaks or ofﬂ%? %ﬁ%i%{i%ﬁ év}%ﬁeélgﬁhv %e“ﬁhel? %ﬁ%ﬁ&ﬁ’%é&ﬁi%&& 15f2°B45ad on affected sensors
or meters, g TIPuther (g3ou1Ge RANAOEMERL G

, b gehieyec by Improying g curtant systems to
help network operators determine more precisely t & location 0 previously detected anomalies, to

thereby finglthe derks-ancholbe! aRpmalirsiney M%@ngﬁiic’g&’atﬁﬂmmﬂetmg ang iy them. Often, in a

typical scenario, when alerting on an anomaly the detection system or work process will yield a

general lopaiiar ruehRsRONBcalopast ohtlhiesvaterJftiliisseinayduich must then be reduced to a
pinpoint location by more expensive secondary means, such as a survey by field crew. The cost of

determining such pinpoint location is ener%%éﬁiortional to the area or length of the network which
must be explored to pinpoint the arﬁhﬁ%f‘\ g@ﬁ&{%ﬂé@iss a need for improved systems
and methcigﬁogi further analyze

ome o7 all of the above and other deficiencies in the prior art are resolved by a
computerized method and corresponding system for determining one or more statistically likely
geographical locations of an anomaly suspected to have occurred in a region or zone of a water
utility network. The water utility network is made up of a network of pipes for delivering water
to consumers and has meters, often many meters, positioned within the water utility network,
The meters are typically placed by the water utility at various, irregular positions throughout the
network and provide an incomplete set of data regarding the flow and condition of water on the
network as a whole. The sensors measure quantitics such as, flow, pressure, reservoir levels,
acidity, turbidity, chlorination, noise. The meters may be positioned on the interior or exterior of
the pipes, near the network devices, or in other arbitrary locations. In particular for purposes of
the inventions described herein, meters are positioned within, in proximity of or in locations
hydraulically related to the region or zone of the anomaly and capture data whose values may be
affected by the occurrence of the anomaly or by the occurrence of an anomaly in that zone.
{00010} In accordance with some aspects of the invention, the method includes receiving

anomaly event data, the anomaly event data representing an indication of an anomaly occurring



data regarding anomalous events to refine a given general location of the events to a more precise
identification of location, at a high degree of statistical accuracy. SUMMARY OF THE INVENTION
10009]Some or all of the above and other deficiencies in the prior art are resolved by a computerized
method and corresponding system for determining one or more statistically likely geographical
locations of an anomaly suspected to have occurred in a region or zone of a water utility network. The
water utility network is made up of a network of pipes for delivering water to consumers and has
meters, often many meters, positioned within the water utility network. The meters are typically placed
by the waterhatility @tcuario wsthitr egegampe sibiens! throughour liheneetakrkignes pfavigeatinsincomplete set
of data regarding the flow and condition of water on the network as a whole. The sensors measure
quantities Bektbedsalfolps pré sairarsesapvaiinesats, incidity canbidityioshiofinationteaside. The meters
may be positioned on the interior or exterior of the pipes, near the network devices, or in other arbitrary
locations. Pt o SiHIBE Sd BRI SUA IS NS s sttt MRy ahsbtBes sHirepbostdhed within, in
proximity of or.in locations hydrauljcall elateﬁt the region or zone of the anomaly and capture data
whose valﬂ@')st%é'geb?%%%’feeéa&}’#fe% g 8§ SIS B IR o Y (e dREUARSERIBY AR anomaly

in that zone. 10001031 Agcargiange.uisome, asbedts, althe vention, e method jnglydes receiving
anomaly event datd, the anomaly event data represeriting an indication or an anomaly occurring or

having ocqyreebwithis.aeian k4N o tHe MAte bl BRIk uly e AL JRAIPAlISS include leaks,

loss of pressure, unusual increase in water consumption or flow, increased turbidity, unsafe or unusual

changes ingiiorne lexelse unsafaar sousual-ahangesHiompil, levelss anstthadikeddn same examples of
the method, receiving anomaly event data includes retrieving the anomaly event data from a database,

or receivingcthecdbgwaiyheheatdatly overiarcetd otihelcheagrism abyagraht datmdd Aesdeiated with meter
data produced by one or more of the meters, typically at least the meters that are affected by the
anomaly dh#tam wisidmtreinat dene wasirecBVEY e whivinthesknomal pavaieetecdidhd flere may also
be a predetermined list of meters that are relevant to that zone, e.g., in a DMA, the relevant meters

may be defldUca PR GHISRIBREEE YR anthwiBurifh elde aPemal DIVER St Wikin it. The

anomaly event data may. also include previously computed data on the magnitude of the anomaly, the
Ctatstionl TR BT L SPTBRB Lt BTt SEREIH 31 SO AL UESEP ity

network NP4 Iecgc'étﬂl?rear‘l%g g}aSIIYCWéa.‘nS a%gﬁ%ﬁ%‘?%&@gi%%?%%feo{:mﬁé'%ter utility network m which

the anomaly was detected, and other information.

[00011] In some embodiments, the method includes receiving a predicted or expected
value for some or all of the sensors (or an expected distribution of values). Such values may be
derived from a modeled, predicted or expected value or from a statistical prediction based on
meter data and other secondary data, for example, as described in U.S. Application No.
12/717,944, which may have been calculated already by and received from the anomaly
detection engine.

[60012] In accordance with some embodiments of the computerized method, & plurality of
tests are performed on the anomaly event data, each of the tests designed to statistically
determine a likely geographical location of the anomaly within the region or zone, each test

producing a result. Some of the tests are performed using the anomaly cvent data and its



1000111In some embodiments, the method includes receiving a predicted or expected value for some
or all of the sensors (or an expected distribution of values). Such values may be derived from a
modeled, predicted or expected value or from a statistical prediction based on meter data and other
secondary data, for example, as described in U.S. Application No. 12/717,944, which may have been
calculated already by and received from the anomaly detection engine. [00012]In accordance with
some embodiments of the computerized method, a plurality of tests are performed on the anomaly
event data, each of the tests designed to statistically determine a likely geographical location of the
anomaly withitidled negiodanr. Zne:; eashfdest prptlyding: actesdlio Ramesaf thedests aiempesformed using
the anomaly event data and its associated meter data. Some tests, for example, those related to
leaks, are {strfopmedvreyate ofl tafpdprase ntimgigemboo!, thresfollowisg girdntitiesadlesppressure,
reservoir levels, noise, or other indicators of hydraulic activity. 1000131In some embodiments, two or
more of th¥eistdigaosepidrvieEiin #irdllel on the anomaly event data Thus, these tests all use the
event data as inputs, may use other, different data sets as well, and produce as

same anomgéi . ‘ ell,
outputs orld 8P Phore likBIFIBESHBIRS B 4P SRTARS A BhisPSAEARIRERTE [oREYIARIESF the tests

are perforyled o (e ARSIy SVENLJata andiorhe fesullof another pf e fests. Thus, In some
cases, testing IS per?ormed on the |'efy“ dcatiohs tdentifiad gly Sther teSts oo example, eliminate

some of thelikelydacalians dasrd.en, aleolaka S6hER SXENahAAAN, BENGISE LY network. In

further embodiments, certain tests are performed repeatedly on anomaly event data sets received over
time repregeaing. an MRIEHREERRLINS SAG esRAUTAY (S GARIPHIREHTIQRCIHE ihiaa Wt utility

network at different times. The results of these tests may then be combined to determine a likely

location fodahevaiendalyesult of another of the tests. Thus, in some cases, testing is performed on the
likely locations identified by other tests to, for example, eliminate some of the likely locations
based on other data such as external data on the water utility network. In further embodiments,
certain tests are performed repeatedly on anomaly event data sets received over time representing
an indication that the same anomaly is continuing to occur in the water utility network at
different times. The results of these tests may then be combined to determine a likely location
for the anomaly.
[00014] In some embodiments, secondary data is used in the testing representing
additional information other than meter data about the water utility network or conditions
affecting consumption of water delivered by the water utility network. Some cxamples of the
secondary data include one or more of the following: map data representing a geographical or
schematic map of the water utility network; historical data representing past meter data for the
meter data associated with the anomaly event data; repair data representing one or more repairs
performed on the water utility network; external data representing weather or other conditions

affecting water consumption in the water utility network; asset management data, such as the



1000141In some embodiments, secondary data is used in the testing representing additional
information other than meter data about the water utility network or conditions affecting consumption of
water delivered by the water utility network. Some examples of the secondary data include one or
more of the following: map data representing a geographical or schematic map of the water utility
network; historical data representing past meter data for the meter data associated with the anomaly
event data; repair data representing one or more repairs performed on the water utility network;
external data representing weather or other conditions affecting water consumption in the water utility
network; agsetmandgeienpiatesucheasdveriagastanddiaberidis oftpibesdantothennabiiork assets;
and other data which indicates an anomaly, such as consumer reports of service failures or sightings
of a visibléUsh st coppoN S|Pt Pfertiet S3paids Anuahifnglvéd, VisiBbravrembodiments, comparing one
or more affected values of the meter data across a plurality of the meters and identifying one or some
of the met¥4Y being oS! HifCtEPEOIREGHIRER: PHETAFSPRAER OSBRSS most affected
sensors is identified ?S likely Jocation of the anomaly, For.example, where tkéﬁﬂanomal¥ event data

|

represents-an in iCatoA of A eﬂé?(,n} 18 SRR AEIVAIDES Bte‘fir?gf (RN é%??)t 8% 6F Bressure values

in the metegs, The,0nR, oL TS AfRsledhvalues, S NG meter dite.mex pecempated i gpe of several

ways, such as by computing an absolute increase in the ohe or more affected values in each of the

meters relativete adredicedsqnaxieatac valkie ApsicBnarag.the absgl %&%&%@?@ﬁ@é geross the
meters, by computing a relative increase in the one or more affected values in each of the meters

relative toagrerieied:dkxpeeteayaluedadeoiparRg e Rlaky e dneterspSasiasedthryneters, and
by computing a statistical likelihood in the change in the one or more affected values in each of the
meters relatifietoappradictedusr exthe ctethwalliecand @ompariffgethe statistiC dlcchatngésacgss the
meters. [00016]Another of the tests performed involves, in some embodiments, computing a change in
one or oreP¢afeRaEsHn avhetepsarlarsr Wabaa e cesed by anahephup/ feseaso etlot ¢nors prior values
of such parameters from such meters as between one or more pairs of meters hydraulically connected

to one andPRET Ai6HE s YuetiBieatnE st atiftrRet iRt rpgpted or expected value'and

comparing the absolute increases across the meters, by computing a relative increase in the one
or more affected values in each of the meters relative to a predicted or expected value and
comparing the relative increases across the meters, and by computing a statistical likelihood in
the change in the one or more affected values in each of the meters relative to a predicted or
expected value and comparing the statistical changes across the meters.

[00016] Another of the tests performed involves, in some embodiments, computing a
change in one or more values of parameters in meter data affected by the anomaly from onc or
more prior values of such parameters from such meters as between one or more pairs of meters
hydraulically connected to one another along a section of the water utility network, For
cxample, this may include computing a pressure drop between one or more pairs of hydraulically
connected meters and a prior or otherwise expected pressure drop between the one or more pairs
of hydraulically connected meters. If any of the one or more computed changes is statistically

significant, the section of the water network between the pair of hydraulically connected meters



example, this may include computing a pressure drop between one or more pairs of hydraulically
connected meters and a prior or otherwise expected pressure drop between the one or more pairs of
hydraulically connected meters. If any of the one or more computed changes is statistically significant,
the section of the water network between the pair of hydraulically connected meters is identified as a
likely location of an anomaly in related quantity. In the above example, an anomalous increase or
decrease in pressure drop indicates a corresponding anomaly in flow between those two sensors, in
turn indicating an anomaly such as a leak between those sensors or downstream of them. 1000171In
another testguarf6ethadc dtedyrdingito s6 menembbdinrelatsd proianomaly sxenrttateis, raceived
representing one or more prior occurrences of the same type of anomaly in the water utility network
and a geoyraphivel isceaionfdraash oitvesonalopindiesrercovssrrodtesntisliest flnen involves
comparing the anomaly event data to the prior anomaly event data by, for example, statistically
comparinS’%ﬁﬁH@f@%‘Nﬁ’ﬂ?@sﬁ%fﬁW‘éﬁ EREAT IS AES Peicn g isalr dRteEsrssisthEsaBranomaly
event data. The geographical location of the prior anomaly event data is then identified as a likely
location o%%@%ﬁ&%%ﬁ%’fﬁe parameters of the anomaly event data are statistically significantly similar
fo the parggygigrs of the prisranomakdaia in pariewiar,embediments, relatonsips aie calculated
between each of the p uralhty of prior anomalies By (ﬁusterlng e p1urart’ll?y o?oprlor ankr)maﬁ/ event data

based on the assegialermalatdataandis anspslaracalipns (aheaqh. aF e RIMrali of previous

anomalies. A likely location of the anomaly can then be identified by comparing the anomaly event

data with tha€lusteradiraar Aronalxdaiaans.selecting.encdratebalasesbio fhe: assasiated anomaly
data; the likely location identified is an area roughly containing all prior events in that cluster.

1000181IMyetea: fucthw possiliimeshsatbansed)nancaidanctdyithembodimenis atdhe, psesent

invention, secondary data is received representing additional information other than meter data about
the water erHinpisetwoskcallsrentheinepontary datth teprosdnts;cetglateonditios®adiegting consumption
of water delivered by the water utility network, or the environment of the network, or utility operations.

t
The test ttﬂ’éﬁ’i‘?ﬁ‘i@ﬁ@@%ﬁéﬂéﬂﬁ@’th& BYOF S ANy Ssgerdigsl location of the prior anomaly

event data 18 then 1dentified as a likely location of the anomaly if the parameters of the anomaly
event data are statistically significantly similar to the parameters of the prior anomaly data. In
particular embodiments, relationships are calculated between each of the plurality of prior
anomalies by clustering the plurality of prior anomaly cvent data based on the associated meter
data and the associated locations for each of the plurality of previous anomalies. A likely
location of the anomaly can then be identified by comparing the anomaly event data with the
clustered prior anomaly data and sclecting a cluster closest to the associated anomaly data; the
likely location identified is an area roughly containing all prior events in that cluster.

[00018] In yet a further possible test to be used in accordance with embodiments of the
present invention, sccondary data is received representing additional information other than
meter data about the water utility network, where the secondary data represents, e.g., conditions
affecting consumption of water delivered by the water utility network, or the environment of the

network, or utility operations. The test then involves correlating the prior anomaly event data



and secondary data and comparing the anomaly event data to the correlated prior anomaly event data
and secondary data The correlating may involve constructing a distribution of geographical or network
location data of prior anomalies. A likely location of the anomaly may then be identified by analyzing
the anomaly event data against the distribution of geographical or network location data. This test may
be performed, in some embodiments, as against data from a second water utility network, by
constructing a distribution of network data from the second water utility network and identifying a likely
location of the anomaly by analyzing the anomaly event data against the distribution of network data
from the saeDR@IN@B! dalilith Medwiplkink ai-examplee analisiso iR SR ths.sasPReLIyater utility
network may yield an estimate of the likelihood of bursts in pipes of various materials and ages, which
could therdipe apipliedntauthéanetifiorkamndeingonsidevatioro3E0dAn ddditiatal é6gt@estonaed in some
embodiments involves calculating a time of detection for the anomaly at each meter and data
indicating & speeukdperiipradrtiohnhvoaimeheh pipily theatienar tiitisporatlyonksfdrethbedetected
anomaly. The test then involves calculating the likely location of the anomaly by combining the time of
detection foFHhEcd hemalzRe e apady srptdpagaton feststrietennsaeesarhisphropriate to
determine an a K?fé%tion or locations wher%%he ifferences between measured times of arrival match

the expeclSd e BIEMTE (DYDTS) AR auRToREPEs SRR RSB & LrabBtitEHR v olves
eliminating AJKANIASRIRD RCORIIOREIARCIIRIS, SLING AnomANANG XA consiaints of
c

{ Con .
secondary data such as pipe diameter data, sefvice failure data, and hetwork layout data Thus, if a

likely |Ocatk%bhﬁﬁiﬂl9%%9m%hﬁ‘?§&ﬂﬂ‘%ﬂ% InASEHIR S JpeWalSLaENPEK N Wi SHsh apomaly

could not occur, such as a burst whic larger than the typical flow through that pipe, it would be

eliminatede{ramdeansidesadiodisaimitays hiiearihe wee h e300 65:6F [IMAS £88:RNkYr occur where
there are valves connecting the two breached zones: abnormally high consumption of certain

magnitudesisigssitikighjs(of prigyassitia) ihanaoyd esidentifissrwicekonanerlidns dhamia ¢ éemmercial
or industrial connection; and an anomaly identified as a likely case of water theft could be
characterisieligpededt bross anfiiedsydreaioos sistitialy e pesedvborinelibthef0B0a1Rdeadsults of these

tests are the identification of likely locations for the anomaly.
network under considceration.

{00019] An additional test performed in some embodiments involves calculating a time of
detection for the anomaly at each meter and data indicating a speed of propagation through each
pipe in the water utility network for the detected anomaly. The test then invoives calculating the
likely location of the anomaly by combining the time of detection for the anomaly and the speed
of propagation along the network or as appropriate to determine an a location or locations where
the differences between measured times of arrival match the expected times of arrival.

[60020] An additional test, performed in some embodiments, involves eliminating a likely
location by comparing characteristics of the anomaly and fixed constraints or secondary data
such as pipc diameter data, service faiture data, and network layout data. Thus, if a likely
location has the anomaly occurring in a section of the water network in which such anomaly
could not occur, such as a burst which is larger than the typical flow through that pipe, it would

be climinated from consideration. Similarly, a breach between two zones or DMAs can only



The results are then combined to generate scores for the determined likely locations for the anomaly.
The most likely location or locations are then presented to a user, possibly with the associated scores.
Other data regarding the anomaly may also be reported with the likely location(s), to aid the user in
refining the location, including characteristics of the anomaly and data associated with related
anomalies detected previously. BRIEF DESCRIPTION OF THE DRAWINGS [00022]The invention is
illustrated in the figures of the accompanying drawings which are meant to be exemplary and not
limiting, in which like references are intended to refer to like or corresponding parts, and in which:
[00023]Figscirarict2 presar bicek dingiams tHe pictingasysterscionbacatify andnoaliesyidkin a water
utility network according to embodiments of the present invention; [00024]Figs. 3 through 11 present
flow diagrafesriiistragimtrdneihbds lfbeljocatimgoasibiviatiesanjthisidenatesctyiditymatwivksaboording to
embodiments of the present invention; and 1000251Figs. 12 through 14 present screenshots showing
a web useP ihfePFFREFTedntiviy el epitnprtiem aid Aryeneriiedsyiticd tevltehtionetgitEaccording to

embodiments of the present invention. . .
theft could be characteristic of theft from a fire hydrant or similarly exposed connection.

{00921} The results of these tests are the identification of likely locations for the anomaly.
The results are then combined to generate scores for the determined likely locations for the
anomaly. The most likely location or locations are then presented to a user, possibly with the
associated scores. Other data regarding the anomaly may also be reported with the likely
location(s), to aid the user in refining the location, including characteristics of the anomaly and

data associated with related anomalies detected previously.

BRIEF DESCRIPTION OF THE DRAWINGS
[00022] The invention is illustrated in the figures of the accompanying drawings which are
meant to be exemplary and not limiting, in which like references are intended to refer to like or
corresponding parts, and in which:
[00623] Figs. 1 and 2 present block diagrams depicting systems for locating anomalies
within a water utility network according to embodiments of the present invention;
[00024) Figs. 3 through 11 present flow diagrams illustrating methods for locating
anomalies within a water utility network according to embodiments of the present invention; and
[000625] Figs. 12 through 14 present screenshots showing a web user interface presenting
event information generated by the geolocation engine according to embodiments of the present

mvention.



DETAILED DESCRIPTION OF THE EMBODIMENTS f00026]In the following description, reference is
made to the accompanying drawings that form a part hereof, and in which is shown by way of
illustration of specific embodiments in which the invention may be practiced. It is to be understood that
other embodiments may be utilized and structural changes may be made without departing from the
scope of the present invention. 100027]Figure 1 presents a block diagram illustrating one embodiment
of a system for locating anomalies within a water utility network. As shown in Fig. |, the system
includes a Geolocation Engine 100 composed of various software modules and databases residing on

computer hardware and IeEfOATIEDIDE SORIPTRYeowDREEMBODEwNTRe Geolocation Engine

100 may include one or more processing devices performing the below-described operations in
response [60@ecutablénitistiubtions; dserBaoiocatiomnEngindclioOhanalyresutidta deoeivedinom
Anomaly Engine 110 which, in turn, receives data from Network Database 120. The Network Database
120 receivVesforrhBtienifrsmigifeidns shererdysenserdyasuing deviséic enbedendstanpertaining to a
distribution network (not shown). One of skill in the art will appreciate that unless the specific context
explicitly ifAHCRHE BirrarpTsRendeagiedeill thie Rerimdoryierd thafpibessrimdigens r’&ﬁ&%@fer to the

same class .9f néatw rk devices and encompass any mefer, sensor, g[?]u e, or g;[er device capable of
utitized an I

suctural changes max be ma RO 2 WHteP distbution

measuring PAraneters or valtie Lo A &imuitis e h et P etiB T &ia
network. Qﬁ@@ﬁﬁ@ﬁ sensor types may be used (for different anomaly types, including water quality,
acoustic). The quantities being compared depend on the sensor type. For example, with flow meters

the systenpggsIpares the.shange i iowdielative.AraRsale o itk BERRSHIEMELEIR R SyStem may

compare the "head loss" or drop in pressure between pairs of hydraulically adjacent sensors,

indicative pithadlawmddagtheisectinnsuafigipessichAidaiRann Fig. 1, the system includes a
Geolocation Engine 100 composed of various software modules and databases residing on
computer hardware and performing the functions described further below, The Geolocation
Engine 100 may include one or more processing devices performing the below-described
operations in response to executable instructions. The Geolocation Engine 100 analyzes data
recetved from Anomaly Engine 110 which, in tumn, receives data from Network Database 120.
The Network Database 120 receives information from different meters, sensors, reading devices,
or other data pertaining to a distribution network (not shown). One of skill in the art wili
appreciate that unless the specific context explicitly indicates otherwise, as used herein the terms
“meter” and “sensor” generally refer to the same class of network devices and encompass any
meter, sensor, gauge, or other device capable of measuring parameters or values or a stimulus,
especially stimuli relating to a water distribution network. Different sensor types may be used
(for different anomaly types, including water quality, acoustic). The quantities being compared
depend on the sensor type. For example, with flow meters the system compares the change in

flow (relative or absolute); with pressure meters the system may compare the “head loss™ or drop
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1000281As described further below, the geographic or network location of an anomaly detected by the
Anomaly Engine 110 is calculated by the Geolocation Engine 100 as described further below. The
system stores, manipulates, and reports to the user, regions in the fowl of predefined network parts
(such as a DMA, or pressure zone), polygon on a geographical map, a range of addresses (in one
embodiment from GIS data), or a set of marked or named network assets, such as lengths of pipe.
Anomalies and events identified by the Anomaly Engine 110 include leaks, bursts, unexpected
consumption of water, breached or wrongly opened valve, faulty meters, meter calibration

problemsiirapessepraligtetanges obtiydrassedly miportasttothengimantityodtiwdler beingtilelivered over
the network, malfunctions in network devices, and other issues known to those skilled in the art.
1000291 Assivanef iPiRighiclwingrit@aolocation Engine 100 has calculated location information, that
information is transmitted to User Interface 130. 100030]Although illustrated as a single system, in

various erfifdfthents thedftrabeddurdirsRale haRF BERratIS HDT [arefitsRE R 285 Multiple

hard i d be distrib logically, i hically. Geologation Engi
100 may HE S SRS ECER RO ICoh EPGRUHCA BTt AP SEatas QR e B described
herein, | _ le instrugti | ine 10 Iso.includ itabl
sype of st G e E R T R o e

appreciatethalsf hare.aie faiRieHade pARdent MEISIESRENLORRATLNLies, JhBsR AR pombined as
repeat tests to improve accuracy, e.g. when there is a prolonged ‘anomaly (providing measurements
which are gufficieadyrdaeapabne embodiment from GIS data), or a set of marked or named network

asscts, such as lengths of pipe. Anomalies and cvents identified by the Anomaly Engine 110

include leaks, bursts, unexpected consumption of water, breached or wrongly opened valve,

faulty meters, meter calibration problems, water quality changes, other issues important to the

quantity of water being delivered over the network, malfunctions in network devices, and other

issues known to those skilled in the art.

[06029] As shown in Fig. 1, when Geolocation Engine 100 has calculated location

information, that information is transmiited to User Interface 130,

[00030] Although illustrated as a single system, in various embodiments the illustrated

system may be integrated and/or distributed across multiple hardware devices and may be

distributed logically, physically or geographically. Geolocation Engine 100 may be any suitable

physical processing device performing processing operations as described herein, in response o

executable instructions, Geolocation Engine 100 may also include any suitable type of storage

device operative to electronically store data.

[00031] One of skill in the art will also appreciate that if there are multiple independent

measurement opportunities, these are combined as repeat tests to improve accuracy, €.g. when

there is a prolonged anomaly (providing measurements which are sufficiently far apart
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chronologically to be independent statistically) or a recurring anomaly such as a leak which is active
only at night, or a consumer with exceptional use at specific hours. 1000321Figure 2 presents a block
diagram depicting further details of system for locating anomalies in a water utility network according
to certain embodiments. In one embodiment. elements 200a-200c form the Geolocation Engine 100 of
Figure I. Figure 2 includes Geolocation Engine 200, Anomaly Engine 210 and/or Anomaly Detector
211, External Data 212, Network Database 220, and User Interface 230. 1000331In one embodiment,
Gcolocation Modules 200a contain N number of individual modules using various separate and distinct
techniqueshi@siatistidalhy peadirptheclacaiiie aligiatisticaliylikelydeeptiarofsani@aramaly occurring
somewhere in the water utility network. As described further below, the Gcolocation Modules 200a
analyze setsiof ddtaatecgived fmstmerAvionrabeiFogihes2 b0 spodfor aomaly Detector 211, and
External Data 212. A typical anomaly report includes a type of the anomaly, an approximate location, a
start or det®¥iF time, Hptirampsntendlaphdispioriancrae fathendtet satasicmdicadeniog the
relevant meters, and optionally further characteristics received from the anomaly detection engine,

such as a PAGRIETR BFHE BULHNeSKATbASTBAIRIR SREBGmPeLR S dP-ART SFHERTIRStests, each
embodied in one oy .more program modules, which determine where the anpmaly is likely to be
cp soj '@:4-580'?: 1p grn the (% cation %?{glactcf’ 8?%55 (5 ? Vg%&f&gjﬁ“éﬁé)?

in
along the REtWork. fIl eTesufts are ten transmi ion fie 200b and the

results are cambiRGAAIARURAIKIBARIPENIG 2/19eRuaR ARG RARMA: Sieoiasaliertiipdules 200a
can transmit instructions to meters, da

a loggers, or other utility'data systems to temporarily change
the rate onmanpardwhichtheycaliaat datadrseme embodiments, inputs into Geolocation Modules
200a may include data from sensors measuring flow, pressure sound/noise, or other indicators of
water moti@nassthe netinaile asvedithas acdigialtimapieiihe Jneiwehik A uandits glawiamnent, or
schematic, archived historical data from such sensors, and logs of repairs and external data. The
sensor or sedgGsUoNge anealysedraieatiiob etisensonsimostdikalystedly aftdataddparnanemaly in the
general region known to contain the anomaly. For example, for some tests, these may be the sensors
on pipes |e&diFaHI0LiiTHRE 2BPAHHIR 2PRMALI RitgUGT IE SQeOYRaISHIt learatgroritiistriervadtesd area
("DMA") containing the anomaly. One skilled in the art will aprreciate that in selection of relevant

sensors fot°SER8 o@ffb@ﬁ@%’&‘?&@eﬁ%ﬂﬁ@t}ﬁtw&ﬁﬁfﬁ%w V‘fﬁécéqe?fg@ltaaﬁ?acﬁ’éﬁmﬁwn location
of e oy ST e Sl LM g 0 st et v

which Wouldllmp anomaly measura

"interrUpt"1%8%%(91.{%%%51%% ﬁgﬂﬂﬁbmaly, an approximate location, a start or detection time,

optionally an end time, optionally relevant meter data or indication of the relevant meters, and

optionally further characteristics received from the anomaly detection engine, such as a
magnitude of the event. Geolocation Modules 200a use, in parallel, multiple tests, each
embodied in one or more programming modules, which determine where the anomaly is likely to
be along the network. The resuits are then transmitted to the Location Decision Engine 200b and
the results are combined statistically to determine a location of the anomaly. Geolocation
Modules 2002 can transmmit instructions to meters, data loggers, or other utility data systems to
temporarily change the rate or manner in which they collect data. In some embodiments, inputs
into Geolocation Modules 200a may include data from sensors measuring flow, pressure,

sound/noise, or other indicators of water motion in the network, as well as a digital map of the



[00034]Anomaly Detector 211 which also provides inputs to Geolocat on Modules 200a may include
information from alternative anomaly detection methods or processes not employing the Anomaly
Engine 210, such as visible burst reports and consumer complaints regarding service failures.
[00035]External Data 212 can also supply additional information to Geolocation Modules 200a to
facilitate prediction of the location or statistically likely location of an anomaly occurring somewhere in
the water utility network. Data supplied by External Data 212 includes additional information relevant to
water consumption and network conditions, but not strictly within the above categories, such as
weather reportakiclistpysi ok ethabsalendasenenisdhatatiechwiairnrans waptiomasssanaiwerk behavior
within the water utility network, or any other event by the utility itself or its customers that may impact
the functidnasfothemetvodexnrsanazfbodiments séxtesnaliDatal 242 nchidesstasardast telephone
calls from users to the water utility network operators informing the operators of visible leaks. From this
informatiohH*Ektérhalaiate P anappiiely infbmaarionl rsaish ovotscotertaindheehisak fodations, to the
Geolocation Modules 200a. In other embodiments, External Data 212 includes collections of external
reports th&T 1T {R S PRSIt WP BAL K BF SHTSMRRRR RINSE Atadind iRtot i Bretigdthée Sfon of the leak

or anomaly. Service failures downstream .of the anomaly or. other, visible burst reports can be supplied
by Extornal DA D15 A B S S e s SEAEEHE R BB ROH crews or

s an B B B R e

(e.g. an acoustic field survey targeted by some Initial geolocation resu ny or a ‘of the above

noted Exteens Dot 326y Hemrppliediota %@&Wl@&%&%@é@ﬁﬂ%ﬁ fpore precise

results. [00036]The Location Decision Engine 200b then transmits the location information to

GeolocatiaepRatabasendRe similiah AhefdiaRstitsche iyfamatiamieldaendriariagends3tulyser Interface
230 displays location information to a user. The location information displayed to the user via User

Interface 28@ddcthdemnrstimecéthbadimentscastisthof getgramphicdt areasraniddGinmeatyarkipipes that
are most likely to contain the anomaly, with a statistical score (such as a value or or probability)
assigned fhéaufesERasimplified representation such as a "high probability” or "low probability”
indication, or a color coded map, e.g. in order to help prioritize inspection by field crews. In some

embodimdff3te outpitomiliieisiatebsudigh tlsastronide ha e srvecnesirddedstoandftaly

registered at eac{*l gensor location, and the above alregs/pi es di Ig\ ed on a map for a user to
NClude mIormation eogllglé%q%hve anomaly detection methoas or processes not

interactiveﬁr&a?(rﬁprove e estima
employing the Anomaly Engine 210, such as visible burst reports and consumer complaints
regarding service failurcs.
[00035) External Data 212 can also supply additional information to Geolocation Modules
200a to facilitate prediction of the location or statistically likely location of an anomaly occurring
somewhere in the water utility network. Data supplied by External Data 212 inchides additional
information relevant to water consumption and network conditions, but not strictly within the
above categories, such as weather reports, holidays or other calendar events that affect water
consurnption and network behavior within the water utility network, or any other cvent by the
utility itseif or its customers that may impact the function of the network. In some embodiments,
External Data 212 includes records of telephone calls from users to the water utility network

operators informing the operators of visible jeaks. From this information External Data 212
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[00037]Location Decision Engine 200b can also remotely instruct Network Database 220, sensors or
data collection systems (not pictured) connected to the water utility network to increase sampling rates
of water or resources flowing through pipes or reservoirs once the anomaly is detected to improve the
location capability for future changes in the anomaly. A notable exception regards those signals which
are typically carried at flow rate (or even slower), such as some water quality indicators, where
sampling rates of less than once a minute could still provide resolution in the hundreds of meters.
[0003810ne skilled in the art will appreciate that using multiple modules, or tests, as represented by
Geolocatienphied iéA08H 10 scompal@ssiatistiepblikelinocdioiom the dédhrelreatioaMododes 200a may
result in either an increased confidence that a location is the likely location of the anomaly, or may
result in aldethengebbdondideitdctnal Rale cafoncisdivecliketyidos afionahthemmonialyiniicere
embodiment, the Location Decision Engine 200b may weigh the location data N Geolocation Module
200a equdfyohvdiiétidearnbarimenttiectisbdib Ada ersiarcEefghine 20 lerkyrasamgitveights to the

locations sent from each N Geolocation Module 200a based on a predefined con%,uration. In another

embodimett, {Fe TOUATIP HERISITR Yribhiaqreus o rifseryins brddrmamiiehbeseeriddbetween
conflictinggetsult§lgatse)qprh[g{edelf'&g(etd lljées. ]l.tOIQtQSQlFﬂ% BdEresen}s bﬂO%Nﬂi gram illustrating an
X (f‘ma atd ., cana %aé oF%le Urner inc C ta sy Fcaﬁy ﬁ%ﬁé{f}l} &rcws

. 1 .
embodiment for a computerized metho ermining one or more's atist eographical

jocations of 3haRMRYIRALGAN Ao oh RILUIRARMA KPS A emAlevent data

is received. The anomaly event data, in this embodiment, represents an indication of an anomaly

occurting exdaaing ecauikedswithiategier:g620ne Qfibenvatelyiibhinetuark) the.aaemaly event
data being associated with meter data produced by one or more of the meters. In some embodiments

the anomaly dedaciadice Hetsty | dadeitatechasedisphtise ol GibR previoushninatiane thiist P atent
Application No. 12/717,944. Next, in step 302 a plurality of tests are performed on the anomaly event
data, eachtesstrdesigresilite. statistically determine a likely geographical location of the anomaly within

the region or zone, with the performance of each test producing a result. Next,
[00036] The Location Decision Engine 2000 then transmits the location information to

Geolocation Database 200¢, which then tfransmits the mformation to User Interface 230. User
Interface 230 displays location information to a user. The location information displayed to the
user via User Interface 230 includes, in some embodiments, a list of geographical areas and/or
network pipes that are most likely to contain the anomaly, with a statistical score (such as a p-
value or probability) assigned to each one or a simplified representation such as a “high
probability” or “low probability” indication, or a color coded map, e.g. in order to help prioritize
inspection by ficld crews. In some embodiments, the outputs include processed data, such as the
relative magnitude of anomaly registered at each sensor location, and the above areas/pipes
displayed on a map for a user to interactively improve the estimated location.

[00037] Location Decision Engine 200b can aiso remotely instruct Network Database 220,
sensors or data collection systems (not pictured) connected to the water utility network to
increase sampling rates of water or resources flowing through pipes or reservoirs once the

anomaly is detected to improve the location capability for future changes in the anomaly. A
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in step 303 the results of the plurality of tests to generate scores for the determined likely locations for
the anomaly are combined. Steps 302 and 303, in some embodiments, are performed by element 100
in Fig. 1, or more specifically any combination of elements 200a-200c in Figure 2. Finally, in step 304
one or more of the determined likely locations are presented to a user. Step 304, in some
embodiments, is performed by element 130 in Fig. 1, or element 230 in Figure 2. 1000401Figure 4
presents a flow diagram illustrating one embodiment of one of the plurality of tests on the anomaly
event data. In the embodiment presented by Fig. 4, relative magnitudes of the anomaly in multiple
sensors, fortsidmed dypas stgindashfieyvsignd snoiseh are tgpinyblaredriln stdp«0didlie anonakysignal at each
sensor is evaluated according to at least one of the methods represented in elements 402 through
404. In elénsbns A0RcarEBSuRliy indieswe ivhgie e lbiamures efffestduvaives nieeckoidht!meters
relative to a predicted or expected value is computed, and then the absolute increases across the
meters is REIPGFER Hiea idticdyrdrr&tepmeiss relative increase in the one or more affected values in
each of th rs relative to a predicted or expected value.is computed, and that computation is
compared&’vﬁ@fiﬁtﬁl SRR Wég H “’r?fé%%?@“ﬁ‘%ﬁ&%%ﬁ\%‘f& Y4B AS tatistical change

e rela |veL|ncF ases acro

in the one.gr,mare ATPEISYANEMBARCDRL NS MBIFTSIRIRIYPIIR ARIGUIEIEH pL prpected value i

computed, e statistical changes across eters are compared. Next, in step 405, the

evaluated GRRBASIABALIS O08R W PRIFIPIE SURUIS FRFHhiSiISIGRINGIGR.MUbAIERSL fipited to: (1) a

-closest sensor(s)" output; (2) decision-support output for a user including scores for each sensor plus

previous duahyoudpits of simiaristoraalasamaliesevvithdheiaaens gerkasatiomit3hdull output for
further processing via a Machine Learning method, which is provided in further detail below with
respect tolikigly Toc{0Q0dfAsnften o cours:i prvbatim utilitynibdwoibs Dpréseu fnganl00b areyspread more
densely (in a fixed sensor array, or as mobile sensors brought in to help locate the anomaly). One
statistical Hetghtinkgairedatbd Hprossire Mol befleetraky. drmotbesentorimetatad to flow in that
network section. Thus, even if the exact flows between the sensors are not known, which can require a

complex HyRFHACTAGHET B82S camy siineaab ipredan fecarspsiraichres @idly change in flow.

puralty oF RO LA A1) BT STRER) 0B BB TN Sl I siep 501 a
change is .in.th ar. mare values.of the difference between the values of a pair of meters
hydraulicall 3%§#§%1%%£t§§§§ gﬁé&%ﬁ%ﬁ?ﬁﬁﬁ%ﬁ*&%ﬁ%@r lﬂg(r:i::orSe %Cre\égfé‘g%g Oygﬁegs}go?fﬁgf difference.

One example Phyplugsicauidibe a pressure value taken from multiple measurements of the water
utility network. Next, in step 502, whether any of the one or more computed changes is statistically

significantjgmetstermined Therdmste poodidhensantionthetweanss Rae thyiadlicaitsonnected
meters is identified as a likely location of the anomaly, if the change in one or more values as between
such hydraibadlyocdemsoied noetarsiedatetinicedly ttdie stagisibally siginidficasitan anomaly in a

region or zone of a water utility network. In step 301, anomaly event data is received. The

anomaly event data, in this embodiment, represents an indication of an anomaly occurring or

having occurred within a region or zone of the water utility network, the anomaly event data

being associated with meter data produced by one or more of the meters. In some embodiments

the anomaly data is previously calculated as disclosed in the previously mentioned U.S. Patent

Application No. 12/717,944. Next, in step 302 a plurality of tests are performed on the anomaly

event data, each test designed to statistically determine a likely geographical location of the

anomaly within the region or zone, with the performance of cach test producing a resuit. Next,
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[00042]Figure 6 presents a flow diagram illustrating one embodiment for comparing the anomaly event
data to the prior anomaly event data, from an historical record. In step 601 parameters in the anomaly
event data are statistically compared to corresponding parameters of the pnor anomaly event data
Examples of parameters in the anomaly event data include raw meter data, geographical data, and/or
external conditions (such as date, weather, or concurrent network operations/conditions). For example,
an anomaly is considered similar to prior anomalies if the individual meter values or individual meter
anomaly magnitudes are similar. As a further example, such an analysis may determine that a
particular jnipersgtiidr issaliskelyhd pbatitty tdraticaledetettiecheisringtia: kieanminptblficeed high pressure
procedure by the network operators, if a particular flow meter is most strongly affected. [00043]One
example dpetaeititaltcompankondneiesia Blepstéfih grchedRod, Sushcadedinegrast Neighbor ("KNN"),
which groups anomalies into clusters of events with similar characteristics and a significantly unique

distributioASeresishelFmsIh A A Edch a&%%aam%%ﬁamm%%w&q%m@% HPared0Bf a DMA).

[00044]Next,.in step the geographical Iocat of the rlor y event data as a likely location
of the ano’r%tglﬁuis % ﬁ'ﬁ"ﬁ %@g&%a?ﬂsfé@%f” thie 'éff)ﬁ) C%f"énél%{ﬁéﬁ%sﬁﬂfg ritficantly

simiar (0 {1¢,PRraTBlers ere pror AnAna o, c%x) Ay el %emféetaa' for s preseny

embodiment, to e most ocation of a new event b eing andl yze e systemnflnds the
cluster (orgglysters) closest to it, and returns that cluster's location distribution (or combination of those
distributions). Other embodiments for comparing the anomaly event data to the prior anomaly event

data furthesjpygylve calcylatingralationshipsaetwean fach ObtberHsalinmobpsieramamalies by
clustering the plurality of prior anomaly event data based on associated locations for each of the

plurality obprelipws anomakhe spamdi jdentifyisg. ddikelyridedtionnoptheanbbydisirckities comparing
anomaly event data with the clustered prior anomaly data and selecting a cluster closest to the
associatemFqufal@a_anoma]y in multiple sensors, for signal types such as flow and noise are

compared. In step 401 the anomaly signal at each sensor is evaluated according to at least one
of the methods represented in elements 402 through 404. In clement 402 an absolute increase in
the one or more affected values in each of the meters relative to a predicted or expected value is
computed, and then the absolute increases across the meters is compared. Alternatively, in step
403 a relative increase in the one or more affected values in each of the meters relative to a
predicted or expected value is computed, and that computation i compared with the relative
increases across the meters. Alternatively, in step 404, a statistical change in the one or more
affected values in cach of the meters relative to a predicted or expected value is computed, and
the statistical changes across the meters are compared. Next, in step 405, the evaluated anomaly
signal is output, Possible outputs for this step include, but are not limited to: (1) a “closest
sensor(s)” output; (2} decision-support output for a user including scores for each sensor plus
previous such outputs of similar historical anomalies, with their known geolocation; (3) fuil
output for further processing via a Machine Learning method, which is provided in further detail

below with respect to Fig, 7.
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[00045]in some embodiments, even when event-specific data is not helpful in determining location, the
system constructs an a priori distribution describing where leaks (or other anomaly types) are likeliest
to occur. In further embodiments, the system deteimines where events of a particular type are
historically likely to occur, based on previously logged and repaired events (e.g. if 40% of events in a
certain DMA occurred along a particular pipe section, then a new event is considered 40% likely to be
on that section). Modeling likely anomaly location using this training set of historical data provides a
fixed probabilistic prediction of geolocation (regardless of further data, beyond the general location,
e.g. at DMAoBNgG!). Simikeslierifodaiss is avaitabidtthensysie praanaiiaiss distpRulianrtising detailed
geographical and/or network data such as soil type or pipe material and age. The mapping from e.g.
soil type aivdyslpéiagétodratativeturstrprobabilitycrssaithesughun @dwrippidorteebe anchlpr measured
directly from data, or (if the space is large and data points scarce) predicted by a generic Machine
Learning teBRR{tHE s dpicam RAINaR RS efeThiS fEapiiviyy saniveRr Jee senetadieed otiemwater
networks, if they are sufficiently similar, and if relevant differences (such as distribution of pipe ages)
are reasoffati BESRHEF Pt gr B parag J98a DOBeas IR GENEFAIRS it YirBsents a

flow diagram |Ilustrat|n(%}orl1 hpgr%‘%gglng at.least one of a |él of tests for

.. can requirc a © Ce né?aou(iiilg‘]egé(;f]og 18 a Sigmncant pressur Tr(‘)ali%XdlcatC
statistically determine a Tkely Jeographical location of an Anomaly wWithin'a Tegion of Zofie, for

example. reacieth Ndbe pRrRosaAb.aho¥e ) SiER.A0HiRSRNIAN: dRRbidERERyed the secondary

data representing additional information other than meter data about the water utility network or

conditionspaifeching SapaYBMRUAMevRiaTdslivatad:Rkiie WaIRE LRI NE WAk NIk RtgP 702, the

prior anomaly event data is correlated with secondary data The anomaly event data is then compared

to the correlattd: pfiticanamdyy Bvesh data andhgesandaydataiNade bt sieR vAdedbetanomaly event
data is compared to the correlated prior anomaly event data and the secondary data. Figures 8 and 9
provide fudifieradetdittirradditionaderhibpdineé ntstefo hpbmeiatig dhepral ancmahphvefiboate and
secondary data. 1000471Depending on the available data, certain methods for leak location may not

be able toPFoVidOE DERy HGHPRSEstEHUIH 2Bt dbfeatrsraphircataaalas! Mbresowatd ffeadetection of

pressure value taken from multiple measurements of the water utility network. Next, in step
502, whether any of the one or more computed changes is statistically significant is determined.
Then, in step 503, the section between a pair of hydraulically connected meters is identified as a
likely location of the anomaly, if the change in one or more values as between such hydraulically
connected meters is determined to be statistically significant.

[00042] Figure 6 presents a flow diagram illustrating one embodiment for comparing the
anomaly event data to the prior anomaly event data, from an historical record. In step 601
parameters in the anomaly event data are statistically compared to corresponding parameters of
the prior anomaly event data. Examples of parameters in the anomaly event data include raw
meter data, geographical data, and/or external conditions (such as date, weather, or concurrent
network operations/conditions). For example, an anomaly is considered similar to prior
anomalies if the individual meter values or individual meter anomaly magnitudes are similar. As

a further cxample, such an analysis may determine that a particular pipe section is a Hkely
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the anomaly may have been provided by the alternative anomaly detection methods or processes,
which naturally tend to provide location in geographical terms rather than network structure tem s. For
effective management of the anomaly there may also be considerable value in identification of a
network route which contains the anomaly, e.g. to enable network operators to shut off an upstream
valve, as multiple mains often run parallel and/or in close geographic proximity (e.g. under the same
road) for long distances, and even quite an accurate burst location may be hard to correlate to the
correct network asset. In such situations the output is based on network location rather than
geographioaatation a (Whdedttedgbogaphioane alamiglishdetesminesdhinméivhelnaneaksuch as in a
typical distribution scenario, the output may be displayed as an approximate geographical region, for
greater comvetifendba Phisidan Soalweles suffisienomdaitditerent pressure zones may overlap

significantlg e.g. if they supply the lower floor and the higher floors of buildings in a given
neighborh 89‘} Dne of RSPt bF BSOS MMy b Padest sHiteiRe R e%%éiﬁcﬁ‘as a list of

named asgets, or a.geographical or schematic locatjon of where the anomaly is likely to be located.
(000ABI B DB I, IS R RS ISP B SHEASRGHine prior anomaly
event data,and, % pndany,data, des 'bu%‘%'g{{‘c ﬁ{%ﬁﬁmiﬂrs&rﬁ%&% %‘?f%h% "S&Q%’%%Oa? otagographical or
network location data o?prlo anomales is constructed. en, In step , a }kely location of the

anomaly ig.jgeptifigd,by,analyzng-the.fnPabngugnt data against the distribution of geographical or
network location data. [00049]Figure 9 presents a flow diagram illustrating another embodiment for

correlatinggesprior anvexalihupiodatneandsatondasyatdatcot@sariiedibrnil; fchitshkaisstep 901, a
distribution of network data from a second water utility network is constructed. Then, in step 902, a
likely locatigel piottagicndithalynismdignti fidch iyed nbdyz ingatha anofmiaasvesdtl dataiagainst the distribution
of network data from the second water utility network.

statistically significantly similar to the parameters of the prior anomaly data, By way of further

detail for the present embodiment, to predict the most likely location of a new event being

analyzed, the system finds the cluster {or clusters) closest to it, and returns that cluster’s location

distribution {or combination of those distributions). Other embodiments for comparing the

anomaly event data to the prior anomaly event data further involve calculating relationships

between cach of the plurality of prior anomalies by clustering the plurality of prior anomaly

event data based on associated locations for each of the plurality of previous anomalies, and

identifying a likely location of the anomaly includes comparing anomaly event data with the

clustered prior anomaly data and sclecting a cluster closest to the associated anomaly data.

100045] in some embodiments, even when event-specific data is not helpful in

determining location, the system constructs an a priori distribution describing where leaks (or

other anomaly types) are likeliest to occur. In further embodiments, the system determines

where events of a particular type are historically likely to occur, based on previously logged and

repaired events (e.g. if 40% of events in a certain DMA occurred along a particular pipe section,

then a new event is considered 40% likely to be on that scction). Modcling likely anomaly
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[00050]Figure 10 presents a flow diagram illustrating one embodiment for performing one of the
plurality of tests to statistically determine a likely geographical location of the anomaly. In step 1001 a
time of detection for the anomaly is received from at least two of the plurality of meters affected by the
anomaly. This embodiment compares times of anomaly detection at each sensor, when the start of the
anomaly or some other feature of it is sufficiently sharply-defined, and the sampling of the relevant
guantity is rapid enough compared to that signal's speed of propagation. Next, in step 1002, data
indicating a speed of propagation through each pipe in the water utility network for the detected
anomaly i®cdatenminedhiNlexining ste pfHQ3- i dike yriochticnfat dhedkabiltaly ps:dattataied by combining
the time of detection for the anomaly and the speed of propagation to determine a location or locations
where theggiffeetinreagemiiese airfisticn dath tirmeen o ke gvedrel dechi the expe b \tlned of arrival between
possible locations of the anomaly. The area or areas from which signals could be received with such
time differefedEbiaikitii s VataeriP ey sisaceendrrhatie biirp oty daniedamgayurd presented to
the user. Th@ determiged intersectiq ipes between possible g)cations%ﬁthe anomgly is, in some

f
embodimEH LA A D 5P BLF THRE TS 15 P30T FIRP ASIFOME Ptk By,
[00052This meihed represented Py e embodiment ol Fig 19,5 simiarig calculating Dela Time of
) e [

. . ) meas
Arrival in R owever, In water networks most r ant signals propagate onﬁ/ along network

pathways 450k ROHM IRASAF BRSNS SalcHlalanmAYLIRAUES NG rADId @nd ReeHrately

time-stamped) sampling of sensors, e.g., because flow and pressure changes are carried through

pressurized fines 1adtne spere ksaunds akioga-ang-seaond ditference gauyaephtormoffset of
hundreds of meters. In some embodiments, therefore, the system remotely instructs the sensors or

data collection systemsvodnnédied 4o théinitotincisdise the ifamplngiftesancaithaanomaly is
detected to improve the location capability for figure changes in the anomaly. A notable exception
regards thdseiBigiaalelwinickeereary prestyablar einduaedloxvranerorassris hshaver), such as some water

quality indicators, where sampling rates of less than once a minute could still provide resolution in the
hundreds B1989#6krs.  More generally, figure 7 presents a flow diagram illustrating one embodiment for

performing at least onc of a plurality of tests for statistically determine a likely geographical
location of an anomaly within a region or zone, for example, as described in the paragraph
above. In step 701 secondary data is received, the secondary data representing additional
information other than meter data about the water utility network or conditions affecting
consumption of water delivered by the water utility network. Next, in step 702, the prior
anomaly event data 1s coirelated with secondary data. The anomaly event data is then compared
to the correlated prior anomaly cvent data and secondary data. Next, in step 703, the anomaly
event data is compared to the correlated prior anomaly event data and the secondary data.
Figures 8 and 9 provide further detail, in additional embodiments, for correlating the prior
anomaly event data and secondary data,

[00047] Depending on the available data, certain methods for leak location may not be
able to provide a very tight location, in terms of geographical radius. Moreover, the detection of

the anomaly may have been provided by the alternative anomaly detection methods or processes,
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1000521In place of or addition to the Machine Learning techniques described with respect to Fig. 6,
and also the method described with respect to Fig. 10, characteristics of the current anomaly and
related information, along with the same data for previous similar events (at least belonging to the
same DMA, perhaps more narrowly filtered) may be displayed to the user via a user interface. The
user may then make an educated guess as to precise location, possibly taking into account further
data or experience not present in the system. 1000531Figure 11 presents a flow diagram illustrating
one embodiment for a test performed by an analysis engine to statistically determine a likely location
of the anowiady. denstely ©1019 garddnbicdimgnarepnehcarf aiphuralitnefyprdvioustamomalies is
received. Next, in step 1102, relationships between each of the plurality of previous anomalies is
calculated%ﬁ%llﬁ%@?é@@ﬁ%fﬁ%ﬁfw{if D 87 SRRy helkes yduube omsigataiNe datue Bspecially meter
data or the individual meters' magnitudes of anomaly and associated locations for each of the plurality
of previoud IHSHAAIRIC ARSI St 1B TR égﬁéﬁoaﬂrﬂéfe%awasmg TSR difparing

associated angialy datg with cluster dats, and the duster clisest 1o the assogiated anomaly data is
selected. “?]he selec é)a gﬁlster IS, IN SOme em odcl’men S, presente ?0 a user %la%g’erc]nterface 130 or

230 of Figso\and 2. e SREGIYE Y. 1A00R4 1P BRE &%@@P&ﬁiﬁkv‘éﬁﬁﬁi{é AFIELTAURANS BEARS,network

are selected (or ruled out) as likely locations for'the anomaly based on characteristics of the detected

anomaly, aid #snade QhAGIRGHAM, anetdxR&RNY gl ANSRIIRL S HERARINRD AXGIWOrk

structure. For example, a leak with a large associated flow cannot be along a small diameter pipe: if a
pipe of diametek 16ebis resiinthiegdoshate asnastnOm o woioQmaikr athamanylpurst with a higher
rate cannot be along that pipe. As another example, if there are related service failures in the area of a
water lossdairomady tvhiciwitak erbeevctletastety prilalis iiecincadtadrio, By custarmersb{e.g., low
pressure at several service connections), the?/ must be downstream of the anomaly.

displayed as an approximate geographical region, for greater convenience. This is not always

sufficient, as two different pressure zones may overlap significantly, e.g. if they supply the lower

floor and the higher floors of buildings in a given neighborhood). One of the outputs of the

system may be based on network location such as a list of named assets, or a geographical or

schematic location of where the anomaly is likely to be focated.

[00048] Figure 8 presents a flow diagram illustrating one embodiment for correlating the

prior anomaly event data and secondary data described in Fig. 7. First, in step 801, a distribution

of geographical or network location data of prior anomalies is constructed. Then, in step 802, a

likely location of the anomaly is identified by analyzing the anomaly event data against the

distribution of geographical or network location data.

[00049] Figure 9 presents a flow diagram illustrating another embodiment for correlating

the prior anomaly cvent data and secondary data described in Fig. 7. First, in step 901, a

distribution of network data from a second water utility network is consiructed. Then, in step

502, a likely location of the anomaly is identified by analyzing the anomaly event data against

the distribution of network data from the second water utility network.
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[00055]Figure 12 illustrates a screenshot of the user interface ("UI") generated by the geolocation
engine according to one embodiment of the present invention. Figure 12 includes screen 1201
containing asset locations, such as meters or sensors, 1202a-f, and zones 1203a-c. Assets 1203a-c
are overlaid on the map and depict likely anomaly locations as well as "closest sensors" output. The
screen 1201 in Fig. 12 displays colored or shaded zones 1203a-c indicating several different levels of
anomaly location confidence to a user. The user may, for example, be a worker at a water utility
network tasked with monitoring the water network under analysis. In the embodiment shown, darker
pink, sucH®93M03c cdigperdd neekR030] 0w tiogeatiklystergoptain dhbodimomafyr pentrasszzone 1203b is
more likely than zone 1203a to contain the anomaly. Such ranking of likely locations is derived from a
simplified ¥eppé dsnhahiop i thda s sialy deturioar ditistroaetariicaldpaiigmpiéhthe system may
have determined that zone 1203c is likeliest to contain the anomaly because sensor 1202d was most

strongly affSRa biFit'THOBSE1 (B PR IR GPHAY & SeruSRSASILHARSHEP 0f B&nerated by
the geolocation engine accarding,to one embodiment of the present invention. Figure, 13 includes
Soroo 1300 e T8 A P H e A e 5y The screer
1301 displays gqlojed dndisations.of aing JARaaliesed bya delesied.Anamaly andilaggted
between assets 1302a-b. Notification 1304a is provided to indicate to a user of the Ul that pipe 1303a
is affectechypthadmiectad ARamRYE b he NI this P BadineilpREaRFAIRAHA03D is
disposed in geographic proximity, roughly between asset locations 1302a-b, however, pipe 1303b is
not affecteikin thp deatetheshanonmalKean chistghawled dacghetitathgre redB3 b fuptierisnchidesh
notification 1304b indicating to a user of the Ul such information, by means of a uniquely interpretable
identifier useld myetiethdiiatesuditaretvodrifar thmdoteciod aaenelidentifigimg it pipet.Sectipn! ¢3D3a in the
utility's GIS system. One of skill in the art will appreciate the utility of being provided with notifications
1304a-b ohafiéetelpaosetiie Homarsteiseshrpabineatba Hetntereriosdphdeet of assets

located at or near elements 1302a-b. . . : , ,
anomaly and the speed of propagation to determine a location or locations where the differences

between measured times of arrival match the expected times of arrival between possible
locations of the anomaly. The area or arcas from which signals could be received with such time
differences, taking into account the inaccuracy -in time-stamps (e.g. +/- | minute) are presented to
the user. The determined intersection of pipes between possible locations of the anomaly 18, in
some embodiments, presented to a user via User Interface 130 or 230 of Figs. 1 and 2,
respectively.

[00051] This method represented by the embodiment of Fig. 10 is similar to calculating
Delta Time of Amival in RADAR. However, in water networks most relevant signals propagate
only along network pathways, For some sensor types, this calculation may require very rapid
(and accurately time-stamped) sampling of sensors, e.g., because flow and pressurc changes arc
carried through pressurized pipes at the speed of sound, making a one-second difference
equivalent to an offset of hundreds of meters. In some embodiments, therefore, the system

remotely instructs the sensors or data collection systems connected to them to increase the
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[00058]Figure 14 illustrates a screenshot of another Ul generated by the geolocation engine according
to one embodiment of the present invention. Figure 14 includes screen 1401 and asset locations
1402a-f. The screen 1401 displays colored indications of asset locations 1402a-f affected by a
detected anomaly. The colored indications assigned to each asset location 1402a-c present anomaly
location confidence to a user of the Ul. Such indications may be used for "closest sensors" output (for
example when pins represent sensor locations at a DMA perimeter, and the anomaly is assumed to be
in a pipe within the DMA) or when the anomaly is such that location is discrete, i.e. at one of a few-
point assetsnffonereanpleavhemping yrepiesent BNVAporprbssuretizonepbolind@nfsaivebaagee of which
is assumed to contain the anomaly, or when pins represent a set of sensors and it has been
determineddl thiatiomealsf thaosdieeiaention raemis &insoimiénkissetdsaaedly tanze sheh includes the
likely location of the detected anomaly, is shaded darker than asset locations 1402a-b or 1402d-f
because GEBISEAY ThsTtiesHielsad SORMIAET THAHY BOPHGENCRIErRBBeEtEy Wit 5848t location

1402c is %reater than the th.(?lr ass tIocaltions.. Likewis %ss%t location 1402e is shaded because
. Dnce égt‘;l OV s ters

a minufte couid st e resolutfion 1n the.nundreds o ers )
geolocation englne“has dedrmined Wit some Confi ence,stha{rfﬁe detected anomaly is located at

asset 'OCa[ﬁ]ﬁgsﬁoze- F'ﬁ' YX@&’S&?E@&E@%@R@ﬁé&ﬁﬁciﬁcﬁ%ﬁg%&%ﬁi .tk A5.A35R lagation 1402c,

indicating e geolocation engine is less confident that the detected anomaly is located at asset

location 140Rg than AHIBS ARt ARRatiPR-d4RRe vABSRL Jeaatiansl 462 is-alsqahasiardarksr than all other

asset locations to indicate that the magnitude of the detected anomaly is greater at this location.
1000591 Figetras, kithrelagla kdoareconeapiyal il usiralions.al @vingionaimxplanationtatike present
invention. It should be understood that various aspects of the embodiments of the present invention
could be iflegientethérsdrer Mdbie phtinw ara e sefiwale filecdinbaydtiahsptinerbof the sshvembodiments,
the various components and/or steps would be implemented in hardware, firmware, and/or software to
perform tHeSUMENBISS of thassrasHbimverition Thatisl shessanie prees bicAvavparabiiytaage, or
module of software could perform one or more of the illustrated blocks (e.g., components or steps).

1000601 11ERGGRAUNEE BRI REGRITHACRY RIGEHESh OB hot only to water utility networks, but to

any type 58@% butlonFsléstelﬂ. qurg:egst%/ es %Eadls&glltm&%g gggt&rg@m (%g%t CI), wastewater or sewage,
gas, electric, telephony, f I

Utomdbits tratic o Gihar enérgy delivery systems wﬁﬁ:ﬁcﬁ’tnvolve fluid or
flowing re Qm.o €310 cons aini [ X ' 0 gny
flowing resRERSd R %%geg%ygm WSSaldertniie JRENREMAPhERRIAL

m having meters or sensors at arbitrary locations in the network
measuringdisiibution PRIBIENS JehRaHW. PrEaskrer GHAIN CIihg.flewat datadtsgli000611In

software implementations, computer software (e.g., programs or other
in step 1102, relationships between each of the plurality of previous anomalies 1s calculated by
clustering the plurality of previous anomalies based on anomaly data, especially meter data or
the individual meters’ magnitudes of anomaly and associated locations for each of the plurality
of previous anomalies. Finally, in step 1103, the location of the anomaly is predicted by
comparing associated anomaly data with cluster data, and the cluster closest to the associated
anomaly data is selected. The selected cluster is, in some embodiments, presented to a user via
User Interface 130 or 230 of Figs. 1 and 2, respectively.
[00054] In one embodiment, certain assets or parts of the network are selected {or ruled

out} as likely locations for the anomaly based on characteristics of the detected anomaly, and its

mode of detection, and fixed physical constrains, ¢.g., determined by network structure. For
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instructions) and/or data is stored on a machine readable medium as part of a computer program
product, and is loaded into a computer system or other device or machine via a removable storage
drive, hard drive, or communications interface. Computer programs (also called computer control logic
or computer readable program code) are stored in a main and/or secondary memory, and executed
by one or more processors (controllers, or the like) to cause the one or more processors to perform the
functions of the invention as described herein. In this document, the terms "machine readable
medium," "computer program medium" and "computer usable medium" are used to generally refer to
media suehaayk,ralrdomiticckssrmasmetyd ReWwWigraceachmy myerlbdje(ROM)pa rEampabfe storage
unit (e.g., a magnetic or optical disc, flash memory device, or the like); a hard disk; or the like.
[00062]N SiamRjcienyisresmawbkdimplesbbveafiowef Alsairichminhessopth efisachresent
invention to a single embodiment, as other embodiments are possible by way of interchange of some

or all of tHA'EIELWAL B P IHIRHNBE ehsriaiber RiBTIdvdr Hfkert celrsthsandsrdAtu st thdhSresent
invention can artially or fully implemented using known components, only those portions of such
o s e A R e B R eariben,

and detai:%jg.d?o%ﬁpc@&ﬁ% QIR Q&WQ&?&?&%HSHS&QRW%‘%%‘%%%%E%@J& SrMlied 3085 not to

obscure the“invention. In the present specification, an émbodiment showing a singular component

should nofggasgssarilydis fimisaghia-ather erabasimants iRcluding.acRluality.at he:same component,

and vice-versa, unless explicitly stated otherwise herein. Moreover, applicants do not intend for any
term i.n the:gpesilicatignoiclaing o be: astubreapBRRGTIRGN OVBHeaIal Meaniigionass explicitly
set forth as such. Further, the present invention encompasses present and future known equivalents to
the knowngompafentstaefmgeskto lhardinsbyuvhans ofeitustrattomH00DE3T.hederegoidd description of
the specific embodiments so fully reveals the general nature of the invention that others can, by
applying kivsaied§éandgrotralaritoithase dalepsitide riaomy treteoswnivsbrthelefsduments cited
and incorporated by reference herein), rea,dil;ll modify and/or adapt for various applications such
specific eﬁ?ﬁgaﬁn%%twﬁ%ﬁﬁrml in Fig. 12 displays colored or shaded zones 1203a-c indicating

several different levels of anomaly location confidence to a user. The user may, for cxample, be
a worker at a water utility network tasked with monitoring the water network under analysis. In
the embodiment shown, darker pink, such as 1203¢ compared to 1203b, is more likely to contain
the anomaly, whereas zone 1203b is morc likely than zone 1203a to contain the anomaly. Such
ranking of likely locations is derived from a simplified representation of the results of the
individual statistical tests; for example, the system may have determined that zone 1203c¢ is
likelicst to contain the anomaly because sensor 1202d was most strongly affected by it.

[00056]

{00057} Figure 13 illustrates a screenshot of another Ul generated by the geolocation
engine according to onc embodiment of the present invention. Figure 13 inciudes screen 1301
containing asset locations 1302a-b, pipes 1303a-b, and notifications 1304a-b. The screen 1301
displays colored indications of a pipe 1303a affected by a detected anomaly and located between

assets 1302a-b. Notification 1304a is provided to indicate to a user of the Ul that pipe 1303a is



experimentation, without departing from the general concept of the present invention. Such
adaptations and modifications are therefore intended to be within the meaning and range of
equivalents of the disclosed embodiments, based on the teaching and guidance presented herein.
1000641While various embodiments of the present invention have been described above, it should be
understood that they have been presented by way of example, and not limitation. It would be apparent
to one skilled in the relevant art(s) that various changes in form and detail could be made therein
without departing from the spirit and scope of the invention. Thus, the present invention should not be
limited by #feytod tyelalistetdeswribdy. ekathgianyee miod kb nivot. shold ppadEfiideédsonly in
accordance with the following claims and their equivalents. CLAIMS We Claim: 1.A
computeriZ&ePpae RG4S RRIBESTFATTAGY offt Sl nheTacstatiste HIRAtinesy YEadrdphiessictations of an
anomaly in a region or zone of a water utility network, the water utility network comprising at least a

network of FiPRS 1t AEREERA R RS cdsnamHer ey shaster angF rmatEi Jo8hiBrEa within the water

uiity network including a,plyrgily, of melers capturing data regarding,he water deliyring within the
region or zone of the anomaly, the me comprising: feceiving anomaly event data, the

anomaly %‘ﬁ?@hﬂaﬁ%&%%&ﬁﬁﬂﬂ&&iﬁa i&s@%?ﬁx}vi% QfiAR ANAMAYY QEEH IR HRAXING;AGARHYRE within a
region or zone oft the water utility network,

he anomaly event data being associated with meter data

produced iy gipe QLR @atheHRIAIS s GIS system. One of skill in the art will appreciate the
utility of being provided with notifications 1304a-b of affected 1303a and non-affected 1303b
pipes located between the same set of assets located at or near clements 1302a-b.
[00058] Figure 14 illustrates a screenshot of another Ul generated by the geolocation
engine according to one embodiment of the present invention. Figure 14 includes screen 1401
and asset locations 1402a-f. The screen 1401 displays colored indications of asset locations
1402a-f affected by a detected anomaly. The colored indications assigned to each asset location
1402a-c present anomaly iocation confidence to a user of the Ul Such indications may be used
for “closcst sensors” output (for example when pins represent sensor locations at a DMA
perimeter, and the anomaly is assumed to be in a pipe within the DMA) or when the anomaly is
such that location is discrete, i.e. at one of a few point assets (for example when pins represent
DMA or pressure-zone boundary valves, one of which is assumed to contain the anomaly, or
when pins represent a set of sensors and it has been determined that one of that set is faulty), In
this embodiment, asset location 1402¢, which includes the likely location of the detected
anomaly, is shaded darker than asset locations 1402a-b or 1402d-f because geolocation engine
has determined that a confidence level associated with asset location 1402c 1s greater than the

other asset locations. Likewise, asset location 1402¢ is shaded because geolocation engine has

determined, with some confidence, that the detected anomaly is located at asset location 1402¢.
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performing a plurality of tests on the anomaly event data each designed to statistically determine a
likely geographical location of the anomaly within the region or zone, the perfoimance of each test

producing a result; combining the results of the plurality of tests to generate scores for the
determined likely locations for the anomaly; and presenting one or more of the determined likely
locations to a user. 2. The computerized method of claim I, comprising receiving the meter

data associated with the received anomaly event data, and wherein performing a plurality of tests
comprises performing at least one test on the anomaly event data and the associated meter data.

3. The cohiputeeizesianietiioonof4izdny 2otwhisiesi s dabivingstidoneter Bl codnptiseshas dedving meter
data representing flow or pressure of the water in the water utility network. ~4.The
computerERoiPrEtHEBRCialrsIcoadidiph dirg redeiRalTg Sruprdaryosaled i preddermtigatititional

information other than meter data about the water utility network or ?%]ditiopi affecting consumption of

water deli\;‘éflead W%HM&%?‘tﬂﬁﬁfh&&k&%%?’hﬁ@@ﬁﬁ@#ﬁ&ﬂ@ﬁ%ﬂ%’ iGK {k}ﬁre*’r%S performing the
e o R AR S OS 2 PR SH O ren el el ooy it
Secondar}f@@g@lseled?%&'}gm‘ QHE)%RQQ glgr&%@.&%gjﬁfiﬂusﬁaﬁons allowing for an explanation of

the present invention. It should be understood that various aspects of the embodiments of the

present invention could be implemented in hardware, firmware, software, or combinations

thereof. In such embodiments, the various components and/or steps would be implemented in

hardware, firmware, and/or software to perform the functions of the present invention. That is,

the same piece of hardware, firmware, or module of software could perform one or more of the

illustrated blocks (c.g., components or steps).

[00060] It should aiso be understood that the invention applies not only to water utility

networks, but to any type of distribution system. Other types of distribution systems may be: oil,

wastewater or sewage, gas, electric, telephony, automobile traffic, or other energy delivery

systems which involve fluid or flowing resources from one arca to consumers. Indeed, the

invention may be applied to any distribution or coliection system having meters or sensors at

arbitrary locations in the network measuring distribution parameters such as flow, pressure,

quality or the flow of data itself.

[00061] In sofiware implementations, computer software (e.g., programs or other

instructions) and/or data is stored on a machine readable medium as part of a computer program

product, and is loaded into a computer system or other device or machine via a removable

storage drive, hard drive, or communications interface. Computer programs (also called

computer control logic or computer rcadable program code) are stored in & main and/or
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map data representing a geographical map of the water utility network; historical data
representing past meter data for the meter data associated with the anomaly event data; repair data
representing one or more repairs performed on the water utility network; and external data
representing weather or other conditions affecting water consumption in the water utility network or
affecting network operation. 6. The computerized method of claim 1, wherein performing a
plurality of tests comprises performing two or more of the tests in parallel on the anomaly event data
7. The computerized method of claim 1, wherein performing a plurality of tests comprises performing
at least onecofidhe test®un dhécanontd Yyevenrdate: ard dhreresolitoflzrothehofithettastsc8iThe

computerized method of claim 1, wherein receiving anomaly event
one or more processors to perform the functions of the invention as described herein. In this

document, the terms “machine readable medium,” “computer program medium” and “‘computer
usable medium” are used to generally refer to media such as a random access memory (RAM); a
read only memory (ROM); a removable storage unit (e.g., a magnetic or optical disc, flash
memory device, or the like); a hard disk; or the like.

[00062) Notably, the figures and examples above are not meant to limit the scope of the
present invention to a single cmbodiment, as other embodiments are possibie by way of
interchange of some or all of the described or illustrated elements. Moreover, where certain
elements of the present invention can be partially or fully implemented using known
components, only those portions of such known components that arc necessary for an
understanding of the present invention are described, and detailed descriptions of other portions
of such known components are omitted so as not to obscure the invention. In the present
specification, an embodiment showing a singular component should not necessarily be limited to
other embodiments including a plurality of the same component, and vice-versa, unless explicitly
stated otherwise herein. Moreover, applicants do not intend for any term in the specification or
claims to be ascribed an uncommon or special meaning unless cxplicitly set forth as such.
Further, the present invention encompasses present and future known equivalents to the known
components referred to herein by way of illustration.

{00063} The foregoing description of the specific embodiments so fully reveals the general
nature of the invention that others can, by applying knowledge within the skill of the relevant
art(s) (including the contents of the documents cited and incorporated by reference herein),

readily modify and/or adapt for various applications such specific embodiments, without undue
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data comprises receiving a plurality of anomaly event data sets over time representing an indication
the same anomaly continuing to occur in the water utility network at different times, and wherein
performing a plurality of tests comprises repeatedly performing at least one of the tests, each
performance being on each received anomaly event data set 9. The computerized method of
claim 1, wherein receiving anomaly event data comprises retrieving the anomaly event data from a
database. 10. The computerized method of claim 1, wherein receiving anomaly event data
comprises receiving the anomaly event data over a network. 11. The computerized method of
claim 1, cemprisiengarmoeivithguhdeparieg tata the goutsbebnviththianorsaly ieverttcdatdydthe meter data
including one or more values of parameters affected by the anomaly, and wherein perfoiming a
plurality ofdeBteiepnipdsesivispiming Rerelase Briendsdrbe stdhiy be mparing i 81%e oF more affected
values of the meter data across a plurality of the meters and jdentifying, one of the meters as being

most affe Bl A5 HaRpsed embodistepts, based SR B3 NS ARY ¥ GARHPIT WHEPSTR L omparing

the one or fips, affecteg valles of (e Mlclel AR CAmRIRES AL CATLONEOL b LRUIING an
absolute increase in the one or more affected values in each of the meters relative to a prédicted or

expected yale, Ang GAIBRAAGREAPRANE NGRISASAR ASS e IBIRS and not limitation. I

would be apparent to one skilled in the relevant art(s) that various changes in form and detail
could be made therein without departing from the spirit and scope of the invention. Thus, the
present invention should not be limited by any of the above-described exemplary embodiments,

but should be defined only in accordance with the following claims and their equivalents.
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computing a relative increase in the one or more affected values in each of the meters relative to a
predicted or expected value and comparing the relative increases across the meters; and

computing a statistical change in the one or more affected values in each of the meters relative to a
predicted or expected value and comparing the statistical changes across the meters. 13. The
computerized method of claim 11, wherein the anomaly event data represents an indication of a leak,
and wherein comparing one or more affected values comprises comparing flow or pressure values in
the meters. 14. The computerized method of claim 1, comprising receiving the meter data
associated with the anomaly event data includif®d-4H¥®r more values of parameters affected by the
anomaly, and receiving prior meter data presenting data provided by the meters from one or more
times prioWB(frlFB"&tcurrence of the anomaly including one or more prior values of the parameters

affected by the anomally, and whereiQ gzeeréon[lm;%n% 2 Pg.é{argrtx of tests comprises &Horﬂg (ggt at least one

. .Compu et C: ning one or m a]
of the tests by: complj}tlng gcﬁange i the Gne"or morevalues of the difisrence bétween values

of a pair of maters yfaulisaly sPARSRIRd 12 ARG,ATPIGE BEM.QNe ANMYUSRIEr QL Gxpgcted values

of that difference; determining whether any of the one or more computed changes is

statisticallyrgignifieasii aftfhrising at [eRRHRRGIRS SEBIORbatesh aRal of bydiawically gonnected
meters as a likely location of the anomaly if the change in one or more values as between such
hydraulicgliyretnnsetecmpdeitviedetgrmihed teebaisitatistically istiomificenplurality of meters

capturing data regarding the water delivering within the region or zone of the anomaly, the

method comprising:

receiving anomaly event data, the anomaly event data representing an indication
of an anomaly occurring or having occurred within a region or zone of the water utility network,
the anomaly event data being associated with meter data produced by one or more of the meters;

performing a plurality of tests on the anomaly event data each designed to
statistically determine a likely geographical location of the anomaly within the region or zone,
the performance of each test producing a result;

combining the results of the plurality of tests to generate scores for the determined
likely locations for the anomaly; and

presenting one or more of the determined likely locations to a user.

2. The computerized method of claim 1, comprising receiving the meter data
assoctated with the received anomaly event data, and wherein performing a plurality of tests
comprises perfornung at least one test on the anomaly event data and the associated meter data.

3. The computerized method of claim 2, wherein receiving the meter data
comprises receiving meter data representing flow or pressure of the water in the water utility

network.
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15. The computerized method of claim 14, wherein receiving the meter data and prior meter data
comprises receiving pressure values and prior pressure values, respectively, and wherein computing a
change comprises computing a pressure drop between one or more pairs of hydraulically connected
meters and a prior pressure drop between the one or more pairs of hydraulically connected meters.
16. The computerized method of claim 1, comprising receiving prior anomaly event data representing
one or more prior occurrences of the same type of anomaly in the water utility network and a
geographical location for each of the one or more prior occurrences, and wherein performing a plurality
of tests comprises performingd kit temstisreco nthhed stschyre drmoammigitgacapismalke @pndatiia to the
prior anomaly event data. _ 17, The computerized method of claim 16, wherein comparing the
anomaly ESRIREARE fs'diioprl dpfarpAianPBsE HAa AR et Rbout the watergilittipeiPEoMparing
parameters in.the angmaly event data tg correspondin rameters of the prior angmaly event data;
ond CORAy R G RBARRIC A 1B R FIRG T1BE ARl VBt iace AL TRl location of
the anom%l if the gar%}mete?wq;c the an%nn%{X gizt entsgata arc statis .Cr%llli}(l s(i) dti]ific[arr]lté;{ y 0}llar to the

WOk Operation, an Ege;n pe e_}_ S corrr#)rlses &t e e?t ..
parameters of the prior anomaly ata. . e Cco puter Zed me orf Claim , comprising

calculating, re|atianships:peiwesn cach.0t s, plwalify of prior anomalies by clustering the plurality of
prior anomaly event data based on associated locations for each of the plurality of previous anomalies,

and wherein identifying a liketnlaeatipreatdhenamemalyiGamNHaRsGORRANE REAHaY R¥ent data with
the clustered prior anomaly data and selecting a cluster closest to the associated anomaly data.

19. The comypuierizeckimethadonfictaidad compddimo teeeiving eacsmgasy: data representing additional
information other than meter data about the water utility network or conditions affecting consumption of
water delivered by the Wweiteetatilinyonatingrk copelanhicrbinaperfdreningrauplitsatitipotests comprises

performing at least one of the tests by correlating the . .
historical data representing past meter data for the meter data associated with the

anomaly event data;

repair data representing onc or more repairs performed on the water utility
network; and

external data representing weather or other conditions affecting water
consumption in the water utility network or affecting network operation.

6. The computerized method of clatm 1, wherein performing a plurality of
tests comprises performing two or more of the tests in parallel on the anomaly event data.

7. The computerized method of claim 1, wherein performing a plurality of
tests comprises performing at least one of the tests on the anomaly event data and the result of
another of the tests.

8. The computerized method of claim 1, wherein receiving anomaly event
data comprises receiving a plurality of anomaly event data sets over time representing an

indication the same anomaly continuing to occur in the water utility network at different times,
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prior anomaly event data and secondary data and comparing the anomaly event data to the correlated
prior anomaly event data and secondary data. 20. The computerized method of claim 19
wherein correlating the prior anomaly event data and secondary data comprises constructing a
distribution of geographical or network location data of prior anomalies, and wherein identifying a likely
location of the anomaly comprises analyzing the anomaly event data against the distribution of
geographical or network Location data. 21. The computerized method of claim 19 wherein
correlating the prior anomaly event data and secondary data comprises constructing a distribution of
network ciihensia retondng aipatine hsscmpit PR et ir e prieyinig oalikesst oeatidheof the
anomaly comprises analyzing the anomaly event data against the distribution of network data from the
second wisih G TEAERC IE TSR SATP ULETIFEHAMIRBFSF AR 1¥vherein performing a plurality of

tests comprises perfort%ﬂng alt least of the t stslﬁg/ recet{vi%% from.at Ieastd?ne of the plurality
€

of meters affected by thie ano ea%(/),mé“ﬁtﬁ?ée e &%%C%P}ﬁe“én% laffl?emng w?‘@é&\ﬁ‘ﬁ%nbata

indicating g,5p66d, 0f PraRagRANoN. along, (e REMWAIK:IGK .fgtggted anomaly; and

10.  The computerized method of claim 1, wherein receiving anomaly event
data comprises recetving the anomaly event data over a network.

11.  The computerized method of claim 1, comprising receiving the meter data
associated with the anomaly event data, the meter data including one or more vaiues of
parameters affected by the anomaly, and wherein performing a plurality of tests comprises
performing at least one of the tests by comparing the one or more affected values of the meter
data across a phurality of the meters and identifying one of the meters as being most affected by
the anomaly.

12, The computerized method of claim 11, wherein comparing the one of
more affected values of the meter data comprises at least one of:

computing an absolute increase in the one or more affected values in each of the
meters relative to a predicted or expected value and comparing the absolute increases across the
meters,

computing a relative increase in the one or more affected values in cach of the
meters relative to a predicted or expected value and comparing the relative increases across the
meters; and

computing a statistical change in the one or more affected values in each of the
meters relative to a predicted or expected value and comparing the statistical changes across the

meters.
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calculating the likely location of the anomaly by combining the time of detection for the anomaly and
the speed of propagation to determine a location where differences between measured times of arrival
match expected times of arrival. 23. The computerized method of claim | wherein presenting
the likely location of the anomaly further comprises eliminating a likely location of the anomaly by
comparing characteristics of the anomaly and fixed constraints. 24. The computerized method
of claim 23 wherein fixed constraints are selected from the set consisting of: pipe diameter data,
service failure data, and network layout data 25. The computerized method of claim | wherein
presenting the likely lobation Gletheranéely withod stelinaddigriwicts treanseealp syshtiétanomaly
comprises further presenting a network route likely to contain the likely location of the anomaly.

26. The cBRIStHENZBHEtHRY YR dtaim I LRI ARTRIBBRIRY Oh BraCatistied BHiRECaRBIiS and data

associated with related anomalies detected previously. 27. A computerized system for
.- COMPpannge 1ow ofr retfsulre Values 1n tac meters, . .
determininig one or ' more hkeély Iocations of an ariomaly, the one or more likely locations of the anomaly

disposed throughout a,yater ity AEALs NGBS I NEMORS SRRPHEING AL lsast gpetwork of

pipes for delivering water to consumers and a plurality of meters positioned within the water utility

network, the Ry APHPERIAELY cvent dRNEINARGCIBIRIRRIGR Halabasp.fanecrivina-AueYaly data, the
anomaly data representing an indication of an anomaly having occurred within the water utility

network, the indicatiomeotibevanopiahnheing.assesiated with pnetdedajanprodiectddy greor more of
the meters;

more times prior to the occurrence of the anomaly including one or more prior values of the

parameters affected by the anomaly, and wherein performing a plurality of tests comprises

performing at least one of the tests by:

computing a change in the one or more values of the difference between values of
a pair of meters hydraulically connected to one another from one or more prior or expected
values of that difference;

determining whether any of the one or more computed changes is statistically
significant; and

identifying the section between a pair of hydraulically connected meters as a
likely location of the anomaly if the change in one or more vaiues as between such hydraulically
connected meters is determined to be statistically significant.

15.  The computerized method of claim 14, wherein receiving the meter data
and prior meter data comprises receiving pressure values and prior pressure values, respectively,
and wherein computing a change comprises computing a pressurc drop between one or more
pairs of hydraulically connected meters and a prior pressure drop between the one or more pairs

of hydraulically connected meters.
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an analysis engine for performing a plurality of separate tests to statistically determine a likely location
of the anomaly by statistically combining results of the plurality of tests to generate scores for each of
the likely locations for the anomaly; and a user interface module for presenting the likely locations and
associated scores to a user. 28The computerized system of claim 27 wherein the analysis engine
performs steps to calculate the likely location of the anomaly comprising comparing magnitudes of the
data produced by the plurality of meters affected by the anomaly; and reporting an indication of the
likely location of the anomaly to a user via a user interface. 29. The computerized system of
claim 27, wherein the Ui&er intéefaeanviodete fathnskabthevel hmfkeRRlFsatibrRoTvTargivBihaly and the

score assigned to the location of the anomaly from the anomaly database and reporting the location of
the anom&l§S A HHEPEERINETG 96 A I5tREOIORSHHBIF 08 R SATAYRS &1gigmaly In the ggtorhe

computerized system of claim 27 wherein a test performed by the analysis engine comprises:
P utsgy ,etW(m( and a geogral\)%pcaT oca%c)n%mp each O?t%e 01¥e Oor more r?or occtirrences, and

wherein performing a plurality of tests comprises performing at least one of the tests by
comparing the anomaly cvent data to the prior anomaly event data.

17.  The computerized method of claim 16, wherein comparing the anomaly
event data to the prior anomaly event data comprises:

statistically comparing parameters in the anomaly event data to corresponding
parameters of the prior anomaly event data; and

identifying the geographical location of the prior anomaly event data as a likely
location of the anomaly if the parameters of the anomaly event data are statistically significantly
similar to the parameters of the prior anomaly data.

18,  The coﬁputerized method of claim 17, comprising calculating
relationships between cach of the plurality of prior anomalies by clustering the plurality of prior
anomaly event data based on associated locations for each of the plurality of previous anomalies,
and wherein identifying a likely location of the anomaly comprises comparing anomaly event
data with the clustered prior anomaly data and selecting a cluster closest to the associated
anomaly data.

19.  The computerized method of claim 1 comprising receiving secondary data
representing additional information other than meter data about the water utility network or
conditions affecting consumption of water delivered by the water utility network, and wherein

performing a plurality of tests comprises performing at least one of the tests by correlating the
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receiving data indicating the occurrence of a plurality of previous anomalies; calculating
relationships between each of the plurality of previous anomalies by clustering the plurality of previous
anomalies based on common events and associated locations for each of the plurality of previous
anomalies; and predicting the location of the anomaly by comparing associated anomaly data
with cluster data and selecting the cluster closest to the associated anomaly data.

prior anomaly event data and sccondary data and comparing the anomaly event data to the
correlated prior anomaly event data and secondary data.

20.  The computerized method of claim 19 wherein correlating the prior
anomaly event data and secondary data comprises constructing a distribution of geographical or
nctwork location data of prior anomalics, and wherein identifying a likely location of the
anomaly comprises analyzing the anomaly event data against the distribution of geographical or
network location data.

21.  The computerized method of claim 19 wherein correlating the prior
anomaly event data and secondary data comprises constructing a distribution of network data
from a second water utility network; and wherein identifying a likely location of the anomaly
comprises analyzing the anomaly event data against the distribution of nctwork data from the
second water utility network.

22.  The computerized method of claim 1 wherein performing a plurality of
tests comprises performing at least of the tests by:

recetving, from at least one of the plurality of meters affected by the anomaly, a
time of detection for the anomaly,

receiving data indicating a speed of propagation along the network for the
detected anomaly; and

calculating the likely location of the anomaly by combining the time of detection
for the anomaly and the speed of propagation to determine a location where differences between

measured times of arrtval match expected times of arrival.
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23.  The computerized method of claim 1 wherein presenting the likely
location of the anomaly further comprises climinating a likely location of the anomaly by
comparing characteristics of the anomaly and fixed constraints.

24, The computerized method of claim 23, wherein fixed constraints are
selected from the set consisting of: pipe diameter data, service failure data, and network [ayout
data.

25, The computerized method of claim 1 wherein presenting the likely
location of the anomaly with a score assigned to the location of the anomaly comprises further
presenting a network route likely to contain the likely location of the anomaly.

26.  The computerized method of claim 1 comprising reporting characteristics
of the anomaly and data associated with rclated anomalies detected previously.

27. A computerized system for determining one or more likely locations of an
anomaly, the one or more likely locations of the anomaly disposed throughout a water utility
network, the water utility network comprising at least a network of pipes for delivering water to
consumers and a piurality of meters positioned within the water utility network, the system
comprising:

a network information database for receiving anomaly data, the anomaly data
representing an indication of an anomaly having occurred within the water utility network, the
indication of the anomaly being associated with meter data produced by one or more of the
meters;

an analysis engine for performing a plurality of separate tests fo statistically
determine a likely location of the anomaly by statistically combining results of the plurality of

tests to generate scores for each of the likely locations for the anomaly; and
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a user interface module for presenting the likely locations and associated scores to
a user.

28.  The computerized system of claim 27 wherein the analysis engine
performs steps to calculate the likely location of the anomaly comprising comparing magnitudes
of the data produced by the plurality of meters affected by the anomaly; and reporting an
indication of the likely location of the anomaly to a user via a user interface.

29, The computerized system of claim 27, wherein the user interface module
further retrieves the likely location of the anomaly and the score assigned to the location of the
anomaly from the anomaly database and reporting the location of the anomaly and the score
assigned to the location of the anomaly to a user.

30.  The computerized system of ¢laim 27 wherein a test performed by the
analysis engine comprises:

recetving data indicating the occurrence of a plurality of previous anomalies;

calculating relationships between each of the plurality of previous anomalics by
clustering the plurality of previous anomalies based on common events and associated locations
for each of the plurality of previous anomalies; and

predicting the location of the anomaly by comparing associated anomaly data

with cluster data and selecting the cluster closest to the associated anomaly data.
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