-1 16 FEBRUARY 2006 DATA STORAGE DEVICE SECURITY METHOD AND APPARATUS Field of the
Invention This application relates generally to the field of data storage and 5 retrieval. More particularly,
this invention relates to the security system between a host and a data storage device. The present
invention relates to a method and apparatus for linking a data storage device ta&rFdsRrignRteZhiWOSt tO
prevent copying of data stored on the data storage devige. 10 Background of the Invention Currently,
consumers can order music or video for listening or viewing within a household. One common type of
ordering is pay per VA InEREQR AdnEURRY He: fé@li’dfhém BORANDLARRARARES I another
ordering system, the consumer orders music or a movie from a call-in-center 15 or directly from a set top
box. The movie or music is distributed to the set top box within the consumer's home. The set top box
includes a data storage device, such as a disddridenf hsfinmentamy, or some other data storage device,

on which the music file @r, moviefile js stored. The moyie or son n then be viewed or listened to at a
20 Y;tér time colslvlenilent 1%%%%&"@15{&%ﬁeéé?ﬁefisegg&‘?ég%'nboﬁb@@ﬁ%ﬁ;@?ﬂ&é,&lgg’&ﬂﬂé rlneasu res are

placed in thesset jgp-RxISONRRE S eI sAN IO thiten FORFSIffIRY IR sarnatpsyeepigd from the data
storage device. Even though security measures are in place, numerous methods have been developed

to overcome the Refinasnsebastipndasiatsstriagesal iswides disespntisn snismbadaégycopies of
movies and song&@g&a&gﬂﬁ '%)' §££?J§F%§$§§{ﬁggw%%%%%ﬁ%% qsbibugrs QLins RpQliRgged, works. In

order to prevent unauthorized ying o
prevent copying of data stored on the data storage device.

10 Backeround of the Invention

Currently, consumers can order music or video for listening or viewing
within a household. One common type of ordering is pay per view where a
consumer pays a fee to watch a movie at a particular time. In another
ordering system, the consumer orders music or a movie from a call-in-center

15 or directly from a set top box. The movie or music is distributed to the set top
box within the consumer’s home.

The set top box includes a data storage device, such as a disc drive,
flash memory, or some other data storage device, on which the music file or
movie file is stored. The movie or song can then be viewed or listened to at a

20 later time convenient to the consumer. Since songs and movies have value,
security measures are placed in the set top box so that the files containing the
songs or movies cannot be copied from the data storage device. Even though
security measures are in place, numerous methods have been developed to
overcome the current security measures. The result is wide distribution of

25  bootlegged copies of movies and songs that result in lost revenues for the
owners and distributors of the bootlegged works.

In order to prevent unauthorized copying of works that would

normally have to be paid for, a host and a data storage device are generally



normally have to be paid for, a host and a data storage device are generally 16 FEBRUARY 2006 -2-
provided with some sort of security system. One of the simplest security systems controls access to the
data storage device with the use of a password. However, a security system with a plaintext password
does not offer adequate protection since it is vulnerable to attack. 5 A better semFiprRyateeioyolves
encrypting the password before transmission to protect2t from unintended disclosure or modification.
Encrypting a password involves applying a mathematical algorithm to plaintext information to transform

the plaintext inforﬁfﬁﬁéﬂ%tﬂﬂpﬁ_@ﬁ@@%ﬁﬁyw% ﬁﬁﬂﬁ@ﬁﬂ&@@@l%ﬁ@bﬁﬁiﬁi%%é@%‘ﬁi%mputational
process (i.e. 10 @(:9s‘%‘é‘ﬂﬁé'tgg??t&ﬁ'@gc%éé‘é%%@H\é‘ﬁ&tﬁ@%%g&?eC{BﬂﬁrEﬁétuQJ‘bf Q“r%aQQWS%d‘.’f the

corresponding decryption key can decrypt the resulting e text. To date, a large number of
encryption algorithivg &eee heerueitployateim thétHitepdtineefqraaxarnpibd e rmuttisffial &bdquateryption
Algorithm (IDEA), by Xuejia Lai and James r%/ﬁssey, with a block size of 64 bits and a key length of 15
128 bits can be URE¥FGHERGHISEIHFHBEIPSTRN DI AR Eor the details of IDEA, please refer to the book

"Applied cryptography: 9405@&@&55&99{@9155}59@{4 ﬁﬁ%ﬁfeﬁ:%ﬁ%tjﬁﬁghé’ﬂ@rﬁ&_%@%‘i‘a%@fof)@ssword 'security
systems have several shortcomings. One of the more significant shortcomings of password security

systems is that tHepsssiseRNte Pochectrdrfsaittedistasdanl digelpsTrisis medditedining even when the

password is encrypted. Such a shortcomin n lead to.unauthorjzed access.. Some security systems
brovide for cfferel LR BB So Tt e S e S g R o0y by Microohip
Company can mpkséeagh iliénsmissinndiranséneadae pliguext hefoenienbdioihe teapisertde

Applying the mathematical algorithm includes a computational process (i.e.
10 an algorithm) using a key to convert plaintext into ciphertext. Only the holder
of the corresponding decryption key can decrypt the resulting encrypted text.
To date, a large number of encryption algorithms have been explored in the
literature. For example, International Data Encryption Algorithm (IDEA), by
Xuejia Lai and James Massey, with a block size of 64 bits and a key length of
15 128 bits can be used for encryption/decryption purpose. For the details of
IDEA, please refer to the book “Applied cryptography: protocols, algorithm
and source code in C”, by Bruce Schneier.
Password security systems have several shortcomings. One of the more
significant shortcomings of password security systems is that the password to
20  be transmitted is usually fixed. This is a shortcoming even when the
password is encrypted. Such a shortcoming can lead to unauthorized access.
Some security systems provide for different codes to be sent. For
example, the KEELOQ code hopping technology by Microchip Company can
make each transmission by an encoder unique. The content to be transmitted
25 by an encoder using this technology has two parts. The first part of the
content is referred to as the hopping code part and the second part is the
unencrypted part of the transmission. The hopping code part is a 32-bit part.

The hopping code part consists of 4-bit function information, a 12-bit



25 by an encoder using this technology has two parts. The first part of the content is referred to as the
hopping code part and the second part is the unencrypted part of the transmission. The hopping code
part is a 32-bit part. The hopping code part consists of 4-bit function information, a 12-bit 16 FEBRUARY
2006 -3- discrimination value and a 16-bit synchronization counter and is encrypsa®ByUaR e pa@y/ption
algorithm before transmission. The information in this pat is different each time the encoder is activated
since one bit in the data is changed. The second part is the unencrypted part of the transmission 5

containing the enég&iMisaiamympe andhickorblisamebiaaiviioRcCaHBdIeing i5 eleesdred ey more

details, please vi i1t1t w 0 '%9 | Yeoi The i Lo . .
et Tonoes mior N L s Sl CBIARsiqn: The infprmationin s partis
disadvantages indlifflingntleathetitteEh© éntecturdlogytivated esnaigbrie st sechetgatminly 10 based on

keeping the algorithm a secret. 2. All security information including discyimination value and
synchronization g?,geiggﬁtsﬁ‘fé’ REW th%&Wﬁ‘@&‘Hé(ﬂﬁlérP Bh 83&%? S HEY8R at each

tran§mission5 Th‘é&ﬂ%&i&i&%‘ﬁ@@ﬁc%@?@%Wﬁﬁrﬂ%W Wﬁi@ﬁ%ﬂ’é@t@'ﬁ%ﬁﬁ@n ﬁi&c&ﬁ%d%? the
engineers responsible for encoder design, or people that learn the code to service various components of

a system. The disadvaecages. lifnit ﬂh@tﬁs@&tﬁﬂﬁ@l@&@@tﬂmmbg@gﬂfsﬂ}’%m control systems.
s e e AR BSOS OIS AR SR A e e
used in the consumer elehtrdics.@n\iEchingogyHIRRivhhI Mish&MENEAT IR 1ding:
1. The KEELOQ technology provides high level security mainly
10 based on keeping the algorithm a secret.
2. All security information including discrimination value and
synchronization counter, except the key, is transmitted between
encoder and decoder at each transmission.
Thus, it is vulnerable to persons who know the encryption algorithm, such as
15  the engineers responsible for encoder design, or people that learn the code to
service various components of a system. The disadvantages limit the use of
the KEELOQ technology mostly to remote control systems. As can be seen by
the above shortcomings, there is a need for new security systems that enhance

the security in data storage devices. There is a further need to enhance

20  security of data storage devices used in the consumer electronics environment.

CURRENT IMPLEMENTATION
Current data storage devices include security features. For example,
ATA hard disc drives are commonly used with computers as data storage
25  devices. To prevent any unauthorized users from accessing the data stored on
such devices, it is necessary to implement certain security features in the

devices. The existing security feature set implemented in ATA hard disc



Current data storage devices include security features. For example, ATA hard disc drives are commonly
used with computers as data storage 25 devices. To prevent any unauthorized users from accessing the
data stored on such devices, it is necessary to implement certain security features in the devices. The
existing security feature set implemented in ATA hard disc 16 FEBRUARY 2006+#Egkivagyprovédes a
method for limiting data access to only authorized users4or host systems. As implemented, the security
features are actually a password security that allows for a completely contained system to limit access to
information 5 andldtesdr evedeh e MEBOSTER AR g deiveastsrsd it ceshYraseddrEsrolits own
media even thougrlggp%ﬁ \/sx{ord is set through a host computer. The drive uses the same password
wherever it is unplugged and then attached. As a result, if the security system is enabled in the drive and
it later is stolen or lost, the idapdestenete dtitecsounoityd ctcess adevithoall he passectatsess it password.
The security system has two kinds of passwords, User and Master, and two security levels, High and

Maximum. The di QR IHPLAELY SOnlraehRISLeTR (e Ak ARLRTS 8N R IRYEPRes in device

behavior when the 4 gatPaaserdisdostHit @x‘l‘%‘?‘hE&EQa&%&’&i%%&%ﬁ}ﬁ{@%é@@@éw(915 level
security is set in the drive, the user cannot access any data stored on the hard disc drive. The Master

password can beitisedronedbaletiea dhiough thie nesserardhie selethfsrgetsathwsissmpautevortiwhen the
Maximum level sgeurity is sgtin the drive, the user cannot access data on the,disc drive and all user
data will be lost. The Master passworg, oge%er Wl%?ﬁ&bﬁl%@%é %Izﬁggb%&é and SECURITY
ERASE UNIT commandsulealf becusedrtioyusfenknilie enabled in the drive and it later is stolen or
lost, the data stored on it cannot be accessed without the correct access
10  password.
The security system has two kinds of passwords, User and Master, and
two security levels, High and Maximum. The difference between the High
security level and the Maximum security level lies in device behavior when
the User password is lost. If a user forgets the User password when the High
15  level security is set in the drive, the user cannot access any data stored on the
hard disc drive. The Master password can be used to unlock the drive in this
case. If the user forgets the User password when the Maximum level security
is set in the drive, the user cannot access data on the disc drive and all user
data will be lost. The Master password, together with SECURITY ERASE
20 PREPARE and SECURITY ERASE UNIT commands, can be used to unlock the
disc drive so that the disc drive can be used, but all user data stored in the
drive is erased at the same time.
In general, a User password is up to 32 bytes long according to the ATA
standard, and is handled through an operating system, or application
25  software, to link the disc drive security system via the ATA interface. During
the normal operation of a drive, the Master password is not used unless the

User password is lost.



disc drive so that the disc drive can be used, but all user data stored in the drive is erased at the same
time. In general, a User password is up to 32 bytes long according to the ATA standard, and is handled
through an operating system, or application 25 software, to link the disc drive security system via the ATA
interface. During the normal operation of a drive, the Master password is not usedEBRESRthBO0/SEr
password is lost. 16 FEBRUARY 2006 -5- Under the AT#\ security feature set, a disc drive operates in
one of three modes: locked, unlocked and frozen. In locked mode, the disc drive rejects any access or
change for the data storBdrdarith AT sRBFEHEY FadATR I8k edishdde ere didesdntentagt Bmesborts all

read and write coAASNINGUL B EXREHTNR REMLn RaIIRgHEAMOUE, e delrvg.ggeives

commands and fulfills all commands including comman anging password sent to’it. The unlocked
mode occurs in theyisccdsiyerndfargafdsehgpdasavstistésisat in  Theoslystenoribewlsat paksskerd is set with
command SECURITY SET PASSWORD, while g valid User or Master, password is used to subsequently

70 tnlock the loo RSB A 8 HOMLF SR ORI TORA SR THE HEPEH MR HEVEnts

unauthorizeds per@Q@&fﬁ(NQ ahapoingdhe RasswaIchab 0 unatieRdedisedives lvihe fiedsamaode, the
disc drive carries out all normal read and write operations but will not change its security level or

password in frozénlfldeiall Thentresegsiudedéngcovinand donaha RS SHBERIPYASRERZEL OCK. A
i v Do RN 6 T8l RSOy -
the system. The User password is set with command SECURITY SET
PASSWORD, while a valid User or Master password is used to subsequently
10 unlock the locked drive with the command SECURITY UNLOCK. The frozen
mode prevents unauthorized persons from changing the password of an
unattended disc drive. In the frozen mode, the disc drive carries out all
normal read and write operations but will not change its security level or
password in frozen mode. The frozen mode is set with a command
15 SECURITY FREEZE LOCK. A hard disc drive that implements the ATA
security feature set implements the following commands:

1. SECURITY SET PASSWORD

2 SECURITY UNLOCK
3 SECURITY ERASE PREPARE
20 4. SECURITY ERASE UNIT
5 SECURITY FREEZE LOCK
6 SECURITY DISABLE PASSWORD

In summary, a typical application of the securing features of an ATA
25  disc drive works as follows:

1. The user sets a password



3. SECURITY ERASE PREPARE 20 4. SECURITY ERASE UNIT 5. SECURITY FREEZE LOCK 6.
SECURITY DISABLE PASSWORD In summary, a typical application of the securing features of an ATA
25 disc drive works as follows: 1. The user sets a password 16 FEBRUARY 2006 -6- 2. The next time the
disc drive powers up, the drive is in locked mode until the user sends the Unlockscmpruadywitls the valid
password. 3. The drive remains in the Unlocked mode ugtil the disc drive is 5 powered down. 4. The user
may choose to send a Freeze Lock command to prevent other users from changing password while the
disc drive is in the Unlogked middenexifine thendisafdipa faverssdiPiibaidvere powdankednp, the 10 drive

remains locked. Depending on {1 feyelfaecurly setate,Asadiive SRS AGSRRRL e Master

password is used or may be totally erased after the Master password Is used. Security features similar to
those associated with the ATAplsswlowed. have many problems. The problems include the obvious

drawback that the 15 password is sent openly over the bus. As a result, the _password can he captured
using an bus analyzer. Gnce t%%mra%ammﬁﬁ9@?@@%@3@%&%@%&%& HRISERED and
moved to angther system. Stilllgg‘u,rgp@d dsakiem is that without knowing the actual password, the data

storage device
4. The user may choose to send a Freeze Lock command to prevent

other users from changing password while the disc drive is in
the Unlocked mode.

5. Without the valid password on the drive’s powering up, the

10 drive remains locked. Depending on the level of security set, the
disc drive can be accessed after a Master password is used or
may be totally erased after the Master password is used.

Security features similar to those associated with the ATA disc drive
have many problems. The problems include the obvious drawback that the

15 password is sent openly over the bus. As a result, the password can be
captured using an bus analyzer. Once the password is known, the data
storage device can be unlocked and moved to another system. Still a further
problem is that without knowing the actual password, the data storage device
can be hot-plugged to any other computer once the data storage device is

20 unlocked. Once hot-plugged and moved to another computer, all of the data
stored on the data storage device can be copied.

Protecting the data content of a storage device from unauthorized
access and locking a storage device to a designated host are two major
features requested by the consumer electronics industry to stop data (video,

25  music, etc.) piracy. Current standards such as the ATA security standard
clearly lack this ability. Thus, there is a need for new security systems that

enhance the security in data storage devices. There is a further need to



can be hot-plugged to any other computer once the data storage device is 20 unlocked. Once
hot-plugged and moved to another computer, all of the data stored on the data storage device can be
copied. Protecting the data content of a storage device from unauthorized access and locking a storage
device to a designated host are two major features requested by the consumeri e letBRUWESYipabgstry to
stop data (video, 25 music, etc.) piracy. Current standarfds such as the ATA security standard clearly lack
this ability. Thus, there is a need for new security systems that enhance the security in data storage
devices. There iseRaHise SR o s lr Ry opes PsednBibe sersvinesfaeti stitsge devices
used in the cons%%{rgméggics environment. SUMMARY OF THE INVENTION 5 The present invention
relates to data processing systems that have a host and a data storage device which solve the
above-mentioned problems. A method for improving security in data storage devices is disclosed. The

method is a technique by which an encrypted passwaqrd, using any known_encryption algorithm, changes
after a designated event. The determinatioﬁlm% nq}%zrﬁﬁs Ye%%ggg%ord changes being

@ndependentfpf Whether’ﬂﬁé‘ﬁ?eﬁ&@ﬂﬁﬁ@ﬁ‘c@ﬁ%@ E@E&l@ﬂﬂsﬁﬂ% B&%%@rﬂ'siﬂ\{ﬁ]@&%%n also be
implemented as a computer-readable program storage device which tangibly embodies a program of

instructions exedutabibyaalabnitorage yhsiretyy pishosal e shewniyg vaatodionedipitdnen® thd invention

also can be implemented as a security system itself, These and various. other featyres as well as
nethod for IMproving security in data.ﬁtBrage eviCes 1S 1sclod°,e . The
advantages which ' characteriZetthe présent Invention will De gpparent upon reading of the
method is a technique by which an encrypted password, using any known
encryption algorithm, changes after a designated event. The determination of
10 when the encrypted password changes being independent of whether or not
the original password has changed.

The present invention can also be implemented as a computer-readable
program storage device which tangibly embodies a program of instructions
executable by a computer system to perform a security method. In addition,

15  the invention also can be implemented as a security system itself.

These and various other features as well as advantages which

characterize the present invention will be apparent upon reading of the

following detailed description and review of the associated drawings.

20 Brief Description of the Drawings

Fig. 1is an exploded view of a disc drive.
Fig. 2 is a schematic view of a host computer and a data storage device
according to one embodiment of the present invention.
Fig. 3 is a flow chart showing an initialization procedure for the
25  security system according to one embodiment of the present invention.
Fig. 4 is a flow chart showing a procedure associated with the host
computer according to one embodiment of the present invention.

Fig. 5 is a flow chart detailing a preferred embodiment security method.



following detailed description and review of the associated drawings. 20 Brief Description of the Drawings
Fig. 1 is an exploded view of a disc drive. Fig. 2 is a schematic view of a host computer and a data
storage device according to one embodiment of the present invention. Fig. 3 is a flow chart showing an
initialization procedure for the 25 security system according to one embodimentafEBRIpE&SE0DFNVENtion.
Fig. 4 is a flow chart showing a procedure associated wiga the host computer according to one
embodiment of the present invention. Fig. 5 is a flow chart detailing a preferred embodiment security
method. -8 Detailed Description 16 FEBRUARY 2006 FIG. 1 is a view of one type of data storage device,
namely a disc drive, 5 that is capable of usingﬁé}g,p&ﬁgégg gﬁgomethod to link a data storage device to
a designated host to prevent copying of data storea ice. Specifically, FIG. 1 is an exploded
view of a disc drive 100. The disc drive 100 includes a housing or base 112, and a cover 114. The base
112 and cover 114 forrr#]%%cjiic enclosure ROtatabg%ét ached to the base 112 on an actuator shaft 10

118 is an actuator asse 302V, rEBEhOA SR EE P B IA e AL H %0 in

transducing Fﬁ'aﬁﬂ{bt’\iméﬁﬁBf&B%ﬁiﬁgdiﬂ §&H@én@%%%ﬂﬁtféﬁﬁiwaéﬁﬁ§%§ﬁd§@8@ﬁ@ can be
written to a track on the disc 134 or so that the magnetic transducer can read data from the disc 134. The

invention describt@ldrfigsigapisithvseh tie prafanhiepaling dotdigurtiiedsoof dieclariess. The data storage
device can be 2 it g v O FIDADSH VRSP RIRRHS SRS D' R AR Byes e

includes a housing or base 112, and a cover 114. The base 112 and cover 114
form a disc enclosure. Rotatably attached to the base 112 on an actuator shaft

10 118 is an actuator assembly 120. The actuator assembly 120 is used to place a
transducer 150 in transducing relation with respect to the disc 134 so that
magnetic transitions representing data can be written to a track on the disc 134
or so that the magnetic transducer can read data from the disc 134.

The invention described in this application is useful with all

15 configurations of disc drives. The data storage device can be a hard disc drive
or any other type of storage device that stores data and retrieves data from a
host computer 2000.

The basic requirements for a data storage device and a corresponding

host is that they both must be able to execute an encryption/decryption

20  algorithm, store a password, and store and update the value of separate
counters used for synchronization. The values of the counters can be
synchronized and may be used as the key for the encryption/decryption
algorithms and may be used as the basis for the encrypted password changing
at each transmission. As a result, the values of the synchronization counters

25  and the programs needed to execute the encryption/decryption algorithms
must be stored in a secure area. For example, in hard disc drives, both the
password and the value of the synchronization counter can be stored in a

reserved area not accessible to end users.



The basic requirements for a data storage device and a corresponding host is that they both must be
able to execute an encryption/ decryption 20 algorithm, store a password, and store and update the value
of separate counters used for synchronization. The values of the counters can be synchronized and may
be used as the key for the encryption/ decryption algorithms and may be used asHbERDagty fonéhe
encrypted password changing at each transmission. Asda result, the values of the synchronization
counters 25 and the programs needed to execute the encryption/ decryption algorithms must be stored in
a secure area. For exampglin hahewise Bivdsdingrrmeoiphsesingnalaséronigs ofthe)synchronization

counter can be storgd, nas e SPHYEYAIAGHACSIRSRIE IR SNELHSRH ASFFBRUARY 2096 -0- Figure 2
% qI%ctronlcseﬁc %prﬁé}uct %g%a g udes a

shows a block diagram of a consumer ele ure 2 incl ost computer

2000 and at leasktnegiatiesterade, device Bicatteordirgho theapitsantiiheeninpuldre200tnputer 2000

includes a synchr_on'izaﬁtion counter 314, and memory. 310. The memor)éﬁs(jlo may inclucrj%e he BIOS boot
oy 3 e

code, the passwdftf, BfiEStAE & SRR AR g Srtmie RS 18580 EErally

accessible by a WSEY, dpdineraomdrRaiswa RigRIItARNfRLencryption/ decryption can be
securely stored within the computer 2000. The data storage device 320, which may be a disc drive,

usually includes #19yptitrolelespap aosyalgreshmerBramanaione sl Oris 322 SEneiréysisessiplis

generally inaccesosible to %hgryé%elrfe%?edt ta stor%\g.grg%\ﬂaiﬁzo IS a i%:1 %ic;irve, the memory 322 may be

- use ass: ¢ algori . o
similar to that located on d feserved area of the disc. drive. A reséived area of a disc drive is usually

inaccessible to thenusgptiing deay icbideaniosvetiorlyeaessd tthoomttiotantpivtertReadisdtdve or data

data storage device 320, which may be a disc drive, usually includes a

10 controller 326, a synch counter 324, and memory 322. The memory 322 is
generally inaccessible to the user. If the data storage device 320 is a disc drive,
the memory 322 may be similar to that located on a reserved area of the disc
drive. A reserved area of a disc drive is usually inaccessible to the user, and
may include information necessary to control and run the disc drive or data

15  storage device 320. The computer system 2000 and the data storage device 320
are linked together via a bus 330. On the reserve area of a disc or in the
memory 322, a password and the synchronization counter value can be stored.
In operation, the password stored in memory 310 is combined with a value
from the synch counter 314. The value from the synch counter is used to

20  generate a key value for the encryption/decryption algorithm. Using the
encryption key and the password, an encrypted password is produced, which
is sent to the data storage device 320. At the data storage device 320, the
password may be stored on the reserve area of the disk. The synchronization
counter is used to generate a decryption key for decrypting the encrypted

25  password to obtain the decrypted password. The synch counters 314 and 324
may be set at manufacture, as well as the passwords within memory 310 and
322. To have access to the data on storage device 320, the decrypted password

must match with the stored password. There may be multiple requirements



15 storage device 320. The computer system 2000 and the data storage device 320 are linked together

via a bus 330. On the reserve area of a disc or in the memory 322, a password and the synchronization

counter value can be stored. In operation, the password stored in memory 310 is combined with a value

from the synch counter 314. The value from the synch counter is used to 20 generaERa Key valsie for the

encryption/ decryption algorithm. Using the encryption-key and the password, an encrypted password is

produced, which is sent to the data storage device 320. At the data storage device 320, the géssword
a

may be stored omh@kedé_mér&%éh%hﬂﬁ’é ANERP TR §9H@mﬁﬁztatr_6ﬁrm desrifs 338d a0 gefe;
decryption key f‘;ﬁ?g%@?%%1%@89%‘5%%@&9&%‘6’8{9ﬁgg?ﬁéfhﬁ‘e? Q%’%‘é&ﬁﬁ{?g‘?ﬁeﬂ%& The synch

counters 314 an 821 may be set at manufacture, as we e passw n memory 310 and
322. To have accgssifidtdidateporisihiagel devicenBROirthe ddsyyhtedypassurark devsteriatoipwith the

stored password. There may be multiple requirements 16 FEBRUARY 2006 -10- which de d the host
computer 2000 of SNSRI %E@%CQQ?W{HE%&%S%&&PW&%EJ Equirtmdits may

include: a poyver yp $SQUEBESy@dsRRE e time period, random timing intervals, the data storage device
being disconnected from the host computer 2000, or a command from the host 2000 5 or data storage
device 320. With Wighydregensrehiset datetaildeteidedriptisniptioneotamsodinhsrdisientaéthod and

soparas ol et Tn cloua canme e SRR RO SR Ine o
initialization r’nethod 400. Initialization is done before the CE product is shipped to an end-user. An

Step 1: Initialization

10 At the time of manufacture, a consumer electronics (“CE”) product is
initialized. Figure 3 is a flow diagram showing an initialization method 400.
Initialization is done before the CE product is shipped to an end-user. An
initial value, preferably 128 bits, is generated for synchronization counter 314
at the host computer 2000, as depicted by step 410. A unique password is also

15  generated at the host, as depicted by reference number 412. The password
and the initial value for synchronization counter 314 may be generated
randomly or by any other method. The synchronization counter value and
unique password are loaded into the host computer 2000, as depicted by step
414. Then, the host computer 2000 sends the initial value from counter 314 to

20  the designated data storage device 320 along with the unique password and
an unlock time limit, as depicted by step 416. After initialization, the data
storage device is placed in locked mode whenever a locked mode has been
initiated. Usually a locked mode is initiated when a time limit expires for
receiving a password, or after the data storage device is powered down, as

25  depicted by step 418.

The unlock time limit protects the data storage device, such as a drive

100 against a hot-plug attack. A hot plug attack entails disconnecting a data

storage device 320 operating in unlocked mode from the associated host



initial value, preferably 128 bits, is generated for synchronization counter 314 at the host computer 2000,
as depicted by step 410. A unique password is also 15 generated at the host, as depicted by reference
number 412. The password and the initial value for synchronization counter 314 may be generated
randomly or by any other method. The synchronization counter value and unique EBSIWRY 2008 loaded
into the host computer 2000, as depicted by step 414.-Then, the host computer 2000 sends the initial
value from counter 314 to 20 the designated data storage device 320 along with the unique password and

an unlock time liriRNRHEHRIBY @yﬂsféﬁompﬁiﬁgﬁhﬁm@amﬁagﬁ@@aiﬁe §Rﬁa@é®é\he§tis placed in
locked mode Whe&%@h?el‘?%%%%ﬂ&%&@&? B%%é@%%%‘%ﬁ%’éﬁgéﬁ% E%%%@iﬁ‘ggif%é”é‘c'@ﬁ when a time

limit expires for receiving a password, or after the d evice is powered down, as’ 25 depicted
by step 418. The devdakftiore tineithpitdotsriben dbday slocal &roevite, Isstirampuatieve THOAdadkst a

hot-plug attack. A hot plug attack entails disconnecting a data . storage device 320 qperating in unlocked
mode from the aég@&fkaﬂtﬁéé{fiéoﬁ%%ﬁg‘i\ﬁ‘?@z%é%’fiﬁo&%ﬁﬁ%ﬁﬁ%ég W&@oﬁ%ﬁﬁw@dm
storage devige toggngthef Q%t—iﬁﬂ&’&f@i@l@ﬁ%h@h@%@%@w@191!5’19@8&1@[1@{1[% peoving a data

storage device from the host during a download from the host computer. The unlock time limit is set so
that the time befoteyohegdhng o cigaifivode isrshont ehdugH Bz ettradipa Hot-ghtg ateaskés attempted,

there is insufficient time wnloading a significant amount of the stored on the data storage
dovios 320. In oS e 1 e S R T e B R e e o
locked mode aftet @sgkeifiedgiimeintbuscieahnmiotickédr dispetifiedsiint-piliggedfiaio @hlodardsystem,

the unlocked disc drive will be
disc drive is hot-plugged into another system, the unlocked disc drive will be
10 locked in a short time, thereby preventing the copying of information, such as
tiles containing movies, songs, or other data.

When the CE product 300 and its associated data storage device 320 are
powered up, the attached data storage device 320, such as disc drive 100, is
unlocked before the device 320 comes into use. The password and the value

15 of the synchronization counter remain inaccessible to the end-user and are
stored inside the CE product 300 on a non-readable area associated with a
reserved area of the data storage device 320. The reason why the initial value
of synchronization counter is handled in such a way is to guarantee that

nobody knows the value. Thus, the security system of the CE product 300

20  shall not be compromised even though its password is disclosed.

Step 2: Unlock a matched device
Figure 4 is a flowchart of the unlocking procedure 500 at power up of
the CE product 300. The CE product 300, and more specifically the host
25  computer 2000 and data storage device 320, are powered up, as depicted by
step 510. After power up, the host computer 2000 associated with the CE
product 300 sends an encrypted password to unlock the locked data storage

device 320 before it enters into normal operations. To accomplish this, the



10 locked in a short time, thereby preventing the copying of information, such as files containing movies,
songs, or other data. When the CE product 300 and its associated data storage device 320 are powered
up, the attached data storage device 320, such as disc drive 100, is unlocked before the device 320
comes into use. The password and the value 15 of the synchronization counter re REBRURRSCEBSIDlE to the
end-user and are stored inside the CE product 300 on-a2aon-readable area associated with a reserved
area of the data storage device 320. The reason Whé the initial value of synchronization counter is

handled in such zhﬂﬁé)ﬁwlg’i%r%@ﬂ@@ﬂ% Prstsbas RAB\SnREAtRE 3& @tﬁfypﬂﬁ%eeﬁﬂﬁ?s%@n of the CE
product 300 20 s lilfr‘ £g?{ i a é&% 2 &émgk?c?@&ﬂg%%e%&@ﬁ%&f FRlgck a

matched device art e un roce at power up o the CE product
300. The CE prodhetlﬁﬁ;tf)pencpmmewﬁé@ﬁcajflptﬁt’éthW&oaﬂnﬁnnrtenﬁﬁ@@r@ﬂtdamtstmaggdevrce 320,

are powered up, s depicted by, s 10 After power up, the hgst computer 2000 iated with the
CE product 300 Ffb%e'a?‘rs fo R kMo St StBRIYET &@@605?@?0 before it

enters into ngrmalsopRIBlieRRe Eﬁ&%}?ﬁ Qstw@raft% W REBRYARY 2R84 325k eempbiier 2000 of

CE product 300 generates an encryption key based on_the synchronization counter 314, as depicted by
reference numeraP912s dﬁemtqﬁévhasf@@mmmben@ﬁcr%eh@étmmt@rfé@%tb@krng the data
storage device, as deg} Hﬁl refer nee | nurnber 514 T ost St gom ut(e 200 then 5 sen%s out the

encrypted paSSWOI’EIrFO & data St¢ orage EACSBS8BVE the bus §§ pIC icted %():/erreltlerence number

516. The host cosi@uter 2000 then increments the synchronization counter 314, as depicted by reference
number The operation of a data storage device 320, such as a disc drive 100, will
10 be discussed in a general sense before discussing further details of the
operation with respect to Figure 5. The data storage device 320 receives the
encrypted password. The device 320 then generates the decryption key based
on the synchronization counter 324. Then, the encrypted password is
decrypted using the decryption key. The password is then checked to see if it
15 matches the stored password. If the password matches, the data storage
device 320 is unlocked, otherwise the data storage device 320 is still in locked
mode. After an unlock attempt, the synchronization counter 324 is
incremented and the result of the unlock attempt is reported to the host
computer 2000. The encryption and decryption keys change with every
20  update of the synchronization counters 314 and 324. Thus, the encrypted
password is varying at each transmission even if the original password is
unchanged.
According to another embodiment of the present invention, if the
passwords do not match, the synchronization counter is incremented or
25  decremented within a selected number. If a match is found after incrementing

or decrementing the synchronization counter value, the data storage device

reports the result of the unlock attempt to the host computer.



518. The operation of a data storage device 320, such as a disc drive 100, will 10 be discussed in a
general sense before discussing further details of the operation with respect to Figure 5. The data storage
device 320 receives the encrypted password. The device 320 then generates the decryption key based
on the synchronization counter 324. Then, the encrypted password is decryptethrsBRIUAR dswey/ption
key. The password is then checked to see if it 15 matchgs the stored password. If the password matches,
the data storage device 320 is unlocked, otherwise the data stormevice 320 is still in locked mode.

After an unlock attempt, fi81EgRdEMeRb IR EothnBriRg4hs Tiere . |
edj?]EQ %*t‘&QgétdS{?iPé’%&%f ﬁ?ﬁggg%g gﬁﬁﬁ%ﬁno??ﬂedéﬁré%a{l&% chapge; with every 20
C an 4.

password Is varying at each

attempt is report
update of the syn

S hpspasiateduish the u

ronization counters 3 us, the encrypte

nlock

transmission evetibtieanbodinpassuiotel prasahsinyedtidocordish dovanotiggembptimdatof the

present invention, if the passwords do not match, the synchropjzation counter is incremented or 25
decremented witThY R 88IAREEN AN BEP LR tERi@%iﬁPdcé‘ﬁ‘ﬂ) i@%enﬁﬂ?g

synchronization couatefova d@?ﬁc@@@(ﬁ@[ﬁ%%&%@@@%@?ﬁ%%&&ﬁ R'i‘ﬁ, 'é@'ﬁ@é&i%w
computer. 16 FEBRUARY 2006 -13- Figure 5 is a flowchart showing the procedure 600 associ

heFementmygiorde

the
to the host

ated with

the data storage ti¢isene20wmeng! ikt oddratotaottire LRl praeri32B00asdee riinyidednatbrabodiment of
the present inveqﬂon As sQowglliq ﬁ'iigﬁgetﬁéthe dgta %13{?&% e\fice 320 is o%%r%g Un, as depicted by

reference numerairgbtf%neq;r»

by

10

15

20

25

a?a S
device 320. This may limit the total number of attempts to switch from a

locked mode to an unlocked mode or it may limit just the unsuccessful
attempts to switch from a locked mode to an unlocked mode. Then next step
in the process is to determine if the attempt limit counter has reached the
allowed limit as depicted by the decision block shown by reference number
606. If the limit counter has reached the maximum allowable number of
attempts, the data storage device 320 remains in the locked mode, as depicted
by the yes arrow 608. If the attempt limit counter has not reached the
maximum allowable number of attempts, the data storage device receives an
unlock command, as depicted by reference numeral 610. The data storage
device 320 then generates a decryption key, as depicted by reference numeral
612.

An encrypted password from the host computer 2000 is received by the
data storage device 320 as depicted by reference numeral 614. The encrypted
password from the host computer is then decrypted using the decryption key
generated in step 616.

Note that the decryption key used is associated or linked to the
synchronization counter 324 of the data storage device 320. In other words,
the decryption key changes with the update of synchronization counter 324.
Similarly, the encryption key used to encrypt the password is generated from

the value of the synchronization counter 314 of the host computer 2000. In

orage device 328'i8 1n a Tocked mode when poweregrua[%eas depicted



reference numeral 604. The data storage device 320 may be provided with a limit counter that limits the
number of attempts for accessing the data storage device 320. This may limit the total number of
attempts to switch from a locked mode to an unlocked mode or it may limit just the unsuccessful 10
attempts to switch from a locked mode to an unlocked mode. Then next step in&TEPROPESS 16080
determine if the attempt limit counter has reached the dlipwed limit as depicted by the decision block
shown by reference number 606. If the limit counter has reached the maximum allowable number of

attempts, the qat_ath@'rag@rdwbé SO YarHamkeH ﬂliengﬂ@ewiﬁlibti@ updrigiefeynshBiEalied arrow 608.
If the attempt I|m|5 &SH@Fi@Sﬂ?&r&%‘fQﬁg ihe Cg&%%gg%ir glrlﬁ%\é&i%r% gﬁgﬁﬁﬁ&&g&ﬁg&% t% data storage

device receives an unlock command, as depicted by re age device
320 then generatasmasdessyptiothkeycagstedipled wyrdfereisewitinesah thAsa(sAiorrespied password

from the host con}%ter, 2,0%? is received by the data storage device 320 as depicted by reference
numeral 614. Thé BnCHPRY RSN Tron ke E&rhPuter is then decrypted using the decryption

key generated in step BGxNoke tataalesition iex Usaibisassediatesatiinkecsiaihei2s

synchronization counter 324 of the data storage device 320. In other words, the decryption key changes
with the update ofhsyfetrctizagerteisedrB24 direirriyativdnthgptiormdepwixibes @nepyphthe

pasr s e BT e AR U AN Ao Sl s spmar 200
counter 314. Thesefdegidtbiegoruftes3d haind 324 8 ipHat@ecafteteelvpiigsword from the

host computer 2000 matches the password stored in the data storage device

10 320, then the synchronization counter 324 of the data storage device 320 is

incremented, as shown by reference numeral 620. The increment may be the

valid synchronization counter value, plus one. However, the amount of the

increment could be changed to other than one. After updating the

synchronization counter 324, the data storage device enters an unlocked

15 mode, as depicted by reference numeral 622. The disk drive then can enter

into normal use, as depicted by reference numeral 624.

Step 3: Unlock a matched drive after mismatch
When the decrypted password does not match the stored password, a
20  resynchronization procedure 640 may be attempted. The data storage device
and its designated host may lose synchronization for many reasons. That is
the data storage device 320 may have a different value of synchronization
counter from its designated host. Thus, the recovery of synchronization, i.e.
resynchronization, may be required when the data storage device 320 is
25  reconnected to the designated CE product 300 and when the system is
powered up.
One method of obtaining resynchronization between the drive and its

designated host is to allow the drive to search valid synchronization values



transmission, the encrypted password varies with each transmission even if the original password
remains unchanged. 5 Next, the decrypted password is compared to the password stored in the data
storage device 320. A determination is then made whether or not the decrypted password matches the
password from the data storage device 320 as depicted by reference numeral 64 8ebRiha ”dezrypted
password from the host computer 2000 matches the password stored in the data storage device 10 320,

then the synchronization counter 324 of the data storage device 320 is incremented, as shown by
reference numera¥ b0 TigaviRrEBAMhE Beethd e AatpSFAErss Heairn20uies vaebiiisdne.

However, the amgw&gé%%%%%eé@%gtrg%y&gg ﬁnﬁ?egf%fl Aot :] ?tggé}ﬁg}@fter updating the

synchronization count ata storage device enters an u mode, as depicted by
reference numeraképchioa sk atij\tevih eeacaln @ntekeiniandnn@ment ssaddpiciadtey seidérence numeral

624. Step 3: Unlock a matched drive after mismaﬁch,When the decrypted password does not match the
stored password S5 RERY TERFERICABICpr B B BRI 5 attempted. The data storage device and

its designateg host maYIhOﬁ?eWQ%H%@V@Q&H‘MQH@%EB%&@?@Q@@%M QR Apvige 320 may
have a different value of synchronization counter from its designated host. Thus, the recovery of

synchronization, tle stesgdcpresiveridrniay detacdoirse WhsirenEdathesterrpgedenicadon is 25
reconnected to thergceg(ilqlr}%t g CIJHI% pﬁgeuEt S%OS eanc%1 vt\ﬁ\ee;\ei‘:sh% g stem i% Ooowrerge%ugé qu method of
obtaining resyncl?ronlzatlon étween the drive and 1ts des@/na ed h&stis 1 alow the drive to search valid
synchronization «aju@s e hioBREAG &89 tibor attempts that were made by incrementing the

synchronization counter value to obtain a new decryption key. The number of
10  attempts made by incrementing may have a predefined maximum. If the
maximum number of increment searches has not expired, as depicted by
decision box 642, the synchronization value is incremented, as depicted by
reference numeral 644. A determination is then made whether or not the
incremented synchronization value is equal to the last valid synchronization
15 value, as depicted by reference number 654. This step is to avoid using any
previously used synchronization value. If the incremented synchronization
value doesn’t equal the last valid synchronization value, the incremented
synchronization value is then used to generate the decryption key, as depicted
by reference numeral 612. Then, the increment search counter is decremented,
20  as depicted by reference numeral 646.

The incremented synchronization value is then used to decrypt the
password received from the host computer, and then the newly formed
decrypted password is compared to the stored password to determine if there
is a match. If there is a match, the synchronization counter 324 is updated and

25 incremented, and the drive enters the unlocked mode where normal use
begins. If the decrypted password does not match the stored password, then

another cycle of incrementing the synchronization value takes place. This



within a given range whenever the data storage device 320 does not obtain a valid password, after
reference numeral 618. To accomplish resynchronization, two search counters, an increment search
counter and a decrement search counter, may be implemented. 5 If the decrypted password from the
host computer 2000 does not match the stored password on the data storage deHEBRR2AR Y2006
resynchronization procedure begins. The first step in thigsresynchronization procedure is to count the
number of decryption attempts that were made by incrementing the synchronization counter value to

obtain a new decﬁyﬁlm I@WTﬁEW@k the %ﬁéﬁﬂ@@@?ﬁﬁﬂ@bf%&ﬁbﬁﬁﬁg%@ﬂﬁé\?e a predefined
maximum. If the maxdmym QHBRBS&%'&%%Q&?%@;%&?&%%%%% SHOURE 25.dgRjgied by decision box

642, the synchronization value is incremented, as y reference numeral 644. A determination is
then made whether or nifttiieinocsemeantedsynohuonédimnexaliredsoeqhallistthaliast valid

synchronization 15 value, as depicted by reference number 654. This step is to avoid using any
previously used Wﬁl‘%ﬁ%ﬁ%ﬂr\/gﬂlg? Iﬁﬁ?ﬁ%@nﬁ%ﬁ&ﬂ%ﬁﬁ%?ﬁ% MAGe doesn't equal the last

valid synchrqniZ%MMedﬂﬁz&%mgﬁ@m%mymrﬁm@t@@ Naledathendisechingeperate the
decryption key, as depicted by reference numeral 612. Then, the increment search counter is

decremented, 20dgstiapistedbyraits éhebwieraeraidsdey heriorntiagtdaesyrtromizaidnnvalue is then
used to decrypt the, passyerdecelued Tom.ibe hostemauter And endfie ewy fonmed, decrypted
password is compare Yo the'Store passworgto determine IFthere: is a match. ere'is & match, the
synchronization dspdterreaéigingdatediand 25pnatefieriedaridune dfiveemiestherinloeked mode
where normal use begins. If the decrypted password does not match the stored password, then another

cycle of incremerffrdCHEBFREREHARIIAS A0k FARES i aselepirded by decision box 648, the

10 synchronization value is decremented, as depicted by reference numeral 650.
A determination is then made whether or not the decremented
synchronization value is equal to the last valid synchronization value, as
depicted by reference number 656. This step is to avoid using any previously
used synchronization value. If the decremented synchronization value does

15 not equal the last valid synchronization value, the decremented
synchronization value is then used to generate the decryption key, as depicted
by reference numeral 612. Then, the decrement search counter is
decremented, as depicted by reference numeral 652.

The decremented synchronization value is then used to decrypt the

20  password received from the host computer, and then the newly formed
decrypted password is compared to the stored password to determine if there
is a match. If there is a match, the synchronization counter 324 is updated and
incremented, and the drive enters the unlocked mode where normal use
begins. If the decrypted password does not match the stored password, then

25  another cycle of decrementing the synchronization value takes place. This
cycle is then repeated until the decrement search counter has reached the

maximum allowed or the last valid synchronization value is reached.



16 FEBRUARY 2006 -16- cycle is then repeated until the increment search counter has reached the
maximum allowed or the last valid synchronization value is reached. If the increment search counter has
expired or the last valid synchronization value is reached, then decrementing from the 5 synchronization
value begins. The first step is to count the number of decryption attempts that wereBRad& 1006
decrementing the synchronization counter value to obtaina new decryption key. The number of attempts
made by decrementing m%y have a predefined maximum. If the maximum number of decrement

§

searches has not expirebreistablyctéwe b‘ﬁ@f@@ﬁ@h%tﬂ(M@Wi@@}ﬁbfﬁ@hﬁ%ﬁfﬁ)ﬁr%ﬂ%W#h&remented,
as depicted by feﬁ@%ﬁ?ﬁq@Hﬂ%&%h%‘%gﬁﬁ%%ﬁﬁ%ﬁ'&%ﬁ@%ﬁ%ﬁ%w\m{@ﬁ&ﬂ& gghm%gecremented

synchronization value is equal to synchronization value, as depicted by reference number
656. This step is teaavoigmsitigeayytprakooshy theedisyncinonizatishorabide i tieerges lenveriteen
synchronization valug dqes 15 not equal the last valid synchronization value, the decremented
synchronization hen used to generate the decryption key, as depicted by reference numeral

612. Then, the decremgﬁ{ éﬁ%@'@v%?ﬁ@,t%é%éé%@f?éﬂﬁﬁﬁ%gs %ﬂ%@lﬁﬁﬁ@f%ﬁﬁ&ﬁd‘umerw 652. The
decremented synchronization value is then used to decrypt the 20 password received from the host

computer, and theynerepightionnietiesdesypgctt padsdry inasmesatdegotisectonenpassiwerd to

determine i there, s apalah I faere % amaleh e syachignizafion paunier. 324 o updalsd and
incremented, and the drive enters the unlocked mode where normal use beg|n§ iFthe gecrypted
password does ngtmatehviladstarsevpagswiolta thetaddanithsneyelendl decrerabingjniidhe

synchronization Vs?ggﬁ?ggiszgiao%e'cggrilster of the data storage device shall be updated with that
10 valid synchronization value plus one. Thus, the data storage device and its
designated host computer 2000 obtain resynchronization. However, if the
absolute difference of synchronization counters 324 and 314 in the data
storage device 320 and the host computer 2000 is beyond the valid range of
synchronization values, the data storage device 320 may be locked forever. To
15  reuse the data storage device 320, only a master password can be used to

unlock it. Preferably, all data stored on the data storage device 320 is erased

when the master password is required.

Step 4: Unlock a mismatched drive

20 Suppose that a mismatched data storage device 320 sometime replaces
the matched data storage device 320 in the CE product 300. This may occur
when the matched data storage device 320 is moved to another system or
when a data storage device that is not matched to the current host is inserted
into the system. For the CE product 300, the same procedure is followed to

25 unlock the data storage device 320. The data storage device 320 remains in the
locked state since it cannot get a valid password to unlock. An incorrect
original password (which is encrypted in the host) or mismatched encryption

key and decryption key may contribute to an unsuccessful unlock. An



cycle is then repeated until the decrement search counter has reached the maximum allowed or the last
valid synchronization value is reached. 16 FEBRUARY 2006 -17- Preferably, the decrement and
increment search counters are set with a predefined number of maximum allowable attempts. When the
counters reach zero, the system knows that the maximum allowable attempts ha\rek@earrezobed. 5 In
other words, the search counters count the number of vegid synchronization values being searched by
incrementing or decrementing the current value of synchronization counter. Once the data storage device

320 gets the va|iatm§m5mit\ﬁmt€ért‘aﬁp_iféﬁd éyﬁéfﬁfﬁﬂfatwmé%é“’gﬂ/ﬁ&ﬁ?@h EeRfsviegbunter of
the data storage Xi%%ééﬁéﬁ 8&%89&%8& X‘ﬁ%}ﬁg’%‘é !é’%ﬁ%ﬁ%ﬂ%%&&%%? ¥ac'l'é$ii9_{zu§2%f‘%ﬂéﬁs’ the data
r 2000 o It the

storage device and its’ designated host compu tain resynchroniZation. However,
absolute differentheofrewiniuanizatidrecofintitesn3td lanobdb4 redbbedhtsy gioraigentpicenii20 and the host

computer 2000 is beyond the valid range of synchronization values, the data storage device 320 may be
locked forever. TSOBIFE{:é@%@%&tﬁ?@%ﬁﬁg‘%'@%%ﬁ@ UHASREP HRESHB LA %BE used to uniock

it. Preferablys all dafasiorad or-thedpi@Riniaas ,QH@%&%ﬁ&%@?@&t‘éﬁﬁﬁé}iﬁ‘% g]?gc@,repgﬁ&ord is
required. Step 4: Unlock a mismatched drive 20 Suppose that a mismatched data storage device 320

sometime replacégirgheanatsiset! data storage device 320 in the CE product 300. This may occur when

the matched data storagfe dgvice 320 E moved %o anotp%rn selﬁsﬁeon% or_when a data stor%a\(gf device that is
ort

not matched to the current NoSt 1S rlX‘s(tarFeHr?ﬁ 0 ﬁrévs?)% em. tg (o3 B%gﬁgt%,yﬁ'ne same procedure

is followed to  password at each transmission to a data storage device 320 over bus 330 by
updating synchronization counters 314 and 324. The present invention
10 provides for only the encrypted password being sent to a data storage device
320 over a bus 330. Preferably, a 128-bit synchronization counter can
sufficiently defeat any attempt to crack the password by an exhaustive search.
The above described methods and apparatuses thus ensures the security of a
CE product 300 even if the encryption and decryption algorithms are known.
15 Moreover, preferred embodiment of the present invention not only fixes the
match problem between a host 2000 and a data storage device 320 in a simple
way, but also implements resynchronization between the CE product 300 and
its designated data storage device 320 when loss of synchronization happens.
Advantageously, the apparatuses and methods used provide a way to
20  match a data storage device, such as a hard disc drive, to a designated host.
Further, it is difficult or even impossible to use the data storage device 320 in
any other system other than its designated host 2000. The ability to lock a data
storage device 320 to a designated host 2000 is especially significant and
beneficial for CE products. Thus, this feature is highly important to prevent
25  unauthorized copying of data (music, video, etc.) that is stored on a device
similar to data storage device 320.
In addition, the security features of the preferred embodiment of the

present invention protect the data storage device 320 from attacks. Moreover,



25 unlock the data storage device 320. The data storage device 320 remains in the locked state since it
cannot get a valid password to unlock. An incorrect original password (which is encrypted in the host) or
mismatched encryption key and decryption key may contribute to an unsuccessful unlock. An 16
FEBRUARY 2006 -18- attempt limit counter, depicted as reference number 606;aviiiBRefeatyrapeated trial
attacks or repeated attempts to unlock the data storageldevice 320. When the maximum number of
attempts has been reached by the attempt limit counter 606, the unlock command is aborted until some
predefined reset Sert@iEMaSrAUvBizieferaBRiethBabvedanid regd embrisiignpd b tlsh or

hardware reset. I SBFIADSIESSABNERON SAT SRIANLG UG SOANRIS, Bssguord at each

transmission to a data storage device 320 over updating synchronization cdtinters 314 and
324. The presentdevanrtid?0ifl praeidesltssenihthpwailriljte thaassiaidieaing densdoumithata storage

device 320 over a bus 330. Preferahly, a, 128-bit synchronization counter can sufficiently defeat any
attempt to crack t%@tblﬁgg\ﬁfb‘l‘édte)@”asﬁgi%g VRIS .Ogﬁg 388\9@%@%&9&8%@ B Pbaratuses
thus ensuressthe §€8@E‘f¥ i@iq(ﬁgy@f %é@%?ﬁ%‘é&éﬂﬁ%ﬂfé&ﬁﬂ% ahghd fipryalgorithms are
known. 15 Moreover, préferred embodiment of the present’invention not only fixes the match problem

between a host 200bedineahed rerarseleiioy SN Rasiermigniiiegn Bytrakss raplemeaaiires
resynchrqnizatiorhpa%tw%gp thc% rC%F RIQ uct 3050 and its designated data storage dev?ce 320 when loss of
synchronization happepns. Ravan Xgeousfﬁut%e apparatuses and methods used provide a way to 20
match a data storage device, such as a hard disc drive, to a designated host. Further, it is difficult or
even impossible to use the data storage device 320C igndusion
10 A security method for providing security between a host device 2000
and at least one data storage device 320, includes generating an encryption
key 512 from a first counter 314, encrypting a password 514 according to the
encryption key 512 to obtain an encrypted password, transmitting 516 the
encrypted password 614 from the host 2000 to the data storage device 320,
15  generating a decryption key 612 from a second counter 324 that is
synchronized with the first counter 314, and decrypting 616 the encrypted
password according to the decryption key to obtain the password.
Optionally, the method can also include a step of incrementing 518 and
620 the first and second counters, 314 and 324, after a predetermined criteria
20  has been met, effectively creating a different encrypted password than the
previous encrypted password. Further, the predetermined criteria may be
when a successful access to the data storage device is completed or after a
specified period of time. The predetermined criteria may be each transmission
between the host and the data storage device. Also, the predetermined
25  criteria may be a function of the host 2000 or the data storage device 320.
Another contemplated embodiment is a security system including a host

device 2000, a data storage device 320 operatively coupled 330 to the host

device 2000, and a password, which is sent from the host device 2000 to the



any other system other than its designated host 2000. The ability to lock a data storage device 320 to a
designated host 2000 is especially significant and beneficial for CE products. Thus, this feature is highly
important to prevent 25 unauthorized copying of data (music, video, etc.) that is stored on a device
similar to data storage device 320. In addition, the security features of the prefersaterubacimaat of the
present invention protect the data storage device 320 frapn attacks. Moreover, 16 FEBRUARY 2006 -19-
the starting synchronization counter value may be randomly assigned at the time of manufacture to both

the host computef@ioaiangasie visald@radieradhie @zzoviordrelerig e S8R thEPousisHigthat a designer
of the security feﬁ%ﬁ?%%%&%%&?% gli,?ecl(?%% gtg%ggbogeqlr- ap atus to break the encryption 5 or
re, t %erré})g(5

decryption keys. Therefo e security features of the pre embodiment of the present invention
have significantly more sstioaédtuties staani pasy seon tiv yectuhigles fEanausitn 3@ Mmsecurity method

for providing security between a host device 2000 and_at least one data storage device 320, includes
generating an enﬁ%ﬁbﬂn@?%ﬂfﬁé}ﬁ??%@ftc thter %%'&Waé%uﬁé%%d%m according to the

encryption key 5%%&%99@@@8&%%@@9 dpﬁﬁ%’t@fggérae&@éﬁm,ﬁ% _§@@oﬁaqaﬁfﬁ@rmword 614 from
the host 2000 to the data storage device 320, 15 generating a decryption key 612 from a second counter

324 thatis synchoribeaniaedibe tivefizstintermtanl thadengptirtipslehelergsppretephssherd

according to the decryption key. to, obtain th word. Optionally, the method can alsq jnclude a step of
nerementing 518 Src WAL TGN L QuAtel STAah enciypled s did Beneidleld 1ALy

the encryption key and the password prior to being sent from the host device
2000.

10 The security system may also include a data transmission system that
transmits the encrypted password to the data storage device 320, a data
transmission system that receives the encrypted password from the host 2000,
a decryption key generated by the second counter 324, corresponding to the
encryption key that was generated by the first counter 314, the password

15  being regenerated by the decryption key after being received by the data
storage device 320.

Further, the encrypted password may be altered due to the occurrence
of a change in the encryption key. The change in the encryption key may be
due to an increment of the first counter 314. Preferably, an end user can not

20  access the first counter 314 and second counter 324.

It is to be understood that even though numerous characteristics and
advantages of various embodiments of the present invention have been set
forth in the foregoing description, together with details of the structure and
function of various embodiments of the invention, this disclosure is

25  illustrative only, and changes may be made in detail, especially in matters of
structure and arrangement of parts within the principles of the present
invention to the full extent indicated by the broad general meaning of the

terms in which the appended claims are expressed. For example, the



20 has been met, effectively creating a different encrypted password than the previous encrypted
password. Further, the predetermined criteria may be when a successful access to the data storage
device is completed or after a specified period of time. The predetermined criteria may be each
transmission between the host and the data storage device. Also, the predeternsineBR2ARitesim may be a
function of the host 2000 or the data storage device 32Q1-Another contemplated embodiment is a security
system including a host device 2000, a data storage device 320 operatively coupled 330 to the host

device 2000, andPRPHSSAORCTREINE T8aeNERbAERRNAGE @8\ibe Pavirtane Bl EBRUARNMS006 -20-
data storage device 32 t r 39es i r iSSi t st 2000 to the
data storage dewceeC gégy g%%%la %ﬁﬁgﬁ%ﬁr@syste%wrﬂﬁﬁgﬂgg %atﬂ o%liﬁ%egrg 1% in
communication witihthihaktydexiteaodeparsegphodnotiierdad and spiritufrticatorsaith the data
storage device 320, the secaond counter 324 synchronized to the fitst counter 314, an encryption key 512
generated by the ™Y§PERTEN rﬁ?QﬁBﬂ%cﬂfﬁIBPéqi‘i,hﬁrPé 8&5@%3%&%?&5@3?1% SO the

encryption key angd dheAasSA ARUIIAQLEIRG SRk @%%@s@@%rﬁ?i{i%il?@@gp})Qe'Eﬁﬁ&PBWty system
may also include a data transmission system that transmits the encrypted password to the data storage

device 320, a datthasarsibiediom hystehthinbthedendynge entymees passwentiporaahdost 2000, a

decryption key generated. by %e second caunter 324, corresponding to.the encryption key, that was
generated by o B R s D U rer peing
received by the deteriatotage, davieasSIR3 players and digital video playback equipment,

without departing from the scope and spirit of the present invention.



Further, the encrypted password may be altered due to the occurrence of a change in the encryption key.
The change in the encryption key may be due to an increment of the first counter 314. Preferably, an end
user can not 20 access the first counter 314 and second counter 324. It is to be understood that even
though numerous characteristics and advantages of various embodiments of the present invention have
been set forth in the foregoing description, together with details of the structureiapdsfunctienoos various
embodiments of the invention, this disclosure is 25 illusprative only, and changes may be made in detail,
especially in matters of structure and arrangement of parts within the principles of the present invention
to the full extent indicated by the broad general meaning of the terms in which the appended claims are
expressed. For eXiable cleied BEBRUARY 2006 -21- particular elements may vary depending on the
particular application for the security system and method while maintaining substantially the same
functionality without departing from the scope anéi spirit of the present .invention. In addition, although the
preferred emboditment SECHOBHET, ST PHratiay %scaraﬁ%%?}wgﬁcﬁ%Oafaqgvgmb%aéystem, it will be
appreciated Qy thos?egglled i&aghe art thaat the teachings of&pe Presgpt invention can be applied to other

systems, like consumer elet ronf%:séglrsaté?nseflﬁ%lel’ﬁ%n gépzlan e oefsset]co)sﬁng data, such as MP3 players and

digital video playback equipm nt, witho qupar}in frofr.n he scope and spirit of the present invention. -22
What is claimed is: 1%e|£9§r§?gt§&R$I§6‘6%¥ TOAC e(:rt?%ﬂ? method ?C%Pbroviding security between a host

device and at encrypting a password according to the encryption key to obtain an encrypted

password;
transmitting the encrypted password from the host to the data storage device;

10 generating a decryption key from a second counter, operatively coupled to the

data storage device, that is synchronized with the first counter; and

decrypting the encrypted password according to the decryption key to obtain the

password.

15 2. The method of claim 1 further comprising a step of incrementing the first and
second counters after a predetermined criteria has been met, effectively creating a

different encrypted password than the previous encrypted password.

3. The method of claim 2 where the predetermined criteria is every successful
20 access to the data storage device.
4. The method of claim 2 where the predetermined criteria is a specified period of
time.
25 5. The method of claim 2 where the predetermined criteria is each transmission

between the host and the data storage device.



5 least one data storage device, comprising the steps of: generating an encryption key from a first
counter; encrypting a password according to the encryption key to obtain an encrypted password,;
transmitting the encrypted password from the host to the data storage device; 10 generating a decryption
key from a second counter, operatively coupled to the data storage device, that is synchronized with the
first counter; and decrypting the encrypted password according to the decryptiorskeprwaktapdhe
password. 15 2. The method of claim 1 further comprisipg-a step of incrementing the first and second
counters after a predetermined criteria has been met, effectively creating a different encrypted password
than the previous encrypted password, 3. The method of claim 2 where the predetermined criteria is
every successful®20 becR it Yottt Kb rad FEviRE RFCTHERERD S BEIAifn 2 (WRSHEthe! the
predetermined criterindsta specified period of time. 25 5. The method of claim 2 where the predetermined
criteria is each transmission between the host and the data storage device. -23 16 FEBRUARY 2006 6.
The method of claim 2 where the predetermined criteria is a function of the host. 5 7. The method of
claim 2 wherg the predeiermétiesticaferigins 2 fuhetéothofifel ctataisteragietiavices Binthermethbe of claim
1 further comprising t(Pet step of: r %){nchronizing the password when the decrypted password does not
match a stored password; £078¢ Vs

8.  The method of claim 1 further comprising the step of: resynchronizing the
password when the decrypted password does not match a stored password.

10
9.  The method of claim 8 wherein the resynchronizing step further comprises:

allowing the data storage device to search valid synchronization values within a

given range whenever the data storage device does not obtain a valid password.

15 10. The method of claim 9 wherein the resynchronizing step further comprises:

updating the second counter with a valid synchronization value plus one, after
the data storage device receives the valid password with a certain valid

synchronization value.

20 11. A security system comprising:
a host device;
a data storage device operatively coupled to the host device;
a first counter in communication with the host device;

a second counter in communication with the data storage device, the second

25 counter synchronized to the first counter;



9. The method of claim 8 wherein the resynchronizing step further comprises: allowing the data storage
device to search valid synchronization values within a given range whenever the data storage device
does not obtain a valid password. 15 10. The method of claim 9 wherein the resynchronizing step further
comprises: updating the second counter with a valid synchronization value plus one, after the data
storage device receives the valid password with a certain valid synchronizatiomy&ksR120rM2086security
system comprising: a host device; a data storage devicgioperatively coupled to the host device; a first
counter in communication with the host device; a second counter in communication with the data storage
device, the second 25 counter synchronized to the first counter; -24 16 FEBRUARY 2006 an encryption

key generated by theafirsireeyiption degngsyiptetpaspward fGenetaterby-ihecansyridopikeyihe password

sent from the host de\QC(Ee3 g?etftf% dt%%aes{{grraggeg vgceth\évh%rg vyg)(ra gesfﬁ rorrc%1 ct a %s eitrilcg %gatr}llsémission
from the 5 host to theGSIa Slorage aeVEEPTON T SaehiRy €yt b Coa 1 Rt &5 Prifhg: a data

transmission system dhat ttansmitkthe entitpted-password thihgadatdtistoragetegion; 16m data
transmissionsystem that receives the encrypted password from the host; a decryption key generated by
the second csosunter, gg?rtetgp%ﬁé%jﬁ fct)o{ﬁée g{r%élr%tion key that was generated by the first counter; the
password, regenerated by the decryption key, after being received by the data storage device.

12.  The security system of claim 11 further comprising:

a data transmission system that transmits the encrypted password to the data

storage device;
10 a data transmission system that receives the encrypted password from the host;

a decryption key generated by the second counter, corresponding to the

encryption key that was generated by the first counter;

the password, regenerated by the decryption key, after being received by the data

storage device.

15
13. The security system of claim 11, where the encrypted password is altered due
to the occurrence of a change in the encryption key.
14. The security system of claim 13 where the change in the encryption key is due
20 to an increment of the first counter.

15. The security system of claim 11 where an end user can not access the first

counter and second counter.

25 16. The security system of claim 11 wherein a combination of the first
synchronization counter value and the password is encrypted before sending to

the data storage device.



15 13.The security system of claim 11, where the encrypted password is altered due to the occurrence of
a change in the encryption key. 14.The security system of claim 13 where the change in the encryption
key is due 20to an increment of the first counter. 15.The security system of claim 11 where an end user
can not access the first counter and second counter. 2516.The security system of claim 11 wherein a
combination of the first synchronization counter value and the password is encrypteginefore sppding to
the data storage device. 16 FEBRUARY 2006 -25- 17.-pBe security system of claim 11 wherein the data
storage device is a disc drive. 18. The security system of claim 11 wherein the data storage device stores
the 5 password and the value of the synchronization counter on an area unavailable tg a user. -26 16
FEBRUARY 2006 DATASTBRREESEVILE SECURITY MET 5D RAASAISPARATUSABSFact of the
Disclosure Methods for improving security in data storage devices are disclosed. 5 The methods include
a synchronization method by which an encrypted password, usi ny known encryption algorithm, keeps
Changing at sach! ran bSO o ASER (6 (LA la STt R RO o) S%cdi for
implementing the sequiityviiethad tbgralided.the synchronization counter on an area unavailable to

a user.
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