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(57) Abstract: A mutual authentication

server-authenticated public key mechanism.

Generating an authentication challenge at a bootstrapping
server function and sending it to a mobile terminal using a

method is provided for securely agreeing
application-security keys with mobile
terminals supporting legacy Subscriber
Identity Modules (e.g., GSM SIM and

=— 402

Y

CDMA2000 R-UIM, which do not
support 3G AKA mechanisms). A

Receiving the authentication challenge at the mobile
terminal and verifying whether the challenge originates
from the bootstrapping server function based on a
bootstrapping server certificate.

challenge-response  key exchange is
implemented between a bootstrapping
server function (BSF) and mobile
terminal (MT). The BSF generates an
authentication challenge and sends it to the
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MT under a server-authenticated public key

subscriber identification module in the mobile terminal.

Formulating a response to the authentication challenge at
the mobile terminal based on secret keys provided by the

mechanism. The MT receives the challenge
and determines whether it originates from
the BSF based on a bootstrapping server
certificate. The MT formulates a response
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to the authentication challenge based

server function and verifying whether it originates from
the mobile terminal based on secret keys independently
obtained by the bootstrapping server function.

Receiving the authentication response at the bootstrapping

on keys derived from the authentication
challenge and a pre-shared secret key. The
BSF receives the authentication response
and verifies whether it originates from
the MT. Once verified, the BSF and MT
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independently calculate an application
security key that the BSF sends to a

provide to a requesting network application function to
enable secure communications between the mobile
terminal and the network application function.

Generating an application key at the mobile terminal and
the bootstrapping server that the bootstrapping server can

requesting network application function to
establish secure communications with the
MT.
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server certificate. The MI fornul ates a response to
the authentication chall enge based on keys deri ved
fromthe authentication challenge and a pre-s

secret keyWO'HG6084183 A1t hd|II¥I!I1HHI|!I‘Ilﬁilihlllll|I|11>II11II||||IIIJIIHIIII|I|||I|II|||II||I|II||||I|I|I|||II|||I||II|

Once verified, the BSF and | ndependent Iy

R 18 AL G I &ur Pidyshedey ¢ hat t he BSF
gﬁoﬁg@% ﬁ‘éﬂggg' b ‘%q net wor Er _pby”f é’yfm”ogal fe‘”ﬁe )
pb jJ’ fc e time llmlp for amending the

e expirqtion

establ i sh secure communi cati ons ! ;
Declarations under Rule 4.17: \Mlattrt} Lh bM-lr-epubllshed in the event of receipt of

— as to applicant’s entitlement to apply for and be granted a
patent (Rule 4.17(ii)) Fortwo-letter codes and other abbreviations, refer to the "Guid-
— asto the applicant’s entitlement to claim the priority of the  ance Notes on Codes and Abbreviations” appearing at the begin-
earlier application (Rule 4.17(iii)) ning of each regular issue of the PCT Gagzette.

amendments



