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Claim of Priority:

U.S. Provisional Patent Application entitled SYSTEM AND
METHOD FOR APPLICATION SERVER WITH OVERLOAD
PROTECTION, Application No. 60/573,307, filed May 21, 2004, by
Naresh Revanuru and Anno Langen \(Atty. Docket No.: BEAS-

01561US0), and incorporated herein by reference.

U.S. Patent Application entitled SYSTEM AND METHOD
FOR APPLICATION SERVER WITH OVERLOAD PROTECTION,
Application No. , filed May 19, 2005, by Naresh Revanuru
and Anno Langen (Atty. Docket No.: BEAS-01561US1), and incorporated

herein by reference

Field of the Invention:
The invention is related generally to application servers and
messaging systems, and specifically to a system and method for

E

application server with overload protection.
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application server with overl oad
prot ection. Background: In a typical application server

t housands of requests within a very short tinmefrane.
In certain instances the server woul d becone
over | oaded and be unable to process further requests.
To the user this appearszas a page error, or a frozen
page. The user will typically keep hitting the server
with requests, when this really doesn't have any

efég% '%%cpnly serves to worsen the problem What is

n *mechani smthat can notify the user that

the server ila #typicidpplicatin s@dedor aed s¥ehemvitdnment,
all ow the server to regain stability while not having

t A SRINPT MRy berrgeeiving theysardssof represts ydthin anary short time-
a c . 1 " ohj t

r aTfec T SR BitahOe PN & o RE BERbm Rl oacBland be
quaiable topoess finthert regupstsi sTovtdeudar thisaappeioes b2 @ pdge

requests or to, for_exanple, reject those requests
t forwplr@?rpaﬁ@pﬁeﬁgﬁet%&ﬁwampi@?ﬁxjk%?p inghesaryen i
t *}%qﬁé&%‘f WherUH@Fdall @oé’é%@toﬁ%‘éﬁg"éffé%t %ﬂdemg%'i%ﬁ to
of t'he rnvention, a system for exanple, a server or a
clwarisen thé pratdsingWhat is pededas a naechesndisg dhataozol notify the

OASEY bl ForRds quliesly eripdede B wRER il allow the
NBfEeEr &PrediStablify WHIE At RIVIHPIEdSAINGIM fihdrifquests.

al ready burdened server. The rejection nessage or
acthep iradgionas tepproadh dasHoewsv 4o ,ganesate Asservehi ebjechseot

bet ween custom zing to the. poi.nt  of i ng flexibl

atiBTe 15 ST I e bl v R fendlf buiengiaBleder. no

PrAPHSIOE rhade itd eRBRderiZAheeratjuestd betd, Fbeekample, reject
those requests that will take longer than one minute, while servicing the

others.

Summary:
In accordance with an embodiment of the invention, a

system, for example, a server or a cluster, is designed to generate a
message, and/or reject further work, whenever the server becomes
overloaded. It does this in a processor-efficient manner so as not to
place even more strain on the already burdened server. The rejection
message or action is customizable. However, there is a thin line between
customizing to the point of being flexible, and overly customizing to the
point of adding more processor requirements. Above all, the rejection
must be handled quickly. The traditional approach fails to adapt for
certain requests, such as for example ensuring payment requests are

communicated at the expense of simple browsing requests. A company
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nmust be handl ed quickly. The traditional approach
fails to adapt for certain requests, such as for

t he expense of sinple browsing requests. A

conpanym ght address this by installing nmultiple

servers. However, the inyention allows for optinal

processi ng even W|th| n a33| ngl e server. I n accordance

wi th an enbodi ne ystem det ermi nes where the
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manager,, associ a
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anue'qu@élcaan Qﬁe U'egﬂrﬁéti&i é’ervtélﬂ*de%rhﬂﬁéd | Ao infStrator
URLC | ével to determ ne which workl oad nmanager or

s@aw eanfigure whichiiserviets sheyld de. privrdizedsakovecathess.sd he

g thds B poBRHER orkhabitfa i SrgByen wit tha

hae@lied aftl thé eoespsiting Rﬂ@rltly%lrtthfa(?éq@é(ﬁ”mh@ ref@ést is not

ot her reﬂ uests could be hand hi s nessage nay al so

béoKesk AP SWORPUSY.rPut PsistaTaY PRIy tihe RinleyRl fosdetstmine
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a cahratsdbé dsédto pmwdmlfeelddaak tonihekl serdr e ERipeinistrator that
toget her with a, gl obal ri oa t hr esho] d. Reqfuest S

aﬁ@r@fm@quveﬁﬁw@mq. i A&t cwa%ruéwn%clw ar gxaypple
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customized within reasonable limits which is not possible with existing
methodologies.

In accordance with an embodiment the system is configured
to specify a threshold for an individual workload manager, together with
a global overioad threshold. Requests are given virtual time stamps and
queued accordingly, according to priority. When the threshold is

exceeded, requests below the threshold priority are rejected.

Brief Description of the Figures:

Figure 1 shows an illustration of an environment including
a system which uses server overload protection in accordance with an

embodiment of the invention.

requests are conmuni PEE/Es2085/017861
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exceeded, requests below the threshold priority are
rejected. Brief Description of the Figures: Figure 1

system whi ch uses server overload protection in
accordance wi th an enbodi nent of the

i nvention.Detail ed Description: Overload protection

pl ays an inportant part 4n the overall availability of
a server or a cluster. In a typical application server
or web server environment, a server may be receiving

t housan of uests within a very short tine-frane.
|ﬁgi§ﬁg_<g‘iles;cxf§q‘n: y

Frerndtanees the server woul d becone
over | oaded @\fér%@d%@ﬁédﬁohQ)IWé)Qﬁfiﬁ\pBHéhhSértrﬁ‘ﬂh’@%Vérall
To the user this appears as a page error, or frozen
payailability ofigeerven ar a gipsieal Iyaityeiealrappiication ﬁ@I’V§éOf/W|eb

oppier B hitieptog Aebibriphybesths o R ploiRbRs Brgavests
L il eovetly shiopl Hrmekfrding. bigecertain dastehaés tie SehuETwould
"object not found", or to place the requests in a

fbﬁ@@me@r@rl@aégé@d bp waable torprogese fisthar seqerdst Jo the
|

CNRCEHHE AERALY B F R 3 OF 3, e LR, ETrE S

vvtymwlslekeepc hitiingd tee séiver wth@tdmeestsnwrmmmgateauysdcmsm

- Bk ey €iegk apylony eeede $oiee theygRMAIe Tkiadiional
WRRPRIAP AT B 1 BphGrehy & sergtr Q”%%i?ﬁi“ﬂ“ﬁ’t Bpto blabe

ctimlrequwks inThifixeddehgthvepldue. nHaw@Nastrm atismphés made to
st, the rema nbers of

Puiteriaathg R GRS Bhioy OF xmplea BetTBARS faulsts thatwil

' BIRNUbRGer Y SO mirfite X@HIB! 8erviciRg Ve Ythérs. Other
cluster, is designed to generate a

lmplementatlons are unaware of overload conditions and continue to

accept requests. Accepting requests will aggravate the situation resulting
in poor performance and stability. What is desired is fast fail of requests
in such conditions. This works well in a cluster as the load is distributed
amongst the remaining members of the cluster.

In accordance with an embodiment of the invention, a
system, for example a server or a cluster, is designed to generate a
message, and/or reject further work, whenever the server becomes
overloaded. It does this in a processor-efficient manner so as notto place
even more strain on the already burdened server. The rejection message
or action is customizable. However, there is a thin line between
customizing to the point of being flexible, and overly customizing to the
point of adding more processor requirements. Above all, the rejection
must be handled quickly. The traditional approach fails to adapt for
certain requests, such as for example ensuring payment requests are
communicated at the expense of simple browsing requests. A company
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nmessage, and/or reject further work, whenever the
server becones overloaded. It does this in a

nore strain on the al ready burdened server. The
rejection nmessage or action is custom zabl e. However,
there is a thin |line between custom zing to the point
of being flexible, and over | y custom zing to the point
of adding nore processor requjrenments. Above all, the
r épight @ eﬁﬁsﬂﬁlsl?é’ instadingaMyiptexssrverm Eaweyer: theriayention

2A6GR40: Qi bBCRLRE oBh iRlA AdhgBIERLS. such as

for exanple ensurin are comuni cat ed

at the experlﬁacocbrdannamrhkwmmbo@memuhetsystemdetermmes
conpanym ght address this installing nulti
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r dyulesernvioingdvidpipearkload ma;mageriheyequwe(fomxammjpaoﬂﬁtp
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request), %gln delivered to. tp
r@qnemnfnggr@a\r @hjsby/l@smidw@el pngrdlzedrﬂ:bQ\A@eothers The

d d

corriga et LharBhEr HelfPac sl figRs AR L pf0 dnat
OtsBANSt, anb ehdadBéssbridMiE plidHry Fesha r@@ﬁéstcurharrewééth@ﬁ@t
manager associated with that servlet, and

c deokeshaiiap m@omusty,u kyu pnmarw]@nlwaﬁlﬁb@URtrmel odristming

" Rl lsRgodt nidtadel 87 SBHA Ny RehgR EELL ks 0t Blstem
s eavlaido bé ke 20 fividereetibgolets theUser oy ah @mnmistratcﬂ@hat

be used to provjde feedback to the user_or
a@ertainstaciests wilaiot derhandied @hﬁ&@@r‘%ﬁtlﬂm%o@mﬁ@r example

A SRS EUERORL bl B BYT 45 FESERLE aflg
beustomized within reasonable limits wh|ch is not possible with eXIs’ung
methodologies.

In accordance with an embodiment the system is configured
to specify a threshold for an individual workload manager, together with
a global overload threshold. Requests are given virtual time stamps and
gueued accordingly, according to priority. When the threshold is
exceeded, requests below the threshold priority are rejected.

Figure 1 shows an illustration of an environment including
a system which uses server overload protection in accordance with an
embodiment of the invention. As shown in Figure 1, a server 100
accepts requests from multiple clients 102, 104, 106. In this instance
server 100 includes a plurality of servlets 108, 110, 112, each with their
associated workload manager. The server includes a server state

monitor 116 or similar mechanism for determining current server load.



wowdk/1ai38enbodi ment the systemis configured tRPCEPS0S/§17861

10

15

20

25

custom zed within reasonable imts which is not
possi ble with existing nmethodol ogi es. I n accordance

a threshold for an individual workload manager,
together with a gl obal overload threshol d. Requests
are given virtual tine stanps and queued accordingly,
according to priority. VvBen the threshold i s exceeded,
requests below the threshold priority are rejected.
Fi ld@rserterstieninchidas|a prerityaHene 41 8 4o agoepting hegitests prior

oo e ECteAliee TR LR sB aB8oypgic 124
| AvgHdcepts statushinfermatiofirfrok e benferstaté@hordif} sne@optdls
requests fromnultiple clients 102, 104, 106. In this

i estiete thepierityigurye dneipesation ilagraientsymake sequasés 426,

2378 iR FRE Bl b AT bleBE PO e R ik fidpoms

1Heceptaplaryivan thiecdirrint ByERim deiter rBarvirgs eohfigited with a
server | oad. The server also includes a priority queue
1 highegorigsibe pave theietraiests pueurd aba dighrImriaiity.nerviets
t O .oL.S . ' ' .
S8 oRBEIGD Al ind RAEHEB3cH0AI g Fobbit

384 iy s@end igstahced withrd cystbmied nidssageiovradtipngueue. I n
operation, as clients nmake requests 126, 130, 138, the
queuing logic will only qgueue those requests that it

d@?&fn Lven the current system state.

Serv e[?é?@%?ﬁ%ﬁraggﬁw th a higher priority have their

request s qudinedoldwing beciitars dascrbe by exSmpla ietdementation

confi gur with a lower priority may fingd incom.nng

- eding e Dvedpae aions Baketh CoURECAIG M B R Guieve

C WA raRBASRAPC ANt HTTH sedStaBO Bt AIR] 67BAESUNBRNG B

fol I"owm ng sections describe an exanpl e | nplenentati on
OOME. In accordance with an embodiment, JRockit specific APl's are
used to calculate memory usage after every GC interval and provide
notification if the average free memory drops below the configured
threshold. This also ensures faster failover of RMI clients in an
overloaded cluster by directing them to a member that is still available to

take requests.

Definition of Terms, Acronyms, and Abbreviations

Overload - A server condition in which accepting more
requests would result in deterioration of server performance and stability.
The server has exceeded it's resource capacity, such as available
memory.

OOM - java.lang.OutOfMemoryError thrown by the VM

FD - File descriptor
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including the overload actions taken on exceeding the
execute queue |length, transaction count, HITP session

an enbodi ment, JRockit specific API's are used to

cal cul ate nenory usage after every GC interval and
provide notification if the average free nenory drops
bel ow t he confi gured thréshol d. This al so ensures
faster failover of RM clients in an overl oaded
cluster by directing themto a nenber that is still

\@{)}vfip].oqeét%éf ake requests. Definition of Terns,
a

a
Acronyns, and Abbreviations Overload - A server

condi ti on i Mhidifedituee edpblezgthenservee do estitsommtoduntering
of server performance and

res in deterioration [
SQ@M BErer. QR RekfieV M eproptigiatu Abls are dsedtealculate

. ) : '
§ IRaRbhYusrvBN I BC ndbEREie Efisyepthe axerage
ddreer inptrarpgbkeSbel@e bithresholds f eat ure enabl es t he
server to exit on epcounteri error. J |t
W s or opr 1iess greio Bas to ABaReresSelatt: palat AL and
USASkEarihbifiicaB¥RE WHeH the @verdift BESRIR Gy Y 5abH AMRESHAIE,
average free nmenory goes below a threshold. There are
t wbhpagearget willbomohr 0Nt éreers- theowvn dufinQOVie erecutisennf a

SR el REREPR B B B el
digsb0/ptibA tiereppicativrPd dé noeeateRtO GRTeredd theMEeficdt Fhis
if configured to do so. This is based on the

adeatkr isdisefwdt thepiarverdsibasked by the NosieManagemos by & HA
t @Sﬂﬁi%h\.’?ﬁe sgmeﬁ will exit with a well defined exit code distinguishable
from normal VM termination.

On JRockit, it's management APl is used to calculate
memory usage after every GC interval. A low memory event will be sent
to the registered listeners if the average free memory goes below a
configured threshold. The server is treated as overloaded and the
configured overload action is taken. Note that the design of the
notification mechanism isn't JRockit specific, but will work on other VM's
that include this functionality.

Hysteresis can be built into the low memory notification.
There is an upper bound on the used memory after which low memory
notification is sent out. There is a lower bound after which the low
memory notification is withdrawn

The console can have an overload protection section that
will contain the following options:

Exit server process on encountering OutOfMemoryError

Average free memory threshold & number of memory

samples used to calculate the free memory.

| n accor damcBUSED$1017861
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normal VMtermnation. On JRockit, it's managenent API
is used to calculate nenory usage after every GC
interval. A low nenory eyent will be sent to the
registered listeners if the average free nmenory goes
bel ow a configured threshold. The server is treated as

over| oaded ahte BeRYeEERM FRGhEPMFgensiateddyring exgcution of
t t t I

ek RoquaRt dnd ARk ullf ael) Weriiba SiftyTebde. FR e8fumed that
ot dpplicetibns wikhtnoit hainalb QCDME themseloesl The .syblesn avikk slso

b i to the.| f t
" ke oM el SUPIRS MR EverRoeN o
nenmory noti fAGﬁHMl@tFatbFs Séoridure yf?e"eemb?n&% kif¥&8hold as a

bound after which the | ow nenory notification is
WI pemeatagemfetotab mseheryc divetsareenis ansidesad oyedoaded after

LR, G AT T
AV@réﬂ%téﬁs&%d&&WeYeﬁ'ﬂﬂhé%W htbrfo LEBRIiticH alfEEf ekist in the

anpl es used to calculate the free nenory. The "server

cﬁewanﬁemggb@wW%mm@S@ﬁba’m systein gaes enastap
£ Mgk bpd el dodel o pHEIOAI Rt 85 WitER and cdrfip 4R

sywbdottst | | al so handle OOME simlarly in i nternal
subsystenm s wherever possible. Adm nistrators can
configure a free nmenory threshold as a percentage of
to}a%'a ﬁ%@?éﬁﬁmir@ﬁwtéﬁé&@sr i s considered overl oaded
afte

Subsystems can register for memory notifications using the

standard MBean notification scheme. The following is an example:

1. Adding a MemoryListener to the JVMRuntime

JVMRuntimeMBean jvmRuntime = serverRuntime.getJVMRuntime () ;
mbeanServer.addNotificationListener (jvmRuntime.getObjectName (),

myMemoryListener,
myMemoryFiltexr, null);

2. Implementation of MyMemoryFilter

import weblogic.management.runtime.MemoryNotification;
public class MyMemoryFilter implements
javax.management .NotificationFilter {
public boolean isNotificationEnabled( Notification n ) {
if (n instanceof MemoryNotification) {
long freeMemory =
( (MemoryNotification)n) .getFreeMemory () ;
long totalMemory =
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this threshold and the configured overload action is
taken. The paraneters used to determ ne | ow nenory

LowMenor ySanpl eSi ze). The system goes one step further
and executes the overload action on Jrockit and
conparabl e VM products. Java Programm ng |Interfaces
Subsystens can register Por menory notifications using
the standard NMBean notification scheme. The foll ow ng
i s dMeEERNpt e c3- LRy R ENDPYi'Si ener _to the
JVMRunt i me JVRRUATSERERASEEn< | UnuhPhatMe"8B¥ Ve Runt i ne.
get JVMRuntime ();*hb&anr&fver .addNoti f

i cationListenér (jvnRuntine .getCb jectNanme ( ,
nyMenor yLi stener, nyMenoryFilter, null) ; 2 .

| npl enent a?‘?tdﬁ:fno%aﬁf\/bnoryﬁ lter inport weblogic

. managenent .runtinme . MenoryNotif ication; public
cl ass Ay RBARY MY IseryFhSPEnent s j avax. management
.Notif icationFilter { public boolean isNotif

veror yror 11 05 VPO ey MBS RER sen

NIl eSentn) sioTa o), e

(faedEreeemary(b retwngotfievedye(gge (freet upamMQrye; over
"ServerMBean.LowMemorySampleSize" samples.

Periodic notifications about the average free memory is

sent 1o listeners who have specified notification filters. If a notification

filter is not specified, a notification is sent only when the free memory is

below the globally configured memory threshold.

Execute Queue Length Protection

This feature allows administrator's to limit the number of
outstanding requests in the execute queue. Basically, administrators can
define a global queue threshold after which requests will be throttled. The
self-tuning dispatch model also allows an enqueued request to be
associated with an OverloadManager . The OverloadManagerdecides the
maximum pending requests for that request class. OverloadManager's
override the global queue threshold.

Non-transactional RMI requests with a low fair share will be
rejected immediately in an overloaded server. This applies to one-way,
synchronous or asynchronous RMI. If the overload condition continues to
persist, higher priority requests will start getting rejected. There are some

exceptions to this rule:

in the Server MBean (erPQr/US2005/017861
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} } return false; } } // end of MyMenoryFilter
Thewebl ogi c. managenent . runti me. MenoryNoti fication can

get Tot al Menory(). The get FreeMenoryO returns the
average free nenory over

" Ser ver MBean. Lowivenor ySanpl eSi ze" sanpl es. Periodic
notifications about the 1&erage free nenory is sent to
i steners who have specified notification filters. If

a notifi cat iRgOuUests edeptinetbt farpetliisystems, fikei (MRt iasw

L B 5 A TN B, yegons
Lemaridydiiattect i on This feature allows adninistrator's

tolimt the nunber of outstanding requests in the
execut e queddmipdeneastsyare aiaWeAst rat ors can define a

Phrottl ad.  HROAnETRal S abaf it A em M dlemertBnes
atike tiopi eoesble evil betrejegtdibinasediatelyed W th an

Over | oadvanager . The Overl oadManager deci des the
maxi mum pendi ng requests for that request class.

OreitRasPoRgRs Esiler ri de the gl obal queue threshol d.

Non-transactional RM requests with a low fair share
wi || be rej éctludteraiediMt diept isgiven especiahdefdif semesor.all

T RIS o Sy RS i R S MRS 0
is not overloaded and is still available to take application requests. This
will prevent clients from trying multiple cluster node's and failing.

This feature enables RMI client's to quickly identify healthy
nodes in an overloaded cluster without having to try every entry in the
replica list. If administrators start new cluster nodes to help reduce the
overload, it will direct clients to the newly started nodes.

Each server's availability information is transmitted in the
cluster heartbeats. The availability information will tell if the server is
running, overloaded or suspended. A serveris considered as overloaded
if it either exceed's the execute queue threshold or running low on
memory. The availability information is transmitted back to the clients
and used as follows:

All servers in a cluster are healthy. The replica list sent
back to the client will have all the server entries. The client is free to
choose any server based on it's load balancing policy.

One or more servers in a cluster are overloaded. As a part
of the piggyback response, the system will send a special ref to the client
that points to a server that is not overloaded. The client will try this special
ref for it's next request since it has a better change of success. After

execution, the server can send back another special ref or retain the
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persist, higher priority requests will start getting
rejected . There are sone exceptions to this

transactions are allowed in since they performtheir
own overl oad managenent. Adm n requests are all owed.
vvebapp requests apart fromthe internal nanagenent

one's like the console w1l be rejected i medi ately.

Faster RM Client Failover A clusterable RM_client is
gisAEne ans fiidhainexkeliant exgewlian. Taig willaestisne it deg overtoad
oV, e p I . t,

C R Boe 9D TG sshr BRUE: é SoleEL KTaFing?B e =
appulitipht ofotherequests. This will prevent clients from

trying rrultiF)I e cluster node's and failin Thi s
feature enadl @&newW clusiesfiode isosigitediioy reduss: theyoverload

he@nhﬁ%n”%%gé?irag‘%fﬁﬂlﬁtéo%qsdth%'n‘iﬁg ts_ta\ﬁdﬁﬂaae.hw'a“vg.d

try ever replic
adldodirgt atther sewtrende, tiesvspeciat saf candies witbidimMp afted aclew

th I [ [l d t cl

S TEARESISn daabtherslistes apyes ate Sveivadad fhs eritds Abked Aot
t

O NRIPHICEHEh beriodf Sirieciibie WERnG R l?ed%%ﬁv'enre% oy the

r eenverts, tl'troeglhmtdélme mumb@pehoeddm.g rEyuests iy the execute

consi der,ed as overloaded if it either exceed' s the

eXMEYESueue threshol d or running | ow on memory. The

availability information is transmtted back to the
clients and used as follows: Al servers in a cluster
arActiveairengactinms Lieyfl i ca i st sent back to the client

W Il have al'Ilhlé l?eeatfileer 5w ak" d'?r‘? hlswé?orcto Il th'esnur%SSr of

to
active transactions in the server. Once the maximum limit is reached, the

server will refuse to participate in new transactions. Note that RMi calls
that are associated with an existing transaction will be allowed in. Only
RMI calls that try to start a new transaction will be refused.

The console can have an option to specify the transaction
limit. The transaction subsystem will throw a
javax.transaction.SystemException when the transaction limit is

exceeded.

Active HTTP Sessions Limit

This feature allows an administrator to limit the number of
active HTTP sessions in the server. Limiting the number of new sessions
prevent's OOME.

The system will refuse requests that create new HTTP
sessions if the maximum session limit is reached. In a cluster, the plugin
will redirect the request to another cluster node. In a non-clustered

scenario, the server can redirect requests to an alternate server.
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choose any server based on it's |oad bal ancing policy.
One or nore servers in a cluster are overl oaded. As a

special ref to the client that points to a server that
is not overloaded. The client will try this speci al

ref for it's next reques{ since it has a better change
of success. After execut %n the server can send back

anot her special ref or retain thesame one for the next
client executh®maximua pmbecehpimary HlTP sefsiongealaes

¢ e SARPET LBRY n PR ROKE THRRRNER I 5 AEFaforpss
naalleapgicatians.ed to reduce t he overload conditi on the

special ref wll |nt to.the pew startedn de
avoid fl oodi-t'lrbe hfec%wfi?dd\él"' BXECULR ey O r MHWMQ

Wédt.@héthh@frhst-sésélsm hﬁﬁé’(%?ééchécf all the cluster

nodes are Overl oaded, clrent 1s asked not to try
till a cert dfﬂnewfverds ota tluster, 7h63 wesponsg is sewt back and

erm ned the erver's throughput t he nunber of
pghﬁlplltbg"?e‘ﬁlﬁ lP¥e'i' S RAYeRkcut e queue etc. Active

Transact i ongf HdkérvERii$ nf)?ﬁtt HrGustkl BUP afMblternate server is
adm nistrator to limt the nunber of active

t rsmgti@dt thessenvlatpontaingewill redirect the neguiestta thenalternate
% the server will refuse to participate in new
trans Ctl ons. Note that RM calls that are associ at ed

W th an exi 9t idig dvernaddrrarpayd lis bspalifisnad tHey v@ﬁébp
RM calls that try to start a new transaction will be

r Sfegseptorthe Seat%ulléuwhtqm the ayptipad resposisediaci te the
trcﬁ?ﬁtactlonl im t . Thetransactionsub
syste mw i t hrowa

javax.tr ansaf:an aveflyad eadirentiohi Wrhisvépstifidtkint thensasole it

[ is
w'ﬂ| i)e used to send the overload response.

Deadlock Detection

On JRockit, the system can determine if there is a thread
deadlock and exit if desired. This feature is possible only on VM’s that
have the ability to detect thread deadlocks.

The server will check for stuck threads periodically. If more
than one thread is stuck, the system can use the JRockit management
APl to check if the threads are involved in a deadlock. The server can be
configured to exit in this condition. This is useful if the server is backed
by the NodeManager or a HA solution like Veritas. The HA backend will
restart the server. This provides automatic failure recovery. Note that the
system will only detect deadlocks within the same process. Inter process
deadlocks is out of the scope. The above actions are also executed if all
the threads in a server are stuck and the self-tuning thread model cannot

add more threads.

t he system wi PCT/E82005/617861
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new sessions prevent's OOVE. The systemw || refuse
requests that create new HTTP sessions if the maximum
session |imt is reached. In a cluster, the plugin
will redirect the reques1t to another cluster node. In
a non-clustered scenario, the server can redirect

requests to e eonsaie s haue @aroptinn teeitimsenvardosess
P Belectiid & IresReadociOife BVt il TlBlar Aoffod e
a?'(dallqtha?ﬂ |‘T$rt$1reéﬂsea|$dadetermu¢@lftanw§!frthmﬁ br@s’&wlk_t Fherstuck
of, the fo acti1 ons X-Sessi on Imt I's

b BV atiS BraaL oo Urable A augias ssnsals Jbmoratiamane
| ShiR2tis AT, AR ethEURL M hahdie A ABI'S EifgtkaPine

the server is not in a cluster t an alternate
sestuai« threadmate invetvedtine deadlbek. THunsaiveewillsave a thread

re i rect o the alternate server. If an
Q)%It Pg?%%g?j K'Ié B%%ffl ed in the webapp
descrl ptor, the server will use it to send the

overl oad response back to the client. If an overload
r éteirriannegt Rl Reservagieni fi ed in the console, it wll

ggt gif |do:10 S LA P RN Hescnp?er AQations per

network channel. This will enable administrators to access the server

even during DOS attacks. This will guarantee that admin users will
always gain access to the server even if it is heavily loaded. The server
will be administrative even during DOS attacks.

It is possible to specify the number of FD's reserved per
network channel for admin users. The server will ensure that at least the
reserved number of FD's are assigned to admin users at all times.

Well-Defined Exit Codes
The server uses well defined exit codes while terminating
itself in certain overload conditions. The exit codes can be used by shell
scripts or HA agents to decide whether a server restart is necessary.
The exit codes shown in Table 1 are defined for server
terminations.

Li m ting the nunker/usfoos/017861
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Table 1

Overloaded Server State

A state "OVERLOADED" can be added as a new server
state. This state will be returned by the ServerRuntimeMBean.getState()
and ServerlLifeCycleRuntimeMBean.getState() if the serveris RUNNING

but is overloaded. The overload condition can happen either due to the

execute queue length reaching it's threshold or due to low memory. The

server state will change back into RUNNING after the overload condition

goes away. The state transitions are as follows:

1. SHUTDOWN
--> SHUTDOWN

--> STANDBY --> RUNNING --> OVERLOADED --> RUNNING
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possible to specify the nunber of FD s reserved per
woeadardsschannel for adm n users. The server w¢T/US2005/017861

ensure that at |east the reserved nunber of FD s are

assigned to admn users at all times. Weil-Defined

Exit Codes The server % wel | defined exit codes

while termnating itself 'Pn certain overload

copdi %rg%%\r Theg COdgng%gl& Meﬁzﬁ&ﬁ%ﬁheérmzmn

scrlp HAagen $Yt0 a serv

r eS8¥HPP"N s necessary. The exit codes shown in Table 1
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aI 0 support é@ér: sﬁﬂt QY@E%%&BEEOQEE?%QQL?G;;:: Se?r °
can be suspeﬂiﬂecpreserﬁhuvmiwm fmragnbe con@/ehiBADEBlemented
St Ssﬁg a conveﬁtlonaﬁ eneral purpose or a specialized digital computer or

microprocessor programmed according to the teachings of the present

15 disclosure. Appropriate software coding can readily be prepared by

skilled programmers based on the teachings of the present disclosure, as
will be apparent to those skilled in the software art.

In some embodiments, the present invention includes a
computer program product which is a storage medium (media) having

20  instructions stored thereon/in which can be used to program a computer

to perform any of the processes of the present invention. The storage
medium can include, but is not limited to, any type of disk including fioppy
disks, optical discs, DVD, CD-ROMs, microdrive, and magneto-optical
disks, ROMs, RAMs, EPROMs, EEPROMs, DRAMs, VRAMs, flash

25 memory devices, magnetic or optical cards, nanosystems (including

molecular memory 1Cs), or any type of media or device suitable for
storing instructions and/or data.

The foregoing description of the present invention has been
provided for the purposes of illustration and description. Itis notintended

30 to be exhaustive or to limit the invention to the precise forms disclosed.
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foregoi ng description of the present invention has
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enbodi nents and with various nodifications that are
suited to the particul ar use contenpl at ed.
Particularly, while various enbodi nents are descri bed
as using orworking with BRockit, it will be evident
that other VM products can be used. It is intended

t hatal$e scope of the invention be defined by the
fo\'/\)h%\fvi(i]sﬂglaﬁ%%é e and their equival ence.Cainms: Wat is
claimed rs. 1. "A system for providing an application
server with overl oad protection, conprising: a server,
configured to receive requests fromclients, and

hald ng A pYsies if@'y Rsev'%\gma@aapﬁﬁ%tw SEHREr mﬂ;hn@verload
t ;oA Lig.l ogic that determ nes the priority
o%g%'ggf g&glg)ﬁ%g%fecei ved as determ ned by the

pri ori ty sefverheonfigukdd ol retenagrquielsts fremuaEnts, and having
directed tq; and erein the euing logic is
ity insHapdiretader bRt frodt est o when t he
server stlRidd BiclRst deRPmmeY e pRibhBAdr FoGTkts Bin
2. The sy te}nd;?d%?ai m 1 wherein eax)ﬁ wg'rakl oa@gérranagerg
i sreasivedi as edteimined byethd pripriyndf thee mairkloademaagges the

are directed to, servl,ets operating on said server and
r d5GHEY! |B)p‘?rfsa§ieéi gaoraﬁ‘goad managers. 3. The system of

cl ai m lwMbeireiie fheuingribpiead JonRgdRIGtRF&Gedt! ddHdih iofasid
by allocating a portion of available thread tinme for
t héduesisevhen thengeryge slate trdicatas m @ safie evarleag condition.
portion of available thread tine
2. The system of claim 1 wherein each workload manager is
associated with a servlet, and wherein the requests are directed to
servlets operating on said server and reached by said workload

managers.

3. The system of claim 1 wherein the workload managers are
prioritized by allocating a portion of available thread time for their use.

4. The system of claim 3 wherein the portion of available thread time
is specified as a relative share value of allowed thread time for one
workload manager compared to another.

5. The system of claim 1 wherein the workload managers can be

manually prioritized by a system administrator.



Is specified as a relative share value of all owed
thread tine for one workl oad nanager conpared to
wa@p@sherss 5. The system of claim 1l wherein theP@DUKI005017861
managers can be manually prioritized by a system
adm ni strator. 6. The systemof claim5 wherein the
systemincludes a consol e application for use by said
system adm ni strator in ﬂ)‘?i oritizing said workl oad
managers. 7. The systemof claim1 wherein the
r eBuest $he 1aystemn iafrelainy Sdwhetain dha gystena deeludeas idoponsole
WO e a CCo : :
t ey R BTET e, B RS e B BY B LR ARG saic
I eoAddEd hiamiagerse not placed in the queue are
rejected. 9. The systemof claim1l wherein the request
can be rejected with a custom nessage sent back to the
cl yent. : S 0 ' '

S r e?:'ei vegﬂgtsa}/t-ggap n%h(s)trcpr?l??tni gn%%t)élﬁ ltthﬁlg%ccﬁ"refé 25:1? ﬁ%%ﬁfg?o ed
t haccordingr tovdestinatioru vesrkloadd ei@rageneare plaesdbinea queue
over | og,d coqdi.ti an., 11. A nethod for providing an
apBFGEANIA TReF PEPT M t h overl oad protection,
conprising the steps of: receiving at a server
requests fromclients, said server having a plurality
of 8wor kTbeadystanagkslsinvgavhereingerhesisdhat aretrat piatadgn the

10 t he %&_j)ori B%/ c%fdr equests being received as determ ned
by B 5995 G%f t he workl oad manager the request is
directed to; and rejecting certain of said requests

when the server state indicates a possible overload
cofdi t i the system of claim 1 wherein the request can be rejected with a

custom message sent back to the client.

15 10. The system of claim 1 wherein the system receives state
information about the current state of the server which it uses to

determine a possible overload condition.

11. A method for providing an application server with overload
20  protection, comprising the steps of:
receiving at a server requests from clients, said server having a
plurality of workload managers operating thereon;
determining the priority of requests being received as determined
by the priority of the workload manager the request is directed to; and
25 rejecting certain of said requests when the server state indicates

a possible overload condition.

12. The method of claim 11 wherein each workload manager is

associated with a servlet, and wherein the requests are directed to
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12. The nmethod of claim 11 wherein each workl oad
manager i s associated with a servlet, and wherein the

server and reached by said workload managers. 13. The
met hod of claim 11 wherein the workl oad managers are
prioritized by allocating a portion of avail abl e
thread tinme for their use 14. The nmethod of claim13
wherein the portion of available thread time is
spetyletse @pagating ainatsald saMele angl veaefiedh o sedd t Werdepd
ti one wor kl oad nanager conpared to another. 15.
Tﬁﬂg%%ﬁﬁgd of claim 11 wherein the workl oad nanagers
can be manual ly prioritized by a system adm ni strator.

16. The_met hod of claim 15 wherein the system i ncl udes
2 ‘Gonsine MNPALT SAMoH WISTe) the wasibad anagers are

T PHetizhd By Riigaudy o Yoridr bl ARl #hkda BAf FRIRGFLSe.
prioritized according to destination workload nmanager
1. bRl 3 B S bR b Rl Bipb
Pltpge ddbdifiel 4418 481808 sh8ie¢a186 of bilowdh enrdRidhfle ®r one

e
claim 1l whereln e request can be rejected wth a

c eariioadesanggerseompareckiotanatier. cl i ent . 20. The met hod
of claim 11l wherein the systemreceives state
i nformati on about the current state of the server

whisth ithelgeshdPoflelafh MINRherd9 s Rioekiede mh&xedbers can be
condition.2 1. A conputer readable nedi um i ncluding

i meanually wistitized by syseevadmiiligtratahen execut ed cause
the conputer to performthe steps of:

16. The method of claim 15 wherein the system includes a console
application for use by said system administrator in prioritizing said

workioad managers.

17. The method of claim 11 wherein the requests thus prioritized
according to destination workload manager are placed in a queue

according to their priority.

18.  The method of claim 17 wherein requests that are not placed in the

gueue are rejected.

19.  The method of claim 11 wherein the request can be rejected with

a custom message sent back to the client.

20. The method of claim 11 wherein the system receives state
information about the current state of the server which it uses to

determine a possible overload condition.



receiving at a server requests fromclients, said
server having a plurality of workload nanagers

wWo@p®sald3sy thereon; determning the priority oPCT/US2005/017861
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requests being received as determned by the priority
of the workl oad nmanager the request is directed to;
and rejecting certain of said requests when the server
state indicates a possi & overl oad conditi on.

21.  Acomputerreadable medium including instructions stored thereon
which when executed cause the computer to perform the steps of:
receiving at a server requests from clients, said server having a
plurality of workload managers operating thereon;
determining the priority of requests being received as determined
by the priority of the workload manager the request is directed to; and
rejecting certain of said requests when the server state indicates

a possible overload condition.



