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Met hod and apparatus for secured facsimle
transm ssion Technical Field The invention relates to

W 2000683 f or secured facsim |l e transm ssi on aRCOEBI0AT010114
to the preanble of claim1l and to an apparatus for
secured facsimle transm ssidn according to the
preanble of claim7 . Generally, the pre sent
i nvention belongs to the field of tel econmunication
technol ogi es . Background Facsimle transmssion is
often replacing reqular nmail or delivery services,such
as UPS and & End ARRATATYS Foi (SSRUTTEl FABPERAAG
thhe snaciguicant can re ceive a nessage within ninutes
i nstead of hours or even days or weeks. Oten
sensitive information such as for exanple in-house
techni cal draw ngs, confidential finan cial or
busi ness data R vat&jpformation needs to be
transnitted—b;ﬂgmrmﬂﬁﬁTrTTansnission. However, fre
quently a rather |large group of people has access to a
facsim | e maghl ngywethtdion e dedgec §fd i ®eLBOAI Bo? secured
hotel .. _Hence, the possibility. prevails that a, persagn .
fpicaiditife GIEMSS BP0 a?aC*F%%hﬁgﬁgt? atsf nPFSaBPE% 835 claim
1t @gﬂWQcﬁ@r?&lpﬂa‘ﬁmddeECé@&@ﬂéd fhtshmtar resuktiisgion
a breac crecy. Facsim t ransm,ssi re
GSORTT b ar o TS ubE | STAb na kCBREOPRIRG EheaPTe"
steglte dorwaiti icat il snandee dtdef f hetidbgft helpFommunication

I iqnal Tel ecomunication Unit)
h é?%%g%ﬁ%ﬁgﬁation'Standardization Sector (ITUT ) ,
former CCTT (Comite consultatif internationa
t el ephoni qugRkdr@)agr aphi que) . Transm ssions
according tothis Standard are - simlar to plaintext -
easy to read and thus easy to intercept, thereby
assi sting i wacedusi lter | tataresyi onage. i d/boEower replaaing
B8 1 085 Neh %cgl;%esgﬁviwss' BLendgd BePPLRA FEaRX",
cause e.g. of ams ing o

because it is fast and reliable and the recipient can re-

ceive a message within minutes instead of hours or even
days or weeks. Often sensitive information such as for
example in-house technical drawings, confidential finan-
cial or business data or private information needs to be
transmitted by facsimile transmission. However, fre-
quently a rather large group of people has access to a
facsimile machine, e.g. in a large office or in a hotel.
Hence, the possibility prevails that a person views the
contents of an incoming facsimile previous to the actual
intended recipient, which can result in a breach of se-
crecy.

Facsimile transmissions are usually performed
via a public network according to a telecommunication
standard defined by the ITU (International Telecommunica-
tion Unit) Telecommunication Standardization Sector (ITU-
T), former CCITT (Comité consultatif international télé-

phonique et télégraphique). Transmissions according to
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his facsim|e nunber, pressing of the wong speed di al
key, or an error in the tel ephone network, but does in

W e@atedry i ve at anot her recipient's, the tranBCi/EP®Ad7/010114
data nmay go into the wong hands . Hence, there has
been a need for secured fac Sinmle transm ssion, in
particular for secured facsimle transm ssion via a

thipl Feandpsphese meWdEkarFtemrieinte<pl4 aaayt her ead

ah8 KRQWN28,3RRAMRA S Y, HHI N LG SOMIUNLG AL hOndus-
The_apparatus nmay be a facsim |l e machine conprising a

tE¢ahnBFPURPRIFor readi ng a document that is to be
gr ansni tt edmogeptreht €A fURI facd iGdtla PIRGeSsdNGHNite at
ata transmission.unit, with a no demand a conirol
efif it SRR R F e My s o by Roria TEBRERLRE OF
hisafsabssiide dambeirs torasening exf arlte recepd | speddt digg
recejived._b ta.tr 1.SS] ' ia e one _
]l T MALEER T fhe e DaRAY s foh 8 Bl Pasaons
sseadsarhéveoetmemotiherr et itiendats ivhe tpppsyitted data

mh{NES- i AP daka RLRCLIIIHHE Unit is constituted by a
nendry which storesthe transm ssion and reception
data, a conPFBSSi ohPEXFansok s QuiteFhrt Vorpreseshgtac-

sangdlexpaadshg skiendatia, pi-tenailpt | oyt descypédofacsimile

tci rcuit for encrypti g A h(e; tlr ar}gm' Ssi on dalga and for
HRErPHEFAG ™t Nér c?b’?’l o datar 2 dal % Br ocessi ng
circuit. ThBroentByAakl 60ws #drd comfriederd ikatowreceptdppara-

e ion/ : 1 [ CUi S
P i b L L R M
fapahmihe NMRRhERSdICOMPEd Stvdl 3 &F3TE®RNY @h%:‘bdf%@ §9§tiéﬁ9 a

a8BdmkAr additi 98 wpoBt e Mar(imdid | ed Fifren) uhitMRa

(nodified read) encodi ng system The . .
dgher PpPFERFASSCc PPt 0f GATCLIY BRI R Hect yhiis® MO~
déheadat a usnRgoa phadet ahd nebanigihes hey.aldbe benar per-

unit stores the cipher. key in its RAMand is prq yjde
slifeh SORPRRer kay LibeT oA The TacarfyTed dhd%Fe-
capchonedetat he receiiviedgbyi dédver abdiv esyansmbsghonhenit
viRAgM o} BEnEhaNe: et Seiedd A lde; dags! dlheofBehi BRe

o f the transmtting side, and the cipher text _
SeapBeEYedni§ geans the document to read the data in a
unit of lines. The data processing unit is constituted by
a memory which stores the transmission and reception
data, a compression/expansion circuit for compressing and
expanding the data, an encryption/decryption circuit for
encrypting the transmission data and for decrypting the
reception data, and a data processing circuit. The memory
allows for confidential reception. The compres-
sion/expansion circuit may compress the transmission data
and expand the reception data based upon the MMR (modi-
fied modified read) encoding system and in addition upon
the MH (modified Huffman) or MR (modified read) encoding
system. The encryption/description circuit encrypts and
decrypts the data using a predetermined cipher key. The
control unit stores the cipher key in its RAM and is pro-

vided with a cipher key checking means. The facsimile ma-
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crypted through the encryption/decryption circuit by

using the cipher key and is restored to the initia
W@l2008/065kE data restored to the initial state BCEEP2007/010114

decoded (ex panded) by the conpression/expansion

circuit, and the de coded data are sent to the printer

and are printed. The control unit checks whether an
cRiTe( pét the TeCeHMiNG )siglgrreteives, silgroughachedmpgem,
thBecepdeof cbhe oM essed wicoded dal e hscEOAtabRedne

in transmtted 50 |lines of de coded data or not

EURNAME C5 29048 Uiy s ANGs & TRIMI EC ahe Gl Barat Sisde-
ctopreandhrgugecihe feaeshyPd ol fdnsryssionscanduit by us-
.certhfled gacs%gile t ansnissiongjthat rovidg.f?r ‘
189 ahNRi AGPRHokaHe RS Mt 19T s | B4 ot MaF §Rtafat2 -
That daval rees oateda tid ndte liociatiah. stlatee farstdsepded dbx-
al.ue r : d

ofBhaat Y ted, BoThE Yy SHA A SE SRSy el TRhE ehe .-
cgdedndasit ereThenéndoy phed wizint eal ard a¥e peeeredd The
cREBL 0hed 2helhe St Sid RE@ PFOLUES 89 control)

encrypted docunment . The encrypted data_val ues can be
St@RoverBd ¢ §l8FamtitRFhat themeieerd ypt i bhe sREPYsEged
eRBY¥dalis@atRdengo coRITRIieRS] Oh anthiem Coed es6i DineknNof de-

qg-gl-G 950 213 a fax decodi ng/ re-encodi ng appar at us
cpdededRFPbed, "Piliat conprises a decoder respon sive to

an encoded VaxArfage2dekisned sol asmss cofmetdard | andesn ap-
p%%é@ué'@Srnéghgﬁk%t@@Ed?é”éé%éﬁ%&fbf@f£§§ﬁ9§éions and

re-conpressor) for generating a re-encoded i mge. A

ceunlfendt happésanrattirem ol stans | Heat i Rraseder gt)ﬁeﬁcan-
nifgnaaaBLhiBALr epEesentmalian. s &vady Seadidifgl cadtheval -

represented as_a seqpence of un-lgﬁgths, i,e. an
ugsray 6rférFF39°89tiﬁFbg&W?réﬁﬁ%ﬁ; T | *hgipkagyalues
abét ehbavppgdseqguerngescof sdid edrdddackapuxel sre sent

starting with a,white run-lenath._ Two-di nsi ona
oftoti famBhbleas ns” detin g Teehivast &one en-

crepeedndethi nelard areodiewgpiverk,andhartreg@énat athg sec-
o%c?teﬁgggéléggg%pggggo%n%n%fr}g@ea eaRashd Y€, OFhgi BAkrypted
data values can be recovered via scanning and then de-
cryptioh. The data may also undergo compression and de-
compression.

In US-B1l-6 950 213 a fax decoding/re-encoding
apparatus is described, that comprises a decoder respon-
sive to an encoded fax image defined by rows of scan 1li-
nes, a scan line manipulation device and a re-encoder
(re-compressor) for generating a re-encoded image. A run
length presentation of scan lines is used rather than a
bitmap representation. Every scan line can be represented
as a sequence of run-lengths, i.e. an array or a list of
integers representing lengths of alternating sequences of
white or black pixels starting with a white run-length.
Two-dimensional encoding employs two scan lines at any

given time, a reference line and a coding line, that are
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Di scl osure of the Invention It is an object of the
invention to provide a nmethod and an apparatus for
wa@ewoned2¥ acsiml e transm s sion which i s conpe€T/BP2907/010114
wi th existing conventional fac simle standards and
protocols. It is a further oBj ect of the invention to
provi de a nethod and an apparatus for secured
gracFiedilve thearisth s5THR° P RFCHRYS ePrpl BYecERFBERCELYRal
ofraesin¥il & imetp nasad orisesdi ng and receiving of a
facsimle. It is a still further object of the
invention to provide a nethod and an apparatus for
secured facgiimdledumnsii stion dhait a6€ confi gured
such that only the intended recipient may view the
received facsimle, i.e. other persons as the intended
reci pi ent may tnats vdrewhjwtr ezlitted fmesnnide. tot prgvade
2S el S h n e
e g e ShE g e DYEBRED, ERoRi AL O cFappmis
sm@ thl@hofla rarpt by with aﬁ%h‘@%legoﬁonﬁeataeﬁpulc fac-

sa%tlw ks tiah dH AT 08 OFcyemM &l | nthat 8da WHktBer object
n%?sl bility with the pi CSJ?IC network i s naintained

odniiPs drvEtERl | TR AT VA ROty aBF £8 PRBRERENS FOT
sbh&&%dﬁ@@dﬁﬂdﬂléLHﬁ&NﬁmIK&fmmwaichhﬁayn&ﬁplbgnconven—
whi ¢ be ereallya arent as

t488¢ |pta|Cosnlmplr océr(leaqcs T fid 0 1%? S cu?eangéglwpl ot &
facensiilssi dit ofs & dﬁa&ﬂenﬁurtshgr ovhiledt @hi the invention
teog%lv%g%g o R PS4 &?%ﬁf&@ué{f&?%é&&@d‘ P98 m-

ocunent to be transm ?é read |n%
1ilﬁet|é"|a>@§lﬂ§scﬁlqrhél”a%tI%%\%tc%‘h%l?%%‘% %?B abr PEdYofhe

1hheﬁkiszdofraw ?ﬁ@rﬁf %defﬁé\letlﬁétﬁ@C@1‘)éd ﬁaag@ﬁﬂ_&_u@g 1 e.
ple series of bla SJntOCil haracter string based h

oL REsn DFEFEISh AR (SHEPA] e thtrypt PRY PRE view the

rebatf @ederf astxiinnd € .0 I eid ea cstphel flatahen dbjerof ofinthe
.encrypted ch er_str t S

1 EREREREF sEo 2t et it g Fa ol dppSETBLEERAE are

comigeuimeamsiuad: & hednpries seisk rm@e:)nmrcﬁ@pmw snbkpapmis-

s%halhsfaeem%l)lc) nabE ansmhiliRg.dde-8CcEqBh! 84ihiRER eq,
)) For. the creation of the scranbl ed i mage,

W%hlﬁaFPmﬁﬂQ%b%%lQ¥}Wﬁqhmﬁh%ﬁﬂ&ﬂﬁF network is maintained

and user-friendliness is given.

In order to implement these and still further
objects of the invention, which will become more readily
apparent as the description proceeds, a method for se-
cured facsimile transmission of a document is provided,
which comprising the steps of generating at least one im-
age of the document to be transmitted (step a)), reading
the pixels of the at least one image into a series of
blocks of predetermined size (step b)), converting the
series of blocks into a character string based on a con-
version table (step c)), encrypting the character string
to create cipher data in form of an encrypted character
string (step d)), compressing the encrypted character
string to create a scrambled image (meaning a compressed

image) in form of smaller data (step e)), and transmit-
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I mage, the generated character string is preferably

con verted back into an inage, i.e. back to pixels. An
WQ@pwpOes4REt ween a standard encrypti on node andPGHEP2007/010114

opti m zed en cryption node is gi ven, wherein in the

standard encryp tion node in®step a ) one image is

generated fromthe en ti re docunent and in the

tapa Ffed EeRT oinaaRriel $HeRtEY a OB &Rejegegfion of
theBges ain 1¢eNeniRd, ﬁﬁqﬁ‘atﬁ"ﬁ@ﬁl&@rcﬁﬁs@oﬂdfﬁﬁahoeﬁeaded
line of .the docurreq& t.o betransmttei ﬁ% g%{
IRESsi &S BLRTT i BTt The® 56t ies %fPF 888 &N~
veeaed mia@}ﬁ iserd es afmddeocks. ©f kpme]determneﬁba A, ophion
bBLER o IS SELILS Ol RLOCKS GO4L 22A0NGh "ot 0008ER en-
I'mage are eaéh conver @63 ﬁ?o a C aracter s
crgptlitmgdde drre hearactvdrest ¥ ngn pehe | :smegedand bnneyp-

tqeﬁ st apy %t%epprg rac ?eée st réé‘ﬁéx&@é&eﬂ?%dtﬁg en-

to I mages an I'nes wt ast _one non-white pixel

tare é@cewmteeﬁn% in rrélebfomt%bmn@n%ypw% pede in
s¢abl ad a rw idfs & ok zéﬁé@étﬂ&ﬂe eaahamagat UST-
1t

for praoviding se cured e transm ssj on of
rg8eaher S provi tf?éttsle% TEEEG, £ oHnF SarERitted,

idegice® for tt}fea@;&meﬂts ngf edacsimde of vheosentat. ofhem-
LEansTssion deylce, COm pL SGp 1 IR0E, GRCLALLOP.IRANS,

aﬁor generatlng Iea one | mage ocunen
semerypni etemgnia) ftdre graeires i il ka}p@mrwne@smadaegeto

eﬁEE'@%a@%ﬂa&%ﬂﬁ%&§§k§ﬂﬁ@¥ﬂgﬁfthé“ﬁ“%ﬁ§§é@9e£h§trlng,

generat éd character string to create a, scranbl ed_i mage
rE5UBE M ASIA e FRAGIC 1o T EHRY QPP Bf LTHGS seRamblBE, and

1h”§§@pt@g %ﬁﬂﬁfaﬂﬁidﬂﬁﬁﬁﬂgﬁﬁlﬁﬁélé@ktésﬁﬁﬂﬁﬁﬁgFtM 1ﬁages
erted hack into a pixel's The
B LS B At aE bt T OF T heP 5. FBast
copptedagd, ldoryerfsicomamannt onay esldsmgod heapladeasrof of
tgg8 %n | gast one image into a series of blocks of

eter

mned size and for converting the series of
bI ocks i nt oFuiréhelrmoaet, e ans tatnay dyare  oh RECOHERS | 90~

c%ﬁ%?i?s?%‘inﬁﬁg YRR IERATh fOoF EnESyphéng {8Heprovided,

that comprises a transmission device for transmitting a
facsimile of a document. The transmission device com-
prises image generation means for generating at least one
image of the document, an encryption unit for generating
an encrypted character string and compression means for
compressing the generated character string to create a
scrambled image to be transmitted. For the creation of
the scrambled image the generated character string is
preferably converted back into an image, i.e. back to
pixels. The encryption unit has a memory for storing the
at least one image, conversion means for reading the pix-
els of the at least one image into a series of blocks of
predetermined size and for converting the series of
blocks into the character string based on a conversion
table, and encryption means for encrypting the character

string to create an encrypted character string. The en-
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string to create an encrypted character string. The
encryption neans are designed such that a standard
We@pwpPes423 on node and an optimnm zed encrypti on PGUHEP2PE010114
provided. In the standard encryption node one inmage is
generated fromthe entire dotunent by the image
generation nmeans. In the optimzed encryption mde a
C§¥P|té§nof“eiaﬁr§gé’§ S §eg%1r9§}ea‘§)e%‘%¥§/ fIPRE i ﬂaﬁ%aﬁéﬁéijaﬁpﬁﬁyp‘
tﬁbﬁn&od%a‘éﬁhd rmg%ptqrmlrﬁcp%ﬂgpﬁ PoRnRodié Ngref ptbeided.

The xel s of eac e of the.series o
o EEe S ey By bl Tie {O8F Dhader 18°befitr8tea
fpredeher madres@z:@wmhti ey stdm ebmafe bjecksat ion means.

1fotheS %‘E‘E’L' 10 £GR é)rm? eaacgerié‘g 8%%83&2809%

nto a C arac e conversi on
gﬁeanrgterﬂewl ttihegy 1|magmegen1rﬂanaimm meaipg perhi hmggcandr -

r%%%@nd%by t%h%rn%ctﬁrnestaﬂ Ngse c & eroondi ﬁgetslka@geaf

[1Tnes wt | east one non-white pixel are then
cBREr JPPEE BY ttﬁ’@ SRR i Oh HRAgRS Henceeadnihhe a series

08pPbil Bcked an‘Ifj'ﬂél@lTelt@'i*rer&i asﬁ@r@m efhst ééﬁgegf o@Nblocks
|rraeofabankllneofthed e. a. line

CQFCRSBRAGIIRA & 5358 $Mmge rPo’% %y{ﬁ%‘a PEF o?%Ch cOR-

vemrpdessntona @Tﬂa}l‘a@t&iﬁt&(ﬁterlmj rb;ngshee ororspoailongmeans,

%%p%lwtﬁn e %%‘ar%%‘%h %ﬁ{%frﬂ&ﬁzgﬁdeﬁrfﬁ o CLYR! €6lne

ressionint SSIon no e
Ochsir abaélac§tem SGE iongs @pmﬂm@dm%ltahklmm@g and lines

wh Bht aUNERGEYPLEE N@)‘rﬁ'&rﬂﬁ;@%}f}%larhﬁé/etfﬁéﬁ éH@HfﬁEeénQy
shorter imge size, a conpression rate and hence

t%’@sﬁ&??ﬁﬁéﬁ’%@?@n t| rre In the standard encryption
V\nﬁdehall pi M@lhﬁeof ia Ith@:eo@itanal’t@d/%rﬁﬁsyﬁtegﬁﬁl dhess a

et her t ine consists onl ite pixe
K BE =R AR 428Uy Sy Tary 700 ot Pel iR chhfedocu-
menh, bé . eet odf iat ﬂaahe\mtih:lrsmﬂ}arwmmmxe)hsunw hot en-
c?{%?éﬁ EQ ?EpéBﬁaga‘f%s%‘i%‘Hd'd}gl cﬁabxeaé né&f’?n?él &8rre-

er sona appro riate SO twar e
sppaASADL toi ﬂ}gnﬁﬁcsflmhl &f e @mpllaek Bixet are en-

cPppEERPHEEB Rl bR rBsaWdgS FWHAN & a5 @088HSression
mgggtuéggrggge%pg%;g%gs corresponding to blank lines are
left unencrypted which leads to an overall smaller and
shorter image size, a high compression rate and hence a
short transmission time. In the standard encryption mode
all pixels of a line are encrypted, regardless whether
they line consists only of white pixels or not.
Advantageously, any ordinary facsimile ma-
chine can be retrofitted with such an encryption unit to
obtain the apparatus according to the invention. Also, a
personal computer with appropriate software for transmit-

ting facsimiles may be employed.

Brief Description of the Drawings

Further advantageous features and applica-

tions of the invention can be found in the depending
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tions of the invention can be found in the
dependi ngclains as well as in the foll ow ng
waeleeensed on of the drawings illustrating the PCI/EP2007/010114
invention. In the drawings |ike reference signs
designate the sanme or simlaf parts throughout the
several figures of which: Figure 1 shows a bl ock
cHpagparfoledh efbddi thentt Il QheQiRe LR PNt AE the

df@M?H 50n]1hkg¥aes nda tard iZyahow. fiowehardrawings like
iLlustrat ing the sending/ transmt ting i a docunent

r%E%B?HFﬁgstlanén defpERATENT S FHE r%‘fh%b‘“b aypgarts
thﬂMﬁ@hbaﬁf tﬁeguéee&aahm@e‘é e hatich! | ustrating the
recei pt o . docu accordi o an emnbodi prent of
t he met hod gf9¥ﬁgnﬁn§gﬁW|oﬁ hﬁ%ﬁ%%el%ﬁf%ﬂmp4b L hgiPRdt -
méhbmoﬁatheihbpataam3|ng'$ﬂ&p$ﬂyenuipm ) of an
enbodi ment Qi &?SS”EBh ngQg %3&““”?16%Eﬁ§¥ttl%ﬁustrat—
st andard encr? Ion nD or 't hie optim ze
ir@cEhet sendwnaétram@mlétargmfs aarfiwtlum%rtlt? a@W@rdmg to

aﬁ@mﬁbalﬂéne BRr kek Waiteh Ry henaddegead {6k, the
header of a facsinle accordlng to an enbodi nent . of

the method BtIthe Bn¥BRMPOR, fROYHEE shsSarpting the
rétéustrati yedexanphe efccdddios Md eagentsed edemt t bt bhe

thgd gf ége invent.ion in the optim zed encryption
3_9hg IRYPRE! 500 being a border between a

facsim| e heageregorabanderp ahbw tes fclom@rmst i hliesrrat -
106 8.560anb! ed LiRge. o Uiddl WS ANdGethod of the
| ust atlve exanple o simle generated wth the
imeenbdonf LoKet PRV BRENER ch arfe Yot i R ZerPe g pEpBnthe

opPg; hayi eﬁcgyg@&lsarn%% and Fi gure 8 shows an

Illustrative, exanple ﬁ facsl enerated wiih the
met hod accof #¥ngeto £ QW?nayeﬁg SR STEHTRrY ©
m@ﬁkéyDWhOﬁhnmdﬁ b&bdéﬁeﬁbbﬂ&ﬁﬁjﬂhﬁ}H&Hdéheofnaeﬁhbsmmile

Fi d
a%%%%ég?%sg?gggsecure&%%;% %m%% Tlindd Of efe lnvené

CsiTm '€ transm ssion accord
tiont he i nvention, the preferred enbodi ment being in

tgs; orm of @ 5aES! B LAOWRCAING 13 ustPa tQH Sty ot a
f£251m11e generated with the method of the invention in

the optimized encryption mode having a marker 200 being a
border between a facsimile header (or banner) and its
contents in form of a scrambled image,

Figure 7 shows another illustrative example
of a facsimile generated with the method of the invention
in the optimized encryption mode having a marker 200, and

Figure 8 shows an illustrative example of a
facsimile generated with the method according to the in-

vention in the standard encryption mode.

Modes for Carrying out the Invention

Figure 1 shows a preferred embodiment 10 of
an apparatus for secured facsimile transmission according

to the invention, the preferred embodiment being in the
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computer (PC) may be enpl oyed as apparatus for secured
facsimle transm ssion according to the invention. The
WO 2098/0684k machi ne 10 conprises a scanner 12 fRECT/EP2007/010114
scanni ng docunents to be transmtted (i.e. for image
generation from docunents to®be transnmtted) . The
scanner 12 represents inage generating neans and is

fapMmeofoar dAFSEHTE 15 ¥ HEe al doehingMYT$8 BLSecanRegsonal

cbinpacBy |(iptg. mdy %@%We@%@%ﬁpaf&tﬂ§eﬁoassecured
fgggara us for secured facsimle transn ssion then the

Al Sof TERE RIS S BICX Woedinknt HiS ABYGRPEPEhed
by neans of Tae dpjprsdnprlicatreacofiendr® qQomgr Bsgs a scanner

referably _a _scapnner_ dr.ive / ' driver -
T L L s
ager gahprétdum I ramgcdhenfaics? npe et naghinheted) . The

s?%%&%&ang€%%&@@éﬁ%%zﬁﬁ%@é‘égE%QEPEH%eﬁggﬁs(QHH is able

urthernmore comprises a Transm ssion

tdevred ft&e mriaesim taf ry/denaneit a9 ki AFpBNGHAJ L ine by

l@ﬁ@f?ﬁ%bEYp%ﬂéaﬁﬁﬁié&hﬁﬁﬁ%ﬁeiéOﬁsé@cﬁéVépﬁa@atus for se-
facsimle. I.n the depicted emggdi nt 10 é.e .
CHF&As APSSHBH Lo AR SIHF T H r it 1o HeQrihdapE the pix-

egxeopl ar doyuhemted dyaonemp I bsised sisy oneand oécept ropro-
pevige L. How ever,, fhey, [y, pe,separatendeyl Gesyvethe
tra FeV'¢& CORPY eSsT on neans and

nSni"ssion ce conpri ses ST Of
anféorepepritenr devivar donpeieese expansdbhiaedns, Bf TAFF

<g%§§é@' TR0R 31d J geSRtd On @evises 1nh§eused, then the

ression_means and the expansion neans are_ pref ,
erably for nB8ebyACEHIHSS AT HME eXpdist it HebhsCauprises
alls8. at Reyudictiti Hea@lat ethét) SewtiNi tIt Thethenpoessicom-
nmeans an%/or expansi on. means €a¥ be_ for E.ﬁ¥/an ai
PELEEEr Bnit¢ AT HhdIOr & sbf m%¥%“%Wg§ anv’ They thay @
feashmai et angettherf drmaleionsd ruetepk Bon adsepaeafernvegkeving
ThE ComRnes ShOR JIPHL, ANLPXRANSE Al AEANS Bhe i

. S t sS-
apreFerﬁglﬁy COF?StrUC?iéééjjéUC. t%@t{;‘ tﬁgy can con‘preggngrr?
se&paﬁéyd&eaamﬁxﬂhﬁrﬁqup¢1mnhﬁEYh%@i@r@deﬁéﬁﬁiaﬁﬁle
£6PRdLT bed JHdf frrRMseneotb D tandhi £hepikes dbvResshbl eHow-

to tranSmt a scranbl ed inmage .
ever, they may be separate devices.

The transmission device comprises compression
means and the reception device comprises expansion means.
If a transmission and reception device 11 is used, then
the compression means and the expansion means are pref-
erably formed by compression and expansion means 14, i.e.
they are integrated in one unit. The compression means
and/or expansion means may be formed by an electronic
circuit and/or a software program. They may each or to-
gether be constructed as a separate module. The compres-
sion means and expansion means are preferably constructed
such that they can compress and expand data according to
the MR (modified read) or MH (modified Huffman) encoding,
which makes it possible to transmit a scrambled image
generated by the compression means in accordance with the

CCITT regulations. The MR or MH encoding can be compared
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generated by the conpression neans in accordance wth

the CCITT reqgul ations. The MR or MH encodi ng can be
weawpassdi o a conventional anal og- to-digital PCT/EP2007/010114

conversion by anal ogy. The conpression | evel

preferably depends on the cofhplexity of the scanned

i mge of the docunent to be trans mtted. The

tor answnsasirgnt el racehed ofe devg tea ugorvergbpe by anal-

OSYTPHIRE S FngRAEM 6 W £h pn‘?eﬁé’f‘é'l%geéeﬁéﬁd@ aat WBEK com-
control unit 18 to a tel ephone_Iine A nodem 16 is

P&eéé&WCQﬁﬂﬁherﬁﬁﬁﬂ%ﬁ%sl%ﬁﬁ%n%fobh%a???%We§Fgﬁglb?otrans‘
méfheede digital information, and al so denodul ates such

an analog c rrler signal to decode the tran
ot or . i on B G SBRGEH Oh U4 I et B epROREC R he~
tB@rﬁb&dnmhmpﬁMhes;qnmﬁdﬁmnléaWhych $9- cahhedtedi vea a
nb%%%rrﬁo%e@t%af &n%{‘%)é]' @c%tg'céféé’%gﬁ%' 95_‘n!en% SRUAAS e

. Tanal og si ransm d over
ltshest el eishorme |thmt 2dulhet eonyerarategeracydianapagnal to
eﬁb%@%l%JQYH%fnﬁﬂﬂéﬁméﬂﬂ@@lSaﬁ@a$l§§nd@ﬁoaéggkgg BYich an

he transm ssion and re Ceptl on device 11.
2PPARSNICHNTHE @A conpiesefontie perperbESHy 1RheT™a-
t@@ﬂﬂ)[]@@%l Q;E;rrfﬁaftsld;ﬁ w1 1 efes aﬁ@l@pﬁ@ﬂi@ﬁghﬁé BUnge rr:\odem

i.ch i1s en s transmtt em 16 .an

ot o Pt S & et Bon onast, g chat
t\ihes dmgmmahm}nﬁnnmduimmtimmmnmbwmdﬁ (ft he. eanpangi eng-

ng?[ NS q:f‘la%f ctathe Hee%ﬂ (F]C&;é% %Qa€%§egﬁo line
ec ﬁpresses respective y e received P?
2per asGhslonsmhs eﬁecr%l\c%céoala%l%m appag b usnter dé@é!}ﬁéd

shaasih @t NSNS ih@ S@-15@! Hied f Ag8EMi 581 BRISAUNRY -
bé used.. The nbdem 16 and the network control unit 18

CgPE lﬁ’Peﬂ@rV&b%ey Idond% dF 3R tehtd af2tdnt # oF CUREESE20ON
1Bnp9&lfblr(&i£cﬁl’byﬂ m@tcrcahpmmmlgl mgandi 14 (EPWenewhieha
Lt of. the transm ssi and reception LC 1
S?ﬁgggéﬁgrﬁmﬁﬁﬁn%Qﬂctuu% ékf r?é%g %S%%ggessg %Pﬁ me=
dpmrﬂﬁcdnd‘uhannammm@cessmtrOhndxm:mﬁhuvya mhechelephone
? N?roe”‘%/v'h@é—l &e%%ﬁxﬁa 2 A FGRCOR ASEERS16 TEFREY ex -

24 and a read ynenDr
pansion means 14 of the receptlon device 11 expands or

decompresses, respectively, the received data. If a per-
sonal computer is used as an apparatus for secured fac-
simile transmission a so-called facsimile modem may be
used.

The modem 16 and the network control unit 18
are preferably connected to a central control unit 22, in
particular a central processing unit (CPU), which is part
of the transmission and reception device 11. The central
control unit 22 comprises a processor, in particular a
microprocessor, and a memory, which preferentially con-
sists of a random-access-memory (RAM) 24 and a read-only-
memory (ROM) 26.

Furthermore, the facsimile machine 10 in-
cludes a printer 28 to create at least one hard copy of

the received facsimile. The printer 28 may for example be
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(ROM 26. Furthernore, the facsimle machine 10 in
cludes a printer 28 to create at | east one hard copy
W@roopHes4eEcei ved facsimle. The printer 28 mayPEBHEP2007/010114
exanpl e bea thermal, | aser, inkjet or dot matrix
printer. Further nore, the tYansmi ssion and reception
device 11 conprises a power supply 30 and an operation
aphher el  ( dS§oalined s 3T iHRlertaice) X . PrHet 8per BRFBRST -
mBaeel t32 GOIERIdnSes ibrHliSt ayeddotd Din SRl ey i 1Y HsRprises
I nput requests or qgfsages and a ke boaLd 6 fgr user
=i RBYES, SORBYAT G TDIORTAT TR DS £hi? adPlrg Bylled
utsbehuslere.rfamtei)onmﬁa/ adpeaattdh e askate B83 Z arohpr toaneat eds -
i_.th_t he oper.ati.on .panel 32 e.9..to read in_a [
Piay 04 S8 e S e T Ch Koy) AT & ostns & kap Mesbibes
aenc ay elyboasys t3émidy wsaerisgnals conpurart isulsedfag the
iﬁﬁﬁ%r?ku%hg@%d%gyg. fﬁHé“Jg £ 14 6ﬂ§f19na 8a¥dCleader
[ nal p

terface or operatl ] anel may conpri se I nterface
3fecanckbs secmesded ol drhe PR HokeR Pandbude &nd/ ofC

r8B¥% QhNer delRWy Qi PUta 10y i &eBl edNErivANSNES) OBf a pub-
devi ce of the apparatus 10 further has an encryption
Ll oo PGENEI O Vit &t Oyt P CTRR AL L &P TRE}PRgiS used

aghapbbaiasiiss Fican séevireel hasc Simtelos yptawemisnsiohora user
igﬁ%{@fgﬁ'&nt rg o} eecrealtv'eoq'laslc{})ﬁa}nr?elledmall M 986 rirgg fg&é%@%lﬁgnde—

ecryption cah e 1Mt egr at e
venesy puichn agnd deeriygsit orm kewb@d whi ohodiee nengapr ehy

oEH%rf§% h@Vb tz&@ Qﬁggmgééyw device 11. The encryption

unit or/7and t decryption unit can be designed as a
separ at e nodife L rFRETESELRR I 1HA e dRriRRaTratus 10

foeeBey 42sf an sherhig iddn heasd e Geadnedi hgage eh-
t he docupent to be transm tted, conversjon ans (ﬂot
CENBAS FORIAEIATNG THED] XaIS WAt St PRaaE g 1as a
deragetabnt e idodwre e drydiei g ansmdd eded nforambéedesm-

T Ry T e e
ipbagersedn inalbine, eany vartcigrptarch dacnaot ben ewet ypBPrg
wggr@ihﬁ 3@&@%2 %%gﬁtt DG HL L EAR BN SNETYRE &G £8aT el eke

11. The encryption unit or/and the decryption unit can be
designed as a separate module. The encryption unit com-
prises a memory 42 for storing at least one scanned image
of the document to be transmitted, conversion means (not
shown) for reading the pixels of the at least one image
of the document to be transmitted into a series of biocks
of predetermined size and for converting the series of
blocks into a character string based on a conversion ta-
ble, and encryption means for encrypting the character
string to create an encrypted character string. The con-
version table is preferably stored in the memory 42 or in
the conversion means itself. The decryption unit com-
prises a memory 42 and decryption means for decrypting
the character string and conversion means for converting
the decrypted character string to an image of the trans-

mitted document. If the encryption unit and the decryp-
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version table is preferably stored in the nenory 42 or
in the conversion neans itself. The decryption unit
W@ 2r06343s a menory 42 and decryption neans fBET/EP2007/010114
decrypting the character string and conversi on neans
for converting the decryptedicharacter string to an
i mage of the trans mtted docunent. |If the encryption
tuant unht eKe detegpeited dml tther sdme eperwetiant aed de-

cSPPRiBACHMREI 08, ARt tHPIHE 1 BB hd R8Nt hBe¥ame
preferably share the same nenory 42, ‘and their ,
MeBAYEr 42 on2REah8CdFe COMVEFSHRY R Bhef tonb_F ePbAked 1D

ofABafcAldrEheneneewpl bod eanermid/glioatsyps and the de-
means are integrated in on%%fncrxytion and de cr%ggign_

CH¥EBhECROMETHE fEfory TAZ AL S5t bl R T AR b RBC RS st
cﬂﬁpﬁﬁ@n(ﬁé&hsand.a§®ESM&mqny#4%emHipﬂé@erably 8i vehygopm-
the_encr [,0 r i - % hQn

SR e s e

sheabyy #ReemablEptilve/desye rénary maats privdédur Bhgngon -

vaeeyrgdptagsimle transmssion. If the apparatus 10 is
deS|gneg as a facsimle machine, the encryptjon_means
and/ or the H88r§PEFBREARENSENFRGT YRe Qredpetl j ¥ with

i €9NMBRSON4NEAASHIRY B eCantigadidetAs Bbechrosédure and

circuiits. |If the ar at.us .10 i i gned as_personpnal
RS SRR e e Pl By v 2 NN
derageedndson fhesiedpectiachigeny drlsd anaemegpsiorympans

W4 b - t r . Gen _
o3 e P O3S0 RS PR S0) LRI/ DM B e, G ofler
shpn| wganst haysbangenstruates me mlacoonigecdperatponlt

tR@NghpA2athBe160HRI RH MRS pd LB ANSHOBE BBANE he
the encryption unit, the de%%xftlon,unlt éor dir ctlg
SREBHPEheNeREPYHt PBA/ PFakdSaitf TTH® et ypTdon ARAAST the

réggéet itbecaatershonn measpeaidw & areeel Siod bpansy and
via lines 44 . It furthernore controls

t he nodem 16
3ha ﬁ%gg‘A{EESsErP%rFH‘S'RAM 24 and the ROM 26. Figures 2
to 4 show fThechantsalll costratli mgpis @2efemmtegls and/or

rggQQQEQETBpQESt@?o&?%%oqégyf5%Hé”§35£§@§iﬂ§!ethe printer

28, the operation panel 32, the compression means, the
expansion means, the encryption unit, the decryption unit
(or directly from the encryption means and the decryption
means and/or the not-shown respective conversion means)
and the modem 16 via lines 44. It furthermore controls
and has access to the RAM 24 and the ROM 26.

Figures 2 to 4 show flowcharts illustrating a
preferred embodiment of the method for secured facsimile
transmission according to the invention. Figures 2a and
2b show a flowchart illustrating the sending/transmitting
of a document.

In decision step 50 it is checked whether a
document has been inserted in a document feeder (also
called page feeder) of the apparatus 10 according to the
invention. If no document has been inserted, then the

method waits for the insertion of a document to be trans-
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transm ssion according to the invention. Figures 2a
and 2b show a flowchart illustrating the
W@ 2diosges ransm tting of a docunent . In deci SPGHEB20@T010114
50 it is checked whether a docunent has been inserted
in a docunent feeder (also cdlled page feeder) of the
apparatus 10 according to the invention. If no
mybeafent fhas decemeimns draeheahen e diet adt Hbenwahesmegpod

phBeeckhBserbi QR Rk arderWEnnd avdbe s ragsnit igdr hhpac by
docunment has Eéen,lnserted t hen t he nethod ?roceeds to
OPRBUE LaPgp ABPTRRY IRt FBIeH <t Fhput1eplseyt pt PEnghe
o@@@éat@bhatllep@eﬁqlesgzg qrglhé Reseht sghayiBds oépt Bg cﬁoose be -
oper at | ona ne : e user can in. step 52 choos
C Bt RebRCt A5 2BEAREar BERY T JR Wbt Gt ThBD bBET A ded™
cfppcﬁyptmodenoder'bmampaﬁnﬁyaﬁme$sbﬁgiag apespédccf fonc-
func, tion _key £ 0. F7) 0o [ papel. 32 i f
Ry S en g abmenl s BT A D3P0
wenteyphei decrpgetort chyoepriassisny to2dfbr eelevirRg ERETYP-
tg%{:}_nﬂaa@ eRckypLL e mde end £dr doTeselRgt LAE EREndard

imzed en Cryption node. Further, the User is in
eBEEPPE2OPr BPELaBY rdqude et htieate PPEABLIGEAL §7-
cgyﬁgggﬁeaoaéansnission or not, in particular if the
first page of Ege do% nment is . to be transmtted
frrbncy

s
cover page halt P& SF anshitt &8 Fon é%ﬁ?%%fag}y
raquesthistoanndlisatle donerebywaprtessa ngeappedptirahemission

o§eM8t9”;Eh§a§%X%%§%Q-%@*ﬁhé*%ﬁf&%fﬁégéOBE'tﬂénﬁbcé%ent
e. . 1 | thé user wants no secured transm ssi on
igetg. bef trrasfiltseddge d S ToORRIPalhe) canghadl pe

tFBRsHS R WARES -3 3R WBd dF NSl SPA DY £8n0alkb bBedone by
first page is not a cover paqgéad{lf t he user %hggses

PYRESABH- SEPLPRY 1AtEN RS iYh eykorrd nlef e op-

eghaiapher baﬁélllt Be,{( ier&_f. palg? BB oy elisPageant st hensaaured
encryption_ w ta ace. (e.g. the first page w ||
CRORCBRORACRY SFed) TN Bover ST HRATRet® S FRUSFep 83! and
“pt ei ér abkyusequesngs teo Saputed tpassywi ds{pni Vatg-key, the
f%?gfe#gﬁgyzs' n%' %h %Qfé}aspa@ﬁ')e.edlfjp@ﬂ?e W\',légrt Bfooses the

recip or a public . _
non-secured transmission (e.g. if the user characterizes

the first page as cover page), then no encryption will
take place (e.g. the first page will not be encrypted).
Moreover, the user is in step 52 preferably
requested to input a password (private key, secret key),
which he has agreed upon with the recipient, or a public
key. The security of the transmission depends on the
strength of the password. The pre-determined password may
be communicated to the recipient via a separate and se-
cure way of communication. Of course, it may be changed
at any time, e.g. for security reasons. If an symmetric-
key algorithm/system is used for encryption then the
password exchange with the recipient is only necessary
once, as the next time the same user and recipient want
to securely transmit a document a list with several pass-

words may be sent to the recipient (or from the recipient
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key. The security of the transm ssion depends on the
strength of the password. The pre -determ ned password
woresposes4ebnmuni cated to the reci pient via a Seper/BPM07/010114
and se cure way of comrunication. O course, it may be
changed at any tinme, e.g. fo# security reasons. If an
symmetrickey algorithm systemis used for encryption
tohehet heepas yvier ¢ caxuirehder o i ket Fa$pl @ptons BhFgrna-

£ DEEEFSALY tRRCEe 123 i NEt, thiEsfheg %@EtHéeus@Pd a pub-

reci pient want to securely transmt a docunment a [ist
Lirt kegerd BRI 1588Y SMstR fedy dee sEmleBerbed r edfprentie

ré@ﬁp&éam hhe Eegupient taet %i@@r&ar‘illaesleﬁcbhﬁﬁdby anybody
ag§CSI mle transnission. Alterna tj veI

| BcPFONG6F K ¥asSRTE Dy e RET! p%k‘i]?‘?fnk@j oth-
e @k goohl nt hey plramatay mlqmauelmtmb :l-&ea:Eplene to

reci,pient h publlc e i C b
oBR{B6y Sa AT SRl TPy &Y unen pub-
lunkkeys byeomeelrs tlenlpessieb pritvat et kle%/eﬁatbr@\s ehests,

f80' Ehsnte %%g Adhid aé?é%érﬁ%’léé‘f?ﬁﬁ?n' €an hold

wever , eys ‘are used OSSI
aoﬁOké9lé§ér dwaé%dé:t%r RAKSWRRRE' epipl "6‘3‘/3e%|h cl?%%br %E%%ntl-

c§fi§bﬁ'ﬂ:§hg@é‘ aféfﬁédmwg a5nSBd & eghe b@@k@i@DIed clipper
aut henti cation_can

assword' ich nor
cBJRECTEAPAL SYATbS T he G- IR o | SpEraTe Quicken
ateypeagiapkdc Syst em atite tdiehdr naaned ngswohéwaie key man-

%mg ?n gr Sg%ntl oré%%%é%te(?rhé]pg I'?t ht,e}'iegalgg%de Crow is

K&y “man 1S ‘Used as suggest erein,
n@hepOEeybégcrow is not possible. After the user has

given the rgaubr-ed RS i SIPRGZ tHd AP 94 t fputs

transm ssion device will dial up and try to initi i
inngtest abli 4R &tEehmdethiivh W%WTW%%&?Ybﬂedﬂ% dial

upOaﬂﬁl ehyt he doguwiRite shad leheals T DS MG L& @ne vt Bohheith
go em 16 and t.he .networ k cont,r ol

ERRFBAC POnS g drel bertith THb (IR Trahl be
tdensnetand,t ke ar edepmicatendeld cend stidemetbudtk opntrol

uéae cgll dcegggyl@a %%r@%@nneffgg%wﬁﬁo%ntféﬁgﬂgs-

annel en bui up, In'ste ument to
spent davsaet pad ithesgausfion dev1ce is then built up

(so-called negotiation phase) .

After a communication channel has been built
up, in step 56 the document to be transmitted is scanned
line-by-line by the scanner 12 until the entire document
has been scanned to create an image of the document
(preferably a Group 3 TIFF image) in accordance with the
CCITT regulations. This image is still uncompressed and
is given by digital image data (pixels).

In decision step 58 it is checked whether the
user has chosen a non-secured transmission in input step
52, as for example for a cover page. If a non-secured
transmission has been chosen, then the method will move
to step 64 and the created image is transmitted to the
reception device of the recipient with no encryption tak-

ing place but after it has been compressed by the com-
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i ne-by-1ine by the scanner 12 until the entire

docunent has been scanned to create an i nage of the
welawatese3 (preferably a Goup 3 TIFF i mage) i nPCT/EP2007/010114

accordance with the CCTT regulations. This inmage is

still unconpressed and is giVen by digital inmage data

(pixels) . In decision step 58 it_is, 6 checked whet her _
PrRESHSET A SohS¥&ETR el bR SEEARREE S/ &PrEPF 98F8A iRage, in

phRRY S HEP 25 Zu fFmdrPle X &ih&fe @ cover page. If a
non- secured trghsn133|on has bee chQ§§$ t he
met hod will 1l MG VETep B ARET %ﬁFF%@gﬁ“l%tep
sbr ansml hieedatne & e deceptt manstevs ceof the iesgpi eft the
abcBeB® SATRIen d ke d g plage, bl afiero bt hascbeen.

ssiOn neans, crea
escm&pmhemvmmnmwessmxfenﬁn&y beumgua|xmm®mma@¢ﬂé$ﬂamemory

90'63'%%% ddf . NIPWRVES 3 he biser, hag mg'{;ﬁais gec_

that wants se ured transm ssi on
eesetih@yd@@@n@mcry@tmredﬂpot ahd storidept nt]tlﬁeph%ﬁ'b?yOf

the %atg'aea%crﬂé%td qrhttmlat s@ffé§r@plm@@k§goa f)ﬁ@géﬁér—

access - nenory n step 6
méflsrﬂeah%géhes S&%Seé?s%doldgfﬁi%el%n%%\b?f%% uhPFO:a@
charbbakert &Qrﬂlrpgelh&sﬁd tdre ad negevarei seadabhé oaadsehees

f bl ocks predetern1ne size, the series S
Rar@sRos: cod i o TREIS G N Basth Bl g pees
chemeetsiros tirdimoe a&tdan r@ ohlalrladw@rd%?ecrrxﬂgedslen@eyméd

gehcﬁfgg %c%n t%ﬂ%f)g{{{ﬁ charagi efpstring. Step 62 will

desc Wth respect to Figures 4a and
4b. In stepIe4Sttﬁ@ Efc PIft ERHRTET ShGhRF i gtring is

c6RpReassad Yy ke &ﬁm@ssesl&n means after it has been

converted to pixels, ther creatjng a scranpled .
CERHEEEGH o Baefont R SR A o o oL gd image
ofmage. dEbam&mmamwnyfaﬂEﬁmyl£'IIEH]Gr@m@n%timdgeo The

receptign. devi ce by.the n on I |
o6 PEBLEY RS, G N R SRS D Ledlor i ce-
Viegabyl @etm@uw@nhnqanunqﬁuunsglhm bmeS¢@Be66t©he set -

t&P?E;tslk—:‘gl[ Iflhla'm@tueﬁ RgWe- S ahoys AeddPUERGM the se-
cured transm1851on, are reset to their initial wvalues.

Figure 3 shows a flowchart illustrating the
receipt of a document according to an embodiment of the
method according to the invention. Thus, Figure 3 depicts
the receiving side. In step 70 the reception device waits
and recognizes ring and handshake of the transmission de-
vice (i.e. its modem/network control unit). After a com-
munication channel with the transmission device has been
established the transmitted data (facsimile) in form of a
scrambled image of the document is received. The scram-
bled image is then expanded by the expansion means.

In decision step 72 it is determined if the
transmission has been a secured transmission or not. If
it is determined that no secured transmission has taken
place, then the method proceeds directly to step 80 and
prints the expanded scrambled image on the printer 28. If
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recei pt of a docunent according to an enbodi nent of
the nmet hod according to the invention. Thus, Figure 3
WQIepWno6823 he receiving side. In step 70 the r eREPEPNT/010114
device waits and recogni zes ring and handshake of the
transm ssion de vice (i.e. i®¥s nodem network contr ol
unit) . After a com nunication channel with the
itr amsdiessivon ndelitd@ thas drearedttapinghessigre has taken

pl Laas the%d t@l@ B IgBd Dedd {OTMOF R Sé:ﬁ@rpfa@dex—

I mage of the document i's received. The scramb

PRREGE |S§rﬁﬁ®4@§3<r}aif}ﬁ$&j iy 9Rreskphsioh FRemstiFn allo-

cde@usm@&o&g/enz72 dd w}ﬁcdﬁt&{énd&dryﬁticﬁh@ &ﬂiﬂ@SHJA§Sh@Bess
gas been secure tr@nsm ssi.on or

St EFRPREGCL AT PSR e brhaat (aidparacter
Sﬁ']:‘aelg Foen fulre heet o qeodceedsoiviecs | ghavastep 80ring,

n prlnts t xpanded scranbl ed inm rinter. .
Wgé. | £t SHE9 g]eetdgr %%nedlsteﬁatlsa Secur ed%?rtggns% Lé?o‘lﬁ éggs
W’oaldemnplsae@, Teherd ft hdargtdrmivqrdceedsoroest ept Fananbe

chgg*a%?flega%‘E%qr@cr@‘gJﬁ%éé?&f irs é&% %iﬂu‘){]t@ﬁe decryp-

speci cat menory 42,
tdesr ypeton iumit o&%@ew@%md%dd%ﬁ%@%dby the

dé@@%tﬂ%& tearf0l0n afhed ddarant f5n Sii N0and&ofhéur ther de-
roce Qg of this char acter strin which is encod

P KB Boor M Ak te et o A Ve T Toran | TrsPencEotne
tkﬁnbhuetpaslsw@rodlmemtcw edte ddrererdieorcheeacs erTsisi hgage

t
s bpsRERCT IO BEAL b T e L8 MY, 1 proc-
egeang pekrflengsc bypttiten davinyrinidn haw t H@aféjy:@f Yt @@rre-
gBﬁ&@CEgr e Bl I&%I%ecwecrﬂ@cbxt&@&m@g@epfoﬂ@d by the

ransm tted docunent by the conversion neans,_ This
engEYBLien: Hed ti whitdh 150 RTFHIRPD U™ a¢ e@@lol%wzala%ymth

réferpheeess g gpefforae ity 4the decryption unit
basically c rres ds tn%hélerevers of th

processi ng é?PEF ‘_"bfi1 e SO %cfk{aﬁ%ljc%l‘ﬂ%trat"
idgsectiepedbi) ntivhe)f afl regnbmdztme"rei erviencee troetFngdr @ascord-

i1, S0, PR SR BEIL jon g ans
favt hbd aptamd ziesg Wrmllméﬁﬂd@)n for the standard
encryption gpderaRfle scanned image has been moved in
step 60 (confer Figure 2b) into the memory 42, in step
100 the password is hashed into a secure 20 character
long string (20 characters x 8 bits/character = 160
bits). This 20 character long string may preferably com-
prise all 256 characters of the ASCII table. A hash algo-
rithm like e.g. the SHA-1 (Secure Hash Algorithm 1) may
be used for hashing the password, which usually is given
by a combination of characters that are accessible on a
keyboard (i.e. a combination out of 96 characters), into
a 20 byte long string which is combined out of all char-
acters of the ASCII table. For a 160 bit long key there
are 27160 possibilities. Of course, other hash algorithms

may be used.
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for the optim zed encryption node. After the scanned
i mge has been noved in step 60 (confer Figure 2b)
WO p09/063423 menory 42, in step 100 the password PGI/RR2NE0I10114
into a secure 20 character long string (20 characters
x 8 bits/character = 160 bit'$) . This 20 character
long string may preferably comprise all 256
characters 6%etﬁ€xﬂgaqeﬁzﬂﬂ%ar@?ﬁﬁﬁﬂp%ﬁgbh¢|$ﬁﬁ¥FF@@

p%lglt e tPdAdn S gﬁ%he%g%éfh&%ea Boyhe @%%@.Lyp-
assvvor

for hashing the whi ch_usually is given by
6 GO O TofTIAT FAGH 5L TR Ohrat abeeshi BTE oRage, i-e.

tkeyhaaed  iofe. eaa:lfflolniﬂiélati@nrébd b O6pchap@BLRES) creat -

dinto a 20 byt Stri which. is i ned_oput of
1 S peied aits kR e 9 b ERPRL 1S a5 REN: Shaig
vbeyeﬁhewehames&xﬂﬂlquﬁndnIam|ESCIIfchanaseerotherpar-

£025h 3 %?” R Ry 0e &?aerda{@ee etﬁ% éﬂspcégéersion
represents the starting poin F 7t encryption
mpgposes $ heaefor matylrteheare@eﬁ”rcybl t¢lomranter BhrwhbchA

cﬁ%‘i‘%ct‘e'}e i B! c%étslty %epfé@&?aed ¥y Eh6;iPEXELS10hyte,

each line, is’read bit blocks, creating a serieés
rgEPEICSdRS YEadiies Sdaetnckﬂ%kfer%sw%l%oialv@?t@a B} Bi-f
13%11‘ t( Izgg a%@lhaml/éﬁclﬂa@ahﬁ@tﬁch | epaéséheubabyan 728

- bi.t character the co rsion ans,
PRHBrEn Y TarEati Ry S AITE NS LS CERFAGLCAS oF bytes,
ioHepeadentily tiyfpiltsalllet reapresantad DN SAHI aseonstd as

fg¥h§t r%%@ﬁ?%@%ﬁgycﬁgqﬁj§ 'UgyfgéaQ§u€1%§Sahi e§809824
e page are each represent
foy VE28 epiteal Sl ¢ aar@cz:rc#wﬂea THYD G1euphads avhdel is

cg&r@ﬁttqu priedarredent Intdd f_té%éﬁﬁfé $4&8iREsD MhAden-

are used as format. "The nunber_of |ines varjes, but
CUYRELPR PLOLEEA Aorf fgg g Aaranding of Bl orPnget 8f en-
cHypEiGhowpd2., which is currently prOV|ded by nDst

acsi | e e A8 TIE .0 00 B ORER LT Ee e
udetihhanc@bepn&am|ateg;ﬁﬂﬁ&hensmﬁhddrdhenosgpthas mode
thQﬁ%”05%iﬁ&%%d5%d@%&ﬁ%fHH“Héhéﬂ“é&%%i985”ngates to the
standard encryption mode. In the standard encryption
mode, the entire document to be transmitted is scanned at
once, thereby scanning all lines of the document immedi-
ately. All of the pixels of all of the lines are read
line-by-line into 8-bit blocks and converted into one
character string, regardless whether a line comprises
only white pixels or not. The 216 characters of a subse-
quent line are added to the character string containing
the characters corresponding to the preceding lines until
all lines are read and converted into characters, thereby
creating one character string. The number of lines var-
ies, but usually is 1024. With 216 characters per line
and 1024 lines, there are 221184 characters or bytes, re-
spectively, resulting in a character string with a length
of 221184 bytes. If the number of lines is equal to the

variable L, then the length of the character string is
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or the optim zed encryption node. Step 105 relates to
the standard encryption node. In the standard
wWepwppeEedn node, the entire docunent to be trBCIEREPIDTON0114
is scanned at once, thereby scanning all lines of the
docunent imediately. Al of’the pixels of all of the
lines are read line-by-line into 8-bit blocks and
2¢6n¥e bt edhienchagiae t&Fardctidld st i e regardbesg by an ap-

p\_e/egtrfﬂsltea el AR 128850 i WHd o xeby Qflen@hcr-%/rﬂ% ion
characters of a subse quent |ine are added
MeRBFact BF SNCTHE TG &YHqg R eharket@pry already known,

e€0EbESpORdI @glctr@/;itheorpraﬂ@&cﬂlrtgmhj NEse U@tahdal_»a EhBesption

d d ted t t
TgaPTAG oG CHAER G LPTiuG, TG MR COF PPRAE AR
ehegypbubnuswalel.y is 1024. VVth 216 characters per line
and 1024 "E‘Esth%h ‘Elﬂ\ %e%z ﬁ%ﬁfryg{}ffo%t $&e O{sb%’{%ggen,

respectively, resu in a er s ring w
iheageh éﬂ62213®41§¢t@§ irfagdse yrmrdrephtefdnésoinsthe

dggHQEnEotbh%ev%@dﬂgﬁiﬂtedt'E%EHr¥h3§%@&8r9ésbgﬁdlng to

character string | . The character string
ohRehiBRcPYpLES %@%eﬁﬁ pr%ﬁr.l@alt%%%c?%p@%h é!“@@?l f’lﬁﬁ]
refnl 9yed bybtlhemwurmw tﬁﬁﬁ@—bl—ﬁb%ﬂﬁ@kyp&r@nconverted

. ; d . est abl

S BhEr ot Ok oAl ger LA CThe S AT Yhcr OBt T oA AGHE™
sotfisgsparhighge securliine .| lrel dgrmarethensppenteeded in
ssggfxskl ngmE%%t{&r ehgal%‘ltde'a Zgg c?e!‘&a(&’PtiH”sE@gS 550 to

sen In ste eries of I mages 1s_gener
stﬁgnﬂ-eﬁeOéoga@'@ﬁrﬁ ¥ bstamanisd thedo caxhlamage later.

correspondi fig Leepng2bi Ae qfs e HesHERNL ; £ tige PEXRLScter
of '.each inmage _are read into 8-hit Ig$cks and -bit

SbF bels CHF 8B Ve PEEF 5SS 50&1%%%& stPi AgP b1 851 2he,

1F@SUhflBgelﬁh@ﬁ%c@&&f@@rﬂhgﬂddﬂﬁﬁgﬁﬁ ¢ﬂngesaﬁdmésnehe
ogeratlgns rforned |n s 31 re further

The
CE?B?S| £d Pn - det &3S %ﬁ(? ciﬁﬁe%PoalguPe
lAbessWephléchesngeéypmmnuajpxﬂ&&s dre shep 4R20rypted;

idgt epmh pedyit-Lhe,C C%Irfg%m OtLY PLOGESFEYnes
2 F AR s 3t

corresponds to a bl I.e ar act
withi A E6ASEsPESoNOPIHHitee P il are encrypted in step

124 by the encryption means using preferably an estab-
lished encryption algorithm to create an encrypted char-
acter string. Blank lines are not encrypted. The charac-
ter strings are consecutively added up in step 126. I.e.
encrypted character strings corresponding to non-blank
lines and non-encrypted character string corresponding to
blank lines, which entirely consist of the character “0”,
are added up in the order in which they appear to form
one character string. In step 128 it is checked if the
last line of the image has been reached and processed.
The compression of the final character string
(after it has been converted back into pixels, i.e. a se-
ries of bits) which takes place in step 64 (confer Figure
2b), which is preferentially performed according to MH

(modified Huffman) encoding, is due to the nature of the
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character "0" . Character strings which correspond to
lines with exclusively white pixels are not encrypted,

WO 2@9/060¥#k3 character strings correspondi ng to PCT/EP2007/010114
i mages/lines with at | east one non-white pixel are
encrypted in step 124 by thefencrypti on neans usi ng
preferably an estab |ished encryption algorithmto

f eneht ehanaeherypted neh&fddiarenst r i lgpdBranko| anggadftefac-

st 1&ngtypt gda Igeacgﬂ6¥%tﬁ?éﬂgﬂléﬁﬁbﬁfﬁlme MH encodlng
consecutively added up in step 12 l.e. encry

WRRAF atf BEC3EPFndS BG e sy r’FglCtCH“%cfhr%l %h%h?FnEEl’éﬁdor
b8k ENET y@hedeﬁbahaafe@ 53t RiHIG € @ 1859 Neb fige spohlianko a

| i nes, Ly _co t of.th h t "o"
ngk 8 S abaog ot Phd Bac I A SOt haskEPn Gots, i
“onel chaoact ebeshyi muchl migtreed 2&dn 951 checkedPréfehebly

chEShabl 08,9t he LIBEe s heam feachod pndyor pgesaed. -

conpre Ssiofi o er string (aft
fiedhidsf been) congeﬁaédom@okAhﬂarqabxﬂ%ﬂYI Eor aexempés MR

|
%@ﬂ% ag’gaels] L;ﬁ%%al@lga@r%y rbétlfélecﬁ“féﬁo@&%rgég%ﬁ

I's preferentially perfornmed, according
CHRPY B8 PR eBeREPERER) DindBlidiy MR serb‘i%j%%gt%]ésﬂé?ﬁr Ehat a

r&fsihefénal ehanastierest HMNMGRIdidderd ,wl€rdtogrroragula-
small fac simle size and to a short transm ssi on

CiPhHe: MH encodi ng works efficient if many pixel bl ocks
are either whetetbe bhawbctérrwmﬂuagﬁdonﬁeéﬁﬂndwmgeto an

BAAE S o LR AR et PRUG, Wb G0 gt O e Ebiza,
therortlee pPAaAw9sd Bt @re}fﬁéfaé?la/bl%?(tterféi¢®nbYeﬁg¥ﬁrF§9/

wikEPh 18 geRerdapaepwistl the did iRdief iod Huhi B, ?éc1f1c
regul ations. Alternatlvelﬁﬁﬁgor exaqgle NR‘gnDdl
r

1%%%d)1%n§56pn6293 cpa @gé en determlned
ﬁbﬂ@éeéﬁaﬁﬂcﬂéff@tﬁ&@gbﬁdMHéﬁtﬂ%?pﬂﬁ&@&@@de@GﬂféSponds

that imle.is tr, mitt in cordance with.
qu?%gu?é Frohs®: %hfhe%% aé% St Higgronsists ot
2b@rtEmeandhagcharautbanQ”of dﬂlﬂﬁﬂﬂwi$ mot bheycase,

et e, P Fgﬁslb§ g&g&%&t%@ %H%%fﬁg? SR e dS 120 and
preferably exten a str I C |s gener at ed
strizet?dh @hesAufbenuaPerhdts yliated on the basis of

the current line/row number. This pseudo number is
hashed, preferably by the same hashing algorithm as the
password, and added to the hashed password. If the pass-
word is not extended in such a way, the facsimile may
show a particular pattern which is readable to anyone al-
though encryption has taken'place.

For encryption preferentially a symmetric key
management algorithm/system with a variable key size
stream cipher is used. Preferably the RC4 (Ron’s code 4)
algorithm is used for encryption of the character string
by the encryption means. Of course, other suitable en-
cryption/cryptographic algorithms, such as e.g. the so-
called Blowfish, may be used. The RC4 algorithm is basi-

cally immune to differential and linear cryptographic
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line. In step 120 (confer Fig. 4b) it has been

determned if the character string currently processed
waepespands to a blank line, i.e. if the charBCT/@P2007/010114

string consists of 216 tinmes the character "0". If

this is not the case, then i¥ step 122 (which is

performed being step 120 and step 124) a pseudo nunmber
anglyaieul dhed Roi o dakiym opf feEscar + 80 ((RRE Kr8wée 2)

dwm%ntT@t%t@%em nuhberd sy hasbeda1g6ef enabl y by
the sane hashing algorithmas the password, and added

to the hashé# 65§§WOF@ qqt%?%?%%é%hﬁﬂ?dal%O%%%ble header

oextengded imi 1sUehds Wag mli@ré aché NhteuABRydsbaweat or mes-

art cul.ar pattern which is readable to one .
SPaBubRSaRe Do ek A hhe aeEor eat SalYotrghed in
spepfeoenubahm¢raﬂﬂgunﬁr4& keynnnnagenmatthégenctypted

St h S
BEELEPLY U ML Sy S i LBt
t@othenmﬁybﬁmoﬁo@fQﬁuykﬂﬁu%@x$ﬁ %@¢hngtb§tthbe marker 200
1 ENELYREL BRMEARS £ H Hé&ﬁﬁﬁ&n?tQﬁrbégb£§b£ﬁeegncrgpted

cryption/cryptographic algorl such as e 8
chpEarked Btawidsh raRBETel (Rbd: The TeXK&FgePPt mavi be any

bbaspaeakly,i AvURR Ata different fetmand &i Q@ﬂﬁng

cryptograph cana ysis. The RCA algorl fers 1700
(258" 37558 BE3"GH! PEPUR T SRS T8 B Thrort afe ik

2aDgOEhtBHEpIﬂl@r@het&anypﬂedrwh&heCEea possngl gith the

g§§g§r285 aw%%%%!q}s%%glggyaﬂg ¥H¢£§c§g8cﬁ9£38ker string,

ocuient ér nessage mar ker
ipreparentedl bpckr éat adiial st eph 108 grontleenFrgupseggpd

and! PraheRi 184t he endyied ohaf 64Ty ShitA%the resolu-
representlnggthe docunent i s then added to the marker

500 B8Rtviee208r Risuch, that the nmarker 200 is
p05|t|oned ah thub%@I%Mdmﬁ(ﬂ inafogterdthievencskyppeds of

aracéer string, respect Jhe mar ker gog may _be.
r%ﬁ?/lﬁ? EgFFéP‘ﬁ S B Rt aa © i RETOr AT atSYr g oPt
mizgd énshypsien exalml emxd deBixtdidt hmrRegul€06 the
aste eﬂxéz%geb%% rypi-Rd fﬁq{%tﬁéaééf'“ﬁywtxbhwﬁ has not

baS| Is an ASCI| character
bgwu ARCTYBLEEnRas: &d “@d@?@lt @ Hi Xer s bopin cadded - t RenFigure
7COAPr 8888fAlent has been sent without a header over the

public network with a marker 200 at the its beginning.

Figure 8 shows an illustrative example of a
received facsimile, which has been generated in the stan-
dard encryption mode, but which has not been expanded and
decrypted by the decryption unit, as the recipient did
not input the correct password or did not use the correct
hardware. The entire image is still scrambled and not ex-
panded and so is the printout. It cannot be read.

In the present invention the transmission de-
vice and/or the reception device may be facsimile ma-
chines and/or personal computers (PCs) which have the ca-
pacity of transmitting and/or receiving a facsimile ac-

cording to an established facsimile transmission stan-
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and transmtted in step 64, preferably with the resolu
tion set to 200 dpi. In Figures 6 and 7 illustrative

W@ 0a106623 of recei ved facsimles, which have bREWEP2007/010114
generated in optimzed encryption node, are depi cted.
In Figure 6 the document has®*’been sent with a header
"XYZ" which has not been encrypted and a marker 200

dpyd -bdkg &dded haldsitgiie ¥ heh@lotRiRehtt HasapeerddBAt to
tWkt hauytna {bgader over the public network with a marker
200 at the its beginnjng. Figure 8 shows an ,

Il ust rat | vENEx ARENE AT el REPTHCS M SOrdipghte the
ihasnbeen gerer atred ddvdieagdanflasdieaceypyi oo haddle by
but which has_nqt bheen expanded and decrypt h :
2488rypfi6n “anitt %oasl”t‘l?rw]leer?éérgtig&i) n@q%i’ga%%w%g%uggf:hége o
duetrgct Apassworichagresdiaf ndte udectthentor rebichapdedegably
aIQeT§9%!b?chgp%eﬂﬁ%ﬁ?éJla &ré%qdfdeﬁggdggtiﬁxageegegnce

and so is the printout. It cannot be read. In the
wpEbsthe CAEM ireoulit ionmhsnilRsiwatedvaed bR/ apPPfKatus
oEeERRt i pRedRVIE JHBY e dARSi Mdd ey Bn CBkN8EiAgdEaEsimile

personal conputers (PCs) which have the capacity of
merBABRFE t MAG SOV or %lc%m% 2T HRbI T‘%gﬁ&nﬁﬁrﬂ?ﬂgbe

ebfidn esbahllitshed Hiacdppdeatuanstaessd bngstandhedin¥bea-

same hol ds true for. the apparatus_according .
R eAPRon T The SSTHST St Ty Chpsrerts  ahoardikar p
addengneenenen viphiert/fvke cdveint @l egn of - beéenyiéasgtion is

gQQPQhEeQH %su%f?{is%iqlggaﬂcéﬂnigs'@lrﬁé@ﬂin@é‘ B8 confirm

acsimle machine industry. the 1 nmages of the
tRaEuRBRt & rafwidl teefAABISN & VITEFreFolped PREBBELY -

are fti!| e?@@ﬂ@@ci gQﬁfg&%?%\Méfhdfﬁééﬁiﬂa}Frint out

egul ati.ons, the nethod and the aratus of the
t PR VRPN SEart A€ S0 netr W L) Sl PRy f agWFnflg then
deachpnest Mor eaderr, texilst idlgld acsined@ imchbDaesypamohecan

b%aégh% &§Q%Ekﬁyt% !%%é”ﬁéﬁ iéﬁcgﬁg.PgAt9a£hﬁe%8%gnmay
Ion(or 1ts transm ssion a or reception device Yy
regdinguasnenyrEsd oA ddraiptiors Ay s . rGedabiecalhenupsr

caHapRRERRAAY @XHoYddNG f a6Si A S MBEhhaes €88 £9PELN Bhge,
which gquite often is a cover page, to become encrypted or
not.

Preferably the reception device keeps the
facsimile stored in a specific memory until the intended
recipient inputs the correct password, for example by
pressing a specific function key. Hence, there is no need
to agree on a specific time for sending the facsimile, at
which the recipient has to be present at the reception
device, which may be very inconvenient, in particular if
the reception device is occupied by several people.

The method according to the invention advan-
tageously allows the user to choose between two different
modes of encryption. The first encryption mode is the
standard encryption mode wherein the entire image of a
document becomes encrypted regardless whether there are

blank lines, i.e. lines with exclusively white pixels.
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that the transmtted docunents were received properly.
For decryption there is no need to print out the
WO 2uei0eadB f acsim l e, scan in the print-out andP€HEP2007/010114
decrypt it in order to be able to read it. Decryption
can be done directly by the #ecryption unit . A fax
header may remai n unencrypted, so that is stays
Theaddsinsla rThe e ekn prederabfgrehaosedhs hé nakt she

htl%h%%\ee tihe, dii rest ml%w C’hhé]%é@oﬁcﬁtSﬂct?paléﬁVBlbde is
B@ to becone encrypted or not Preferab
C

SPiIgH 2R | TR R PG csYRFFRiRt BP%deT\{ﬁré{Ptlon
uBR @ Yinfdat STeTEN s Uitidd dcﬁl@si@éﬁ@dﬁdnr e€i pi Ephei BAULS

t he coyrect passwor for exa e ressing._a

SRR TR I FPu B, B RS Theda pge - e
lageee wana @ge'lmsf.noely mehim Lsenellngarhenbacshmrb/etedt

uhi ch the redl pienlo has fadie alas effia atyh e reCePLi ANen-
devi ce, whi ch nay be very i1nconvenient, 1n particula
boﬁlmwtrsecefptufm Rless eret |sn‘oe,@@p%dh@yesé@@nau1éé§|§Pféted

amed%%té}qqaéf%xdéﬂg to the hovensips adyapebageousky spe-
all ows the user to choose betmeen two di fferent nodes

caff ien @A IR trhelg § Gt PeM Pt FoAYAode is the
standard encryption node wherein the entire image of a
docunent becones encrypted regardl ess whether there
are blank lines, i.e. lines with exclusively white
pi xel s. The standard encrypti on node offers a high, if
not the highest, |evel of security. The second
encryption node is the optim zed encrypti on node,
wherein the encryption unit/neans takes into
consideration if a line of a scanned i nage consists
only of white pixels or not . The lines wth
exclusively white pixels are not encrypted. It is to
be understood that while certain em bodi nents of the
present invention have been illustrated and descri bed
herein, it is not to be limted to the specific
enbodi nents descri bed and shown.Clains 1 . A nethod

- for secured facsinmle transm s sion of a docunent,
conprising the steps of:
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a ) generating at |east one inmage of said docunent , b
) reading the pixels of said at | east one inmage into a
W@ 200e6542F bl ocks of predeternmi ned size, ¢ ) CRCI/EPL00TIQNO114
said series of blocks into a character string based on

a conversion table, d ) encrifpting said character
string to create an encrypted character string, e )
conpressing said encrypted character string to create
a scranbleddingge, and f ) transmtting said scranbl ed
I mage, characterized in that an option between a
standard encryption node and an optim zed encryption
node is provided, wherein in the standard encryption

node in step a,) one i e IS gene ed fr t he :
entire docurrent® éﬂ‘?&?ﬁoﬁer op ‘g“‘rﬁez%gfae%%}rg}% oh" ABERLS"
siipns e aa JocanseTt e @ipT Neyes tlse gehepat efl; each

i mage correspondi [ ) el

step b ) th%ep:&x&%%aogn?;;%hé iI%gsg“f oi%rlnegaﬁgd& erél%ess%)?d
doprgesitare read into a series of blocks of

predeterm ned $ie@idd tHER 1 SabH $L1d es: of ehbockse
correspondi ng to each_ i mage are_each converteg into a
t

1PRGCa I St rﬁ%esr éé%l‘?}rcffi;}“? no%n%r%@l%'f%@f‘épe PERG

per image, anddonveledrd s sahidacderosdckagsnto a
orrespond - .ing.,to i es. Wwth at |east_one non-white

CHPKEL Ut ST R RAES 21 e METHSH R cRr i hg to

claiml , fditeecrypirprisigsgd hatapef dashipgta create

agagal oty GLytd gstspi'rggpharacter string. 3 . The
met'ho

ccording to claiml or 2, fur ther conprising
the step of ederor@riangincwadest ropPter chgeawethod
sRESoldiRg LAY HDfsdhfnprasethady, chaians, further

conprising the step of providing an optjon between a
secured facSi) mtFE SIS rﬁF%TﬁEjn% ctifeee
facsim| e tchas@icEsirdzed in THeatreirhashbatcaoriok tgeén a

s%g%dg;&'g% f;%%%%n mode and an optimized encryption mode
is provided, wherein in the standard encryption mode in
step a) one image is generated from the entire document
and in the optimized encryption mode in step a) a series
of images is generated, each image corresponding to one
line of the document, in step b) the pixels of each image
of said series of images are read into a series of blocks
of predetermined size, in step c) said series of blocks
corresponding to each image are each converted into a
character string, resulting in one character string per
image, and in step d) only character strings correspond-
ing to images with at least one non-white pixel are en-
crypted.

2. The method according to claim 1, further
comprising the step of hashing a password for encrypting
said character string.

3. The method according to claim 1 or 2, fur-

ther comprising the step of generating a marker (200).
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ing clainms, further conprising the step of receiving a
scranbl ed i nage, wherein said received scranbl ed i mage
WO g0080e¥edl i n an all ocated nmenory (42), said rBCEER®A7/010114
scram bl ed i nage i s expanded into a character string,
said character string is decfypted, and the decrypted
charac ter string is converted to an inmage of a
document. 64. The methed according tt A b the preced-
iWBeEehRnd , PESSWIG I RGUSSIEd Hd R &p USEIpABUiding an
verified before egapan nq% sal d. recei ved scranbl ed
OPHag8 PREYCEcRasEt B StATREMAS WPRPpLTatas fof an
upsevudedg faesundd o agsirnissigransm ssion of a
docunent, cenprisin transm ssi on device for _
Cranam 11 ng 6 PECOERE BRI g ¢f tné reced
ihgansaiissi, of udeiese qohDr icoimy i Siegstiemge! geeeeaving a
sg?é%lééz)imfa%re 9eRRLALINE Alg | éjfx%k? s TRGRLPLaSRhdge is
ocunent, "an~ericryption uni't (39 or generating an gn
stpyprednchar adtlecagiad memany coirr es¥t h Feansved4pcram-
pleh SRABEESS %&ﬁ@d@&%ﬂ%@%@dﬂ%@d@%ﬁ%@fﬂﬁg EQid
create a scranbled inmage to be transnitted, erelﬂ
CRAr8CERET FHELGR diFi CSFOPURE At %%%Y?B?d charac-
t8kOBtRGNngAliG abnheastedn® idrmgmadOnyersi docueans. f or
readi ng the _pixels of .said at |gast .one i m into a .
series of b OCEE‘eoF‘eﬁrhéj e é:rcrcr)lrﬁiglélgsitzoe calnad”?g‘rf’ wherein a
pesavertli ng saqdes¢rided rofm B ot iand téwel Thed abeépre ex-
pahhiAg %@é%)d Q23 VRONLL S d DY 8 o AN EYCE YO APt e
means (4 0 for encrypting said character string to
SE¥eénde an encrypted character string, characterized in
that said encrypt bppanBans (4 AR EESIPNatsted £H8sim-
,flhe grow_de_a st %ndard en cryption node, wherein one .
Ll frabEPsTgEfdra &F fr AnIHE i TS RIS byF phEmLSS1on
detmge dgené¢r dbiron ramand ttliz)g ,a detsaimiopd | o zeddocument,
nGgryption.md [ ei ries of. i es |j :
Sgé§e¥g Eé“%yg% tlﬁélm%%ﬁ’gé:%ggﬁ% atclongp Ifrfleé'aln _ (Jlrﬁ%@e e%%ﬂeratlon
meamge (830 r éspogeinegatdnenat! ilmassf ate doraerent , sehd
aBEXRERL Of aﬁa%ﬁcw%%o%f B 68) 6%.01gdIBPes; A5 €ahead -
Into a series of bl ocks of predeterm ned size and said
cx¥pred gharacter string and compression means (14) for
compressing said generated character string to create a
scrambled image to be transmitted, wherein said encryp-
tion unit (39) has a memory (42) for storing said at
least one image, conversion means for reading the pixels
of said at least one image into a series of blocks of
predetermined size and for converting said series of
blocks into the character string based on a conversion
table, and encryption means (40) for encrypting said
character string to create an encrypted character string,
characterized in that said encryption means
(40) are designed such that they provide a standard en-
cryption mode, wherein one image is generated from the
entire document by the image generation means (12), and
an optimized encryption mode wherein a series of images

is generated by the image generating means (12), each im-
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bl ocks corresponding to each i mage are each converted
into a character string by the conversion neans,
WO 2@al6542hg i n one character string per image, PGREP2INT/HI0114
character strings corresponding to images wth at
| east one nonwhite pixel aré&®encrypted by the
encryption nmeans &gg) . 8 . The apparatus according to
ageaFRY 7 SPRRELEEN toaicde rldishi i i deRFereply) the "pixels
oEUé{aBﬁr Iicn@g@r ioiet%aaldC%létﬂiQJs Nt Il g ki éirgé ZQ%_?]di into a
articular “a central proc essing unjt . : :
SBbBSFaPEs PhOCkRIig G LA B 2e fapdpgpid series of
b%eﬁpéi&bmgeapbadem@imm(kadhximégé f10¢ eacki ybngeated
.facsim |le of a _docunment, sai.d reception deyi 11
BBior SPRG 5 ey ORI o SOy & R rean Fhagdt
ingcénvede ekpamasiter mransg PHr fionaexpamad ngndai dhagacter
: i ' t Lng e
O B e v e ot O char et ey 2071 ghe
whbRPePSKER RESNSTIEY é?rytitgrgeteﬁéc@e@?wefaeans (20) .

character sgrifget ngﬁriamf@.%e Ricdhe pairenta andy
grlntlng nmeans (Zgé ar p&ggtjng ai %na e of the .
WHBEGHBNE2 180 FIRRETHISSACR (S aTor i g t9F ThRF nFgmprises a
ceherelncsaicdoneaept ar2deviiae dad)idurdhes cenpraseprac-
eceg%rahng%ntrol unit (22), in particular a centra
procIesSing unit
9. The apparatus according to claim 7 or 8,
further comprising a reception device (11) for receiving
a facsimile of a document, said reception device (11)
comprising a memory (42) for storing a scrambled image
received, expansion means (14) for expanding said re-
ceived scrambled image into a character string, decryp-
tion means (40) for decrypting said character string,
conversion means for converting the decrypted character
string to an image of the document and printing means
(28) for printing said image of the document.
10. The apparatus according to claim 9,
wherein said reception device (11) further comprises a
central control unit (22), in particular a central proc-

essing unit.



