
Method and apparatus for secured facsimile
transmission Technical Field The invention relates to
a method for secured facsimile transmission according
to the preamble of claim 1 and to an apparatus for
secured facsimile transmission according to the
preamble of claim 7 . Generally, the pre sent
invention belongs to the field of telecommunication
technologies . Background Facsimile transmission is
often replacing regular mail or delivery services such
as UPS and FedEx , because it is fast and reliable and
the recipient can re ceive a message within minutes
instead of hours or even days or weeks. Often
sensitive information such as for example in-house
technical drawings, confidential finan cial or
business data or private information needs to be
transmitted by facsimile transmission. However, fre
quently a rather large group of people has access to a
facsimile machine, e.g. in a large office or in a
hotel. Hence, the possibility prevails that a person
views the contents of an incoming facsimile previous
to the actual intended recipient, which can result in
a breach of se crecy. Facsimile transmissions are
usually performed via a public network according to a
telecommunication standard defined by the ITU
(International Telecommunication Unit)
Telecommunication Standardization Sector (ITUT ) ,
former CCITT (Comite consultatif international
telephonique et telegraphique) . Transmissions
according tothis standard are - similar to plaintext -
easy to read and thus easy to intercept, thereby
assisting in indus trial espionage. Moreover, if a
facsimile does not arrive at the intended recipient's
because e.g. of a mistyping of 



his facsimile number, pressing of the wrong speed dial
key, or an error in the telephone network, but does in
stead arrive at another recipient's, the transmitted
data may go into the wrong hands . Hence, there has
been a need for secured fac simile transmission, in
particular for secured facsimile transmission via a
public telephone network. From US-A- 6 014 444 there
is known an appara tus for encrypted communication.
The apparatus may be a facsimile machine comprising a
scanner unit for reading a document that is to be
transmitted, a printer unit, a data processing unit, a
data transmission unit with a mo dem and a control
unit. The apparatus may also be a per sonal computer.
Transmission data is transmitted and reception data is
received by the data transmission unit via a telephone
circuit. A CCD line image sensor of the scanner unit
scans the document to read the data in a unit of
lines. The data processing unit is constituted by a
memory which stores the transmission and reception
data, a compression/expansion circuit for compressing
and expanding the data, an encryption/decryption
circuit for encrypting the transmission data and for
decrypting the reception data, and a data processing
circuit. The memory allows for confidential reception.
The compression/ expansion circuit may compress the
transmission data and expand the reception data based
upon the MMR (modi fied modified read) encoding system
and in addition upon the MH (modified Huffman) or MR
(modified read) encoding system. The
encryption/description circuit encrypts and decrypts
the data using a predetermined cipher key. The control
unit stores the cipher key in its RAM and is pro vided
with a cipher key checking means. The facsimile
machine of the receiving side receives, through the
modem, the cipher text sent from the facsimile machine
o f the transmitting side, and the cipher text
received is de 



crypted through the encryption/decryption circuit by
using the cipher key and is restored to the initial
data. The data restored to the initial state are
decoded (ex panded) by the compression/expansion
circuit, and the de coded data are sent to the printer
and are printed. The control unit checks whether an
RTC (return to control) sign, i.e. a sign attached to
the end of the compressed encoded data, is contained
in transmitted 50 lines of de coded data or not .
US-A-5 692 048 discloses a method and an ap paratus
for sending secure facsimile transmissions and
certified facsimile transmissions that provide for
scan ning a document into a first series of digital
data val ues at a first location. The first series of
data values are encrypted. Encrypted sets of data
values are sent over a communications network to a
second site. The encrypted data values are received
and printed at the sec ond site to produce an
encrypted document . The encrypted data values can be
recovered via scanning and then de cryption. The data
may also undergo compression and de compression. In
US-B1-6 950 213 a fax decoding/re-encoding apparatus
is described, that comprises a decoder respon sive to
an encoded fax image defined by rows of scan li nes, a
scan line manipulation device and a re-encoder
(re-compressor) for generating a re-encoded image. A
run length presentation of scan lines is used rather
than a bitmap representation. Every scan line can be
represented as a sequence of run-lengths, i.e. an
array or a list of integers representing lengths of
alternating sequences of white or black pixels
starting with a white run-length. Two-dimensional
encoding employs two scan lines at any given time, a
reference line and a coding line, that aregenerally
the run-length encoding of the respective original
bitmap scan lines. 



Disclosure of the Invention It is an object of the
invention to provide a method and an apparatus for
secured facsimile transmis sion which is compatible
with existing conventional fac simile standards and
protocols. It is a further object of the invention to
provide a method and an apparatus for secured
facsimile transmission which may employ conven tional
facsimile machines for sending and receiving of a
facsimile. It is a still further object of the
invention to provide a method and an apparatus for
secured facsimile transmission that are configured
such that only the intended recipient may view the
received facsimile, i.e. other persons as the intended
recipient may not view the received facsimile. It is a
still further object of the invention to provide a
method and an apparatus that are configured such that
the risk of intercepting a transmis sion in a public
network is minimized or even eliminated, while
compatibility with the public network is maintained
and user-friendliness is given. In order to implement
these and still further objects of the invention,
which will become more readily apparent as the
description proceeds, a method for se cured facsimile
transmission of a document is provided, which
comprising the steps of generating at least one im age
of the document to be transmitted (step a )), reading
the pixels of the at least one image into a series of
blocks of predetermined size (step b )), converting
the series of blocks into a character string based on
a con version table (step c ) ), encrypting the
character string to create cipher data in form of an
encrypted character string (step d ) ), compressing
the encrypted character string to create a scrambled
image (meaning a compressed image) in form of smaller
data (step e ) ), and transmitting the scrambled image
(step f)) . For the creation of the scrambled image,
in particular of a Huffman encoded 



image, the generated character string is preferably
con verted back into an image, i.e. back to pixels. An
option between a standard encryption mode and an
optimized en cryption mode is given, wherein in the
standard encryp tion mode in step a ) one image is
generated from the en tire document and in the
optimized encryption mode in step a ) a series of
images is generated, each image corresponding to one
line of the document to be transmitted, in step b )
the pixels of each image of the series of im ages are
read into a series of blocks of predetermined size, in
step c ) the series of blocks corresponding to each
image are each converted into a character string,
resulting in one character string per image and line,
and in step d ) only character strings corresponding
to images and lines with at least one non-white pixel
are en crypted. A line of a document may also be
called a row of a document . Furthermore, an apparatus
for providing se cured facsimile transmission of a
document is provided, that comprises a transmission
device for transmitting a facsimile of a document. The
transmission device com prises image generation means
for generating at least one image of the document, an
encryption unit for generating an encrypted character
string and compression means for compressing the
generated character string to create a scrambled image
to be transmitted. For the creation of the scrambled
image the generated character string is preferably
converted back into an image, i.e. back to pixels. The
encryption unit has a memory for storing the at least
one image, conversion means for reading the pix els of
the at least one image into a series of blocks of
predetermined size and for converting the series of
blocks into the character string based on a conversion
table, and encryption means for encrypting the
character 



string to create an encrypted character string. The
encryption means are designed such that a standard
encryp tion mode and an optimized encryption mode are
provided. In the standard encryption mode one image is
generated from the entire document by the image
generation means. In the optimized encryption mode a
series of images is generated by the image generating
means, each image cor responding to one line of the
document . The pixels of each image of the series of
images are read into a series of blocks of
predetermined size and the series of blocks
corresponding to each image and each line are each con
verted into a character string by the conversion
means, resulting in one character string per image and
line. Only character strings corresponding to images
and lines with at least one non-white pixel are then
encrypted by the encryption means. Hence, in the
optimized encryption mode a character string of an
image of a blank line of the docu ment, i.e. of a line
with only white pixels, is not en crypted before
compression. Only character strings corresponding to
lines with at least one black pixel are en crypted
before compression in the optimized compression mode.
Character strings corresponding to blank lines are
left unencrypted which leads to an overall smaller and
shorter image size, a high compression rate and hence
a short transmission time. In the standard encryption
mode all pixels of a line are encrypted, regardless
whether they line consists only of white pixels or
not. Advantageously, any ordinary facsimile ma chine
can be retrofitted with such an encryption unit to
obtain the apparatus according to the invention. Also,
a personal computer with appropriate software for
transmit ting facsimiles may be employed. Brief
Description of the Drawings Further advantageous
features and applica 



tions of the invention can be found in the
dependingclaims as well as in the following
description of the drawings illustrating the
invention. In the drawings like reference signs
designate the same or similar parts throughout the
several figures of which: Figure 1 shows a block
diagram of an embodi ment of the apparatus of the
invention, Figures 2a and 2b show a flowchart
illustrat ing the sending/ transmit ting of a document
according to an embodiment of the method of the
invention, Figure 3 shows a flowchart illustrating the
receipt of a document according to an embodiment of
the method of the invention, Figures 4a and 4b show a
flowchart illustrat ing steps b ) to d ) of an
embodiment of the method of the invention for the
standard encryption mode and for the optimized
encryption mode, Figure 5 shows an illustrative
example of a marker which may be added after the
header of a facsimile according to an embodiment of
the method of the invention, Figure 6 shows an
illustrative example of a facsimile generated with the
method of the invention in the optimized encryption
mode having a marker 200 being a border between a
facsimile header (or banner) and its contents in form
of a scrambled image, Figure 7 shows another
illustrative example of a facsimile generated with the
method of the invention in the optimized encryption
mode having a marker 200, and Figure 8 shows an
illustrative example of a facsimile generated with the
method according to the in vention in the standard
encryption mode. Modes for Carrying out the Invention
Figure 1 shows a preferred embodiment 10 of an
apparatus for secured facsimile transmission according
to the invention, the preferred embodiment being in
theform of a facsimile machine 1 . Of course also a
personal 



computer (PC) may be employed as apparatus for secured
facsimile transmission according to the invention. The
facsimile machine 10 comprises a scanner 12 for
scanning documents to be transmitted (i.e. for im age
generation from documents to be transmitted) . The
scanner 12 represents image generating means and is
able to read the pixels of a document to be scanned
line by line. If a personal computer is used as
apparatus for secured facsimile transmission then the
reading of the pix els of a document is accomplished
by means of an appro priate software program,
preferably a scanner driver and/or printer driver to
create, in particular, a TIFF (Tagged Image File
Format) Group 3 image. The facsimile machine 10
preferably comprises also a document feeder (not
shown) . It furthermore com prises a transmission
device for transmitting/sending a facsimile and
preferably a reception device for receiving a
facsimile. In the depicted embodiment 10 the
transmission device and the reception device are
exemplarily formed by one transmission and reception
device 11. How ever, they may be separate devices. The
transmission device comprises compression means and
the reception device comprises expansion means. If a
transmission and reception device 11 is used, then the
compression means and the expansion means are pref
erably formed by compression and expansion means 14,
i.e. they are integrated in one unit . The compression
means and/or expansion means may be formed by an
electronic circuit and/or a software program. They may
each or to gether be constructed as a separate module.
The compres sion means and expansion means are
preferably constructed such that they can compress and
expand data according to the MR (modified read) or MH
(modified Huffman) encoding, which makes it possible
to transmit a scrambled image 



generated by the compression means in accordance with
the CCITT regulations. The MR or MH encoding can be
comparedto a conventional analog- to-digital
conversion by anal ogy. The compression level
preferably depends on the com plexity of the scanned
image of the document to be trans mitted. The
transmission and reception device fur thermore
comprises a modem 16 which is connected via a network
control unit 18 to a telephone line 20. A modem 16 is
a device that modulates an analog carrier signal to
encode digital information, and also demodulates such
an analog carrier signal to decode the transmitted
informa tion. For connection with the telephone line
20 the modem 16 is preferentially a so-called voice
band modem that turns digital information into sounds
(i.e. analog sig nals) , that can be transmitted over
the telephone line 20, and converts received analog
signals into digital signals that can be handled by
the transmission and re ception device 11. For
transmitting data, a compression is performed by the
compression means 14 to generate a scrambled image
which is then send/transmitted by the modem 16 and the
network control unit 18 via the telephone line 20.
When receiving data from the modem 16, the ex pansion
means 14 of the reception device 11 expands or
decompresses, respectively, the received data. If a
per sonal computer is used as an apparatus for secured
facsimile transmission a so-called facsimile modem may
be used. The modem 16 and the network control unit 18
are preferably connected to a central control unit 22,
in particular a central processing unit (CPU) , which
is part of the transmission and reception device 11.
The central control unit 22 comprises a processor, in
particular a microprocessor, and a memory, which
preferentially con sists of a random- access -memory
(RAM) 24 and a read-onlymemory 



(ROM) 26. Furthermore, the facsimile machine 10 in
cludes a printer 28 to create at least one hard copy
of the received facsimile. The printer 28 may for
example bea thermal, laser, inkjet or dot matrix
printer. Further more, the transmission and reception
device 11 comprises a power supply 30 and an operation
panel 32 (also called user interface) . The operation
panel 32 comprises a display 34 for displaying user
input requests or messages and a keyboard 36 for user
inputs, in particular for the input of characters by
the user. Optionally a card reader 38 can be connected
with the operation panel 32 e.g. to read in a secret
key (also called private key) of a publie key
encryption system. If a personal computer is used as
apparatus for secured facsimile transmission, a user
interface or operational panel may comprise interface
de vices such as a monitor, a keyboard, a mouse and/or
any other input/output devices. The transmission
device of the apparatus 10 further has an encryption
unit for generating an en crypted character string.
The transmission device has a decryption unit for
decrypting a received scrambled im age. The encryption
unit and the decryption unit can be integrated in one
encryption and decryption unit 39, which forms part of
the facsimile and reception device 11. The encryption
unit or/and the decryption unit can be designed as a
separate module. The encryption unit com prises a
memory 42 for storing at least one scanned image of
the document to be transmitted, conversion means (not
shown) for reading the pixels of the at least one
image of the document to be transmitted into a series
of blocks of predetermined size and for converting the
series of blocks into a character string based on a
conversion table, and encryption means for encrypting
the character string to create an encrypted character
string. The con 



version table is preferably stored in the memory 42 or
in the conversion means itself. The decryption unit
com prises a memory 42 and decryption means for
decrypting the character string and conversion means
for converting the decrypted character string to an
image of the trans mitted document. If the encryption
unit and the decryption unit are integrated in the
same encryption and de cryption unit 39, then they
preferably share the same memory 42, and their
conversion means are integrated in one conversions
mean and the encryption means and the decrypt ion
means are integrated in one encryption and de cryption
means 40. The memory 42 is preferably a randomaccess-
memory (RAM) and assists, preferentially exclu sively,
the encryption/decryption means and/or the con version
means . The encryption and decryption unit 39 with its
memory 42 enables the image encryption procedure and
secured facsimile transmission. If the apparatus 10 is
designed as a facsimile machine, the encryption means
and/or the decryption means and/or the respective
conversion means may be constructed as electronic
circuits. If the apparatus 10 is designed as personal
computer, the encryption means and/or the decryption
means and/or the respective conversion means may be
realized by one or more software programs. The central
control unit 22 controls and/or receives inputs from
at least the scanner 12, the printer 28, the operation
panel 32, the compression means, the expansion means,
the encryption unit, the decryption unit (or directly
from the encryption means and the decryption means
and/or the not -shown respective conversion means) and
the modem 16 via lines 44 . It furthermore controls
and has access to the RAM 24 and the ROM 26. Figures 2
to 4 show flowcharts illustrating a preferred
embodiment of the method for secured facsimile 



transmission according to the invention. Figures 2a
and 2b show a flowchart illustrating the
sending/transmitting of a document . In decision step
50 it is checked whether a document has been inserted
in a document feeder (also called page feeder) of the
apparatus 10 according to the invention. If no
document has been inserted, then the method waits for
the insertion of a document to be transmitted. If a
document has been inserted then the method proceeds to
input step 52 and waits for a user input by outputting
appropriate requests on the display 34 of the
operational panel 32. The user can in step 52 choose
between the standard encryption mode and the optimized
en cryption mode, for example by pressing an specific
func tion key (e.g. F7) on the operational panel 32 if
he wants the document to be transmitted in optimized
encryp tion mode or by pressing "0" for selecting the
standard encryption mode and "1" for selecting the
optimized en cryption mode. Further, the user is in
step 52 preferably requested to indicate, if he wants
a secured transmission or not, in particular if the
first page of the document is to be transmitted is a
cover page (i.e. shall be transmitted non-secured) or
not. This can also be done by pressing appropriate
keys on the keyboard 56 of the op erational panel 52,
e.g. "1" if the user wants no secured transmission
(e.g. if the first page is a cover page) and "0" if
the user wants a secured transmission (e.g. if the
first page is not a cover page) . If the user chooses
the non-secured transmission (e.g. if the user
characterizes the first page as cover page) , then no
encryption will take place (e.g. the first page will
not be encrypted) . Moreover, the user is in step 52
preferably requested to input a password (private key,
secret key) , which he has agreed upon with the
recipient, or a public 



key. The security of the transmission depends on the
strength of the password. The pre -determined password
may be communicated to the recipient via a separate
and se cure way of communication. Of course, it may be
changed at any time, e.g. for security reasons. If an
symmetrickey algorithm/ system is used for encryption
then the password exchange with the recipient is only
necessary once, as the next time the same user and
recipient want to securely transmit a document a list
with several pass words may be sent to the recipient
(or from the recipientto the user) via secured
facsimile transmission. Alterna tively to the
selection of a password by the user, a pub lic key
algorithm/ system may be implemented. Here, the
recipient has a public key which can be known by
anybody and a private key (secret key) which is
unknown by oth ers. Only the private key enables the
recipient to open/access the transmitted facsimile.
However, when pub lic keys are used, the possibility
of key escrow exists, i.e. the employed cryptographic
system/algorithm can hold a so-called "backdoor
password" by which normal authenti cation can be
bypassed. As examples the so-called clipper
cryptographic system and the financing software
Quicken are mentioned. If, on the other hand,
symmetric key man agement is used as suggested herein,
then key escrow is not possible. After the user has
given the required inputs in step 52, in step 54 the
transmission device will dial up and try to initiate
and establish a connection with the reception device,
to which the document shall be transmitted, via the
modem 16 and the network control unit 18. A
communications channel between the transmis sion
device and the reception device is then built up
(so-called negotiation phase) . After a communication
channel has been built up, in step 56 the document to
be transmitted is scanned 



line-by-line by the scanner 12 until the entire
document has been scanned to create an image of the
document (preferably a Group 3 TIFF image) in
accordance with the CCITT regulations. This image is
still uncompressed and is given by digital image data
(pixels) . In decision step 58 it is checked whether
the user has chosen a non- secured transmission in
input step 52, as for example for a cover page. If a
non- secured transmission has been chosen, then the
method will move to step 64 and the created image is
transmitted to the reception device of the recipient
with no encryption tak ing place but after it has been
compressed by the compression means, creating a
scrambled/compressed image, in particular a Huffman
encoded image. If, however, the user has indicated in
step 52 that he wants secured transmission, the image
of the document is moved to and stored in the memory
42 of the encryption unit, preferably being a random-
access -memory (RAM) , in step 60. In step 62 the
stored image is proc essed by the encryption unit 39,
in that the pixels of the image are read into a series
of blocks of predetermined size, the series of blocks
is converted into a character string based on a
conversion table and the character string is encrypted
to create an encrypted character string. Step 62 will
be described in detail with respect to Figures 4a and
4b. In step 64 the encrypted character string is
compressed by the compression means after it has been
converted to pixels, thereby creating a scrambled
image of the document, preferably a TIFF Group 3
image. The scrambled image is then transmitted to the
reception device by the network control unit 18. In
step 66 the set tings set in input 52, in particular
regarding the se cured transmission, are reset to
their initial values. Figure 3 shows a flowchart
illustrating the 



receipt of a document according to an embodiment of
the method according to the invention. Thus, Figure 3
depicts the receiving side. In step 70 the reception
device waits and recognizes ring and handshake of the
transmission de vice (i.e. its modem/network control
unit) . After a com munication channel with the
transmission device has been established the
transmitted data (facsimile) in form of a scrambled
image of the document is received. The scram bled
image is then expanded by the expansion means. In
decision step 72 it is determined if the transmission
has been a secured transmission or not. If it is
determined that no secured transmission has taken
place, then the method proceeds directly to step 80
and prints the expanded scrambled image on the printer
28. Ifit is determined that a secured transmission has
taken place, then the method proceeds to step 74 and
the ex panded scrambled image is stored in the
specific, allo cated memory 42, to which the
decryption unit has access. The expanded scrambled
image has the form of a character string. For further
processing of this character string, which is encoded,
the user is requested to input a pass word in step 76.
If the password is correct, then the character string
is processed in step 78 by the decryption unit, i.e.
the character string is decrypted by the decryption
means of the decryption unit and then the de crypted
character string is converted to an image of the
transmitted document by the conversion means. This
image is then in step 80 printed out as legible copy.
The processing performed by the decryption unit
basically corre sponds to the reverse of the
processing performed by the encryption unit which is
described in the following with reference to Figures
4a and 4b. Figures 4a and 4b show a flowchart
illustrating steps b ) to d ) of an embodiment of the
method accord ing to the invention for the standard
encryption mode and 



for the optimized encryption mode. After the scanned
image has been moved in step 60 (confer Figure 2b)
into the memory 42, in step 100 the password is hashed
into a secure 20 character long string (20 characters
x 8 bits/character = 160 bits) . This 20 character
long string may preferably com prise all 256
characters of the ASCII table. A hash algo rithm like
e.g. the SHA-I (Secure Hash Algorithm 1 ) may be used
for hashing the password, which usually is given by a
combination of characters that are accessible on a
keyboard (i.e. a combination out of 96 characters),
into a 20 byte long string which is combined out of
all char acters of the ASCII table. For a 160 bit long
key there are 2 160 possibilities. Of course, other
hash algorithms may be used.The next step 102
represents the starting point of the encryption
process performed by the encryp tion unit, in which
each line of at least one image, i.e. the pixels of
each line, is read to 8-bit blocks, creating a series
of blocks. Each 8-bit block is then con verted by bit
shifting into an ASCII character, in par ticular an
8-bit ASCII character, by the conversion means,
thereby creating an ASCII character string. A
character is typically represented by 8 bits or 1
byte, respectively. The standard facsimilie lines on
an 8.5 inch (21.59 cm) wide page are each represented
by 1728 pixels which are converted into 216 characters
or bytes, independently if US letter size or DIN A4
are used as format. The number of lines varies, but
usually is 1024 for US letter size or according to
TIFF Group 3 , which is currently provided by most
facsimile machines. The en cryption process differs
depending on the choice of en cryption mode. In
decision step 104 it is determined if the user has
chosen in step 52 the standard encryption mode 



or the optimized encryption mode. Step 105 relates to
the standard encryption mode. In the standard
encryption mode, the entire document to be transmitted
is scanned at once, thereby scanning all lines of the
document immediately. All of the pixels of all of the
lines are read line-by-line into 8-bit blocks and
converted into one character string, regardless
whether a line comprises only white pixels or not. The
216 characters of a subse quent line are added to the
character string containing the characters
corresponding to the preceding lines until all lines
are read and converted into characters, thereby
creating one character string. The number of lines var
ies, but usually is 1024. With 216 characters per line
and 1024 lines, there are 221184 characters or bytes,
respectively, resulting in a character string with a
length of 221184 bytes. If the number of lines is
equal to the variable L , then the length of the
character string is216 x L . The character string is
then encrypted by an ap propriate encryption algorithm
employed by the encryption means. The encryption
algorithm may be any already known, established
encryption algorithm. The standard encryption mode
offers a higher security level than the optimized
encryption mode. If the optimized encryption mode is
chosen, in step 106 a series of images is generated
from the document to be transmitted, each image
corresponding to one line of the document, the pixels
of each image are read into 8-bit blocks and the 8-bit
blocks are converted into a character string,
resulting in one character string per image and line.
The operations performed in step 106 are further
explained in detail in steps 120 to step 128 of Figure
4b, step 122 being explained later. In step 120 it is
determined if the character string currently processed
corresponds to a blank line, i.e. if the character
string consists of 216 times the 



character "0" . Character strings which correspond to
lines with exclusively white pixels are not encrypted;
i.e. only character strings corresponding to
images/lines with at least one non-white pixel are
encrypted in step 124 by the encryption means using
preferably an estab lished encryption algorithm to
create an encrypted character string. Blank lines are
not encrypted. The charac ter strings are
consecutively added up in step 126. I.e. encrypted
character strings corresponding to non-blank lines and
non-encrypted character string corresponding to blank
lines, which entirely consist of the character "0",
are added up in the order in which they appear to form
one character string. In step 128 it is checked if the
last line of the image has been reached and processed.
The compression of the final character string (after
it has been converted back into pixels, i.e. a series
of bits) which takes place in step 64 (confer Figure
2b) , which is preferentially performed according to
MH (modified Huffman) encoding, is due to the nature
of thefinal character string efficient, leading to a
small fac simile size and to a short transmission
time. MH encoding works efficient if many pixel blocks
are either white or black. A run length of 951 white
pixels corresponds to a make up code o f "0 1101 0011"
and a termination code of "0101 1000", being much
shorter than 951 bits. Preferably the run length is
kept in accordance with the MH (modi fied Huffman)
regulations. Alternatively, for example MR (modified
read) encoding may be used for compression.
Compression performed by MH or MR encoding ensures
that a facsimile is transmitted in accordance with
CCITT regula tions . When the character string
corresponding to an image of a line with not only
white pixels is encrypted, then the password is
preferably extended by a string, which is generated
based on the number of that specific 



line. In step 120 (confer Fig. 4b) it has been
determined if the character string currently processed
corresponds to a blank line, i.e. if the character
string consists of 216 times the character "0". If
this is not the case, then in step 122 (which is
performed being step 120 and step 124) a pseudo number
is calculated on the basis of the current line /row
number. This pseudo number is hashed, preferably by
the same hashing algorithm as the password, and added
to the hashed password. If the pass word is not
extended in such a way, the facsimile may show a
particular pattern which is readable to anyone al
though encryption has taken place. For encryption
preferentially a symmetric key management algorithm/
system with a variable key size stream cipher is used.
Preferably the RC4 (Ron's code 4 ) algorithm is used
for encryption of the character string by the
encryption means. Of course, other suitable en
cryption/cryptographic algorithms, such as e.g. the
socalled Blowfish, may be used. The RC4 algorithm is
basi cally immune to differential and linear
cryptographicanalysis. The RC4 algorithm offers 2 1700
(256 x 256 2 ) different states and is a very fast
algorithm. In order to determine where a possible
header of a facsimile ends and where the actual
document or message begins, a marker 200 is
preferentially created in step 108 (confer Figure 4a)
. In step 110 the encrypted character string
representing the document is then added to the marker
200 or vice versa such, that the marker 200 is
positioned at the beginning or before the encrypted
character string, respectively. The marker 200 may be
any bit pattern, in particular in form of a string.
Fig. 5 shows an example of a 32 -bit marker 200. In
step 112 the encrypted character string with the
marker 200, which basically is an ASCII character
string, is converted back to pixels, which are then
compressed 



and transmitted in step 64, preferably with the resolu
tion set to 200 dpi. In Figures 6 and 7 illustrative
examples of received facsimiles, which have been
generated in optimized encryption mode, are depicted.
In Figure 6 the document has been sent with a header
"XYZ" which has not been encrypted and a marker 200
has been added. In Figure 7 the document has been sent
without a header over the public network with a marker
200 at the its beginning. Figure 8 shows an
illustrative example of a received facsimile, which
has been generated in the stan dard encryption mode,
but which has not been expanded and decrypted by the
decryption unit, as the recipient did not input the
correct password or did not use the correct hardware.
The entire image is still scrambled and not ex panded
and so is the printout. It cannot be read. In the
present invention the transmission de vice and/or the
reception device may be facsimile ma chines and/or
personal computers (PCs) which have the capacity of
transmitting and/or receiving a facsimile ac cording
to an established facsimile transmission standard. The
same holds true for the apparatus according to the
invention. The method and the apparatus according to
the invention have the advantages of being easy to
handle by a user and easy to implement by the
facsimile machine in dustry. As the images of the
documents, which preferably are TIFF Group 3 images,
are still encoded in accordance with the CCITT
regulations, the method and the apparatus of the
invention can be combined with existing facsimile
machines. Moreover, existing facsimile machines can be
easily rebuilt to the apparatus according to the inven
tion (or its transmission and/or reception device) by
adding an encryption/decryption unit. Certification is
guaranteed as existing facsimile machines can confirm 



that the transmitted documents were received properly.
For decryption there is no need to print out the
received facsimile, scan in the print-out and then
decrypt it in order to be able to read it. Decryption
can be done directly by the decryption unit . A fax
header may remain unencrypted, so that is stays
readable. The user can preferably choose if he wants
to have the first page, which quite often is a cover
page, to become encrypted or not . Preferably the
reception device keeps the facsimile stored in a
specific memory until the intended recipient inputs
the correct password, for example by pressing a
specific function key. Hence, there is no need to
agree on a specific time for sending the facsimile, at
which the recipient has to be present at the reception
device, which may be very inconvenient, in particular
if the reception device is occupied by several people.
The method according to the invention advan tageously
allows the user to choose between two different modes
of encryption. The first encryption mode is the
standard encryption mode wherein the entire image of a
document becomes encrypted regardless whether there
are blank lines, i.e. lines with exclusively white
pixels.The standard encryption mode offers a high, if
not the highest, level of security. The second
encryption mode is the optimized encryption mode,
wherein the encryption unit/means takes into
consideration if a line of a scanned image consists
only of white pixels or not . The lines with
exclusively white pixels are not encrypted. It is to
be understood that while certain em bodiments of the
present invention have been illustrated and described
herein, it is not to be limited to the specific
embodiments described and shown.Claims 1 . A method
for secured facsimile transmis sion of a document,
comprising the steps of: 



a ) generating at least one image of said document , b
) reading the pixels of said at least one image into a
series of blocks of predetermined size, c ) converting
said series of blocks into a character string based on
a conversion table, d ) encrypting said character
string to create an encrypted character string, e )
compressing said encrypted character string to create
a scrambled image, and f ) transmitting said scrambled
image, characterized in that an option between a
standard encryption mode and an optimized encryption
mode is provided, wherein in the standard encryption
mode in step a ) one image is generated from the
entire document and in the optimized encryption mode
in step a ) a series of images is generated, each
image corresponding to one line of the document, in
step b ) the pixels of each image of said series of
images are read into a series of blocks of
predetermined size, in step c ) said series of blocks
corresponding to each image are each converted into a
character string, resulting in one character string
per image, and in step d ) only character strings
correspond - ing to images with at least one non-white
pixel are en crypted. 2 . The method according to
claim 1 , further comprising the step of hashing a
password for encrypting said character string. 3 . The
method according to claim 1 or 2 , fur ther comprising
the step of generating a marker (200) .4 . The method
according to any of the preced ing claims, further
comprising the step of providing an option between a
secured facsimile transmission and an unsecured
facsimile transmission. 5 . The method according to
any of the preced 



ing claims, further comprising the step of receiving a
scrambled image, wherein said received scrambled image
is stored in an allocated memory (42), said received
scram bled image is expanded into a character string,
said character string is decrypted, and the decrypted
charac ter string is converted to an image of a
document. 6 . The method according to claim 5 ,
wherein a password is requested from a user and
verified before ex panding said received scrambled
image into a character string. 7 . An apparatus for
providing secured facsim ile transmission of a
document, comprising a transmission device (11) for
transmitting a facsimile of a document, said
transmission device (11) comprising image generation
means (12) for generating at least one image of said
document, an encryption unit (39) for generating an en
crypted character string and compression means (14)
for compressing said generated character string to
create a scrambled image to be transmitted, wherein
said encryption unit (39) has a memory (42) for
storing said at least one image, conversion means for
reading the pixels of said at least one image into a
series of blocks of predetermined size and for
converting said series of blocks into the character
string based on a conversion table, and encryption
means (4 0 ) for encrypting said character string to
create an encrypted character string, characterized in
that said encryption means (40) are designed such that
they provide a standard en cryption mode, wherein one
image is generated from the entire document by the
image generation means (12) , and an optimized
encryption mode wherein a series of images is
generated by the image generating means (12), each
image corresponding to one line of the document, the
pixels of each image of said series of images are read
into a series of blocks of predetermined size and said
series of 



blocks corresponding to each image are each converted
into a character string by the conversion means,
result ing in one character string per image, and only
character strings corresponding to images with at
least one nonwhite pixel are encrypted by the
encryption means (40) . 8 . The apparatus according to
claim 7 , wherein said transmission device (11)
further comprises a central control unit (22), in
particular a central proc essing unit . 9 . The
apparatus according to claim 7 or 8 , further
comprising a reception device (11) for receiving a
facsimile of a document, said reception device (11)
comprising a memory (42) for storing a scrambled image
received, expansion means (14) for expanding said re
ceived scrambled image into a character string, decryp
tion means (40) for decrypting said character string,
conversion means for converting the decrypted
character string to an image of the document and
printing means (28) for printing said image of the
document. 10. The apparatus according to claim 9 ,
wherein said reception device (11) further comprises a
central control unit (22), in particular a central
proc essing unit . 


