27 Cctober 2005 | Title COMPUTER SECURI TY EVENT NANAGENENT2$@§ﬂﬁwﬂgoggd of
the Invention The present invention relates to an event nonitoring system
for nonitoring conputer security events. Background of the Invention
Computer rel ated security breaches are becom ng nore common. Just a few
exanpl es are denial of service attacks, viruses, worns and hacki ng.
addition the consequences and costs of security breaches and attacks |s
ever increasing. However, sinply providing a firewall machine alone is
insufficient It is just as inportant to protect the conputer systemfrom
backdoor entry and m suse by authorised g¢sonal. Furthernore, even with
security products in place such as flremalls and |ntru5|on detection
systems, anti virusSOMHURER 4 ANAL L s¥&MEMyenerate vast | ogs
of data in a variety of fornats that i s not useful for macro anal ysis and
often results in after the,fact detection. This nmakes real tine
intervention dilil he 1 ossi ble. Summary of the Present Invention In
accordance W t Irpk BRsédt ivbnt@aRE6tks Rfantedéht RIoRI&Hz sy GMA Mo MdhitoRS nipatep OVi ded
a conputer security event nmoni toring conprising: receiving neans for

recei ving exteﬁﬁﬁﬁWﬁ“ﬁﬁe i nci dent records generating neans may conprise a
plurality of first nodules, each first nodul e designed to execute at | east
one function for processinq an,event alert of one type. The receiving
means nmay conp second nodul es, each second nodule

designed to exeaﬁétﬁeraélaté&s@atmpmacﬁéstafetuesumut%mhox@e@rﬁﬂnw NGt 2fewekeRpleddrr t  Of
one type. The rece|V|ng nmeans nmay be operab e to receive the securléy event

al erts from andenikplserage aftapks. yapsss s and hepkiag, & addjtion the consequences an

costs of security breaches and attacks is ever increasing. However, simply providing a

firewall machine alone is insufficient It is just as important to protect the computer
system from backdoor entry and misuse by authorised personal. Furthermore, even with
security products in place such as firewalls and instrusion detection systems, antivirus
software and the like, these systems generate vast logs of data in a variety of formats that
is not useful for macro analysis and often results in after the fact detection. This makes

real time intervention difficult or impossible.

E Summary of the Present Invention

In accordance with the first aspect of the present invention thete is provided a computer
security event monitoring comprising: receiving means for receiving externally

The incident records generating means may comprise a plurality of first modules,
each first

module designed to execute at least one function for processing an event alert of one type.
The receiving means may comprise a plurality of second modules, each second
module

designed to execute at least one function for receiving an event alert of one type.

The receiving means may be operable to receive the security event alerts from an
external intrusion detection system.

The receiving means may be operable to receive the security event alerts from an
external firewall.

The system may further comprise the event reaction means, and the reaction means may

_be responsive to the incident records and remotely handles a security event based on the




The receiving nmeans nmay be operable to receive the securi ty 2\SQbpd!BbES
froman external firewall. The system may further conprise the event
reaction neans, and the reaction neans may be responsive to the incident
records and renotely handl es a security event based on the 27 COctober 2005
2 incident record. The incident records generating neans may perform an
assessnent of the severity of the event alert and prioritises incident
records accordingly. The assessnent may b nmade by checking the alert

agai nst one or, ng)re rules for determ ning severity. The assessnment may be
made by checkiligi®h&%f-ert against one or nore rules for deternmining a

reaction to theheSRSdeht redor@\Rdratind dleatis'thgRFEh A Rsctdn®ht of iV R¥veRie Or nore of
the receiving neans, the incjident, records generating neans and transmtting

means may conptitteevert det pidarigntspingidest eemdsagemidipgY-on a dedi cated conputer

connected by armebivednent Map b6 IABYbEENCSY RS AY Mt AAINPHIL Rese rulbiefos OMPUL er
system may be connected to the dedicated conputer by a | ocal area network.

The conput er SFSr@iRIRGSFVSHel ude a plurality of conputers connected by a

wide area netyRGLksesshBR ntQ TR Habd byShedkeP hPalerL@astBhéibr@hdrt Milforcomput er s
connected by a gl obal conputer networK. In accordance with a second aspect

of the presentdefeFpi@igiaon, there is provided a nethod of conputer security

event noni t or i BREGPIMe SR oviie tat Bprfhe aldieCel Vi Ng external |y gener at ed
security event alerts of different Types; _generati ng incident records in
U

an unified forMatonpgseere aithe feeciviegmeaps, thed frgeords generating means
' and transmitting means may comprise a software application running on a dedicated

computer .

connected by a network to a computer system being monitored.

'The computer system may be connected to the dedicated computer by a local area
network.

The computer system may include a plurality of computers connected by a wide area
network.

The computer system may be a plurality of computers connected by a global computer
network. _

In accordance with a second aspect of the present invention, there is provided a
method of computer security event monitoring comprising the steps of:

receiving externally generated security event alerts of different types;

generating incident records in an unified format based on the receipt security
event alerts;

transmiting the incident records to an event reaction unit remotely located

from the computer security event monitoring system.

The security alert may be received from an external intrusion detection

system.

The security alert may be received from an external firewall.

The method may further comprise assessing the severity of the event alerts for
prioritising incident records accordingly.

The method may further comprise checking the event alerts against one or

more rules for determining the reaction to the security events associated with

the event alert.




event alerts; transmting the incident records to an event neasdihiyr 2805t
renotely located fromthe conputer security event nonitoring system The
security alert may be received froman external intrusion detection
system The security alert nmay be received froman external firewall. The
met hod may further conprise assessing the severity of the event alerts for
prioritising incident records accordingly. The nethod may further conprise
checking the event alerts against one or 3nore rules for determning the
reaction to the security events associated with the event alert. 27

Cct ober 2005 3BBef kcriptiog bf the Dedwifés t he Drawings In order to provide a
better understanding, preferred enbodi nents of the present invention wll
now be descri bgborﬁseﬁ%d’é‘g'éqgla?etﬁuwgew “l')"ﬂqp'?’,erﬁweftﬂf? PFEPLIEigt ¢ o t he
acconpanyi ng diéiMonds desciibedhi d2hail, Hyivey bexAmpls orlly, SR @sf@tice tortlpr esent at i on of
a conputer security event nonitqring systemin accordance with the present
i nvention; Fi gﬁﬁggnga“?“gg‘y‘g‘gﬁe’r‘?ﬁ”f%@' representation of an event manager of
the system shoRiguierl Fiigukehedatidiegitbditationh f Acanpuediadoutity pitesmitbaid on of a
first level of the.evena manager of Fiqure 2; Figure 4 is a schematic
repr esent at i on®GFTA CEUSHE VEVEF PEF AR ®Pent manager of Figure 2; Figure
5 is a schemat Figueepr esenkidmatitirepfesantatibi 6fthnle@dnreinaizeriol the @ystini shownager of
Figure 2; Fi ggr&\re? is a schematic representation of a fourth | evel of the
event nmanager pUre

Figure 3 is a schematic representation of a first level of the event manager of Figure
2

Figure 4 is a schematic representation of a second level of the event manager of
Figure 2;

Figure 5 is a schematic representation of a third level of the event manager of Figure
2

Figure 6 is a schematic representation of a fourth level of the event manager of




27 Cctober 2005 WO 03/021376 PCT/ SG01/00176 -4 Figure 2; FigUh&oter2B03
a

schematic representation of a master slave relationship between

plurality of event managers; and Figure 8 is a schenmatic representation of
a hand-of f process between slave event 5 managers. Referring to Figure 1
there i s shewwsmiswnput er security event nonitoring syst @@T/BGOYINET

includes a plurality of triggers 12 that provide security event alerts to
an event manager 14. The event. manager 14 converts the event alerts to

i nci dent records and stores these in a 340 database 16 as well as
forwarding themto an event reaction neans in the formof a global command
centre consol gigh&2;The triggers are in the formof an intrusion detection
system a firewall_ program_ antivirus software, an application software

and/ or oper at FFIrESk st el 8| Sekpmatic sepresetation of 18 M3 save relationship betwieen dured t o

send an al ert f@/\F Pue ager 14 if a security event occurs. A
security evenlp I's an event that 1s a real or potential threat to the proper
wor ki ng and ufigusr8  a doasehemetiossepresantation pf @ handnfeprogess beterognl slavereyenict i ng a
cor por ate pet hat suffers an Internet Control Message Protocol (ICW)
flood and Ffegisters a list of violations will trigger an alarm An

I ntrusion detection systemthat detects a string of conmands targeted 20 at
a corporate i rver (o 0 L ] ] access
Wit Eri ager  ReterBEL Buns T sRNGER R aaRler R Heb o p3eb 0N 00
detects an unkwphder awhiralitynof trifgees 12\hat providea steurity eveatdlets toancivern nmeageh bt
infected file will trigger. an al arm erating. te ch as W ndows NT
or Unix, that \%e“i\ iyl 4 508YeLs iﬂl?rFV%i a{eﬁg t%ﬁﬂg'%/ T n‘%% ﬁﬁissxqrﬁsn oKt
trigger amoal adtiBaseSBGE fiell Ys folniing BBmie acémtasactivh rieht inalicfofe bELflsba bugs) ,
security holes, 25 incorrec{e Eystem setup or deliberate backdoor openings.
Atrigger is Sowmandgentgsconseleildy poor security or security breaches by
detecting m suse or patterns that indicates real or potential security

probl ems. Sonetines, only a macro analysis will reveal a security,
The triggers are in the form of an intrusion detection system, a firewall program, anfivirus

software, an application software and/or operating systems logs. Each of the triggers 12

15 are configured to send an alert to the event manager 14 if a security event occurs. A

security event is an event that is a real or potential threat to the proper working and use of
a computer system. For example, a firewall protecting a corporate network that suffers an -
Internet Control Message Protocol (ICMP) flood and registers a list of violations will
trigger an alarm. An intrusion detection system that detects a string of commands targeted
20  ata corporate mail server for the purpose of exploiting administrator access will trigger an
alamm. Antivirus software residing on a file server that detects an unknown variant of a
virus and is unable to cleanse the infected file will trigger an alarm. Operating systems,
such as Windows NT or Unix, that have a login violation in the middle of the night will
trigger an alarm. Security flaws can be causes by software defects (bugs), security holes,
25  incorrect system setup or deliberate backdoor openings. A trigger is aimed at detecting
poor security or security breaches by detecting misuse or patterns that indicates real or
potential security problems., Sometimes, only a macro analysis will reveal a security

problem.

30 The event manager reccives event alerts from a distributed security monitoring

environment and is able to analyse various forms of communication and in particular




problem 30 The event manager receives event alerts froma B ?gg}tz%%
security nDnltorlng environment and is able to anal yse various tornms of
comuni cation and in particular 27 Cctober 2005 WO 03/021376 PCT/ SGO /00176
-5 TCP/IP traffic such as raw TCP and UDP connections as wel| as other

prot ocol s sWE3@RI37T6ENVP, SMIP, HTTP, FTP and ot her appl i F&iIs&A1/00176
non-stream ng protocols and non- application stream ng protocols. These are
converted into a uniformformat referred {0 as transportable incident
format (TIF) records that are stored in the database 16. Specific nodul es

equi renonts. | HREAR TR S Pand SRS 8 Wl g ROl 25
appropri ate r egsIM®SNOP,t HETR,VETH and B&Er ra;rphmwénis@&nﬁlgeb&m&s ' RBRSE may

be based on standgjng orders provr ded by a set of 10 rules. In nore serious

cases human i nfRHIGHIN;SERAmRingpreioce ﬁsﬁcﬁ%@é‘éﬁpnﬁ’@ﬁe@éﬂﬁﬁm fermag refarted yo as
breach. Thus r gals %{ﬂg lﬂﬁkyo? | it er
system can be mﬁ??dg%e%aa%drtrer e t;agl l-owm érlrsam&{raer& gﬁmﬁﬁ{iy{ct%%r%vlfédg real
time assess$rentmé@F%ﬁE&Grﬁé’a@tm@ﬁgﬂt@Yabﬁsé@t&ﬂ@d Jepenviigiem the @mpuhersysmrm
storing al ertsd.iya,dipi formformat enables reporting capabilities, trend
anal ysi s, and v nerability analysis of the recorded incidents. 3.5
Monitoring devices include firewalls that report rej ected requests or an

i ntrusion dete ors the activit f conput er
net wor k. Genergﬁ y tlﬁ %Wﬁ%&d t‘ggq Y @oﬁ??foaﬂ?t%’éfa?%’ 3% 5 Y ts to
the event nanagatitripgerqarthe/alett.ng respmse eaf bybasedal stalding ordefs paslidet b9 arsaf dfer
than relyi resolutlon s i.s dane tq@preve t reliance on,the 20

DNS ser Vi ¢ anlaﬂets 0 r'@ﬂﬁ@%“%f"%sr'ﬁ“ itveIHon £ IREFUBIFAChY SeCBr gur e

2, the event nimemhe Thidretleind wﬁﬁmﬁahﬁﬂﬂa@sﬁQfﬁe&%uﬂbﬂﬂo&u?ﬂe%?ﬂeﬁﬁﬁn553 -
pl ug-1ns

(triggers). -These, alerts, ar tr I nt o i nput / out put

t hat conmuni caReRtefGd Weﬁch’éﬂﬁ’ﬂ’?ﬂgttg"r ﬁ{[ﬁﬁy IpRFP g2 repl {imp asyepsment ApreRce/wation| ogy

speci fic noni tigral saguriie iticident] Furthermore, storing alerts in a uniform format enables reporting
capabilities, trend analysis, and vulnerability analysis of the recorded incidents,

15
Monitoring devices include firewalls that report i-eject_ed requests or an intrusion detection
system (IDS) that monitors the activity of a computer rletwork. Generally the firewalls and
IDSs are configured to send alerts to the event manager by providing a directly resolvable
IP address rather than relying on DNS resolution, This is done to prevent reliance on the
20  DNS service and to reduce vulnerability in the system.

Referring to Figure 2, the event manager 14 receives alerts 20 from monitoring devices 12
(triggers). These alerts are streamed into input/output (I/0) plug-ins 22 that communicate
with the monitoring devices. An alert from a technology specific monitoring device is
25  received by each /O plug-in 22, which forward the data to technology specific plug-ins
26. A technology specific plug-in 24 appropriate to the type of monitoring device '
interprets the data and converts it into TIF records. The plug-ins 26 then broadcast the TIF

record.

30 The I/O and technology specific modules broadcast raw data and TIFs respectively, such

that other modules can reccive them, process them or ignore them as per their




specific plug-ins 26. A technology specific plug-in 24 appropriate t

type of nonitoring device interprets the data and converts it into TIF
records. The plug-ins 26 then broadcast the TIF record. 30 The I/0O and

t echnol ogy ®6esiotis® nodul es broadcast raw data and Tl Fs PE3HEEVING| vy, such
t hat other nodul es can receive them process themor ignore them as per
their 27 Cctober 2005 WO 03/021376 PCT/ S&)1/00176 6 configuration. There is
a push/pull nmechanismin this conmruni cati®n. The various nodul es push the
data with only the nodule that is configured to process the specific data
pul i ng the datwfig&atisi | e ot her nodul es ignore the data. For exanple, the
TIF data broadcast by the TS nodules may be pull ed by storage nodul es, or
an inference engi ne nodule. Wen the inference engine is used then the
storage nodul eTheynisreepush/mal! Hischamishy lire thiy @attamibtioan dThe aatigns prddiles pishehence
engi ne broadcagts... 10 .Preferably, .but.optionall an jnference engjne 30 is
provided. If t -W%?%H’éé“@ﬁgi%‘%fﬁ“ﬁ&‘@dﬁ%wgﬁ?SPGP“{gé‘e pyllias fieclatpy p
record br oagicawhileadtherfRedoRE Ggnotel the datd  FOCeHatple] 88 SINF Yot BroadtikObP Rl TS SXP)
plug-in 28. The |nfere ceuf%gi)ne 30 al u&fi Iters TIF records according to
the degree of & i pufleds by Herags ?‘9‘15 c9ftantipfarenqerangige medule-n dVisndke © with
only serious nRfneéiameeind teArN@sitsee haide ShAELHS 8! hislule braicdsP bind _
storage. The SXP plug-in 28 ignores 15 TIF records broadcast by the plug-in
26 and only actépiudls inferenceengingdragdedstsicast by the inference engine 30. The
storage plug-in 32 acts simlarly. If the inference engine 30 is not used,
the SXP plug-in 28 receives the TIF records from the plug-ins 26. The
storage plidg- i Breferably b optisoalyy ensinferracerengine 30 dy plevididr &ith¢ infdrengerengine 3020
plug-ins 26. F = LAk e [ td renot e SPX

pl ug-in 34 of -l;%]ﬁrg rg’a@{’?‘%ﬁ"p%%@W@%E%%%u@@#@ﬁﬁcg‘%%iﬁégﬁ o] Agai n
it is preferr guotodob(S3M) plugfie & nTe isfegheeeengine 30 also filters TIF records according to

the degree of severity of the security event that triggered the alert, with only serious

2 5 received by each 1/0 plug-in 22, which forward the dat a £ 4E5dehegy
I o the
i

incidents being‘forwarded to a storage plug-in 32 for storage. The SXP plug-in 28 ignores
15  TIF records broadcast by the plug-in 26 and only accepts TIF records broadcast by the
inference engine 30. The storage plug-in 32 acts similarly.

If the _inference engine 30 is not used, the SXP plug-in 28 receives the TIF records from
the plug-ins 26, The storage plug-in 32 also receives the TIF records directly from the
20  plug-ins 26.

The SXP plug-in 28 forwards the TIF recard to a remote SPX plug-in 34 of the reaction
means 18 by secure TCP/IP communication. Again it is preferred that an inference engine
34 be used at the reaction means 18. Again the inference engine 34 is able to act
25 according to a set of rules to catergorise alerts with false alarms or low priority/severity
alerts given less importance. Filtered TIF records are then provided to a storage plug-in |
38. If the inference engine 36 is not used then unfiltered TIF records are provided to the
storage plug-ixi 38. The storage plug-in 38 converts the TIF records into database storable
format for storage in the database 16.
30
The reaction means 18 is configured to detect false alarms according to a computer system




34 be.used at the reaction neans 18. Again the inference engins téé%riz%oébl e
to act 25 according to a set of rules to catergorise alerts vm't?'n al se
alarms or low priority/severity alerts given less inportance. Filtered TIF
records are then provided to a storage plug-in 38. If the inference engine
36 is not uwWe@®3PHE® unfiltered TIF records are provi ded PETEHEE/0EGOr age
plug-in 38. The storage plug-in 38 converts the TIF records into database
storable format for storage in the database 16. 30 The reaction neans 1.8
is configured to detect false alarms accdrding to a conputer’ system 27

Oct ober 2005 WD 03/021376 PCT/ SGOL1/ 00176 -7 specific checklist. It is able
to reject fal sgeciicaheklishs Itrieshld toirgjert fabse alatrnss requiring nb @@ions Haweal katuritgvent i s

det ected a nunber. of counter sures can be jnitiated. These jnclude
Shutting of | BVl i AEEEd HHeE R kP BRSO TSk s e SPHTE Mor | P
address to then @@p&mbebl_ocmgswmderrmgtaﬂﬂiﬁg RECRENKOIPt dddiesd foShe comphirs W | |
I mredi ately block traffic fromthe IP_5 address specified. In addition,

col | ati on and S¥HEYS suderopeorss Sopfehist: c s pall dpmeditelyoblodsotmstic Femuthe (B
problems By @Mires QReified. 9f bffidnY colfREonAn@ RAPER oBinciRtid ARBE cdndRBS, GB8Re bE

defined according to the nature of the alert. Such alerts may 1ncludes
probes, FTP affstity aroblsms say aelk be datecled bpmacorpdsihur e cal | attack attenpts.
:LO Multiple or repeated threats fromthe sanme | P source can be nonitored
and acted upon. Incidents of over reaction to a false alarm are reduced
wi th sone | owncidens| typee wan ibe \defined clotarding e ithegnapira of dheusieier Setisaensatmapn t o

see if furthe C A@I ut o d_inferenge I.ne n deal
with sone sec&?@%&%‘ﬁ%@a?& %‘éﬁi&tfqﬂ elgi éﬁ %r%}eo%cgmg%dgﬁen%ﬁlgsggﬁﬁ%?piﬁandl e a
parti cul ax0 sekfultipleyor sipeaaithremsiréri e sarhe Pesgpurbecan be aloaiteeel] dnd aged oty to

dealt wth a consultant. The consultant may, for exanple, contact with a
particul ar owner of a donmain or ISP to deal with the incident. Records of

i nci dent's st Oe€idenitdof beer dakadin®ea FscCadmbie agiabedsilh S6md o ietlel Rcurity
correlation of 20 security incidents rather t,h%n multiple discrete alerts.

A log of se Ciﬁrpl?lg;nsf @éqlﬁcgd MEQer bservation to see if er recurrences occur, An

automated inference engine can deal with some security threats, but if the inference engine

15  cannot handle a particular security situations then it may be escalated in priority to dealt

with a consultant. The consultant may, for example, contact with a particular owner of a

domain or ISP to deal with the incident.

Records of incidents stored in the database 16 can be analysed to provide a correlation of

20  security incidents rather then multiple discrete alerts. A log of security incidents may be
useful for forensic analysis in case law enforcement is required. In addition, the database
16 may be useful in profiling of security incidents.

The event manager 14 is provided in a modular design with four levels, each level having
25 one or more plug-ins/modules. ~ The event manager can be configured to operate ina
distributed environment with a plurality of nodes, each node dedicated to perform a
different function. One event manager node is set up as a master to distribute the load

over various slave nodes.

30 Referring to Figure 3, the first layer of modules cornprisés input/output plug-ins 22 that
receive data in various kinds of format including , but not limited to, SMTP, TCP, UDP,




particul ar i nplg-isreneees the otvodad andTtneadeasts itgo |tqthr04;mwa®lftcheodum26am ﬁlcand

useful for forensic analysis in case | aw enforcenment is requir

addition, the database 16 may be useful in profiling of Segﬁﬁﬁﬂmxkﬁoos

i nci dents. The event manager 14 is provided in a nodul ar design mnth four
| evel s, each | evel having 25 one or nore plug-ins/nodul es. The event
manager carwpPd@3/exssi gured to operate in a distributed enPCTEaMNGI76W th a
plurality of nodes, each node dedicated to performa different function.
One event manager node is set up as a naster to distribute the |oad over
various slave nodes. 30 Referring to Figgre 3, the first |ayer of nodul es
conprises input/output plug-ins 22 that receive data in various ki nds of

Bg/rggtls;gclagl 1‘?‘80”?0 E%hﬁ&?ﬁﬂﬁﬁedﬁg?@%@%ﬁﬁe I%ﬁ)mls d| cate th aV\D

20d 11 on ¢ her &ucPad A0 T RRIGCRER & o6 B By irgs) (ALA) pOREAA S BB | "
integrity ageliltteg(:ﬁ} AgennfﬂlAl)enodiﬂae Bi=PALD chdele iimeresdee Hetoehrehase sarvdrositl ser ver
d 5 t | t f f t.r af,f | P
packet ) basedoDreRE e 3L oty Hiare opbieht (RS el oy e W egut ar
expression | i géfined mrdﬁhema@awwommpm&gmmﬁmnwmmam dpctatiger

nanely the appl | on | ay The n torln ket rej ectjon hlnges
oo i st of Pt Piaten reis i layh RreDahe B Gat AL e G FHbEES

publicly avai ladtien atﬁg@,on%u&hoﬁﬁr@ddesh@wsa;mcmea:ewq;%elngi anmAt pdbﬁdtsf ol der
to public acceSs 10 and if tanpered with, synchroni ses |t H;qan

i nsul at ed nas?@’rhcb’cﬂ‘/ﬂ@bledFié’fsé?P*HSﬁg}”qbﬁlteFl?Yg%P‘@m&a“&’“&“é‘é@) ef
speci fic {JS) afihBerle@¥fh, shithDHRWY WdntRBd mali6r digerP! UG- 1 NS 26 Each TS

nodul es 24 converts raw I nput (alerts) into transportable incident
format -and broadcasts it to the inference engine or SPX and storage

nodul es. 15 a1 eR@nkei ng

firewal | s andRﬁl n‘tqing%ﬁﬁﬁéb% ectl g%hé{}@ewc\%@qﬁﬁel Hr?o ?J‘I\Jﬁeﬁr%ce?ves

alerts it brots d‘&plsg-tnh @6alBach §S mwdales 24T ®nverts raw input (alerts) into transportable
incident format “and broadcasts it to the inference engine or SPX and storage modules.

15
* Raw alerts mainly come from two types of device, these being firewalls and intrusion

detection systems, When an I/O module receives alerts it broadcasts the alerts to all TS |
modules, which will listen at the same time. Each module takes the relevant alerts and
ignores the rest of them. Thus all the modules collectively process the entire data.

20 ' |
Intrusion detection system (IDS) modules deal with alerts from various intrusion detection
systems. Each TS module decodes and processes an alert from an IDS product or a
firewall product of a particular software vendor. ISS decoder module processes alerts
received from “ISS Real Secure”. NFR decoder processes alerts from “Network Flight

25  Recorder”. SW3 decoder processes alerts from “CA Session Wall-3".

FW1 decoder process alerts from “Checkpoint Firewall 1”. The net screen SMTP decoder
processes alerts from “Net Screen Firewall”. Raptor flight decoder processes alerts from
“Raptor Firewall” for Windows NT or Sun Solaris. Sonic wall decoder processes alerts
30 from “3 COM Sonic Wall”. Watch gimrd SMTP decoder processes alerts from “Watch
Guard Firebox”. WebTrends SysLog decoder processes alerts from “Web Trends



Fl

nmodul es, which will listen at the same tinme. Each nodul e talﬁs? Qerrz%logvant
alerts and ignores the rest of them Thus all the nodul es col Ively
process the entire data. 20 Intrusion detection system (IDS) m)dul es deal
with alerts fromvarious intrusion detection systens. Each TS nodul e
decodes andwprieems®ses an alert froman |IDS product or a PCTSewaol7épr oduct
of a particular software vendor. |SS decoder nodul e processes alerts
received from"|SS Real Secure". NFR decoéder processes alerts from " Network
Flight 25 Recorder”. SWB decoder processes alerts from"CA Session

Wal | -3". FWL decoder process alerts from"Checkpoint Firewall 1". The net
screen SMIP ddéwsld’. processes alerts from"Net Screen Firewal |". Raptor
flight decoder processes alerts from "Raptor Firewall" for Wndows NT or
Sun Sol aris. Sonic wall decoder processes alerts 30 from"3 COM Soni c

VWl | ". Watch g{e;b‘ardnﬂdﬂfﬁgmle&,caihxrd eveJ02f €® eabrd magagder tsrshawtat This in@luéﬁdhe

Fi rebox". WebTrends sL rocess al er rom"
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a third | ewel vnﬁthei the leeene vinid Weao@ge or dmppdddm:d ohhi st omhudtﬁsedmas

I nference eng ILE). The IE mnar check on th dtato
deternine 5 \M?é%“ﬁ % T8 CRBAS OHtp gﬁg&ﬁ) %%‘8’%"8‘5@%8%&‘%‘ 5ppaye ﬁlﬁgﬁeae% ‘“set of
user defined ryh@san @venm&iagerh@&ﬁlﬁglﬁ%wﬁﬂgh Mer@z\tbl&hgzﬁe ﬁb&ﬂdﬁec’mwwﬁwut

altering it only renovi ng unwant ed er a evenj nmana
confi gured wi t9mpFS maduesdhigaored iy E?ﬁﬁ‘ﬁ%l)“l\‘,’\a eSTI “:“‘fereBgiP Ei nodul es
I's ignored by d%%@&%n@%gm%}fﬂg%u& B&ts) (PAbbpted for foeésﬁhgame aogpae SKPF  dat a

(those only containing serious alerts) is accep ted for .processi n%_ébg/ t he

st or age oi-0Sxmogplespdiie SPX mpadulespsosmify (fiIE r@qosdﬁstmtb% EIPP*I* GopERRd) &t
gl obal comang, tﬁ@a@&%:[neanmcr%ﬂ@a{ﬁ?ﬁ eudhqsgégu,ewpypt ed format, such as secure

TCP. Referring t I gure rth layer 80 of the event manager i s shown
whi ch includes a storage (ST) nodul e that supports use of conmon dat abases

for storing | ?{%}‘egr%%ttg 'Figlu}e 6, a fourth layer 80 of the event manager is shown which includes a
storage (ST) module that supports use of common databases for storing incidents. It

15  converts processed TIF events into data specific format and is easily retrievable table in
database, such as Microsoft SQL server.

General modules may be provided including a log master that logs all incoming traffic, if
configured to do so, and a device health check module that automatically checks the status
20  of other modules, and a device health check module that automatically checks the status of

other medules.

Referring to Figure 7, when a distributed event manager environment is used, as indicated
by 90, one of the event managers 92 is configured as a master event manager. Other event

25 managers 94 and 96 are configured as slave managers. The master event manager
distributes raw data equaily among slaves and the local TS module within itself. The TS
modules only accept redirected raw data being broadcasted by I/O modules. The TS
modules of the master and each of the slaves then completes processing of the raw data by
converting all the data into ’I‘IF records which then may be handed off.

30
A handoff occurs by providing an IP addresses specifying machines to which incidents are
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15 converts processed TIF events into data specific fornmat ' hky
retrievable table in database, such as Mcrosoft SQ serve??q%gﬁ%e?%%bb
nodul es may be provided including- a | og master that logs all incom ng
traffic, if configured to do so, and a device health check nodul e that
aut omat i cal W Bleesks t he status 20 of ot her nodul es, andP&aT86W/®eE6heal t h
check nodul e that automatically checks the status of other nodul es.
Referring to Figure 7, when a distributed event manager environment is
used, as indicated by 90, one of the evdht nanagers 92 is configured as a
master event manager. Qther event 25 managers 94 and 96 are configured as
sl ave manager % bd fi@whided. €A Ri@dtt isEomb Shere A @iefiti didet @8ntr dakaghathas dietiad | v
anong slaves and the |l ocal TS nmodule wiithin itself. The T m)ﬁul es only
accept redi r eBISESing FrdAs L HE 3 T Badiiesnlyy IS?W/‘WP@&WP&"."&T‘ oftrihe
modul es of thgro@&éiédeihci&é?@s @90 lcdidifted kREAToMAGY GRFDLRAGRREQTBRRE NG Of
the raw data by converting all the data into TIF records which then may be
handed of f. 3propessiag anskstorege st pegforpedyi di ng an | P addr esses speci fyi ng
machi nes tg which incidents are 27 Cctober 2005 WD 031021376
PCT/ SG01/ 00176 -10 to be forwarded. A handoff is useful where a client side
event manager Altedirédt pantbegrovisied thetqussegrawdeta withoup perforrGing pry pr@essingusp dhat onl y.
IT SXP is CO“IabkvgflﬁtE‘Ea& Be gﬁa?éﬁr JnghtNEv nﬁreggrﬁ%ﬁa%g%ewch%%&t ol HidableOfoft
desi gnat ed gl obal conmahd centre event manager Turther processing and
storage can benvirenthartsnwith a farge ansoutt oftratv iocidents ewlpraby iackinglet dvatt mpamgeEss r aw
data w thout perf.arm ng. any processi ng so that aw data _can he shared
anongst severﬁf’ufé?}%’ﬂ“t qﬂﬁﬁ%é'@ _yu]g\eqig_ iey@&fwi‘agers{m 8 ?rangm)'ﬁti'pg%nents
wWth a | agge daRenént Sandpaiyshaniag the pfoSessinRadby a singl e event manager is
insufficient. This is typically used in an event manager farmw th a naster
and multiple 10 slave event nmanagers sharing the processing | oad.

The master event manager receives raw data incidents from the security devices through

the I/O modules and transmits the incident to the machines listed under a re-direct list via
the SXP modulé. All the event managers to which the data is re-directed are configured
15  with exactly the same modules, typically, several technology specific modules. The

decision of which event manager to transmit fo is done fairly and equally. The master
event manager keeps a journal of what has been transmitted to each event manager in the -
group and transmits the raw incidents to one which receive the least number of raw
incidents. Upon receiving the data the event maﬁagcr that data is redirected to processes

20 the raw data, converting it into TIF records. TIF records may be further processed by an
inference engine configured on the same event manager or may be stored in a repository
by an ST module. They can also be handed off the another event manager module to, for
example, be categorised by an inference engine.

25  Referring to Figure 8, TIF data is handed off to a master event manager’s SXP module.
The TS module within the master broadcasts TIFs and the master passes all data to the
storage module and inference engine. The hand-off event manager can be another slave
attached to the master or the master itself, Alternatively there may be two hand-off IP
address which could be the slave or the master. If the first hand-off fails then the second

30 hand-off'is attempted.
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devices through the I/O nodules and transmits the incident mac i nes
listed under a re-direct list via the SXP nodule. Al the event managers
to which the data is re-directed are configured 15 with exactly the sane
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and rule sets for dealing with and prioritising incidents. E?%%gﬁér%g‘ay
provide a local 1.0 security systemor the security system may be

distributed or may be entirely renotely based. Such nodifications are
intended to fall within the scope of the present invention, the nature of
which is to be determned fromthe foregoing description and appended
clains. 27 Cctober 2005 -12 Clains: 1. A conputer security event '
nonitoring conprising: receiving neans for receiving externally generated
security event alerts of different typegp_incident records generating
means for generating incident records in an unified format based on the
recei ved seeg;'! .y event alerts; and transmtting neans for transmtting the
incident r > to an event reaction unit renotely located fromthe
conput er sécuri Aycoepater sevnrityteyentmgpritpsbgenmZising: conput er security event
nmoni toring system accordin o claiml wherein th [nci-de d
generati ng rreansre?:edYr‘Bgilggzgga%oﬁlrﬁ?eéﬁngyéxﬁmﬁyr &n%%ﬁil Sgg,ﬁmg/ag%en% ?l(rfes s gfm)dul e
desi gned t odifgettypesat | east one function for processing an event alert of
one type. 3. A conputer security event nonitoring.system accqrding. % claim
| or 2, wherein ingifkat recosds,geRgr Aeapy iR rgeagrating B?"Effe&T recgrdgin 2B g

modul es, 3 hnStaQAbHTRCHGvedieeh@pedd Qlcixeyt At | east one function for
receiving an event alert of one type. 4. A conputer security event

moni t ori ng syst dransoitidngiinagnstfor tasmotting dlic wrcidentsre¢ordpto By evghieteagtipntun

receiving neans.is able to receive the s e nt alerts froman
external i EFWB%}YOIHC%%{E%%%@%CO eéﬁ?cug.ty CX%%torrﬁ}%ﬁ{og% §§ Scegrrl'i ty event

nonitoring systemaccording to any one of clains 1 to 4, wherein the
receiving neans is operable to recei've.the securi tFFﬁ event, ai erts .froman

ext ernal f r enafY COMRATCr SEEEHH GV MOBHOTRG JySEILAGCOFERG ootRipy ! -SyRergimthe
accordi ng G 3N r&MRdOfererAidPmdats®omprises a plurality of first modules, each first

module designed to execute at least one function for processing an event alert of one type.

3. A computer security event monitoring system according to claim 1 or 2, wherein
the receiving means comprises a plurality of second modules, each second module

designed to execute at least one function for receiving an event alert of one type.

4, A computer security event monitoring system according to any one of claims 1 to
3, wherein the receiving means is operable to receive the security event alerts from an

external intrusion detection system.

5. A computer security event monitoring system according to any one of claims 1 to
4, wherein the receiving means is operable to receive the security event alerts from an

external firewall.

6. A computer security event monitoring system according to any one of claims 1 to
5, further comprising the event reaction means, and the reaction means is responsive to

the incident records and remotely handles a security event based on the incident record.




5, further conprising the event reaction means, and the reacli §4,p5E3IHWps5 S
responsive to the incident records and renptely handles a security event
based on the incident record. 27 QOctober 2005 -13 7. A conputer security
event nonitoring systemaccording to any one of clains 1 to 6, wherein the
i nci dent records generating neans perforns an assessnent of the severity

of the event alert and prioritises incident records accordingly. 8. A
conput er security event nonitoring systemaccording to claim?7, wherein the
assessnent is made by checking the alert_gpgainst one or nore rules for
determning severity. 9. A conputer security event nonitoring system
accordi ng to cl gj . Ln.. i aﬁt}ag& : ing the
al ert agai n7(S)t oE%g%?guﬁg{sgﬁgﬁfggéﬁg{ramé%@%%%ﬁlﬁ%@hﬁetgct| on Jtﬁéﬂé'tﬁlliulg@Is%ecuri ty
event that & mihgear thd indidenateeotds gdferatgooeqns perforsscurassepsness of thesayardy i ng
system accor.di ng to,any .one .of cl al 1 to 9 .wherein any one or nore of
the recei vioﬁg"erf'&ﬁlf'f?,ler{]%@Hrwgﬁﬁ?éﬁ?c#eg@g??fgs 6%8@%1/'@ rreang and
transmtting nmeans conprise a software application running on a dedicated
conputer connected by a network to a conmputer system being_nopitored. 11.
A conput er S&securt P‘iﬁnﬁlﬂ‘é?ﬁec%ieﬁ?ti%“@?ggéﬁt%%&ﬂé‘ﬁ% tq a@i?gi Wﬂ‘?f@‘,n erein
the conpulgfesUshEmale Y UHRELRE thOalehtdRR 6/¢ SOmeRTRIKSfor B¥efmime@l area
network. 12. A conputer sécurity event nonitoring systemaccording to
clains 10 ofvenlly., wherein the conputer systemincludes a plurality of
conputers connected by a wide area network. 13. A conputer security event
noni toring systemaccording to clains 10 or 11, wherein the conputer
systemis &.pl uratimputafscanitp ater moobonrectystmmaeccardgizgab alaimohpu$.evhergint wor k.

ool ving it SPTEPRY i5BAdS BY Bire LB A5 BT O BT EeGRet FRP IR Rbos; 27

Cct ober  20Qe@action to the security event that triggered the alert.

10. A computer security event monitoring system according to any one of claims 1 to
9, wherein any one or more of the receiving means, the incident records generating means
and transmitting means comprise a software application running on a dedicated computer

connected by a network to a computer system being monitored.

11. A computer security event monitoring system according to claim 10, wherein the

computer system is connected to the dedicated computer by a local area network.

12. A computer security event monitoring system according to claims 10 or 11,
wherein the computer system includes a plurality of computers connected by a wide area

network.

13. A computer security event monitoring system according to claims 10 or 11, |
wherein the computer system is a plurality of computers connected by a global computer

network.

14. A method of computer security event monitoring comprising the steps of:

receiving externally generated security event alerts of different types;




-14 generating incident records in an uni fied format based (?agbé@ﬁﬁgved
security wevent alerts; and transmtting the incident recor 0 an event
reaction unit renotely |located from the conputer security event nonitoring
system 15. A nethod of conputer security event nonitoring according to
claim14, wherein the security alert is received froman externa

intrusion detection system 16. A nethod of conputer security event
nonitoring according to clainms 14 or 15, wherein the security alert is-
received froman external firewall. 17. Agrethod of conputer security event
nmoni toring according to any one of clains 14 to 16, the nethod further

conpri sing assesg ér{ag%{rngfiﬁégyn%f %%ds% &r{ngmg&??&m%{ %5%8 on%he 1 v%a'steaﬁitgﬂg

i nci dent records~acc securl event
noni tori ng acavalditygnd o cla|n1any one of cl ains. 14 to 17, the met hod
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alert. the computer security event monitoring system.

15. A method of computer security event monitoring according to claim 14, wherein

the security alert is received from an external intrusion detection system.

16. A method of computer security event monitoring according to claims 14 or 15,

wherein the security alert is received from an external firewall.

17. A method of computer security event monitoring according to any one of claims
14 to 16, the method further comprising assessing the severity of the event alerts for

prioritising incident records accordingly.

18. A method of computer security event monitoring according to claim any one of
claims 14 to 17, the method further comprising checking the event alerts against one or
more rules for determining the reaction to the security events associated with the event

alert.




