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INTERACTION METHOD AND APPARATUS, AND ELECTRONIC DEVICE

CROSS REFERENCE OF RELATED APPLICATION

[0001] This application claims the priority to Chinese Patent Application No. 202010114478.2,
titled "INTERACTION METHOD AND APPARATUS, AND ELECTRONIC DEVICE", filed on
February 24, 2020, and Chinese Patent Application No. 202010114035.3, titled "INFORMATION
INTERACTION METHOD, APPARATUS AND SYSTEM, AND ELECTRONIC DEVICE",
filed on February 24, 2020 with the Chinese Patent Office, both of which are incorporated herein

by reference in their entireties.

TECHNICAL FIELD
[0002] Embodiments of the present disclosure relate to the technical field of Internet, and in

particular to an interaction method and apparatus, and an electronic device.

BACKGROUND

[0003] With the development of the Internet, functions of terminal devices are increasingly used
by users, facilitating work and life. For example, a user may start a multimedia conference with
another user online through a terminal device. With the multimedia conference online, users can
interact with each other at a long distance, and participate in the conference without having to
gather in one place. The multimedia conference largely avoids the location and venue limitations

of the traditional face-to-face conference.

[0004] With the network multimedia conference, information in the form of moving images,
voice and application data (electronic whiteboard, graphics) can be transmitted in real time between
two points and among multiple points, which is applicable for remote conferences, network
discussions and the like. Users at two or more locations respectively can interact with each other

through the networked multimedia conference.

[0005] In the network multimedia conference, a multimedia conference server generally receives
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a multimedia data stream sent by participating users, and interactively transmits the multimedia

data stream sent by the participating users.

SUMMARY

[0006] This summary is provided to introduce concepts in a simplified form that are described
in detail in the detailed description that follows. This summary is neither intended to identify key
features or essential features of the claimed technical solutions, nor intended to limit the scope of

the claimed technical solutions.

[0007] An interaction method and apparatus, and an electronic device are provided according to
embodiments of the present disclosure. A permission control method and apparatus, and an

electronic device are further provided according to embodiments of the present disclosure.

[0008] In a first aspect, an interaction method is provided according to an embodiment of the
present disclosure. The method includes: sending a multimedia conference starting request to a
server in response to detection of a triggering operation on a multimedia conference control, where
the server starts a multimedia conference in response to determination of starting the multimedia
conference based on the multimedia conference starting request; and sending conference live
confirmation information to the server in response to detection of a confirmation operation on a
conference live confirmation control, where in response to receipt of the conference live
confirmation information by the server and in response to receipt of a multimedia conference
stream, the server generates a live stream based on the received multimedia conference stream, and
where the multimedia conference stream is sent to the server by a participant of the multimedia

conference.

[0009] In asecond aspect, a permission control method is provided according to an embodiment
of the present disclosure. The permission control method includes: receiving a live stream
acquisition request; and determining whether to return a live stream based on the live stream

acquisition request.

[0010] In a third aspect, an interaction apparatus is provided according to an embodiment of the

present disclosure. The interaction apparatus includes a first sending unit and a second sending unit.
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The first sending unit is configured to send a multimedia conference starting request to a server in
response to detection of a triggering operation on a multimedia conference control. The server starts
a multimedia conference in response to determination of starting the multimedia conference based
on the multimedia conference starting request. The second sending unit is configured to send
conference live confirmation information to the server in response to detection of a confirmation
operation on a conference live confirmation control. In response to receipt of the conference live
confirmation information by the server and in response to receipt of a multimedia conference
stream, a live stream is generated based on the received multimedia conference stream. The

multimedia conference stream is sent to the server by a participant of the multimedia conference.

[0011] Inafourth aspect, a permission control apparatus is provided according to an embodiment
of the present disclosure. The permission control device includes: a receiving module configured
to receive a live stream acquisition request; and a determining module configured to determine

whether to return a live stream based on the live stream acquisition request.

[0012] In a sixth aspect, an information interaction method is provided according to some
embodiments of the present disclosure, and is applied to a multimedia conference server. The
information interaction method includes: receiving a multimedia data stream sent by a user
participating in a multimedia conference; determining a live multimedia data stream from the
multimedia data stream based on a received live instruction of the multimedia conference; and
transmitting the live multimedia data stream to a live server, so that the live server generates a live

data stream of the multimedia conference based on the live multimedia data stream.

[0013] In a seventh aspect, an information interaction method is provided according to some
embodiments of the present disclosure, and is applied to a live server for broadcasting a multimedia
conference live. The information interaction method includes: in response to receipt of a live
request for broadcasting the multimedia conference live, generating a live data stream based on the
live multimedia data stream sent by a multimedia conference server; sending the live data stream
to a sharing user based on a received sharing request from the sharing user. The live multimedia
data stream is determined by the multimedia conference server based on a received live instruction
of the multimedia conference from a received multimedia data stream sent by a user participating

in the multimedia conference.
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[0014] In an eighth aspect, an information interaction method is provided according to some
embodiments of the present disclosure, and is applied to a first terminal device of a user
participating in a multimedia conference. The information interaction method includes: receiving
information of the multimedia conference sent by a multimedia conference server, and determining
whether the information of the multimedia conference includes information of a sharing user, where
the information of the multimedia conference includes an interactive data stream of the multimedia
conference, and the information of the sharing user is sent by a live server and is information of a
user sharing the live data stream corresponding to the multimedia conference; playing the
interactive data stream of the multimedia conference; and displaying the information of the sharing
user in response to determination that the information of the multimedia conference includes the
information of the sharing user. The live data stream is generated by the live server based on the
live multimedia data stream sent by the multimedia conference server. The live multimedia data
stream is determined by the multimedia conference server based on a received live instruction of
the multimedia conference from a received multimedia data stream sent by a user participating in

the multimedia conference.

[0015] In a ninth aspect, an information interaction apparatus is provided according to some
embodiments of the present disclosure, and is applied to a multimedia conference server. The
information interaction apparatus includes: a first receiving unit, a determining unit and a
transmitting unit. The first receiving unit is configured to receive a multimedia data stream sent by
a user participating in a multimedia conference. The determining unit is configured to determine a
live multimedia data stream from the multimedia data stream based on a received live instruction
of the multimedia conference. The transmitting unit is configured to transmit the live multimedia
data stream to a live server, so that the live server generates a live data stream of the multimedia

conference based on the live multimedia data stream.

[0016] In a tenth aspect, an information interaction apparatus is provided according to some
embodiments of the present disclosure, and is applied to a first terminal device of a user
participating in a multimedia conference. The information interaction device includes a second
receiving unit, a playing unit and a displaying unit. The second receiving unit is configured to

receive information of the multimedia conference sent by a multimedia conference server, and

_4-



10

15

20

25

30

determine whether the information of the multimedia conference includes information of a sharing
user. The information of the multimedia conference includes an interactive data stream of the
multimedia conference. The information of the sharing user is sent by a live server and is
information of a user sharing the live data stream corresponding to the multimedia conference. The
playing unit is configured to play the interactive data stream of the multimedia conference. The
displaying unit is configured to display the information of the sharing user in response to
determination that the information of the multimedia conference includes the information of the
sharing user. The live data stream is generated by the live server based on the live multimedia data
stream sent by the multimedia conference server. The live multimedia data stream is determined
by the multimedia conference server based on a received live instruction of the multimedia
conference from a received multimedia data stream sent by a user participating in the multimedia

conference.

[0017] In an eleventh aspect, an information interaction system is provided according to some
embodiments of the present disclosure. The information interaction system includes a multimedia
conference server, a live server, a first terminal device of a user participating in a multimedia
conference, and a second terminal device of a sharing user of a live data stream. The multimedia
conference server is configured to: receive a multimedia data stream sent by the user participating
in the multimedia conference; determine a live multimedia data stream from the multimedia data
stream according to a received live instruction of the multimedia conference; transmit the live
multimedia data stream to the live server, so that the live server generates a live data stream of the
multimedia conference based on the live multimedia data stream; and receive information of the
sharing user sent by the live server, and send the information of the sharing user to a first terminal
device of each user participating in the multimedia conference. The first terminal device of the user
participating in the multimedia conference is configured to: receive multimedia information sent
by the multimedia conference server, play the interactive data stream of the multimedia conference
included in the multimedia information, and display information of the sharing user who shares the
live data stream, and the information of the sharing user is included in the multimedia information.
The live server is configured to: in response to receipt of a live request for broadcasting the
multimedia conference live, generate a live data stream based on the live multimedia data stream

sent by the multimedia conference server; and send the live data stream to the sharing user based
-5-
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on a received sharing request from the sharing user. The second terminal device is configured to:
receive the live data stream sent by the live server based on the sharing request of the sharing user,

and play the live data stream; and receive user feedback information inputted by the sharing user.

[0018] In a twelfth aspect, an electronic device is provided according to some embodiments of
the present disclosure. The electronic device includes one or more processors and a storage device.
The storage device stores one or more programs, and when the one or more programs are executed
by the one or more processors, the one or more processors implement the method in the first aspect,
or the method in the second aspect, or the method in the sixth aspect, or the method in the seventh

aspect, or the method in the eighth aspect.

[0019] In a thirteenth aspect, a computer-readable medium is provided according to some
embodiments of the present disclosure. The computer-readable medium stores a computer program
which, when being executed by a processor, implements the method in the first aspect, or the
method in the second aspect, or the method in the sixth aspect, or the method in the seventh aspect,

or the method in the eighth aspect.

[0020] In the interaction method according to embodiments of the present disclosure, the
multimedia conference starting control and the conference live confirmation control are provided,
after the user starts a conference and determines to broadcast the conference live, the server
generates a live stream based on the multimedia conference stream, so that more users receive the

multimedia conference stream while ensuring the smoothness of the multimedia conference.

[0021] It should be noted that, for an online multimedia conference, the communication pressure
of the conference increases with an increase in the number of participants. Therefore, in order to
ensure the smoothness of the multimedia conference, the number of participants are limited under
certain communication resources, resulting in failure to proceed smoothly a multimedia conference
for a large group. According to the solutions of the present disclosure, the multimedia conference
stream is converted into a live stream, avoiding the restriction on the number of users receiving the
multimedia conference while reducing the communication pressure of the multimedia conference

and ensuring the smoothness of the multimedia conference.

[0022] With the information interaction method, apparatus and system as well as the electronic
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device according to embodiments of the present disclosure, the live multimedia data stream is
determined based on the multimedia data stream sent by the user participating in the multimedia
conference, and the live multimedia data stream is sent to the live server for the live server to live
broadcast the live data stream of the multimedia conference, so that a user other than the user
participating in the multimedia conference can acquire the content of the multimedia conference
by viewing the live data stream of the multimedia conference. In a case of limited multimedia
conference server and multi-user-oriented multimedia conference, some users participate in the
conference via the multimedia conference server, and other users acquire the content of the
multimedia conference in real time via the live server as described above, thereby reducing the load

of the multimedia conference server and ensuring the smoothness of the multimedia conference.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The above and other features, advantages and aspects of embodiments of the present
disclosure will become apparent in conjunction with the accompanying drawings and with
reference to the following detailed description. Throughout the drawings, the same or similar
reference numbers refer to the same or similar elements. It should be understood that the drawings

are schematic and that the originals and elements are unnecessarily drawn to scale.

[0024] Figure 1 is a flowchart of an interaction method according to an embodiment of the

present disclosure;

[0025] Figure 2 is a flowchart of a permission control method according to an embodiment of

the present disclosure;

[0026] Figure 3 is a schematic structural diagram of an interaction apparatus according to an

embodiment of the present disclosure;

[0027] Figure 4 is a schematic structural diagram of an authority control apparatus according to

an embodiment of the present disclosure;

[0028] Figure 5 shows a schematic system architecture to which the interaction method or the

permission control method according to the embodiment of the present disclosure may be applied;
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[0029] Figure 6 is a flowchart of an information interaction method according to some

embodiments of the present disclosure;

[0030] Figure 7 is a flowchart of an information interaction method according to some

embodiments of the present disclosure;

[0031] Figure 8 is a flowchart of an information interaction method according to some

embodiments of the present disclosure;

[0032] Figure 9 is a schematic structural diagram of an information interaction apparatus

according to some embodiments of the present disclosure;

[0033] Figure 10 is a schematic structural diagram of an information interaction apparatus

according to some embodiments of the present disclosure;

[0034] Figure 11 is a schematic structural diagram of an information interaction apparatus

according to some embodiments of the present disclosure;

[0035] Figure 12 is an architectural diagram of an information interaction system according to

some embodiments of the present disclosure; and

[0036] Figure 13 is a schematic structural diagram of an electronic device for implementing some

embodiments of the present disclosure.

DETAILED DESCRIPTION

[0037] Embodiments of the present disclosure are described in more detail below with reference
to the accompanying drawings. Although the drawings illustrate some embodiments of the present
disclosure, it should be understood that the present disclosure may be embodied in various forms
and should not be construed as limited to the embodiments set forth herein. Instead, these
embodiments are provided for a thorough and complete understanding of the present disclosure. It
should be understood that the drawings and embodiments of the present disclosure are only for

illustrative purposes, and are not intended to limit the protection scope of the present disclosure.

[0038] It should be understood that the steps described in the method embodiments of the present

disclosure may be performed in a different order and/or in parallel. Furthermore, the method
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embodiments may include additional steps and/or an illustrated step may not be performed. The

scope of the present disclosure is not limited in this regard.

[0039] The term "including" and variations thereof used herein are open-ended inclusions, that
is, "including but not limited to". The term "based on" indicates "based at least in part on". The
term "one embodiment”" indicates "at least one embodiment," the term "another embodiment"
indicates "at least one additional embodiment," and the term "some embodiments" indicates "at

least some embodiments." Relevant definitions of other terms are to given in the description below.

[0040] It should be noted that the concepts such as "first" and "second" mentioned in the present
disclosure are only to distinguish devices, modules or units, rather than limit an order or

interdependence of functions performed by these devices, modules or units.

[0041] It should be noted that the determiners such as "a" and "a plurality of" mentioned in the
present disclosure are illustrative rather than restrictive. It should be understood by those skilled in
the art that unless the context clearly dictates otherwise, "a" and "a plurality of" should be construed

as "one or more".

[0042] Names of messages or information exchanged between multiple devices in the
embodiments of the present disclosure are only for illustrative purposes rather than intended to

limit the scope of these messages or information.

[0043] Reference is made to Figure 1, which shows a flowchart of an interaction method
according to an embodiment of the present disclosure. The interaction method is applied to a
terminal device. As shown in Figure 1, the interaction method includes the following steps 101 to

102.

[0044] In step 101, a multimedia conference starting request is sent to a server in response to

detection of a triggering operation on a multimedia conference control.

[0045] In this embodiment, an object (for example, a terminal device) for performing the
interaction method may send a multimedia conference starting request to the server in response to

detection of the triggering operation on the multimedia conference control.

[0046] In this embodiment, the multimedia conference control is configured to trigger starting

of a multimedia conference.
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[0047] Here, the multimedia conference may be an online conference conducted in a multimedia

manner. The multimedia may include, but is not limited to, at least one of audio and video.

[0048] In some embodiments, the multimedia conference may be an instant conference or a
scheduled conference. Here, the instant conference may be a conference that started immediately
in response to an initiation. The scheduled conference may be a conference that is invited in

response to an initiation and to be started at a predetermined time instant in the future.

[0049] In some application scenarios, the participants in the multimedia conference may be
divided into at least two roles. For example, participants include a host and a participant. The host

of the multimedia conference may be a conference initiator.

[0050] For example, A initiates an online conference reservation and sends invitations to B and
C. In this case, A may be regarded as the initiator of the conference, that is, the host of the

conference, and B and C each may be regarded as a participant of the conference.

[0051] In some embodiments, the above multimedia conference control may be displayed on a
client terminal of the user who has the permission to start the conference. The user who has the
permission to start the conference may include, but is not limited to, at least one of the host and the

participant of the conference.

[0052] In this embodiment, the application for starting the multimedia conference may be any
type of application, and is not limited herein. For example, the above application may include an
instant video conferencing application, a communication application, a video playback application,

a mail application and the like.

[0053] In this embodiment, the server starts the multimedia conference in response to
determination to start the multimedia conference based on the multimedia conference starting

request.

[0054] Here, the server may verify the multimedia conference starting request in response to
receipt of the multimedia conference starting request, and determine to start the multimedia
conference based on the multimedia conference starting request in response to determination that
the conference starting condition is satisfied.

[0055] In some embodiments, the conference starting condition may be preset. The conference
-10 -
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starting condition may include, but is not limited to, at least one of: the current moment is the
scheduled conference starting time instant, and a user who sends the multimedia conference starting

request is not in a preset blacklist.

[0056] Here, starting a multimedia conference may include receiving and forwarding a
multimedia conference stream of a participant. For example, A, B, and C are the participants. The
server may forward the multimedia conference streams of B and C to A for A to display in the
multimedia conference interface. The server may forward the multimedia conference streams of A
and C to B for B to display in the multimedia conference interface. The server may forward the
multimedia conference streams of A and B to C for C to display in the multimedia conference

interface.

[0057] Here, the multimedia conference stream may include a collection of multimedia
conference data. It should be understood that during the multimedia conference, the participant
may send a steady stream of multimedia conference data to the server. In this case, the collection
of data sent by the participant to the server may be vividly referred to as a multimedia conference

stream.

[0058] In some embodiments, the multimedia conference stream may include, but is not limited

to, at least one of: an audio conference stream and a video conference stream.

[0059] In step 102, conference live confirmation information is sent to the server in response to

detection of a confirmation operation on a conference live confirmation control.

[0060] In this embodiment, the object (for example, the terminal device) for performing the
interaction method may send conference live confirmation information to the server in response to

detection of a confirmation operation on the conference live confirmation control.

[0061] Here, the conference live confirmation information is for instructing the user to confirm
to broadcasting the conference live. That is, the user authorizes the server to live broadcast the

multimedia conference to persons in addition to the participants.

[0062] In this embodiment, the server receives the conference live confirmation information, and
in response to receipt of the multimedia conference stream, generates a live stream based on the
received multimedia conference stream.

-11 -
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[0063] In some embodiments, the server may receive the conference live confirmation
information before the multimedia conference is started or during the multimedia conference. If
the conference live confirmation information is received before the multimedia conference is
started, the server has not received the multimedia conference stream, and therefore fails to start
the multimedia conference. In this case, the server may start live broadcast of the conference after
the multimedia conference is started and the multimedia conference stream is received rather than

start the live broadcast immediately after receiving the conference live confirmation information.

[0064] Here, the multimedia conference stream is sent to the server by the participant of the

multimedia conference.

[0065] Here, generation of the live stream based on the received multimedia conference stream

may be implemented in various manners.

[0066] In some embodiments, the received multimedia conference stream sent by at least one
participant may be combined into a live stream. For example, the multimedia conference streams

of the three participants A, B, and C may be combined into a live stream.

[0067] It should be noted that, in the interaction method according to this embodiment, the
multimedia conference starting control and the conference live confirmation control are provided,
after the user starts a conference and determines to broadcast the conference live, the server
generates the live stream based on the multimedia conference stream, so that more users receive

the multimedia conference stream while ensuring the smoothness of the multimedia conference.

[0068] It should be noted that, for an online multimedia conference, the communication pressure
of the conference increases with an increase in the number of participants. Therefore, in order to
ensure the smoothness of the multimedia conference, the number of participants are limited under
certain communication resources, resulting in failure to proceed smoothly a multimedia conference
for a large group. According to the solutions of the present disclosure, the multimedia conference
stream is converted into a live stream, avoiding the restriction on the number of users receiving the
multimedia conference while reducing the communication pressure of the multimedia conference

and ensuring the smoothness of the multimedia conference.
[0069] In some embodiments, the server includes a conference server and a live server.

-12 -
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[0070] Here, the conference server may be configured to maintain conference logic of the
multimedia conference. The conference server may exchange information with the participant.
Here, the conference logic may include, but is not limited to, at least one of: generation of a
conference identifier, a time instant at which the conference is started, information forwarding logic

between participants, and the like.

[0071] Here, the live server may be configured to provide a live function. The live server may
exchange information with an audience. For example, the live server may receive a live stream
acquisition request from an object to watch the conference (where an object that sends a live stream
acquisition request but may not obtain the live stream), and then authenticates the live stream

acquisition request to determine whether to return the live stream.

[0072] In some embodiments, the live stream may be generated by the conference server. The
conference server: generates the live stream based on the received multimedia conference stream
in response to receipt of the conference live confirmation information and in response to receipt of

the multimedia conference stream; and sends the generated live stream to the live server.

[0073] It should be noted that the live stream is generated by the conference server and then sent
to the live server, reducing the communication pressure of the conference server compared with
the conference server interacting directly with the audience. For example, there are two audiences.
In a case of no live server, the conference server sends two live streams to the two audiences
respectively. In a case of a live server, the conference live broadcaster sends one live stream only
to the live server, and then the live server sends the live stream to the two audiences. It can be seen
that, the communication volume of the conference server can be reduced due to the live server,

thereby ensuring the smoothness of the multimedia conference.

[0074] In some embodiments, the live stream may be generated by the live server. The
conference server sends the multimedia conference stream to the live server based on the received
multimedia conference stream in response to receipt of the conference live confirmation
information and in response to receipt of the multimedia conference stream. The live server

generates the live stream based on the received multimedia conference stream.

[0075] It should be noted that the conference server sends the multimedia conference stream to

- 13-
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the live server, and then the live server generates the live stream, which can reduce the computing
pressure of the conference server, thereby further ensuring the smoothness of the multimedia

conference.

[0076] In some embodiments, the conference server may include a conference logic server and
a media server. Here, the conference logic server may be configured to support some conference
logic, for example, conference user information and so on. The media server may be configured to
support forwarding of the multimedia data stream. For example, the multimedia data streams of
some participants may be forwarded to other participants. In some embodiments, the media server
may generate the live stream and then send the live stream to the live server. Alternatively, in other
embodiments, the media server may send the received multimedia data stream of at least a part of
the participants to the live server, and the live server generates the live stream based on the received
multimedia data stream. In some embodiments, the server generates live access information in
response to receipt of the live confirmation information, and sends the live access information to
at least one of: a participant, a target audience, and a target network resource output terminal. The

live access information indicates a manner in which the live stream is acquired.

[0077] In some embodiments, the target network resource output terminal includes at least one

of: a target webpage and a preset interface of a target application.

[0078] Here, the live access information is directly sent to a pre-configured webpage or a preset

interface of an application. Any user, accessing this webpage, can see the live access information.

[0079] For example, the target webpage may be a home page of a website, and the preset interface

of the target application may be an application starting interface of the target application.

[0080] It should be noted that the live access information is sent to the target network resource
output terminal, and is displayed on the target network resource output terminal, thereby

indiscriminately prompting the user to watch the live stream.
[0081] In some embodiments, the target audience includes a preconfigured user set.

[0082] Here, the pre-configured user set may be configured by the server, or may be configured

by the participant.

[0083] In some application scenarios, the server may send the live access information to a group
-14 -
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in a preconfigured organizational structure tree. The organizational structure tree may be generated
by the server based on an organizational structure of a user who uses the service provided by the
server. For example, each organizational structure tree may include a root node representing
enterprise identity information, a child node representing a department and/or a branch of the
enterprise, and a leaf node representing identity information of an employee of the enterprise. It
can be understood that the specific structure of the organizational structure tree of an enterprise
may be configured and uploaded to the server by an individual with certain authority in the
enterprise. Correspondingly, in the enterprise, an employee who do not have the authority cannot
modify the organizational structure tree. In these application scenarios, the server may select one
or more child nodes in the organizational structure tree and send the live access information to a

leaf node belonging to the selected child node.

[0084] Insome application scenarios, some employees in a predetermined range in the enterprise
can participate in the online conference. Before the online conference starts or during the online
conference, the server sends live access information of the online conference to some groups
determined based on the organizational structure tree of the enterprise, so as to send an invitation
to watch the live broadcast of the online conference to other members in the enterprise (that is, not

limited to the members in the enterprise who participating in the online conference).

[0085] It should be noted that the user set is pre-configured, and then the live access information
1s sent to users in the user set, so that the live access information can be pushed in a targeted manner,
which not only avoids a process of the participant specifying the audience for each conference, but

also speeds up a speed at which the live access information is transmitted to the user.

[0086] In some embodiments, the server sends the live access information to the participant of
the multimedia conference, and the method further includes: displaying the received live access

information.

[0087] Here, the server may send the live access information to the participant. It should be
understood that the server can acquire the participant before the conference is started or during the
conference. The participant then shares the live access information. In this way, the participant
shares the live access information to a sharing object, and the sharing object watch the live

broadcast of the conference based on the live access information.
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[0088] It should be noted that, the participant can specify the audience by sharing the live access
information with the sharing object, thereby controlling a dissemination range of the live stream

and ensuring the security of content in the multimedia conference.

[0089] In some embodiments, a live stream request object, in response to receipt of the live
access information, sends a live stream acquisition request to the server based on the live access

information in response to detection of a trigger operation for the live access information.

[0090] In some embodiments, the server determines based on the live stream acquisition request
whether to send the live stream to the live stream request object. That is, the server authenticates
the live stream acquisition request, so as to determine whether the live stream request object has

the permission to acquire the live stream, thereby ensuring the data security of the live stream.

[0091] Here, the authentication of the live broadcast acquisition request by the server may be

implemented in various manners.

[0092] In some embodiments, the live stream request object plays the live stream in response to

receipt of the live stream.

[0093] In some embodiments, the live stream request object displays live failure indication

information in response to failure to receive the live stream.

[0094] Here, the live stream request object may refer to an object that receives the live access
information and initiates a live request. It should be understood that, a terminal that receives the
live access information may receive the live access information through various channels

respectively corresponding to various ways in which the server sends the live access information.

[0095] It should be understood that the live access information may be shared by the participant
to a terminal user. Alternatively, the live access information is sent to the terminal user by the server
sending the live access information to a preconfigured user set. Alternatively, the live access
information is displayed on a webpage opened by the terminal user. That is, when the webpage is

not opened, the terminal user is not directly reminded to receive the live access information.

[0096] It should be understood that an object that receives the live access information is
unnecessarily the live stream request object, because some objects do not send a live stream

acquisition request after receiving the live access information. The live stream request object that
- 16 -
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sends the live stream acquisition request is unnecessarily an audience, because some live stream

request objects that send the live stream acquisition request do not obtain the live stream.

[0097] In some embodiments, the server generates the live stream based on the received
multimedia conference stream, including: acquiring the multimedia conference stream sent by the
participant; determining a participant currently speaking; and generating the live stream based on
the received multimedia conference stream and relevant information of the participant currently

speaking.

[0098] In some embodiments, the multimedia conference includes at least one of an audio
conference and an audio-video conference. It should be understood that the audio-video conference
refers to a conference including both audio interaction and video interaction. In some embodiments,

the multimedia conference may be an audio-video conference.

[0099] Here, the participant currently speaking may be presented in a preset manner in a live
conference interface. That is, the live conference interface may display video images of some or

all of the participants, and specify the participant currently speaking in the preset manner.

[0100] For example, the preset manner may include, but is not limited to: displaying an identifier
of the participant who is currently speaking, displaying a certain mark on an image of the
participant who is currently speaking, displaying a video of the participant who is currently
speaking in a preset area of the live conference interface, and displaying only the image of the
participant who is currently speaking when the live conference interface is zoomed in to a small
window. It should be understood that since there is generally a delay in generating and displaying
the live stream based on the multimedia conference stream, the "current" moment in the
"participant who is currently speaking" here is synchronized with the multimedia conference
stream. For example, during the multimedia conference, a participant A who speaks at a time instant
t1, and the content of the multimedia conference corresponding to the time instant t1 is presented
in the live stream at a time instant t2. Therefore, at the time instant t2 of the live stream, the
participant who is currently speaking refers to the participant A who speaks at the time instant t1

of the multimedia conference.

[0101] It should be noted that the live stream is generated based on the participant who is
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currently speaking, ensuring that during the live broadcast, key information (for example, who is

the participant currently speaking) in the current conference is provided with key prompts.

[0102] In some embodiments, the multimedia conference includes an audio-video conference,
and the live stream includes at least one of: conference screen shared information, multimedia

information of the participant, and related information of the participant who is currently speaking.

[0103] Here, the conference screen shared information may be information jointly displayed on
the screen due to the sharing of the participant. The conference screen shared information may be

all or part of the information shared by the participant.

[0104] For example, the conference screen shared information may include, but is not limited to,

at least one of a shared document and shared screen information.

[0105] Insome embodiments, the conference screen shared information is a predefined category

of information in the shared information of the participant.

[0106] Here, the predefined category may be pre-designated. For example, the predefined
category may be shared screen information. Here, the shared screen information may be stream
data obtained by recording all or part of the content presented on a terminal display of the
participant who is sharing the screen. It should be noted that the predefined category of information
is set as the conference screen shared information, so that confidential information in the
information shared by the participant can be screened out, thereby ensuring that the confidential

information is not broadcast live and ensuring the security of the confidential information.

[0107] In some embodiments, the method further includes: displaying the conference live
confirmation control in response to detection of a triggering operation on a preset live request

control.

[0108] In some application scenarios, the live request control is displayed before the multimedia
conference is started. Then, the conference live confirmation control is displayed before the
multimedia conference is started. Alternatively, there may be a time interval between a time instant
at which the live request control is displayed and a time instant at which the conference live
confirmation control is displayed, and the multimedia conference may be started in this time

interval. Therefore, the conference live confirmation control is displayed during the multimedia
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conference.

[0109] In some application scenarios, the live request control is displayed during the multimedia
conference. Then, the conference live confirmation control is displayed during the multimedia

conference.

[0110] It should be noted that, after displaying the live request control, the user is provided with
second confirmation about starting live broadcast of the conference by further displaying the live
confirmation control in response to triggering by the user, thereby avoiding mistaken triggering of
live broadcast of the conference without knowledge of the user, and ensuring confidentiality of the

conference that the user does not expect to live broadcast.

[0111] In some embodiments, the conference live confirmation control is displayed in response

to receipt of live request information sent by other participant.

[0112] Here, the live request information is for requesting the execution subject to start the live

broadcast of the conference.

[0113] Here, other participant may be a participant other than the execution subject. Before the
multimedia conference is started or during the multimedia conference, other participant may send
the live request information to the execution subject. After receiving the live request information,

the execution subject displays the conference live confirmation control.

[0114] It should be noted that by sending the live request information by other participant, the
participant as the execution subject is reminded to start live broadcasting the conference in time.

The audience of the multimedia conference is increased by live broadcasting the conference.

[0115] In some embodiments, the conference live confirmation control is displayed in response

to determination that a first conference condition that is preset is satisfied.

[0116] Here, the first conference condition may be for the execution subject to determine whether
to start live broadcasting the conference. Here, the execution subject determines a time instant for
starting live broadcasting the conference based on the first conference condition. The time instant
for starting live broadcasting the conference is before the multimedia conference is started or during

the multimedia conference.
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[0117] In some embodiments, the first conference condition includes at least one of: the number
of participants in the multimedia conference is greater than a preset first threshold; a freezing rate
of the multimedia conference is greater than a preset first freezing rate threshold; and a delay rate

of the multimedia conference is greater than a preset first delay rate threshold.

[0118] Here, the freezing rate is for characterizing a degree of freezing when the multimedia
stream is played. The freezing rate may be calculated depending on actual situation, and is not
limited herein. For example, the freezing rate is determined based on the number of frames of

multimedia data played in a unit time.

[0119] Here, the delay rate is for characterizing a degree of delay when the multimedia stream is
played. The delay rate is calculated depending on actual situations, and is not limited herein. For
example, the delay rate is generated by comparing a time instant at which the multimedia data is

sent with a time instant at which the multimedia data is played.

[0120] It should be understood that, before the multimedia conference is started, the number of
participants in the multimedia conference may be determined based on the number of users

reserved to participate in the multimedia conference.

[0121] It should be understood that, it may be determined during the multimedia conference
whether the freezing rate of the multimedia conference is greater than the preset first freezing rate
threshold, and whether the delay rate of the multimedia conference is greater than the preset first

delay rate threshold.

[0122] It should be noted that the executive subject determines whether to display the conference
live confirmation control based on the first conference conditions, and therefore display the
conference live confirmation control in time when determining to live broadcast the conference so
as to remind the user. In this way, the smoothness of the conference can be ensured through the

rapid response.

[0123] In some embodiments, the method further includes: displaying the conference live
confirmation control in response to receipt of live inquiry information sent by the server. The live
inquiry information is generated by the server in response to determination that a preset second

conference condition is satisfied.
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[0124] Here, the live inquiry information is pre-agreed by the server with the execution subject,

and is for triggering the execution subject to display the live confirmation control.

[0125] Here, the second conference condition is for the server to determine whether to start live
broadcasting the conference, before the multimedia conference is started or during the multimedia

conference.

[0126] In some embodiments, the number of participants in the multimedia conference is greater
than a preset second threshold, the freezing rate of the multimedia conference is greater than a
preset second freezing rate threshold, and the delay rate of the multimedia conference is greater

than the preset second delay rate threshold.

[0127] It should be understood that the server may determine during the multimedia conference
whether the freezing rate of the multimedia conference is greater than the preset second freezing
rate threshold, and whether the delay rate of the multimedia conference is greater than the preset

second delay rate threshold.

[0128] It should be noted that the server sends a confirmation result for whether to display the
conference live confirmation control to the participant based on the second conference condition,
and collects accurate and comprehensive data to determine the reminder timing for starting the

conference. Therefore, the accuracy of the reminder timing is improved.

[0129] In some application scenarios, the first delay rate threshold is smaller than the second
delay rate threshold, and the first freezing rate threshold is smaller than the second freezing rate
threshold. It should be noted that, the delay rate threshold for the execution subject is smaller than
the delay rate threshold for the server, which is sensitive to the timing at which the live broadcast

of conference is started.

[0130] In some embodiments, the timing at which the conference live confirmation control is

displayed is before starting the multimedia conference or during the multimedia conference.

[0131] It should be noted that, the conference live confirmation control is displayed before the
multimedia conference is started, to remind the participant of the conference and form a pre-
reminder for the user, so that the user can fully consider whether to broadcast the live conference.

In addition, in a case that the user confirms to live broadcast the conference before the conference
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is started, the server pre-configures the computing resources, storage resources and communication
resources for the live broadcast of the conference, thereby ensuring the integrity and smoothness

of the live broadcast when the live broadcast of the conference is started.

[0132] It should be noted that during a multimedia conference, the live conference control is
displayed for determining whether to start live broadcasting the conference depending on actual
situations of the conference, thereby providing an opportunity of flexible choices depending on

actual situations of the conference.

[0133] In some embodiments, the displaying the received live access information includes:
transmitting the live access information in a calendar event indicating the multimedia conference
in response to receipt of the live access information and in response to determination that the
multimedia conference is not started; and displaying the live access information in a display

interface of the calendar event.

[0134] Here, the display interface of the calendar event may display a series of events marked
by the user on the calendar. The calendar event indicating the multimedia conference is for
reminding the user of a time instant at which the multimedia conference is started. The live access
information is displayed on the display interface of the calendar event, so that the live access
information for inviting the audience to the conference is displayed to the user while the user is

reminded of the multimedia conference.

[0135] In some embodiments, the displaying the received live access information further
includes: displaying the live access information on a multimedia conference interface in response
to receipt of the live access information and in response to determination that the multimedia

conference in progress.

[0136] Here, if the live access information is received during the multimedia conference, the live
access information may be provided in time when the conference is to be live broadcasted during
the conference, and the participant share the live access information in time for the audience to

receive the live stream.

[0137] In some embodiments, before sending the sharing request including the identification of

the sharing object to the server in response to detection of a predefined shared confirmation
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operation, the method further includes: presenting an identification of a candidate sharing object in
response to detection of a predefined sharing starting operation; and determining an identification
of a candidate sharing object targeted by the selection operation as the identification of the sharing

object in response to detection of a predefined selection operation.

[0138] For example, the sharing starting operation may be that the user clicks a "start sharing
control". After the user clicks the "start sharing control", the terminal presents the identifications
of candidate sharing objects, such as a user A, a user B, and a user C. The identification of the
sharing object, for example, the user A, is selected through the selection operation from the

presented identifications of candidate sharing objects.

[0139] Here, the identification of the candidate sharing object is determined based on a preset

shareable user range and a user associated with the participant.

[0140] In some embodiments, the shareable user range is determined based on at least one of: a

pre-established organizational structure and a pre-established relationship between users.

[0141] Here, the organizational structure may be a structure established by an enterprise-side (B-

side) user with each member of an organization as a node.

[0142] Insome application scenarios, presenting the identification of the candidate sharing object
may include calling up an organizational structure tree of the participant, and then allowing the

participant to select.

[0143] Insome application scenarios, presenting the identification of the candidate sharing object
may include displaying an identification of a user who has a relationship with the participant, and

then allowing the participant to select.

[0144] In some embodiments, the sharing object generates and displays forwarding restriction
information in response to detection of a forwarding operation for the live access information. The
forwarding restriction information indicates that there is no permission to share the live access

information.
[0145] In some embodiments, the sharing object includes an audience.

[0146] In some application scenarios, the live access information is displayed to a specific
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participant (for example, a host), rather than a common participant (for example, a user
participating in the conference). In this application scenario, the specific participant can share the
live access information with the common participant as the sharing object. The common participant
receives the live stream based on the live access information. In this way, the common participant

switches to a live mode to watch the conference without participating in the conference.

[0147] In some application scenarios, the live access information is displayed to all participants.
The participants may send the live access information to an audience. In this application scenario,

the audience has no permission to re-forward the live access information.

[0148] It should be noted that, indiscriminate dissemination of the live access information can
be restricted by controlling the forwarding, thereby reducing the calculation amount of the server

for authentication.

[0149] In some application scenarios, a presentation style of the live access information is set
depending on permission of the sharing object. The permission of the sharing object may be
forwarding or restricting to forward. The permission of the sharing objects may be set in various

ways, which are not limited herein.

[0150] Alternatively, in some embodiments, before being forwarded to the sharing object, the
live access information is encapsulated, so that a storage location of the live stream indicated by
the encapsulated live access information is invisible to the sharing object, thereby avoiding re-
forwarding of the live stream by the sharing object. In some application scenarios, the permission
of the sharing object is restricting to forward. The sharing object encapsulates indication
information of the live stream into a card for display. The card is provided with a live stream request

control rather than a forwarding control.

[0151] It should be noted that, the presentation style of the live access information is determined
through encapsulation based on permission of the sharing object, no control for triggering
forwarding is provided, so as to omit a step of reminding the terminal to present no permission for
forwarding. Therefore, the step of the terminal responding to the forwarding operation is omitted

to reduce the calculation amount of the terminal.

[0152] In some embodiments, the live stream acquisition request includes a user identification.
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The determining, by the server, whether to send the live stream to the sharing object based on the
live stream acquisition request includes: determining, by the server based on the user identification

in the live stream acquisition request, whether to return the live stream.

[0153] In some embodiments, the determining, by the server based on the user identification in
the live stream acquisition request, whether to return the live stream includes: determining, by the
server in response to receipt of the live stream acquisition request including the user identification,

whether to return the live stream based on a pre-generated whitelist.
[0154] Here, the whitelist records a user who has permission to watch the live stream.

[0155] It should be noted that, the live stream acquisition request is authenticated based on the

whitelist, thereby improving the authentication speed.

[0156] In some embodiments, the method further includes: sending sharing object range
information to the server. The server determines a sharing object range based on the received
sharing object range information, and generates the whitelist based on a user identification within

the sharing object range.

[0157] Here, the sharing object range information indicates the sharing object range. It should
be noted that, the sending of the sharing object range information may be for a single conference,

or may be unified setting for the live conference function.

[0158] In some application scenarios, the execution subject may display an identification of a
candidate sharing object range to the user, for the user to select. The execution subject may send a
selection result of the user to the server as the sharing object range information. The server stores
the relationship between users, and also stores the organizational structure tree (user identifications
in each branch on the organizational structure tree). After receiving the sharing object range
information, the server determines a user within the sharing object range based on a user

identification that sent the request and the sharing object range information.

[0159] In some embodiments, the sharing object range information includes at least one of: a

group identification and an organization identification.

[0160] Here, the group identification may indicate a group. A group may be a collection of users

established by a client (C-side) user.
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[0161] Here, the organization identification may indicate an organizational structure tree. The
organizational structure tree may be in the form of a group generated by an organizational structure

established by the enterprise-side (B-side) user.

[0162] Insome application scenarios, in a case that the user who sends the live stream acquisition
request is in the organizational structure tree indicated by the organization identification, the live
stream is returned to the user. In a case that the user who sends the live stream acquisition request
is not in the organizational structure tree indicated by the organization identification, the live stream

is not returned to the user.

[0163] Insome application scenarios, in a case that the user who sends the live stream acquisition
request is in the group indicated by the group identification, the live stream is returned to the user.
In a case that the user who sends the live stream acquisition request is not in the group indicated

by the group identification, the live stream is not returned to the user.

[0164] It should be noted that the sharing object range information indicates the user having
permission to watch the conference, not only the step of selecting users one by one is avoided and
sharing efficiency is improved, but also a user who receives the live access information is
authenticated without restricting forwarding. Therefore, the content of the conference is not open
to a user outside the organizational structure or the group, and the confidentiality of the content of

the conference is guaranteed.

[0165] Insome embodiments, the whitelist includes the identification of the sharing object in the

sharing request received by the server.

[0166] Here, the server may receive the sharing request sent by a participant, and then generate

a whitelist with the identification of the sharing object in the received sharing request as an element.

[0167] It should be noted that the whitelist includes the identification of the sharing object in the
sharing request received by the server. The sharing object specified by the participant is determined
as the authorized user. The playing of the live stream is restricted to the sharing object specified by
the participant while forwarding to an unrestricted sharing object, ensuring the confidentiality of

the content of the conference.

[0168] In some embodiments, the live access information includes one of a uniform resource

-26 -



10

15

20

25

locator and a conference identification.

[0169] Here, the uniform resource locator indicates a live stream generated based on the

multimedia conference. The conference identification indicates the multimedia conference.

[0170] Here, the uniform resource locator may include a live network address. The live network

address may indicate a web page for playing the live stream.

[0171] In some embodiments, the playing, by the sharing object, the live stream in response to
receipt of the live stream includes: the playing, by the sharing object in response to receipt of a live
stream obtained based on the uniform resource locator or the conference identification, the live

stream in a conference application or a multimedia playing application.

[0172] In some application scenarios, the sharing object plays the live stream in the application

in response to receipt of the live stream.

[0173] In some embodiments, the playing, by the sharing object, the live stream in response to
receipt of the live stream includes: displaying, by the sharing object in response to receipt of a live

web page obtained based on the live network address, the live web page to play the live stream.

[0174] In some application scenarios, the sharing object plays the live stream in a webpage read

by a browser in response to receipt of the live stream.

[0175] In some embodiments, the method further includes: sending, by the server, live situation

information to the participant.

[0176] Here, the live situation information indicates relevant situation of the live broadcast

started based on the multimedia conference.

[0177] In some embodiments, the method further includes: displaying the live situation

information on the multimedia conference interface.

[0178] In some embodiments, the live situation information includes at least one of: the number

of users viewing the live broadcast, and information of a user viewing the live broadcast.

[0179] Here, the number of users viewing the live broadcast is generated based on the number

of terminals playing the live stream.
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[0180] Here, the information of the user viewing the live broadcast may indicate various
predefined information of audience viewing the live broadcast. The information of user viewing
the live broadcast may include, but is not limited to, the identity information of the user viewing
the live broadcast, age information of the user viewing the live broadcast, and level information of
the user viewing the live broadcast. The identity information of the user viewing the live broadcast
may include, but is not limited to, at least one of: an identification of the user viewing the live

broadcast, an avatar of the user viewing the live broadcast, and the like.

[0181] It should be noted that the relevant information of the live broadcast of the conference is
provided to the participant by displaying the live situation information on the multimedia
conference interface of the participant, so that the participant can react based on the relevant
situation of the live broadcast of the conference. For example, if a participant who thinks it is not
suitable to play the content of the conference to an audience, the participant cancels the permission

of the audience to watch the conference.

[0182] In some embodiments, a live stream playing interface includes an information input
control. The information input control is configured to receive feedback information. In response
to receipt of the feedback information sent by the sharing object, the server sends the feedback
information to the participant. The method further includes: displaying the feedback information

on the multimedia conference interface.

[0183] Here, the feedback information may be information about the live broadcast of the

conference sent by the audience.

[0184] In some embodiments, the feedback information displayed on the multimedia conference

interface may be in various forms. For example, the feedback information is bullet chat.

[0185] It should be noted that the feedback information may be provided to the participant as a
comment of the audience on the live broadcast of the conference. In this way, conference feedback
can be provided to the participant in a timely manner, thereby improving the interaction rate of the

online conference.

[0186] In some embodiments, the feedback information and the live situation information may

also be displayed on a live stream interface. In this way, a comment of other audiences on the live
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broadcast of the conference can be provided to the audience, and the live situation can be provided

to the audience.

[0187] Reference is made to Figure 2, which is a flowchart of a permission control method
according to an embodiment of the present disclosure. This interaction method is applied to a server.

As shown in Figure 1, the permission control method includes the following steps 201 to 202.
[0188] In step 201, a live stream acquisition request is received.

[0189] Instep 202, it is determined based on the live stream acquisition request whether to return

a live stream.

[0190] In some embodiments, the method further includes: generating live access information;

and sending the live access information to a candidate audience.

[0191] It should be noted that the embodiment shown in Figure 2 may be combined with other
technical features or application scenarios in the present disclosure, and details are not repeated

here.

[0192] Here, the candidate audience may be a user determined by the server and expecting to

receive the live stream.

[0193] In some embodiments, the candidate audience, in response to detection of a predefined
sharing starting operation for the live access information: presents an identification of a candidate
sharing object, where the identification of the candidate object is determined based on a preset
shareable user range; in response to detection of a predefined selection operation, determines an
identification of a candidate sharing object targeted by the selection operation as the identification
of the sharing object; and sends a sharing request including the identification of the sharing object

to the server.

[0194] For example, the sharing starting operation may be that the user clicks a "start sharing
control". After the user clicks the "start sharing control", the terminal presents the identifications
of candidate sharing objects, such as a user A, a user B, and a user C. The identification of the
sharing object, for example, the user A, is selected through the selection operation from the

presented identifications of candidate sharing objects.
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[0195] Here, the identification of the candidate sharing object is determined based on the preset

shareable user range and a user associated with the participant.

[0196] In some embodiments, the sharing object indicated by the identification of the sharing
object generates and displays restricted forwarding information in response to detection a
forwarding operation for the live access information. The forwarding restriction information

indicates that there is no permission to share the live access information.

[0197] In some embodiments, the live stream acquisition request includes a user identification.
The determining whether to return the live stream based on the live stream acquisition request
includes: determining whether to return the live stream based on the user identification in the live

stream acquisition request.

[0198] In some embodiments, the determining whether to return the live stream based on the live
stream acquisition request includes: in response to receipt of the live stream acquisition request
including the user identification, determining whether to return the live stream based on a pre-

generated whitelist.

[0199] In some embodiments, the method further includes: determining a sharing object range
based on sharing object range information sent by the candidate audience; and generating a

whitelist based on the user identification in the sharing object range.

[0200] In some embodiments, the sharing object range information includes at least one of: a

group identification and an organization identification.

[0201] Insome embodiments, the whitelist includes the identification of the sharing object in the

sharing request received by the server.

[0202] In some embodiments, the live stream is generated as follows. The server receives the
conference live confirmation information, and in response to receipt of the multimedia conference

stream, generates the live stream based on the received multimedia conference stream.

[0203] In some embodiments, before sending the sharing request including the identification of
the sharing object to the server in response to detection of the predefined sharing confirmation
operation, the method further includes: presenting an identification of a candidate sharing object in

response to detection of a predefined sharing starting operation; and in response to detection of a
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predefined selection operation, determining the identification of the candidate sharing object

targeted by the selection operation as the identification of the sharing object.

[0204] In some embodiments, the shareable user range is determined based on at least one of: a

pre-established organizational structure and a pre-established relationship between users.

[0205] Here, the organizational structure may be a structure established by an enterprise-side (B-

side) user with each member of an organization as a node.

[0206] Insome application scenarios, presenting the identification of the candidate sharing object
may include calling up an organizational structure tree of a candidate audience, and then allowing

the candidate audience to select.

[0207] Insome application scenarios, presenting the identification of the candidate sharing object
may include displaying an identification of a user who has a relationship with the candidate

audience, and then allowing the candidate audience to select.

[0208] In some embodiments, the sharing object generates and displays forwarding restriction
information in response to detection of a forwarding operation for the live access information. The
forwarding restriction information indicates that there is no permission to share the live access

information.
[0209] In some embodiments, the sharing object includes an audience.

[0210] In some application scenarios, the live access information is displayed to a specific
candidate audience (for example, a host), rather than a common candidate audience (for example,
a user participating in the conference). In this application scenario, the specific candidate audience
can share the live access information with the common candidate audience as the sharing object.
The common candidate audience receives the live stream based on the live access information. In
this way, the common candidate audience switches to a live mode to watch the conference without

participating in the conference.

[0211] In some application scenarios, the live access information is displayed to all candidate
audiences. The candidate audiences may send the live access information to a viewer. In this

application scenario, the viewer has no permission to re-forward the live access information.
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[0212] It should be noted that, indiscriminate dissemination of the live access information can
be restricted by controlling the forwarding, thereby reducing the calculation amount of the server

for authentication.

[0213] In some application scenarios, a presentation style of the live access information is set
depending on permission of the sharing object. The permission of the sharing object may be
forwarding or restricting to forward. The permission of the sharing objects may be set in various

ways, which are not limited herein.

[0214] In some application scenarios, the permission of the sharing object is restricting to
forward. The sharing object encapsulates indication information of the live stream into a card for

display. The card is provided with a live stream request control rather than a forwarding control.

[0215] It should be noted that, the presentation style of the live access information is determined
through encapsulation based on permission of the sharing object, no control for triggering
forwarding is provided, so as to omit a step of reminding the terminal to present no permission for
forwarding. Therefore, the step of the terminal responding to the forwarding operation is omitted

to reduce the calculation amount of the terminal.

[0216] In some embodiments, the live stream acquisition request includes a user identification.
The determining, by the server, whether to send the live stream to the sharing object based on the
live stream acquisition request includes: determining, by the server based on the user identification

in the live stream acquisition request, whether to return the live stream.

[0217] In some embodiments, the determining, by the server based on the user identification in
the live stream acquisition request, whether to return the live stream includes: determining, by the
server in response to receipt of the live stream acquisition request including the user identification,

whether to return the live stream based on a pre-generated whitelist.
[0218] Here, the whitelist records a user who has permission to watch the live stream.

[0219] It should be noted that, the live stream acquisition request is authenticated based on the

whitelist, thereby improving the authentication speed.

[0220] In some embodiments, the method further includes: sending sharing object range

information to the server. The server determines a sharing object range based on the received
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sharing object range information, and generates the whitelist based on a user identification within

the sharing object range.

[0221] Here, the sharing object range information indicates the sharing object range. It should
be noted that, the sending of the sharing object range information may be for a single conference,

or may be unified setting for the live conference function.

[0222] In some application scenarios, the execution subject may display an identification of a
candidate sharing object range to the user, for the user to select. The execution subject may send a
selection result of the user to the server as the sharing object range information. The server stores
the relationship between users, and also stores the organizational structure tree (user identifications
in each branch on the organizational structure tree). After receiving the sharing object range
information, the server determines a user within the sharing object range based on a user

identification that sent the request and the sharing object range information.

[0223] In some embodiments, the sharing object range information includes at least one of: a

group identification and an organization identification.

[0224] Here, the group identification may indicate a group. A group may be a collection of users

established by a client (C-side) user.

[0225] Here, the organization identification may indicate an organizational structure tree. The
organizational structure tree may be in the form of a group generated by an organizational structure

established by the enterprise-side (B-side) user.

[0226] Insome application scenarios, in a case that the user who sends the live stream acquisition
request is in the organizational structure tree indicated by the organization identification, the live
stream is returned to the user. In a case that the user who sends the live stream acquisition request
is not in the organizational structure tree indicated by the organization identification, the live stream

is not returned to the user.

[0227] Insome application scenarios, in a case that the user who sends the live stream acquisition
request is in the group indicated by the group identification, the live stream is returned to the user.
In a case that the user who sends the live stream acquisition request is not in the group indicated

by the group identification, the live stream is not returned to the user.

-33 .



10

15

20

25

[0228] It should be noted that the sharing object range information indicates the user having
permission to watch the conference, not only the step of selecting users one by one is avoided and
sharing efficiency is improved, but also a user who receives the live access information is
authenticated without restricting forwarding. Therefore, the live stream is not open to a user outside

the organizational structure or the group, and the confidentiality of the live stream is guaranteed.

[0229] In some embodiments, the whitelist includes the identification of the sharing object in the

sharing request received by the server.

[0230] Here, the server may receive the sharing request sent by a candidate audience, and then
generate a whitelist with the identification of the sharing object in the received sharing request as

an element.

[0231] It should be noted that the whitelist includes the identification of the sharing object in the
sharing request received by the server. The sharing object specified by the candidate audience is
determined as the authorized user. The playing of the live stream is restricted to the sharing object
specified by the candidate audience while forwarding to an unrestricted sharing object, ensuring

the confidentiality of the content of the conference.

[0232] Reference is made to Figure 3, as an implementation of the method shown in the above
Figures, an interaction apparatus is provided according to an embodiment of the present disclosure.
This apparatus embodiment corresponds to the method embodiment shown in Figure 1. The

apparatus is applied to various electronic devices.

[0233] As shown in Figure 3, the interaction apparatus in this embodiment includes: a first
sending unit and a second sending unit. The first sending unit is configured to send a multimedia
conference starting request to a server in response to detection of a triggering operation on a
multimedia conference control. The server starts a multimedia conference in response to
determination of starting the multimedia conference based on the multimedia conference starting
request. The second sending unit is configured to send conference live confirmation information to
the server in response to detection of a confirmation operation on a conference live confirmation
control. In response to receipt of the conference live confirmation information by the server and in

response to receipt of a multimedia conference stream, a live stream is generated based on the
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received multimedia conference stream. The multimedia conference stream is sent to the server by

a participant of the multimedia conference.

[0234] In this embodiment, the processing of the first sending unit 301 and the second sending
unit 302 of the interaction apparatus and the technical effects brought about by the first sending
unit 301 and the second sending unit 302 of the interaction apparatus may refer to the relevant
descriptions of step 101 and step 102 in the embodiment shown in Figure 1. Details are not repeated

here.

[0235] In some embodiments, the server generates live access information in response to receipt
of the live confirmation information, and sends the live access information to at least one of: a
participant, a target audience, and a target network resource output terminal. The live access

information indicates a manner in which the live stream is acquired.

[0236] In some embodiments, the server sends the live access information to the participant of
the multimedia conference. The apparatus is further configured to: display the received live access

information.

[0237] In some embodiments, the apparatus is further configured to: in response to detection of
a predefined sharing confirmation operation, send a sharing request including an identification of
a sharing confirmation object to the server. In response to receipt of the sharing request, the server
sends the live access information to the sharing object. An identification of the sharing object

indicates a sharing object targeted by the sharing confirmation operation.

[0238] In some embodiments, a live stream request object, in response to receipt of the live
access information, sends a live stream acquisition request to the server based on the live access
information in response to detection of a trigger operation for the live access information. The
server determines based on the live stream acquisition request whether to send the live stream to

the live stream request object; and plays the live stream in response to receipt of the live stream.

[0239] In some embodiments, the live stream request object displays live failure indication

information in response to failure to receive the live stream.

[0240] In some embodiments, the target network resource output terminal includes at least one

of: a target webpage, and a preset interface of a target application.
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[0241] In some embodiments, the target audience includes a preconfigured user set.
[0242] In some embodiments, the server includes a conference server and a live server.

[0243] In some embodiments, the conference server: generates the live stream based on the
received multimedia conference stream in response to receipt of the conference live confirmation
information and in response to receipt of the multimedia conference stream; and sends the

generated live stream to the live server.

[0244] In some embodiments, the conference server sends the multimedia conference stream to
the live server based on the received multimedia conference stream in response to receipt of the
conference live confirmation information and in response to receipt of the multimedia conference
stream. The live server generates the live stream based on the received multimedia conference

stream.

[0245] In some embodiments, the server generates the live stream based on the received
multimedia conference stream, including: acquiring the multimedia conference stream sent by the
participant; determining a participant currently speaking; and generating the live stream based on
the received multimedia conference stream and relevant information of the participant currently

speaking.

[0246] In some embodiments, the multimedia conference includes at least one of: an audio

conference and an audio-video conference.

[0247] In some embodiments, the multimedia conference includes an audio-video conference,
and the live stream includes at least one of: conference screen shared information, multimedia

information of the participant, and related information of the participant who is currently speaking.

[0248] In some embodiments, the conference screen shared information is a predefined category

of information in the shared information of the participant.

[0249] In some embodiments, the apparatus is further configured to: display the conference live
confirmation control in response to detection of a triggering operation on a preset live request

control.

[0250] In some embodiments, the apparatus is further configured to display the conference live
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confirmation control in response to receipt of live request information sent by another participant.

[0251] In some embodiments, the apparatus is further configured to display the conference live
confirmation control in response to determination that the preset first conference condition is

satisfied.

[0252] In some embodiments, the first conference condition includes at least one of: the number
of participants in the multimedia conference is greater than a preset first threshold; a freezing rate
of the multimedia conference is greater than a preset first freezing rate threshold; and a delay rate

of the multimedia conference is greater than a preset first delay rate threshold.

[0253] In some embodiments, the apparatus is further configured to: display the conference live
confirmation control in response to receipt of live inquiry information sent by the server. The live
inquiry information is generated by the server in response to determination that a preset second

conference condition is satisfied.

[0254] The second conference condition includes at least one of: the number of participants in
the multimedia conference is greater than a preset second threshold; the freezing rate of the
multimedia conference is greater than a preset second freezing rate threshold; and the delay rate of

the multimedia conference is greater than the preset second delay rate threshold.

[0255] In some embodiments, the timing at which the conference live confirmation control is
displayed includes at least one of: before starting the multimedia conference or during the

multimedia conference.

[0256] In some embodiments, the displaying the received live access information includes:
transmitting the live access information in a calendar event indicating the multimedia conference
in response to receipt of the live access information and in response to determination that the
multimedia conference is not started; and displaying the live access information in a display

interface of the calendar event.

[0257] In some embodiments, the displaying the received live access information further
includes: displaying the live access information on a multimedia conference interface in response
to receipt of the live access information and in response to determination that the multimedia

conference is in progress.
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[0258] In some embodiments, before sending the sharing request including the identification of
the sharing object to the server in response to detection of a predefined shared confirmation
operation, the apparatus is further configured to: display an identification of a candidate sharing
object in response to detection of a predefined sharing starting operation, where the identification
of the candidate sharing object is determined based on a preset shareable user range and a user
associated with the participant; and determine an identification of a candidate sharing object
targeted by the selection operation as the identification of the sharing object in response to detection

of a predefined selection operation.

[0259] In some embodiments, the shareable user range is determined based on at least one of: a

pre-established organizational structure and a pre-established relationship between users.

[0260] In some embodiments, the sharing object generates and displays forwarding restriction
information in response to detection of a forwarding operation for the live access information. The
forwarding restriction information indicates that there is no permission to share the live access

information.

[0261] In some application scenarios, a presentation style of the live access information is set

depending on permission of the sharing object.

[0262] Insome embodiments, the permission of the sharing object incldues restricting to forward.
The sharing object encapsulates indication information of the live stream into a card for display.

The card is provided with a live stream request control rather than a forwarding control.
[0263] In some embodiments, the sharing object includes an audience.

[0264] In some embodiments, the live stream acquisition request includes a user identification.
The determining, by the server, whether to send the live stream to the sharing object based on the
live stream acquisition request includes: determining, by the server based on the user identification

in the live stream acquisition request, whether to return the live stream.

[0265] In some embodiments, the determining, by the server based on the user identification in
the live stream acquisition request, whether to return the live stream includes: determining, by the
server in response to receipt of the live stream acquisition request including the user identification,

whether to return the live stream based on a pre-generated whitelist.
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[0266] In some embodiments, the apparatus is further configured to: send sharing object range
information to the server. The server determines a sharing object range based on the received
sharing object range information, and generates the whitelist based on a user identification within

the sharing object range.

[0267] In some embodiments, the sharing object range information includes at least one of: a

group identification and an organization identification.

[0268] In some embodiments, the whitelist includes the identification of the sharing object in the

sharing request received by the server.

[0269] In some embodiments, the live access information includes one of a uniform resource
locator and a conference identification. The live network address indicates a web page for playing
the live stream. The uniform resource locator indicates a live stream generated based on the

multimedia conference. The conference identification indicates the multimedia conference.

[0270] In some embodiments, the playing, by the sharing object, the live stream in response to
receipt of the live stream includes: the playing, by the sharing object in response to receipt of a live
stream obtained based on the uniform resource locator or the conference identification, the live

stream in a conference application or a multimedia playing application.

[0271] In some embodiments, the playing, by the sharing object, the live stream in response to
receipt of the live stream includes: displaying, by the sharing object in response to receipt of a live

web page obtained based on the live network address, the live web page to play the live stream.

[0272] In some embodiments, the server sends live situation information to the participant. The
live situation information indicates relevant situation of the live broadcast started based on the
multimedia conference. The apparatus is further configured to display the live situation information

on the multimedia conference interface.

[0273] In some embodiments, the live situation information includes at least one of: the number
of users viewing the live broadcast, and information of a user viewing the live broadcast. The
number of users viewing the live broadcast is generated based on the number of terminals playing

the live stream.

[0274] In some embodiments, a live stream playing interface includes an information input
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control. The information input control is configured to receive feedback information. In response
to receipt of the feedback information sent by the sharing object, the server sends the feedback
information to the participant. The apparatus is further configured to: display the feedback
information on the multimedia conference interface. Reference is made to Figure 4, as an
implementation of the method shown in the above Figures, a permission control apparatus is
provided according to an embodiment of the present disclosure. This apparatus embodiment
corresponds to the method embodiment shown in Figure 2. The apparatus may be applied to various

electronic devices.

[0275] As shown in Figure 4, the permission control apparatus according to this embodiment
includes: a receiving module configured to receive a live stream acquisition request; and a
determining module configured to determine whether to return a live stream based on the live

stream acquisition request.

[0276] In this embodiment, the processing of the receiving module 401 and the determining
module 402 of the permission control device and the technical effects brought about by the
receiving module 401 and the determining module 402 of the permission control device may refer
to the relevant descriptions of step 201 and step 202 in the embodiment shown in Figure 2 , and

thus are not repeated here.

[0277] In some embodiments, the apparatus is further configured to: generate live access

information; and send the live access information to a candidate audience.

[0278] In some embodiments, the candidate audience, in response to detection of a predefined
sharing starting operation for the live access information: presents an identification of a candidate
sharing object, where the identification of the candidate object is determined based on a preset
shareable user range; in response to detection of a predefined selection operation, determines an
identification of a candidate sharing object targeted by the selection operation as the identification
of the sharing object; and sends a sharing request including the identification of the sharing object

to the server.

[0279] In some embodiments, the shareable user range is determined based on at least one of: a

pre-established organizational structure and a pre-established relationship between users.
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[0280] In some embodiments, the sharing object indicated by the identification of the sharing
object generates and displays restricted forwarding information in response to detection a
forwarding operation for the live access information. The forwarding restriction information

indicates that there is no permission to share the live access information.

[0281] Insome embodiments, a presentation style of the live access information is set depending

on permission of the sharing object.

[0282] In some embodiments, the permission of the sharing object is restricting to forward. The
sharing object encapsulates indication information of the live stream into a card for display. The

card is provided with a live stream request control rather than a forwarding control.

[0283] In some embodiments, the live stream acquisition request includes a user identification.
The determining whether to send the live stream based on the live stream acquisition request
includes: determining, based on the user identification in the live stream acquisition request,

whether to return the live stream.

[0284] In some embodiments, the determining, based on the user identification in the live stream
acquisition request, whether to return the live stream includes: determining, in response to receipt
of the live stream acquisition request including the user identification, whether to return the live

stream based on a pre-generated whitelist.

[0285] In some embodiments, the apparatus is further configured to: determine a sharing object
range based on the sharing object range information sent by the by the candidate audience, and

generate the whitelist based on a user identification within the sharing object range.

[0286] In some embodiments, the sharing object range information includes at least one of: a

group identification and an organization identification.

[0287] In some embodiments, the whitelist includes the identification of the sharing object in the

sharing request received by the server.

[0288] In some embodiments, the live stream is generated as follows. The server receives the
conference live confirmation information, and in response to receipt of the multimedia conference

stream, generates the live stream based on the received multimedia conference stream.
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[0289] Reference is made to Figure 5, which shows a schematic system architecture to which the

interaction method according to the embodiment of the present disclosure may be applied.

[0290] As shown in Figure 5, the system architecture includes terminal devices 501, 502, and
503, anetwork 504, and a server 505. The network 504 is a medium for providing a communication
link between the terminal devices 501, 502, 503 and the server 505. The network 504 may be in

various connection types, such as wired, wireless communication link, or fiber optic cable.

[0291] The terminal devices 501, 502, 503 each may interact with the server 505 through the
network 504 to receive or send messages and the like. Various client applications such as a web
browser application, a search application, and a news information application may be installed on
the terminal devices 501, 502 and 503. The client application in the terminal devices 501, 502, and
503 may receive an instruction form a user, and perform functions according to the instruction,
such as adding corresponding information to the information according to an instruction from the

user.

[0292] The terminal devices 501, 502, and 503 each may be hardware or software. In a case that
the terminal devices 501, 502, and 503 each are hardware, the terminal devices 501, 502, and 503
each include various electronic devices with a display screen and supporting web browsing,
including but not limited to a smart phone, a tablet computer, an e-book reader, an MP3 player
(Moving Picture Experts Group Audio Layer III), an MP4 player (Moving Picture Experts Group
Audio Layer IV), a laptop computer, a desktop computer and the like. In a case that the terminal
devices 501, 502, and 503 each are software, the terminal devices 501, 502, and 503 each may be
installed in the electronic devices listed above, and may be implemented as multiple software or
software modules (for example, software or software modules for providing distributed services),

or may be implemented as a single software or software module, which are not limited herein.

[0293] The server 505 may provide various services, such as receiving an information acquisition
request sent from the terminal devices 501, 502, and 503, acquiring display information
corresponding to the information acquisition request in various ways according to the information
acquisition request, and sending relevant data of the display information to the terminal devices

501, 502, and 503.
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[0294] It should be noted that the interaction method according to the embodiments of the present
disclosure may be performed by the terminal device, and correspondingly, the interaction apparatus
may be arranged in the terminal devices 501, 502 and 503. Alternatively, the interaction method
according to the embodiment of the present disclosure may be performed by the server 505, and

correspondingly, the interaction apparatus may be arranged in the server 505.

[0295] It should be understood that the number of the terminal device, the number of the network
and the number of the server in Figure 5 are only illustrative. The number of the terminal device,

the number of the network and the number of the server vary with implementation needs.

[0296] Reference is made to Figure 6, which is a flowchart of an information interaction method
according to some embodiments of the present disclosure. The information interaction method is

applied to a multimedia conference server, and includes the following steps 601 to 603.

[0297] Instep 601, a multimedia data stream sent by a participant of the multimedia conference

is received.

[0298] In this embodiment, the multimedia conference server may be a single server or a cluster

SCrver.

[0299] The participant of the multimedia conference is a user who transmits the multimedia data
stream to the multimedia conference server and receives a multimedia data stream of another

participant from the multimedia conference server.
[0300] The multimedia conference here may be an audio conference or a video conference.

[0301] Multiple participants may be users with a preset relationship. For example, the multiple

participants belong to the same enterprise.

[0302] Each participant sends a multimedia data stream to the multimedia conference server by
a terminal device (that is, the first terminal device) used by the participant. The multimedia data
stream here may include, but is not limited to, an audio data stream and/or a video data stream and

the like.

[0303] The multimedia conference server further interactively transmits the multimedia data

streams of multiple participants. The multimedia data stream of the user here refers to the
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multimedia data stream received by the multimedia conference server and collected by a
multimedia collection device of the first terminal device of the participant. The multimedia
collection device here may include an audio collection device (for example, a microphone) and a

video collection device (for example, a camera).

[0304] In some application scenarios, the multimedia conference server controls the multimedia
data stream sent to the participant. For example, the participants of the multimedia conference
include A, B, C, and D. The multimedia conference server controls the multimedia data streams of
the participants B, C, and D sent to the participant A, the multimedia data streams of the participants
A, C, and D sent to the participant B, the multimedia data streams of the participants A, B, and D
sent to the participant C, and the multimedia data streams of the participants A, B, and C sent to
the participant D. In addition, the multimedia conference server may further sends, according to a
request of a participant (for example, the participant A), the multimedia data stream of the
participant (for example, the participant A) to another participant (for example, the participant B)
specified by the request of the participant; or prohibits sending the multimedia data stream of the
participant to another conference participant (for example, the participant B) specified in the

request of the participant.

[0305] Instep 602, a live multimedia data stream is determined from the multimedia data stream

based on a received live instruction of the multimedia conference.

[0306] The live instruction here may be sent by a preset participant who has the permission to
issue a live instruction. A preset participant here may be, for example, a host of the multimedia

conference.

[0307] The multimedia conference server may determine the live multimedia data stream from
the multimedia data stream sent by the participant according to the received live instruction sent

by the preset participant.

[0308] In some application scenarios, the live instruction is generated based on a live attribute
of the multimedia conference set by a multimedia conference applicant when applying for the
multimedia conference. For example, the applicant sets an attribute value of the live broadcast of

the multimedia conference as characterizing the live broadcast. In a case that the applicant sets the
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attribute value of the multimedia conference as characterizing the live broadcast, it is equivalent to
a live instruction of the multimedia conference to the multimedia conference server.
Correspondingly, when starting to receive the multimedia data stream sent by the participant of the
multimedia conference, the multimedia conference server starts to generate the live multimedia

data stream from the multimedia data stream sent by the participant.

[0309] In addition, the preset participant may send a live instruction of the multimedia
conference to the multimedia conference server via a second terminal device used by the preset

participant when the multimedia conference is started or during the multimedia conference.

[0310] The multimedia conference server may determine, in various manners, the live
multimedia data stream from the multimedia data stream sent by the participant of the multimedia

conference.

[0311] For example, the multimedia data stream of each participant is determined as the live

multimedia data stream.

[0312] Here, the multimedia data stream sent by the participant refers to the multimedia data
streams sent by participants to the multimedia conference server through their respective first

terminal devices.

[0313] In step 603, the live multimedia data stream is transmitted to the live server, so that the
live server generates the live data stream of the multimedia conference based on the live multimedia

data stream.

[0314] The live server here may be a physical electronic device different from the multimedia

conference server.

[0315] Before sending the live data stream to the live server, the multimedia conference server
establishes a communication connection with the live server. The live multimedia data stream sent
by the multimedia conference server to the live server may further include a conference
identification of the multimedia conference. The conference identification here may include a
number, a letter, a symbol and/or a graphic. In some application scenarios, the conference

identification may include information of the host of the multimedia conference.

[0316] The multimedia conference server may send the live multimedia data stream of the
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multimedia conference to the live server through the communication connection established with

the live server in advance.

[0317] The live server may perform various analysis and processing on the live multimedia data

stream to generate the live data stream.

[0318] In this embodiment, in a case that the live multimedia data stream includes multimedia
data streams respectively sent by participants to the multimedia conference server, the live server
may combine the multimedia data streams of the participants to generate the live data stream.

Further, the live server may push the live data stream to a sharing user with who to be shared with.

[0319] Here, in a case that the live multimedia data stream includes an audio data stream, the
combing the multimedia data streams of the participants may include, for example, synchronizing
waveform data corresponding to audio data streams of the multiple participants according to time,
and then superimposing waveforms of the synchronized audio data streams of the multiple

participants.

[0320] In a case that the live multimedia data stream includes a video data stream, the combing
the multimedia data streams of the participants may include selecting a video data stream from the
video data streams of the participants as the combined video data stream; or selecting at least two
video data streams from the video data streams of the participants and processing the selected video
data streams into video data streams that can be displayed on the same display page (video mixing).
For example, a page display ratio and a display area of each video data stream to be combined are
set. Then, the at least two video data streams for which respective display ratios and display areas

are set are integrated into the combined video data stream.

[0321] The live multimedia data stream includes the multimedia data streams of the participants,
and the live server performs analysis and processing according to the multimedia data streams of
the participants to generate the live data stream. Therefore, the step that the multimedia conference
server further processes the multimedia data streams of the participants into a live data stream,
which is suitable for a multimedia server with limited resources for analyzing and processing the

multimedia data stream.

[0322] The sharing user may be a user with a preset relationship with the participant. For example,
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the sharing user is a user belonging to the same enterprise as the participant, or a contact of the
participant, and the like. Alternatively, the sharing user may be a user who is not associated with

the participant.

[0323] With the information interaction method according to this embodiment, the live
multimedia data stream is determined based on the multimedia data stream sent by the user
participating in the multimedia conference, and the live multimedia data stream is sent to the live
server for the live server to live broadcast the live data stream of the multimedia conference, so
that a user other than the user participating in the multimedia conference can acquire the content
of the multimedia conference by viewing the live data stream of the multimedia conference. In a
case of limited multimedia conference server and multi-user-oriented multimedia conference, some
users participate in the conference via the multimedia conference server, and other users acquire
the content of the multimedia conference in real time via the live server as described above, thereby
reducing the load of the multimedia conference server and ensuring the smoothness of the

multimedia conference.

[0324] In addition, the live server may send information of the sharing user to the multimedia
conference server, and the multimedia conference server may send the information of the sharing
user to the first terminal device of the participant, so that the participant acquires the information
of the sharing user, thereby achieving information interaction between the participant and the
sharing user. Since the information of the sharing user does not require real-time transmission of
audio and video data, less resources of the multimedia conference server are occupied by the
participant to obtain the information of the sharing user. Therefore, the capacity of the multimedia
conference server is expanded without increasing the amount of physical resources of the

multimedia conference server.

[0325] In some optional implementations of this embodiment, the determining the live
multimedia data stream from the multimedia data stream in the foregoing step 102 includes:
determining the multimedia data streams of some participants as the live multimedia data stream.
The step 103 may include transmitting the multimedia data streams of a part of the participants to
the live server as the live multimedia data stream, so that the live server combines the multimedia

data streams of the part of the participants to generate the live data stream to be sent to the sharing
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user.

[0326] The part of the participants here may be pre-designated participants, such as the host of a

multimedia conference, or other designated participant.

[0327] In some application scenarios, the part of participants may a participant who speaks

within a preset time period at a current moment.

[0328] Further, the part of the participants may include some participants whose accumulated
audio energy in the preset time period of the current moment of the corresponding audio

information is greater than a preset audio energy threshold.

[0329] The live server may combine the multimedia data streams of the part of the participants
to generate the live data stream of the multimedia conference, for example, combining respective
audio data streams of the part of the participants, video mixing the respective video data streams

and the like.

[0330] The live server may send the live data stream to the second terminal device of the sharing

Uuser.

[0331] In these optional embodiments, the multimedia conference server selects the multimedia
data streams of the part of the participants from the multiple participants as the live multimedia
data stream. The live server generates the live data stream based on the live user data stream. The
amount of data sent by the multimedia conference server to the live server is relatively small, the
load of the multimedia conference server is further reduced while ensuring the information amount

of the live data stream as much as possible.

[0332] In some optional implementations of this embodiment, determining the live multimedia
data stream from the multimedia data stream in the step 102 includes: combining multimedia data

streams of at least part of participants to generate a live data stream.

[0333] In these optional implementations, the multimedia conference server combines the
multimedia data streams of at least part of the participants to generate the live data stream of the
multimedia conference. For example, audio data streams of part of the participants are combined,
and video data streams of part of the participants are mixed. Alternatively, audio data streams of

all the participants are combined, and video data streams of all the participants are mixed.
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[0334] In these optional implementations, the multimedia conference server generates the live
data stream of the multimedia conference, and sends the live data stream to the live server. Before
generating the live data stream, the multimedia conference server may compress the multimedia
data streams of all the participants, and generate the live data stream based on the compressed
multimedia data streams of all the participants. The multimedia conference server generates the
live data stream, which can reduce the pressure on the live server with poor data processing
capability, so that the live data stream can be played smoothly on the second terminal of the sharing

Uuser.

[0335] In some optional implementations of this embodiment, the multimedia conference is an
audio conference. The live multimedia data stream includes: audio data streams of part of

participants.

[0336] That is, the live multimedia data stream may consist of audio data streams of all the

participants or audio data streams of part of the participants.

[0337] In a case that the live multimedia data stream consists of audio data streams of part of the
participants, the part of the participants may be users participating in the conference whose
accumulated audio energy of the audio data stream within a preset time period is greater than a first

preset audio energy threshold.

[0338] Alternatively, the part of the participants may be users participating in the conference
whose current volume corresponding to the audio data stream is greater than a first preset volume

threshold.

[0339] Correspondingly, the generating the live data stream based on the live multimedia data
stream may include combining the audio data streams of at least part of the participants. The

generated live data stream is an audio data stream.

[0340] In some optional implementations of this embodiment, the multimedia conference may
be a video conference. In these optional implementation manners, the live multimedia data stream
includes at least one of: audio data streams of at least part of the participants, a video data stream
of a target participant among the participants, and current shared screen information data of the

participant of the multimedia conference.
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[0341] At least part of the participants here may be all the participants. Alternatively, at least part
of the participants may include participants whose accumulated audio energy of the audio data
stream within a preset time period including the current moment is greater than a preset energy
threshold. Alternatively, at least part of the participants may be audio data streams respectively

corresponding to all the participants who speak at the current moment.

[0342] Further, the target participant includes at least one of: a participant with the largest volume
among multiple speaking participants, a participant with the largest accumulated audio energy in

the preset time period including the current moment, and a participant with a preset identification.

[0343] The participant with a preset identification here may be the host of the multimedia

conference, or may be a pre-designated user participating in the conference.
[0344] In addition, the target participant may include all the participants.

[0345] Insome application scenarios, the participant may initiate screen sharing during the video

conference.

[0346] In these application scenarios, the live user data stream may include audio data streams
of at least part of the participants, a video data stream of the target participant, and a data stream of

the screen currently shared by the participant.

[0347] The data stream of the screen shared by the participant may be obtained, for example, by
recording all or part of the content presented on the screen of the first terminal device by the first

terminal device of the participant who initiates the screen sharing.

[0348] Correspondingly, in the process of generating the live data stream based on the
multimedia data stream, the data stream of the shared screen is combined with the video data stream
of at least one participant. For example, each frame of screen recording images corresponding to
the data stream of the shared screen serves as a result of combining the data stream of the shared
screen with the video data stream of the at least one participant. Alternatively, a display parameter
such as a display ratio and a display area of the screen recording image of the participant who
initiates the screen sharing is set. A display parameter such as a display ratio and a display area of
the video frame of the video data stream of the at least one participant is set. Then, the data stream

of the shared screen for which the display parameter is set and the video data stream of the at least
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one participant for which the display parameter is set are packaged into a video file to obtain a

combination result.

[0349] In some optional implementations of this embodiment, the information interaction
method may further include: receiving information of the sharing user sent by the live server, and
sending the information of the sharing user to each participant, so that the first terminal device of

the participant displays the information of the sharing user.

[0350] The live server sends the live data stream to the second terminal device of the sharing
user according to a sharing request of the sharing user, and acquires the information of the sharing

user.

[0351] In these application scenarios, the live server sends the live data stream of the multimedia
conference to the second terminal device of the sharing user according to a viewing request of the

sharing user, and acquires the information of the sharing user.

[0352] Insome optional implementations of this embodiment, the information of the sharing user
includes information of the number of the sharing user. The receiving information of the sharing
user sent by the live server, and sending the information of the sharing user to each participant
includes: embedding the information of the number of the sharing user in the interactive multimedia
data stream sent to the participant, so that the information of the sharing user is displayed in the
first terminal device of the participant. In these optional implementations, the participant of the
multimedia conference can obtain the information of the number of the sharing user, so as to know

the dissemination scale of the content of the multimedia conference.

[0353] In some other optional implementations of this embodiment, the information of the
sharing user may further include feedback information of the sharing user. The feedback
information here may be generated based on feedback data inputted by the sharing user for the live

data stream.

[0354] The user feedback information here may include multimedia information and/or text

information.

[0355] In some application scenarios, the sharing user inputs text content of the live data stream

through the second terminal device used by the sharing user, and the text information fed back by
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the sharing user is generated based on the text content inputted by the sharing user.

[0356] In these application scenarios, the live server sends the text information of the sharing

user to the multimedia conference server.

[0357] In these application scenarios, the user inputs text feedback information of the live data
stream. In the process of the live server transmitting the text information to the multimedia
conference server, and the process of the multimedia conference server sending the text information
to the participant, the amount of data transmitted is small, and less data transmission resources are

utilized, which is conducive to smoothness of the multimedia conference and the live stream.

[0358] In some other application scenarios, the sharing user inputs multimedia information for
feedback on the live data stream through the second terminal device used by the sharing user. The
multimedia information fed back by the user serves as the feedback information of the sharing user.

The multimedia information here may include audio information and/or image information.

[0359] In these application scenarios, the live server sends the multimedia information fed back
by the user to the multimedia conference server, so that the multimedia conference server sends the

multimedia information fed back by the sharing user to the first terminal device of the participant.

[0360] In these application scenarios, the sharing user inputs the multimedia information fed
back by the sharing user, thereby improving the convenience of sharing the user feedback

information inputted by the sharing user.

[0361] In some other application scenarios, the sharing user inputs the multimedia information
fed back by the sharing user on the live data stream through the second terminal device used by the
sharing user. The live server recognizes the multimedia information, and obtains text information
corresponding to the multimedia information. The recognition includes speech recognition and/or
image recognition. The live server sends the text information corresponding to the multimedia

information to the multimedia conference server.

[0362] In these application scenarios, on the one hand, the convenience of sharing the user
feedback information input by the sharing user can be improved. On the other hand, in the process
of the live server transmitting the text information to the multimedia conference server, and the

process of the multimedia conference server sending the text information to the participant, the
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amount of data transmitted is small, and less data transmission resources are utilized, which is

conducive to smoothness of the multimedia conference and the live stream.

[0363] In some other application scenarios, the sharing user inputs the multimedia information
of the feedback of the live data stream through the second terminal device used by the sharing user.
The live server performs speech recognition on the multimedia information to obtain text
information corresponding to the multimedia information. The live server sends the text
information corresponding to the multimedia information and the multimedia information to the

multimedia conference server.

[0364] In these application scenarios, the multimedia conference server sends the multimedia
information and the text information to the first terminal device of the participant, so that the
participant acquires the feedback information from the sharing user in a convenient way (playing

the multimedia information, or browsing the text information).

[0365] In some other application scenarios, the user feedback information also includes a video
screenshot of a live data stream segment corresponding to the user feedback information, and the

video screenshot is captured by the sharing user.

[0366] In these application scenarios, the video screenshot may include a shared screen of the
participant. That is, in a case that the live data stream includes the information of the shared screen
data stream, If the sharing user has user feedback information on the content in the shared screen,
the sharing user captures a screenshot of a video frame corresponding to the shared screen, and
sends the captured video frame and the audio information and/or text information recording the

user feedback content to the live server.

[0367] In some optional implementations of this embodiment, the receiving the information of
the sharing user sent by the live server so that the information of the sharing user is presented on
the first terminal device of each participant includes: sending the information of the sharing user
to the participant, so that the first terminal device of the participant displays the information of the
sharing user as at least one of: a floating window, a pop-up window, a preset window area of the

multimedia conference, and a bullet chat.

[0368] The preset window area of the multimedia conference here may be a pre-determined
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partial area for displaying the display interface of the multimedia conference.

[0369] Reference is made to Figure 7, which is a flowchart of an information interaction method
according to some embodiments of the present disclosure. The information interaction method is
applied to a live server for transmitting a live data stream of a multimedia conference, and includes

the following steps 701 to 702.

[0370] In step 701, in response to receipt of a live request for live broadcasting the multimedia
conference, a live data stream is generated based on a live multimedia data stream transmitted by

a multimedia conference server.

[0371] The live multimedia data stream is determined by the multimedia conference server based
on the received live instruction of the multimedia conference and from the received multimedia

data stream sent by the participant of the multimedia conference.

[0372] For the process of determining the live multimedia data stream by the multimedia
conference server from the received multimedia data stream sent by the participant of the
multimedia conference, reference is made to the description of the relevant part of the embodiment

shown in Figure 1, which is not be repeated here.

[0373] In step 702, the live data stream is sent to the sharing user according to the received

sharing request of the sharing user.

[0374] The live request here may be sent by the multimedia conference server to the live server

through a pre-generated communication connection.

[0375] In this embodiment, the live server generates the live data stream based on the live user
data stream sent by the multimedia conference server, and sends the live data stream to the sharing
user other than the participant. In a case of limited multimedia conference server and multi-user-
oriented multimedia conference, some users participate in the conference via the multimedia
conference server, and other users acquire the content of the multimedia conference in real time
via the live server as described above, thereby reducing the load of the multimedia conference

server and ensuring the smoothness of the multimedia conference.

[0376] In some optional implementations of this embodiment, the live multimedia data stream is

a multimedia data stream of the participant. The multimedia data stream of the participant here may
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consist of multimedia data streams sent by all the participants through their respective first terminal
devices, or multimedia data streams sent by part of the participants through their respective first

terminal devices.

[0377] Further optionally, the live multimedia data stream includes at least one of: audio data
streams of at least part of the participants, a video data stream of a target participant among the
participants, and a current shared screen information data of the participant of the multimedia

conference.

[0378] Further optionally, the live multimedia data stream consists of audio data streams of part
of the participants. The accumulated audio energy of the audio data streams of the part of the
participants within a preset time period is greater than a first preset audio energy threshold.
Alternatively, the respective volumes of the audio data streams of the part of the participants are

greater than a first preset volume threshold.

[0379] Further optionally, the target participant includes at least one of: a participant with the
largest volume among multiple speaking participants, a participant with the largest accumulated
audio energy in the preset time period including the current moment as a current target participant,

and a participant with a preset identification.

[0380] Insome optional implementations of this embodiment, before sending the live data stream
to the second terminal device of the sharing user according to the received sharing request of the

sharing user, the information interaction method further includes the following steps.

[0381] First, a sharing portal for sharing a live data stream and corresponding to a live channel
is generated. The live channel includes viewing the live data stream through a multimedia
conference application and viewing the live data stream through a webpage. The viewing portal
includes a link to view the live data stream, a card that includes information of the link, or a code

that includes information of the link.

[0382] The live server determines a playing channel corresponding to the live data stream. The
playing channel here includes, for example, viewing through a video playing application, viewing
through a webpage, viewing through a live application, and the like. Then, the viewing portal for

viewing the live data stream and corresponding to the back channel is generated.
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[0383] In some application scenarios, the playing channel may be viewing through a webpage.
For example, the viewing portal corresponding to the viewing channel of viewing through the
webpage may be a playing network address embedded in a preset webpage. The playing network
address is a network address where a live stream is provided to the user. The preset webpage here
may be any webpage. In some application scenarios, the preset webpage may have a preset

relationship with the participant of the preset multimedia conference.

[0384] The code that includes information of the link may be a barcode, a two-dimensional code,

or in other forms.

[0385] The sharing user may be a user with a preset relationship with the participant. For example,
the sharing user is a user who belongs to the same enterprise as the participant. Alternatively, the

sharing user is a contact of the participant.
[0386] Next, the viewing portal is distributed.

[0387] The live server may distribute the viewing portal to the preset contact. For example, the
viewing portal is sent to an instant messaging application of the preset contact. In another example,

the viewing portal is bound to a preset webpage.

[0388] In some optional implementations of this embodiment, the sending the live data stream
to the sharing user according to the received sharing request of the sharing user includes the

following steps.

[0389] Firstly, it is determined based on identification information of the sharing user carried in

the sharing request whether the sharing user has permission to view the live data stream.

[0390] After receiving the sharing request from the sharing user, the live server authenticates the
identification information of the sharing user in various manners, to determine whether the sharing

user has the permission to view the live data stream.

[0391] Insome application scenarios, a whitelist may be preset. The preset whitelist may include
identification information respectively corresponding to multiple sharing users who have the
permission to share the live data stream. The determining based on the identification information
of the sharing user carried in the sharing request whether the sharing user has the permission to

view the live data stream includes: matching the identification information of the sharing user with
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the preset whitelist; and determining based on the matching result whether the sharing user has the

permission to view the live data.

[0392] In a case that the matching is successful, it is determined that the sharing user has the
permission to view the live data stream. Otherwise, it is determined that the sharing user has no

permission to view the live data stream.

[0393] Secondly, in response to determination that the sharing user has permission to view the

live data stream, the live data stream is sent to the second terminal device of the sharing user.

[0394] In these optional implementations, whether the sharing user has permission is determined
before the live data stream is sent to the sharing user, thereby avoiding unnecessary leakage of

information of the multimedia conference.

[0395] In some optional implementations of this embodiment, the information interaction
method further includes: acquiring the information of the sharing user; and sending the information
of the sharing user to the multimedia conference server, so that the multimedia conference server

sends the information of the sharing user to the first terminal device of the participant.

[0396] Further optionally, the information of the sharing user includes the number of the sharing

user and/or feedback information of the sharing user.

[0397] Further optionally, the information of the sharing user includes the number of the sharing
user. The acquiring the information of the sharing user includes: determining the number of the

sharing user based on the viewing requests respectively sent by multiple sharing users.

[0398] Insome optional implementations of this embodiment, the information of the sharing user
includes the feedback information of the sharing user. The acquiring the information of the sharing
user includes: receiving a feedback request from the sharing user, and determining whether the
sharing user has permission for information feedback; and receiving user feedback information
sent by the sharing user in response to determination that the sharing user has permission for

information feedback.

[0399] Inthese optional implementations, permission is set for a user who feeds back information,
so as to avoid network congestion caused by an excessively large amount of feedback information

data in a short period of time.
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[0400] In some optional implementations of this embodiment, the user feedback information
includes multimedia information and/or text information. The sending the information of the
sharing user to the multimedia conference server includes: sending the multimedia information

and/or text information to the multimedia conference server.

[0401] In some optional implementations of this embodiment, the user feedback information
includes multimedia information. Before sending the information of the sharing user to the
multimedia conference server, the method further includes: recognizing the multimedia
information fed back by the sharing user to obtain text information corresponding to the multimedia
information. The recognition of multimedia information here includes speech recognition, image

recognition, and the like.

[0402] The sending the information of the sharing user to the multimedia conference server
includes: sending the text information corresponding to the multimedia information fed back by

the sharing user to the multimedia conference server.

[0403] The text information corresponding to the multimedia information is sent to the
multimedia conference server, thereby reducing the amount of data transmission and saving the

resources of video multimedia.

[0404] Reference is made to Figure 8, which is a flowchart of an information interaction method
according to some embodiments of the present disclosure. The information interaction method is
applied to a first terminal device of a user participating in a multimedia conference, and includes

the following steps 801 to 803.

[0405] In step 801, information of the multimedia conference sent by a multimedia conference
server is received, and it is determined whether the information of the multimedia conference

includes information of a sharing user.
[0406] In step 802, interactive data stream of the multimedia conference is played.

[0407] In step 803, the information of the sharing user is presented in response to determination

that the information of the multimedia conference includes the information of the sharing user.

[0408] The first terminal device here may include a mobile terminal such as a mobile phone, a

notebook computer, a digital broadcast receiver, a PDA (personal digital assistant), a PAD (tablet
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computer), a vehicle-mounted terminal (such as a vehicle-mounted navigation terminal) and a

stationary terminal device such as a digital TV, and a desktop computer.

[0409] The information of the multimedia conference includes the interactive data stream of the

multimedia conference.

[0410] The information of the sharing user is sent by a live server and is information of the
sharing user sharing a live data stream corresponding to the multimedia conference. The live data
stream is generated by the live server based on a live multimedia data stream sent by the multimedia
conference server. The live multimedia data stream is determined by the multimedia conference
server from the received multimedia data stream sent by the participant of the multimedia
conference according to a received live instruction of the multimedia conference. For the
generation of the live data stream, reference can be made to the description of the embodiments

shown in Figure 6 and Figure 7, and details are not described here.

[0411] In some optional implementations, the information of the sharing user includes number

information of the sharing user and/or feedback information of the sharing user.

[0412] In some optional implementations, the user feedback information includes: multimedia

information and/or text information.

[0413] The playing the interactive data stream of the multimedia conference may include

decoding and displaying the interactive data stream of the multimedia conference.

[0414] In some optional implementations, the information of the sharing user is presented as at
least one of: a floating window, a pop-up window, a preset area of a display window of the

multimedia conference, and a bullet chat.

[0415] In this embodiment, the information of the multimedia conference is recognized by the
first terminal device of the participant, and it is determined whether the information of the
multimedia conference includes the information of the sharing user sent by the live server. If it is
determined that the information of the multimedia conference includes the information of the
sharing user, the information of the sharing user is presented when the multimedia data sent by the
multimedia conference server is displayed. Therefore, the participant can know the information of

the sharing user while reducing the load of the multimedia conference server. Further, the
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interaction between the participant and the sharing user is realized to a certain extent. Therefore,
the capacity of the multimedia conference server is expanded based on the existing resources of

the multimedia conference server.

[0416] Reference is made to Figure 9, which shows an information interaction apparatus
according to some embodiments of the present disclosure, as an implementation of the method
shown in Figure 1. These apparatus embodiments correspond to those method embodiments shown

in Figure 1, and the apparatus may be applied to various electronic devices.

[0417] As shown in Figure 9, the information interaction apparatus according to some
embodiments includes: a first receiving unit 901, a determining unit 902, and a transmitting unit
903. The first receiving unit 901 is configured to receive a multimedia data stream sent by a user
participating in a multimedia conference. The determining unit 902 is configured to determine a
live multimedia data stream from the multimedia data stream based on a received live instruction
of the multimedia conference. The transmitting unit 903 is configured to transmit the live
multimedia data stream to a live server, so that the live server generates a live data stream of the

multimedia conference based on the live multimedia data stream.

[0418] In this embodiment, the processing of the first receiving unit 901, the determining unit
902, and the transmitting unit 903 of the information interaction apparatus and the technical effects
brought about by the processing of the first receiving unit 901, the determining unit 902, and the
transmitting unit 903 of the information interaction apparatus may refer to steps 101, 102, and 103

in the embodiment shown in Figure 1, respectively. Details are not repeated here.

[0419] In an optional implementation of some embodiments, the live multimedia data stream
includes a multimedia data stream of a participant. The transmitting unit 903 is further configured
to: send the multimedia data stream of the participant to the live server, so that the live server

combines the received multimedia data streams of participant users to generate the live data stream.

[0420] In an optional implementation of some embodiments, the determining unit 902 is further
configured to: combine multimedia data streams of at least part of the participants to generate the

live multimedia data stream.

[0421] In an optional implementation of some embodiments, the live multimedia data stream
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includes at least one of: audio data streams of at least part of the participants, a video data stream
of a target participant among the participants, and current shared screen information data of the

participant of the multimedia conference.

[0422] In an optional implementation of some embodiments, the live multimedia data stream
includes audio data streams of part of the participants. The accumulated audio energy of the audio
data streams of the part of the participants within a preset time period is greater than a first preset
audio energy threshold. Alternatively, respective volumes of the audio data streams of the part of

the participants are greater than a first preset volume threshold.

[0423] In an optional implementation of some embodiments, the target participant includes at
least one of: a participant with the largest volume among multiple speaking participants, a
participant with the largest accumulated audio energy in the preset time period including the current

moment, and a participant with a preset identification.

[0424] In an optional implementation of some embodiments, the information interaction
apparatus further includes: a receiving unit (not shown in the drawings). The receiving unit is
configured to receive the information of the sharing user sent by the live server, so that the
information of the sharing user is presented on the first terminal device of each participant. The
live server distributes the live data stream to the second terminal device of the sharing user

according to a sharing request of the sharing user, and acquires the information of the sharing user.

[0425] In an optional implementation of some embodiments, the information of the sharing user

includes number information of the sharing user and/or feedback information of the sharing user.

[0426] In an optional implementation of some embodiments, the feedback information includes

multimedia information and/or text information.

[0427] In an optional implementation of some embodiments, the text information includes text

information obtained by the live server recognizing the multimedia information.

[0428] In an optional implementation of some embodiments, the user feedback information
includes a video screenshot of a live data stream segment corresponding to the user feedback

information, and the video screenshot is captured by the sharing user.

[0429] In an optional implementation of some embodiments, the receiving unit is further
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configured to: send the information of the sharing user to each participant, so that the first terminal
device of the participant presents the information of the sharing user as at least one of: a floating

window, a pop-up window, a preset window area of the multimedia conference, and a bullet chat.

[0430] With the information interaction apparatus according to this embodiment, the live
multimedia data stream is determined based on the multimedia data stream sent by the user
participating in the multimedia conference, and the live multimedia data stream is sent to the live
server for the live server to live broadcast the live data stream of the multimedia conference, so
that a user other than the user participating in the multimedia conference can acquire the content
of the multimedia conference by viewing the live data stream of the multimedia conference. In a
case of limited multimedia conference server and multi-user-oriented multimedia conference, some
users participate in the conference via the multimedia conference server, and other users acquire
the content of the multimedia conference in real time via the live server as described above, thereby
reducing the load of the multimedia conference server and ensuring the smoothness of the

multimedia conference.

[0431] Reference is made to Figure 10, which shows an information interaction apparatus
according to some embodiments of the present disclosure, as an implementation of the method
shown in Figure 7. These apparatus embodiments correspond to the method embodiments shown

in Figure 2, and the apparatus may be applied in various electronic devices.

[0432] As shown in Figure 10, the information interaction apparatus according to some
embodiments includes: a generating unit 1001 and a first sending unit 1002. The generating unit
1001 is configured to: in response to receipt a live request for live broadcast of the multimedia
conference, generate a live data stream based on a live multimedia data stream sent by the
multimedia conference server. The first sending unit 1002 is configured to: send the live data stream
to a sharing user according to a received sharing request from the sharing user. The live multimedia
data stream is determined by the multimedia conference server based on a received live instruction
of the multimedia conference from a received multimedia data stream sent by a user participating

in the multimedia conference.

[0433] In this embodiment, the processing of the generating unit 1001 and the first sending unit
1002 of the information interaction apparatus and the technical effects brought about by the
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generating unit 1001 and the first sending unit 1002 of the information interaction apparatus may
refer to the relevant descriptions of the steps 1001 and 1002 in the embodiment shown in Figure 2,

and details are not described here.

[0434] In an optional implementation of some embodiments, the live multimedia data stream is
a multimedia data stream of a participant. The generating unit 1001 is further configured to:
combine the multimedia data streams of multiple participants to generate a live data stream that is

to be sent to the sharing user.

[0435] In an optional implementation of some embodiments, the live multimedia data stream
includes at least one of: audio data streams of at least part of the participants, a video data stream
of a target participant among the participants, and current shared screen information data of the

participant of the multimedia conference.

[0436] In an optional implementation of some embodiments, the live multimedia data stream
includes audio data streams of part of the participants. The accumulated audio energy of the audio
data streams of the part of the participants within a preset time period is greater than a first preset
audio energy threshold. Alternatively, respective volumes of the audio data streams of the part of

the participants are greater than a first preset volume threshold.

[0437] In an optional implementation of some embodiments, the target participant includes at
least one of: a participant with the largest volume among multiple speaking participants, a
participant with the largest accumulated audio energy in the preset time period including the current

moment, and a participant with a preset identification.

[0438] In an optional implementation of some embodiments, the information interaction
apparatus further includes: a distribution unit (not shown in the drawings). The distributing unit is
configured to: generate a sharing portal for sharing a live data stream and corresponding to a live
channel, wherein the live channel includes viewing the live data stream through a multimedia
conference application and viewing the live data stream through a webpage, and the viewing portal
includes a link to view the live data stream, a card that includes information of the link, or a code

that includes information of the link; and distribute the viewing portal.

[0439] Inan optional implementation of some embodiments, the first sending unit 1002 is further
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configured to: determine based on the identification information of the sharing user carried in the
sharing request whether the sharing user has permission to view the live data stream; and send the
live data stream to the second terminal device of the sharing user in response to determination that

the sharing user has permission to view the live data stream.

[0440] In an optional implementation of some embodiments, the first sending unit 1002 is further
configured to: match the identification information of the sharing user with a preset whitelist; and
determine based on the matching result whether the sharing user has permission to view the live
data. The whitelist includes the identification information of multiple users who have permission

to share the live data stream.

[0441] In an optional implementation of some embodiments, the information interaction
apparatus further includes: a second sending unit (not shown in the drawings). The second sending
unit configured to: acquire the information of the sharing user; and send the information of the
sharing user to the multimedia conference server, so that the multimedia conference server sends

the information of the sharing user to the first terminal device of each participant.

[0442] In an optional implementation of some embodiments, the information of the sharing user

includes the number of the sharing user and/or feedback information of the sharing user.

[0443] In an optional implementation of some embodiments, the feedback information includes

multimedia information and/or text information.

[0444] In an optional implementation of some embodiments, the text information includes text

information obtained by the live server recognizing the multimedia information.

[0445] Reference is made to Figure 11, which shows an information interaction apparatus
according to some embodiments of the present disclosure, as an implementation of the method
shown in Figure 8. These apparatus embodiments correspond to the method embodiments shown

in Figure 3, and the apparatus may be applied in various electronic devices.

[0446] Asshown in Figure 11, the information interaction apparatus includes: a second receiving
unit 1101, a playing unit 1102 and a displaying unit 1103. The second receiving unit 1101 is
configured to receive information of a multimedia conference sent by a multimedia conference

server, and determine whether the information of the multimedia conference includes information

- 64 -



10

15

20

25

of a sharing user. The information of the multimedia conference includes an interactive data stream
of the multimedia conference. The information of the sharing user is sent by a live server and is
information of a user sharing the live data stream corresponding to the multimedia conference. The
playing unit 1102 is configured to play the interactive data stream of the multimedia conference.
The displaying unit 1103 is configured to display the information of the sharing user in response
to determination that the information of the multimedia conference includes the information of the
sharing user. The live data stream is generated by the live server based on the live multimedia data
stream sent by the multimedia conference server. The live multimedia data stream is determined
by the multimedia conference server based on a received live instruction of the multimedia
conference from a received multimedia data stream sent by a user participating in the multimedia

conference.

[0447] In this embodiment, the processing of the second receiving unit 1101, the playing unit
1102 and the displaying unit 1103 of the information interaction apparatus and the technical effects
brought about by the processing of the second receiving unit 1101, the playing unit 1102 and the
displaying unit 1103 of the information interaction apparatus can refer to steps 801, 802 and 802

in the embodiment of Figure 8 , respectively. Details are not repeated here.

[0448] In an optional implementation of some embodiments, the information of the sharing user

includes number information of the sharing user and/or feedback information of the sharing user.

[0449] In an optional implementation of some embodiments, the user feedback information

includes multimedia information and/or text information.

[0450] In an optional implementation of some embodiments, the displaying unit 1103 displaying
the information of the sharing user as at least one of: a floating window, a pop-up window, a preset

area of a display window the multimedia conference, and a bullet chat.

[0451] Reference is made to Figure 12, which illustrates a system architecture of the information
interaction method or information interaction apparatus to which some embodiments of the present

disclosure may be applied.

[0452] As shown in Figure 12, the system architecture includes first terminal devices 1201 and

1202, a multimedia conference server 1203, a live server 1204, and second terminal devices 1205
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and 1206. The first terminal devices 1201 and 1202 are in communication with the multimedia
conference server 1203 over network, the multimedia conference server 1203 is connected in
communication with the live server 1204 over network, and the live server 1204 is connected in
communication with the second terminal devices 1205 and 1206 over network. The network may

be in various connection types, such as wired, wireless communication link, or fiber optic cable.

[0453] The user uses the first terminal devices 1201 and 1202 to interact with the multimedia
conference server 1203 via the network to receive or send messages and the like. Various
communication client applications, such as instant messaging applications and conference servers,

may be installed on the first terminal devices 1201 and 1202.

[0454] The user uses the second terminal devices 1205 and 1206 to interact with the live server
1204 via the network to receive or send messages and the like. Various communication client
applications such as instant messaging applications, conference servers, and web clients may be

installed on the second terminal devices 1205 and 1206.

[0455] The multimedia conference server 1203 is configured to: receive multimedia data stream
sent by a user participating in the multimedia conference through the first terminal devices 1201
and 1202; determine a live multimedia data stream from the multimedia data stream based on a
received live instruction of the multimedia conference; transmit the live multimedia data stream to
the live server, so that the live server generates a live data stream of the multimedia conference
based on the live multimedia data stream; and receive information of a sharing user sent by the live
server, and send the information of the sharing user to the first terminal devices of the user
participating in the multimedia conference. The multimedia conference server may perform various

steps of the method according to the embodiment shown in Figure 1.

[0456] The first terminal devices 1201 and 1202 of the user participating in the multimedia
conference each are configured to receive multimedia information sent by the multimedia
conference server, and play an interactive data stream of the multimedia conference included in the
multimedia information, and display information of the sharing user who shares the live data stream,
and the information of the sharing user is included in the multimedia information. The first terminal
devices each may perform various steps of the method according to the embodiment shown in
Figure 3.
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[0457] The live server 1204 is configured to: in response to receipt of a live request for
broadcasting the multimedia live conference, generate a live data stream based on the live
multimedia data stream sent by the multimedia conference server; and send the live data stream to
the second terminal devices 1205 and 1206 of the sharing user based on a received sharing request
from the sharing user. The live server may perform various steps of the method according to the

embodiment shown in Figure 2.

[0458] The second terminal devices 1205 and 1206 each are configured to: receive the live data
stream sent by the live server 1204 based on the sharing request of the sharing user, and play the

live data stream; and receive user feedback information inputted by the sharing user.

[0459] The first terminal devices 1201 and 1202 and the second terminal devices 1205 and 1206
each may be hardware or software. In a case of hardware, the first terminal devices 1201 and 1202
and the second terminal devices 1205 and 1206 each include various electronic devices with a
display screen and supporting information display, including but not limited to a smart phone, a
tablet computer, an e-book reader, a laptop computer, a desktop computer and the like. In a case of
software, the first terminal devices 1201 and 1202 and the second terminal devices 1205 and 1206
each include may be installed in the electronic devices listed above, and may be implemented as
multiple software or software modules, for example, for providing distributed services, or may be

implemented as a single software or software module, which are not limited herein.

[0460] It should be noted that, the information interaction method according to the embodiment
of the present disclosure may be performed by the multimedia conference server 1203, the live
server 1204, or the first terminal device. Correspondingly, the information interaction apparatus
may be provided in the multimedia conference server 1203, the live server 1204, or the first

terminal devices 1201 and 1202.

[0461] It should be noted that the server may be hardware or software. In a case of hardware, the
server may be implemented as a distributed server cluster including multiple servers, or as a single
server. In a case of software, the server may be implemented as multiple software or software
modules, for example, for providing distributed services, or may be implemented as a single

software or software module, which are not limited herein.
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[0462] It should be understood that the number of the first terminal device, the number of the
second terminal device, the number of the multimedia conference server and the number of the live
server in Figure 12 are only illustrative. The number of the first terminal device, the number of the
second terminal device, the number of the multimedia conference server and the number of the live

server vary with implementation needs.

[0463] Reference is made to Figure 13 below, which is a schematic structural diagram of an
electronic device (for example, the server or terminal device in Figure 8) for implementing some
embodiments of the present disclosure. The terminal device according to some embodiments of the
present disclosure may include, but is not limited to, a mobile terminal such as a mobile phone, a
notebook computer, a digital broadcast receiver, a PDA (personal digital assistant), a PAD (tablet
computer), a PMP (portable multimedia player), and a vehicle-mounted terminal (such as a vehicle-
mounted navigation terminal) and a stationary terminal device such as a digital TV, and a desktop

computer.

[0464] As shown in Figure 13, the electronic device includes a processing device (for example,
a central processing unit, or a graphics processing unit) 1301. The processing device may perform
various appropriate operations and processing according to a program stored in a read only memory
(ROM) 1302 or a program loaded from a storage device 13013 into a random-access memory
(RAM) 1303. In the RAM 1303, various programs and data necessary for the operation of the
electronic device are also stored. The processing device 1301, the ROM 1302, and the RAM 1303
are connected to each other through a bus 1304. An input/output (I/O) interface 1305 is also
connected to the bus 1304.

[0465] Generally, the following devices are connected to the I/O interface 1305: an input device
1306 including, for example, a touch screen, a touch pad, a keyboard, a mouse, a camera, a
microphone, an accelerometer, and a gyroscope; an output device 1307 including, for example, a
liquid crystal display (LCD), a speaker, and a vibrator; a storage device 1308 including, for example,
a tape, a hard disk, and a memory card; and a communication device 1309. The communication
means 1309 allows the electronic device to communicate with other devices wirelessly or in wired
to exchange data. Although Figure 13 illustrates an electronic device having various devices, it

should be understood that not all of the illustrated devices are implemented or available. More or
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fewer devices may alternatively be implemented or provided. Each block shown in Figure 13

represents one device, and may represent multiple devices as needed.

[0466] In particular, according to some embodiments of the present disclosure, the processes
described above with reference to the flowcharts may be implemented as a computer software
program. For example, a computer program product is provided according to some embodiments
of the present disclosure. The computer program product includes a computer program carried on
a computer-readable medium, the computer program containing program code for performing the
method illustrated in the flowchart. In some such embodiments, the computer program may be
downloaded and installed from the network via the communication device 1309, or from the
storage device 13013, or from the ROM 1302. When the computer program is executed by the
processing device 1301, the functions defined in the methods of some embodiments of the present

disclosure are performed.

[0467] It should be noted that the computer-readable medium according to some embodiments
of the present disclosure may be a computer-readable signal medium or a computer-readable
storage medium, or any combination of the computer-readable signal medium and the computer-
readable storage medium. The computer-readable storage medium may be, for example, but not
limited to, an electrical, magnetic, optical, electromagnetic, infrared, or semiconductor system,
apparatus or device, or a combination of any of the above. More specific examples of the computer
readable storage medium may include, but are not limited to, an electrical connection with one or
more wires, a portable computer disk, a hard disks, random access memory (RAM), read only
memory (ROM), erasable programmable read only memory (EPROM or flash memory), an optical
fiber, a portable compact disk read only memory (CD-ROM), an optical storage devices, a magnetic
storage device, or any suitable combination of the above. In some embodiments of the present
disclosure, the computer-readable storage medium may be any tangible medium that contains or
stores a program that may be used by or in conjunction with an instruction execution system,
apparatus, or device. In some embodiments of the present disclosure, a computer readable signal
medium may include a data signal propagated in a baseband or as part of a carrier wave with
computer readable program code embodied thereon. Such propagated data signal may be in a

variety of forms, including but not limited to an electromagnetic signal, an optical signal, or any
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suitable combination of the foregoing. The computer-readable signal medium may be any
computer-readable medium other than the computer-readable storage medium. The computer-
readable signal medium can transmit, propagate, or transport the program that is used by or in
connection with the instruction execution system, apparatus, or device. The program code
embodied on the computer readable medium may be transmitted via suitable medium including,
but not limited to, an electrical wire, an optical fiber cable, RF (radio frequency) and the like, or

any suitable combination of the foregoing.

[0468] In some embodiments, the client and the server may perform communication based on
any currently known or future developed network protocol such as HTTP (Hyper Text Transfer
Protocol), and may be interconnected with any form or medium of digital data communication (for
example, a communication network). Examples of the communication network include a local area
network ("LAN"), a wide area network ("WAN"), a global network (for example, the Internet), and
a peer-to-peer network (for example, ad hoc peer-to-peer network), as well as any currently known

or future development network.

[0469] The computer-readable medium may be included in the electronic device, or may exist
alone without being assembled into the electronic device. The computer-readable medium carries
one or more programs, and when the one or more programs are executed by the electronic device,
the electronic device: send a multimedia conference starting request to a server in response to
detection of a triggering operation on a multimedia conference control, where the server starts a
multimedia conference in response to determination of starting the multimedia conference based
on the multimedia conference starting request; and send conference live confirmation information
to the server in response to detection of a confirmation operation on a conference live confirmation
control, where in response to receipt of the conference live confirmation information by the server
and in response to receipt of a multimedia conference stream, a live stream is generated based on
the received multimedia conference stream, and where the multimedia conference stream is sent to

the server by participants of the multimedia conference.

[0470] The computer-readable medium may be included in the electronic device, or may exist
alone without being assembled into the electronic device. The computer-readable medium carries

one or more programs, and when the one or more programs are executed by the electronic device,
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the electronic device: receive a live stream acquisition request; and determine whether to return a

live stream based on the live stream acquisition request.

[0471] The computer-readable medium may be included in the electronic device, or may exist
alone without being assembled into the electronic device. The computer-readable medium carries
one or more programs, and when the one or more programs are executed by the electronic device,
the electronic device: receive a multimedia data stream sent by the user participating in the
multimedia conference; determine a live multimedia data stream from the multimedia data stream
according to a received live instruction of the multimedia conference; transmit the live multimedia
data stream to the live server, so that the live server generates a live data stream of the multimedia
conference based on the live multimedia data stream. Alternatively, the electronic device: in
response to receipt of a live request for broadcasting the multimedia live conference, generate a
live data stream based on the live multimedia data stream sent by the multimedia conference server;
and send the live data stream to the sharing user based on a received sharing request from the
sharing user. The live multimedia data stream is determined by the multimedia conference server
based on a received live instruction of the multimedia conference from a received multimedia data
stream sent by the user participating in the multimedia conference. Alternatively, the electronic
device: receive information of the multimedia conference sent by the multimedia conference server,
and determine whether the information of the multimedia conference includes information of a
sharing user, where the information of the multimedia conference includes an interactive data
stream of the multimedia conference, and the information of the sharing user is sent by the live
server and is information of a user sharing the live data stream corresponding to the multimedia
conference; play the interactive data stream of the multimedia conference; and display the
information of the sharing user in response to determination that the information of the multimedia
conference includes the information of the sharing user. The live data stream is generated by the
live server based on the live multimedia data stream sent by the multimedia conference server. The
live multimedia data stream is determined by the multimedia conference server based on a received
live instruction of the multimedia conference from a received multimedia data stream sent by a

user participating in the multimedia conference.

[0472] The computer program code for implementing operations of some embodiments of the

-71 -



10

15

20

25

present disclosure may be written in one or more programming languages, or a combination thereof.
The programming languages include object-oriented programming languages such as Java,
Smalltalk, C++, and conventional procedural programming languages such as the "C" language or
similar programming languages. The program code may be executed entirely on a user computer,
partly on a user computer, as a stand-alone software package, partly on a user computer and partly
on a remote computer, or entirely on a remote computer or server. In a case of a remote computer,
the remote computer may be connected to the user computer via any kind of network including a
local area network (LAN) or wide area network (WAN), or may be connected to an external

computer (for example, via the Internet provided by an Internet service provider).

[0473] The flowcharts and block diagrams in the drawings illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and computer
program products according to various embodiments of the present disclosure. In this regard, each
block in the flowcharts or block diagrams may represent a module, program segment, or portion of
code. The module, segment, or portion of code includes one or more executable instructions for
implementing specified logical functions. It should also be noted that, in some alternative
implementations, the functions noted in the blocks may be performed in an order different from the
order noted in the drawings. For example, two blocks shown in succession may, in fact, be
performed substantially concurrently, or the blocks may sometimes be performed in a reverse order,
depending on functionality involved. It is also noted that each block of the block diagrams and/or
flowchart illustrations, and a combination of blocks in the block diagrams and/or flowchart
illustrations, may be implemented by a dedicated hardware-based system that performs the
specified functions or operations, or by a combination of dedicated hardware and computer

instructions.

[0474] The units described in some embodiments of the present disclosure may be implemented
in software or hardware. The name of a unit does not, in any case, qualify the unit itself. For
example, the first receiving unit may also be described as "a unit for receiving a multimedia data

stream sent by a user participating in a multimedia conference".

[0475] The functions described herein above may be performed, at least in part, by one or more

hardware logic components. For example, without limitation, illustrative types of hardware logic
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components that may be used include: a field programmable gate array (FPGA), an application
specific integrated circuit (ASIC), an application specific standard product (ASSP), a system on
chip (SOC), a complex programmable logical device (CPLD) and the like.

[0476] In the context of the present disclosure, a machine-readable medium may be a tangible
medium that may contain or store a program used by or in connection with the instruction execution
system, apparatus or device. The machine-readable medium may be a machine-readable signal
medium or a machine-readable storage medium. The machine-readable medium may include, but
is not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of the foregoing. More specific examples
of the machine-readable storage medium include an electrical connection based on one or more
wires, a portable computer disk, a hard disk, a random-access memory (RAM), a read only memory
(ROM), an erasable programmable read only memory (EPROM or flash memory), an optical fiber,
a compact disk read only memory (CD-ROM), an optical storage device, a magnetic storage device,

or any suitable combination of the foregoing.

[0477] Merely some preferred embodiments of the present disclosure and illustrations of the
applied technical principles are described above. Those skilled in the art should understand that the
scope of the invention involved in the embodiments of the present disclosure is not limited to the
technical solutions formed by the specific combination of the above technical features, but should
cover other technical solutions formed by any combination of the above technical features or their
equivalents without departing from the above inventive concept, for example, a technical solution
formed by replacing the features with technical features disclosed in the embodiments of the
present disclosure (but not limited to) with similar functions. In the case of no contradiction, the

various embodiments may be combined with each other to form a new technical solution.
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CLAIMS

1. An interaction method, comprising:

sending a multimedia conference starting request to a server in response to detection of a
triggering operation on a multimedia conference control, wherein the server starts a multimedia
conference in response to determination of starting the multimedia conference based on the

multimedia conference starting request; and

sending conference live confirmation information to the server in response to detection of
a confirmation operation on a conference live confirmation control, wherein the server, in
response to receipt of the conference live confirmation information and in response to receipt
of a multimedia conference stream, generates a live stream based on the received multimedia
conference stream, and the multimedia conference stream is sent to the server by a participant

of the multimedia conference.
2. The method according to claim 1, further comprising:

generating, by the server, live access information in response to receipt of the conference
live confirmation information, and sending, by the server, the live access information to at least
one of: the participant, a target audience, and a target network resource output terminal, wherein

live access information indicates a manner in which the live stream is acquired.
3. The method according to claim 2, further comprising:
displaying the live access information sent by the server.
4. The method according to claim 3, further comprising:

sending, in response to detection of a predefined sharing confirmation operation, a sharing
request comprising an identification of a sharing confirmation object to the server, wherein the
server, in response to receipt of the sharing request, sends the live access information to the
sharing object, and an identification of the sharing object indicates a sharing object targeted by

the sharing confirmation operation.

5. The method according to claim 4, wherein a live stream request object, in response to
receipt of the live access information, sends a live stream acquisition request to the server based

on the live access information in response to detection of a trigger operation for the live access
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information.

6. The method according to claim 5, wherein the server determines based on the live stream
acquisition request whether to send the live stream to the live stream request object, and plays

the live stream in response to receipt of the live stream.

7. The method according to claim 5, wherein the live stream request object displays live

failure indication information in response to failure to receive the live stream.

8. The method according to claim 2, wherein the target network resource output terminal

comprises at least one of: a target webpage, and a preset interface of a target application.

9. The method according to claim 2, wherein the target audience comprises a

preconfigured user set.

10. The method according to claim 1, wherein the server comprises a conference server

and a live server.
11. The method according to claim 10, wherein the conference server:

generates the live stream based on the received multimedia conference stream in response
to receipt of the conference live confirmation information and in response to receipt of the

multimedia conference stream; and
sends the generated live stream to the live server.
12. The method according to claim 10, wherein

the conference server sends the multimedia conference stream to the live server based on
the received multimedia conference stream in response to receipt of the conference live
confirmation information and in response to receipt of the multimedia conference stream, and

the live server generates the live stream based on the received multimedia conference stream.

13. The method according to claim 1, wherein generating, by the server, a live stream

based on the received multimedia conference stream, comprising:
acquiring the multimedia conference stream sent by the participant;
determining a participant currently speaking; and

generating the live stream based on the received multimedia conference stream and

relevant information of the participant currently speaking.
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14. The method according to claim 1, wherein the multimedia conference comprises at

least one of: an audio conference and an audio-video conference.

15. The method according to claim 14, wherein the multimedia conference comprises an
audio-video conference, and the live stream comprises at least one of: conference screen shared
information, multimedia information of the participant, and related information of a participant

currently speaking.

16. The method according to claim 15, wherein conference screen shared information is a

predefined category of information in shared information of the participant.

17. The method according to claim 1, further comprising: display the conference live
confirmation control in response to detection of a triggering operation on a preset live request

control.
18. The method according to claim 1, further comprising:

displaying the conference live confirmation control in response to receipt of live request

information sent by another participant; and/or

displaying the conference live confirmation control in response to determination that a

preset first conference condition is satisfied.

19. The method according to claim 18, wherein the first conference condition comprises

at least one of:

the number of the participant of the multimedia conference is greater than a preset first

threshold;

a freezing rate of the multimedia conference is greater than a preset first freezing rate

threshold; and
a delay rate of the multimedia conference is greater than a preset first delay rate threshold.
20. The method according to claim 1, further comprising:

displaying the conference live confirmation control in response to receipt of live inquiry
information sent by the server, wherein the live inquiry information is generated by the server

in response to determination that a preset second conference condition is satisfied.

21. The method according to claim 20, wherein the second conference condition comprises
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at least one of:

the number of the participant of the multimedia conference is greater than a preset second

threshold;

a freezing rate of the multimedia conference is greater than a preset second freezing rate

threshold; and

a delay rate of the multimedia conference is greater than a preset second delay rate

threshold.

22. The method according to claim 1, wherein timing at which the conference live
confirmation control is displayed comprises at least one of: before starting the multimedia

conference or during the multimedia conference.

23. The method according to claim 3, wherein the displaying the received live access

information comprises:

transmitting the live access information in a calendar event indicating the multimedia
conference in response to receipt of the live access information and in response to determination

that the multimedia conference is not started; and
displaying the live access information in a display interface of the calendar event.

24. The method according to claim 3, wherein the displaying the received live access

information comprises:

displaying the live access information on a multimedia conference interface in response to
receipt of the live access information and in response to determination that the multimedia

conference is in progress.

25. The method according to claim 4, wherein before the sending, in response to detection
of a predefined sharing confirmation operation, a sharing request comprising an identification

of a sharing object to the server, the method further comprises:

displaying an identification of a candidate sharing object in response to detection of a
predefined sharing starting operation, wherein the identification of the candidate sharing object
is determined based on a preset shareable user range and/or a user associated with the

participant; and

determining, in response to detection of a predefined selection operation, an identification
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of a candidate sharing object targeted by the selection operation as the identification of the

sharing object.

26. The method according to claim 25, wherein the shareable user range is determined
based on at least one of: a pre-established organizational structure and a pre-established

relationship between users.

27. The method according to claim 4, wherein the sharing object generates and displays
forwarding restriction information in response to detection of a forwarding operation for the
live access information, wherein the forwarding restriction information indicates that there is

no permission to share the live access information.

28. The method according to claim 4, wherein a presentation style of the live access

information is set depending on permission of the sharing object.

29. The method according to claim 28, wherein the permission of the sharing object
comprises restricting to forward, wherein the sharing object encapsulates indication information
of the live stream into a card for display, and the card is provided with a live stream request

control rather than a forwarding control.

30. The method according to claim 6, wherein the live stream acquisition request
comprises a user identification; and the determining, by the server, whether to send the live
stream to the sharing object based on the live stream acquisition request comprises: determining,
by the server based on the user identification in the live stream acquisition request, whether to

return the live stream.

31. The method according to claim 30, wherein the determining, by the server based on
the user identification in the live stream acquisition request, whether to return the live stream
comprises: determining, by the server in response to receipt of the live stream acquisition
request comprising the user identification, whether to return the live stream based on a pre-

generated whitelist.
32. The method according to claim 31, further comprising:

sending sharing object range information to the server, wherein the server determines a
sharing object range based on the received sharing object range information, and generates the

whitelist based on a user identification in the sharing object range.

33. The method according to claim 32, wherein the sharing object range information
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comprises at least one of: a group identification and an organization identification.

34. The method according to claim 31, wherein the whitelist comprises the identification

of the sharing object in the sharing request received by the server.

35. The method according to claim 4 or 5, wherein the live access information comprises

at least one of:
a live address for indicating a live interface for playing the live stream; and
a conference identification indicating the multimedia conference.

36. The method according to claim 36, wherein the playing, by the sharing object, the live

stream in response to receipt of the live stream comprises at least one of:

playing, by the sharing object in response to receipt of the live stream obtained based on
the live address or the conference identification, the live stream at an address indicated by the

live address and/or the conference identification.

37. The method according to claim 35, wherein the playing, by the sharing object, the live

stream in response to receipt of the live stream comprises:

displaying, by the sharing object in response to receipt of a live interface obtained based

on the live address, the live interface to play the live stream.
38. The method according to claim 5, further comprising:

sending, by the server, live situation information to the participant, wherein the live
situation information indicates relevant situation of live broadcast started based on the
multimedia conference, and the method further comprises: displaying the live situation

information on the multimedia conference interface.

39. The method according to claim 38, wherein the live situation information comprises at
least one of: the number of users viewing the live broadcast, and information of a user viewing
the live broadcast, wherein the number of users viewing the live broadcast is generated based

on the number of terminals playing the live stream.

40. The method according to claim 5, wherein a live stream playing interface comprises
an information input control for receiving feedback information, wherein the server, in response
to receipt of the feedback information sent by the sharing object, sends the feedback information
to the participant, wherein the method further comprises: displaying the feedback information
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on the multimedia conference interface.
41. A permission control method, comprising:
receiving a live stream acquisition request; and
determining whether to return a live stream based on the live stream acquisition request.
42. The method according to claim 41, further comprising:
generating live access information; and
sending the live access information to a candidate audience.

43. The method according to claim 42, wherein the candidate audience, in response to

detection of a predefined sharing starting operation for the live access information:

presents an identification of a candidate sharing object, wherein the identification of the

candidate object is determined based on a preset shareable user range;

determines, in response to detection of a predefined selection operation, an identification
of a candidate sharing object targeted by the selection operation as the identification of the

sharing object; and
sends a sharing request comprising the identification of the sharing object to the server.

44. The method of claim 43, wherein the shareable user range is determined based on at
least one of: a pre-established organizational structure and a pre-established relationship

between users.
45. An interaction apparatus, comprising:

a first sending unit configured to send a multimedia conference starting request to a server
in response to detection of a triggering operation on a multimedia conference control, wherein
the server starts a multimedia conference in response to determination of starting the

multimedia conference based on the multimedia conference starting request; and

a second sending unit configured to send conference live confirmation information to the
server in response to detection of a confirmation operation on a conference live confirmation
control, wherein the server in response to receipt of the conference live confirmation
information and in response to receipt of a multimedia conference stream, generates a live

stream based on the received multimedia conference stream, and the multimedia conference
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stream is sent to the server by a participant of the multimedia conference.
46. A permission control apparatus, comprising:
a receiving module configured to receive a live stream acquisition request; and

a determining module configured to determine whether to return a live stream based on

the live stream acquisition request.

47. An information interaction method, applied to a multimedia conference server, and the

information interaction method comprising:
receiving a multimedia data stream sent by a user participating in a multimedia conference;

determining a live multimedia data stream from the multimedia data stream based on a

received live instruction of the multimedia conference; and

transmitting the live multimedia data stream to a live server, in order that the live server
generates a live data stream of the multimedia conference based on the live multimedia data

stream.

48. The method according to claim 47, wherein the live multimedia data stream comprises
the multimedia data stream from the user participating in the multimedia conference, and the
transmitting the live multimedia data stream to a live server, in order that the live server
generates a live data stream of the multimedia conference based on the live multimedia data

stream comprises:

transmitting the multimedia data stream from the user participating in the multimedia
conference to the live server, for the live server to combine the received multimedia data stream

of the user participating in the multimedia conference to generate the live data stream.

49. The method according to claim 47, wherein the determining a live multimedia data

stream from the multimedia data stream comprises:

combining multimedia data streams of at least part of users participating in the multimedia

conference, to generate the live multimedia data stream.

50. The method according to any one of claims 47 to 49, wherein the live multimedia data

stream comprises at least one of:

audio data streams of at least part of users participating in the multimedia conference;

- 81 -



10

15

20

25

a video data stream of a target user among the users participating in the multimedia

conference; and

current shared screen information data of the user participating in the multimedia

conference.

51. The method according to claim 50, wherein the live multimedia data stream comprises

audio data streams of at least part of users participating in the multimedia conference, wherein

accumulated audio energy of the audio data streams of the part of the users participating
in the multimedia conference within a preset time period is greater than a first preset audio

energy threshold; and/or

respective volumes corresponding to the audio data streams of the part of the users

participating in the multimedia conference are greater than a first preset volume threshold.
52. The method according to claim 50, wherein the target user comprises at least one of:

a user with a largest volume among a plurality of speaking users participating in the

multimedia conference;

a user participating in the multimedia conference with largest accumulated audio energy

in a preset time period comprising a current moment; and
a user participating in the multimedia conference with a preset identification.
53. The method according to claim 47, further comprising:

receiving information of the sharing user sent by the live server, in order that the
information of the sharing user is displayed on a first client terminal of a user participating in
the multimedia conference, wherein the live server distributes the live data stream to a second
client terminal of the sharing user according to a sharing request of the sharing user, and

acquires the information of the sharing user.

54. The method according to claim 53, wherein the information of the sharing user
comprises: identification information of the sharing user, information on the number of the

sharing user and/or feedback information of the sharing user.

55. The method according to claim 54, wherein the feedback information comprises

multimedia information and/or text information.
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56. The method according to claim 55, wherein the text information comprises text

information obtained by the live server recognizing the multimedia information.

57. The method according to claim 55, wherein the feedback information of the sharing
user comprises a video screenshot of a live data stream segment corresponding to the feedback

information.

58. The method according to claim 43, wherein the receiving information of the sharing
user sent by the live server, so that the information of the sharing user is displayed on a first

client terminal of each user participating in the multimedia conference comprises:

sending the information of the sharing user to at least one user participating in the
multimedia conference, so that the first terminal device of the user participating in the
multimedia conference displays the information of the sharing user as at least one of: a floating
window, a pop-up window, a preset window area of the multimedia conference, and a bullet

chat.

59. An information interaction method, applied to a live server for transmitting a live data

stream of a multimedia conference, and the information interaction method comprising:

in response to receiving of a live request for live broadcasting the multimedia conference,
generating a live data stream based on a live multimedia data stream transmitted by a

multimedia conference server; and

sending the live data stream to a sharing user according to a received sharing request of
the sharing user, wherein the live multimedia data stream is determined by the multimedia
conference server based on a received live instruction of the multimedia conference from a

received multimedia data stream sent by a user participating in the multimedia conference.

60. The method according to claim 59, wherein the live multimedia data stream is a
multimedia data stream of the user participating in the multimedia conference, and the
generating a live data stream based on a live multimedia data stream transmitted by a

multimedia conference server comprises:

combining multimedia data streams of a plurality of users participating in the multimedia

conference, to generate the live data stream sent to the sharing user.

61. The method according to claim 59, wherein before distributing the live data stream to

a second client terminal of the sharing user according to the received sharing request of the
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sharing user, the method further comprises:

generating a sharing portal corresponding to a live channel for sharing the live data stream,
wherein the live channel comprises a multimedia conference application client terminal, a web
multimedia conference application, and a preset multimedia play platform, and the viewing
portal comprises a link for viewing the live data stream, a card comprising information of the

link, or a code comprising information of the link; and
distributing the viewing portal.

62. The method according to claim 59, wherein the sending the live data stream to a sharing

user according to a received sharing request of the sharing user comprises:

determining based on identification information of a sharing user carried in the sharing

request whether the sharing user has permission to view the live data stream; and

sending the live data stream to the second client terminal of the sharing user in response

to determination that the sharing user has permission to view the live data stream.

63. The method according to claim 62, wherein the determining based on identification
information of the sharing user carried in the sharing request whether the sharing user has

permission to view the live data stream comprises:
matching the identification information of the sharing user with a preset whitelist; and

determining based on a matching result whether the sharing user has permission to view
the live data, wherein the whitelist comprises identification information of a sharing user who

has permission to share the live data stream.
64. The method according to claim 59, further comprising:
acquiring information of a sharing user; and

sending the information of the sharing user to the multimedia conference server, in order
that the multimedia conference server to send the information of the sharing user to a first client

terminal of each user participating in the multimedia conference.

65. An information interaction method, applied to a first client terminal of a user

participating in a multimedia conference, and the information interaction method comprising:

receiving information of the multimedia conference sent by a multimedia conference
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server, and determining whether the information of the multimedia conference comprises
information of a sharing user, wherein the information of the multimedia conference comprises
an interactive data stream of the multimedia conference, and the information of the sharing user
is includes information of the sharing user for sharing live data corresponding to the multimedia

conference;
displaying the interactive data stream of the multimedia conference; and

displaying the information of the sharing user in response to determination that the
information of the multimedia conference comprises the information of the sharing user,
wherein the live data stream is generated by the live server based on a live multimedia data
stream sent by the multimedia conference server, and the live multimedia data stream is
determined by the multimedia conference server based on a received live instruction of the
multimedia conference from a received multimedia data stream sent by a user participating in

the multimedia conference.

66. The method according to claim 65, wherein the information of the sharing user is
displayed as at least one of: a floating window, a pop-up window, a preset area of a display

window of the multimedia conference, and a bullet chat.

67. An information interaction system, comprising a multimedia conference server, a live
server, a first client terminal of a user participating in a multimedia conference, and a second

client terminal of a sharing user of a live data stream, wherein

the multimedia conference server is configured to: receive a multimedia data stream sent
by the user participating in the multimedia conference; determine a live multimedia data stream
from the multimedia data stream according to a received live instruction of the multimedia
conference; transmit the live multimedia data stream to the live server, in order that the live
server generates a live data stream of the multimedia conference based on the live multimedia
data stream; and receive information of the sharing user sent by the live server, and send the
information of the sharing user to a first client terminal of each user participating in the

multimedia conference;

the first client terminal of the user participating in the multimedia conference is configured
to: receive multimedia information sent by the multimedia conference server, play an interactive

data stream of the multimedia conference comprised in the multimedia information, and display
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information of the sharing user who shares the live data stream, and the information of the

sharing user is comprised in the multimedia information;

the live server is configured to: in response to receipt of a live request for broadcasting the
multimedia live conference, generate a live data stream based on the live multimedia data
stream sent by the multimedia conference server; and send the live data stream to the sharing

user based on a received sharing request from the sharing user; and

the second client terminal is configured to: receive the live data stream sent by the live
server based on the sharing request of the sharing user, and play the live data stream; and receive

user feedback information inputted by the sharing user.

68. An information interaction apparatus, applied to a multimedia conference server, and

the information interaction apparatus comprising:

a first receiving unit configured to receive a multimedia data stream sent by a user

participating in a multimedia conference;

a determining unit configured to determine a live multimedia data stream from the

multimedia data stream based on a received live instruction of the multimedia conference; and

a transmitting unit configured to transmit the live multimedia data stream to a live server,
in order that the live server generates a live data stream of the multimedia conference based on

the live multimedia data stream.

69. An information interaction apparatus, applied to a live server for live broadcasting a

multimedia conference, and the information interaction apparatus comprising:

a generating unit configured to: in response to receipt a live request for live broadcasting
the multimedia conference, generate a live data stream based on a live multimedia data stream

sent by a multimedia conference server;

a first sending unit is configured to: send the live data stream to a sharing user according
to a received sharing request from the sharing user, wherein live multimedia data stream is
determined by the multimedia conference server according to a received live instruction of the
multimedia conference from a received multimedia data stream sent by a user participating in

the multimedia conference.

70. An information interaction apparatus, applied to a first client terminal of a user
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participating in a multimedia conference, and the information interaction apparatus comprising:

a second receiving unit configured to receive information of the multimedia conference
sent by a multimedia conference server, and determine whether the information of the
multimedia conference comprises information of a sharing user, wherein the information of the
multimedia conference comprises an interactive data stream of the multimedia conference, and
the information of the sharing user is sent by a live server and is information of a user sharing

a live data stream corresponding to the multimedia conference;
a playing unit configured to play the interactive data stream of the multimedia conference;

a displaying unit configured to display the information of the sharing user in response to
determination that the information of the multimedia conference comprises the information of
the sharing user, wherein the live data stream is generated by the live server based on a live
multimedia data stream sent by the multimedia conference server, and the live multimedia data
stream is determined by the multimedia conference server based on a received live instruction
of the multimedia conference from a received multimedia data stream sent by the user

participating in the multimedia conference.
71. An electronic device comprising:
one Or More processors;

a storage device configured to store one or more programs which, when being executed
by the one or more processors, cause the one or more processors to implement the method
according to any one of claims 1 to 40, or the method according to any one of claims 41 to 44,
or the method according to any one of claims 47 to 58, or the method according to any one of

claims 59 to 64, or the method according to any one of claims 65 to 66.

72. A computer-readable medium storing a computer program which, when being executed
by a processor, implements the method according to any one of claims 1 to 40, or the method
according to any one of claims 41 to 44, or the method according to any one of claims 47 to 58,
or the method according to any one of claims 59 to 64, or the method according to any one of

claims 65 to 66.

-87 -



