;e3ezz, @ 62T B SYSTEM AND METHOD FOR FAST CYCLI C REDUNDANCY
* BACKGROUND OF THE | NVENTI ON 5 Hand- Hel d data processing devdmmmmmmmmmmmwa
entry and display functions are increasingly used in numerous SLEHg;ions.
Vel | - known exanpl es of such devices include cellular tel ephones an
"personal - digiiral ANg) DRI AV YRLIC AT U RBAACRIOLESELATIORCT and
decreased device size becone nore readily available, the use of hand-held
data processing devices in nedical, health care, financial, engineering and
ot her settings will 10 beco i ncreasi ngl i despread. The effective entry
of data by users and the raS&HK§F89E§QEﬁﬁﬁﬁﬁ%VENﬁﬁNay of such data are

i nportant considerations in hand-held data processing devices. Various

dr awbacks, however, exist in the data entry and display provided by the
currefitl y avaiHambihelddmal proebdingadesicps oithstatrentry Bhd Bisptayduhaiony aret he smal |

size of such hand hel d devices often licates the entry of data via
al phanumdf§reasiignused ik BYBERIE SigHatiopt c egg?”&‘é’l‘?. ex\%lpreé l?g SyRBdeNices H’*§? r user

entry of i AV o g | i - i ces.
ne. Such CARIOBHRRRLS o ARl SglABo R (PORNERK MR oSt

devi ce dipppkasnd desreassiudeyidersizearyorRDodercadidg availablef the lusk efyiomdrhald data
famliar to nmpst ,users, and the pressing qQr actuation of 20 only a _single
key is n@ERfEHIgpdeifesin mhicel gﬁa@fﬂfﬁa@ngﬁw‘le@wﬁﬁﬁgéa phantstings el
char 461 Cecdh Rk RYsiAEly 3yibloted RO RITECRR AugBRukia 45 hae andsys, T equi res
that the individual gys oP‘%uttons be very“small, "and the use of a stylus
i s neces pavcgssing amdiadisplanofirsych Aata taleeimpmpianoakidemtides ia end+hyldidta been use of

a conventional tel ephope .25 al phanuneric ke d rein multiple pressing
o Cact ualT RS SRR o Bt Bk Tone et YR ingh 6 6y B %0y Sever o
char act epso\d&usy Bé BgtrdMilyhvhildlkBihd-Fedd d&% prRkeSsorgthen the "2" key is
initially pressed, a "2" is correspondingly displayed on the device

di splay. Pressing the "2" key again changes the displayed "2" to an "A",

while.a thirdgpressing,of the."2% k [ ts in display of a . ,'B'. and so
on. G e ni AR RETOHE el e PLe AR T Bl SR ik e

al phanunmgaiac/ik yRatimekid e gpd; KeyDoabrithiibh\scebeal VatiphomedinistsFyiet etan
require as many as four presses of a key to obtain a desired character. The
entry of ohpiphamumasicicharictershipye been ¢mplopgchindand-deldgievicas.uPae yuchapproash

di fficul : i S 4l not

provi de 8% Q{C gﬁb gﬁadzgﬁggu Zé%%%?gcg( amgarda%{ﬂérﬁit%%gggmﬁ Y{gﬁo\gglggz%g'g%}ét ers
nmust be 2Dodewickat Stie ifiyll keydosidrig fanitiantoi madt uests,@hd thwopressinposreactoagion of by

ot her _data, entr rrangepent. Stil| .another approach tq data entry has been
Lo pPBvi GBUYH Srele B S prdstdnens ond PRy 8 5%%3?@%ﬂ@@%&ﬁr¥%ges,
with a b!ﬁi&ﬂé& & a fBkePh ¥ B89 sl el iYW RV E tdRirLETHIERR iAd G dIM ke Pbe
screen i mages. For exanple, a first screen nay be used to display nunbers,

whi | e addbttonshel vesysragdhaind the uss ofl a stylusiis pecgysany fonalbtatentrychar act ers. The
overall nunber of screens required to display all al phanuneric characters
depends on the size of the display. Three or four such screens are often

required for ansERkhpstbsdd ta)datalbhey®as baenQfse of RoameABbAL teléphongs 10 can be
quite conﬁalhgx and time consum n‘g due to the necessity of swtching between
ajphanuBeeriq kaypad t

screeéds. wheretnomyitiple pressing orractugtion phaaindbidust keyallpwsel d dat a

processi eV LS..eler Qr ' i g L he
Gevi co. R RhEEE bRtk b eR bt tiactd BioThe 08) HoPEOATE oo cy
check ( CRE)kayab tnilialty srossedad 2" $s ¢rpispaldingli Gisplipédoretiecidviey dapliiyvi si on

al gorithm enbodi ed in software, which is relatively slow and inyolves
consi der gmsgngg?gp'[}t"gpy agan changesths glisplayed "2" to an "A"; while a third pressing of the

"2" key results in display of a "B", and so on. While this approach allows data entry with a
30 relatively small alphanumeric keypad, the entry of an individual alphanumeric symbol can

require as many as four presses of a key to obtain a desired character. The entry of

alphanumeric strings in this manner is not intuitive and is difficult for un-trained users.

Further, many telephone keypads do not provide for the "Q" and "Z" characters, and entry of
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One approach to faster CRC cal cul ati on has been through use of a software

| ookup table in conjunction with AND and XOR operations to performthe

equi val ent of the division 20 algorithm This technique is still relatively
slow for large data streans, and requires a significant anount of nenory to
store t hepd@ekakPetsaRh® be e @dmmedetedty H8sdf a SordinRidn SRGb-or MbEXEWR drast er
technique utilizes a CRC circuit enbodied in hardware, together with a
sof t war e Hyosipertdatatentmy@rrangamentt hr ough the data stream witing each byte-to
the CRC circuit which perforns the division algorithm Wile use of a CRC
circuit increases speed, the 25 overhead of the software |oop can still
require relati i forlid ; ; Shilal, |
anot her consi dsefgg%ﬁlogﬁpig%@ﬁgér@-@ Elgl%dent(tjﬂg?gs B%ﬁlg?@(?ﬁ%é%ﬁ%?éﬁg&fﬁg gfﬁﬁ? ?l?érlgy
assocbat e diffedentaciden igagsst with@ hutten dekeéxprodidep kasllowkivitthing betywperctiel y a

i xel - b 1jquid tal. displ LCD) . Dat tput .t i spl
R TR R R R P R I LT
through thgigHAIRElecAsR usld t%adﬁpwyf Alﬁh#&ti@cl?a\f&&ex@.t The bldFBll hemb&GordbRBhaY

controller. This arrangenent is slow for pixel-based displays, as nany
byt es nusequiredde displaylall alphianumeri¢ ehasaatiess depends emthersizel i leendisplay.cThfeaoact er

i t he di spl d th h f th f iS | d
by each BOWEUER Sircens A6 et 1675 SR afprdro o Bhiry B AnbEnsrE alrties °F ha
mul tijpl e 4B 8E uitt¥Singlex B8 tie cbmihg bifle @7thé nBleiSSTisMatcHifY beSfeen 8kdens.

val i dati on of "authorized users is yet another inportant consideration in
t he desi gn and operation of such devices. The standard techni que for user

validation is ntry of an identification (,117)..ch t string by the
eer - The ent FsiRgpfart ot filin i hE et QrEPRLREBla ShISRE Y 1| ngs
mal nt al an@vicQs_ BRrraF H@¥ctin fot aﬁgithlruatilﬁoéés\dédﬂ%f e devike. EHSr_- &ddilvalie searches
through the list and conpares the string of iInterest agai nst each stored

entry unttypicallypatréad qus using arclisrredyndancy ¢heck (GRChealeplgiandthatis typipally s

exhaysgt e j ' [ [ toRr ) j y

cear dn | dmpleifnledtly d Gyl A ARG sk R b I K rol LAY BRLY
requi r e anvavgeoasiterable cbmpetxivyaltovedhtat.e t he aut horized string list where
the list is large and the string length is |ong. For exanple, storage of
4,000 strings with an 18 character maxi num | ength requires 72,000 bytes.

Further, the to e, EALh E@ﬁsﬂcePCR@l 5ajlaﬂatﬁ)grﬂa§‘f)i:eﬁﬂﬂrou‘é’ﬂill}

dof $sARREEHRREp UPON
the string length, can be quite long and result 1n~s gs?an%(?al del aypduri ng

user val itakd¢ irosonjulistidinvith ANDand QR mgemtianstogedrfbon theaydivaiEntotite division

i ng devi ces. t hods, that al | i ck .and try. of
P onato vkt e T Risterary ot Eitivelis O i s AR suRaRY SRR fecki ng of
dat a dur isngifedaat &ho®i o BEmicRP tdstieithd ROk Up taHIE fe.£.05 B2 BtétoR Y 16HCACREY.Ch

provi des for rapid character string conparison for user authentication. The
present iAvesenifesierdeghnidueailizes 2 GRECirgas ggbodied i hardwareptagether witha

general | f1.Gl i I . RY:
T 1| RRRIHRCRPE et ST eEh B PRl it 6B W Tk 00
cyclic r eshictdpertormes higcdividadncdlg@ith@mn SWhite aketof afRC eRsuinhcrbavdsepsed, tHee
apparatus of the invention, in general termns, conprises a nenory, a direct
menory acvedisadefthe spirware dors eanstill rgqwsUplabvely dongreriedn el fime ferdarge cycl i ¢

redundangy.£hegKifd rcuit operatively coupled to the direct menory access

Still another consideration in hand-held data processing devices is the time associated
with writing data to the device display, which is typically a pixel-based liquid crystal display
30 (LCD). Data output to a display controller typically involves a software-executed loop that
increments through the output data stream, writing a byte at a time to the display controller.
This arrangement is slow for pixel-based displays, as many bytes must generally be written
in order to draw an alphanumeric character or icon on the display, and the overhead of the

software loop is increased by each byte that is thus written.



30.controller, with the direct nmenory access controller configured to

" transfer data fromthe nenory to the cyclic redundancy check circuit, and
with the cyclic redundancy check circuit configured to calculate at | east
one check value for the data. 3 The apparatus may further conprise stored
progranmm ng configured to seed the cyclic redundancy check circuit with a
selected initial value. The stored programm ng may be configured to set up
t he direct neldany workessircumentotdqaire what mudtiple neryhasewccsss agbareldeld dataa dat a

stream a nmenpry destinati addresg for the data stream and a size. for
Uhe. dat a PEOCEEBS AR VicRoan o BRlIqf o R Sha 1 3 CrsopisT CBherieg Forsidceation

i ni tiate;f fRNREGH oAl o%é}gti Bsush g@ﬁ@%sbyfh'é*@?anghﬁiﬁi;@cthn{q?ﬁ%ﬁ/%s%?Gﬁrctﬁti&?ﬁt roller
fromthe nmenory~to the cyclic redundancy check circutt. The stored

pr ogr &nmiengy ofign fdentfieatiob ¥)arhfifagter stdng by theaden Tl entidrad eulingyictarspared

redundancy .check value framthe cyclic,redundancy. check .ci.rcuit and_store
the cal QRS 1) BF authorized SHies yanaiogd Y5en ATy, prisin i gFice memeR The

appar at ugofiB¥ee sb "thfdu ?ri?-‘l b AP dpardd O t%gBH ' HﬁrO' | er
operati ve?y cpgtfp?}gg&ttg tﬁ% i?sect rrerﬁ%arry aC(S:es corﬁfgrre%ﬁ%g@?ﬂ%&tlﬁﬁt e direct
menory aeoeysnitlonmawoh isfound nf inpilrtksllist of stosdsstrengsds dilspbtag. The Hstds r eam from

the nenory.to the display contraller. The apparatus . conprise stared
programﬁt%ﬁcaglé’r‘?ﬁaﬁﬁ‘?dég SP%O%WI@W%&%C"H?% ﬁ’g opRet: @%P%F{’T&PWT‘OH "&IBET)I ay
addr §s hRinbhRoflded Gh'1EfiRe SBfgeUmdulEofthéR6ty RIS thebRBZeFQRNE AL €

with a source address for the di'splay data stream a destination address
for the oiherd thy lidbis darge amhifre string length isdond. Korexampls) stpragaiod 4900 etimgs and

initiate transfer, of the display data. st by t i rect,. menor cess
cont r ol + AR} Erafieies st R ek BalinS D thbes, At e hF Ronlef B
conpri se stringRehParisdiy whidhak defdnd@aipbh B striEIRREH, 0 1R cﬁﬁ/t@'ld)rk‘% dnRdeianCy
check circuit using a direct nenory access controller, and cal culating a
cyclic reuhstanaiabdelehduringuseialidation.he data stream by the cyclic redundancy
checE circuit. The transferring may conprise seeding the cyclic redundancy
check™circuit with a selected initial value. The transferring may

addi tional |y qhegeris acosdihglyagesdfdrih@ndtheldalataprotssying dedcasamd rma@hddsahdter
with a mepory source address for the data stream a menory destination
address PHewianickdad sastengaaf alphanumericbaragiers Peusgsy thak provides forrapigiseror

enbodi ne : %yﬁg I j I Bl At | : t he
dat a strggﬁ?g$n?ﬁ%£ |rggf%ﬁ§%8§§ﬁ%§§gggﬂgg ?f%ﬁ?giu?%a%%g&g§@ﬁ?§&§gﬁ@%dancy
check ci faunpid chhmcter string eomparisondyr ysar adimticatnpr. i Be frensineentiongatsledy byt e
int dgta streamto the cyclic redundancy check circuit. by 30 the direct
rorofy. adiess Beaseirutl droinehanr e W Fare R ferfiggias Ceindheng

cal cul at gacigy&lndart. edundancy check value fromthe cyclic redundancy check
circuit and storing the calculated cyclic redundancy check value in the
menory. I n sone enbodi nents, the nethods may additionally conprise 4
transferring a display data streamfromthe nenory to a display controller
using the direct nenory access controller. The transferring of the display
data streamto the display _ oty ©r THRINVENDN Se setting up the display
controller wwth a display destination address for the display data stream
sett?ﬁg up the direct nenory access controller with a nmenory 5 source
address for t i : I hnat b for
The. di spl ay dars SERGatpRkes HEFAD pldiRe AbatiT el e R MR R R

i ni tiati ngictlatiosfiadaafprodessidg dptiess. dht appdratesnf thy inveatidnrie @enerdrtemys, access
controller tqQ the diéplay_controller. BRI EF DESCRIPTgpN Cf THE DRAW NGS 10
The i nvefAPPBHSRA EIBrYnd HiEeqt FRImory AeResSEWELET OReEatyeliouPted ' FE PYMPwi ng

drawi ngs gnq a cyclic redundancy check circuit operatively coupled to the direct memory access
30 controller, with the direct memory access controller configured to transfer data from the
memory to the cyclic redundancy check circuit, and with the cyclic redundancy check circuit

configured to calculate at least one check value for the data.



whi.ch are for illustrative purposes only. FIG 1 is a schematic
“illustration of a keypad in accordance with the invention. 15 FIG 2A
through FIG 2H illustrate the entry of an al phanuneric character string on
the keypad of FIG 1 FIG 3 is a functional block diagramof a data

processi ng devﬂhfeeasbﬂaﬁgﬁpagqaﬂﬁ& chgisggto]Eéa rb%}uﬁmihg&néggu@désaéd e f ! OW

chart illustrating the transfer of ‘data from I rect nory access
cont r ol | eyclioredur@@arciheckictrcuinwith @seldated énitialt valueh e hierstored progran@binglnGy 5 s

a flowchart LI g(?trati ngﬁ%{]e transfer of datﬁ?,l errHa direct mam)r%/F access
cont r ol | &F° cPBIHIET WieLyP HGiiFes) MEMOPACEESS GPARANAS Wi hmEmary SUEsadgrss Fi G
6Ais af | L tq : ] LSt A check
words for 5l SRanrh e RET KM gr LR o heRiishl afla L MR

i || usBr atstragmi ke storgdarogramntihg anaglajsodewoefigured tinittetrarstariofithetdatd he | st

of authorized check words. 5 DETAI LED SCRI PTI ON OF THE..| NVENTI ON Bef or e
the subj SHEAM Ry & FERS MEMPBLRGCEHSINF %rﬁngn}%Retmgrﬁamta thseeyGheiedendangy t hat

the inveRpiaiijcaitn ot i e btGds! r@p?-g' i ntion
descri beghbég{béﬁltaghgg@gerdi Igg%%ﬁlsrﬁ lggﬁe par tbi%gal é %ﬂﬁ%ﬁ%gélgﬁ%ﬁg cgéélﬁcmade
and st i | [redualdhnoyichbdlnvalieefremdpecyelic rédundppaymtieck dicaitrmnd slore ihs calcslatedo be

understood that the term nal o enpl oyed is for the purpose of describing
parti cul & W#@?ﬁ&ecﬁﬁgquYWSqurﬁ%@nded to be linting. Instead, the
scopgpof the present invention will be established by the appended cl ai ns.

10 Any definitions herein are provided for reason of clarity, and should
not be consi déihedppasatus mayj ingertdinentwdiméntslalsarrompeiseatisplay coerotisrused

e oo RS A e R R0 B ETRE o A gy ono

terms "alcphasllerebhfiguedtbloatinSier a ANPlaydaR R MAETdrS tRABAbry ta Ak d§paati cal
equi val ents thereof as used herein neans any nuneral, alphabetic |letter,

nonosy! | &bnEclisynibbe appssAtysiRy gemprispaigred pragegmmingrassfigueatnsei yphl or any
ot her <sy ' L be | ty a .
oLty 0h S0, PE RS I B A TR AR el
exanpl e, comialier alithhuedoatcel adtifees for thy dikplay dataetiedns ,a deBithation address for the

display data stream, and a size of the display data stream, and initiate transfer of the display

data stream by the direct memory access controller to the display controller.

20 The methods of the invention comprise transferring a data stream from a memory to
a cyclic redundancy check circuit using a direct memory access controller, and calculating a
cyclic redundancy check value for the data stream by the cyclic redundancy check circuit.
The transferring may comprise seeding the cyclic redundancy check circuit with a selected
initial value. The transferring may additionally comprise setting up the direct memory

25  access controller with a memory source address for the data stream, a memory destination
address for the data stream, and a size for the data stream. In some embodiments, the
transferring further comprises initiating transfer of the data stream by the direct memory
access controller to the cyclic redundancy check circuit. The transferring may further
comprise transferring each byte in the data stream to the cyclic redundancy check circuit by

30 the direct memory access controller.

The methods may further comprise reading a calculated cyclic redundancy check
value from the cyclic redundancy check circuit and storing the calculated cyclic redundancy

check value in the memory. In some embodiments, the methods may additionally comprise



20 punctuation synbols such as "periods”, "commas", "hyphens" and the I|ike.
The invention provides devices and nethods for fast, easy and efficient use
of hand hel d data processing devices. Hand hel d conputing devices often
have only small keypad and di splay areas available, as well as limted
menory Cﬂﬁﬁ'@éﬂn‘tﬁﬂé d1s-EF® da'iﬁ’ﬁfétaanﬁoﬂQHé ﬁﬁﬁqo%nﬁ) 2HAspIBY bafR1BF &thjﬁefd%ct inter
alia, quick and easy entry of al phanumeric characters on a snall keypad or
keyboar d memny dcaekreesintrabend Tow! toank tetriingoffthe dtsaltaadanaatrsdrertcsthefdasaﬂawwl ting ef

data to the di I d fast t t hent L f
dent | 11 ESTTURY Eitd PR STt SeoBbicoR oG bt s SERER et Madesshne
dr awi ngs gorftRE dﬂsbﬂayasta@&ea\fﬁ d%an%Qﬁﬁﬁe Hh&t%ﬁﬁgtacde@y@dmxloﬂer wih @FRegigd 10

t he apparat us and” nmet hods shown general | IG 1 through FIG 6.7 It wll
be appr esownteatdrésafort the displagdataussreamy the ailsgplasiestmwonfad@assdbr te displayas to

det ai | f the t t hod to d i, th
orior or ShnahBuR Rk Sor 205 LR arh R g B R RS tsap Bkl o
di scl osegdydiek sj{aredﬁlaet thEMEAL dcBlksicanWbIRe kO BRUilay PhirfRE&I 1 Y in terms of use

in handhel d data processors or conputers. However, it wll be readily
apparent to those skilled in the art that the |nvent|on may be used with

any type of data processor, | e, desktop and | aptop
conputers. It should al so IE%IIB C&’i‘%{?% X@R WMNGed in the art that

vari ggs functional conponents of the invention as 5 described herein my
share the sane | ogic and be inplenmented within the sanme circuit, or in
different cirdbe mvemtmrn will b moresfullRainderstond byaskerencertpdhe followinegrawings, or
keypad 10 anc with th nventl on is shown. Keypad 10 includes a
plurali tyh(ljc;ll' a?l r ¢ ustrﬁg}'%purgpses%p keys 12, and a plurality of 10
second, "soft" keys 14. Each of the first or fixed keys 12 on the keypad
has at | east one prinmary al phanuneric synbol 15. Additionally, one or nore
of the fixed KEydl iggpchimaicdllygeasinnsf 9kemﬁaha¢ﬁ9r¢@ceyfﬁbéhe mwﬂrﬁwﬁbm s 16
assogi ated therewith. As shown, a primary al phanuneric synbol 15 in the
formof a single nunber or numeral is located on the central, |ower portion
of each of thElG.i2AsthréghFIG2 2Hvillndtmateshe endp ol ammil phantreeic icharagteistisg a6 i n
the 15 fg}egg of t re& or four roman al phabet characters or text-rel ated
synbol s édGi b the upper portion of the first keys 12. The first
keys 12 thus display al phanuneric characters in a manner simlar to
conventional tel ephone keypads. The first key 12 displ aying the nunber "1"
as a pri mary EIbeﬁnarfmndtiDnshbibdd dingramuafeisiatd protessitg o viaé phatberdahestwigh s, t he
syrrbgé}sn&}p "underscore”, "period", "slash" and "dash" as secondary

al ph Ve act ers. The first 20 key 12 displaying the number "0" as a
primary alphanunerlc synbol also di spl ays non-letter secondary synbols

correspondi ng_ to "bl ank space", "backslash", "colon" and "comm". Prinmary
and secondar yFEp. ;ﬂwaﬁa}wwrtsly#ﬁbﬂt@gﬁ@ trangfeneyf dafa frpims p Hisgs MesNBAPREFE on

first Keyshddfier ffa (R &&u@??&c@ﬁ&ﬂg@% ARy ERidhNe Tirst keys 12 or

el sewhere I n associ a |rst keys 12. A delete or backspace
key 18 is included to allow deletion of al phanunerl c character entries as

described bel gw., and an "enter" key is_pr VI d d that may be used to
ent ef> conpl et g@-cﬁé@ﬂf’t“e?h%‘ﬂﬁ‘ﬁ&&“g 'é%nsgerro 35?“\}%% AesFShe

controller to a display controller in accordance with the invention.

FIG. 6A is a flow chart illustrating the creation of a list of authorized check words for
alphanumeric character strings.
30
FIG. 6B is a flow chart illustrating the comparison of a alphanumeric character

string to the list of authorized check words.



programable to carry out a selectable function upon actuation of the key
20. 30 The nunber of second, soft keys 14 as shown corresponds to the
maxi num nunmber of secondary al phanuneric synbols 16 associated with each of
the first keys 12. Upon sel ection and actuation of one of the first keys
12, the correspondi ng sec 10T 6 associated with the
actuated first key 12 are?%?§%¥gégﬁegﬁﬁggégﬁgat|ogkéfﬁh t he second keys 14,
wi th one secondary al phanuneric synbol 16 displayed 7 in association wth
a correspondi ng second ke¥‘14._The secondary al phanuneric synbols 16 nay be
di spl ayed di r &&forp thasuplst yepinn ik dpseriped %hé&ﬁ?u@rbem“@mséﬁ’édh%{dﬁ‘eacent to
the sec - L spl I j i.at i d keys
14 5° o a0t b unleadh B MRS (ARG 0 RS BOEAR ARplbcbRRE RS

t ouch3 scivegatidnsaf tHespasticadraintbodiments maypbe imape sedlsti fall vaittdh she sappe2f théi spl ay
22 may conprise a_Ii?uid crystal, LED, CRT or other forn1of.disRIay. In
handhel d 2BPR3GEY Flains It igialsgita pe sndsstped et e tesminglogyempleyed isforthe pampose
crystal o ﬁ%%ingr al’tgalar.-g%gﬁin?e%segm f!'n%Pl d§3 td &Cfi@ﬂﬁ%. fns[e'aﬁ' e gc”b erern
are di splayed al phanuneri ¢ charactfers selected accordin 0 selective

act uat i ownf dfe pkésehtiaventionmawiyl leresfablisted bogyise dppeaded ddiannd keys 14 as

descri bed bel ow. By selective actuation of the appropriate first keys 12
and second keys 14, any string of al phanunmeric characters nay be entered on
t he kgypad 10. . [Walsp ﬁ;?ﬁ i i 12 results
int Eg di spl aﬁn 3‘% gp {@ﬁgh%‘ré}norrggﬁg a pﬂgﬁxﬁﬁggroin?f%%lg?}gtgg grs lfl(%LLgé g?@e 15

sel ect ed considdredkasylirhRingn Tt sephaicalf dndl sdieRdfic temtls ategicheras atetiatended fochade spl ay
of the carrespondi ng secondary al phanunmeric synbols 16 opn the soft keys 14.
"t the piie R TR A FORTEOLY HORotas o Qi o ng i Cipiths 10 VEICHRES 2yrbo
that thejlzgfionbaifs to enter, the secondary keys 14 are not actuated. If,
on the other hand, the user wishes to enter one of the secondary

al phanuneric characters associated with the second keys 14, the user nay
actuate 20 appsopriate second. k 14.,, Thi,s, results in,.repl acenent .of the

i spfhyed pri oo RRamaRrie Pt Y BehARRSes SRS R e

sel ect ed eg@¢ABAS thereIf B ABBETRIEIf nfdaAs /G RIimeralChlpRibetic IdiRr, R oYl of the
keypad of FIG 1 is illustrated in Fl 2A through FIG 2H 1In 25 FIG 2A
a first symeel, redysyllabic\spimbal, gixs pyrabal, mptd symbaleerany (ofiea aymbel whiehmagbeer " 4"

and t he Of [ "G, "H o« "t 1S
el ect ea T HEEERNI AORARETRL b CUBAELERSr, Fxprpy P enslopriceey 1,
resul ts charadten? melule, bhwaynofidainpld romin slphibealettbiseAchbidnuasidisf #slul ts in

the display of the letters "G', "H' and "]" on the second keys 14. |f the
user 20 at PPRftdating;symbolssueh §s \ReERdY> CATERasH-hBYRIsADetndthe likg.ne” ent er butt on
20 may be 30 selected. If the user instead wished to enter "G', "H' or "I",

the appropriate second key 14 is
The invention provides devices and methods for fast, easy and efficient use of hand

held data processing devices. Hand held computing devices often have only small keypad
and display areas available, as well as limited memory capability. The inventive devices and

25 methods provide for, inter alia, quick and easy entry of alphanumeric characters on a small
keypad or keyboard, rapid check word calculation for data transfers, fast writing of data to
the device display, and fast and efficient authentication of user identification character

strings.

30 Referring more specifically to the drawings, for illustrative purposes the present
invention is embodied in the apparatus and methods shown generally in FIG. 1 through FIG.
6. It will be appreciated that the apparatus may vary as to configuration and as to details of
the parts, and that the method may vary as to detail and the order of the events or acts,

without departing from the basic concepts as disclosed herein. The invention is disclosed



sel.ected and actuated. Sel ection and actuation of the second key 14
displaying the letter "H' by a user, as shown in FIG 2B, results in
repl acenent of the nunmber "4" with the letter "H' in the display 8 field
24. The user may alternatively select "G or "I" fromthis set of secondary

al phanur"}:‘}ﬁhﬁn A 85 ise I hdnfd elh‘%lraL rocessorésr f](;ﬁ?;‘!meljs nH'(:)k\@velzﬁwrlﬁF%esent S

t he ent aracter string t at t user w shes to enter e enter key
20 may becgdilgappedentFo THose sisHed metie an it theeinvention paaycbet used Mithtangftyperdfer ed-

al phanuneri ¢ characters, by sel ectin nd actuating the ro rlat first
keSs 12 éﬁ@/%?c“é%’é’dﬁﬁiua@ﬁg omxm&les%éﬁmpiaﬂﬁﬂpap @%’P%"éﬁ oleshald afabsct uat i on
of a Secgggarédt%sﬂm‘ésmqﬁgdmthgg&trmt wg&sa& fgﬁafaﬂ@%@%&eﬁxgﬁ%ﬁﬁ%h iBhl s set

of secon anunmeric s results
in displ dysoubedl h&remunherhai'erhe isamé logiidaribenmplerhentdcheitipinelé camsd gircait| @dhed
"H, and %;;L\f? di sp Ia S the |etters "A", "B" and "C' on the soft keys 14. The
user ergq{,cgcw F?ﬁ‘%ﬂf%‘é@sthe ent er key 20 to enter the character string
"H2". Or, as shown in FIG 2D, selection and actuation of the second key 14
corresponding to the letter "A" selects "A" fromthis second set of

al phanuneri c cRI&éamng 808 to BIG I, ekajlbcmrdorkegpdcaﬂbnmtoxdﬁndeheitmthmarenhah isi n

the display field htheleter "A",.su ” s di splayed in
field 24shame K f?iﬁﬁynémeéra BaliESt gl R Erore lﬁf:%gkﬂy A2, 0 BT RARE ¢ o
sel eﬁ)]' V@ec%ﬁ&“%ft“!?eg@fmf IEaSh oh%%rs]t%r ﬁﬂé’d E@ﬁqmm‘%ﬁé’ Re d‘hQs Atﬁ%a[s?@ﬁ:e the

| eng of the chara string E,” user selection and actuation of
t he firsprikayy ﬂlﬁhmmcaymtiolvﬂli Mdm@ormﬂly;mwwrahmhaﬁmeémed ksysubay h&v@"a and

o Soh ny  STEOTEY MR BHARStn Y ATy dsagisfea 1Byt ADfhay e pfiiieh
al so res u%ghanﬂrﬂal&kya%ﬁys R the A&l 61t d 8hge nifthber aé'hume}”al lméateé n ke deh@aisecond

keys 14. The user nmay enter the character. strin , contlnue fo
sel ect atwariportin of ieactnefi the &irst Seysekd;, wbile serondary haown@ﬂic sym@@&mdh« ey 14

O e FED Bt difte of FouR PR Rlph el kifracitrs PF R Hedasbdl YRR Thheih "

di spl aysuppe p@hﬂiﬂ%@ﬁ@ﬁﬂs@kﬁb anadqhe figst keW¥V2 thirs GspRGajhanemed) @atdciess in
actuation of a fourth fix key 12 correspondi ng to the primary
F

al phanungmaanehdmiet econentigny telephanedwyrads. She ﬁﬁk@hb%é’tsp@yl@%bea@{"éb“é "J",
"Kand S asﬁsimarkrﬁﬁ%l& Mﬁ%&g oﬁiir&HJd@é’?ﬁstéda de'a glh%@t‘}eu H6nd'Salboehr ent er

t he char acter conti iue to change or engt en t
char act efurslerscog" b'y)emdé's Slashy" aﬁkﬁ‘i'dasld'rml sedaaylary alphanumeric characters. The flrst
20  key 12 displaying the number "0" as a primary alphanumeric symbol also displays non-letter

secondary symbols corresponding to "blank space", "backslash", "colon" and "comma".

Primary and secondary alphanumeric symbols 15, 16 may be displayed elsewhere on
first keys 12, or may be displayed adjacent to the first keys 12 or elsewhere in association
25  with the first keys 12. A delete or backspace key 18 is included to allow deletion of
alphanumeric character entries as described below, and an "enter" key 20 is provided that
may be used to enter completed character strings, or as a reset key, or which may be

programmable to carry out a selectable function upon actuation of the key 20.

30 The number of second, soft keys 14 as shown corresponds to the maximum number
of secondary alphanumeric symbols 16 associated with each of the first keys 12. Upon
selection and actuation of one of the first keys 12, the corresponding secondary
alphanumeric symbols 16 associated with the actuated first key 12 are displayed in

association with the second keys 14, with one secondary alphanumeric symbol 16 displayed



Sel.-ective actuation of the second key 14 corresponding to "K', for exanple,
replaces the "5" in field 24 wwth "K' such that the desired al phanuneric
character string "HAWK" is displayed, as showmn in FIG 2H At this point,
the user may actuate the "enter” key 20 to enter the sel ected al phanuneric

character. string "HAWK" for data proc ing esGrihb 9 furt her, | ow.
a " Ehe’ dndohlon S ot e BlRPLARART! 90 A1 SR AAE e Burors e B
sel ecti omaysk @spliididdRe®f o R seedidaRlys a4 as §Howat, or dikpagkdRlyedidoand second,
soft keys I4 in the manner described above. In the event that an incorrect
al phanunecé@ddgnh . ondisplagehelsevikare dvasspdiatinns\pitasesand keys ldser may press the
"del ete" key 18, to "back track" and renove 5 the unwanted character from
di splay 24, and then select the correct al phanuneric character by actuation
of thg appr opr#eerfR¥iPmer¥hH¥n ¢ FILI1E k¥ypadITelié i 68 SrACHa tdust dcrdt@Shatsé N9
keypad 10 may be achi eved by actuating only the first keys, and not the
soft key®venaid ogios pipeyimpssedeith adbispjay 32 tPisplay YAy somptisFatiqeidamystad, t he

e S 36 b Rl ot B30 T R SR PSS S Lt 19
primary ahefamoranigidayag GsplHesaorD. Wohfostresatdisdy Bineludadny fiefld 24he
second keys 14. In other instances, a desired character string may require
successi wéezgin aegrdisphaystl alpheneuericdwemeerk eslectgdiaogprding io selegti veractralioniofg

15 may b CRemb T AR G il B P SNBSS0 TE 00" 6 G splay

the characters "D', "E'" and "F" on the second keys 14, followed by

successive actuation of the appropriate second keys 14 to enter "FEED'. The
keypad 10 advditsslsebysacpuationafshecappreprigte fighieys ddapd sscopd kevsclde ps#tFingigs of
20 m xed ' ' g ' t he
i spl ay 55 b EAndYEHERA' Baybe Btied S PETIOITES prétHE SELERRS BF " e
di spl ay 2g2lectad ffirgy kelpl 2Areznlkts in the disflayingaf 1, privhdrl alphamaherichahaepeten d 6 vf theng

only iLn the al phanu i c charac di spl ayed on the secqond keys 14 and in
di spildy Prleptgd S5t Q%"ﬁi?ﬂ gisg 314;5"2@963 of uﬁaw féﬁ?‘@tﬂfﬂaﬁ?ﬂmcom@ondlng

al phanu i : i b ot remain in
i w25 T TRG AURERGhSIC L F5 bh MR ltss By N mEFRYAIpRRNERSA LTS,
keys 12 apuibbloliydispayeddnkiispdayl2d i ftheksyymiaod tHe thel usenvwished o ety ths sezpondiay y

al phanuneri c, char act er be associated . wth each first ke 2 and

21 i ¢ andoUSI 4R nOET e df BeBEAROK B Y vsgE o Reyp RS ong of G5 pEPRdaTY o
that of alghanvteid Masdctdr£h8pd1BE widhthe BaeaRd k@yshﬂ)/ﬂﬁdlsmﬂ?u&@u&é 30 keypad
is intuitive such that new users of keypad can understand its operation

wi t h26i niapptopripte seaped iken 14, Bhishesults itbtsplasement of chadispleyedarimary i r st key 12
results i } i .tk i g}(m i jleld 24,
whi |l e thgib#g%%ﬁnﬁhﬁﬁa,@iezﬁ%ﬁé%eﬁ 1ncﬂfbg§1/%%§ﬁ§1 tg% gg%dl?sp gé/ne onB%'%délﬂlsc%F t keys
14. Act uasharacteoflettefe second keys 14 provi des quick access to the

non- numeri c, al phabetic characters without requiring swtching of a display
screen i mage. 10 I n other enbodi nents, actuation of first keys 12 may

result in di Sﬁhéﬁﬁ&fatié‘rl. hf ﬁé%@%éaﬁzﬁf‘i’?l@.' PRANEIBRddGin $E! ?:?Tgfrgé%ﬁlﬁ[)(}é. .a the

soft keys 14, wth no charact splay occurring in 4 until a

secofl k&JGl12A, sfipt Bsskicy IRhwhahixbsplaysite prirkin@ alghaamderi¢ Char&teagtidvendethe h
first key 12 as i,ncluded both primry.and.secondary.al phanuneri¢ synbol s
15 16 BN R G B R O oy 8 - SR PoserEr ol ude
only pri raatruxtealbp lfaa@mdt@atfowm%&ﬁr%ékeyamemts if QRENRYIE YheAl iR LERI C

synbols. Genera at least one of the first keys 12 will| include both
prinary aiplaydielhdd.aing nesulisrsy the display@f sheilstiers 6G" Wi " aadi"R' arethe sesepddeysent s,

I | i .Stk i.ncl iR
a1 phanamiy 415 b &3 bothlerd e et Myl TP S B8R A0 e

vari gpi orsleibd KEYRAkeld fhsiadl wishidgd ge sitet T@BHI ¥£9" H1Re b6 ik bdcopd kéni4 Re art
upon review of this disclosure and are considered to be within the scope of
this di séplgetad and ayatedis with a different number and configuration of first
keys 12 and soft keys 14 may be used to allow sel ective entry of

al phanumeric characters corresponding to nultiple different 15 al phabets
and/ or writin@ekysdeiml achartios o el second kegVpatikplayigcbolddrntid" v & Dsdrhe

invention is usable to allow nultiple hiragana, katakana and/or kanji
char act ef8oYBIHEIG Betasultia ropla¢emand Pl thgmamber s twikeths letieg "He inetbe idisglay

di spl ayed on soft keys upon pressing the appropriate first key. 20
Referring nowto FIG 3, the keypad 10 of the invention is used in
association with a data processing device ©6. Data processi ng device 26 may
conprise a hand held conputer such as a personal digital assistant or
"PDA". In other enbodi nents, data processing device may conprise a

o o v o "~ o o o o



25 -other like conputer. In the device 26) keypad 10 is operatively coupl ed
"to a central processing unit or CPU 28 via an analog to digital converter
or ADC (not shown). CPU 28 is operatively coupled to various hardware
conponents of device 26 via an address and data bus 30 and a control/status
signal i c R . i a system
menory 32{ %?@h?@éseéyég?ﬁg@%\%éﬁ? g%]éangn%wld gfoﬁn%ﬁ%%ttﬁ%et%og &;vn) such as a
DRAM pr i raghanomen@chargoeerer ¥, the leete0tH Ny shoSRAMEIGI IBerepresadtel tienatiey nore read
only nenory elenents in the form of RO\/i'| PROV] EPROM EEPROM or the |iKke.
Dat'a pr ocldssier steingthpb thefisewisbestogntescine aatapksy Aomaxbe pomsyl. control | er 36,
a cyclic redundancy check (CRC) circuit 38, and a display controller 40.
CPU 28 carries out various 11 program operati ons associated with software
| oadeg@ in menurh¢ udér mbptehtRng & @%Sb& tHesIRE 6f atitére& BlpRACnAGd dhatRRrIBNEr
descri bed above is processed by CPU 28 and stored or buffered in menory 34
for use isalepiingyuachistinathemppropsiaiechirt keys W2 end/ebsecord keysddd s shawmdmory 34.
DMVA cont righl ' f fe. - to CRC circuit
38 and gt 2 Sleei phif s 3 EorBByey 12 MEERBR A ek By

cont r ol | eym#6l 'PAyind aRgErofSecondaiyabptayumenid syehbods "A'h4B" aad BOEiashowal, whiaupl ed
to display 22 as shown in FIG 1 and FIG 2 and described above, an

provi des TEHts hdisplay ehthemumbeh|Zayin Sisld 34 rext 1 the praviadislyeselesmdi "RE| andes a

nMenor; b o 8 Ty n @i i . : 34,
DVA (:1 g nE ;218 lla}? ﬂgg}tt%gz&g’i ‘r%{: %?? 8 Oglrtl%oég ?t}s/kp? 9%;@'03%6??%P ﬁjéi %ﬁg&g?%mea‘g? Srasﬁ ged on
a not her bioa¢rder(keg20sb enve) thecharactensteing I'AR'al Oras sieywpidFIGN RBY seddutiof afd

t hereon by address and d%ta bus 30 agd control/pr'pcessigr;g' interface 32.
Dat a pr o@EWafioR0lfag seaong geyky CoErpPIURS (PARF Itier adsalsctnal’ tompbinasaosd( al so
not showgl: §u : | [ ; ' i - dribye,
and/ or ot hter g@ﬁ@i‘ﬁt@?%ﬂ%?acﬁ%?’gi\?\gr&e%gf grr%ﬁ{agé&n%g? gtﬂ%gi U\é?ooe(rzgﬁsgpr%g %‘g@:&%e 26

i ncl udes fiwhd 2hwith thecletterd'adtsach ¢t tHAY isalisplayed dw finkd2di. GPheafsedmbpeperthessor
26 tg.an external. ¢ Wter 44 via an . nterface cabl e or_ copnection )
Adapts; SEABIGH THRE Hae of S (DieTeenve ASUGH A RtiCepl padasconbeipdd Uss
SCSI, ETkRdkehse fhk REAHRET B cRirh@Er dffs 1394 interface, or other

comuni cation interface systemfor transfer of data to device 26 from
external conmputer 44. 20 Systemnenory 34 will generally contain a suitable

operating sys ftware suitable f t he ergtion. of . the various

har dwar e conpgﬁgirﬁ rsﬁ‘: ’\?\lﬁ%ré\é\% t:?%n %ﬁeﬁpg}aﬁ%%thggﬁ%ﬁ%& 1?85%??8%W‘§21th§nd CPU 28
via the aeégiaesslphiaivendidsydBol9d a6 Bétiodkécdhairy alphbfitatrid Siindolaor ", 3X", Menory
34 al ao i,0¢! uggsn stored programm ng or software capable of carryi n? 25 out
vari 6s oferBf | oSSyt 18 displayah dhe pimber Resuchvras i HAY' anpassy ip displayifialddés

pr ogr anm .S | fufxpC i Mgt sHe from
Temory 34 AR R R e R a1 Yo ooy e seBhE KBl B e

oper at i omserghaysewatitingchane teCREing "TAAL" o3@ntintditosebesadditioniah chidradtery.al ue,
setup of .30 contraller, circuit 36 wth source destinatj addr esses
ond Dt o SEEPUSTE BhieRon ot i sCa Lt L4, OTPIRTAE T 3o 146 SKHACFISh 267 it o £ 0
CRC ci r cydsultSth feplabivied @R tHeQiRayeai"0Cwith tkbseledtd cheRPRHtWolsuapihetialed CRC
values fromCRC circuit 38 back to nmenory 34. 12 Menory 34 additionally

i ncl ddes dippbys theralphgneoerie apatdters SHAM f.ecti ng transfer of data from nenory
34 to display controller 40 via DVA controller 36, wherein are carried out
the operations of setup of display controller 40 with destinati on address
information, FeGUG sliovidbleeané aethitii o6 foarkihfis@lkeyel Pdterespsiidiipabitien addr ess
information and data streamsize information, and initiation of data

t r ansf er Prigiagy aphapymesischataster " and adayiteses ol alphanymenioghawatersoll | .6K'28d Al so
i ncl udedwi n " IS - Sof i aring
compr esse haimoL HWSE e QNI PIET Dy EnERRR Elor SRIPTL OO,
34 80 10HAW 5iosrcoatingto chiaiige qregptissmtheichappedratriny by pressimcakipionacieyef a

character, string input, transfer of the input string to the CRC circuit 38
for conpres rictusdap of fegeeond key deearrsrondipg te ckprlesadmple replasen s on
menory St fiol 28 VB G0 Wch indi . SRR SRREHNCABUhadlikt Rine 2HAWR! i1 0N of
t he conpressed input string. ese programm ng operati ons are descri bed
further Udispbhwed, bSsIERG m FIGURH. 38 thispoimahe higer neayrastuatbethe E¢ritati ken20 e

transfer of binar bet ween the vari qus dwar e conponents of data
processi ﬁ@teag\?isglégtsggﬁpﬁﬂwﬂn% f?bﬁra&fer éﬁl?@sﬁﬁéx)&%ﬁ%r C{al%?mﬁ?sémﬂééée%cé‘b rify
the data stream at a destination. The CRC calculation is carried out by
seeding a polynomal with an initial valu and t hen sequencing through a
stream of data into 20 which the pol ynom gets divided. The dividend is
used at each step as the new seed, with the division algorithm being
performed by CRC circuit 38. CRC circuits of this type are well known in

- o,



circuit carried out by programm ng operations. CRC calculation in this
manner results in a large software overhead and results in delays during
cal cul ati on of check values for |arge streans of data. The software
overhead consideration is particularly significant for hand hel d conputing
devi ces i i I J ' L i ' and 30
pr ocossi 1o IR O (ef ol TRARER O L] Al G013 O R B RIS
utilizi ngelbforcamt acalatien of theappiopdateifirste fingditest il @aniMsédonERGI Ckeys Ul in B8 t
performthe CRC cal culation. Software 48 is used to seed CRC circuit 38
with a déBInnepdssaripgdaaboye Inethe ayent that pREGORRE aimanwmers simbal has besni t 36 13

with the i J ) t e of

byt es i n “Phacaand isphiéh i Ser D 008" B 14 STRARULR RUIRSe T | 1
circubt 3ke teamtedidiarmtdr doin fisplap s idshérelest theaotodt dpHaasmeRE GhdritgerCRC
circuit 38 for calculation _of a check value. Once the entire data stream
has been Byragietewef thy appiopdntekeys 38, software is then used to read 5 the
resulting cal cul ated check value from CRC circuit 38 to carry out an
integrity check for the data stream Since software 48 is only enployed in
associ at i on WiBEnryadphiefynimerid dhardches stiinguising3iteypad 1 OMAy beathielddtsy ci rcui t
36, initiating the transfer of data bé DVA controller circuit 36, and

readout GFtUaKRS eM¥éhe Rrst kays, andmet sl ikeysihrt disnlay b seeradaryy eder nyabolsor

cal cyhati . i { nl ' i . .

calc EP at ing eggsr?ﬁnlg’et? ﬁ g%gn%@oa\y/%téﬁr%g(ﬁ:gg& rb 5(;4 clg%’ %ée&g?\{eg (rgg géﬁ%}n {I%'Lygén\mﬁgﬁla 8
shorter tlesapprepriatdhiisyiadyisd 2bwittt thanppepriat "tat'2!', '8" £RC4C iptienary alpBanuingeric
software al pne. The cal cul ati on of chec valbj\; usi nq controller
Sircut SETAN hexeon, MthaN ACHstion of abioldlin Eond KevS: e 10 AVSHITBRSEH PI be mor e
Ful Iy undesisddendrabiér 5@ meyGBqliRt dukéassife adiBation OFhtio@SseEdid kes 18GifBEN!

100, software 48 loaded in"nenmory 34 is started or initiated which includes
pr ogr amrianyimevering agthatipnoofitfirsteyad 2.o heusa b ssimpledtheichirasterstiing "FIEED CRC

circypt 38, ,set f DVMA contrpller cirguit 36, initiafing the transter of
o alvo e EepiHedonitiyRathe ish BhoRihr herdthn 10 Baptading Hataiben Ty

cal cul at @fd GRCorvghk YesontikeR REoIdwed byt sudcbssivd adthatfinedFithd dfpropride Sdcbidli t 38
is seeded with a desired Initial value for the data streamfor which a CRC
val ue i skey Hetoeates (FBERG. The initial value will vary dependi ng upon the
size of the data stream and ARC val ue and the degree of confidence required
inthe integrity of the-data stream The data stream may conprise, for
exanpl e, dat a Ths kegpadt l@chdwhithgedusly allows aitrypdflibag) coRblex chafkRe beihgs ent er ed
on k boar,dgqlﬁo blé a.user, critical dat ﬁ staored in msm)r%thS 34, a data

st redth t mixedetters and gugbess wogk anyr SYAIChng A4 icsy scaoens g theJisplak et Zbatds.code
associ at egb st ke Q‘Pérﬁaiﬁ%onﬁﬁnt%?%%ﬁﬁe_aﬂa%@e 0%&%’%}{2@! difingfitd éhr§Blkia UP for
transferring a data streamto circuit 38 tromnenory 34. This setup

wi | | gendegpadyl Ocwithvissiel ¢hange oicugring anbyinctbe alptiaresserRrharadtess disglayedaini on

address for the data transter, he, nunmber of. byt i nvolved in.the data
franst or 18 sseoieReat e sb e Selay AR 24, Bt e Shkesbrd R pati R el e o
stream i glphBhdhédEshafiictesd 86 Watle h‘fst% R0MHdrseEdrndke$14 dishih Aevieh! st byte of
the data streamis transferred by controller 36 to CRC circuit. 14

DVA édntroller 36 may tenporarily "seize" address and data transfer bus 30

t t ' t
(o, create @ OHEIRMBlRGA PR PE 6% AR AR ASBITR I, e
dat a str esuont &ke@R2 &f lelypall( alflv up @ faitlseesndaay ol pHaiandrischafhcters ddeor dance

with the setup informatjon provided to DVA controller 36 in event 120. At
event 1565SOBKRIKd K fash fiast ke 1duprd simulgpequslydisnlayegionisaeanddieys bt €8¢ i n t he
data str i j R L de
por 1 odi o AFyRaRA s ARRr 1 B0t i fed bnbf Hlephe ibarimeSE Sy U S uicof™S
streadfn &symdtiemmitiecsichahatinee watsaf keypadas izderitand fecopseedtion with miniaial on
fromevent 120, have ng_&)pﬁ_een sent ,. thtﬁar;.event 140 is repeated. If all
bytes i nitsHECOR Andhis mbRimantseRiation airsfitst kel 2 fenehs ipvmmedipbpdislaraf ri ed
out. At eueRbocti0d Aubh s‘ﬁg'JbH?in_CHel&g@,g%ﬂ&%ﬁpﬁén-flémgﬁé %rﬁb&% dyffboldife dat a

stream by CRC 15 circuit “38 using Ivision algorif
displayed on the soft keys 14. Actuation of the second keys 14 provides quick access to the

non-numeric, alphabetic characters without requiring switching of a display screen image.

10



At -event 170, the calculated CRC value is read from CRC controller circuit
38 into nenory 34 for use in integrity checks for the data stream At event
180, the check value calculation is conpleted. 20 The invention al so uses
DVA controller 36 for fast transfer of data streans to display controller

40 in order to r ce sof d, A at l.ay., Prior
art dat a tppuEEelFEnS iR o Y RERCI 708, BBEF T S0 ARRPAE SRR 1 5
| oop to iahamiBeic datRterdys, embm thyg«m kéysrmownmmb cmraatefimspllawc&@ﬁwm ler .
with the overhead of the software Io&g 25 increased by each lto)gte witten to

t he di splifigld 2 unidra seckind Kepividns pressedy egmbgdmnsuﬂlélﬁ duaech,EG shoevsaaichg out
transfer da dir fromrrem) 34to | ay. con r.40 via DVA
control | élrrsté%ytl%aﬁ H’C&d 6%8 q{&arpjggcé %“F?PW?/H IEUIB%T rrihp? Jofnflpguratl on of
the DyA qpifevel hﬁéth&%mxﬂemkayalﬁﬂmk@ydpzrmépmcmé oh prithdfyat e the data

transfer by DMA controller 36. By elimnating the software overhead
i nvol ved alphanyraerst symbiotsgl opnd sotiseormdaty atphantgnerio symbolei Spherglly aireasobher 40,

h d d d f
and o - oPh i RF AEL T incl R el bR Se s Pl e Per CH MR L8d6' e ng
the di sphaile2r maklf embbditdeatsPDMVAleaty bothedlrstd@yé 02 thclude b@tkﬁ@hﬁyrycaaatséc@nher 40

in this manner can provide tinmesavings of up to 80%or nore over the
convent i elphrnumBesicHymbolsol;, Wa reshayapin %Gvﬁlaﬂémx?el data bytes to a display
contrgller. 15 Dat a di splay using DVA controller 36 in accordance with

t he rl vention will be nore fully understood by reference to FIG 5, as well
as FIG 3. At NaveibusdQBatiGiafsrweysadii® Widloshiggest theRRBREY todfodeSskilledlih Gt 2f
initiated which includes progranmng for carrying out operations 5

associ at sgomfavievsel this %ﬁclwg@par@wr@;msmmdép bgvithimthgscenre ahivis dinstaseiel er 36,

and ini t il

controll ergllf'l%{g ‘%h &e{i/ﬁgfetern %Ing%flag%lcg@ﬁ t? +I er%@g%%g%&?keﬁ%‘gﬁ} di ng
di spl ay assdtoallberseléttive dnlryanf’ a]/plhlamﬁflemmcbrami‘rapdl(ﬂm aymadleiptel diffedeon
addr s in the of di spl contr.ol 4 10 for the data streamto
be t1 H-?PP‘%Q!IS %rgﬁer%%tvae@msr Tr erampe, aﬂﬁﬁpﬂg%‘am%?fﬂ% ?-'. EJHisPHiQRISany
di psl aya'ah 1R MoRMA d;il% s hifd gﬁnaekgtm?%rﬁ an F&g &t%é‘rﬁ tdﬁéfs%&&ﬁ |) data
associ ated wth stored programm ng |sp Icons or other features,
dat a assoudivtiea finittkeysamclsateatvely doplayed om gofoke)alupba pressing thecippropeiper s

ent ered gl? eyboard 10 by a user, or other data stored in nenory 34. 15 DVA
controll is set up in event 220 for transferring a data streamto

di splay controller 40 fromnenory 34. This setup conprises providing a

menory source address and the display destination address for the data
trandfer, andRefearinginge to BIG.By thekeypadol Qefthe invenitondismaed inassrciation g thonva

cont ol | Qiadocedhety RS prck Bty e % iy Sl B el b8 TphBter o
st ream i sudhr arasp‘ewoheloﬂ@yal @M@stmmrl“BDlAér I3 6theperdbadimaiyts Cduvd px@bés@fng%vw@l\/lﬁx

controller 36 may tenporarily "seize" address and data tr nsfer bus 30 as-
descri be@2Y58TRIEG? FHHGPBPYChHRIICISATRRIte: G PG alﬁﬁh&StapéngFEér bagedinrereating

streamt I % SORE 6
conti nuesgoﬂgﬁtg} ?I?Cé%s%ftg%a y éé? tOﬁg)uﬁe\ég)? bl ?/?g]e(r) e dat@riétﬁ{rme%mo{ o CRC

circdt 8tevlike cuvipes Intie dbatca Zﬁuke}@Gd 18 (s oyerativelytcoppled tOMbersmht rol | er 36
makes a uer tes .in the d een
[T anst or PETHEHI T AR oA anplogas 21l SNGRPaPreARC SBRAEOWRF of rmat i on

provided to DVA controller 36 in event 220. This query is nade periodically
after transfer of each byte. If all bytes in the data stream as determ ned
fromthe dat aChJ %Samowm@wlm coupled e vasious hardwate compononts ef demiceo2fovialaave not

been sent .t o di IIer t hen isre eat I f all
ytes | n s B b aNand o sSheda g et R e ol PEREH I oo
eveng( 266hterTdng, 4 Y6 in@fhody 34 wRicAh&iesonsHse Ivaﬁém&@ﬂo@fd‘lérﬁéxﬁ@gwt sibvpt a
processi ng devi ces b

such as a DRAM primary or main memory, one or more SRAM buffers, and one or more

read only memory elements in the form of ROM, PROM, EPROM, EEPROM or the like.

Data processor 26 also includes a direct memory access (DMA) controller 36, a cyclic

redundancy check (CRC) circuit 38, and a display controller 40. CPU 28 carries out various
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5 decreasing the tinme and nenory requirenents needed for validation of user
"identification (I1D) character strings. Hand held data processor devices
typically do not have sufficient menory to store an unconpressed |ID
character strings. In this regard, the invention provides for corrpressi on

of user )D strings creat.i heck val u ut hori zed
’D stri ngrodsn e rdus? e oE s londis sy B Da ERGEH PLHSH g
stored i Kigkdypad 10in the@kdhRct @&REEbddmboheisproasiddy @FUQBTaﬁﬂ BRdkedCaRugeRId 44.
External conputer 44 nmay conprise, for exanple, a miniconputer, a

m cr oconpmmmorﬁmﬁor)usmmog@m epareli v asesiates itk sqftmare tapdpdiiremenp) 34 uch

as an | bas essin ut of. cl one t

corrputei\rpf):ﬂr7I 10 gllghﬁﬁgéfraplgrtmg%ﬂ\f% ff(%?le{rtle%?fy ?lr%ﬁlpfé‘%chipéay
conpuker cohirbllez@0\us atdcoBad flrtervEbR. mg@&m@uém m§?@dﬁﬂbn§%&ﬂsﬁl§

not her board, central processing unit random access nenory I%OM har d

di sk dri gentreliesghasys epesastvely, cogpledito dtSD}ﬁaéé afralefiven indFlfpohiand ﬂGk%mtfbar d,

(T oppy arBecHePEonseind Mofliel &7 SPERNG) aBuRERY O, PIBlcoRfRIE o pﬁu%ésa?
devi ces. mgdindey{(@dtRAbWEIIP o geMdhE/ﬁExyldﬁaded inits RAM an operating system
such as UNI X, W NDOAS 98, W NDOWS or the Iike. External conputer 48 may

have an architecture and hardware conponents |like that shown in FIG 3 for

dat ble f
Lo ek Shdtly . BRI B B R EMTRRE SR Dbl 5
i s | oaded iage drfergBi 6P b Yndherbb@d €xdt8hoWh) mcarmummoﬁél thiYiler hifd iBeRedHnected

calculating CRC values for a plurality of )D strings, sorting the CRC
val ues, &hfdean by addgesg and é@taéﬂs %@lénmtr@é(p@égssmgnéteﬁéﬁaq%?d Daia procgssirec vaI ues

are then é%{”?% Q%{ng%gm%& ?g%gggﬁ(‘ﬁqoﬁﬁ cgﬂlﬁan%}&é)@fs%%%{ §l‘?o§vrp sl £hdAGkK4

and stor orizatio ers o a processor 56 30
When an elnlve,rfkcﬂ)pgldxslkrtb% NIT,cI1adse¢, and/et bihegednvent dmay padwaf2 aletséntdeData

corrp ed agai nst  the f st.ore al yes f r aut hori zed, strings, the
user npuRf‘f%QEF”Fﬁ @f’("ﬂqer?é ipglu nggegfgae%p f‘gmaéﬁ {lowys conmeetion iy fdta her ef or by
progr ammeésfaaée% ame,{z@rmraerﬁpﬁeraa%@arbm%faxe £5L 6 cdn%eagf r4e€%&é&£§:erf49r

that cal cul ated CRC value in the stored list of authorize val ues.
| f the CR®Iimg¢riasedb mayebei inplue foyD of arGRIB, RS-F33uRALIUSR,IEC ] ETHERNEER hor i zed

CRC val u i gory. .34 {nput . 1D string is validat If the.CRC val ue
of the ima] &t %Fhﬁbm‘%@ﬁﬁ‘l ﬁgeai‘;q 'i%h oh‘%g‘?rp@{‘lmcf‘tﬁ@ ]inEFb—{f‘Fe F’ﬁtteé‘? fhg is
unaut hor iiafter & datd toeleoitt 26ifipseabmaRonyilidiey. can be utilized to provide
di fferent degrees of confidence in authorization. For exanple, the use of

32-bP® CRC values would result in only a one in 4,294,967, 296 chance that

an invalid i n@y& eﬁltxﬁélﬂgryvﬁl{%ig %ggr\ﬁﬁ%'chﬁﬁlﬁ% DftaB¥ b 91Ia &%%isteg‘?? Icpgoft%va}g bi t

CRC val ue provrde a one”in ance or 1 ncor on of an
i nput st shitaple foncheSoperdtiofRC theatariens bmrdbvdreroemﬂohentm v@hldnﬁeldpexaﬁ%lyhance of
val i dati on an invaljid 10 s ring. Th he CRC val ues used may

vary accGPR ;;fbtot’BeIPﬂ@ 3409 C 2§ SR the ?@df %@B‘ 30 and control/status signa

interface 32. Memory 34 also includes stored programming or software capable of carrying

25  out various operations in accordance with the invention.

Memory 34 includes programming 48 that is capable of effecting transfer of data
streams from memory 34 to CRC circuit 38 via DMA controller 36 by carrying out the
operations of seeding the CRC circuit 38 with a desired initial value, setup of DMA

30  controller circuit 36 with source and destination addresses and data stream sizes for data
transfer, initiating the transfer of data to CRC circuit 38 by DMA controller circuit 36, and
readout of calculated CRC values from CRC circuit 38 back to memory 34.



The use of CRC val ues of character strings for validation of input string
CRC val ues provides sone inportant advantages over the use of full
character strings for validation. The amount of space in nmenory 34 required
for storage of a list or table of authorized strings is 15 thus

substantial |y 4 . Ear e h ra f 0 thorized |
strings each %@gﬁr@e%padfi g'ofgff i ﬁ}é!uggf érrogmr?%%WPg@Sg%g@to(%?%ﬁW tﬁwgeg ng RAM
space f ordatieaPHeRSEd4 86 Aispla§ combilRh 40 idBYRNEbH B FBARINersiARAaliddy f oL
typi cal hand hel d data processors. Conpression of the 4000 ID strings to

32-bit CR@t thgloperatiprs efcetipdd Wéslayicontrelirr 40rvithddstinatidnoagddvess infprptiones

nmenory space ,. 000 s..f,or stor of the.entioreg list. T 20

Tont 1 Hen B8P of MR PR a8 SuibteuRe o BB Blauh S ol forpabonan ek Smagh.  as
not edsabeise.infotthidN hiyd fit@didniof ddta2Qhst8Hi6, dfaycdaneRe040 irbRQhEREHy 34 by

val i dati on. Conpression of authorized ID strings into CRC val ues”al so

decr easePMAcoatrollert36of time needed to transfer a |ist of authorized
strings fromone conputer to another. In the case 25 of hand held data
processors, lists of authorized ID strings are often downl oaded from

anot her machi gsd mchided hamembs 34 dabhwRie@2 @es@immifg 52 ElphBlelof 3bmbaring at e of
9600 baud via conventional RS-232 |link, for exanple, approximtely 72
seconds &P@Presedi ipput strings taa stoead list pf ecampypssed singgibmpemonyB4fori ngs bet ween

conpyger . L he. 0 I . I 4000 32-hit CRC

var dd: " QunihEich Fi BRbnlld GBS SR ERE Shat P lcdfa obiua race.
The use efansfongiths ipdt dthng td the TR C GirduMe3 & for Bdapresdnén, \sadrvking thd dtorb@ lisiure
fully understood lgélstr.eference to FIG 6A and FIG 6B, as well as FIG 3.

FI G~ 6A icPmpesiestIBistiings g mreanqry 44 &or amafch Madh the sempressedippus s, 9 st ri ngs
in an extegxmnal ! R | ' ti.on, That is,
t he evenﬁgﬁ%%oﬁﬁgm%&%ﬂ %%%%{PIP ?gsg&?)%t I ne égg&%%#o%%dtoﬁyg@odé:?%nbr%a-ng 54
resi di ngfutheabelepar at e, external conputer 44 having a nmenory sufficient to
stori a substantial |ist of unconpressed user )D character strings. The
event? of FIG 6B show the use of the conpressed ID string list in the data
processor 26 {t®C @i%d?tejﬁl%xﬁaiﬁbﬁbr@froﬁdécdﬂ%ﬁriﬂ tHeRkn e of Bnﬁ%/’ daffberd bt Hse of
conpressed data strings for authentication or validation purposes I1s also
descr i bedaiipushaglwdratempongpsl df clata pyoceSsing dddce B¢0@Batiioftobe¢knmentters s Davi d

Hohl et al .. Attorney..Dgck No. LIFE 060.. filed currentl.y herewi th, the
i sc1 oo uPiat B ek e VRe PR Bl S amal e ERony TR FRPGRIBIERY tearBbgnte oo
FI G 6A sgddaf Apelymtanialiwith ah Nt SaRieNd womRguericidd thrsugh dtiedintst data iffoar t ed
to create a list of conpressed, authorized identification or 1D strings.

Thi s2¢r odthighnthe golyaeinjab sets dividasle ribei dbyidenskis yegdeat éactnstemasibg ueyiseryl, with

aut hori z . rh DG r i . hRg .cal: . val ues
t her ef or ?I%achglsg%ra;l nghlg%g&gtpgff?h{g}&iol%nghQé%B%P g'co%r;kg%l %lg@é%%llfghés B&F hgg(:gsC 15 At
event 31@elltkmewhiin gie arDusiineed got i destribedddrdin.om t he nmenory of the external
conputer 44, .and in event 320, the B7 string is conpressed by cal cul ating a
CRC value for the string. This conpression event may be carried out by
conventional gqidufios of BRI HHRSor nifhbbASiRKd eREai G ek Atally ihlolved
typically have sufficient nenory and processing power for 20 a

all- 2df t wapkwareriporfos irsmerogeingtthongh tetdatarstieameing writing of drytes és thedfRGay be

ied out .with ircuit togeth ' ft | f i
out | the SioLbatiedoy By aprming SPREHLES bR Corirdfin i apBen i tap” | "
conmput er 1#de §BEvRE oGRREddHAT kUl irf AQay¥RIIRAE cAtuldBbRoPERERFEIAEs fPlaryd t h dat a

associ ated with each string transferred directly fromnenory to a
circuit vireans ahdataiThewpftware aveehead aprsidesationrs partiFulaly sigaifivantdor hanged

compr ess b aRRR G BPlse T Wi OREa e TubbheR Lt EtbB b o SRPRFHp I Ine T

conpa@sspebesdsingygdvern the menory of the external conputer. At event 330, a
query is nmade by programmng in the external conputer as to 30 whether the
| ast string to be conpressed has been retrieved fromthe nenory of the
external conp A . ing:.t [.eSs S - en
recei ved and gg?r%?béégsté%{éﬂgégﬁ%erg%ésiqglSc@%&?agg%g&tlﬁiﬁ%q?% ‘f@%@%‘ﬁ‘?ﬁg has
been r ec@b vecodjtmtioeithr REGkc6i0 BB kepsfiam thy ORC Sifulatsore Bofivedle 9811s.usdd

Event 340 prquides for_retrieving the next unconpressed >D character string
fr om menth 3ed &R G pircit Twith anesizeaidnitial yalpte and i toad thendMes sontrpdlesgirquiffopy

calculating a CRC
13



val.ue therefor. Follow ng conpression of the last ID string, at event 350,
"the list of conpressed 1D strings, which is nowin the formof a list of
correspondi ng CRC values, is 5 sorted. In event 360, the sorted list is
stored in the nenory of the external conmputer used for the conpression

Process Qiéltkﬂhgadgms Hiné Fst%yt%:?lg t etcﬂl? ﬁéeﬁfélegd thesrtlurglger%yt\ég ?’(%)r str&am for

downl oad trans erre at'a’ processo use'in

user aut hﬂntlzat)&ﬂwcza@l@cmvmmaﬂeﬂr&D&BAcEnmlsd‘rerrclﬁfB@ bR n hQtosdaeic £l Ilst of
conpressed 1Z7 strings nay be carr| ed out by data transfer via

RS- 232, maEnyfersshy stgas) of byteaprsqetite CRGREUIES) fopgalqdation ofra Qhehlé valpg p@neﬁr
communi C%# 8@%&5& rsiré‘a‘fﬁ hhd 6’{90 b\ §ce‘§§&h%;y C EREREAET, gQ&a}&tls ﬁ;ts&g@%%asqsh o 117

The list 0O valués i's s em nenory

string | ithd regQIiRg eglohlaRd @REkAAl W rom CROPIr&i €38 to|dan§'hﬂtlhtd1nb@n@§0&kfé‘ék‘fdﬂat in
certain enbodi nents, the events 300 through 370 may 15 be carried out on

data prodkedun sp@m Snseidtwaiads ieordy gmployedin assadiationawith eenfiguting thel n such

cases, t st essed )D
ctrings. CRGSURHEoURE0 bOBRTEF L e Tfial b et Bl BRLEICT,
400, progoamdidr@irtit B@rﬁﬁd)teaﬂéuﬂ &F thé alidcR daludy, 1R o epdIP&TiveR® oRdrhérd required
user-entered ID string to the stored |ist of conpressed )D strings prepared

as descr ifpeplatasioa of tha chegk vypaitamall. detinsreguiredios CRG ereulationosingthe wi t h
h b
the tlbag}fogge %&@u@@éﬁ.b}t@gﬁ Orr %ﬁa%%ﬂﬁ’&déh'aﬁelt Rad ﬁ%ﬁ:ﬁfé@%l?%yh nff&rr folﬁ rom

menory Cl rCui ression, searc
conpr essed ORQ sitduitrBgsvis ssftvearsalonb. wi th the conpressed, entered 1D string,
and maki ng a validation decision for the conpressed, entered ID string. 25

Event 400 may in certain enbodi nents be triggered by event 410 descri bed

bel ow. Referrimg &l.§0Q1ibe ﬁ}: ek YaRBdudn ﬁgci)M?-A BilerdtIE Bireufti sl Qr]dD@ﬁC kL% g§ a

string of al phanuneric characters correspon Ing to a user string

sel ecti veén amouhancomtbftheampemaxm mﬂlldaefmmstfullbemaieiﬁomi‘by whoenvd tdEYGE. 4] 4s on
keyp 10 | nner d ed a 30 At event 420, the in

Stri g entlrsdi 5t Rbeash 108 SoRuaPaIY lBtedn HIecuirh PR ds A R PBL S thg |
the for mlﬁlf ludes pPégrad o @a ¥ ratlgﬁﬁé‘gsoé}gt@d%&%gﬁﬁgﬁ& @I@@ cﬁ"&ﬁm s 110
through | 70 described above with reference to FIG 4. Tha

circuit 38, setup of DMA controller circuit 36, initiating the transfer of data to CRC 01rcu1t 38 by

DMA controller circuit 36, and readout of calculated CRC values from CRC circuit 38.

20 At event 110, CRC circuit 38 is seeded with a desired initial value for the data stream
for which a CRC value is to be calculated. The initial value will vary depending upon the
size of the data stream and CRC value and the degree of confidence required in the integrity
of the data stream. The data stream may comprise, for example, data éssociated with a string
of alphanumeric characters entered on keyboard 10 by a user, critical data stored in memory

25 34, a data stream transmitted to or from external computer 44, or any executable code

associated with memory 34.

At event 120, DMA controller 36 is set up for transferring a data stream to CRC
circuit 38 from memory 34. This setup will generally comprise providing a source address
30 and a destination address for the data transfer, and the number of bytes involved in the data

transfer, to DMA controller 36.

At event 130, the transfer of the data stream is initiated or started by DMA controller
36, and the first byte of the data stream is transferred by DMA controller 36 to CRC circuit.

14



is seeded with a desired initial value, DVA controller 36 is set up for
transfer of the data 20 stream corresponding to the input ID string of
event 410 fromnmenory 34 to CRC circuit 38, the CRC value for the input ID
string is calculated by CRC circuit 38, and the cal cul ated CRC val ue for

the input JD stri IS read fromthe circui t 38 back t ry.34. At
event | a5 @VARPl bR Gl iAo Ret el SBrBRF bt 0 TR R

creat ed ipVAlOnARA f@SrapiasfankRP S MR AYR)stie8mI6 DRTNEIEiI8. mat ches with the CRC
value for the input ID string calculated in event 420. The CRC val ue for

the input 1D string 1s conpared to individual stored CRC values in the |ist

until a match js f t t ,440, . i t 0 _whet

mat ch has. beer et 0 DA ottt 36 Eiu e ie oSt P P dBiasdstnIbCRG | ng
i s fognd ciuit B vld 2tredf avd @dte SuCREnVRLsr@andeOvitid e Refub 2eMdrfAtidn6vidkd td he
CRC value for the input ID string is found in the list, event 450 is

carri ed dWVA qontroher X0RCeventd@0f or the input 1D string is not found in the
list, event 460 is carried out. Event-440 may be carried out for each
conpari son between the CRC value of the input ID 15 string and the

i ndi vi dual st o{tefleftRSOVBMIL SonteslleRBb RfikeZ £Qudiy s ROWhetBaIGN Bykstin tHeedata
determ nation in event 440 can occur upon detection of a match, and prior

to s eagI cstream hiee kegn jtrapsfeired to GRCevjnshit 345@ histqyeryi in piade pededigatlysfier ng
t ! 19, hord | - he CRC
val ol o PBREe ot sstl Byie® oM BRELA TP AT S ds U lpB Rty A Yrefin 08

aut hor i zegl tHeReiplihfo@Batidrolrb@\Wvest 120ehdve4d0bedniienty tHeh @aéritQ40 &f repbtedisiEr 117
string is_conplete at event 470. Additional events associated with user 1D

mpl, >
string vallibyesiinhedabnstgpmiaye bagnirapstesred clhen even é60 Beagiedfiuhmi ng
operations associated with providing access to stored secure information to
the user. 25 At event 460, the user 1D string entered in event 410 is not
aut hori zed. A everlid6quaTRCevketos chdtitnumber saaiouladd for thetdatr steamibyrCRE t he
user >D strin as provided in event 450, are not carried out, and event
270 d5curcucuif 38 ugpe AV IEABSORIR-s, eveni 410 Ry

At event 170, the calculated CRC value is read from CRC controller circuit 38 into
memory 34 for use in integrity checks for the data stream. At event 180, the check value
calculation is completed.

20

The invention also uses DMA controller 36 for fast transfer of data streams to display
controller 40 in order to reduce software overhead and speed up data display. Prior art data
processing systems have typically used programming to execute a loop to increment data,
byte-by-byte, for output to a display controller, with the overhead of the software loop

25 increased by each byte written to the display driver. The invention overcomes this
deficiency by carrying out transfer of data directly from memory 34 to display controller 40
via DMA controller 36, with programming used only in the setup or configuration of the
DMA controller 36 and display controller 40, and to initiate the data transfer by DMA
controller 36. By eliminating the software overhead involved in transferring bytes from

30 memory to the display controller 40, the transfer is performed rapidly, and the display of
information (text and/or graphics) takes less time, which is appreciated by the user viewing
the display 22. Use of the DMA controller 36 to drive display controller 40 in this manner
can provide timesavings of up to 80% or more over the conventional use of a software loop

to write pixel data bytes to a display controller.
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be.repeated by a user to allowre-entry of an ID string, followed by events
'~ 420-440 again to 30 determine the validity of the re-entered user )D
string. Wile the present invention has been described with reference to

t he specific enbodinments thereof, it should be understood by those skilled
in the art that various changes may be made and equi val ents may be
substituted without departing fromthe true spirit and 21 scope of the

invention. | n BdstishRp usigMMARDhrblat3Icanacttryanke witdae tveAd&Pwildbe more -
particular situation, material, conposition of matter, process, ‘frocess

step or dukpendergoachy @qu@meutoEIGsinaﬁ wellgn &G chpAt event B0, spliwarst

ppended Inaaicsy 355 it uBbRE e BelBelbrbBlaihidinf rSEARGE b Widufly”

appar 8t USasso@foﬁHWﬁlh B&ip 6Bdisglagesmioler 4@)5eﬁ1pdifDN[A JBRITBN M FEC BRBMitcadidh ol | er
operatively coupled to said nennry ﬁé@ﬁ cycllc redundancy check circuit
er

operat i véh%/tf%f@fﬁjloédaﬂﬂdo display gpnteet gollera¥t rol l er; 10 (d) said
di rect nmenory access controller confi gured to transfer data fromsaid
menory to said cyclic redundancy check circuit; and (e) said cyclic

redundancy chegleventr210] displaptogivlRe40 & seads by pltoelcaﬁg aleplay cOmteolRA0 kvithad ue
for said data, ' 15 2. The apparatus of claim2, further conprising stored

pr ogr anmi' Hite ciemmguideandradisplayidesination address (s dhpmamery @frfbsp«lasqu&rell@r 4th a
sel eghed gl 'dﬁ‘qa s}é?:h}f %o bg’tr?ns E}B%Es% %oﬂfrol‘fér% ”5[% &L8hA B4 Eed
pr ogramm ng urther con ure rec rrermry acc
control | eny Vldp:shtyﬂ)ls d_am@&c}ﬁskdfcﬁ'%sarhpfe, gaﬂlﬁbﬂ user interface (GUI) data assoc1ated
with stored programming for display of icons or other features, data associated with a
character or string of alphanumeric characters entered on keyboard 10 by a user, or other

data stored in memory 34.

15
DMA controller 36 is set up in event 220 for transferring a data stream to display
controller 40 from memory 34. This setup comprises providing a memory source address
and the display destination address for the data transfer, and the number of bytes involved in
the data transfer, to DMA controller 36.
20

At event 230, the transfer of the data stream is initiated or started by DMA controller
36, and the first byte of the data stream is transferred by DMA controller 36 to display
controller 40. DMA controller 36 may temporarily "seize" address anél data transfer bus 30
as described above to create a DMA channel for rapid transfer of the data stream to display

25  controller 40.

At event 240, DMA controller 36 continues data transfer by sending the next byte of
the data stream to CRC circuit 38 via address and data bus 30.

30 At event 250, DMA controller 36 makes a query as to whether all bytes in the data
stream have been transferred to display controller 40 according to the setup information
provided to DMA controller 36 in event 220. This query is made periodically after transfer
of each byte. If all bytes in the data stream, as determined from the data stream size in the

setup information from event 220, have not been sent to display controller 40, then event 240

16
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~ 20-stream a destination address for said data stream and a size for said
data stream 4. The apparatus of claim2 or 3, wherein said stored
programming is further configured to initiate transfer of said data stream
by said di rect nmenory access controller fromsaid rrermry to said cyclic

Cai d st ortiopap: KA 12 O it AR e dRPr Bordi b s rane Rackisdh el Al ¢ |

redundangyeft?gok val ue from said cyclic redundancy check circuit and store
said cal cul ated cyclic redundancy check value in said nenory. 30 6. The
apparatus of claim1, further conprising a display controller operatively

coupled to sai,d dire ess contr er, .said direct access
controll er cofegmieBion 8P Pt RETaTaraRH e icigiey i3 Ard s Sine SERF htory to
said gis rala@fuas@maqé @imeSind @énory%eqm%emn@&@émr Qdlidatidh BT Bsel &uetnhﬁ&atlon
conpr|5|(§bstore programm ng configured to set up said display controller

with a dilplchyragegsteings. fHarldshsnldiddﬁ9m0&§sodd@\60®ttymeaﬂyCB)nOTHneveamfﬁmantus of
claim7 further conprising stor ranm n 5.to set up said
Girect  matogly i S88:EpRares S Pl Tidd BBt dhe mBat splay dat a
stream gr&l@&éslfaﬁédn%}e@qg{mexfmstﬁagsobﬂrémombe@oﬁéHe@@%ma@fdxeaéﬂ ze for
said display data stream 9. The apparatus of claim@8, further conprising

stored protodmd BYstdogfi gured 10 to initiate transfer of said display data
st rew by said direct nmenory access controller to said display controller.
e data processing apparatus of claim1l, further conprising: (a)

pr ogranmmi ng Strpe@RC Nal§éd fdr FRMAEHorizaPabihgs 4t s&@&ﬂéﬂ’dl@t&@dﬂ) @M@t'dr%o’k@p
redundancy check circuit with a selected initial value; (b) progranm ng

stored i fblaindhermeniopy ebamantemakcompuiardd. Eistesnal ORDHISE #4 FEMSOYIDESS ders
control | g%alﬂél[ehatﬁmﬁg&ﬁ Q%&%Eo%x lteft afigkg(a“‘fa i aqnﬂﬁﬁ%h?aa)ﬂegsrbn‘}pdress

for said ream n 'a’'srze eany an programm ng
stored i pompuer (RBOYh aogelNEEIS basaal pioatssing cormueek et clofie trtabf damt APPIESt r eam
by said direct menory access contgoller to said cyclic redundancy check
circti t . CQmputeher ﬁa@eathﬁﬁe%@gglsﬁa“‘%waaﬁs%ag, Qgfother apwpenatﬁ GPIRESET WHhpr i si ng:

(a) pr OgE@ﬁVEhﬂﬁna‘i%gfag\%f% J;f/bnglgdgr@relﬂggf@rs}{o& )gﬁxlséh Gs Rfn ﬁérfaéd?&’ cléHtrac‘la[.Lgcegélﬁé)l ay 25

controller wt or a pl ay ata stre
pr ogr amruniy (6PU}),eahdom sxesh memoryyRédp hhel disk drdtet displaypdamern oﬁhler gotagerenor y

glcggis Zyc?n%tdlraOL Irr(laormt\{)wr tktc}ylgioa%?,l%lgcgzuese,aa(iil ?hse% u];ec%rmteglacde rgclta%gl z?l Xetgvork infe agg gg:d
(NIC), floppy disk drive, CD drive, and/or other conventional input/output devices.
20
External computer 44 has loaded in its RAM an operating system such as
UNIX®, WINDOWS® 98, WINDOWS® ME, or the like. External computer 48 may
have an architecture and hardware components like that shown in FIG. 3 for data processor
26, albeit with a larger memory component suitable for storage of a list of uncompressed ID
25  character strings. Programming 54 is loaded in the memory of the external computer 44 that
is capable of calculating CRC values for a plurality of ID strings, sorting the CRC values,
and storing a list of the CRC values. The sorted, stored CRC values are then transferred or
downloaded to data processor 26 via interface 46 and stored in memory 34 for authorization
of users of data processor 26.
30
When an entered or input ID character string from keypad 10 must be compared
against the list of stored CRC values for authorized strings, the user-inputted ID string is

compressed by calculating a CRC value therefor by programming loaded in memory 34, and

a binary search is carried out for that calculated CRC value in the stored list of authorized

17



~address for said display data stream and a size for said display data
stream and 30 (c) programm ng stored in said nmenory capable of initiating
transfer of said data stream by said direct nmenory access controller to
said display controller. 24 12. A nethod for processi ng data corrpri si ng:

it cu i o BT BRCHEiES oL et TP oottt oL RGP AR CRCa

cyclic r‘%QM@Qﬁﬂﬁé’m&l}%kth\é% %&n@asd«aﬁa&t@d Slffﬂ%a@R@Waﬁﬁ'df' thee m;&ln)c -
redundancy check ci fcui . he method of claim 12 or 13, wherein said

t r ansf er sirmg icootfourskia tsebsti thg mlaxtdchsgmig is unadhordadcy check circuit with a
selected initial value. 10 14. The nethod of claim 12, further conprising
readi ng a cal cul ated cyclic redundancy check value fromsaid cyclic
redungancy Chﬁfﬁet@%trs%gstof@?{t §£19é§ el b'eafu@zsado%aa@alf@lah uggé@sdafndancy
check value in said nenor Af . AS% A

. A. AUy. Asoidenge m/hutmrlzamn AEbrAxampleAtheAls@\ofﬁZ\bxtERG/D}I(@:S would result in only

%‘é‘%ﬁéf%‘ 47 sabeabralealeal ool selcabealcalan] saletlaalsaleal salskad ool o
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a] ca] ca] ca] ca] cal] cal ca] ca] ca] ca] ca] cal ca] ca] ca]ca] ca] ca]ca]ca]ca]cajcal M
P/ 1111 2" 8BEngomd: §-biECRC values would result in a one in 256 chance of validation of an mvahd

;<<__ 9974 id .
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u (1) 2 ) aHr SHINGA J @ atpnsideput WNgGRC Phivbsl J e Ve
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2] ca) Ca] de% e+ ri-}% %&\?‘ 3 }:& é}?% %g}r@g% Cagz}ci r)sfﬁrggi‘ér\? iSRG

}xsni d Zhﬂn@@z}t&ﬁkpz&]e@ﬁhﬁaic@ﬂmadqm&]aa&}xfwdr@ﬁ ofa] st beapajfeaihoakebdianga] caj ca
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Loy cal cal ATy P Lo I8 b e B P AT ] SR AT SR L LR SRS L e
Tou] oal cal ool cal cat ol "m““’amﬁimbﬁﬁmﬁmmaf‘w%d?hmka e on] ohl b ot ¢
!a] ca] ca] g}al]r’é’gﬂsélg ﬁ%’é@@éﬁé W&%% g’] @éé(?llé‘ﬁﬂ_ @a%“&‘a‘]]d } 'g‘]eé‘a‘ieéﬁ%‘ba] ca:V
DcB aYOROMFesEodides: e\ WE. 000 bylak Mﬂ&z{&ﬂﬁﬁe &ntird B3 SHe) - 1 -

10%&' () - T #Y100%6& () - L] } ~0XNVB7 10< 10< 10<#<100 = 9400 P: & ()-!a*

()/&00/2@:«gqu)denwlemcﬁ%mese(s)ore«mmmd_mst@gs l@quycj E@?asnmtedmbowmw & ()-

109 & g)l)llyfa#g%g% §L 261 969/296 chance of incorrect validation.

Compression of authorized ID strings into CRC values also deareases the amount of

time needed to transfer a list of authorized strings from one computer to another. In the case
25  of hand held data processors, lists of authorized ID strings are often downloaded from

another machine to the hand held data processor. At a data transfer rate of 9600 baud via

conventional RS-232 link, for example, approximately 72 seconds are required to transfer a

list of 4000 18-byte ID strings between computers. When the 4000 ID strings are

compressed to 4000 32-bit CRC values, data transfer requires only about 16 seconds at 9600
30  baud rate.

The use of compressed ID strings in the form of CRC values will be more fully
understood by reference to FIG, 6A and FIG. 6B, as well as FIG. 3. FIG. 6A illustrates the

creation of a stored list of compressed ID strings in an external computer 44 in accordance
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store a substant1a1 list of uncompressed user ID character strings. The events of FIG. 6B
show the use of the compressed ID string list in the data processor 26 for authentication of a
S user-inputted ID string. The use of compressed data strings for authentication or validation
purposes is also described in U.S. Patent Application Ser. No. 10/008,522 to inventors David
Hohl et al., Attorney Docket No. LIFE 060, filed concurrently herewith, the disclosure of

which is incorporated herein by reference.

10 At event 300 in FIG. 6A, programming 54 in the external computer 44 is initiated or
started to create a list of compressed, authorized identification or ID strings. This
programming carries out operations associated with acquiring authorized ID strings,
compressing the ID strings by calculating CRC values therefor, and sorting and storing of a
list of compressed ID strings.

15

At event 310, the first ID string is obtained from the memory of the external
computer 44, and in event 320, the ID string is compressed by calculating a CRC value for
the string. This compression event may be carried out by conventional software techniques,
as the external computer 44 will typically have sufficient memory and processing power for

20 an all-software compression operation. Alternatively, the compression may be carried out
with a CRC circuit together with a software loop for carrying out the division algorithm. It
is also contemplated that the external computer 44 may be configured in the manner of data
processor 26, with data associated with each string transferred directly from memory to a
CRC circuit via a DMA circuit in the manner shown in FIG. 4 and described above, with

25 minimal software aspects involved in the compression. The compressed CRC value
obtained in event 320 is stored in a list of compressed strings in the memory of the external

computer.

At event 330, a query is made by programming in the external computer as to
30  whether the last string to be compressed has been retrieved from the memory of the external
computer. If the last string to be compressed has not yet been received and compressed,
event 340 is carried out. If the last string has been received from memory and compressed,

event 350 is carried out.
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held data processor 26 for use in user authorization as shown in FIG. 6B. Transfer of the
stored list of compressed ID strings may be carried out by data transfer via GPIB, RS-232,
PCI, USB, SCSI,_ETHERNET@, FIREWIRE®/IEEE 1394, or other type of communication
interface from the external computer 44 to data processor 26. The list of CRC values is
stored in system memory 34. At event 380, the ID string list compression opcratibn is
completed. It should be noted that, in certain embodiments, the events 300 through 370 may
be carried out on data processor 26 provided that memory 34 has sufficient capacity. In such
cases, the downloading or transfer of the completed list of compressed ID strings in event

370 may be omitted.

Referring now to FIG. 6B, at event 400, programming in memory 34 is started for
comparison of a user-entered ID string to the stored list of compressed ID strings prepared as
described above. This programming carries out operations associated with the transfer of a
data stream corresponding te the entered ID string from memory 34 to CRC circuit 38 for
compression, searching of the list of compressed ID strings for a match with the compressed,
entered ID string, and making a validation decision for the compressed, entered ID string.

Event 400 may in certain embodiments be triggered by event 410 described below.

Referring also to FIG. 1 and FIG. 2, at event 410 a user enters a string of
alphanumeric characters corresponding to a user ID string by selective actuation of

appropriate first keys 12 and second keys 14 on keypad 10 in the manner described above.

At event 420, the input ID string entered by the user is converted to a compressed
input ID string in the form of a corresponding CRC value. Event 420 encompasses the
events 110 through170 described above with reference to FIG. 4. That is, the CRC circuit 38

is seeded with a desired initial value, DMA controller 36 is set up for transfer of the data

20
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10 At event 440, a query isﬁmade as to whether a match has been found, i.e., whether the
CRC value for the input ID string is found in the list of stored CRC values for authorized
strings. If the CRC value for the input ID string is found in the list, event 450 is carried out.
If the CRC value for the input ID string is not found in the list, event 460 is carrie;d out.
Event-440 may be carried out for each comparison between the CRC value of the input ID

15  string and the individual stored CRC values for authorized strings, such that the
determination in event 440 can occur upon detection of a match, and prior to search of the

entire list.

At event 450, the input user ID string entered in event 410 is authorized according to
20  amatch between the CRC value for the input ID string and one of the stored CRC values for
authorized ID strings. Following event 450, the validation of the user ID string is complete
at event 470. Additional events associated with user ID string validation (not shown), may
also occur, such as programming operations associated with providing access to stored
secure information to the user.
25
At event 460, the user ID string entered in event 410 is not authorized. Any
subsequent events that may occur with authorization of the user ID string, as provided in
event 450, are not carried out, and event 470 occurs. In certain embodiments, event 410 may
be repeated by a user to allow re-entry of an ID string, followed by events 420-440 again to

30  determine the validity of the re-entered user ID string.

While the present invention has been described with reference to the specific
embodiments thereof, it should be understood by those skilled in the art that various changes

may be made and equivalents may be substituted without departing from the true spirit and
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WO () ->7: (\iénN/ a cyclic redundancy check circuit operatively coupled to said direct memory
access controller;
10 (d) said direct memory access controller configured to transfer data from said

memory to said cyclic redundancy check circuit; and
(e) said cyclic redundancy check circuit configured to calculate at least one check

value for said data.

15 2. The apparatus of claim 2, further comprising stored programming configured

to seed said cyclic redundancy check circuit with a selected initial value.

3. The apparatus of claim 2, wherein said stored programming is further
configured to set up said direct memory access controller with a source address for a data

20  stream, a destination address for said data stream, and a size for said data stream.

4. The apparatus of claim 2 or 3, wherein said stored programming is further
configured to initiate transfer of said data stream by said direct memory access controller

from said memory to said cyclic redundancy check circuit.

25
3. The apparatus of claim 2 or 3 or 4, wherein said stored programming is
further configured to read a calculated cyclic redundancy check value from said cyclic
redundancy check circuit and store said calculated cyclic redundancy check value in said
memory.
30
6. The apparatus of claim 1, further comprising a display controller operatively

coupled to said direct memory access controller, said direct memory access controller

configured to transfer a display data stream from said memory to said display controller.
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I 3YYA 0% (s&edmh; a destination address for said display data stream, and a size for said display data

stream.

9. The apparatus of claim 8, further comprising stored programming configured
10  to initiate transfer of said display data stream by said direct memory access controller to said

display controller.

10.  The data processing apparatus of claim 1, further comprising:

. (a) programming stored in said memory capable of seeding said cyclic
15 redundancy check circuit with a selected initial value;

(b)  programming stored in said memory capable of setting up said direct memory
access controller with a source address for a data stream, a destination address
for said data stream, and a size for said data stream; and

() programming stored in said memory capable of initiating transfer of said data

20 stream by said direct memory access controller to said cyclic redundancy

check circuit.

"11.  The data processing apparatus of claim 6, further comprising:
(a) programming stored in said memory capable of setting up said display
25 controller with a display address for a display data stream;

(b) programming stored in said memory capable of setting up said direct memory
access controller with a source address for said display data stream, a display
address for said display data stream, and a size for said display data stream;
and

30 (c) programming stored in said memory capable of initiating transfer of said data

stream by said direct memory access controller to said display controller
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13.  The method of claim 12 or 13, wherein said transferring comprises seeding

said cyclic redundancy check circuit with a selected initial value.
10 14. The method of claim 12, further comprising reading a calculated cyclic

redundancy check value from said cyclic redundancy check circuit and storing said

calculated cyclic redundancy check value in said memory.
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