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BLOCKCHAIN-BASED TRUSTED PLATFORM

TECHNICAL FIELD
{6601] This specification relates to blockchain-based trusted platforms for enabling trusted
digital transactions.

BACKGROUND

{60602] Distributed ledger systems (DLSs), which can also be referred to as consensus
networks, and/or blockchain networks, enable participating entities to securely, and
immutably store data. DLSs are commonly referred to as blockchain networks without
referencing any particular user case. Examples of types of blockchain networks can include
public blockchain networks, private blockchain networks, and consortium blockchain
networks. A consortium blockchain network is provided for a select group of entities, which
control the consensus process, and includes an access control layer.
[G003] Digital networks have enabled people around the world to find information and
interact with each other conveniently and efficiently. For example, social media platforms
allow people to easily share messages, photos, and videos with friends and colleagues.
Online shopping web sites allow consumers to easily find information on a variety of
products and send payments electronically to purchase products from businesses all over the
world. News web sites provide users with up-to-date mformation about events happening
around the world. Media platforms provide a large collection of music and movies for users
to download or stream online. Users can search for legal services online. Ride hailing
platforms allow riders to easily find and pay for transportation using mobile phones. As more
people are connected to the Internet and more transactions are conducted digitally, the
number of fraudulent online activities and disputes between parties of digital transactions
also mcrease.
[G004] In some nstances, digital data n the online transactions may contain errors, .4,
the original data can be corrupted or tampered with, or that the original data may be
intercepted by a hacker during transmission and replaced with forged data. It can be difficuit
to prove or disprove the authenticity and accuracy of the data.  Therefore, it would be

desirable to allow users to conduct online digital transactions n a secure and efficient manner.
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SUMMARY
{6005]  Described embodiments of the subject matter can include one or more features,
alone or in combination.
{0006] For example, in one embodiment, a method for cross-chain communication
includes: receiving, by a first cross-chain communication component in a first blockchain
network, a message comprising ledger data from a blockchain node in the first blockchain
network; determining, by the first cross-chain communication component, whether the ledger
data 1s valid; mn response to determining that the ledger data 1s valid, generating, by the first
cross-chain communication component, formatted ledger data based on the ledger data; and
sending, by the first cross-chain communication component, a cross-chain message
comprising the formatted ledger data to a second cross-chain communication component i a
second blockchain network.
{0087] In some embodiments, these general and specific aspects may be implemented
using a system, a method, or a computer program, or any combimation of systems, methods,
and computer programs. The foregoing and other described embodiments can each,
optionally, nclude one or more of the following aspects:
[6008] In some embodiments, the blockchain node in the furst blockchain network
comprises a service smart contract and a cross-cham smart contract, and the method further
meludes: recetving, by the cross-chain smart contract, the message comprising the ledger
data from the service smart contract; and sending, by the cross-chain smart coniract, the
message to the first cross-chain cormmunication component.
{600%] In some embodiments, the first cross-chain communication component comprises a
relay component. Receiving, by the first cross-chain communication component in the first
blockchain network, the message comprising the ledger data from the blockchain node in the

first blockchain network includes: receiving, by the first cross-chain commumnication

component through the relay componsnt, the message comprising the ledger data from the
cross-chain smart contract of the blockchain node.

{0018} In some embodiments, the method further includes: obtaining, by the relay
component, the ledger data from the message; and sending, by the relay component, the

ledger data to an oracle machine.
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{6811} In some embodiments, the first cross-chain communication compenent further
comprises the oracle machine. Determining, by the first cross-chain communication
component, whether the ledger data is valid includes: receiving, by the oracle machine, the
ledger data from the relay component; and determining, by the oracle machine, whether the
ledger data 1s valid.

{6012] In some embodiments, in response to determining that the ledger data 1s valid,
generating, by the first cross-chain communication component, the formatted ledger data
based on the ledger data includes: in response to determining that the ledger data 1s valid,
generating, by the oracle machine, the formatted ledger data based on the ledger data; and
sending, by the oracle machine, the formatted ledger data to the relay component.

{8013] In some embodiments, sending, by the first cross-chain communication component,
the cross-chain message comprising the formatted ledger data to the second cross-chain
communication component in the second blockchain network includes: sending, by the relay
component, the cross-chain message comprising the formatted ledger data to the second
cross-chain communication component.

{6614] In some embodiments, the relay component is a first relay component, the second
cross-chain communication component comprises a second refay component, the blockchain
node i the first blockchain network is a first blockcham node, and the second blockchain
network comprises a second blockchain node. The method further mcludes: recetving, by the
second relay component, the cross-chain message from the first relay component; obtaining,
by the second relay component, the formatted ledger data from the cross-chain message; and
sending, by the second relay component, the formaited ledger data to the second blockchain
node.

{8015] In some embodiments, the cross-chain smart contract 1s a first cross-chain smart
contract, the service smart contract is a first service smart contract. The second blockchain
node comprises a second cross-chain smart contract and a second service smart contract. The
method further includes: receiving, by the second cross-chain smart contract, the formatted
ledger data from the second relay component; determining, by the second cross-chain smart
contract, whether the formatted ledger data is valid; in response to determining that the

formatted ledger data is valid, obtaining, by the second cross-chain smart contract, the ledger
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data from the formatted ledger data; and sending, by the second cross-chain smart contract,

the obtained ledger data to the service smart contract.

{0016] It is appreciated that methods in accordance with this specification may include any

combination of the aspects and features described herein. That is, methods in accordance

with this specification are not limited to the combinations of aspects and features specifically

described herein, but also include any combination of the aspects and features provided.

{8017] The details of one or more embodiments of this specification are set forth i the

accompanying drawings and the description below. Other features and advantages of this

specification will be apparent from the description and drawings, and from the claims.
BRIEF DESCRIPTION OF THE DRAWINGS

{0018] FIG. 1 1s a diagram illustrating an example of an environment that can be used to

execute emboduments of this specification.

{0019] FIG. 2 15 a diagram illustrating an example of an architecture in accordance with

embodiments of this specification.

{00208] FIG. 3 depicts an example of 3 system for blockchain transactions i accordance

with embodiments of this specification,

[8021] FIG. 4 depicts an example of a blockchamn data recordation process in a service

systern mode that can be executed in accordance with embodiments of this specification.

{8022] FIG. S depicts an example of a blockchain data verification process in the service

system mode that can be executed in accordance with embodiments of this specification.

{0023] FIG. 6 depicts an example of a blockchain data recordation process in a blockcham

platform mode that can be executed in accordance with embodiments of this specification.

{0024] FIG. 7 depicts an example of a blockchain data vernification process in a

blockchain-platform-mode that can be executed in accordance with embodiments of this

specification.

{6625] FIG. 8 1s a schematic diagram illustrating an example of a blockchain-based trusted

platform in accordance with embodiments of this specification.

{6026] FIG. 9 15 a diagram illustrating an example of a system for online transaction in

accordance with embodiments of this specification.

{8027] FIG. 10 15 a diagram iHustrating an example of a system for providing trusted

timing in accordance with embodiments of this specification.
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{6628] FIG. 11 1s a diagram illustrating an example of a system for providing trusted
identity in accordance with embodiments of this specification.

{6029] FIG. 12 is a diagram illustrating an example of a system for trusted execution in
accordance with embodiments of this specification.

{8036] FIG. 13 15 a diagram ilustrating an example of an architecture for blockchain
security in accordance with embodiments of this specification.

{8031] FIG 14 is a diagram illustrating an example of a cross-chain communication
systern in accordance with embodiments of this specification.

{8032] FIG. 15 depicts an exarmple of a process for cross-chain communication that can be
executed in accordance with embodiments of this specification.

{0033} FIG. 16 depicts an exaraple of data storage 1 a blockchain-based trusted platform
i accordance with embodiments of thus specification.

{0034] FIG. 17 depicts an example of a system for vuplementing a blockchain-based
trusted platform in accordance with embodiments of this specification.

{00358] FIG. 18 depicts an example of a process for recording ledger data 1 accordance
with embodiments of this specification,

[8036] FIG 19 depicts an example of a process for verifying ledger data in accordance
with embodiments of this specification.

{0837]  FIG. 20 depicts an example of cross-chain and cross-network data transmission m
accordance with embodiments of this specification.

{0038] FIG. 21 depicts an example of a process of cross-chain and cross-network data
transmission in accordance with embodiments of this specification.

{6039] FIG. 22 depicts an example of cross-network and cross-chain data communications,
in accordance with embodiments of this specification.

{0046] FIG. 23 depicts an example of a blockchain-based trusted platform, in accordance
with embodiments of this specification,

{6041] FIG. 24 depicts another example of a blockchain-based trusted platform, in
accordance with embodiments of this specification.

{0042] FIG. 25 depicts an example of a process that can be executed in accordance with

embodiments of this specification.
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{0843] FIG. 26 depicts examples of modules of an apparatus in accordance with
embodiments of this specification

[0844] Like reference numbers and designations in the various drawings indicate like
elements.

DETAILED DESCRIPTION

{0045]  This specification describes technologies for blockchain-based trusted platform.
These technologies generally involve blockchain transactions in the blockchain-based trusted
platform.

{0046] The techniques described in this specification produce several technical effects. In
some embodiments, the described techniques can be applied in various applications and
scenarios to provide efficient, trusted, scalable, and high-performance blockcham-based
environment for online transactions. The described techniques provide a blockchain-based
trusted platform that allows users to conduct transactions {e.g, legal proceedings,
commercial contract execution) in the blockchain-based environment in an efficient and
secure manner. In some embodiments, the described techniques allow users to access
blockchain nodes deploved in the blockchain-based trusted platform through a service system
external to the blockchain-based trusted platform. This can prevent the users from directly
accessing the blockchain nodes, hence reduce the possibility that data stored in the
blockchain nodes may be compromised by a malicious actor. In some embodiments, the
described techniques support encryption and authentication between the service systems and
the blockchain-based trusted platform using secret key pairs. For example, a service system
may send a public-key-encrvpted data to the blockchain-based trusted platform so that the
blockchain-based trusted platform can use a private key to decrypt the encrypted data. In the
example, the blockchain-based trusted plaiform may send a private-key-based digital
signature to the service system so that the service system can authenticate the digital
signature using a public key. This can provide an extra layer of data security in the data
transmission between the service systems and the blockchain-based trusted platform. In
some embodiments, hash function or algorithm are used to verify whether data stored in the
system has been changed. In one example, the service system or the blockchain-based
trusted platform may compute a hash value of received data and compare the hash value with

a previgusly stored hash value. If the two hash values match, it may be determined that the
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data has not been changed. If the two hash values do not match, it may be determined that the
data has been changed. This can reduce the probability of forgery or tempering of the data
stored in the system.

{0047]  In some embodiments, the blockchain-based trusted platform can be implemented
in a trusted execution environment (TEE). TEE is a trusted environment within hardware
{one or more processors, memory} that is isolated from the hardware’s operating
environment {(e.g., operating system (OS), basic input/output system (BIOS)). A TEE s a
separate, secure area of a processor that ensures the confidentiality, and integrity of code
executing, and data loaded within the main processor. The blockchain and TEE technologies
described herein can be used to generate highly reliable records related to online transactions.
In addition to the TEE, the described techniques allow blockchamn-based trusted platform to
utilize function of a trusted timing module, a trusted identity module, and a trusted
computing module to authenticate documents and/or identities of users in a manner that
complies with relevant evidentiary rules. This can enable application programs of the
blockchain-based trusted platform that provide services to preserve verified records of
mformation (e.g., who, what, and when) about events that occur during each of multiple steps
or critical time points of the services in ways that comply {or are more compliant compared
10 previous systems) with the evidentiary rules. Hence, trustworthiness of data produced by
an application program that runs in the blockchain-based trusted platform can be enhanced.
[6048] In some embodiments, the described techmiques provide a cross-chain
commumication system that alfows reliable and efficient data transmission between two
blockchain networks. In one example, the cross-chain communication system may utilize
functions of a service smart contract and a cross-chain smart contract executing in a
blockchain node of the blockchain networks. In the example, cross-chain communication
system may farther utilize functions of a cross-chain relay component and an oracle machine
that are implemented in a cross-chain communication component of bisckchain networks.
The smart contracts and the cross-chain communication componenis enable automatic and
efficient cross-chain data transmission, for example, by converting ledger data to a unified
data format.

{8049] Yo provide further context for embodiments of this specification, and as introduced

above, distributed ledger systems (DLSs), which can also be referred to as consensus
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networks {e.g., made up of peer-to-peer nodes), and blockchain networks, enable
participating entities to securely, and immutably conduct transactions, and store data.
Although the term blockchain is generally associated with particular networks, and/or use
cases, blockchain is used herein to generally refer to a DLS without reference to any
particular use case.

{0056] A blockchain 15 a data structure that stores transactions in a way that the
transactions are immutable. Thus, transactions recorded on a blockchain are reliable and
trustworthy. A blockchaim includes one or more blocks. Each block in the chain is linked to
a previous block immediately before it in the chain by mcluding a cryptographic hash of the
previous block. Each block also includes a timestamp, its own cryptographic hash, and one or
more transactions. The transactions, which have already been verified by the nodes of the
blockchain network, are hashed and encoded mto a Merkle tree. A Merkle tree 15 a data
structure in which data at the leaf nodes of the tree is hashed, and all hashes in each branch of
the tree are concatenated at the root of the branch. This process continues up the tree to the
root of the entire tree, which stores a hash that 1s representative of all data in the tree. A hash
purporting to be of a transaction stored in the tree can be quickly verified by determining
whether it 15 consistent with the structure of the tree.

{8051] Whereas a blockchain is a decentralized or at least partially decentralized data
structure for storing transactions, a blockchain network is a network of computing nodes that
manage, update, and maintain one or more blockchains by broadeasting, verifying and
validating transactions, etc. As introduced above, a blockchain network can be provided as a
public blockchain network, a privaie blockchain network, or a consortium blockchain
network. Embodiments of this specification are described in further detail hercin with
reference to a consortium blockchain network. It is contemplaied, however, that
embodiments of this specification can be realized in any appropriate type of blockchain
network.

{0052] In general, a consortium blockchain network is private among the participating
entities. In a consortium blockchain network, the consensus process is controlled by an
authorized set of nodes, which can be referred to as consensus nodes, one or more consensus
nodes being operated by a respective entity {e.g., a financial institution, insurance company).

For example, a consortium of ten (10) entities (e.g., financial institutions, insurance
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companies) can operate a consortium blockchain network, each of which operates at least one
node in the consertium blockchain network.

{0653] In some examples, within a consortium blockchain network, a global blockchain is
provided as a blockchain that s replicated across all nodes. That is, all consensus nodes are
in perfect state consensus with respect to the global blockchain. To achieve consensus {e g,
agreement to the addition of a block to a blockchain), a consensus protocol is implemented
within the consortium blockchain network. For example, the consortium blockchain network
can implement a practical Byzantine fault tolerance (PBFT) consensus, described in further
detail below.

{0054] FIG. 1 s a diagram Hustrating an example of an environment 100 that can be used
to execute embodiments of this specification. In some examples, the environment 100
enables entities to participate m a consortium blockchain network 102, The environment 100
mncludes computing systems106, 108, and a network 110 In some examples, the network 110
meludes a local area network (LAN), wide area network {WAN), the Internet, or a
combination thereof, and connects web sifes, user devices {e.g., computing devices), and
back-end systems. In some examples, the network 110 can be accessed over a wired and/or a
wirefess commumications iink. In some examples, the network 110 enables communication
with, and within the consortium blockchain network 102, In general, the network 110
represents one or more communication networks. In some cases, the computing systemns 106,
108 can be nodes of a cloud computing system (not shown), or each of the computing
systems 106, 108 can be a separate cloud computing system including a number of
computers mierconnected by a network and functioning as a distributed processing system.
{6055]  In the depicted example, the computing systems 106, 108 can each include any
appropriate computing device that enables participation as a node m the consortium
blockchain network 102, Examples of computing devices include, without limitation, a server,
a desktop computer, a laptop computer, a tablet computing device, and a smartphone. In
some examples, the computing systems 106, 108 host one or more computer-implemented
services for interacting with the consortium blockchain network 102. For example, the
computing system 106 can host computer-implemented services of a first entity (e.g., user A),
such as a transaction management system that the first entity uses to manage its transactions

with one or more other entities {e.g., other users). The computing system 108 can host
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computer-implemented services of a second entity {e.g, user B}, such as a transaction
management system that the second entity uses to manage is transactions with one or more
other entities {e.g., other users). In the example of FIG. 1, the consortium blockchain network
102 is represented as a peer-to-peer network of nodes, and the computing systems 106, 108
provide nodes of the first entity, and second entity respectively, which participate in the
consortium blockchain network 102.

{8056] FIG. 2 depicts an example of an architecture 200 in accordance with embodiments
of this specification. The example conceptual architecture 200 includes participant systems
202, 204, 206 that correspond to Participant A, Participant B, and Participant C, respectively.
Fach participant {e.g., user, enterprise) participates in a blockchain network 212 provided as
a peer-to-peer network ncluding a plurality of nodes 214, at least some of which mumutably
record information in a blockchain 216, Although a single blockchain 216 15 schematically
depicted within the blockchain network 212, multiple copies of the blockchain 216 are
provided, and are mamtained across the blockchain network 212, as described i further
detail herein.

{6657] In the depicted example, each participant system 202, 204, 206 18 provided by, or
on behalf of Participant A, Participant B, and Participant C, respectively, and functions as a
respective node 214 within the blockchain network. As used heren, a node generally refers
to an individual system {e.g., computer, server) that is connected to the blockchain network
212, and enables a respective participant o participate in the blockchain network. In the
example of FIG. 2, a participant corresponds to each node 214, Tt is contemplated, however,
that a participant can operate multiple nodes 214 within the blockchain network 212, and/or
multiple participants can share a node 214. In some examples, the participant systems 202,
204, 206 communicate with, or through the blockchain network 212 using a protocol {e.g,,
hypertext transfer protocol secure (HTTPR)), and/or using remote procedure calls (RPCs).
{0858] Nodes 214 can have varying degrees of participation within the blockchan
network 212. For example, some nodes 214 can participate in the consensus process {e.g., as
miner nodes that add blocks to the blockchain 216}, while other nodes 214 do not participate
in the consensus process. As another example, some nodes 214 store a complete copy of the
blockchain 216, while other nodes 214 only store copies of portions of the blockchain 216.

For example, data access privileges can limit the blockchain data that a respective participant
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stores within its respective system. In the example of FIG. 2, the participant systems 202, 204,
and 206 store respective, complete copies 2167, 2167, and 2167 of the blockchain 216.
{8059] A blockchain {e.g, the blockchain 216 of FIG. 2} is made up of a chain of blocks,
each block storing data. Examples of data include transaction data representative of a
transaction between two or more participants. While transactions are used herein by way of
non-limiting example, it is contemplated that any appropriate data can be stored in a
blockchain {e.g., documents, images, videos, audio). Examples of a transaction can include,
without limitation, exchanges of something of value (e.g, assets, products, services,
currency). The transaction data s immutably stored within the blockchain. That is, the
transaction data cannot be changed.

{8068] Before storing in a block, the transaction data s hashed. Hashing 15 a process of
transforming the transaction data (provided as string data) nto a fixed-length hash value
{also provided as string data). Tt i3 not possible to un-hash the hash value to obtain the
transaction data. Hashing ensures that even a shght change in the transaction data results m a
completely different hash value. Further, and as noted above, the hash value 1s of fixed length.
That 15, no matter the size of the transaction data the length of the hash value is fixed.
Hashing includes processing the transaction data through a hash function to generate the hash
value. An example of a hash function includes, without limitation, the secure hash aigorithm
{(SHA}-256, which outputs 256-bit hash values.

{8061] Transaction data of multiple transactions are hashed and stored in a block. For
example, hash values of two transactions are provided, and are themselves hashed to provide
another hash. This process is repeated until, for all transactions to be stored 1n a block, a
single hash value is provided. This hash value is referred to as a Merkle root hash, and is
stored in a header of the block. A change in any of the transactions will result in change in its
hash value, and ultimately, a change in the Merkle root hash.

{6862] Blocks are added to the blockchain through a consensus protocol. Multiple nodes
within the blockchain network participate in the consensus protocol, and perform work to
have a block added to the blockchatin. Such nodes are referred to as consensus nodes. PBFT,
imtroduced above, 15 used as a non-limiting example of a consensus protocol. The consensus
nodes execute the consensus protocol to add transactions to the blockchain, and update the

overall state of the blockchain network.

i1



WO 2022/109851 PCT/CN2020/131419

{6863] In further detail, the consensus node generates a block header, hashes all of the
transactions in the block, and combines the hash value in pairs to generate further hash values
until a single hash value is provided for all transactions in the block (the Merkle root hash).
This hash is added to the block header. The consensus node also determines the hash value of
the most recent block in the blockchain (1.e., the last block added to the blockchain). The
consensus node also adds a nonce value, and a timestamp to the block header.

{8064] In general, PBFT provides a practical Byzantine state machine replication that
tolerates Byzantine faults (e.g., malfunctioning nodes, malicious nodes). This 15 achieved in
PBFT by assuming that faults will occur (e g., assuming the existence of independent node
fatlures, and/or manipulated messages sent by consensus nodes). In PBFT, the consensus
nodes are provided in a sequence that ncludes a primary consensus node, and backup
consensus nodes. The primary consensus nede is periodically changed. Transactions are
added to the blockchain by all consensus nodes within the blockchain network reaching an
agreement as to the world state of the blockchain network. In this process, messages are
transmutted between consensus nodes, and each consensus nodes proves that a message is
received from a specified peer node, and verifies that the message was not modified during
transmission.

{8065] In PBFT, the consensus protocol 1s provided in multiple phases with all consensus
nodes beginning in the same siate. To begin, a client sends a request to the primary consensus
node to invoke a service operation (e.g., execute a transaction within the blockchain network).
In response to receiving the request, the primary consensus node multicasts the request to the
backup consensus nodes. The backup consensus nodes execute the request, and each sends a
reply to the client. The chient waits until a threshold number of replies are recetved. In some
examples, the client waits for f+1 replies to be received, where f is the maximum number of
faulty consensus nodes that can be tolerated within the blockchain network. The final result
is that a sufficient number of consensus nodes come to an agreement on the order of the
record that is to be added to the blockchain, and the record is either accepted, or rejected.
j0066] In some blockchain networks, cryptography is implemented to maintain privacy of
transactions. For example, if two nodes want to keep a transaction private, such that other
nodes in the blockchain network cannot discern details of the transaction, the nodes can

encrypt the transaction data. An example of cryptography includes, without limitation,
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symmetric encryption, and asymmetric encryption. Symmetric encryption refers {0 an
encryption process that uses a single key for both encryption {generating ciphertext from
plaintext), and decryption (generating plaintext from ciphertext). In symmetric encryption,
the same key is available to multiple nodes, so each node can en-/de-crypt transaction data.
{8067] Asymmetric encryption uses keys pairs that each include a private key, and a
public key, the private key being known only to a respective node, and the public key being
known to any or all other nodes in the blockchain network. A node can use the public key of
another node to encrypt data, and the encrypted data can be decrypted using other node’s
private key. For example, and referring again to FIG. 2, Participant A can use Participant B’s
public key to encrypt data, and send the encrypted data to Participant B. Participant B can use
s private kev to decrypt the encrypted data (ciphertext) and exiract the original data
{plaintext). Messages encrypted with a node’s public key can only be decrypted using the
node’s private key.

{6068] Asymmetric encryption is used to provide digital signatures, which enables
participants 1n a transaction to confirm other participants 1n the transaction, as well as the
validity of the transaction. For example, a node can digitally sign a message, and another
node can confirm that the message was sent by the node based on the digital signature of
Participant A. Digital signatures can also be used to ensure that messages are not tampered
with in transit. For example, and again referencing FIG. 2, Participant A is to send a message
to Participani B. Participant A generates a hash of the message, and then, using 1S private
key, encrypts the hash to provide a digital signature as the encrypted hash. Participant A
appends the digital signature 1o the message, and sends the message with digital signature to
Participant B. Participant B decrypts the digital signature using the public key of Participant
A, and extracts the hash. Participant B hashes the message and compares the hashes. If the
hashes are same, Participant B can confirm that the message was indeed from Participant A,
and was not tampered with.

{0069 In some embodiments, nodes of the blockchain network, and/or nodes that
communicate with the blockchain network can operate using trusted execution environments
processors, memory) that is isolated from the hardware’s operating environment {eg.,

operating system {O8S), basic input/output system (BIOS)). In further detail, a TEE is a
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separate, secure area of a processor that ensures the confidentiality, and integrity of code
executing, and data loaded within the main processor. Within a processor, the TEE runs in
parallel with the O8. At least portions of so-called trusted applications {TAs} execute within
the TEE, and have access to the processor and memory. Through the TEE, the TAs are
protected from other applications running in the main OS. Further, the TEE cryptographically
isolates TAs from one another inside the TEE.

{6079] An example of a TEE includes Software Guard Extensions {SGX) provided
by Intel Corporation of Santa Clara, Califorma, United States. Although SGX is discussed
herein by way of example, it is contemplated that embodiments of this specification can be
realized using any appropriate TEE.

{8071] SGX provides a hardware-based TEE. In SGX, the trusted hardware is the die of
the central processing until (CPU), and a portion of physical memory s isolated to protect
select code and data. The isolated portions of memory are referred to as enclaves. More
particularly, an enclave 1s provided as an enclave page cache (EPC) in memory and is
mapped to an apphication address space. The memory {e.g, DRAM) includes a preserved
random memory (PRM) for SGX. The PRM is a continuous memory space in the lowest
BIOS level and cannot be accessed by any sofiware. Each EPC 1s a memory set {eg., 4 KB}
that s ailocated by an OS to load application data and code in the PRM. EPC metadata
{(EPCM) 15 the eniry address for respective EPCs and ensures that each EPC can only be
shared by one enclave. That 1s, a single enclave can use muliiple EPCs, while an EPC i3
dedicated to a single enclave.

{6072] During execution of a TA, the processor operates in a so-called enclave mode when
accessing data stored in an enclave. Operation in the enclave mode enforces an extra
hardware check to each memory access. In SGX, a TA is compiled to a trusted portion, and
an untrusted portion. The trusted portion is inaccessible by, for example, OS, BIOS,
privileged system code, virtual machine manager (VMM), system management mode (SMM},
and the like. In operation, the TA runs and creates an enclave within the PRM of the memory.
A trusted function executed by the trusted portion within the enclave is called by the
unirusted portion, and code executing within the enclave sees the data as plaintext data
(unencrypied), and external access to the data is denied. The trusted portion provides an

encrypted response to the call, and the TA continues to execute.
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{6873] An attestation process can be performed to verify that expected code {eg., the
trusted portion of the TA) is securely executing within the SGX-provided TEE. In general,
the attestation process includes a TA receiving an attestation request from a challenger (e g.,
another node in the blockchain network, a key management system (KMS) of the blockchain
network). In response, the TA requests that its enclave produce a remote-atiestation, also
referred to as a quote. Producing the remote-attestation includes a local-attestation being sent
from the enclave to a so-called quoting enclave, which verifies the local-aitestation, and
converts the local-attestation 1nto the remote-attestation by signing the local-attestation using
an asymmetric atiestation key. The remote-attestation {quote) is provided to the challenger
(e.g., KMS of the blockchain network).

{0074] The challenger uses an attestation verification service to verify the remote-
attestation. For SGX, Intel provides the Intel Attestation Service (IAS), which receives the
remote-attestation from the challenger, and verifies the remote-attestation. More particularly,
the IAS processes the remote-attestation, and provides a report {e.g., attestation verification
report (AVR)), which mndicates whether the remote-attestation 13 verified. If not verified, an
error can be indicated. If verified (the expected code 15 securely executing in the TEE), the
challenger can start, or continue mteractions with the TA. For example, in response to the
verification, the KMS {as challenger) can issue asymmetric encryption keys {e.g., a public-
key and private-key pair) to the node executing the TEE {e.g, through a kev exchange
process, such as elliptical curve Diffie-Hellman (ECDH)}) to enable the node to securely
communicate with other nodes, and/or clients.

{6875] This specification describes technologies for enabling a blockchain-based system
{which can be an online system) that enhances trust among users and provides varicus
service or process tools to allow users to conduct transactions {e.g., legal proceedings,
Referring to FIG. 3, FIG. 3 depicts an example of a system 300 for blockchain transactions.
In some embodiments, the system 300 can be a blockchain system associated with judicial
institutions and/or users of judicial services. The system 300 can be deployed on a private
network or the Internet. In some embodiments, the system 300 can be a blockchain system
used for executing and recording contracts or agreements {e.g., real estate contracts) between

parties. In the shown example in FIG. 3, the system 300 includes a blockchain-based trusted
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platform/system 312 which includes a blockchain accessing layer 314, participating nodes
{e.g., nodes 308-1, 308-2, 310-1, and 310-2), and blockchain platform layer 316, In some
embodiments, the blockchain accessing layer 314 can include communication interfaces that
allow entities external to the blockchain-based trusted platform 312 to communicate with the
participating nodes of the blockchain-based trusted platform 312, The blockchain accessing
layer 314 can include one or more of graphical user interfaces (GUI), command lines, scripts,
and application programming interfaces (APls). In some embodiments, the blockchain
platform layer 316 can provide service capabilities of Internet information infrastructure and
can support cloud storage deployment such as public cloud and private cloud. The blockchain
platform layer 316 can further provide support for the secure storage, analysis, and
computation of data stored in the trusted platform 312,

[0076] The participating nodes of the blockchain-based trusted platform 312 includes
blockchain nodes such as nodes 308-1 and 308-2. In the shown example, the blockchain
nodes 308-1 and 308-2 can be blockchain nodes deployed for courts or judicial mstitutions.
The blockcham-based trusted platform 312 further mncludes third-party blockcham nodes
such as nodes 310-1 and 310-2. In some embodiments, the third-party blockchain nodes can
have identity management, permission control functions such as pernussion management
based on smart contracts, users, blockchains, and hierarchical access control. In some
examples, the third party nodes 310-1 and 310-2 can include blockchain nodes such as
certificate authority nodes, time service nodes, and forensic expertise nodes. Note that
blockchain-based trusted platform 312 1 shown {0 include nodes 308-1, 308-1, 310-1, and
310-2 for illustrative purposes. The blockchain-based trusted platform 312 can inclode any
suitable number of non-third-party nodes and third-party nodes. In some embodiments, one
or more of the nodes 308-1, 308-1, 310-1, and 310-2 can be consensus nodes that participate
in a consensus process of the blockchain-based trusted platform 312.

{8877} As noted previously, the blockchain accessing layer 314 can include
communication interfaces that allow entities external to the blockchain-based trusted
platform 312 to communicate with the participating nodes of the blockchain-based trusted
platform 312, In the shown example, the blockchain accessing layer 314 can be configured
to allow the external service systems, e.g., service systems, 306-1~6, to communicate with
nodes 308-1, 308-1, 310-1, and 310-2, in the

the participating blockchain nodes, eg
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blockchain-based trusted platform 312, In some embodiments, the service systems 306-1~6
can mmclude computer systems that do not participate in the consensus process of the
blockchain-based trusted platform 312. The service systems 306-1~6 can be configured to
provide services to users 302 by accessing the blockchain-based trusted platform 312, In
some examples, a service system, e.g., service system 306-1, can allow a user to fill out and
submit legal documents digitally in ways that comply with relevant legal requirements based
on a consensus process performed by the participating nodes of the blockchain-based trusted
platform 312, In some examples, a service system, e.g., service system 306-2, can allow a
party 10 execute a court order, such as serving a bank levy court order to an opposing party’s
bank digually, m a way that complies with relevant legal requirements. In some
embodiments, one or more service system and a blockchain node of the blockchain-based
trusted platform 312 can form a sub-system. In the shown example, the service systems 306-
1 and 306-2, and the blockchain node 308-1 can form a sub-system 304-1 deployed in a
Judicial institution, e.g, a court. Note that the sub-system 304-1 13 shown to be deployed in a
judicial nstitution (e.g., a court} for illustrative purposes only. The sub-system 304-1, as
well as other sub-systems 304-2 and 304-3, can be a system deployed m any suitable type of
mstitutions or facilities, such as a real estate agency, a broker, a commercial bank, an escrow,
police departments, or government agencies, etc. In some embodiments, a sub-system that
meludes at least a blockchain node of the blockchain-based trusted platform 312 can be
referred 1o as a node sub-system, while a sub-system that does not include any blockchain
node of the blockchain-based trusted platform 312 can be referred to as a non-node sub-
system. In the shown example, the sub-gystem 304-1 includes the blockchain node 308-1 in
the blockchain-based trusted platform 312, hence the court where the sub-system 304-1 is
deployed can be referred to as a court connected to blockchain {e.g., node court). The sub-
system 304-2 does not include any blockchain node of the blockchain-based trusted platform
312, hence the court where the sub-system 304-2 1s deployed is called a court not connected
to blockchain (e.g., non-node court).

{6078] In some embodiments, the services provided by the service systems 306-1~6 can
include two types: blockchain data recordation and blockchain data verification. In some
examples, a blockchain data recordation service can be initiated by a user 302 sending data in

digital documents or files {e.g., legal documents, commercial contract) to a service system
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(e.g, service system 306-1}). The data can be processed by the service system and recorded to
a blockchain stored in a blockchain node (e g blockchain node 308-1} in the blockchain-
based trusted platform 312. A blockchain data verification service can be initiated by a user
sending a request for verifying data to a service system. The service system receiving the
request can process the request and verify the data. In some embodiments, ledger data can be
generated during the blockchain data recordation and verification process. In some
embodiments, the blockchain data recordation and verification process can be performed in
one or more of a service system mode and a blockchain platform mode. In the service
system mode, a service systern {e.g., service system 306-1) can generate the ledger data
based on data received from a user (e.g., user 302) and send the ledger data to a blockchain
node (e.g., blockchain node 308-1) for recordation. In the blockchain platform based mode,
a blockchain node (e g, blockchain node 308-2) can generate the ledger data based on data
recetved from a user (e.g., user 302) and record the ledger data to a blockchain stored in the
blockchain node. The blockchain data recordation verification process in the two modes will
be described below in greater detaidl with reference to FIGS. 4-7.

{6679] FIG. 4 depicts an example of a blockchain data recordation process 400 in a
service system mode that can be executed in accordance with embodiments of this
specification.  For convenience, the process 400 will be described as being performed by a
system of one or more computers, located in one or more locations, and programmed
appropriately in accordance with this specification. For example, a blockchain-based system,
e.g., the system 300 of FIG. 3, appropriately programmed, can perform the process 400
{6088] The process 400 starts at step 410 where a user 402 sends data for recordation to a
service system 404. In some embodiments, the user 402 can send a request for recording the
data to the service system 404, where the request includes the data.  In some embodiments,
the data can be in the format of digital documents {e g, commercial agreements}), or digital
files {e.g., forensic images, video, etc.}.

{0081] The user 402 can be a user 302 as described in the descriptions of FIG. 3. In some
embodiments, the user 402 can include, for example, any computer, module, server, or
computing element programmed to perform methods described herein.  In some examples,

the user 402 can include a web browser and software applications for providing various
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functions of a client computing device. In some embodiments, the service system 404 can be
a service system (e.g., service system 306-1} as described in the descriptions of FIG. 3.

[0G82] At step 412, the service system 404 can trigger data recordation after receiving the
data from the user 402. In some embodiments, the service system 404 can automatically
trigger data recordation in response to receiving the data or request from the user 402. In
some examples, the service system 404 can include a smart contract for processing the data
or request received from the user 402, QOnce the smart contract receives the data or request
from the user, the smart contract can be automatically executed to perform the following data
recordation process.

{0083] In some embodiments, the service system 404 can verify an identity of the user 402
after recetving the data from the user 402, In some examples, the user 402 can send a user
identifier along with the data to the service systemn 404 so that the service system 404 can
compare the recerved user identifier with user identifiers of authorized users stored n the
service system 404, If the user 402 1s determined to be an unauthorized user, the service
system 404 can ignore the request from the user 402 and discard the data. If the user 402 13
determined to be an authorized user, the service system 404 can continue to process the
received data.

[6084] At step 414, the service system 404 computes a hash value based on the data
received from the user 402. In some embodiments, the hash value can be computed according
to a predetermined cryptographic hash function or algorithm, such as MDS5 message-digest
algorithm, SHA-1 {Secure Hash Algorithm 1) hash function, and Whirlpool hash function,
etc. In some examples, the service system 404 can apply a predetermined hash function on
the data received from the user and generate a hash value of the data. In some examples, the
service system 404 can generate a hash value based on the data received from the user 404
and the user identifier of the user 404.

{08BS] At step 416, the service system 404 stores the data received from the user 402 ina
local storage of the service system 404. In some embodiments, the service system 404 can
further include a local storage sub-system that comprises storage medium such as non-
volatile memory express (NVME), S8D, hard disk drive (HDD), or shingled magnetic
recording (SMR). In some embodiments, the local storage sub-system of the service system

404 can be generated, or expanded for betier availability, partition tolerance, flexibility, and
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cost. For example, the local storage sub-system of the service system 404 can allow scaling
by adding more servers or storage nodes, hence increasing capacity and performance. The
local storage sub-system can also use less expensive standard servers, drives, and network
In some embodiments, the local storage sub-system of the service system 404 can increase
the utilization of standard servers, which can result in less power consumption, maintenance
cost, better cooling efficiency, and space utilization, etc.

{8086] In some embodiments, the service system 404 can include a mulu-tier storage
subsystem which includes multiple storage devices that are configured to store data based on
access frequency of data. In some examples, the service system 404 can include a first
storage device, such as a cloud disk or cloud-based storage device {e.g., SSD cloud disk,
embedded-SSD (ESSD) cloud disk) for storing most frequently accessed data. The service
system 404 can include a second storage device, such as NAS {(network attached storage)
devices, for storing less frequently accessed data.

{6087] At step 413, the service systemn 404 generates ledger data based on the hash value
as generated at step 414, and sends the ledger data to the blockchain-based trusted platform
406. In some embodiments, the blockchain-based trusted systemn 404 can be implemented as
the blockchain-based trusted system 312 of FIG. 3. In some examples, the blockchain-based
frusted system 406 can include one or more blockchain nodes (e.g., blockchain node 308-1},
and the service system 404 can send the ledger data to one blockchain node of the
blockchain-based trusted system 406. In some embodiments, the service system 404 can
send the ledger data to the blockchain-based trusted system 406 via a commumication
mterface, such as the blockchain accessing layer 314 of FIG. 3.

{6088]  In some embodunents, the ledger data includes the hash value as generated at step
414. The ledger data can include additional information, such as the metadata of the data
received from the user 402 and metadata of the hash value In some examples, the metadata
can include one or more of an author, a date created, a date modified, and a file size of the
data or the hash value.

{0089] In some embodiments, the service system 404 can encrypt the ledger data
according to a predetermined encryption function or algorithm. In some examples, the

service system 404 can encrypt the ledger data using a public key of the blockchain-based
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trusted platform 406, and send the encrypted ledger data to the blockchain-based trusted
platform 406 to decrypt the encrypted ledger data by using its private key.

{0090] At step 420, after receiving the ledger data from the service system 404, the
blockchain-based trusted platform 406 stores the ledger data including the hash value in the
blockchain-based trusted platform 406. In some embodiments, the blockchain-based trusted
platform 406 can store the ledger data in one or more participating nodes of the blockchain-
based trusted platform 406, In some embodiments, one or more of the participating nodes of
the blockchain-based trusted platform 406 can be consensus nodes that participate in a
consensus process of the blockchain.  In some embodiments, the consensus nodes {(eg.,
blockchain nodes 308-1, 308-2, and/or third party blockchain nodes 310-1 and 310-2 of
FIG.3) of the blockchain-based trusted platform 406 can perform a consensus process on the
ledger data. Upon achieving a consensus amoung the consensus nodes, the blockchain-based
trusted platform 406 can record the ledger data in a blockchain stored in one or more
participating nodes of the blockchan-based trusted platform 406.

{0091] In some embodiments, the blockchain-based trusted platform 406 can receive
encrypted ledger data from the service system 404, In some examples, the encrypted ledger
data can be encrypted with a public key of the blockchain-based trusted platform 406 based
on asymmetric key encryption. The blockchain-based trusted platform 406 can use a private
key paired with the public key to decrypt the encrypied ledger data and obiain the ledger data.
{80%92] At step 422, the blockchain-based trusted platform 406 generates a credential
corresponding to the ledger data. In some embodiments, the credential can include any
suitable type of certificate for recordation of the ledger data. In some examples, the
credential can include an identifier of the ledger data can and/or a digiial signature of the
blockchain-based trusted platform 406 that is generated based on the ledger data using the
private key of the blockchain-based trusted platform 406, In some embodiments, the
credential can uniquely identify the ledger data.

[0093] At step 424, the blockchain-based trusted platform 406 returns the credential to the
service system 404. In some examples, the credential can include a digital signature
generated based on the ledger data using the private key of the blockchain-based trusted
platform 406 so that the service system 404 can use the public key of the blockchain-based

trusted platform 406 to verify the digital signature.
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{0094] At step 426, after receiving the credential from the blockchain-based trusted
platform 406, the service system 404 sends a recordation result to the user 402, In some
embodiments, the recordation result comprises the credential. In some embodiments, the
recordation result comprises a notification to the user 402 that indicates whether the data
recordation 15 completed. In some embodiments, the service system 404 can verify the
credential, for example, when the credential includes a digital signature of the blockchain-
based trusted platform 406, In some examples, the service system 404 can use the public key
of the blockchain-based trusted platform 406 to venify the digital signature. If the digital
signature 1s valid, the service system 404 can send the credential in the recordation result to
the user 402 and notify to the user 402 n the recordation result that the data recordation s
completed. I the digital signature is not valid, the service system 404 may not send the
credential to the user 402, or the service systerm 404 can notify the user 402 that the data
recordation is not completed.

{6085] FIG. S depicts an example of a blockchain data verification process 500 i the
service system mode that can be executed n accordance with embodiments of this
specification. For convenience, the process 500 will be described as being performed by a
system of one or more computers, located in one or more locations, and programmed
appropriately in accordance with this specification. For example, a blockchain-based system,
e.g., the system 300 of FIG. 3, appropriately programmed, can perform the process 500,
[6696] The process 500 starts at step 510 where a user 502 sends a request for verifying
data to a service system S04, The user 502 can be a user 302 as described in FIG. 3. In some
embodiments, the user 502 can nclude, for example, any suitable computer, module, server,
or computing element programmed to perform methods described herein. In some examples,
the user 502 can include a web browser and software applications for providing various
functions of a chient computing device. In some embodiments, the service system 504 can be
implemented as a service system in FIG. 3, such as service system 306-1.

{6097]  In some embodiments, the request for verifying the data can include a credential
corresponding to a ledger data penerated based on the data. In some embodiments, the
credential can be configured to uniguely identify the data and the ledger data. In some
example, the credential and the ledger data can be generated in a previous data recordation

process similar t0 process 400 of FIG. 4. In this example, the ledger data can be generated
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by the service system 504 and recorded in the blockchain-based trusted platform 506 in the
previous data recordation process. The ledger data can include a hash value of the data. In
some embodiments, the hash value can be computed by the service system 504 according to a
predetermined cryptographic hash function or algorithm, such as MDS message-digest
algorithm, SHA-1 (Secure Hash Algorithm 1) hash function, and Whirlpool hash function,
etc. The ledger data can include additional information, such as the metadata of the data.
The metadata can include one or more of an author, a date created, a date modified, and a file
size of the data.

{0098] In the above example, the credential can be generated by the blockchain-based
trusted platformn 506 and sent to the user 502 n the previous data recordation process. In
some embodiments, the credential can include an identifier of the ledger data. In some
embodunents, the credential can include a digital signature of the blockchain-based trusted
platform 506 that i1s generated based on the ledger data using the private key of the
blockchain-based trusted platform 506.

{0099] At step 512, the service system 504 obtains the data from a local storage of the
service system 504 after recetving the request for verifying the data. In some embodiments,
the local storage of service system 304 can include storage medium such as NVME, S8D,
HDD, and SMR. In some embodiments, the service system 502 can obtain the data based on
the credential inchuded in the request.

{8188] At step 514, the service system 504 compuies a hash value based on the data as
obtained at step S12. In some embodiments, the hash value can be computed by the service
system 504 according 1o a same cryptographic hash function or algorithm that was used to
compute the hash value in the previous data recordation process.

{8181] At step 516, the service system 504 sends the computed hash value to the
blockchain-based trusted platform 506. In some embodiments, the service system 504 can
send the credential with the computed hash value to the blockchain-based trusted platform
506. In some embodimenis, the service system 504 can encrypt the hash value and/or the
credential and send the encrypted information to the blockchain-based trusted platform 506.
In some examples, the service system 304 can encrypt the hash value and/or the credential
using a public key of the blockchain-based trusted platform 506 so that the blockchain-based

trusted platform 306 can decrypt the encrypted information using its private key.
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{0182] At step 518, after recetving the hash value from the service system 504, the
blockchain-based trusted platform 506 compares the received hash value with a hash value
previously stored in the blockchain-based trusted platform 506. In some embodiments, the
blockchain-based trusted platform 506 can receive encrypted hash value and/or credential
from the service system 504. In some examples, the encrypted hash value and/or credential
can be encrypted with a public key of the blockchain-based trusted platform 506. The
blockchain-based trusted platform 506 can use a private key paired with the public key to
decrypt the encrypted data and obtain the hash value and/or credential.

{0103] In some embodiments, the blockchain-based trusted platform 506 can obtain a
ledger data from a local storage of the blockchain-based trusted platform 506 based on the
credential received from the service system 504 and obtain the hash value in the ledger data.
In some embodiments, the blockchain-based trusted platform 506 can obtain a ledger data
from one or more participating blockchain nodes of the blockchain-based trusted platform
506 based on the credential and obtain the hash value n the ledger data.

{0184] At step 520, the blockchain-based trusted platform 506 sends a vernification result
to the service system 504, In some embodiments, the verification result includes a
comparison resuit of the received hash value and the hash value in the hash data as w step
S18. In some embodiments, the vertfication result can further include a digital signature of
the blockchain-based trusted platform 506, In some examples, the digital signature of the
blockchain-based trusted platform 506 can be generated using the private key of the
blockchain-based trusted platform 506 based on at least one of the two hash values.

{6185] At step 522, after receiving the verification result from the blockchain-based
trusted platform 506, the service system 504 sends a verification response to the user 502, In
some embodiments, the service system 504 can verify a digital signature included in the
verification result. In some examples, the service system 504 can verify the digital signature
using the public key of the blockchain-based trusted platform 506, In this example, if the
digital signature is determined to be invalid, the service system 504 can ignore the
verification result. If the digital signature is determined to be valid, the service system can
continue to process the verification result.

{8106] In some embodiments, the service system S04 determines whether the two hash

values match based on the verification result. If the two hash values match, the service
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system 304 can determine that the data stored in the service system 504 has not been
tampered with. The service system 504 can further include the data in the verification
response and send the verification response to the user 502 that indicates that the data has not
heen tampered with. If the two hash values do not match, the service system 504 can notify
the user 502 in the verification response that the data may have been tampered with.

{6167] FIG. 6 depicts an example of a blockchain data recordation process 600 in a
blockchain platform mode that can be executed in accordance with embodiments of this
specification. For convenience, the process 600 will be described as being performed by a
system of one or more computers, located in one or more locations, and programamed
appropriately in accordance with this specification. For example, a blockchain-based system,
e.g, the system 300 of FIG. 3, appropriately programmed, can perform the process 600.
{0108] The process 600 starts at step 610 where a user 602 sends the data for recordation
to a service system 604, In some embodiments, the user 602 can send a request for recording
the data to the service systemn 604, where the request includes the data. In some examples,
the data can be included in digital files or documents such as legal documents, commercial
contracts, images, video, web pages, spreadsheets, etc.

[8189]  The user 602 can be user 302 as described n the description of FIG. 3. In some
embodiments, the user 602 can include, for example, any suitable computer, module, server,
or computing element programmed to perform methods described herein. In some examples,
the user 602 can include a web browser and software applications for providing various
functions of a client computing device. In some embodiments, the service system 604 can be
mplemented as a service system in FIG. 3, such as service system 306-1.

{0116] At step 012, the service system 404 triggers data recordation after receiving the
data from the user 602. In some embodiments, the service system 604 can automatically
triggers data recordation in response to receiving the data or request from the user 602, In
some gxamples, the service system 604 can include a smart contract for processing the data
or request received from the user 602. Once the smart coniract receives the data or request
from the user, the smart contract can be automatically executed to perform the following data
recordation process.

{8111] In some embodiments, the service system 604 can verify an identity of the user 602

after recetving the data from the user 602, In some examples, the user 602 can send a user
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identifier along with the data to the service system so that the service system 604 can
compare the received user identifier with user identifiers of authorized users that are stored in
the service system 604, If the user 602 is determined to be an unauthorized user, the service
system 604 can ignore the request from the user 602 and discard the data. It the user 602 is
determined to be an authorized user, the service system 604 can continue to process the
received data.

{8112] At step 614, the service system 604 stores the data received from the user 602 in a
local storage of the service system 604. In some embodiments, the service system 604 can
nclude a local storage sub-systern which includes storage medium such as NVME, S8D,
HDD, or SMR. In some embodiments, the local storage sub-system of the service system
604 can be generated, or expanded for better availability, partition tolerance, flexibility, and
cost. For example, the local storage sub-system of the service system 604 can allow scaling
by adding more servers or storage nodes and thus increasing capacity and performance
hinearly. It can use standard servers, drives, and network, which are less expensive. In some
embodiments, the local storage sub-system of the service system 604 can increase the
uttlization of standard servers, which consequently result in less power consumption, better
cooling efficiency, beiter space usage, less maimntenance cost, etc.

{6113] In some embodiments, the service system 604 can include a multi-tier storage sub-
system which includes multiple storage devices that are configured to store data based on
access frequency of the data. In some examples, the service system 604 can include a first
storage device, such as a cloud disk or cloud-based storage device {e.g., SSD cloud disk,
ESSD cloud disk) for storing most frequently accessed data. The service system 604 can
include a second storage device, such as NAS devices, for storing less frequently accessed
data.

{0184] At step 016, the service system 604 sends a request for recording data to the
blockchain-based trusted platform 606, In some embodiments, the blockchain-based trusted
system 606 can be implemented as the blockchain-based trusted system 312 of FIG. 3. In
some embodiments, the request includes the data received from the user 602.

[6115] In some embodiments, the service system 604 can send the data to the blockchain-
based trusted system 606 via a communication interface, such as the blockchain accessing

layer 314 of FIG. 3.
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{6116] In some embodiments, the service system 604 can encrypt the data and send the
encrypted data in the request to the blockchain-based trusted platform 606, In some
embodiments, the service system 604 can encrypt the data according to a predetermined
encryption function or algorithm. In some example, the service system 604 can encrypt the
data using a public key of the blockchain-based trusted system 606 so that the blockchain-
based trusted system 606 can use its private key to decrypt the encrypted data.

{8117] At step 618, the blockchain-based trusted system 606 computes a hash value based
on the data received from the service system 604, In some embodiments, the blockchain-
based trusted platform 606 can receive encrypted data from the service system 604. In some
examples, the encrypted data can be encrypted with a public key of the blockchain-based
trusted platform 606. The blockchain-based trusted platform 606 can use a private key paired
with the public key to decrypt the encrypted data and obtain the data.

[0118] In some embodiments, the hash value can be computed according to a
predetermined cryptographic hash function or algorithm, such as MDS message-digest
algorithm, SHA-1 {Secure Hash Algorithm 1) hash function, and Whrlpool hash function,
ete. In some examples, the blockchain-based trusted system 606 can apply a predetermined
hash function on the data received from the service system 604 and generate a hash value of
the data.

{8119] At step 620, the blockchain-based trusted system 600 stores the hash value as
generated at step 618, In some embodiments, the blockchain-based trusted system 606 can
generate and store the ledger data based on the hash value. In some embodiments, the ledger
data can include the hash value and/or additional data, such as the metadata of the data
received from the user 602 or the metadata of the hash value In some examples, the
metadata can include one or more of an author, a date created, a date modified, and a file size
of the data.

{61208] In some embodiments, the blockchain-based trusted platform 606 can store the
ledger data in one or more participating nodes of the blockchain-based trusted platform 606,
In some embodiments, the consensus nodes {eg., blockchain nodes 308-1, 308-2, and/or
third party blockchain nodes 310-1 and 310-2 of FIG3) of the blockchain-based trusted
platform 606 can perform a consensus process on the ledger data. Upon achieving a

consensus among the consensus nodes, the blockchain-based trusted platform 606 can record
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the ledger date 1n a blockchain stored in one or more participating nodes of the blockchain-
based trusted platform 606.

{6121] At step 622, the blockchain-based trusted platform 606 generates a credential
corresponding to the ledger data. In some embodimenis, the credential can include any
suttable type of certificate for recordation of the ledger data. In some examples, the
credential can include an identifier of the ledger data. In some examples, the credential can
include a digital signature of the blockchain-based trusted platform 606 that is generated
based on the ledger data using the private key of the blockchain-based trusted platform 606.
In some embodiments, the credential can be configured to uniquely identify the data and the
ledger data.

{0122] At step 624, the blockcham-based trusted platform 606 returns the credential to the
service system 604. In some examples, the credential can include a digital signature that
generated based on the ledger data using the private key of the blockchain-based trusted
platform 606 so that the service system 604 can use the public key of the blockchain-based
trusted platform 606 to venfy the digital signature.

[6123] At step 626, after receiving the credential from the blockchain-based trusted
platform 606, the service system 604 sends a recordation result to the user 602, In some
embodiments, the recordation result includes the credential.  In some embodiments, the
recordation result includes a notification to the user 602 that indicates whether the data
recordation 15 completed. In some embodiments, the service system 604 can verify the
credential, for example, when the credential includes a digital signature of the blockchain-
based trusted platform 406. In some examples, the service system 604 can use the public key
of the blockchain-based trusted platform 606 to venify the digital signature included in the
credential. If the digital signature 15 valid, the service system 604 can send the credential in
the recordation result to the user 602 and notify to the user 602 in the recordation result that
the data recordation is completed. If the digital signature is not valid, the service system 604
may not send the credential to the user 602 and notify to the user 602 thai the data
recordation is not completed.

{0124] FIG 7 depicts an example of a blockchain data verification process 700 in a
blockchain-platform-mode that can be executed in accordance with embodiments of this

specification. For convenience, the process 700 will be described as being performed by a
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system of one or more computers, located in one or more locations, and programmed
appropriately in accordance with this specification. For example, a blockchain-based system,
e.g., the system 300 of FIG. 3, appropriately programmed, can perform the process 700.
{#125]  The process 700 starts at step 710 where a user 702 sends a request for verifying
the data to a service system 704. The user 702 can be the user 302 as described in the
description of FIG. 3. In some embodiments, the user 702 can include, for example, any
suitable computer, module, server, or computing element programmed to perform methods
described herein. In some examples, the user 702 can include web browsers and software
applications for providing various functions of a computing device. In some embodiments,
the service system 704 can be the service system (e.g., service system 306-1) 300 as
described in FIG. 3, such as service system 306-1.

[0126]  In some embodiments, the request for verifying the data can include a credential of
ledger data. In some embodiments, the credential can be configured to uniquely identify the
original data and the ledger data. In some example, the credential and the ledger data can be
generated m a previous data recordation process similar to process 600 of FIG. 6. In this
example, the ledger data can be generated by the service system 704 and recorded in the
blockchain-based trusted platform 706 in the previgus data recordation process. The ledger
data can include a hash value of the original data. In some embodiments, the hash value can
be computed by the service system 704 according to a predetermined cryptographic hash
function or algorithm, such as MD5 message-digest algorithm, SHA-1 (Secure Hash
Algorithm 1) hash function, and Whirlpool hash function, etc. The ledger data can inclade
additional information, such as the metadata of the data and/or metadata of the hash value.
The metadata can include one or more of an author, a date created, a date modified, and a file
size of the data.

{6127] In the above example, the credential can be generated by the blockchain-based
trusted platform 706 and sent to the user 702 m the previous data recordation process. In
some embodiments, the credential can include an identifier of the ledger data. In some
embodiments, the credential can include a digital signature of the blockchain-based trusted
platform 706 generated based on the ledger data using the private key of the blockchain-

based trusted platform 706.



WO 2022/109851 PCT/CN2020/131419

{0128] At step 712, the service system 704 obtains the data from a local storage of the
service system 704 after receiving the request from the user 702, In some embodiments, the
local storage of service system 704 can include storage medium such as NVME, 88D, HDD,
or SMR. In some embodiments, the service system 702 can obiain the data based on the
credential included in the request.

{0129] At step 714, the service system 704 sends the data as obtained at step 712 to the
blockchain-based trusted platform 706, In some embodiments, the service system 704 can
send the credential with the obtained data to the blockchain-based trusted platform 706, In
some embodiments, the service system 704 can encrypt the obtained data and/or the
credential and send the encrypted mnformation to the blockchain-based trusted platform 706.
In some examples, the service system 704 can encrypt the obtained data and/or the credential
using a public key of the blockchain-based trusted platform 706 so that the blockchain-based
trusted platform 706 can decrypt the encrypted information using its private key.

{6136] At step 716, the blockchain-based trusted platform 706 computes a bash value
based on the data received from the service system 704. In some embodiments, the hash
value can be computed by the blockchain-based trusted platform 706 according to a same
cryptographic hash function or algorithm used for computing the hash value in the previous
data recordation process.

{0131] In some embodiments, the blockchain-based trusted platform 706 can receive
encrypted data and/or credential from the service system 704, In some examples, the
encrypted data and/or credential can be generated using a public key of the blockchamn-based
trusted platform 706. The blockchain-based trusted platform 706 can use a private key paired
with the public key to decrypt the encrypted data and obtain the data and/or credential.

{6132] At step 718, the blockchain-based trusted platform 706 compares the computed
hash value with a hash value previously stored in the blockchain-based trusted platform 706.
In some embodiments, the blockchain-based trusted platform 706 can obtain ledger data from
a local storage of the blockchain-based trusted platform 706 based on the credential received
from the service system 704 and obtain the hash value in the ledger data. In some
embodiments, the blockchain-based trusted platform 706 can obtain a ledger data from one or
more participating blockchain nodes of the blockchain-based trusted platform 706 based on

the credential and obtain the hash value in the ledger data. The obtained hash value can then
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be compared with the computed hash value. In some embodiments, the blockchain-based
trusted platform 706 generate a verification result based on a comparison of the two hash
values.

{#133] At step 720, the blockchain-based trusted platform 706 sends a verification result
to the service system 704, In some embodiments, the verification result includes a
comparison result of the two hash values as i step 718, In some embodiments, the
vertfication result can further include a digital signature of the blockchain-based trusted
platform 706, In some example, the digual signature of the blockchain-based trusted
platform 706 can be generated using the private key of the blockchain-based trusted platform
706 based on at least one of the two hash values.

{0134] At step 722, after receiving the verification result from the blockchain-based
trusted platform 706, the service system 704 sends a verification response to the user 702, In
some embodiments, the service system 704 can verify a digital signature included in the
vertfication result. In some examples, the service system 704 can verify the digital signature
using the public key of the blockchain-based trusted platform 706, 1f the digital signature 13
determined to be invalid, the service system 704 can ignore the verification result. If the
digital signature 15 determimed to be valid, the service system 704 can continue to process the
verification result.

[0135] In some embodiments, the service systems 704 determines whether the two hash
values maich based on the verification result. If the two hash values match, the service
system 704 can determine that the data stored w the service system 704 has not been
tampered. The service system 704 can further include the data in the verification response
and send the verification response to the user 702 that indicates that the data has not been
tampered. If the two hash values do not match, the service system 704 can notify to the user
702 in the verification response that the data has been tampered.

{6136] FIG. 8 1s a schematic diagram illustrating an example of a blockchain-based trusted
platform 800 in accordance with embodiments of this specification. In some embodiments,
the blockchain-based trusted platform 800 can be implemented as the blockchain-based
trusted platform 312 of FIG 3. The blockchain-based trusted platform 800 as described
herein can be implemented to enhance trust among users and provides various services or

process tools to allow the users to perform online transactions in an efficient manner. ln the
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shown example, the trusted platform 800 includes a trusted application layer 814 and a
trusted service layer 816. The trusted application layer 814 includes multiple application
programs, including a first application program 802, a second application program 804, up to
an N-th application program 806 that utilize the functions of the trusted timing module 808,
the trusted identity module 810, and the trusted compuiing module 812 in the trusted service
layer 816, In some embodiments, the application programs 802, 804, 806, and the trusted
timing module 808, the trusted identity module 810, and the trusted computing module 812
can be mplemented in each participating blockchain node of the blockchain-based trusted
platform.

{0137] The blockchain-based trusted platform 800 solves the problems described above by
providing a suite of service application programs that utilize the functions of the trusted
timing module 808, the trusted 1dentity module 810, and the trusted computing module 812
to authenticate docurnents and/or 1dentities of users 1u a manner that complies {or 15 more
compliant compared with previous systems) with relevant evidentiary rules.

{0138] In some embodiments, a feature of the blockchain-based trusted platform 800 13
that the platform provides trusted time, trusted identity, and trusted computing to enable
application programs that provide services to preserve verified records of information {(e.g.,
who, what, and when}) about events that occur during each of multiple steps or important time
points of the services in ways that comply {or are more compliant compared to previous
systems) with evidentiary rules. These records can be added to a blockchain through
consensus of blockchain nodes associated with legal, law enforcement, or dispute resolution
authorities. Once added, the records become mmmutable and can be trusted by the court or
the parties as evidence for the corresponding legal services or processes.

{813%] For example, there can be tools that provide hash and digital signature functions to
aliow a user fo digitally sign data so that other users can verify that the data has not been
changed since it 18 endorsed by digital signature, and to verify the identity of the user who
signed the data. However, there remains the possibility that the digitally signed data contain
errors, e.g., the data can be corrupted or tampered with unbeknownst to the signer before the
data was signed, or that the original digitally signed data was intercepted by a hacker during
transmission and replaced with forged digitally signed data. Based on the digitally signed

data alone, it can be difficult to prove or disprove the authenticity and accuracy of the data.
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Thus, it can be difficult to use the digitally signed data in legal procesdings without further
proof, such as an affidavit from a notary or a licensed attorney attesting to the authenticity
and accuracy of the data. A technical problem to be solved is how to increase the confidence
level of data produced by online application programs that provide legal services.

{8146] The blockchain-based trusted platform 800 enhances the trustworthiness of data
produced by an application program that provides a service over the network and reduces the
possibility of forgery or tampering by capturing snapshots of each of multiple steps (or at
several important time points) in the process of providing the service. Each snapshot can
nclude information provided by the trusted timing module 808 and/or the trusted wdentity
module 810. The trusted platform 800 stores the snapshots in a blockchain using the trusted
computing module 812 to process the blockchain data. The snapshots can mclude, eg.,
mformation such as who, when, and what associated with the events that occur during the
corresponding steps or time points. The probability of forgery or tampering in every one of
the multiple steps {or time pownts) becomes smaller than the probability of forgery or
tampering 1n a single step {or time pomt). The trusted time module 808 provides trusted or
vertfied time stamps, the trusted identity module 810 provides trusted or verified identity
mformation, and the trusied computing module 812 ensures trustworthiness of the data
recorded in related blockchains,

{8141] In some embodiments, functions of the modules 808, 810, 812 can be invoked by
one or more bockchain-based application programs or smart contract executed i a TEE.
The TEE ts hosted by one or more data processors isolated from the one or more data
processors’ operating system and is configured to provide enhanced confidentiality and
integrity of code executing and data loading within the one or more data processors. In some
examples, the application programs or smart contract can invoke the functions of the modules
through an APL

{6142] The blockchain-based trusted platform 800 produces a technical effect m which
data related to the service provided by the service application program supported by the
blockchain-hased trusted platform 800 have a higher level of trustworthiness {compared with
previous systems). A highly reliable record of a history of transactions that occurred during
the provision of the service, including a history of modifications to documents and responses

from various parties, can be preserved.
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{6143} In some embodiments, the trusted service layer 816 can include additional modules,
such as a trusted positioning module, that provides a verified position indicating where a
transaction occurred. For example, the trusted positioning module can be used to prove that
an infringement action occurred in a certain geographical region, and that a complaint can be
filed in the court that has jurisdiction. For example, the trusted positioning module can
generate verified position information based on data provided by a verified global positioning
system {GPS) receiver connected to a client terminal.

{0144] FIG. 9 15 a diagram illustrating an example of a system 900 for online transaction
n accordance with embodiments of this specification. In the shown example, the system 900
mcludes a blockchain-based trusted platform 902, In some embodiments, the blockchain-
based trusted platform can be implemented as the blockchain-based trusted platform 312 of
FIG 3 or the blockchamn-based trusted platform 800 of FIG. 8.

{8143]  In some emboduments, the trusted platform 902 can be accessed through a network
914, such as the Internet. A user 924 accesses the trusted platform 902 using a chent terminal
922, which can be, e.g., a mobile phone, a personal computer, or any computing device that
can connect to the network 914, In some examples, the trusted platform 902 provides hmited
functions to users who have not registered with the platform 902.

{8146] Upon registration with the platform 902, the user has a user identifier (ID) that 15
used to identify the user 924 when the user 924 uses the tools and services of the platform
902. Each registered user has an account associated with the platform 902 and can access the
functions of the platform 902 after logging into the account. In some examples, the user 924
can register with the platform 902 by providing personal information, such as a phone
number and an e-mail address of the user. In some examples, the user 924 can register with
the platform 902 by providing biometric information, such as one or more fingerprints, one
or more voiceprinis, of iris information through a fingerprint sensor, a microphone, or an iris
scanner communicably coupled to the modules 906, 908, and 910, As the user 924 accesses
functions of the trusted platform 902, the user can provide additional information to the
trusted platform 902, and the trusted platform 202 associates the additional information with
the user account.

{0147} For example, the user 924 can provide a mobile phone number so that the user 924

can receive messages from the trusted platform 902 on a mobile phone. The user 924 can
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provide payment account information so that the user 924 can pay for services on the trusted
platform 902. For example, the user account can include one or more of the following
mformation that can be used to verify the identity of the user 924: (1) a mobile phone number,
(1t} a credit card number, (11} a user I} associated with an online payment system, (iv} a user
1D associated with an online shopping account, (v} a user ID associated with a music
streanung or downloading account, {vi} a user IDS associated with a movie streaming or
downloading account, {vii} a user {D associated with a messaging or chat account, {viii) a
user 1D associated with an online banking account, (ix) a user ID associated with a ride
hailing service, (x) a user 1D associated with an online food ordering service, (xi) a social
security number, {xi1} a driver’s license number, (xiu} a passport number, (xiv) a user D
associated with an online gaming service, (xv} an ID 1ssued by a government entity, (xvi) one
or more fingerprints, (xvit) one or more voiceprints, or (xvii) iris information.

{0148] In the example of FIG. 9, the user 924 accesses the Internet evidence collecting
web browser 904 1o search for and view web pages on the Internet 914, A chient component
{not shown 1n the figure) of the web browser executes at the client terminal 922 and provides
a user mterface for displaying the web pages to the user 924 and receiving the user’s
mstructions for handling the web pages, such as clicks for controlling navigation among the
web pages.

[0149]  In some examples, the user 924 uses the web browser 904 to access web pages 918
(including, e.g., web pages 918-1 and 918-2) hosted on a web server 916 of a publisher. The
user 924 can itially provide the URL of the home page of the publisher, and click on web
links to browse the web pages hosed on the web server 908. In some embodiments, when the
user 924 uses the Internet evidence collecting web browser 904 to browse web pages, the
web browser 904 invokes the trusted identity module 908 to verify the identity of the user
924. For example, the trusted identity moduie 908 can use any number of information
associated with the user account to verify the identity of the user 924,

{01506]  In the above example, each time a pre-specified type of event occurs in connection
with the use of the web browser 904 by the user 924, the web browser 904 invokes the
trusted timing module 906 to obtain a verified time stamp regarding when the event occurred.
The pre-specified type of evenis can include, e g., receiving an input from the user 924,

providing an output to the user 924, and performing a pre-specified type of action or
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computation. Receiving an input from the user 924 can include, e g., receiving a URL of a
web page, receiving a click command or a selection command from the user 924, receiving
an edit command, such as a copy command, from the user 924, or receiving a file command,
such as a save command, from the user 924. Providing an output to the user 924 can include,
e.g., displaving the contents of a web page to the user 924, playing an audio file to the user
924, or plaving a video file to the user 924.

{0151] Thus, each time an event occurs, in which the user 924 performs a pre-specified
type of action, such as providing a URL to the web browser 904, clicking on a web link on
the web page 918, copying text or images from the web page 918, or downloading content
from the web page 918, the web browser 904 performs the action requested by the user 924
and also invokes the trusted timing module 906 to obtain 3 verified time stamp indicating a
time when the action was performed or when the event occurred. The web browser 904
mnvokes the trusted computing module 910 to generate a snapshot of the event, in which the
snapshot can be m the format of a record that mcludes the identity of the user 924, a
description of the event {such as a description of the action that was performed), a verified
fime stamp indicating when the event occurred (such as when the action was performed), and
mformation {e.g., URL) about the web page associated with the action. The trusted
computing module 910 generates a hash value of the record, and adds a block that includes
the record and the hash value to a blockchain 912 that stores records associated with the user
924,

{0182]  Upon the oceurrence of each event, the web browser 904 invokes the trusted timing
module 906 to obtain a verified time stamp indicating the time that the event occurred. The
web browser 904 mvokes the trusted computing module 910 to update the blockchain 912 to
add a record having information about the event.

{0153] The trusted platform 902 is associated with one of the nodes {e.g., node 928) of a
blockchain network 930 in which the blockchain 912 1s rephicated across the blockchain
network 930. For example, one of the nodes can be associated with a computer server 926
that maintains a version of the blockchain 912

{01584] FIG. 10 is a diagram ilustrating an example of a system for providing trusted
timing in accordance with embodiments of this specification. In some embodiments, the

trusted timing module 1010 generates verified time stamps based on the coordinated
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universal time (UTC) 1020 that is distributed by a national standard institution, or timing
information generated by a GPS receiver 1030 that derives the timing information from
positioning systems such as the BeiDou Navigation Satellite System maintained by China,
the Global Positioning System maintained by the United States, the Galileo global navigation
satellite system maintained by the European Union, the Global Orbiting Navigation Satellite
System (GLONASS) maintained by Russia, and/or the Quasi-Zenith Satellite System)
maintained by Japan.

{0185] FIG. 11 15 a diagram dlustrating an example of a system for providing trusted
wdentity in accordance with embodiments of this specification. In some embodiments, the
trusted identity module 1100 maintains a user account database 1102 that includes
mformation about registered users provided by the users themselves. The trusted identity
module 1100 also accesses other databases to verify the account information provided by the
users. For example, the trusted identity module 1100 can access a government 1D database
1104 to verify the accuracy of the government ID provided by the user. If the trusted identity
module 1100 determines that the government ID provided by the user matches the name or
phone number of another user listed in the government 1D database 1104, the trusted identity
module 1100 can generate an alert message indicating the possibility of fraudulent identity.
In some embodiments, the trusted ideniity module 1100 can access a database 1106 of the
accounts of the users who access online banking services, such as Alipay, that aow users o
digitally pay for services provided on the trusted platform. The trusted identity module 1100
can access a database 1108 of the accounts of the users who use the online payment services.
The trusted identity module 1100 can access a database 1110 of the accounts of the users
who use the social media services provided on the trusted platform. The trusted identity
module 1100 can access a database 1112 of the accounts of the users who use the
communication services provided on the trusted platform.

{0156] The trusted 1dentity module 1100 can access a database 1118 of the accounts of the
users who use the online shopping services that allow users to shop for products online. The
trusted identity module 1100 can access can maintain a database 1116 of the accounis of the
users who use the online entertainment services that allow users to listen to music or watch
movies by downloading or streaming the music or movies. The trusted identity module 1100

can access a biometric database 1114 that stores biometric mformation, such as one or more
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fingerprints, one or more voiceprints, or iris information, provided by the users during
registration.

{8187} In some embodiments, the trusted identity module 1100 can attempt to verify the
identity of the user using multiple databases, thus increasing the trustworthiness of the
verified identity information provided by the trusted identity module 1102.

{6158] In some embodiments, the various databases 1104, 1106, 1108, 1110, 1112, 1114,
1116, and 1118 can be maintained independently of one another. For example, a user can
modify the information in the online banking account without modifying the mformation in
the online shopping account. A user can update information 1n different accounts at different
periods of time. The same user can use different user names or aliases for different services.
Multple users can share the same account, e.g., fanuly members can share the same movie
streanung account. The same user can open multiple accounts with a service, e g., a user can
have multiple mobile phone numbers, e-mail addresses, and/or messaging IDs. Thus, based
on the information of a single database, 1t may not be sufficient to accurately verify the
wdentity of a user. However, by combining mformation from multiple databases, the identity
of the user can be more reliably verified.

[8159] FIG. 12 15 a diagram illustrating an example of a system 1200 for trusted execution
m accordance with embodiments of this specification. In some embodiments, nodes of a
blockchain network, and/or nodes that communicate with the blockchain network can operate
using TEEs and/or rich execution environments (REEs). In general, a TEE is a secure,
integrity-protected processing environrnent, consisting of processing, memory, and storage
capabilities. In some embodiments, the TEE can be isolated from the “normal” processing
environment, such as the REE, where the device operating system and applications run. TEEs
can make it possible to build REE applications and services with better security and usability
by partitioning them so that sensitive operations are restricted to the TEE and sensitive data,
such as cryptographic keys.

{0160]  In the shown example, the blockchain nodes 1210 and 1230 operate using both the
TEE and REE. As shown, virtual machines 1214 and 1234 operate using the TEE, and
caches 1216 and 1236 also operate using the TEE. Services 1212 and 1232, such as
transactions, queries, distribution, and network services, operate in the REE. Unlike the

caches that operate in the TEE, storages 1218 and 1238 operate in the REE.
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{6161] TEE is a trusted environment within hardware (one or more processors, memory)
that 1s isolated from the hardware’s operating environment (e g, operating system (0S),
basic input/output system (BIOS)). In further detail, a TEE is a separate, secure area of a
processor that ensures the confidentiality, and integrity of code executing, and data loaded
within the main processor. Within a processor, the TEE runs in parallel with the OS. At least
portions of so-called trusted applications (TAs) execute within the TEE, and have access to
the processor and memory. Through the TEE, the TAs are protected from other applications
running in the main O8. Further, the TEE cryptographically isolates TAs from ouve another
mside the TEE.

{6162] An example of a TEE includes Software Guard Extensions {8GX) provided by
Intel Corporation of Santa Clara, California, Unuted States. Although SGX 18 discussed
herein by way of example, it is conterplated that embodiments of this specification can be
realized using any appropriate TEE. SGX provides a hardware-based TEE. In SGX, the
trusted hardware 13 the die of the central processing until {TPU}, and a portion of physical
memory 13 isolated to protect select code and data. The isolated portions of memory are
referred to as enclaves. More particularly, an enclave is provided as an enclave page cache
(EPC) in memory and is mapped to an application address space. The memory (e.g., DRAM)
mcludes a preserved random memory (PRM) for SGX. The PRM 15 a continuous memory
space in the lowest BIOS level and cannot be accessed by any software. Each EPC is a
memory set {e.g., 4 KB) that 15 allocated by an OS 1o load application data and code in the
PRM. EPC metadata (EPCM) 1s the entry address for respective EPCs and ensures that each
EPC can only be shared by one enclave. That is, a single enclave can use muitiple EPCs,
while an EPC 1s dedicated to a single enclave.

{6163] The blockchain and TEE technologies described above can be used to generate
highly reliable records related to online transactions. An online transaction typically involves
multiple steps. Instead of generating a verified record of the end result of a transaction, such
as generating a hash value of data generated at the end of the transaction, the novel systems
described in this specification use data generated during multiple events that occurred
throughout the multiple steps of the transaction to generate a record that can be used to verify
the transaction. A verified record of the data derived from events associated with the multiple

steps of a transaction is much more reliable than a verified record based on just the end result
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of the transaction. In some embodiments, for each piece of data that needs to be vernified, not
only is the piece of data itself verified, the process of generating the piece of data is also
verified. The process of generating the piece of data can involve multiple steps, and each step
of the process is verified. This ensures that the final piece of data is highly reliable because
the probability that every step of the process has been fraudulently modified is very low. In
some embodiments, a tool is provided for gathering evidence in the form of digital data. For
each piece of evidence that needs to be verified, not only is the evidence iiself verified, the
process of collecting or generating the evidence is also verified. The process of collecting or
generating the evidence can involve multiple steps, and each step of the process is verified.
This ensures that the evidence collected or generated at the end of the process is highly
reliable because the probability of someone fraudulently modifying the data in every step of
the process s very low.

{0164] FIG. 13 15 a diagram illustrating an example of an architecture 1300 for blockchain
security in accordance with embodiments of this specification. The architecture 1300 can be
mmplemented to provide securtty features to a blockchan-based trusted system, such as the
blockchain-based trusted platform 312 of FIG. 3 or the blockchain-based trusted platform
800 of FIG. & In the shown example, the security architecture 1300 includes following
components: application security component 1310, data security component 1320, protocol
and algorithm security component 1330, and security management component 1340,

{6165] In some embodiments, the application security component 1310 can include
features such as identity management feature 1312, access control feature 1314, and smart
contract auditing feature 1316, In some embodiments, the identity management feature 1312
can include a certificate-based authentication mechanism for user asthentication. In some
example, the certificate-based authentication mechanism can include authentication between
service systems and blockchain nodes, and between different blockchain nodes using TLS
(transport layer security). In this example, the transmission of services on a reliable channel
can be allowed after the authentication is successful. The communication between the
service system and the blockchain nodes, and between the blockchain nodes can be encrypted
by TLS to mitigate malicious cyber-attacks. In some embodiments, the blockchain-based
trusted system can support TLS protocol and HTTPS (Hypertext Transfer Protocol Secure)

protocol, where both protocols can support certificate-based two-way autheniication. In some
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embodiments, HTTPS can be configured to support one-way authentication per user’s
requirement. In some embodiments, a handshake procedure can be implemented between the
blockchain nodes. Reliable communication between the blockchain nodes can be achieved
by requiring one blockchain node to verify a private-key signature of another blockchain
node in the handshake procedure. In some embodiments, the access control feature 1314 can
be configured to support access control for user accounts. In some example, the access
control feature 1314 can support different access permissions of accounts with different
levels/priorities.  The access control feature 1314 can support different permissions of
accounts in different categories. The access control feature 1314 can support mutual
authorization of different accounts and modification to account pernussions. The smart
contract auditing feature 1316 can provide security to smart contracts in terms of process and
implementation, and manage the entire life cycle of the smart contracts, including
cooperation, audit, mitialization, upgrade, revocation, etc., to reduce security tisks caused by
code and service vulnerabiitties.

[0166] The data security component 1320 mcludes storage security feature 1322 and
transmission security feature 1324, In some example, the storage security feature 1322 can
provide support for muiti-node data storage so that the loss of data mn a single blockchain
node does not affect the entire blockchain network., The storage security feature 1322 can
provide a data synchronization mechanism between blockchain nodes to ensure proper
replication of data, and to provide data archiving tools for data archive and backup. The
transmission security feature 1324 can support private-key-based transaction signature to
prevent the transaction content from being tampered. The transmission security feature 1324
can support a hash mechanism that improves data security of the transaction recorded in the
blockchain. The transmission security feature 1324 can support confidential information
mvisibility through privacy transactions based on zero-knowledge proof to ensure that the
confidential information cannot be obtained by third parties.

{0167] The protocol and algorithm security component 1330 includes smart contract
security feature 1332, cryptographic algorithm security feature 1334, and secret key security
feature 1336. In some embodiments, the smart contract security feature 1332 can provide
support for code security, operating mechanism security, service logic security, and user

security. In some example, the smart contract security feature 1332 can support loading and
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executing smart contract using virtual machines. In this example, an independent virtual
machine can be created for each blockchain transaction. When a blockchain transaction is
completed, the virtual machine for the blockchain transaction can be destroyed. The virtual
machines can be configured to detect inappropriate smait contract content and interrupt
execution of the smart contract with inappropriate content. In some embodiments, the
cryptographic algorithm security feature 1334 can provide utility security for encryption,
signature, and hash algorithms and functions. In some example, the cryptographic algorithm
securtty feature 1334 can support multiple sets of cipher suites according to the needs of
different service scenarios. Table 1 as below shows an example of specification of the cipher

suites in accordance with embodiments of this specification.

Table 1. Cipher suite specification

Cipher suite Algorithm Type Parameter Length
International SHA256 digest N/A 256 bits
commercial ECDSA digital signature | Secp256k] 256 bits
cipher suite curve

AES block cipher GCM mode 128/256 bits
Chinese SM2 digital signature | National 256 bits
national recommended
standard cipher | SM3 digest National 256 bits
suite recommended

SM4 block cipher National 128 bits

recommended

{6168] The secret key security feature 1336 can provide security for secret kevs, e.g,

public keys and private keys, by maintaining a secret key management system.

in some

example, the secret key security feature 1336 can support life-cycle management of secret

keys and certificates, including generation, importation, preservation, exportation,

distribution, exchange, use, and update of the secret keys and certificates. The secret key
security feature 1336 can support secure storage of private keys for generating digital

signatures. The secret key security feature 1336 can provide user information protection and
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user account locking in case the loss of the secret keys occur. The secret key security feature
1336 can further support a private key loss report and a signature protection mechanism.
{8169}  The security management component 1340 includes security auditing feature 1342,
supervisory support feature 1344, and configuration management feature 1346, In some
example, the security auditing feature 1342 can support security auditing based on
application logs. In this example, the security auditing can be performed on definable log
command rules, print format, alarm level, and save time. The security auditing can further
melude discovery, analysis, and tracking of abnormal events based on the access time, [P
address, behavior, and other information recorded in the log. In some embodiments, the
supervisory support feature 1344 can support admin permission that allows a user to access
the blockchain network to obtain ledger data. In some embodiments, the configuration
management feature 1346 can support configuration and building of genesis block to
establish an witial trust by configuring trust roots and core parameters of the blockchain
network.

{0170] FIG 14 15 a diagram iflustrating an example of a cross-chain communication
systery 1400 in accordance with embodiments of this specification. In some embodiments,
the cross-chain system 1400 can be mmplemented to facilitate communication between
different blockchain networks., For example, a judicial blockchain network can need to
commumicate with a public blockchain network to provide services to client accessing the
public blockchain network. The judicial blockchain network and the public blockchain
network can be implemented n the cross-chain systemn 1400 to ensure data security during
data transmission and storage in and between the two blockchain networks.  In the shown
example, the cross-chain system 1400 incluodes a first biockchain network 1410 and a second
blockchain network 1430, In some embodiments, each blockchain network can include a
cross-chain communication component or node to facilitate communication between the
blockchain nodes of the blockchain network and blockchain nodes of another blockchain
network. In the above example, the first blockchain network includes a first blockchain node
1412 and a first cross-chain communication component 1418, and the second blockchain
network includes a second blockchain node 1432 and a second cross-chain communication
component 1438, Note that the each one of the blockchain nodes 1412 and 1432 1s shown to

include one blockchain node and one cross-chain communication component for illusirative
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purposes only. The blockchain nodes 1412 and 1432 can have any suitable number of
blockchain nodes and cross-chain communication components.

{8171} In some embodiments, the cross-chain communication component can be
configured as a communication interface that facilitates communication between a
blockchain node in a same blockchain network as the cross-chain communication component
and another cross-chain communication component in another blockchain network. In the
shown example, the cross-chain communication component 1418 is configured to allow
communication between blockchain node 1412 and cross-chain communication component
1438, and the cross-chain communication component 1438 is configured to allow
communication between blockchain node 1432 and cross-chain communication component
1418, In this way, data communication can be achieved between the two blockchain nodes
1412 and 1432 in different blockchain networks 1410 and 1430 using the cross-chain
communication components 1418 and 1438 In some embodiments, the cross-chain
communication components can be configured to support data verification and data proof on
a local blockchain network. The cross-chain commumication components can be further
configured to support unified data format conversion of cross-chain messages, cross-chain
communication networking protocol, and routing of the cross-chain messages.

{6172] In the shown example, each blockchain node ncludes a service smart contract and
a cross-chain smart contract. As shown, the blockchain node 1412 includes a service smart
contract 1414 and a cross-chain smart contract 1416, and the blockchain node 1432 includes
a service smart contract 1434 and a cross-chain smart contract 1436, In some embodiments,
a service smart contract can be configured to allow a user to access the blockchain node and
submit blockchain transactions, such as transactions for recording data to a blockchain,
transactions for transferring data to another blockchain network, etc. A cross-chain contract
can be configured to implement cross-chain protocols that facilitates commumication between
the blockchain node and the cross-chain communication component. In some example, the
cross-chain smart contract can be configured to support definition of cross-chain message
formats and cross-chain message communication protocols. In some embodiments, the cross-
chain smart contract can be further configured to verify cross-chain proofs and parse

formatted data.
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{6173] In the shown example, each cross-chain communication component includes a
cross-chain relay component and an oracle machine.  As shown, the cross-chain
communication component 1418 includes a cross-chain relay component 1420 and an oracle
machine 1422, and the cross-chain communication component 1438 includes a cross-chain
relay component 1440 and an oracle machine 1442, In some embodiments, a cross-chain
relay component can be configured to extract ledger data and ledger proof from a message
recetved from a cross-chain smart contract. In the shown example, the cross-chain relay
component 1420 can receive a message from the cross-chain smart contract 1416 and extract
a ledger data and ledger proof from the message. In some embodiments, a cross-chain relay
component can be configured to communicate with another cross-chain relay component in a
different blockchain network. Continuing with the above example, the cross-chamn relay
component 1420 can process the message from the cross~-chain smart contract 1416, extract
the ledger data from the message, generate a cross~-chain message based on the ledger data,
and send the cross-chain message to the cross-chain relay component 1440, In some
embodiments, the oracle maching, e.g., oracle machines 1422 and 1442, can be configured to
perform signature veritfication, and perform unified data formatting on data received from the
cross-chain relay component. In some embodiments, an oracle machine can include any
suitable hardware and/or software to perform the methods as described heremn. Cross-chain
commumication using the cross-chaim relay components and the oracle machines will be
discussed in greater detail below with reference to FIG. 15,

{0174] FIG. 15 depicts an example of a process 1500 for cross-chain commumication that
can be executed 1n accordance with embodiments of this specification. For convenience, the
process 1500 will be described as being performed by a system of one or more computers,
located in one or more locations, and programmed appropriately in accordance with thig
specification. For example, a blockchain-based system, e g, the system 1400 of FIG. 14,
appropriately programmed, can perform the process 1500, In some embodiments, blockchain
networks 1510 and 1520 can be implemented as the blockcham networks 1410 and 1430 of
FIG. 14 respectively. In the shown example, the blockchain network 1510 includes a
blockchain node 1502 and a cross-chain communication component 1504, and the blockchain
network 1520 includes a blockchain node 1508 and a cross-chain communication component

1506, As shown, the service smart coniract 1512 and the cross-chain smart contract 1514
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execute on the blockchain node 1502 of the blockchain network 1510, while the service
smart contract 1528 and the cross-chain smart contract 1526 execute on the blockchain node
1508 of the blockchain network 1520, The cross-chain relay component 1516 and the oracle
machine 1518 are implemented in the cross-chain communication component 1504, while the
cross-chain relay component 1524 and the oracle machine 1522 are implemented in the
cross-chain communication component 1506,

{8175]  The process 1500 starts at step 1530 where the service smart contract 1512 sends a
message imcluding ledger data to the cross-chain smart contract 1514, In some examples, the
ledger data can include legal documents, commercial contracts, ete. In some embodiments, a
format of the ledger data can include images, video, web pages, spreadsheets, etc. In some
embodiments, the ledger data can include plain-text data and/or a hash value of the plain-text
data.

[0176] At step 1532, the cross~-chain smart contract 1514 sends the message including the
ledger data to the cross-chain relay component 1516 after receiving the message. In some
embodiments, the cross-chain smart contract 1514 can send a ledger proof of the ledger data
i the message. In some embodiments, the ledger proof includes a digital signature generated
based on the ledger data according to a predetermined encryption or cryptographic algorithm.
In some examples, the digital signature can be generated based on the ledger data using a
private key of the blockchain node 1502 where the cross-chain smart contract 1514 is
executed.

{0177] At step 1534, the cross-chain relay component 1516 sends the ledger data to the
oracle machine 1518, In some embodiments, the cross-chain relay component 1516 obtains
the ledger data from the message received from the cross-chain smart contract 1514, In some
embodiments, the cross-chain relay component 1516 further obtains the ledger proof from
the message. In some embodiments, the cross-chain relay component 1516 can send the
ledger data and the ledger proof to the oracle machine 1518,

[6178] At step 1536, the oracle machine 1518 verifies the ledger data and determines
whether the ledger data is valid. In some embodiments, the oracle machine 1518 can verify
the ledger data based on the ledger proof. In some examples, the oracle machine 1518 can
verify a digital signature included in the ledger proof. If the digital signature 15 valid, the

oracle machine 1518 can determine that the ledger data is valid and continue to process the
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ledger data. If the digital signature is not valid, the oracle machine 1518 can discard the
ledger data.

{6179] At siep 1338, the oracle machine 1518 generates a formatted ledger data based on
the ledger data. In some embodiments, the oracle machine can format the ledger data
according to a unified data format in comply with a cross-chain comimunication protocol. In
some embodiments, the oracle machine 1518 can generate the formaited ledger data based on
the ledger data and the ledger proof.

{0186] At step 1540, the oracle machine 1518 returns the formatted ledger data to the
cross-chain relay component 1516, In some embodiments, the oracle machine 1518 can
generate a hash value of the formatted ledger data and send the hash value to the cross-chain
relay compounent 1516

[6181]  Atstep 1542, the cross-chain relay component 1516 sends a cross-chain message to
the cross-chain relay component 1524 after receiving the formatted ledger data from the
oracle machine 1518 In some embodiments, the cross-chain relay component 1516 can
generate the cross-chain message based on the formatted ledger data. In some embodiments,
the cross-chain message can include the formatted ledger data and the hash value of the
formatted ledger data.

{6182] At step 1544, the cross-chain relay component 1524 sends the formatted ledger
data to the cross-chain smart contract 1526 after receiving the cross-chain message. o some
embodiments, the cross-chain relay component 1524 obtains the formatted ledger data from
the cross-chain message received from the cross-chain relay component 1516, In some
embodiments, the cross-chain relay component 1524 can obtains the hash value of the
formatted ledger data from the cross-chain message. In some embodiments, the cross-chain
relay component 1524 can send the hash value along with the formatted ledger data to the
cross-chain smart contract 1526,

{0183] Atstep 1546, the cross-chain smart contract 1526 verifies the formatted ledger data
and determines whether the formaited ledger data is valid. In some embodiments, the cross-
chain smart contract 1526 can verify the formatted ledger data based on hash value received
from the cross-chain relay component 1524 In some examples, the cross-chain smart
contract 1526 can compute a hash value of the formatted ledger data, and compares the

computed hash value with the received hash value. If the two hash values match, the cross-
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chain smart contract 1526 can determine that the formatted ledger data 1s valid. If the two
hash values do not match, the cross-chain smart contract 1526 can determine that the
formatted ledger data is not valid and discard the formatted ledger data. In some
embodiments, the cross-chain smart contract 1526 can determine whether a format of the
formatted ledger data matches a predetermined data format. If the format of the formatted
ledger data matches the predetermined data format, the cross-chain smart contract 1526 can
determine that the formatted ledger data is valid. If the format of the formatied ledger data
does not match the predetermined data format, the cross-chain smart contract 1526 can
determine that the formatted ledger data 15 not valid.

{0184] At step 1548, the cross-chain smart contract 1526 parses the formatted ledger data.
In some embodiments, the cross-chain smart contract 1526 can perform a predetermined
parsing method on the formatted ledger data, for example, by converting the formatted ledger
data to an ongmnal ledger data format. In some examples, the cross-chain smart contract
1526 can obtain the ledger data by converting the formatted ledger data to the original ledger
data format.

{6185] At step 1550, the cross-chain smart contract 1526 sends the ledger data to the
service smart contract 1528 after obtaining the ledger data by parsing the formatted ledger
data. The service smart contract 1528 receives the ledger data and can make the ledger data
available to users accessing the blockchamn network 1520,

{8186] FIG. 16 depicts an example 1600 of data storage in a blockchain-based trusted
platform m accordance with embodiments of this specification. At a high-level, data storage
of a blockchain node 1602 can include a smart contract data cache 1606 and a blockchain
database 1610. The smart contract data cache 1606 can be used to store mutable data
managed by smart contracts, while the blockchain database 1610 can be used to store
incremental, immutable blockchain data, such as smart contract codes, mputs, outputs, and
execution logs of the smart contracts. The blockchain database 1610 can be a key-value
database that includes a block database 1612, a state database 1618, and an extended
database 1624. The block database 1612 can store blockchain data including block header
1614 and block body 1616, The state database 1618 can store state information associated

with the blockchain data, including a state tree 1620 and a storage tree 1622, The extended
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database 1624 can store smart contract data including a plurality of smart contract pools 1626
and metadata 1628 associated with the plurality of smart contract pools 1626,

{0187} The blockchain node 1602 can imvoke a virtual machine 1608 to execute smart
contracts. In some embodiments, the virtual machine 1608 can be deployed in a trusted
computing environment such as a TEE. In some embodiments, the virtual machine 1608 can
be configured to perform smart contract operations by executing instructions of a smart
contract programming language. In some examples, the virtual machine 1608 can access
resources external of the TEE during execution of the operation, such as, for example,
external servers, a blockchain, a database, or other resources indicated by the operation. In
some embodiments, accessing external resources can be restricted or denied, such that the
entirety of the execution of the operations depends only on data stored n the TEE (such as
the smart contract states). This type of restriction can further reduce the possibility of
tampering with the execution of the operations.

{6188] The smart contract operations can include an execution state for the smart contract
associated with the request contract operation (e.g., add document, update document states,
etc.). During execution of a smart contract, multiple blockchain nodes of a blockchain
network can execute each instruction of the smart contract individually, and produce a result
mdicating an execution state of the smart contract after the completion of executing the
mstructions. The execution state can include data associated with the smart contract. Each
executed mstruction of the contract can change the contents of the data (e.g., to store a value
to be used by a later instruction in the smart contract).

{6189]  After execution of an insiruction of the smart contract, the nodes of the blockchain
network can reach a consensus on the new execution state after execution of the instruction.
This consensus process is performed for each instruction executed in a smart contract,
leading to a consensus as to the execution path of the smart contract. The execution path can
be recorded as a corresponding smart contract execution event log recorded in the block
database 1612. Finally, the final result (i.e., output) of the execution is also recorded in the
block database 1612,

{0196]  In general, the mutable data can include document type, document ID, document
state, modifiable data of the document content, transaction hash that associates document

data stored in the smart contract data cache 1606 and the blockchain database 1610, hinkage

49



WO 2022/109851 PCT/CN2020/131419

mformation provided for hinking different documents associated with the same order,
encryption keys, and lists of authorized users to the documents, etc. In some embodiments,
the smart contract data cache 1606 can also store index data for associating muiable data and
immutiable data associated with the same document or transaction. As discussed earlier, the
index data can include document IDs associated with documents and transaction hashes
associated with the transactions. The document IDs can be stored in both the smart contract
data cache 1606 and the blockchain database 1610 to link mutable and immutable data
associated with the same document. The transaction hashes can be stored in both the smart
contract data cache 1606 and the blockchain database 1612 to link mutable and immutable
data associated with the same transactions. As such, both mutable data and immutable data
can be identified from two storage locations when a document or a transaction associated
with the document is queried.

{0191} The document type and document ID can respectively indicate a type and an ID of
the document. The document state can ndicate a state of the document. The modifiable data
of the document content can be certain content such as overhead inserted into the document
by a creator of the document for data processing,

{8192] The transaction hash can be the hash value of the immutable blockchain data stored
m the blockchain database 1610, The encryption keys can inclode a symmetric key for
encrypting the document data before storing on the blockchain in the blockchain database
1610. The encryption keys can also include encryption keys associated with users of the
blockchain-based trusted platform 300 as described in the description of FIG. 3. Data stored
m the blockchain database 1610 can be encrypted to protect privacy of the document owners.

{6193] A document owner can provide access permission of the document in plaintext to
another user of the blockchain-based trusted platform by issuing an encrypted version of the
symmetric key using the other user’s public key. The encrypted data is immutable and is
stored in the blockchain database 1610, a hash value of the encrypted data (i.e., a transaction
hash) can be generated and stored with the encrypted version of the symmetric key to the
smart contract data cache 1606 under the same data structure. Generally, the transaction hash
can be used to link the mutable data stored in the smart contract data cache 1606 with
immutable blockchain data associated with the same order stored in the blockchain database

1610. For example, an order document and one or more logistics documents associated with
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an order can include mutable data stored in the smart contract data cache 1606 and encrypted
documents stored in the blockchain database 16310, The transaction hashes of the encrypted
documents stored in the blockchain database 1610 can be stored with the mutable data under
the same data structure in the smart contract data cache 1606. As such, data stored in
different locations can be linked when queried.

{6194] To query the data, a permitted user can search the smart contract data cache 1606
to obtain the hash value and the encrypted version of the symmetric key. The user can use her
private key to decrypt the encrypted version of the symmetric key. If the symumetric key 1s
successtully decrypted, the user can determine that she has access permission to the plamtext
data. The user can then use the hash value to locate the encrypted data from the blockchain
database 1610, and use the symmetric key to decrypt the encrypted data.

{0195]  In some embodiments, mutable data in the smart contract data cache 1606 are
stored as KVPs. The cache storage can be a relatively high-speed, high-cost, and low
capacity storage medium, as compared to other storage media such as hard disk drives. When
the volume of the KVPs exceeds a certain threshold {e.g., SGB), a cache-miss state can incur.
The cache muss 18 a state where the data requested for processing by a component or
application 1s not found in the cache memory. Cache miss can cause execution delays by
requiring the program or apphication to feich the data from other cache levels or the main
memory.

{8196] In some embodiments, a plurahity of smart contract pools 1626 can be created in
the blockchain database 1610 to store at least a portion of the mutable data managed by the
smart contracts in the smarst contract data cache 1606, The at least a portion of the mutable
data can then be moved from the high-cost cache storage to the blockchain database 1610 to
lower the overall storage cost and alleviate the cache-miss state.

{6197] In some embodiuments, a new smart coniract address can be added by the
blockchain node 1602 to the configuration file 1604 to create a corresponding smart contract.
The virtual machine 1608 can create a smart contract based on the smart contract address
when the configuration file 1604 is executed. A smart contract pool corresponding to the
smart contract can be automatically created in the extended database 1624 when the

corresponding smart contract s created.
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{6198] In some embodiments, data stored in the smart contract pools 1626 are also
recorded in the block database 1612 through consensus. In some embodiments, data stored in
the smart contract pool can be exclusively managed by the corresponding smart contract. A
contract 1D of the smart contract can be added to data stored i the corresponding smart
contract pool, so that the data in the pool can be easily queried, retrieved, or otherwise
managed by the smart contract.

{8199]  In some embodiments, a document can be stored in one of the smart contract pools
1626 based on a hash value of one or more of the document ID or document type. A hash
value range can be predetermined and assigned to each of the smart contract pools 1626, For
example, for a document with document 1D 000001, s md3 hash value 15
769924EADBBFOF72C6581377419FCB77. Assume that 16 smart contract pools exist, the
document can be stored in the seventh smart contract pool based on the first hexadecimal
number of the hash value. Similarly, a document with document ID 000003 has a md3 hash
value 4DETFOFODASOIFC4AB43OCDCASENB4FS. The document can be stored i the
fourth smart contract pool based on the first hexadecimal number of the hash value.

{6260] In some embodiments, the order document, logistics documents, and payment
documents assoctated with the same order can be assigned to a same document ID or tag. As
such, they can be easily located when queried from the srart contract data cache 1606, the
smart contract pools 1626, and the blockchain 814, To link documents associated with the
same order stored in different smart contract pools 1626, the document IDs of the
corresponding smart contracts can be added with the corresponding document ID to each
document. As such, the documentis can be retrieved from different smart contract pools 1626
according to the document IDs. In some embodiments, the document II¥ can be a transaction
hash of the corresponding document. The transaction hash can be used to locate the
corresponding immutable data stored in the block database 1612

{6281] In some embodiments, new smart contract pools can be created periodically. For
example, if a new smart contract pool is created every month, the smart contract can be
associated with the time of creation expressed as MMYYYY, where MM represents the
month of creation and YYY'Y represents the year of creation. As such, mutable data created

during a particular month can be stored in the smart contract pool created in that month.
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{6282] In some embodiments, the document can be stored in each of the smart contract
pools 1626 in a round-robin manner. In some examples, after a smart contract pool reaches
its storage capacity, mutable data of a new document can be stored in the next smart contract
pool. In some examples, after a smart contract pool stores mutable data of a predetermined
amount of documents, mutable data of a new document can be stored in the next smart
contract pool.

{8203] FIG. 17 depicts an example of a system 1700 for implementing a blockchain-based
trusted platform 1702 in accordance with embodiments of this specification. The blockchain-
based trusted platform 1702 provides an integrated interface that allows users to manage
mformation used in various stages of the contract enactment and enforcement. In some
embodiments, the blockchain-based trusted platform 1702 provides services {0 one or more
contract parties, such as contract party A 1768 and couotract party B 1770, so that the
contracts negotiated and signed by the contract parties can be securely stored (e.g., in the
blockchain database 1610 and smart contract data caches 1606 as described in the description
of FIG. 16} In some embodiments, the blockcham-based trusted platform 1702 can also
provide services to other entities associated with contracts, such as one or more banks 1772,
one or more judicial institutes 1774, and one or more government agencies 1776 through a
network 1764 (e.g., the Internet).

{02084]  The contract party A 1768 can be a buyer who purchases services or goods from
the contract party B 1770. The contract party A 1768 and the contract party B 1770 can
negotiate a contract that defines the goods or services to be purchased, delivery date,
payvment methods, penalty of payment defaults, etc. When both parties of the contract agree
on the terms of the contract, they can sign the contract, and either contract party A 1768 or
contract party B 1770 can send a copy of the contract to the blockchain-based trusted
platform 1702 for record keeping, e.g., by storing the copy of the contract in the blockchain
database 1610 and/or the smart contract data caches 1606.

{0205]  The banks 1772 can maintain bank accounts for the contract parties as well as send
and receive payments among the contract parties. The banks 1772 can provide payment
information associated with contracts to the blockchain-based trusted platform 1702, The
banks can generate payment documents that include pavment information related to the

contracts, and send the payment documents to the blockchain-based trusted platform 1702,
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{6286] The judicial institete 1774 can resolve disputes during enforcements of contracts.
For example, contract party A 1768 can default payments to contract party B 1770. The
judicial mstitute 1774 can issue a court order 1dentifying contract party A 1768 as a debtor,
contract party B 1770 as a creditor, and a judgement amount. The judicial institute 1774 can
send a copy of the court order to the blockchain-based trusted platform 1702 for record
keeping, e.g., by storing the copy of the court order in the blockchain database 1610 and/or
the smart contract data caches 1606, Contract party B 1770 can then send a request to the
blockchain-based trusted platform 1702 for collecting the judgement amount from contract
party A 1768, After verifying that the request is associated with an authentic court order
stored in the blockchain, the blockcham-based trusted platform 1702 can identify one or
more bank accounts associated with contract party A 1768 having an aggregated balance not
less than the judgement amount and transfer the judgement amount from the one or more
bank accounts associated with condract party A 1768 to one or more bank accounts associated
with contract party B.

{6267} The government agency 1776 can be a government agency that 1s responsible for
overseeing and regulating activities associated with contracts, such as determining whether a
contract complies with laws, codes, or regulations, and assessing and collecting the duties,
taxes, and fees associated with exportation and importation of goods. The government
agency 1776 can also be responsible for detecting fraudulent activities associated with
contracts. The government agency 1776 can access and retrieve contracis stored in the
blockchain-based trusted platform 1702, The blockchain-based trusted platform 1702 can
provide services to the government agency 1776, such as examining the contracts for
potential incompliances or fraudulent activities.

{6208] The blockchain-based trusted platform 1702 interacts with a blockchain network
1756 that includes a plorality of blockchain nodes 1758 to securely record contract
mformation i the blockchain database 1610 and the smart contract data cache 1606, As
discussed above, the smart contract data cache 1606 can store mutable data in the form of
smart contract data, and the blockchain database 1610 can store incremental, immutable,
permanent blockchain data. This provides a good balance between processing efficiency and

storage cost of the blockchain data.
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{628%9] In some embodiments, the blockchain-based trusted platform 1702 includes an
application laver 1704, a trusted service layer 1710, a blockchain layer 1718, an
infrastructure laver 1738, and a tools platform 1744

{0216] The application layer 1704 can provide functions that enable the one or more
contract parties, such as contract party A 1768 and contract party B 1770, one or more banks
1772, one or more judicial institutes 1774, and one or more government agencies 1776 to
conveniently and securely access and process contract data. For example, the application
layer 1704 can include a data recording function 1706 that enables recording contract data on
a blockchain. The application layer 1704 can also include a data verification function 1708
that enables verifying whether cerfain contract data is recorded on the blockchain. The
apphication layer 1704 can invoke the other layers of the blockchain-based trusted platform
1702.

{0211} The trusted service layer 1710 can provide trusted blockchain services to the
apphication layer 1704 to ensure that the data recorded on the blockchain 1s trustworthy. The
trusted service layer 1710 can mclude 3 trusted identity module 1712, a trusted timing
module 1714, and a trusted computing module 1716

[8212] The blockchain layer 1718 can provide core functionalities for the blockchaim-
based trusted platform 1702 and can mnclude an AP layer 1720, a platform management
layer 1734, and a basic service layer 1736, The API layer 1720 can include interfaces that are
used to input data to and output data from the blockchain-based trusted platform 1702, The
API taver 1720 can include a recording 1nput interface 1722 for receiving data to be recorded
on a blockchain, a recording output interface 1724 for sutputting a result of recording data on
the blockchain, a verification input interface 1726 for receiving data to be verified based on
data recorded on the blockehain, a verification output interface 1728 for outputting a result of
verifying date based on data recorded on the blockchain, a data history search interface 1730
for querying data recorded on the blockchain, a transaction search interface 1732 for
querying a transaction recorded on the blockchain. The platform management layer 1734 can
provide management functionalities, such as chain-domain management, node management,
and organization management. The chain-domain management can provide network
management and configuration management at the blockchaim level. The node management

can manage the joining or exit of a consensus node. The organization management can
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specify the access rights of the entities that access the platform. The basic service layer 1736
can iclude modules that provide essential functionalities for the blockchain-based trusted
platform 1702, such as consensus policy module, privacy protection module, networking
protocol module, blockchain storage module, ZKP generation module, and ZKP verification
module. The consensus policy module can enable the blockchain nodes to reach consensus
on data to be recorded on the blockchain. The privacy protection module can protect the
privacies of the identities and the transactions of the entities that access the platform. The
networking protocol module can enable reliable communications between blockchain nodes.
The blockchain storage module can enable to store data on the blockchain reliably. The ZKP
generation module can be used to generate one or more ZKPs based on data that is mtended
to hide. The ZKP verification module can be used to verify one or more ZKPs based on input
proofs.

{0213] The wnfrastructure layer 1738 can provide computing and communications
functionalities for the blockchain-based trusted platform 1702, The mfrastructure layer 1738
can provide cloud services such as public cloud 1740 and private cloud 1742 The
mfrastructure layer 1738 can ensure secure data storage, analytics, and computing,

[8214] The tools platform 1744 can provide tools for the monitoring, management, and
operation and maintenance of the blockchain-based trusted platform 1702, The tools platform
1744 can include statistics display tool 1746, status monitoring tool 1748, log collection tool
1750, performance analysis tool 1752, and network topology tool 1754.

{0218] FIG 18 depicts an example of a process 1800 for recording ledger data in
accordance with embodiments of this specification. The process 1800 can be performed by a
blockchain-based trusted platform (eg, the blockchain-based trusted platform 1722)
mplemented on one or more blockchain nodes or one or more computing devices
communicably coupled to the one or more blockchain nodes. For clarity of presentation, the
description that follows generally describes process 1800 in the context of the other figures in
this description. However, 1t will be understood that process 1800 can be performed, for
example, by any system, environment, software, and hardware, or a combination of systems,
environmenis, sofiware, and hardware, as appropriate. In some embodiments, various steps

of process 1800 can be run in parallel, in combination, in loops, or in any order.
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{0216] At 1802, ledger data to be recorded on the blockchain can be received from a chient
device and via a recording input interface (e.g., the recording input interface 1722). In some
embodiments, the blockchain-based trusted platform includes a data recording function (e g,
the data recording function 1706) for recording ledger data on a blockchain, a data
vertfication function (e.g., the data verification function 1708) for verifying ledger data
recorded on the blockchain, a trusted service layer {e.g., the trusted service layer 1710} for
providing trusted computations, and a blockchain layer (e.g, the blockchain layer 1718)
comprising the recording input interface and a recording output interface {e.g., the recording
output interface 1724).

{0217]  In some emnbodiments, the client device 1s associated with a second blockchain that
15 different from a first blockcham that the data is to be recorded. In some embodiments, the
first blockchain can adopt a first standardized format to store blockchain data, while the
second blockchain can adopt a second standardized format that is different from the fust
standardized format to store blockchain data For example, the first blockchamn can be a
public blockchain, and a corresponding transaction has a standardized format that mcludes
data fields such as total input, total output, fees, stc, while the second blockchain can be a
consorttum blockchain, and a corresponding transaction has a standardized format that
meludes data fields such as value, nonce, gas limit, etc. If the chient device encapsulates the
data to be recorded in a consortium blockchain transaction and sends the consortium
blockehain transaction to the public blockehain node for recording, the public blockehain
node may not be able to parse the consortium blockchain transaction because, e g, the data
fields of a consortium blockchain transaction are different from the data fields of a public
blockchain transaction. In some embodiments, the client device sends a cross-chain message
that includes the ledger data to the first blockechain based on the process discussed in FIG. 15
{0218] In some embodiments, the ledger data includes one or more recording input
parameters that are defined in a recording rule and are accepted by the recording input
mterface. In some embodiments, the ledger data includes one or more recording input
parameters that are associated with structured data. The structured data can be, e g, data that
has a standardized format having one or more predetermined data fields. For example, a data
record in a key-value table can be structured data. As another example, a blockchain

transaction that has predetermined data fields, such as total input, total output, fees, can also
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be structured data. In some embodiments, at least one of a position of a data field in the
structured data or a number of bits associated with a data field are pre-determined in the
standardized format.

{0219] In some embodiments, the ledger data includes one or more recording input
parameters that are associated with unstructured data. The unstructured data can be, e g, data
that cannot be presented 1n a multi-dimensional table. For example, the unstructured data can
be a data file, such as a text file, an image file, a video file, an audio file, etc.

{0220]  If the ledger data is associated with structured data, the one or more recording input
parameters can include one or more of data information of the structured data, service
mformation of the structured data, a timestamp of the structured data, signature data of the
structured data, and a blockchain consensus result of the structured data. The data
mformation of the structured data can include one or more of a unique ID of the structured
data and/or a hash value of the structured data computed based on a hash function and at least
a portion of the structured data. The service mformation of the structured data can include,
e.g., an ID of a contract associated with the structured data, one or more IDs associated with
the parties of the contract, a name of the contract, etc. The timestamp of the structured data
can mdicate a time that the structured data is created or last modified. The signature data of
the structured data can be the structured data that 1s signed by using a private key of a user of
the chient device. The blockchain consensus result of the structured data can indicate whether
a blockchain consensus has been reached on the structured data.

{0221] If the ledger data 1s associated with a data file, the one or more recording input
parameters can mclude one or more of a hash value of the data file, attribute information of
the data file, service information of the data file, a timestamp of the data file, and signature
data of the data file. The hash value of the data file can be computed based on a hash function
and at least a portion of the data file. The atiribute information of the data file can include
one or more of a type, an origin, a status, a name, a size, a user associated with the client
device, and an updated time of the data file. The service information of the data file can
include, e.g., an ID of a contract associated with the data file, one or more IDs associated
with the parties of the contract, a name of the contract, etc. The timestamp of the data file can
indicate a time that the data file was created or last modified. The signature data of the data

file can be the data file that is signed by using a private key of a user of the client device.
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{6222} In some embodiments, a secure commumnication channel is established between the
chient device and the blockchain-based trusted platform before the client device sends the
ledge data to the blockchain-based trusted platform. The secure communication channel can
be established based on at least one of a two-way transport layer security (TLS) protocol, a
two-way hyperiext transfer protocol secure (HTTPS) protocol, or a one-way HT'TPS protocol.
{0223] At 1804, 1t can be determmed whether original ledger data associated with the
ledger data satisfies a recording rule.

{0224] In some embodiments, the original ledger data 1s the ledger data itself In some
embodiments, the ledger data includes a bit stream and the original ledger data 1s obtained by
converting the bit stream based on a conversion rule. The conversion rule can be included
the recording rule. In some embodiments, before the ledger data s received via the recording
mput interface, the client device can generate raw data that includes the one or more
recording input parameters and converts the raw data to the bit stream based on the
conversion rule. The conversion rule can include at least one of a coding schemes
corresponding to each recording mput parameter of the one or more recording wput
parameters, or an order to arrange the one or more recording input parameters in the bit
strearn. For example, the chient device can generate raw data that includes the one or more
recording mput parameters, encode each data value of the respective recording input
parameter into a respective small bit siream, determine an order to arrange the one or more
recording input parameters in the bit stream, and splice the respective small bit streams to
generate the bit stream,

{6225] For example, the raw data includes three recording input parameters: recording
input parameter 1, recording input parameter 2, and recording input parameter 3. A value of
the recording input parameter 1 15 x. A value of the recording input parameter 2 15 y. A value
of the recording nput parameter 3 is z The coding schemes of the conversion rule can
provide that x 1s encoded as 1000, v is encoded as 1001, and z 15 encoded as 1101, The
conversion rule can further specify that an order to arrange the three recording input
parameters in the bit stream 15 {recording input parameter 1, recording inpui parameter 3,
recording input parameter 2} The bit stream obtained is then 100011011001

{8226]  After the ledger data is received, the bit stream included in the ledger data can then

be converted to the raw data which includes the one or more recording input parameters
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based on the conversion rule. For example, assuming that a bit stream of 100011011001 1
received, it can then be determined that recording input parameter I, recording input
parameter 2, and recording imput parameter 3 are received and that their respective values are
X, v, and z.

{8227] In some embodiments, the recording rule defines one or more recording input
parameters accepted by the recording input interface. In some embodimenis, for each
recording mnput parameter of the one or more recording input parameters, the recording rule
provides an input format adopted by a corresponding recording input parameter. For example,
the recording input parameter can be a variable accepted by the recording input interface, the
ledger data can wnclude a value corresponding to the variable, and the input format of the
recording input parameter can be a data type of the variable, a size limit of the vanable,
characters excluded from being used in the variable, etc. In some embodiments, if the
original ledger data includes at least one of the one or more recording input parameters and
satisfies the mput formats of the one or more recording input parameters, it 1s determined that
the original ledger data satisfies the recording rule and the process 1800 proceeds to 1806.
Otherwise, 1t 18 determined that the original ledger data does not satisfy the recording rule
and the process 1800 proceeds to 1812

[6228] At 1806, the original ledger data can be recorded on a blockchain. In some
embodiments, the trusted service layer can mclude a trusted timing module (e.g., the trusted
timing module 1712}, a trusted identity module {e.g., the trusted identity module 1714), and a
trusted computing module {e.g., the trusied computing module 1716). In some embodiments,
the data recording function can invoke the trusted timing module to generate a first recording
timestamp representing a time that the ledger data is received by the data recording function.
In some embodiments, the data recording function can invoke the trusted identity module to
verify a user identity associated with the client device, and invoke the trusted timing module
to generate a second recording timestamp. The second recording timestamp can represent a
time that the original ledger data is recorded on the blockchain. In some embodiments, the
data recording funciion can invoke the trusted computing module to generate a blockchain
transaction comprising the original ledger data, the user identity, the first recording

timestamp, and the second recording timestamp. The blockchain transaction can then be
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shared with one or more blockchain nodes to perform a blockchain consensus, and the
blockchain transaction can be added to the blockchain upon reaching a blockchain consensus.
[0229] At 1808, a recording receipt can be generated. In some embodiments, the recording
receipt indicates that the original ledger data has been successfully recorded on the
blockchain.

{0236] At 1810, the recording receipt can be transmitted via a recording output interface
(e.g., the recording output interface 1724).

{0231] At 1812, an error message can be transmutted via the recording output interface. To
some embodiments, the error message indicates that the original ledger data does not satisfy
the recording rule. In some embodiments, the error message can further include one or more
reasons that the recording rule 15 not satisfied by the original ledger data.

{8232] FIG. 19 depicts an example of a process 1900 for verifying ledger data in
accordance with embodiments of this specification. The process 1900 can be performed by a
blockchain-based trusted platform (eg, the blockchain-based trusted platform 1722)
mmplemented on one or more blockchain nodes or one or more computing devices
communicably coupled to the one or more blockchamn nodes. For clarity of presentation, the
description that follows generally describes process 1900 m the context of other figures in
this description. However, 1t will be understood that process 1900 can be performed, for
example, by any system, environment, software, and hardware, or a combination of systems,
environments, software, and hardware, as appropriate. In some embodiments, various steps
of process 1900 can be run in parallel, in combination, 1n loops, or in any order.

{6233] At 1902, ledger data can be received from a client device and via a verification
input interface {e.g., the verification input interface 1726). In some embodiments, the client
device obtains raw data, such as a contract document, and intends to verify whether the raw
data is tampered with. The client device can then calculate a hash value of the raw data,
generate the ledger data inchuding the hash value, and send the ledger data to the blockchain-
based trusted platform for verification. The blockchain-based trusted platform can compare
the hash value received from the client device with hash values recorded on the blockchain.
If the blockchain-based trusted platform finds a hash value recorded on the blockchain that
matches the hash value received from the client device, the blockchain-based trusted

platform can venify that the raw data 1s not tampered with. The blockchain-based trusted
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platform can then send a verification receipt to the client device indicating that the contract
document 1s not tampered with.

{0234} In some embodiments, the client device is associated with a second blockchain that
is different from a first blockchain that receives the ledger data. In some embodiments, the
first blockchain can adopt a first standardized format to store blockchain data, while the
second blockchain can adopt a second standardized format that is different from the first
standardized format to store blockchain data. For example, the first blockchain can be a
public blockchain, and a corresponding transaction has a standardized format that includes
data fields such as total input, total ocutput, fees, etc, while the second blockchain can be a
consortium blockchain, and a corresponding transaction has a standardized format that
mcludes data fields such as value, nonce, gas limut, ete. If the client device encapsulates the
data to be recorded in a consortium blockcham transaction and sends the consortium
blockchain transaction to the public blockchain node for recording, the public blockchain
node may not be able to parse the consortium blockchain transaction because, e.g., the data
fields of a consortium blockchain transaction are different from the data fields of a public
blockchain transaction. In some embodiments, the client device sends a cross-chain message
that includes the ledger data to the first blockchain based on the process discussed in FIG. 15,
{8235] In some embodiments, the ledger data includes one or more verification input
parameters that are defined in a verification rule and are accepted by the verification wput
mterface. The ledger data can include one or more verification mput parameters that are
associated with the structured data or the unstructured data that are discussed in FIG. 18.
{6236] If the ledger data is associated with structured data, the one or more verification
input parameters can include one or more of a selection of a verification method for the
ledger data, a unique ID of the structured data, service information of the structured data, a
timestamp of the structured data, and signature data of the structured data. In some
embodiments, the blockchain-based trusted platform provides a plurality of verification
methods for the client device to choose from. For example, the plurality of verification
methods can include a bit stream verification method and a plaintext verification method.
Under the bit stream verification method, the ledger data includes a bit stream and the bit
stream needs to be converted to data values of the one or more verification input parameters

before the ledger data can be verified. Under the plaintext verification method, the ledger
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data includes data values of the one or more verification input parameters directly that do not
require a conversion. The unique ID of the structured data can be a hash value of the
structured data computed based on a hash function and at least a portion of the structured
data. The service information of the structured data can include, e.g., an ID of a contract
associated with the structured data, one or more IDs associated with the parties of the
contract, a name of the contract, etc. The timestamp of the structured data can indicate a time
that the structured data is created or last modified. The signature data of the structured data
can be the structured data that is signed by using a private key of a user of the client device.
{0237]  If the ledger data s associated with a data file, the one or more verification input
parameters can include one or more of a hash value of the data file, service information of the
data file, a timestamp of the data file, and signature data of the data file. The hash value of
the data file can be computed based on a hash function and at least a portion of the data file.
The service information of the data file can nclude, e.g., an ID of a contract associated with
the data file, one or more IDs associated with the parties of the contract, a name of the
contract, etc. The timestamp of the data file can indicate a time that the data file was created
or last modified. The signature data of the data file can be the data file that is signed by using
a private key of a user of the client device.

{6238] At 1904, it can be determined whether original ledger data associated with the
ledger data satisfies a verification rule. In some embodiments, the original ledger data 15 the
ledger daia itself. In some embodiments, the ledger data inchudes a bit stream and the original
ledger data is obtained by converting the bit stream based on a conversion rule. The
conversion rule can be included in the venification rule. In some embodiments, the
conversion between the bit stream and the raw data follows similar process as discussed in
FIG. 18

{0239] In some embodiments, the verification rule defines one or more verification input
parameters accepted by the verification input interface. In some embodiments, for each
verification input parameter of the one or more verification input parameters, the verification
rule provides an input format adopted by a corresponding verification inpui parameter. For
example, the verification input parameter can be a variable accepted by the verification input
interface, the ledger data can include a value corresponding to the variable, and the input

format of the verification input parameter can be a data type of the variable, a size linut of
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the variable, characters excluded from being used in the variable, etc. In some embodiments,
if the original ledger data includes at least one of the one or more verification input
parameters and satisfies the input formats of the one or more verification input parameters, it
is determined that the original ledger data satisfies the verification rule and the process 1900
proceeds to 1906, Otherwise, it is determined that the original ledger data does not satisfy the
verification rule and the process 1900 proceeds to 1912,

{8240] At 1906, it can be deternuned whether the original ledger data is verified. In some
embodiments, the original ledger data i1s venified if the original ledger data matches a first
ledger data recorded on the blockchain. In some embodiments, both the original ledger data
and the first ledger data include a hash value of a data file or a hash value of structured data,
the original ledger data 1s determined to correspond to the first ledger data if the hash value
included in the original ledger data matches the hash value mncluded 1o the first ledger data. It
it 1s determined that the original ledger data is verified, the process 1900 proceeds to 1908.
Otherwise, the process 1900 proceeds to 1912,

[0241] At 1908, a verification receipt can be generated. In some embodiments, the
vertfication receipt indicates that raw data associated with the ledger data 15 not tampered
with

[6242] At 1910, the verification receipt can be fransmitted to the client device and via a
verification output interface {(e.g., the verification output nterface 1726},

{8243] At 1912, an error message can be transmitted via the verification output interface.
In some embodiments, the error message indicates that the original ledger data does not
satisfy the verification rule and one or more reasons why the original ledger data does not
satisfy the verification rule. In some embodiments, the error message indicates that raw data
associated with the ledger data is tampered with.

{0244] FIG. 20 depicts an example 2000 of cross-chain and cross-network data
transmission in accordance with embodiments of this specification. The example 2000
includes the Internet 2002, a private network 2004, and gateways 2006a and 2006b. In some
embodiments, the gateways 2006a and 2006b are two different gateways, where the gateway
2006a handles data sent from the Internet 2002 to the private network 2004, while the
gateway 2006b handles data sent from the private network 2004 o the Internet 2002, In some

embodiments, the gateway 2006a and the gateway 2006b are the same gateway. In some
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embodiments, the only physical network paths between the Internet 2002 and the private
network 2004 are via the gateways 2006a and 2006b.

{0245] In some embodimenis, a first plurality of blockchain nodes of a first blockchain
network, e.g., blockchain node 1 2008a to blockchain node 5 2008e, are connected by the
Internet 2002. For example, the first plurality of blockchain nodes can be associated with one
or more parties of a contract. In some embodiments, a second plurality of blockchain nodes
of a second blockchain network (e.g., blockchain node 1 2010a to blockchain node 5 2010e¢)
are connected by the private network 2004, The second plurality of blockchain nodes can be
associated with, e.g., a judicial institution, a financial institution, a government agency, etc.
In some embodiments, each blockchain node of the first plurality of blockchain nodes and
the second plurality of blockchain nodes can access the blockchain-based trusted platform
1702 via the API layer 1720

{8246] In some embodiments, the gateway 2006a includes at least one network device and
at least one server. The at least one network device can interconnect a router of the Internet
2002 and a router of the private network 2004, In some embodiments, the gateway 2000a
allows one-way data transfer either from the Internet to the private network or from the
private network to the Internet, while disallowing two-way data transfer between the Internet
and the private network.

[0247] In some embodiments, to perform the one-way data transfer, the gateway 2006a
employs a single fiber, rather than a pair of fibers, to connect the at least one network device
of the gateway 20062 and the router of the Internet. The gateway 2006a can employ another
single fiber to connect the at least one network device of the gateway 2006a and the router of
the private networl. The at least one network device of the gateway 2006a can be equipped
with an optical receiver for the single fiber connecting the Internet 2002 and an optical
transmitter for the single fiber connecting the private network 2004, such that the data
transfer 18 allowed on a single direction from the Internet 2002 to the private network 2004,
In some embodiments, the at least one network device of the gateway 2006a employs an
optical receiver for the single fiber connecting the private network 2004 and an optical
transmitter for the single fiber connecting the Internet 2002, such that the data transfer 15

allowed on a single direction from the private network 2004 to the Internet 2002.
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{0248] In some embodiments, the at least one server of the gateway 2006a stores
cyphertext 2012 sent from a blockchain node of the first blockchain network, such that a
second blockchain node of the second blockchain network can obtain the cyphertext 2012
from the at least one server of the gateway 2006a. In some embodiments, the at least one
server of the gateway 2006b siores cyphertext 2014 sent from a blockchain node of the
second blockchain network, such that a blockchain node of the first blockchain network can
obtain the cyphertext 2014 from the at least one server of the gateway 2006b.

{0249] FIG. 21 depicts an example of a process 2100 of cross-chain and cross-network
data transmussion in accordance with embodiments of this specification. At a high-level, the
participants of the process 2100 include a first blockchain node 2008a, a gateway 2006a, and
a second blockchain node 2010a. The process 2100 can be performed to send data from the
first blockchain node 2008a to the second blockchain node 2010a. As discussed in the
description of FIG. 20, the first blockchain node 2008a 15 associated with the first blockchain
network and 1s connected with other blockchain nodes of the first blockchain network by the
Internet 2002, and the second blockchamn node 2010a 18 associated with the second
blockchain network and s connected with other blockchain nodes of the second blockchain
network by the private network 2004. The blockchain nodes of the first blockchain network
can record blockchain data on a first blockchain, and the blockchain nodes of the second
blockchain network can record blockchain data on a second blockcham.

{8256] At 2102, the first blockchain node 2008a can obtain raw data in a cross-chain
message. The raw data can be data recorded on the first blockchain, In some embodiments,
before the first blockchain node 2008a obtains the raw data, a third blockchain node of the
first blockchain network retrieves the raw data from the first blockchain, generates the cross-
chain message, and sends the cross-chain message to the first blockchain node. In some
embodiments, before the third blockchain node retrieves the raw data, the third blockchain
node can receive a data request from the private network requesting for the raw data. In some
embodiments, the raw data is a contract document recorded on the first blockchain, and the
third blockchain node can send the contract document to the private network to be recorded
on the second blockchain or verified by the second blockchain network.

{8251] At 2104, the first blockchain node can verify that the raw data is stored in the first

blockchain. The raw data can be verified by using a process as discussed in FIG. 19.
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{0252] At 2106, the first blockchain node can convert the raw data to obtain first data.
{0253] In some embodiments, the raw data includes one or more data values associated
with one or more data fields arranged using a first standardized format of the first blockchain
network. The first blockchain network may need to convert the raw data into a second
standardized format that can be parsed by the second blockchain network. For example, the
conversion is performed based on a conversion rule. The conversion rule can provide at least
one of an order of data fields to be arranged m the first data or a coding scheme to convert
each data value included in each data field. In some embodiments, the conversion rule is
predetermined by the first blockchain network and the second blockchain network. In some
embodiments, the second blockchain network determines an input rule according to at least
one of a recording rule as discussed in FIG. 18 or a verification rule as discussed in FIG. 19,
where the input rule provides at least one of a plurality of 1nput parameters of an input to the
second blockchain network, a coding scheme corresponding to each input parameter of the
plurality of input parameters, or an order to arrange the plurality of mput parameters in the
mput. The first blockchain network can then determine the conversion nule according to the
mput rule. For example, the first blockchain node does not include a data field in the first
data, if the data field s not included n the plurality of input parameters provided by the input
rule.

[0254] In some embodiments, the first data includes a bt strearn obtained by encoding
each data value of the respective data field into a respective small bit stream, determine an
order to arrange the one or more data values in the bit stream, and splice the respective smali
bit streams to generate the bit stream.

{02558] At 2108, the first blockchain node can encrypt the first data to generate cyphertext.
The encryption algorithm can be a symmetric encryption algorithm or an asymmetric
encryption algorithm.

j0256] At 2110, the first blockchain node can generate a hash value of the first data.

{02871 At 2112, the first blockchain node can generate one or more ZKPs associated with
the first data. The one or more ZKPs can be generated by using the ZKP generation module
as discussed in FIG. 17 and based on a ZKP algorithm such as zero-knowledge succinct non-
interactive argument of knowledge (zk-SNARK) algorithm, or zero-knowledge scalable

transparent argument of knowledge (zk-STARK) algorithm. The one or more ZKPs can be
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used by the gateway 2006a to determine whether the cyphertext is secure without decrypting
the cyphertext.

{0258] ZKP is a cryptography technique. Using this technique, a prover can convince one
or more verifiers to believe that a certain assertion is correct without providing any sensitive
information to the one or more verifiers.

{0259] The ZKP algorthm generally includes a key generation algorithm, a proof
generation algorithm, and a proof verification algorithm. The key generation algorithm is
responsible for calculating a proving key {which can be used as input data for generating the
proot) and a verification key (which can be used as input data for verifying the proof). The
proof generation algorithm is responsible for generating the proof. The proof verification
algorithm 1s responsible for verifving the proof and obtaining a binary verification result of
either true or false.

{0260] Taking the zZk-SNARK algorithm for example, the zk-SNARK algorithm comprises
three algonthms: G, P, and V. The G algorithm represents a key generator, which 1s
responsible for generating a proving key and a verification key. The P algorithm s
responsible for generating the proof. The V algorithm is responsible for verifying the proof
generated with the P algorithm, and obtaining a verification resuit of either true or false.
{8261] It should be noted that, when the proof is to be calculated by a blockchain node
based on the proof generation algorithm, content of input data to the proof generation
algorithm generally depends on the assertion to be verified using the proof.

{0262] In some embodiments, the gateway 2006 determines that the cyphertext 15 secure
when at least one of the following assertion is true.

{0263] Assertion 1. data to be decrypted from the cyphertext does not mnclude any key
word defined in a restricted list maintained by the gateway 2000a. To determine whether thig
assertion is true, a ZKP can be generated by inpuiting at least the raw data, the cyphertext,
and the restricted list into the proof generation algorithm.

{0264]  Assertion 2: data to be decrypted from the cyphertext satisfies an input rule of the
second blockchain network. To determine whether this assertion is true, a ZKP can be
generated by inputting the raw data, the cyphertext, and the input rule of the second

blockchain network into the proof generation algorithm,

68



WO 2022/109851 PCT/CN2020/131419

{0265]  Assertion 3: a file to be decrypted from the cyphertext has a file type acceptable to
the second blockchain network. To determine whether this assertion is true, a ZKP can be
generated by inputting the raw data, the cyphertext, and the list of file types acceptable to the
second blockchain network into the proof generation algorithm.

{0266]  Assertion 4: data to be decrypted from the cyphertext does not comprise a malware
or virus. To determine whether this assertion is true, a ZKP can be generated by inputting at
least the raw data, the cyphertext, and the code of the malware or virus into the proof
generation algorithim.

[0267] At 2114, the first blockchain node can send the cyphertext, the hash value, and the
one or more ZKPs to the gateway 2006a.

{0268] At 2116, the gateway 2006a can verify the cyphertext based on the one or more
ZKPs.

[0269] Specifically, as a verifier of the one or more ZKPs, the gateway 2006a can mput at
least the one or more ZKPs and the cyphertext as input data into the proof verification
algorithm, and then determine whether the cyphertext 15 secure based on the assertions
discussed above.

[8276] Taking agamn the zk-SNARK algorithm for example, when a zero-knowledge
vertfication 1s to be performed on a ZKP of the one or more ZKPs, the ZKP and the
cyphertext can be input as mput data into the V algorithm of the zk-SNARK algorithm for
calculation. If an cutput result from the V algorithm is true, the assertion is verified to be true
using the ZKP. On the contrary, if the output result from the V algorithm is false, the
assertion is verified to be false using the ZKP.

{0271] At 2118, when the gateway 2006a determings that the cyphertext is secure based on
the one or more ZKPs, the gateway 200063 stores the received cyphertext and the received
hash value in the at least one server included in the gateway 2006a.

{0272] At 2120, the gateway 2006a can send a data notification to the second blockchain
node 2010a. The data notification can notify the second blockchain node that the cyphertext
is stored in the at least one server.

{0273] At 2122, in response to the data notification, the second blockchain node 2010a can

send a data retrieval request to the gateway 2006a. In response to the data retrieval request, a
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network connection can be established between the gateway 2006z and the second
blockchain node 2010a.

{0274} At 2124, the gateway 2006a can send the cyphertext and the hash value to the
second blockchain node 2010a.

{02758] At 2126, the second blockchain node 2010a can decrypt the cyphertext to generate
second data. ¥ the first data or the cyphertext is not tampered with in the data transfer, the
second data can be the same as the first data. Otherwise, the second data can be different
from the first data.

{0276] At 2128, the second blockchain node 2010a can verify the second data based on the
hash value. For example, the second blockchain node 2010a can calculate a second hash
value of the second data and compare the second hash value with the hash value If the
second hash value and the hash value are the same, the second blockchain node 2010a can
determine that the first data or the cyphertext is not tampered with. Gtherwise, the second
blockchain node 2010a can determine that the first data or the cyphertext 1s tampered with.
{62777 At 2130, the second blockchain node 2010za can store one or more input parameters
mncluded in the second data on the second blockcham. In some embodiments, the second data
meludes one or more input parameters as defined 1n the mput rule of the second blockchain
network. In some embodiments, the second data includes a bit stream and the second
blockchain node 2010a converts the bit stream to the one or more input parameters based on
the conversion rule used by the first blockchain node in converting the raw data to the first
data.

{6278] At 2132, the second blockchain node 2010a can send a data receipt to the gateway
2006a. In some embodiments, the data receipt indicates that the cyphertext is successfully
received and that the second data is stored on the second blockchain. In some embodiments,
the data receipt indicates that the second data is not stored on the second blockchain and one
or more reasons that the second data 13 not stored on the second blockchain. The one or more
reasons can include, e g, the cyphertext fails to be received by the second blockchain node
2010a, the hash value of the cyphertext does not match the received hash value, the second

data does not satisfy the input rule of the second blockchain network, etc.
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{0279] At 2134, the gateway 2006a can send the data receipt to the first blockchain node
2008a. In some embodiments, if the data receipt indicates that the second data is not stored
on the second blockchain, the first blockchain node 2008a can restart the process 2100.
{0286] In some embodiments, the first blockchain node 2008a can obtain additional
cyphertext from the gateway 2006a, where the gateway 2006 receives the additional
cyphertext from a blockchain node of the second blockchain network. The first blockchain
node can then decrypt the additional cyphertext to generate third data, and then store the third
data in the first blockchain.

{0281] In some embodiments, process 2100 can be performed to transfer data from the
private network to the Internet. That 1s, the first blockchaim node 2008a can be associated
with the private network while the second blockchain node 2010a can be associated with the
Internet.

[0282] FIG 22 depicts an example 2200 of cross-network and cross-chain data
communications, n accordance with embodiments of this specification. At a high level, the
example 2200 shows a process of sending a loan contract 2266a from a debtor 2202, who is
associated with a first blockchain node of a first blockchain network, to a bank 2204, who 1s
assoctated with a second blockchain node of a second blockcham network., The first
blockchain network can be connected by the Internet and the second blockchain network can
be connected by a private computer network that 15 air gapped from the Internet.

{8283] The first blockchain node associated with the debtor can encrypt the loan contract
22063 10 generate cyphertext 2208a, and generate one or more ZKPs 2210 in order to prove
that the cyphertext 2208a 1s secure. The first blockchain node can send the cyphertext 2208a
and the one or more ZKPs 2210 to the gateway 2006a. The gateway 2006a can then vernify
that the cyphertext 2208a is secure based on the one or more ZKPs 2210, while the
cyphertext 2208a remains encrypted in the verification process. Upon successful verification,
the gateway 2006a can then store the cyphertext 2208a in a server of the gateway 20006a. The
second blockchain node associated with the bank 2204 can then obtain cyphertext 2208b
from the server of the gateway 2006a. The bank 2204 can then decrypt the cyphertext 2208b
to ohtain the original loan contract 2206b, and perform subsequent operations on the loan

contract 2206b.
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{0284] FIG. 23 depicts an example 2300 of a blockchain-based trusted platform, in
accordance with embodiments of this specification. In some embodiments, the blockchain-
based trusted platform 1702 can provide services to users in multiple computer networks by
adopting to the data security rules in respective computer networks. In this example, the
merchants, e.g., merchant 1 2302a to merchant N 2302n, are associated with a merchant
blockchain network connected using the Internet. The banks, e g, bank 1 2304a to merchant
N 2304n, are associated with a bank blockchain network connected using a private bank

network. The courts, e.g., court 1 2306a to court N 2306n, are associated with a court

€.,
blockchain network connected using a private court network,

{0285] For example, the merchant 1 2302a wishes to send a contract to the bank 1 2304a
to record the contract on a bank blockchain associated the banks. A first blockchain node
associated with the merchant 1 2302a obtains the contract from a merchant blockchain
database 2310 or a smart contract data cache 2308 and sends a cross-chain and cross-network
message that includes the contract to a second blockchain node associated with the bank 1
2304a based on the process 2100 discussed in FIG. 21, The bank 1 2304a invokes the
services of the blockchain-based trusted platform 1702 to record the contract in the bank
blockchain based on the process discussed in FIG. 18, The data security rules of the private
bank network can require that the data of the contract be stored in computer servers located
in the private bank network that is air gapped from the Internet. When the blockchain-based
trusted platform 1702 detects that the contract i3 to be recorded in the bank blockchain, the
blockchain-based trusted platform 1702 records the contract in a bank blockchain database
2312 managed by the bank blockcham network and a bank smart contract data cache 2312
located in the private bank network.

{6286] In a similar manner, the merchant T 23022 may need to send a court order to the
court 1 2306a to execute the court order. The first blockchain node associated with the
merchant 1 23022 sends a cross-chain and cross-network message that includses the court
order to a third blockchain node associated with the court 1 2306a based on the process 2100
discussed in FIG. 21. The court 1 2306a invokes the services of the blockchain-based trusted
platform 1702 to verify the authenticity of the court order based on a process discussed in
FIG. 19. The data security rules of the private court network can require that the data of the

court be stored in computer servers located in the private court network that is air gapped
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from the Internet. When the blockchain-based trusted platform 1702 detects that the court
order is to be verified based on the data of the court, the blockchain-based trusted platform
1702 accesses the data of the court in a court blockchain database 2316 managed by the court
blockchain network and a court smart contract data cache 2318 located in the private court
network, so as to verify the court order based on the data of the court.

{0287] For ancther example, the blockchain-based trusted platform 1702 can treat the data
of the merchant, data of the bank, and data of the court differently. For example, each of the
private bank network and the private court network can have data security rules governing
the procedures for handling sensitive data, and the privacy protections applied to the sensitive
data. In some embodiments, the blockchain-based trusted platform 1702 provides the same
APIs to the merchants, banks, and courts, but the application layer 1704 will process the
sensitive data differently depending on the computer network that the sensitive data s
associated with,

{0288] For example, the blockchain-based trusted platform 1702 includes a rules database
2320 that mncludes mformation about the regulations of the various computer networks n
which the blockchain-based trusted platform 1702 operates. The application laver 1704 can
access the rules database 2320 and operate in compliance with the regulations of each
computer network. For example, when the bank 1 2304a nvokes the blockchain-based
trusted platform 1702 to send a bank statement of merchant 1 2302a to court 1 23006a, the
application layer 1704 can access the rules database 2320 to determine a data security rule of
the private bank network specifying that the social security number of the bank statement be
redacted when the bank statement is fo be sent ouiside the private bank network, the
blockchain-based trusted platform 1702 can then redact the social security number of the
bank statement and send the redacted bank statement to court 1 2306a.

{0289] FIG. 24 depicts another example 2400 of a blockchain-based trusted platform, in
accordance with embodiments of this specification. A blockchain-based trusted platform
1702 can be used to process customized clearance data based on a set of customized rules
agreed upon by a group of people. For example, when a first group of people of a country
agree to follow a set of rules regarding taxation on importation of goods, the blockchain-

based trusted platform 1702 can be used to process import custom clearance data.

73



WO 2022/109851 PCT/CN2020/131419

{0290] For example, a second group of environmentally conscious members can decide to
buy products mostly from sustainable sources and to donate a certain percentage of the
purchase price of merchandise purchased from non-sustainable sources to environmental
causes. It can be difficult for individuals to keep track of what products are from sustainable
sources or non-sustainable sources. The blockchain-based trusted platform 1702 allows the
second group of members to easily set up rules o help achieve their goals. For example, the
blockchain-based trusted platform 1702 can include a rules database 2412 specifying which
consumer products are from sustainable sources, which farm products are produced using
environunentally friendly methods, and which seafood products are produced by harvesting
moarine wildlife 1o a sustainable manner. An administrator can update the rules database 2412
from time to time. Members of the second group (e.g., first buyer 2402, ..., N-th buyer 2404)
can purchase products from merchants {e.g., fust merchant 2406, ..., M-th merchant 2408)
through an on-line commerce system 2414,

{0281] When a buyer purchases a product through the on-line commerce system 2414 and
ndicates that the buyer belongs to the second group of members, the on-line commerce
systern 2414 sends purchase data to the blockcham-based trusted platform 1702, and
mdicates, e.g, with an 1D associated with the second group, that the purchase data are
associated with the second group. The blockchain-based trusted platform 1702 records the
purchase data on a blockchain database 2418 and/or a smart contract data cache 2416, The
blockchain-based trusted platform 1702 includes a clearance approval module 2410 that
analyzes the purchase data to determme, based on the rules database 2412, whether the
product being purchased is from a sustainable source. If the product 1s not from a sustainable
source, the clearance approval module 2410 determines the amount of donation that the
buyer should contribute (this is similar to the customs authority determining the amount of
import tax to be applied to import goods).

{0292] For example, the clearance approval module 2410 can send 2 message to the buyer
indicating that the product is not from a sustainable source, and that the buver should give a
donation of a certain amount based on the agreement among the second group of members.
The blockchain-based trusted platform 1702 can communicate with a bank of the buyer,
request payment from the bank, and send the payment to, e.g., an environmental non-profit

organization as donation. The transactions performed by the blockchain-based trusted
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platform 1702 can be recorded in the blockchain database 2418 that can be verified by the
relevant parties. The services provided by the blockchain-based trusted platform 1702 can be
automated through the use of smart contracts.

{0293]  In some embodiments, the blockchain-based trusted platform 1702 can be used to
process clearance data (e.g., import custom clearance data} in a virtual world, eg, in a
gaming platform. For example, a gaming platform can allow players to establish virtual
nations or kingdoms, recruit other players to be citizens or subjects of the virtual nations or
kingdoms, and establish their own rules or laws for the virtual nations or kingdoms. The
citizens or subjects of a nation or kingdom can trade goods with others. The nation or
kingdom can raise funds (in virtual currency) by imposing a tax on trade. The operations of
the blockchain-based trusted platform 1702 can be automated by using smart contracts so as
to toplement virtual customs clearance and faxation in the virtual world This allows the
players of the online gaming platform to establish their own rules for taxation on trade,
making the online gaming platform more realistic and interesting,

{0294] FIG 25 15 a flowchart of an example of a process 2500 for cross-cham
communication. For convenience, the process 2500 will be described as being performed by
a systern of one or more computers, located i one or more locations, and programmed
appropriately in accordance with this specification. For example, a blockchain-based system,
e.g., the blockchain-based systemn 300 of FIG. 3 or 1400 of FIG. 14, appropriately
programmed, can perform the process 2500.

{0298] At 2502, a first cross-chain communication component f{e.g, cross-chain
communication component 1418 or 1504) in a first blockchain network {e.g., blockchain
network 1410 or 1510} receives a message from a biockchain node (e.g., blockchain node
1412 or 1502) in the first blockchain network. In some embodiments, the message can
inciude ledger data stored in the blockchain node. In some embodiments, the ledger data can
include legal documents, commercial contracts, etc. In some embodiments, a format of the
ledger data can include images, video, web pages, spreadsheets, etc. In some embodiments,
the ledger data can include plain-text data and/or a hash value of the plain-text data.

{0296]  In some embodiments, the blockchain node in the first blockchain network includes
a service smart contract (e.g., service smart contract 1414 or 1512} and a cross-chain smart

contract (e.g., cross-chain smart contract 1416 or 1514). In some embodiments, the cross-
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chain smart contract recerves the message including the ledger data from the service smart
contract, and forwards the message to the first cross-chain communication component. In
some embodiments, the cross-chain smart contract can send a ledger proof of the ledger data
in the message. In some embodiments, the ledger proof includes a digital signature generated
based on the ledger data according to a predetermined encrypiion or cryptographic algorithm.
In some embodiments, the digital signature can be generated based on the ledger data using a
private key of the blockchain node.

{0297]  In some embodiments, the first cross-chain communication component includes a
relay component {(e.g., cross-chain relay component 1420 or 1516). In some embodiments,
the relay component receives the message including the ledger data from the cross-chain
smart contract of the blockchain node. In some embodiments, the relay compouvent can
obtain the ledger data and/or ledger proof in the message.

[0298] At 2504, the first cross-cham communication component determines whether the
ledger data 15 valid. In some embodiments, the relay component of the first cross-chain
commumication component obtains the ledger data and/or ledger proof in the message and
sends the ledger data and/or ledger proot to an oracle machine (e.g., oracle machine 1422 or
1518) in the first cross-chain communication component. In some embodiments, the oracle
machine determines whether the ledger data 1s valid  In some embodiments, the oracle
machine can verify the ledger data based on the ledger proof. In some examples, the oracle
machine can verify a digital signature included 1n the ledger proof. If the digital signature is
valid, the oracle machine can determine that the ledger data 1s valid and continue o process
the ledger data. If the digital signature 1s not valid, the oracle machine can discard the ledger
data.

{8299] At 2506, the first cross-chain communication component generates formatted
ledger data after determining that the ledger data is valid. In some embodiments, the oracle
machine of the first cross-chain communication component generates the formatted ledger
data based on the ledger data and send the ledger data back to the relay component. In some
embodiments, the oracle machine can format the ledger data according to a unified data
format in comply with a cross-chain communication protocol. In some embodiments, the

oracle machine can generate the formatted ledger data based on the ledger data and the ledger
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proof. In some embodiments, the oracle machine can generate a hash value of the formatted
ledger data and send the hash value to the relay component.

{03608] At 2508, the first cross-chain communication component sends a cross-chain
message to a second cross-chain communication component {eg, ¢ross-chain
communication component 1438 or 1506} in a second blockchain network (e.g., blockchain
network 1430 or 1520). In some embodiments, the cross-chain message includes the
formatted ledger data. In some emboduments, the cross-chain message can include the
formatted ledger data and the hash value of the formatted ledger data. In some embodiments,
the relay component sends the formatted ledger data and/or the hash value in the cross-chain
muessage to the second cross-chain communication component.

{0301] In some embodiments, the relay component of the first cross~-chain communication
component 15 a first relay component. The second cross-chain communication component
ncludes a second relay component {e.g., relay component 1440 or 1524). The blockchain
node tn the first blockchain network 1s a first blockchain node. The second blockchain
network includes a second blockchain node (e.g., blockchain node 1432 or 1508). In some
embodiments, the second relay component receives the cross-chain message from the first
relay component, and obtains the formatted ledger data and/or the hash value in the cross-
chain message. The formatted ledger data and/or hash value 1s then sent by the second relay
component t¢ the second blockchain node.

{8362] In some embodiments, the cross-chain smart contract of the first blockchain node is
a first cross-chain smart contract, the service smart contract of the first blockchain node 1s a
first service smart contract. The second blockchain node includes a second cross-chain smart
contract {e.g., cross-chain smart contract 1436 or 1526) and a second service smart contract
(e.g, service smart contract 1434 or 1528). In some embodiments, the second cross-chain
smart contract receives the formatted ledger data and/or hash value from the second relay
component, and determines whether the formatted ledger data i1s valid  In some
embodiments, the second cross-chain smart contract can verify the formatted ledger data
based on the received hash value. In some embodimenis, the second cross-chain smart
contract can compute a hash value of the formatted ledger data, and compares the computed
hash value with the received hash value. If the two hash values match, the second cross-

chain smart contract can determine that the formatted ledger data is valid. If the two hash
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values do not match, the second cross-chain smart contract can determine that the formatted
ledger data is not valid and discard the formatted ledger data. In some embodiments, the
second cross-chain smart contract can determine whether a format of the formatted ledger
data matches a predetermined data format. If the format of the formatted ledger data matches
the predetermined data format, the second cross-chain smart contract can determine that the
formatted ledger data 1s valid. If the format of the formatted ledger data does not match the
predetermined data format, the second cross-chain smart contract can determine that the
formatted ledger data is not valid.

{0383] If the formatted ledger data 15 vald, the second cross-chain smart contract can
obtain the ledger data from the formatied ledger data, and send the obtained ledger data to the
second service smart contract. In some embodiments, the second cross-chamn smart contract
can parse the formatted ledger data. In some embodiments, the second cross-chain smart
contract can perform a predetermined parsing method on the formatted ledger data, for
example, by converting the formatted ledger data to an onginal ledger data format. In some
embodiments, the second cross-chain smart contract can obtamn the ledger data by converting
the formatted ledger data to the original ledger data format. In some embodiments, the
second service smart contract recetves the ledger data and can make the ledger data available
1o users accessing the second blockchain network.

{8304] FIG. 26 13 a diagram of on example of modules of an apparatus 2600 in accordance
with embodiments of this specification,

{0308]  The apparatus 2600 can be an example of an embodiment of a computer system
configured for cross-chain communication in a blockchamn-based trusted system. The
apparatus 2600 can correspond to the embodiments described above, and the apparatus 2600
meludes the following: a receiving module 2602 for receiving a message including ledger
data from a blockchain node; a determining module 2604 for determining whether the ledger
data is valid; a generating module 2606 for generating formatted ledger data; and a sending
module 2608 for sending a cross-chain message to another cross-chain communication
component.

{0306]  The system, apparatus, module, or unit illustrated in the previous embodiments can
be implemented by using a computer chip or an entity, or ¢an be implemented by using a

product having a certain function. A iypical embodiment device is a computer, and the
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computer can be a personal computer, a laptop computer, a cellular phone, a camera phone, a
smartphone, a personal digital assistant, a media player, a navigation device, an email
receiving and sending device, a game console, a tablet computer, a wearable device, or any
combination of these devices.

{8307] For an embodiment process of functions and roles of each module in the apparatus,
references can be made to an embodiment process of corresponding steps in the previous
method. Details are omitted here for simplicity.

{0368] Because an apparatus embodiment basically corresponds to a method embodiment,
for related parts, references can be made to related descriptions in the method embodiment.
The previously described apparatus embodiment 15 merely an example. The modules
described as separate parts may or may not be physically separate, and parts displayed as
modules may or may not be physical modules, may be located in one position, or may be
distributed on a number of network modules. Some or all of the modules can be selected
based on actual demands to achieve the objectives of the solutions of the specification. A
person of ordinary skill in the art can understand and implement the embodiments of the
present application without creative efforts.

[8309] Referring again to FIG. 26, it can be interpreted as illustrating an internal
functional module and a structure of a cross-chamm communication apparatus. The cross-
chain communication apparatus can be an example of a computer system configured for
cross-chain communication in a blockchain-based trusted system. An execution body in
essence can be an electronic device, and the electronic device mcludes the following: one or
more processors; and one or more computer-readable memories configured to store an
executable instruction of the one or more processors. In some embodiments, the one or more
computer-readable memories are coupled to the one or more processors and have
programming instructions stored thereon that are executable by the one or more processors to
perform algorithms, methods, functions, processes, flows, and procedures, as described 1n
this specification. This specification also provides one or more non-transitory computer-
readable storage media coupled to one or more processors and having instructions stored
thereon which, when executed by the one or more processors, cause the one or more
processors to perform operations in accordance with embodiments of the methods provided

herein.
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{6318] This specification further provides a system for implementing the methods
provided herein. The system includes one or more processors, and a computer-readable
storage medium coupled to the one or more processors having instructions stored thereon
which, when executed by the one or more processors, cause the one or more processors io
perform operations in accordance with embodiments of the methods provided herein.

{6311] Embodiments of the subject matter and the actions and operations described in this
spectfication can be implemented in digital electronic circuitry, i tangibly-embodied
computer software or firmware, in computer hardware, including the structures disclosed n
this specification and their structural equivalents, or 1n combinations of one or more of them.
Embodiments of the subject matter described in this specification can be implemented as one
or more computer programs, e.g., one or more modules of computer program instructions,
encoded on a computer program carrier, for execution by, or to control the operation of, data
processing apparatus. For example, a computer program carrier can include one or more
computer-readable storage media that have istructions encoded or stored thereon. The
carrier may be a tangible non-transitory computer-readable medium, such as a magnetic,
magneto optical, or optical disk, a solid state drive, a random access memory (RAM), a read-
only memory (ROM), or other types of media. Alternatively, or in addition, the carrier may
be an artthicially generated propagated signal, e g, a machine-generated elecirical, optical, or
electromagnetic signal that is generated to encode information for fransmission to suitable
receiver apparatus for execution by a data processing apparatus. The computer storage
medium can be or be part of a machine-readable storage device, a machine-readable storage
substrate, a random or seral access memory device, or a combination of one or more of them.
A computer storage medium is not a propagated signal.

{8312] A compuler program, which may also be referred to or described as a program,
software, a software application, an app, a module, a software module, an engine, a script, or
code, can be written i any form of programming language, including compiled or
mterpreted languages, or declarative or procedural languages; and it can be deployed in any
form, including as a stand-alone program or as a module, component, engine, subroutine, or
other unit suitable for executing in a computing environment, which environment may
include one or more computers interconnected by a data communication network in one or

more locations.
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{6313] A computer program may, but need not, correspond to a file in a file system. A
computer program can be stored in a portion of a file that holds other programs or data, e.g.,
one or more scripts stored in a markup language document, in a single file dedicated to the
program in question, or in multiple coordinated files, e g, files that store one or more
modules, sub programs, or portions of code.

{6314] Processors for execution of a computer program include, by way of example, both
general- and special-purpose microprocessors, and any one or more processors of any kind of
digital computer. Generally, a processor will receive the instructions of the computer
program for execution as well as data from a nov-transitory computer-readable medium
coupled to the processor.

{0315] The term “data processing apparatus” encompasses all kinds of apparatuses,
devices, and machines for processing data, including by way of example a programmmable
processor, a computer, or multiple processors or computers. Data processing apparatus can
mchude special-purpose logic circuitry, e.g, an FPGA (field programmable gate array), an
ASIC (application specific integrated circuit), or a GPU (graphics processing unit). The
apparatus can also inclede, in addition to hardware, code that creates an execution
environment for computer programs, e.g., code that constitutes processor firmware, a
protocol stack, a database management system, an operating system, or a combination of one
or more of them.

{8316] The processes and logic flows described in this specification can be performed by
One OF MOTe COMpPULErs OF Processors executing one or more computer programs to perform
operations by operaling on input data and generating output. The processes and logic flows
can also be performed by special-purpose logic circuitry, e g, an FPGA, an ASIC, or a GPU,
or by a combination of special-purpose logic circuitry and one or more programmed
computers.

{6317} Computers suitable for the execution of a computer program can be based on
general or special-purpose microprocessors or both, or any other kind of central processing
unit. Generally, a ceniral processing unit will receive instructions and data from a read only
memaory or a random access memory or hoth. Elements of a computer can include a central

processing unit for executing instructions and one or more memory devices for storing
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mstructions and data. The central processing unit and the memory can be supplemented by,
or incorporated in, special-purpose logic circuitry.

{0318} Generally, a computer will also include, or be operatively coupled to receive data
from or transfer data to one or more storage devices. The storage devices can be, for
example, magnetic, magneto optical, or optical disks, solid state drives, or any other type of
non-transitory, computer-readable media. However, a computer need not have such devices.
Thus, a computer may be coupled to one or more storage devices, such as, one or more
memories, that are local and/or remote. For example, a computer can include one or more
local memories that are integral components of the computer, or the computer can be coupled
10 one or more remote memories that are i a cloud network. Moreover, a computer can be
embedded i another device, e.g., a mobile telephone, a personal digital assistant (PDA), a
mobile audio or video player, a game counsole, a Global Positioning System (GPS) receiver,
or a portable storage device, e.g., a universal serial bus (USB) flash drive, to name just a few,
{8318] Components can be “coupled t0” each other by being commutatively such as
electrically or optically connected to one another, either directly or via one or more
mtermediate components. Components can also be “coupled 107 each other if one of the
components 15 integrated mto the other. For example, a storage component that s integrated
mto a processor {e.g., an L2 cache component) 1s “coupled to” the processor.

{8328] To provide for interaction with a user, embodiments of the subject maiter described
in this specification can be implemented on, or configured to communicate with, a computer
having a display device, eg, a LCD (hqud crystal display}) monttor, for displaying
mformation to the user, and an input device by which the user can provide input to the
computer, e.g., a keyboard and a pointing device, e.g., a mouse, a trackball or touchpad.
Other kinds of devices can be used to provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory feedback, e g, visual feedback,
audttory teedback, or tactile feedback; and input from the user can be received in any form,
mcluding acoustic, speech, or tactile input. In addition, a computer can interact with a user
by sending documents to and receiving documents from a device that is used by the user; for
example, by sending web pages to a web browser on a user’s device in response to requests
received from the web browser, or by interacting with an app running on a user device, e.g., a

smartphone or electronic tablet. Also, a computer can interact with a user by sending text
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messages or other forms of message to a personal device, e.g., a smartphone that 1s running a
messaging application, and receiving responsive messages from the user in return.

{0321} This specification uses the term “configured to” in connection with systems,
apparatus, and computer program components. For a system of one or more computers to be
configured to perform particular operations or actions means that the system has installed on
its software, firmware, hardware, or a combination of them that in operation cause the system
to perform the operations or actions. For one or more computer programs to be configured to
perform particular operations or actions means that the one or more programs include
mstructions that, when executed by data processing apparatus, cause the apparatus to perform
the operations or actions. For special-purpose logic circuitry to be configured to perform
particular operations or actions means that the circuitry has electronic logic that performs the
operations or actions.

{8322] Whue this specification contains many specific embodiment detatls, these should
not be construed as limitations on the scope of what is being claimed, which 13 defined by the
claims themselves, but rather as descriptions of features that may be specific to particular
embodiments. Certain features that are described in this specification in the context of
separate embodiments can also be realized in combination in a single embodiment
Conversely, various features that are described in the context of a single embodiments can
also be realized in multiple embodiments separately or in any suitable subcombination.
Moreover, although features may be described above as acting in certain combinations and
even imtially be claimed as such, one or more features from a claimed combination can in
some cases be excised from the combination, and the claim may be directed 1o a
subcombination or variation of a subcombination.

{6323] Sumilarly, while operations are depicted in the drawings and recited in the claims in
a particular order, this should not be understood as requiring that such operations be
performed m the particular order shown or n sequential order, or that all illustrated
operations be performed, to achieve desirable results. In certain circumstances, multitasking
and parallel processing may be advaniageous. Moreover, the separation of various system
modules and components in the embodiments described above should not be understood as

requiring such separation in all embodiments, and it should be understood that the described
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program components and systems can generally be integrated together in a single software
product or packaged into multiple software products.

{0324} Particular embodimenis of the subject matier have been described.  Other
embodiments are within the scope of the following claims. For example, the actions recited
in the claims can be performed in a different order and still achieve desirable results. As one
example, the processes depicied in the accompanying figures do not necessarily require the
particular order shown, or sequential order, to achieve desirable results. In some cases,

multitasking and parallel processing may be advantageous.
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