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ARCHITECTURE WITH DATALESS ENDPOINTS

TECHNICAL FIELD .

The present Invention Is directed to managing a large
distributed computer enterprise environment.
BACKGROUND OF THE INVENTION

Managing a computer network comprising thousands of
nodes ¢an produce serlous difficulties for system administrators.
Management tasks, such as distribution of system-wide changes,
must be carried out quickly and in a dependable manner In order
to reduce the probabllity of catastrophic fallure. Distributed
computing environments that are known In the art do not scale
easily to large size. One of the root causes of this deficlency is that
prior art management environments Include high overhead
applications that, tvplcallv, arerunon all of the managed machines
in the network. In such systems, even machines located at the
lowest level of management functionality (so-called "endpoints”)
often include a full suite of management routines and systems
management data. Because the endpoint machine has Its own
database, it has to be backed-up to accurately back up the overall
envlronment

As the number of such machines gets large, the time to
backup all the distributed databases becomes great and the backup
storage requirements become unmanageable. When endpoint
machines fall, or when users accidentally remove files, it Is an
enormous burden on system administrators to have to locate and
restore the endpoint's database, especially if the missing database
prevents the overall managed architecture from being able to
distribute to the falled endpoint. Moreover, adding new
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application functionality to an endpoint machine typlcally requires
the overall management architecture to be re-bulit, re-installed or,
at. least, re-nitialized. - This Is a time-consuming, complex

“administrative task that severelv limits the flexlbllltv and Increases

the cost of system management. As a result of these problems, it
has not been possible to Increase the size or “scalabllity" of such
networks to a true "enterprise” level. |
The present invention addresses and solves these problems.
RRIEF SUMMARY OF THE INVENTION . |
it is a primary object of the Invention to effectively manage

. computing resourcesina large distributed enterprise environment.

{t Is another object of the invention to enable an enterprise

‘to place substantially ali of its computing resources on a network

that is managed in a reliable, cost-effective manner.

It Is still another-object to reduce the complexity and cost of
systems management’ In a large enterprise environment by
supporting a low cost, low maintenance management framework
on the vast majority of machines (e.g., the personal computers or

PC's) in the enterprise.

_Yet another object Is to enhance the scalabllity of a large
distr[buted computing network by distributing the functionality of
a system management framework In accordance with a
“client-server” paradigm. ‘

A more specific object of the Invention Is to Implement a low
cost, low maintenance component of a system management
framework at the endpoint machines that comprise the largest
percentage of computing resources In the enterprise environment.



it Is another more particular object to support a minimal set
of applications on “dataless* endpoint machines of a -large, -
distributed environment to facilitate systems management.

It Is still another object of the invention to meet the needs of
customers with very large and geographically-dispersed networks
and, more particularly, to significantly expand the scalability
parameters of traditional management tools and techniques.

Yet another important object is to enable PC connectlivity In
a large centrally-managed network enterprise.

" these and other objects are achieved In a large distributed
enterprise that includes computing resources organized into one
or more managed regtons, each region being managed by a server

~machlr'1_e' servicing one or more gateway machines, with each

gateway machine servicing a plurality of endpoint machines. A
system management: framework Is *distributed” on the gateway
machines and the one .or more endpoint machines to carry out
system management tasks. To enhance scaleabllity, the endpoint
machines support a low cost, low maintenance client component
of the system management framework, and a (_:orresporidmg server
component Is supported on each of the gateway machines. On an
as-"n\eedecl basis, system management data (and executable code, if
necessary) is delivered from a gateway to one or more endpoint
machines to facilitate execution of a system management task for
the managed region. Typlically, the system management data Is not
stored In the endpoint, and this "dataless” approach reduces the
complexity and maintenance costs associated with distributing the
functionality of the system management framework. The
endpoints are easily “extensible® to include new application
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functionality without requiring the overall framework to be rebuilt
or reinstalied. " :

A preferred method of executlng a system management task
affectlng the managed region begins by delivering executable code
and system management data requlr‘ed for the system
management task from a gateway machine to one or more
endpoint machines serviced by the gateway. The executable s a
shell script, a specialized script, a compiled program or any other
kind of valid executable. When a system management task Is
created, the executable Is stored on disk, and a reference to the
disk file is stored as an attribute in an object database in the
gateway machine. Upon receipt of the executable code and system
management data from the gateway machine, the client
component of the management framework (supported on the
endpoint machine) -then carries out the management task.
Preferably, data Is not cached on the endpoint, and the endpoint
returns to its normally "idle" state after the task Is completed.

An endpoint computer connectable into such an enterprise
thus includes a processor, an operating system, a graphical user
Interface, and a client component of a system management
fra"mework, the client component having an associated server
component supported on a gateway machine that services that
compdter. The client component Includes means responsive to
recelpt of executables and system management data from the
gateway machine to facliitate execution of a system management
task into which the computer Is connected. Preferably, the system
management framework is object-oriented.

The foregoing has outlined some of the more pertinent
objects of the present invention. These objects should be
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construed to be merely [llustrative of some of the more prominent
features and applications of the Invention. Many other beneficlal
results can be attained by applying the disclosed invention in a
different manner or modifying the invention as will be described.
Accordingly, other objects and a fuller understanding of the
invention may be. had by referring to the following Detalled
Description of the preferred embodiment.
BRIEF DESCRIPTION OF THE DRAWINGS
For a more complete understanding of the present invention
4nd the advantages thereof, reference should be made to the
following Detalled Description taken In connection with the
accompanying drawings In which:
~ FIGURE 1 lllustrates a simplified diagram showing a large
distributed computing enterprise environment in which the
present invention Is Implemented
FIGURE 2 Is a block diagram of the system management
framework lllustrating how the framework functionality Is
distributed across the gatewav and Its endpoints within a managed
region;
~ FIGURE 2A [s a block diagram of the elements that comprise
the"'-gCF client component of the system management framework;
“FIGURE 3 Illustrates a smaller “workgroup® implementation
(e.g., a local area network) of the enterprise in which the server and
gateway functions are supported on the same machine;
FIGURE 4 shows a simplified representation of how a system
administrator implements a system management task;
FIGURE 5 Illustrates how management applications are
constructed in an object-orlented manner for use in the present
Invention;
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FIGURE 6 illustrates the ORB/BOA object-invocation mechanism
used by the present invention;

FIGURE 7 Is a flowchart illustrating how a gateway machine
Invokes a method of an object running on an endpoint machine to
facllitate a management task;

FIGURE 8A Is a flowchart lliustrating how an endpoint machine
Initiates a file pull system management operation; and

FIGURE 8B Is a flowchart lllustrating how an endpoint machine
Initiates an inventory system management operation.

DETAILED DESCRIPTION

~_ Referring now to FIGURE 1, the Invention Is preferably
implemented In a large distributed computer environment 10
comprising up to thousands or even tens of thousands of "nodes."
The nodes will typically be geographically dispersed and the overall
environment Is "managed" In a distributed manner. Preferably, the
managed environment (ME) Is logically broken down Into a serles of
loosely-connected managed regions (MR) 12, each with its own
server 14 for managing local resources with the MR. Muitiple
servers 14 coordinate activities across the enterprise and permit
remote site:management and operation. Each server 14 serves a
number of gateway machines 16, each of which In turn support a
plurality of endpoints 18. The server 14 coordinates all activity
within the MR using a terminal node manager 20. .

Referring now to FIGURE 2, each gateway machine 16 runsa
server component 22 of a system management framework. The
server component 22 Is muilti-threaded runtime process that
comprises several components: an object request broker or "ORB"
21, an authorization service 23, object location service 25 and basic
object adaptor or "BOA" 27. Server component 22 also includes an
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object library 29. Preferably, the ORB 21 runs continuously,
separate from the operating system, and It communicates with

- both server and client DFOCGSSGS through separate stubs and

skeletons via an Interprocess communication (tPC) Facllity 19. In
particular, a secure remote procedure call (RPC) is used to invoke
operations on remote objects. Gateway machines 16 also Includes

- an operating system 15 and a threads mechanism 17.

The system management framework Includes a client
component 24 supported on each of the endpoint machines 18.
The client component 24 Is a low cost, low maintenance application
suite that Is preferably *dataless’ In the sense that system
management data Is not cached or stored there In a persistent
manner. Implementation of the management framework In this
“client-server” manner has significant advantages over the prior art,
and [t facilitates the connectivity of personal computers Into the
managed environment. Using an object-oriented approach, the
system management framework facllitates execution of system
management tasks required to manage the resources In the MR.
Such tasks are quite varied and Include, without limitation, file and
data distribution, network usage monitoring, user management,
printer or other resource configuration management, and the like.
System management tasks Involve system management "data”,
which generally is the information collected or distributed as part
of a particular system management task.

In the large enterprise such as lllustrated in FIGURE 1, there Is
one server per MR with some number of gateways. For a
workgroup-size Installation (e.g., a local area network or "LAN" such

| as lllustrated in FIGURE 3, a single server-class machine may be used

as the server and gateway, and the client machines would run the
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lost cost framework. References hereln to a distinct server and one
or more gateway(s) should thus not be taken by way of limitation
as these elements may be combined Into a single platform. For
intermediate size installations, the MR grows breadth-wise, with
additional gateways then being used to balance the load of the
endpoints. |

The server Is the top-level authority over all gateway and
endpolints. The server maintains an endpoint list, which keeps track
of every endpoint in a managed region. This list contains all
Information necessary to uniquely Identify and manage endpoints
including, without limitation, such information as name, location,
and machine type. The server also maintains the mapping between
endpoint and gateway, and this mapping Is dynamic. Based on
site-specific settings, It Is possible to reassign endpoints when
gateways go down or to automatically add new endpoints as thev
appear on-the network.

As noted above, there are one or more gateways per
managed reglon. A gateway is a full managed node that has been
conflgured to operate as a gateway. Initially, a gateway "knows"
nothing about endpoints. As endpoints login (discussed below), the
gateway bullds an endpoint list for its endpoints. The gateway's
dutiés__lnclude: listening for endpoint login requests, listening for
endpoint upcall requests, and (its main task) acting as a gateway for
method Invocations on endpoints.

- As also discussed above, the endpoint is a machine running
the system management framework client'’component, which Is
referred to herein as the low cost framework (LCF). The LCF has two
main parts as illustrated In FIGURE 2A: the Icf daemon 24a and an
application runtime library 24b. The LCF daemon 24a Is responsible



for endpoint login and for spawning application endpdlnt
executables. Once an executable Is spawned, the LCF daemon 24a
has no further interaction with It. Each executable Is linked with
the application runtime library 24b, which handles all further
communication with the gateway. :

Preferably, the server and each of the gateways Is a computer
or "machine.". For example, each computer may be a RISC
System/6000¢ (a reduced Instruction set or so-called RISC-based
workstation) running the AIX (Advanced Interactive Executive)
Operating system, preferably Version 3.2.5 or greater. The AIX
operating system Is compatible at the application interface level
with the UNIX operating system, version 5.2.

~ Thevarious models of the RISC-based computers are described
in many publications of the IBM Corporation, for example, RISC

System/6000, 7073 and 7016 POWERstation and POWERserver
. \
Hardware Technical Reference, Order No, SA23-2644-00.  The AIX

operating system Is described In AIX Operating Svstem Technical
Reference, published by IBM Corporation, First Edition (November,

1985), and other publications. A detalled description of the design -
of;he UNIX operating system Is found in a book by Maurice_J. Bach,

Deslgn of the Unix Operating System, published by Prentice-Hall
(1986). Suitable alternative machines include: an IBM-compatible PC

486 or higher running Novell UnixWare 2.0, an AT&T 3000 series
running AT&TUNIX SVR4 MP-RAS Release 2.02 or greater, Data General
AVIION series running DG/UX version 5.4R3.00 or greater, an
HP9000/700 and 800 series running HP/UX 9.00 through HP/UX 9.05.
Motorola 88K series running SVR4 version R40V4.2, a Sun SPARC series
running Solaris 2.3 or 2.4, or a Sun SPARC series running Sunos 4.1.2
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or 4.1.3. Of course, other machines and/or operating systems may
be used as well for the gateway and server machines.

Each endpoint is also a computer. In one preferred
embodiment of the invention, most of the endpoints are personal
computers (e.g., desktop machines or laptops). In this architecture,
the endpoints need not be high powered or complex machines or
workstations. One or more of the endpoints may be a notebook
computer, .g., the IBM ThinkPad® machine, or some other Intel x86
or Pentiume-based computer running Windows 3.1 or greater .
operating system. IBM® or [BM-compatible machines running under
the 05/2® operating system may also be implemented as the
endpoints. For more information on the 0S/2 operating system,
the reader is directed to 0S/2 2.0 Technical Library, Programming
Guide Volumes 1-3 Version 2.00, Order Nos. 1066261, 10G6495 and
10G649A4. : _

~ As noted above, the server-class framework running on each
gateway machine is multl-threaded and Is capable of malntaining
hundreds of simultaneous network connections to remote
machines. A thread of execution may be a separate process (in the
UNIX paradigm) or a separate thread in a single process (in the POSIX
pthreads paradigm). POSIX Is a serles of standards for applications
and user Interfaces to open systems, Issued by the Institute of
Electrical and Electronics Engineers Inc. (EEE). The IEEE POSIX.1¢ s
the emerging standard for user level multi-threaded programming
and Is implemented in the served component of the systems
management framework. All objects In this framework exhibit
"state." This state may be completely persistent, in which case it Is
represented by attributes in the object database assoclated with a
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gateway machine, or the state may be non-persistent. An example
of the latter might be the current list of machines that are down,

In the preferred embodiment, the LCF Is the smallest amount
of code that can still do useful endpoint work. Generally, this
means that ‘the LCF code has the following characteristics:
single-threaded, limited cascade and upcall capability, no persistent
attributes and only a small set of CORBA runtime. Machines that see
little management activity in a typical day are those for which the
LCF is particularly advantageous. Machines that need to service a
large volume of requests preferably run the server component of

_the system management framework.

The LCF Is always ready to do management tasks, but

. consumes few resources because It Is normally In an idle state.

Preferably, each endpoint Is "dataless" Iq the sense that system
management data Is not stored therein before or after a particular
system management task Is Implemented or carried out.
Therefore, unlike the prior art, there Is no need to perform system
backup or other conventional maintenance on the endpoint (at
least with respect to the system manag'em'ent framework).
Maintenance on the server and gateway machines suffices.
Sln\warlv, new application functionality may be added to the Icf
wlth\o_ut rebuilding, relnsmlllng or rednitializing the client
component into the system management framework.

~ since endpolnts are dataless and readily extensible, the
architecture Is easily scaleable as lllustrated in FIGURE 1. The client
component of the system management framework is inexpensive
and requires little or no maintenance since much of the system
management framework Is off-loaded to the gateway machines
that run the muiti-threaded, server component. This architecture
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advantageously enables a rational partitioning of the enterprise
with 10's of servers, 100's of gateway machines, and 1000's of
endpoints. Each server typically serves up to 200 gateways, each of
which services 1000's of endpoints. At the framework level, all
operations to or from an endpoint pass through a gateway
machine.- In many operations, the gateway Is transparent; it
recelves a request, determines the targets, resends the requests,
waits for results, then returns results back to the callér. Each
gateway handles multiple simultaneous requests, and there may be
‘any number of gateways In an enterprise, with the exact number
depending on many factors including the avallable resources and
the number of endpolnts that need to be serviced.

_ Thus, according to the present invention, one or more of the
endpoints 18 are "dataless.” Except for the LCF executable itself,
preferably there Is no database or other state that must be kept on
the endpoint. Whenever executable code and/or system
management data are needed for a particular system management
task, such code and/or data are delivered from a particular gateway
machine to the affected endpoints machines automatically.
Typically, the executable code and/or data will remain valid-for the

‘particular task invocation; while the executable code may be

cach\ed, usually the system management data will not be. If the
executable code lS cached, preferably the system management
framework may be configured to automatically resend SUCI:\ code
without operator lntervéntlon if the cache is lost or periodically
flushed. |

An endpoint Is added to the enterprise by flrs_t copying the
LCF daesmon 24a to the endpoint's disk. This may be done
automatically through network login scripts, manually by inserting
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a diskette, or by preloading the boot disk at the time of purchase
or license. The first time the LCF daemon Is installed, and on each
subsequent boot, the LCF daemon attempts to login to Its gateway.
If the gateway Is not known ‘or If the gateway does not respond,
the daemon Issues a broadcast requesting a gateway. For
completely new endpoints the broadcast Is ultimately forwarded
to the server. ‘If a gateway hears a broadcast or a login request
-from an endpoint It recognizes, the gateway services the request
Itself. |

' When the server recelves an endpoint's gateway request
broadcast, the server consults Its endpoint list to see which
.gateway the endpoint belongs to. For new endpoints, or when
migrating between gateways, the server uses a site specific policy
to choose the correct gateway (e.g., by subnet). The gateway Is
Informéd of Its new endpoint, the gateway informs the endpoint,
and the login completes.

An endpoint preferably communicates only with its gateway.
Requiring all endpoint communication to pass through a single
gateway greatly simplifies connectivity issues. After a successful
login, both endpoint and gateway know a working address by
which to address one another. If a DHCP address lease expires, or
anything changes in the network topology, then the next endpoint
login will establish the new endpolnt to gateway addresses.

There Is no absolute maximum number of endpoints that can
be supported by a single gateway. The deslgn strategy Is that the
gateway Is always In control of its own workload. The endpoints
are not allowed to send data unless granted permission. When an
endpoint has results to return, or If it wishes to make an upcal, it
sends a very small message requesting service. The gateway queues
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the request and services the queue as time allows. When an
endpoint has large results, It must bréak the results into chunks and
may only send a chunk when Instructed to do so. This strategy
makes It possible for a single gateway to support thousands of
endpoints, albelt somwhat slowly. If a better quality of service Is
desired, it Is simply a matter of adding more gateways. |
| Endpoint methods are normal CORBA methods (as discussed

below) linked with IDL compiler generated code and the endpoint
application runtime library 24b. This results in a native executable
designed to be spawned by the LCF daemon 24a. Any number of
methods may be Implemented In a single executable.

Preferably, an endpoint is installed without any methods.
Method executables are downloaded from the gateway as required.
When the LCF daemon recelves a method Invocation request, It
checks the local disk-cache. If there Is a cache miss, or a version
mismatch, then a néw executable Is downloaded. In this way, an
endpoint can start with nothing and then build a working set of
methods for fast execution. |

Before lllustrating how the framework Is used, the following
background is provided. FIGURE 4 first lllustrates how a systems
manhagement task Is Implemented. Each authorized administrator
30 hé‘s.access to a desktop computer 32 containing one or more
icons representing system resources. As administrators interact
with dialog screens and menus avallable from these icons, they are
able to change system configurations and manage new resources
in the distributed environment, all in a known manner. In
particular, when administrator 30 Interacts with the desktop,
so-called "callbacks" d.e. software that responds to the user's
actions) are invoked from the user Interface on underlying objects
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representing some system-resource or component. These callbacks
are translated Into a serles of method Invocations that actually
perform the work and return resuits or status to the administrator.

In particular, and with reference to the process flow diagram
of FIGURE 4, the Information flow begins when the administrator 30
selects an icon or Interacts with a dialog. The information is then
sent to the desktop (which may be connected to a server or a
gateway) at step 34, at which time the appropriate application
callback method Is invoked at step 36. The callback method then
invokes core application methods at step 38, which communicate
with the application objectls) to perform some system
management operation, as iliustrated at step 39. Any return
information or state is passed back at steps 40 and 41. If an update
to the user Interface Is required, the desktop 32 Interprets the
output and updates the dialogs on the administrator’s desktop at

- step 42, |

- Preferably, the framework includes a task library that enables
administrators to create "shell” scripts that can runan any managed
node.of the enterprise environment. A shell script integrated with
a managed node Is called a "task." When administrators want to
crebge a task, they provide a machine and a path to an executable
flle. The executable can be a shell script, a specialized script, a
compiled program or any other kind of valid executable. When a
task Is created, the executable Is stored as an attribute in an object
database associated with a gateway machine. When the task [s
needed, the executable file Is retrieved from the attribute and is
provided to one or more managed nodes. After a task Is created,
it Is added to the task library and displayed as an icon.
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FIGURE 5 illustrates how systems management applicationsare
constructed from a set of standard object types that together
constitute a general applications architecture for the framework.
These standard object types are closely interrelated and are used
to build objects for system management applications. The objects
provided by a management application can be divided into one or
more object types 44 that are managed by one or more Instance
managers 46. An object type Is a set of objects that share a
common Iinterface. Each object of the same type is called an
fnstance of the type. Within the systems management framework,
object types are associated with a particular instance manager. The
Instance managers are registered and stored in a {ibrary 48, which
provides a central repository for system administration object
information within a managed region.

As referenced above, the systems management provides an
implementation of a CORBA 1.1 Object Request Broker (ORB), basic
object adaptor (BOA), and related object services. CORBA 1.1 Is a
specification for an object-oriented distributed computer systems
management architecture provided by The Object Management
Group (OMG), a non-profit association of more than 300 companies.
CORBA describes the use of the Object Request Broker (ORB) and
basi¢ object adaptor (BOA) that provide a mechanism for object
invocation and return of results. The specification defines
Interfaces to a set of low-level object services and enables such
services to be integrated in many different language and systems
using object encapsulation, service requestor/provider isolation,
and Interface and implementation separation.

in a CORBA 1.1 implementation as seen In FIGURE 6, there are
three primary components: a client, an object impltementation, and
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the ORB/BOA. The client 50 Is the requestor of a service that [s
provided by an object Implementation 52. The ORB 21 delivers the
request from the client 50 to the object implementation 52
through the BOA 27. The object implementation 52 then performs
the requested service, and any return data Is delivered back to the
client. The clientand object Implementation are isolated from each
other, and neither has any knowledge of the other except through
~ thelr ORB/BOA Interfaces. Client requests are independent of the
object implementation location and the programming language In
Wwhich they are implemented.
~ The ORB delivers the request to the BOA, which activates the
process under which the object Implementation (e.g., a serven
runs. The BOA then invokes the method assoclated with the
request by way of a server skeleton 61. When the method Is
finished, the BOA m'anages the termination of the method and
coordinates the return of any results to the client. Alternatively, if
a request Is unknown untii runtime, a Dynamic Invocation Interface
(DID 55 Is used to bulld a request used in place of a client stub 63
linked at complle time. | |
with the above background, several examples of how system
mahagement tasks are carried out using the cllent-server
framéwork are now described. The following discussion is merely
exemplary, as the nature and type of systems management tasks
that can be carried out by the framework is unconstrained. As
noted above, the system management framework includes the
server component supported on the gateway machines of the
managed region, and the assoclated client component Is supported
on the endpoints serviced by the gateway(s). To provide
transbarent functionality, every method to be run on an endpoint
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Is preferably configured on the gateway. All endpoint object
references (Objrefs) that other methods use to invoke operations
on an endpoint are Objrefs and each endpoint Is assigned to a
unique object dispatcher number (odnum). The gateway machine
then uses true object references to "point" to the actual
endpoints). ,. | |

‘The routine lilustrated In FIGURE 7 occurs when one method |
invokes a method of an object on an endpoint. At step 70, the
server 14 resolves the Objref/method to a specific method daemon
on a gateway. At step 72, the gateway Is started (if it Is not already
running) and passed a method activation record or so-cailed MAR
block. The MAR block contalns all information necessary to invoke
a method Including the target Objref, the target method,
“marshalled” input arguments and other fields from the server's
method store. As noted above with respect to FIGURE 6, when 2
request to run an operation on some object Is made, a client stub
inltlate’é the request, collects the data assoclated with the request,
and converts it from its current format to a common format. This
process Is known as "data marshalling” and Is performed In
accordance with the ASN.1 Standard. Up to this point, there is no
difference as far as the application Is concerned between this
method Invocation and any other method Invocation. At step 74,
the gateway looks at the Objref to determine the target endpoint.
A connection to the endpoint Is then opened at step 76.

The method continues at step 78 and queries whether the
endpoint has a copy of the executable for the method. If not, the

- routine continues at step 80 to retrieve the appropriate executable

from the object database (based on the endpoint's machine type),
and the executable Is then sent to the endpoint. At step 82, or if
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the endpolnt already had the necessary executable, the gateway
sends the still-marshalled input arguments to the endpoint. At step
84, the gateway enters into a wait state, walting for the marshalled
output arguments to be returned. When this occurs, the routine
continues at step 86 and closes the connection to the endpoint.
The output arguments are then sent back to the server at step 88
and the routine terminates as though the method had executed
locally.
. Endpoint-initiated operations can now be described. In these
types of operations, the endpoint first attempts to establish a
connection back to Its gateway. Preferably, this Is done in the
same way that the endpolnt client attempts to Identify itself upon
boot. It first tries Its last known gateway host; If it .gets no
response, the endpoint then contacts the server's TN Manager
routine either directly or, if that fails, via a BOOTP broadcast. Once
connected, the server component of the gateway Is Invoked and
the endpoint passes a descriptor telling the gateway which
endpolint has connected. . o

Upcalls are method requests originating at the endpolint. The
Tivoli Courier™ pull interface Is an example of a program making
upéglls. Not all applications will need upcalls. An endpoint makes
an upcall by calling an IDL compller generated stub. Uniike a normal
method Invocation, an upcall always Invokes a special upcall
method on the gateway. An application that supports upcalls must
provide both the endpoint code and the special upcall method.
The endpoint upcall facllity Is not a general purpose method
invocation interface. This design maintains scalability by handling
upcalls at the local gateway without management server
intervention.
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An illustrated *file pull" operation is shown in FIGURE 8A. In
this operation, the endpoint-resident code (Le. the client
component) Initlates a flle request, and the gateway-resident code
(i.e. the server component) handies the request. The routine begins
at step 96, with the user on the endpoint invoking a local program
that Is part of the client component of a file distribution
application. This step invokes a method asking for a list of all
avallable fllepacks. A “fllepack" Is a collection of files being
distributed in accordance with a system management task. Atstep
08, the gateway recelves the request, invokes the server
component of the file distribution application, passing it the
descriptor identifying the endpoint. The software distribution
program, running as a method-on the gateway, issues a name
service lookup at step 100, filters out filepacks that the endpoint s
allowed to recelve at step 102, and then returns the list to the
endpoint at step 104. Depending on the actions of the user, the
‘endpoint may then invoke another method asking for a specific
filepack.

FIGURE 8B lllustrates an inventory reporting system
management task. In this example, assume that an Inventory
application is designed to collect inventory information (e.g., the
hardware and software configuration detalls) from a machine
whenever the machine Is rebooted. It Is also assumed that an
initialization method has been run on each endpoint to edit the
appropriate boot-time script to run the inventory report program
on boot. The routine starts upon the next boot. In particuiar, at
step 106, the program runs the local inventory report to produce
a data file of Inventory results. Atstep 108, the endpolnt connects
to the gateway In the manner previously described. The endpoint
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then invokes an "Inventory report™ method at step 110 and, at step
112, sends the results to the gateway. At step 114, the server
component of the inventory report method Is invoked and passed
a descriptor identifying the endpoint. The Inventory resuits are
read by the gateway at step 116 and, at step 118, forwarded to a
central inventory database object. . |
The LCF is designed with efficient distributions operations in
mind. Each gateway Is also a repeater for each of the gateway's
endpoints. This relationship Is implicit so it does not need to be set -
in the repeater configuration. Distributions fan out from the
gateway to the endpoints without further server support.
Eliminating the server as a bottleneck makes dlstrlbutlons very
scaleable. :
As can be seen, the endpoint remains essentlally dataless
except as needed to carry out the particular system management
task. This operatlon"‘ls facilitated "by distributing the system
management framework across client components, supported on
the endpoints, and server components, supported on the gateways
that service the endpoints. |
~ As noted above, the LCF Is extensible and thus new
apbl\icatlon functionality is easlly added to the system management
framework without having to rebulld or reinstall the client
component at the-endpoint. The specifics on how the LCF is
Installed and activated vary from OS type to OS type. On some
operating systems there Is a background task (e.g., Inted on Unix)
that listens for incoming network connections. On other operating
systems, the Icf itself is configured as a background task that is
dormant untll a network request activates It. In all cases, a
persistent network listener of the Icf Is relatively small. The
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network listener will fork/spawn/invoke the larger application
component (as the case may be) In response to a request from the
client. .

According to the Invention, the code running on each
endpoint Is a small subset of a object-oriented CORBA runtime. This
subset has sufficlent functionality to implement methods such as
the filepack distribution methods and CCMS profile endpoint
methods (dataless model. The basic components are ADR encoding
routines for argument marshaling, standalone IPC library, bdt (block
data transfer and lom, message catalogs for 118N, memory
management and exception handling. |

Oone of the preferred implementations of the client
component of the system management framework Is as a set of
instructions in a code module resident In' the random access
memory of the endpoint. Untll required by the computer, the set
of instructions may be stored in another computer memory, for
example, in a hard disk drive, or in a removable memory such as an
optical disk (for eventual use In a CD ROM) or floppy disk (for
eventual use In a floppy disk drive), or even downloaded via the
Internet. In addition, although the various methods described are
coriveniently Iimplemented In a general purpose computer
selectively activated or reconfigured by software, one of ordinary
skill in the art would also recognize that such methods may be
carried out In hardware, in firmware, or In more specialized
apparatus constructed to perform the required method steps.

Further, although the Invention has been described in terms
of a preferred embodiment In a specific network environment,
those skilled In the art will recognize that the invention can be
practiced, with modification, in other and different network
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architectures with the spirit and scope of the appended claims.,
The present Invention, however, Is not to be construed as limited
to the particular managed architecture lllustrated and thus in a
more general sense the Inventive use of a client-server managed
framework should be broadly construed to be useful In any
distributed network configuration. |

Having thus described my invention, what I claim as new and
desire to secure by Letters Patent Is set forth in the following
claims. . ' '
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IN THE CLAIMS

1. A method of managing computing resources in a large
distributed enterprise, comprising the steps of:

organizing the computing resources Into one or more
managed regions, gach region being managed by a server machine
servicing one or more gateway machines, each gateway machine
servicing a plurality of endpoint machines; and

dellvering, onan as-needed basls, executable code and svstem
management data from a gateway to one or more endpoint
machines serviced by the gateway to facllitate execution of at least
one system management task affecting the managed region In the
onhe or more endpoint machines.

2. The metho__d as described in Ciaim 1 whereln data is used
by the one or more ehdpolnt machines to facllitate execution of
the system management task and is l‘lOi’T stored for subsequent use.

3. The niethod as described in Claim 1 further Including
th? step of caching the executable code for subsequent use.

‘4. The method as described In Claim 1 further including
the step. of maintalning the computing resources by backing up
system management data only from the server and the one or
more gateway machines.

5. The method as described in Claim 1 whereln at least
some of the endpoint machines are personal computers.
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6. The method as described.in Claim 1 wherein each of the
endpoint machines runs a client component of a system
management framework and whereln the gateway machine that
services the endpoint machines runs a server component of the
system management framework. |

7. The method as described in Claim 6 wherein the client
component of the system management framework has an
operating state that is normalily idle. |

8. The method as described In Claim 6 wherein the server
component of the system management framework executes in a
multi-threaded fashion.

9. A method Qf managing computing resources In a large
distributed enterprlse}‘ comprising the steps of:

organizing the computing resources into one or more
managed regions, each region béing managed by a server machine
servicing one or more gateway machines, each gateWay machine
servicing a plurality of endpoint machines; and

supporting a client component of a system management

frarﬁe_work on each of the endpol_nt machines, the client
component having a server component supported on the one or
more gateway machines; and |

delivering, on an as-needed basis, executable code and system
management data from a gateway to one or more endpoint
machines serviced by the gateway to facllitate execution of system
management tasks affecting the managed region using the system
management framework.
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10. The method as described In Claim 9 wherein the data s
used by the one or more endpoint machines to facilitate execution

of the system management tasks and is not stored for subsequent
use. | |

11. The method as described In Claim 10 further including
the step of maintaining the computing resources by backing up
system management data from the server and the one or more
dateway machmes

12. The method as described in Clalrh 9 whereln at least
some of the endpoint machines are persona_l computers.

13. The method as descrlbed inClaim 9 whereln the server

component of the * system management framework is a
muiti-threaded process.

14. The meth'o'd as described In Claim 9 furthér including

th? step of adding new application functionality to the client
com\ponent of the system management framework.

~15. In a large distributed enterprise whereln computing
resources are organized Into one or more managed regions, each
region being managed by a server machine servicing one or more
gateway machines, each gateway machine servicing a plurality of
endpoint machines, a method of executing a system management
task affecting a managed region, comprising the steps of:
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delivering executable code and system management data
required for the system management task from a gateway machine
to one or more endpoint machines serviced by the gateway; and

using a distributed system management framework
supported on the gateway machine and the one or more endpoint
machines to carry out the system management task using the
executable code and system management data.

16. In the enterprise as described In Claim 15 wherein the
distributed system management framewofk Includes a client
component supported on each of the one or more endpoint
machines and a server component supported on the gateway
machine that services the one or more endpoint machines.

17. A computer connectable Into a large distributed
enterprise having a sérver machine servicing a set of gateway
machines, each of which services a set of endpoint machines,
comprising:

a processor;

~ an operating system; and

* _acllent component of a system management framework, the
client. component having an assoclated server component
supported on a gateway machine; wherein the client component
of the system management framework includes means responsive
to receipt of executables and system management data from the
gateway machine to facilltate execution of a system management
task affecting the managed region Into which the computer Is
connected.
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18. The computer as described in Claim 17 wherein the
means Inciudes a daemon and an application runtime library.

19. The computer as described in Claim 18 wherein the LCF
daemon Is responsible for endpolint login to a gateway machine
and for spawning an executable downloaded from the gateway
machine. | | o

* 20. A computer connectable Into a large distributed
enterprise having a server machine servicing a set of gateway
machines, each of which services a set of endpoint machines,
comprising:
' a processor;

a multi-threaded operating system; and

aserver component of asystem management framework, the
server component having an assoclated client component
supported on one or more endpoint machines, wherein the server
component of the system management framework Includes means
responsive to a method Invocation for providing executables and
system management data to one or more endpoint machines to
facllitate execution of a system management task affecting the
‘managed reglon Into which the computer Is connected.

i

21. A computer system, comprising:

a set of endpoint machines, each of which Inciudes a
processor, an operating system, and a client component of a
system management framework, the client component being
dataless and having an associated server component;
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at least one gateway machine including a processor, a
multi-threaded operating system and the assoclated server
component of the system management framework;

whereln the client component of the system management
framework Includes means responsive to recelpt of executables and
system management data from the server component of the
system management framework to facilitate execution of a system
management task.



