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each other, it would be impractical to arrange for a single service man to
visit all these with the This invention  relates to data collection
same probe at regular intervals. In this case, it systems, and is
particularly but not exclusively  would be better to use a system in which
each related to accountability or audit systems for use    5    vending
machine would have its own inexpen- with coin or credit handling devices,
such as     sive, non-intelligent module (which need only vending machines.
comprise a single-chip EAROM), and a different A known form of audit system
is described in    person at each vending machine could use the European
Patent Publication No. 18718. This       module and then send it to a
central location at system comprises a device which is fitted to a    10
which  records for the  respective vending vending machine and which is
adapted to receive   machines are printed out. a removable module
containing a non-volatile        It would therefore be desirable to improve
the memory. Data concerning transactions which         known system  which
needs a mechanical have been carried out by the vending machine is
arrangement for locking the modules into the transferred into the module's
memory, and the   15   audit devices during data transfer, and which module
is then removed and at a later stage fitted  therefore suffers from the
expense and poor to a machine which can read out the contents of
reliability of mechanical devices and the possi- the module's memory and
then print out a record    bility of interference therewith, and it would
also of the transactions. The audit device has a locking  be desirable to
avoid the need for "intelligent" arrangement to ensure that the module is
locked   20   modules such as the probes referred to above. into the device
during the transfer of the data to   According to a first aspect of the
invention, the module's memory. The lock is released only    there is
provided a data collection system for a after all the data has been
transferred. This is   machine which generates data relating to its done to
ensure that the module cannot be inad-     operation, the system comprising
data collection vertently or deliberately removed from the device   25
means having a removable data storage module during data transfer, which
would result in the    into which the collection means is operable to data
in the module being corrupted and/or incom-   load said operation data,
said module being of a plete.
type which does not verify the intergrity of data Other known
accountability systems use more      received thereby, characterised in
that the collec- sophisticated data storage modules in the form of   30
tion means is further operable to check that the intelligent "probes". In
one such system, the      data has been correctly loaded into the module,
probes are not physically fitted to  the audit     and, if so, to store in
the module a predetermined devices, but instead have an infrared sensor/
indication code, which after removal of the mod- transmitter which is
pointed at another sensor/    ule from the collection means can be
recognised transmitter on the audit device so as to allow    35   and
thereby used as an indication that a success- information to be transferred
to and from the      ful operation data transfer has taken place. probe.
The probe has a fairly large memory          The invention is particularly
useful in the area capacity, and can be used to service several       of
audit systems, in which the collection means different audit systems
connected to respective    will be an audit means which collects
transaction vending machines.                            40   data relating
to the operation of a cash- or credit- U.S. Patent No. 4306219 describes
another such   handling machine, and will be described in this system, in
which the probe communicates with       context hereafter. The invention
is, however, also the audit unit over an optical link. The probe and
useful in other areas, as will be explained. audit unit perform a
handshaking routine to verify   Using a system of the invention, the module
the soundness of the link. The probe includes a    45   locking arrangement
described above can be tape recorder for storing received data.
dispensed with. Instead, the data in the module is These types of systems
require the use of        checked after it has been loaded therein to
ensure "intelligent" probes, i.e. ones which can test the  that it is
correct. The predetermined indication integrity of the received data, for
example by     code is stored in the module if, and only if, the checking
the parity, etc. However, the cost of this   50   data has been correctly
loaded. is generally justified because the probe is used for  A
down-loading machine can be arranged to number of different vending
machines.              print out a report of the transaction data if, and
Techniques for data transmission are disclosed   only if, the predetermined
indication code is in, for example, IBM Technical Disclosure Bull-
stored in the module. Thus, any corruption of the etin, Vol. 13, No. 10,
March 1971 pp. 3162-3163,   55   data caused by a user accidentally or
deliberately   - which describes a system for communication
detaching the module from the audit means between data terminals in which
data blocks              data transfer will not result in a false verified
by echo checking with data [err] at          eing produced. the origin
terminal to permit error recovered the    In a preferred embodiment of the
invention, the destination terminal.                             audit
means keeps an "interim" record of transac- However, there are certain
environments in           tion data for loading in the module. The interim
which the cost of "intelligent" probes is not            record is deleted
from the audit means' memory justified.
every time it is loaded into the module, after For example, if an owner has
a numer of                 which a new interim record is started. The
system vending machines which are very remote f               is desirably
arranged so that the interim record is 2 



3                   0 109 758                       4 deleted only if the
audit means has checked that    card, the card can also be used to change
the the data has been correctly loaded into the mod-    contents of the
fields stored by the lock. ule. In this way, if transaction data is not
correctly  It would be desirable to provide an arrange- stored in a module,
this does not affect the        ment which facilitates the changing of
security interim record which is eventually printed out    5    codes in a
data collection system according to the after the transaction data is
correctly transferred  present invention. Preferably, therefore, the audit
to a new module.                                     means is responsive to
an alteration instruction The transaction data may include, instead of or
stored in the module for changeing the security preferably in addition to
the interim  record       code to which it will respond. referred to above,
a "total" record comprising    10  This arrangement makes it easy for an
owner to data relating to transactions carried out through-   change the
security code for one or more of his out a fairly long period, for example
from installa-  vending machines. All he needs to do is to insert tion of
the audit means, rather then merely data    the alternation instruction in
the module so that relating to operations carried out since the last   when
this is used to access transaction data in a time the audit means was
accessed.             15   audit means, the security code is changed at the
In the preferred embodiment, the audit means       same time. Thus, it is
not necessary to physically keeps a file of "total" transaction data, and
transfer an audit means or components thereof to another file or "interim"
transaction data. In one   a different location, which would mean taking
the arrangement, every time a transaction takes          audit system out
of action, in order to change the place, both files are updated. When a
module is   20   security code. used, information from  both files is
stored          Preferably, the alteration instruction is effective
therein, and the interim file is deleted.            only if the module
also stores the original security Alternatively, the  audit means could  be
code. arranged to update the "total" file only when it is   The module is
of course normally reusable. A accessed using a module. The "total" file is
then    25   particularly convenient way of changing security updated
merely by adding the contents of the         codes would therefore be to
insert an alteration interim file to the contents of the total file.
instruction into a module whenever it is down- In a preferred embodiment,
the module stores a     loaded, so that when it is next used it will cause
security code which has to match a code stored in    an alteration of the
security code. The storage of the audit means before data transfer is
permitted.   30   the alteration instruction in the module is prefer- This
ensures that only authorised personnel sup-     ably done automatically by
the down-loading plied with modules containing the correct security
machine on completion of the reading-out of the code can gain access to the
audit means, and        transaction data from the module. access is
precluded to, for example, owners of        In the preferred embodiment,
the alteration, other chains of vending machines which might   35
instruction takes the form of the new security have the same type of audit
system but which use     code, and is recognised as such by being stored in
modules with different security codes.               a special location in
the module. However, it is always possible that at some
Preferably, provision is made for situations in stage or other a
non-authorised person may get       which a module containing the old
security code to learn of the security code, as a result of which    40
and an alteration instruction is used with an audit the data provided by
the audit means may be          means in which the security code has
already disclosed to, or altered by, such non-authorised     been altered.
This can be achieved by permitting people.
access to the transaction data either if the security It is therefore
occasionally desirable to be able  code in the module matches that of the
audit to change the security code for a particular   45   means, or if the
alteration instruction (i.e. the new vending machine or group of vending
machines.        security code) matches the security code of the This
could, however, result in difficulties. For     audit means. example, there
may be circumstances in which an        Preferably, the system is so
arranged that the owner could lose any record of his latest security
audit means will not transfer transaction data to a code and therefore be
unable to access the data in   so    module which has the above-mentioned
pre- his audit means. Also, the transition from old to    determined
indication code stored therein. In this new security codes has to be
handled very care-     way, there are no adverse consequences if a user
fully, to make sure that only modules or probes      accidentally tries to
use a module which has containing new security codes are used to access
already had transaction data transferred thereto. those audit means in
which the security codes   55    The above arrangement can be conveniently
have been altered, whereas only modules or           achieved by arranging
for the predetermined probes containing the old security codes are used
code to over-write a security code stored in the to access audit means in
which the security codes       module. have not yet been altered.
.           Patent No..4216461 describes a data collec- U.S. Patent No.
4213118 relates to electronic      [err] for a machine which generates data
combination locks and describes a syst                relation to its
operation, the system comprising a which an encoded key card is used to
open a lock           coin [err] and a portable collection unit having if
two fields of a code stored by the card match    , [err]m and  keyboard and
into which the coin 



two fields of a code stored by the lock. Depending      counter a
selectively operable to load said oper- on the contents of the two fields
stored by the      65   ation data. The coin counter is operable to per-
5                  0 109 758                      6 form a security code
recognition operation to     this by examining modules which have been used
determine whether a code received from the        in the field, or by
accessing the code from the collection unit is appropriate to authorise
loading  machine. He could keep a written record of the of operation data.
code, butthis is unsafe and in any eventthe record According to a second
aspect of the invention,   5    could be lost. there is provided a data
collection system for a    Such problems can be extremely serious, as
machine which generates data relating to its      they could effectively
cause an owner to lose a operation, the system comprising data collection
great deal of information concerning the operation means having a removable
data storage module      of all his vending machines. into which the
collection means is selectively   10  An arrangement according to the
second aspect operable to load said operation data, the collection  of the
invention avoids these problems by means being operable to perform a
security code   enabling an ownerto access his audit means using
recognition operation in which a security code    a module containing the
"second security code", received from the module is checked to determine
referred to herein as the "skeleton" code, which whether it is a first
security code which is peculair   15   would match the "KEY" code. In
practice, this to that collection means for to a particular group of  could
actually be carried out by the manufacture, collection means), and if so to
authorise loading of  who would have modules containing the skeleton
operation data, characterised in that the collection  code, which code
would be common to systems means is operable to determine as appropriate
for  sold to different customers. authorising loading of operation data, in
addition   20    In the preferred embodiment of the invention, to said
first security code, a second security code  the use of a module containing
the skeleton code which is common to that collection means and      results
in the stored securitycode which is peculiar other collection means (or to
collection means    to the audit means (or the particular group of audit
outside said group). As above, this aspect of the  means) being transferred
to the module, so that by inventionwill bedescribedfurtherinthecontextof
25   reading out the data in the module the owner or audit systems for
cash- or credit-handling        the manufacturer could determine what the
"lost" machines, but is also useful in other areas.      security code is.
This, however, is not absolutely The common security code, which is
referred to   essential; the system  could alternatively be herein as. a
"KEY" code, would preferably be      arranged so that use of the skeletion
code result in known only to a very few people, for example only   30   the
unknown security code being changed to a the manufacturers.
new, known code. This arrangement has adavantages in those         This
aspect of the invention is useful both for situations in which an owner
loses any record of  systems which use "non-intelligent" modules, as his
security code.                      -         well as for systems which use
" intelligent" The advantages are particularly significant   35   modules
such as the probes referred to above. when, as in the preferred embodiment
of the         The audit means of the preferred embodiment invention, a
security code in a storage module is  is, in fact, operable to transfer
transaction data erased or over-written prior to the module being  both to
non-intelligent modules, and to intelligent removed from the audit means so
that the module   modules such as the probes previously men- cannot
accidentally be re-used before the data has   40  tioned, the particular
method of transfer being been read out. The down-loading machine for
selected by the audit means in accordance with reading out the data could
also be arranged to    which of these devices is being used to access it.
insert a security code into the module so that the  In the preferred
embodiment to be described, latter can be re-used after the transaction
data has  the audit means can be accessed by modules in the been read out.
Alternatively, another machine   45   form of non-volatile semi-conductor
memories, could be used for the re-insertion of the security  which could
be battery-powered memories but in code. In either event, it is desirable
for security  the preferred embodiment are EAROM's. How- reasons that the
machine be incapable of indicat-  ever, the modules could take other forms.
For ing the current security code which it stores.    example, it is
possible to use machine-readable Preferably, the security code can be
altered in the   50   cards, preferably one carrying a magnetic manner
described above, by entering the new       recording medium but if desired
punched cards security code into the machine. However, this     could be
used. Another alternative is to use should desirably only be allowed if the
user also  magnetic tape, in which case, the modules could enters the
current security code.                 be in the form of cassettes similar
to those used in Such an arrangement is convenient and secure,   55   audio
tape-recorders. Some of the more important but leads to a substantial risk
of problems occur-  advantages of the invention are associated with ring
due to forgetting or losing the current security  suring a correct transfer
of data to the module; code. The user needs to know the code very
the invention is therefore particularly, but not infrequently, such as when
he wants to change the    [err] applicable to systems in which the code or
if the machine for re-inserting the c       modules are physically,
removably connected to the module fails or needs servicing, in whic
the audit means, because other systems involving, 



the code stored in the machine might be [err] or      [err] example,
modules which communicate using otherwise become unavailable for use. A
d-    infrared links wouldin general incorporate sophis- ingly, he could
very easily forget the code.        ticated and expensive circuits for
ensuring data he does need to know the code, he cannot o   65   integreity.
7                  0 109 758                      8 An arrangement
embodying the invention will      decremented from a credit value stored in
the now be described  by way of example with ref-     card, and the updated
value written onto the card erence to the accompanying drawings, in which:
by the reader 22 before the user removes his card. Fig. 1 is a block
diagram of a vending machine   It will be appreciated that both the card
reader 22 incorporating an audit controller of a system   5    and the coin
handling apparatus, including the according to the present invention,
validator 12, separator 14 and  dispensing Fig. 2 is a block diagram of the
coin mechanism  apparatus 16, are optional. of the machine of Fig. 1,
Information concerning transactions carried out Fig. 3 is a flow chart
showing the operations    by the vending machine 2is delivered to the audit
carried out by the coin mechanism,           10   controller 20. A module,
schematically illustrated Figs. 4 to 6 are flow charts of routines carried
at 24, can be inserted into the controller 20 for out during the main
operation described with      transaction data to be written therein. The
module reference to Fig. 3,                              24 can then be
removed, and at a later stage Fig. 7 is a block diagram of the audit
controller  inserted into a remotely-located  down-loading of the audit
system of Fig. 1,               15   machine 26. The down-loading machine
26 is Fig. 8 is a flow chart illustrating the oeprations  operable to read
out the transaction data from the carried out by the audit controller of
Fig. 7,     module 24, and then to print out a record of the Fig. 9 is a
block diagram of the down-loading    transactions using a printer
illustrated at 28. machine of the audit system of Fig. 1  and          The
module 24 is an EAROM  having, for Fig. 10 is a flow chart illustrating the
operations   20   example, one hundred or so storage locations. carried out
by the down-loading machine of Fig,    Before the module is inserted into
the controller 9.                                                 20, most
of these storage locations are empty (i.e. Referring to Figure 1, the
vending machine 2     contain the number zero); two, however, contain has a
coin mechanism 4, a vending machine          security codes as will be
described later. controller 6 and vending apparatus 8.        25     The
audit controller 20 has an electrical connec- The  vending  apparatus  8
contains. the        tor for receiving the module 24. The module 24
mechanism for actually dispensing products. This   contains a link which
shorts contacts of the is operated by the vending machine controller 6,
connector on insertion of the module 24. The which is connected to the
vending apparatus 8 by   controller 20 detects this shorting, and
interprets relay lines indicated at 10.       bn         30   this as a
request to initiate data transfer to the The controller 6 is able to
operate the apparatus  module 24. If desired, a button (not shown) could 8
to dispense products only if sufficient credit has  be connected in series
with the contacts so that been accumulated. The accumulation of credit is
the button has to be pressed before data transfer handled by the coin
mechanism 4. This contains a   is initiated, but this not necessary. coin
validator 12 which tests coins inserted into   35  Following data transfer,
the module 24 will the machine to determine whether or not they are   store
the following data: valid and, if so, the value of the coin. There is also
(a) Identification data, for example numbers a separator 14 which separates
the coins so as to  identifying the particular vending apparatus 8, deliver
them either to respective change tubes, a  coin mechanism 4 and controller
20 which are cashbox or a reject chute. The coin mechanism    40   being
used. There may also be information. iden- also contains a dispensing
meachanism  16,         tifying the particular customer using the vending
including the change tubes, which can under the    machine. control of the
coin mechanism 4 dispense coins in   (b) Cash data. This will indicate the
amount of order to give change.                              cash received,
the amount delivered to the cash- The coin mechanism 4 communicates with
the   45   box, the amount dispensed as change and the vending machine
controller 6 over a four-wire      amount delivered to the coin storage
tubes. serial data link 18, whereby the coin mechanism 4    (c) Product
data. This may indicate the number can send to the controller 6 information
indicative  of the respective products which have been dis- of the amount
of credit so that the vending        pensed, and possibly also the times
various machine controller can determine whether or not   50   options have
been selected. For example, for a any particular product can be dispensed,
and the   hot drink dispenser, the product data may include controller 6
sends to the coin mechanism 4         how many times coffee has been
dispensed, and information concerning the nature and value of     also how
many of those times the option of products dispensed by the apparatus 8.
having sugar in the coffee was selected. The data link 18 also communicates
with an   55    (d) "Servicing" data. This would include data audit
controller 20, to be described in more detail  indicating how the machine
has been operating, subsequently, and a card reader 22.                so
that it is possible to determine whether the The card reader 22 accepts
magnetically-         machine has been, or is liable to be, faulty. The
encoded credit cards, and sends data concerning    data may include the
mumber of times there has 



the cards over the data link 18 to the coin   60   been a power failure in
any or all of the various mechanism 4. A user can insert a card into the
parts of the machine, the times for which various reader 22 in order to pay
for items to be dis-     mechanical parts were actuated during oper- pensed
by the apparatus 8, instead of inserting    ations of the vending machine,
etc. The servicing money into the validator 12. The value of a        data
may also include data concerning the "his- product dispensed by the
apparatus 8 is   55   tory" of the machine, such as information indicat-
9                  0 109 758                     10 ing how many times the
coin mechanism has        next most significant bit indicates the nature of
been replaced. Further servicing data may include  the communication, i.e.
whether it is a command information indicating how  many times the       or
data. The other four bits either indicate the machine has to be serviced,
and the reasons for   nature of the command or consist of data. the
servicing. For example, it is possible to record    5  Communication is
established by the coin how many times the dispensing machine has had
mechanism 4 sending a command to an approp- to be opened to restock with
cups, or to empty a  riate peripheral. If the coin mechanism is to send
waste bucket.                                     data to the peripheral,
then the peripheral replies (e) Miscellaneous data. This may include a
by acknowledging that it is ready to accept the "coin scaling factor",
which is a multiplier indica-   10   data. The data is then sent four bits
at a time, and tive of the actual value of the coins which the   after each
transmission the peripheral replies by validator is intended to accept. For
example, if the  acknowledging that the data has been received validator is
arranged to increment a credit value  correctly. If the peripheral receives
corrupted by one, two and five depending on which of three  data, it
replies with a "negative acknowledge- valid coins is inserted, the coin
scaling factormay   15   ment", which causes the coin mechanism to re- be
ten to represent that those coins have a value  transmit the data. of ten
pence, twenty pence and fifty pence,         If data is to be transmitted
from the peripheral respectively. The  miscellaneous  data  also      to
the coin mechanism, then the peripheral indi- includes a file identifier to
be described sub-   cates this in response to a request from the coin
sequently.                                   20   mechanism to transmit its
status. The data is then The information referred to at (b) and (c) will
transmitted one 8-bit byte at a timeeach succeed- include both interim data
indicative of transac-   ing transmission being instigated by receipt of an
tions which have occurred since the last time an  acknowledgement from the
coin mechanism that audit was carried out, and total data which       the
preceding data has been received correctly. represents all transactions
carried out over a fairly   25   As above, a byte is re-transmitted if the
coin long period, for example since installation of the  mechanism sends
back a negative acknowledge- machine.
ment. All this data will be trarisferred from a battery  The detailed
procedure for communicating powered RAM in the controller 20 to the module
along the data link 18 may of course vary from 24. In addition, the
controller 20 is operable to   30   that described. write into the
locations of the module 24 which     The operations of the audit controller
20 and contain the security codes a predetermined indi-  the down-loading
machine 26, and those oper- cation code.
ations of the coin mechanism 4 which are con- At a later stage, when the
module 24 is inserted  cerned with the audit system, will be described in
into the down-loading machine 26 the data is read   35   detail in the
following. It is to be noted that most out of the module and used to print
out a         of the operations carried out by the items 4, 6, 8
transaction record. In this embodiment, the       and 22 are not concerned
with the audit system, down-loading machine 26 can access the data
and indeed these items may be constructed in a only on condition that the
indication code is     per se known manner and operate according to present
in the module. The indication code is thus   40   known  methods. For
example, the  coin referred to herein also as the "access" code. The
mechanism 4 may be a unit available from Mars down-loading machine 26
erases all the data in    Electronics, Money Systems Division, Eskdale the
module 24, and writes-in the appropriate      Road, Winnersh, Nr. Reading,
Barks. RG11 5AQ, security codes, which are continuously stored in
England, under the part number MS 1600. Those the down-loading machine 26.
45   parts of the vending machine 2 which are not of The data link 18 is
used to transfer the transac-  primary concern to the operation of the
audit tion data into the battery powered RAM of the     system will
therefore not be described. controller 20. Depending upon the type of data,
The items 4, 20 and 26 to be described below this occurs either at the time
a transaction is   each incorporate a central processor and other carried
out, or when an audit is requested by   50   devices which are in
themselves well known and inserting a module (and pressing the request
commercially available items, and the devices are button, if provided, on
the controller 20). The data  connected to the processors in per se known
may originate at the coin mechanism 4, the        manners. The processors
may, for example, be vending machine controller 6, or (if applicable)
items available from Intel Corporation, 3065 Bow- the card reader 22. All
data is, however, trans-   55   ers Avenue, Santa Clara, Ca. 95051, U.S.A.,
under ferred under the control of the coin mechanism 4.  the part number
8039. This item has a range of Information is transmitted on the data link
18 in      es which can also be used, including 



the form of eight-bit bytes, each of which is                rs available
under the part number transmitted with a start bit, a stop bit and a parity
.    8255A. bit. Information is transmitted always between       The
specific hardware to be described can be the coin mechanism 4 and one of
the peripherals      modified substantially, and various alternative 6, 20
and 22.                                               ns     able of
carrying out similar When the communication is from the coin
functions  will be apparent to anyone skilled in the mechanism, the three
most significant bits indi- cate the peripheral involved in transmission.
The     65  Referring to Figure 2, the coin mechanism 4 has    11
0 109 758                      12 a central processor 202 coupled via a
data bus 204  After the polling of the validator, a "escrow" to a
non-volatile memory 206 which stores a        poll routine is entered. A
servicing operation will program   determining  how  the  processor
be needed here if, for example, a user has operates. The use of a memory
which is external   finished a series of vending operations and has to the
processor 202 facilitates modification of the    5    pressed an escrow
return button to cause the program.
change dispensing apparatus to dispense change The memory 206 is addressed
by the address      in an amount equal to the excess credit. Again, bus 208
of the processor, the addresses being      any transaction data is
delivered to the audit latched in a latch circuit 210.
controller 20 using the same "call audit" routine. The data bus 204 also
communicates with a    10    The program then enters a "poll inventory"
display controller 212, which controls both an     routine to determine
whether any action needs to internal display 214, which can be inspected by
an  be taken as a result of an operator manually operator when he is
servicing the machine, and to  actuating mechanisms for dispensing coins
from an external credit display 216 which displays to a  the change tubes,
which may occur during servic- user how much credit he has accumulated when
15  ing. This can also result in the "call audit" routine he is operating
the vending machine.               being entered to transfer transaction
data to the The processor 202 also communicates via          audit
controller 20. various input/output buses and interfaces with       The
above operations have involved the pro- the validator 12, the separator 14,
and the dis-   cessor in polling items forming part of the coin pensing
apparatus 16.                        20   mechanism, by looking at the
signals from those The central processor 202 also has access to the  items.
The program then enters a "poll audit contents of an EAROM 218. This stores
a variety    system" routine, which involves one of the peri- of alterable
parameters for determining the         pherals and therefore requires the
processor 202 detailed operation of the various mechanisms       to send a
signal to that peripheral along the data during the carrying out of the
coin mechanism's   25   link 18. program. For example, it may be used to
deter-      In this case, the processor 202 sends a mine how long various
gates are opened in the      "STATUS" signal to the audit controller 20.
The separator, the destinations of various coins, the  controller 20 will
reply with a signal indicating coin scale factor referred to above, etc.
whether or not the controller 20 needs servicing, The processor
communicates with the data link   30   which may occur when a user performs
an audit 18 via a buffer indicated at 220.                  by inserting a
module 24 into the controller 20. The processor 202 receives, via an
interface     If servicing is required, the program enters a 222, inputs
from such devices as maintenance       "service audit" routine to be
described later. switches, which are used during servicing of the
Subsequently, the coin mechanism enters a machine.
35   "poll VMC" routine in which it transmits a The coin mechanism 4 is
capable of operating     "STATUS" signal to the vending machine con-
without the vending machine controller 6, in      troller 6. If the vending
machine controller 6 does which case the coin mechanism will communi-
require servicing, for example because it has just cate directly with
relays and indicators of a      caused the vending apparatus 8 to dispense
a vending apparatus, For this purpose, the pro-   40   product, it will
indicate this to the coin cessor 202 may, if desired, communicate via a
mechanism 4. This will cause the mechanism to port expander 224 with an
interface 226 coupled    enter a "service VMC" routine. This may, for to
the relays and outputs of the vending           example, involve
decrementing an accumulated apparatus.
credit in the coin mechanism 4 by an amount The operation of the coin
mechanism will be   45   corresponding to the dispensed product. At the
described with reference to Figure 3.              end of this routine, the
coin mechanism 4 will After the power has been turned on, the coin     send
to the vending machine controller 6 a mechanism enters an initialisation
routine follow-  request for any audit data (i.e. data to be sent to ing
which, at point 302, the processor 202 enters  the audit controller) to be
transmitted. As a result, an endless program loop in which the various   50
the coin mechanism 4 will receive any such data devices  connected  to  the
processor  are       from vending machine controller 6, and will then
repeatedly polled.                                 enter the "call audit"
routine to send the data to For example, the processor can start by polling
the audit controller 20. the validator, as shown in the flow chart of Fig.
3.  The processor 202 then polls the maintenance This procedure involves
looking at the signals    65  switches to determine whether any action
needs 



from the validator to determine whether or not    to be taken in response
to a user servicing the any action needs to be taken (i.e. whether a coin
apparatus. has been tested). If action does need to be taken,
Subsequently  the card reader 22 is polled by this is carried out at step
304 in accordance with  sending a "STATUS" signal. If servicing is well
known procedures. At the end of those   60   required, this is carried out
prior to the coin procedures, the processor 202 stores in its inter-
mechanism 4 requesting the card reader 22 to nal RAM a table of data
describing the validator   send it any audit data. The audit data is then
transaction which has just taken place. The pro-   delivered from the coin
mechanism 4 to the audit cessor then enters a "call audit" routine for
controller 20 using the "call audit" routine. transmitting this data to the
audit controller 20.    65  The program then loops back to step 302. 7
13                  0 109 758                       14 The "request audit
data" routine is shown in      that information which is sent after every
trans- Fig. 4. The coin mechanism first sends to the       action.
appropriate peripheral a command for that peri-       The coin mechanism
starts by sending to one pheral to transmit the amount of audit data
of the peripherals, for example the vending which is required to be sent
from the peripheral.    5    machine controller 6, a command to send the
The peripheral replies by transmitting this         required type of data
to the coin mechanism. amount, which is then stored in a counter, which
Such data is entered into the internal RAM of the may comprise one of the
processor's internal        processor and then transmitted to the audit
con- registers. The coin mechanism then instructs the    troller, for
example using the "call audit" routine peripheral to send the first item of
data. It should   10   described previously. If desired, to save memory be
noted that each item of audit data transmitted   space, the coin mechanism
can be arranged to between the coin mechanism and the various
receive and transmit a single item of information peripherals consists of
both an address and a       (i.e. a single pair of address/data values) at
a data value. The address represents a particular     time, rather then
receiving all the information memory location in the controller 20 at which
the    15   before re-transmitting it to the audit controller. data is to
be stored. This location will correspond   The coin mechanism then
determines whether to a location in the module 24 to which the data    all
the necessary peripherals have been accessed value will eventually  be
transferred. Each         in this manner, and if not the above routines are
address and each data value comprise eight bits.    repeated. The protocol
in this embodiment is for the    20    After all the peripherals have been
accessed, address data to be sent first, as shown in Fig. 4,  the coin
mechanism  gathers together in the followed by the data value itself. Each
of these is  internal RAM of the processor 202 all the rele- stored at an
appropriate position in a table        vant data concerning its own
devices, such as stored in the internal RAM of the processor 202.    the
identification of the coin mechanism, and The counter is then decremented
to determine  25   then transmits this to the audit controller, follow-
whether the data transmission has finished. If      ing which the coin
mechanism transmits to the not, the routine of sending an address followed
controller an "END" command indicating that by data value is repeated.
the controller now has all the necessary data. At the end of this routine,
the internal RAM will  The "END" command need not be a unique store a
complete table of audit data, including    30   code; in the preferred
embodiment it is simply a address values and data values. There will also
further "STATUS" command, but because the be a register indicating how much
data is stored    audit controller 20 has been receiving data, it in the
table.                                       recognises that the "STATUS"
command is now The table is set up in the same way if audit      being used
to indicate that the transfer of data data is to be transmitted following
the polling of   35   has been completed. the coin mechanism's own devices,
such as the         The audit controller 20 is shown in Fig. 7. This
validator.                                          has a central processor
702, which has its data The table of data is then transmitted using the
and address buses 704 and 706 connected to a call audit routine shown in
Fig. 5. A counter is set  program memory 708, in the latter case via an up
with a value indicating the size of the table   40   address latch 710.
These buses are also con- (i.e. the amount of audit data to be transmitted)
nected to a random access memory 712 which is An address is transmitted by
sending two            powered by a battery source indicated at 714.
successive data transfers, each containing four       The data bus 704 is
also connected to a stan- bits, to form the eight bit address. The data
value  dard UART 716, which in this case is used to itself is then
transmitted by sending two more   45   handle the communication along the
data link 18 successive data transfers. The counter is then      to which
it is connected via a buffer 718. decremented to determine whether the
entire           The audit controller 20 of the present embodi- table has
yet been transmitted. If not, further     ment can be used both with EAROM
modules 24 address and data are transmitted until the entire   and with
"intelligent" modules, referred to as table has been sent.
50   probes (not shown), which communicate using Preferably, the procedures
referred to above      an infrared data link. For this purpose, the central
for sending address and data values are sup-        processor 702 is
connected via an interface 720 



plemented by sending, after each pair of address    to a socket 722 for the
EAROM of the module 24. and data values, a synchronisation byte to avoid
The processor is also connected via an input problems which could arise if
the transmission    55   controller 724 to circuits 726 for transmitting
and and reception of address and data values            receiving data via
the infrared data link. The became out of synchronisation.
input control circuit 724 is itself controlled by the The "service audit"
routine is shown in Fig. 6.   output of a port expander 728 connected to
This routine is entered if the audit controller 20  various inputs,
indicators, etc. via an opto- replies to a "STATUS" request by indicating
that   60   isolator interface 730 and driver circuitry 732. an audit has
been requested.                          Figure 8 illustrates the
operations carried out The purpose of this routine is to transmit to the
by the processor 702 of the audit controller 20. audit controller that
information which is needed     After the power has been turned on and an
only once per audit, such as identification num-    initialisation routine
has been carried out, the bers, the coin scale factor, etc., as distinct
from    65   program enters a loop in which it waits for a 8    15
0 109 758                      16 signal from  the coin mechanism. Once the
as shown, but would be carried out pro- signal has been received, the
processor then      gressively in response to successive bytes of
determines whether the signal contains a com-    data sent by the coin
mechanism). mand or data. Assuming that this is the first       After all
the necessary information has been signal to be received, then  it should
be a com-   sent to the controller, the coin mechanism then mand. in this
case, the program  then proceeds    sends the "END" command to indicate
that the to determine whether an audit has been            controller can
proceed with the requested audit. requested by a user.
After detection of this command, the program This request is carried out by
inserting a mod-  determines that the audit is still being requested ule
24, and pressing a request button if pro-   10  (this request having been
latched), and then vided (or by operating an infrared probe in a per
proceeds to determine that the flag "A" has se known manner). Assuming no
audit has been      now been set. At the next stage, the flag is requested,
then an appropriate reply is set up    reset, so that any subsequent audit
requests and then transmitted to the coin mechanism,       would cause the
controller again to enter the following which the controller again enters
the   15  routine for testing the security code. loop in which it waits for
a signal from the coin   After resetting the flag, the program deter-
mechanism.                                        mines whether a probe or
a module 24 is in use. If, however, the program determines that an     If a
probe is in use, the data from the battery audit had been requested, the
program then        powered RAM 712 is delivered to the probe determines
wheter. or not a flag "A" has been   20   using the infrared transmitter in
a conventional set: the purpose of this will become apparent     manner. A
flag "B" is tested, and would Assuming that the flag is not set, which
would   normally be found not to be set, following be the situation if this
is the first command     which the data in the battery powered RAM 712
received from the  coin mechanism, the next       which makes up the
"interim" record referred to stage determines whether or not the request
for   25   above is erased. The controller then sets up an the audit is a
valid one.                         appropriate reply which is transmitted
to the Firstly, the module 24 or probe, whichever is   coin mechanism. That
ends the audit procedure. in use, is read in order to access two security
If the program determines that a module 24, codes stored therein. One of
these, referred to   rather than a probe, is in use, then the pro- as the
"OLD" security code, is tested to deter-   30   cedures for reading out the
data in the battery mine whether it matches the security code
powered RAM 712 are different. In this case, a which is stored in the audit
controller.          counter indicating how much data has to be Normally,
the codes will match, and the pro-    transmitted to the module is set up.
The first gram proceeds to determine whether or not the     byte of data in
the RAM 712 is then entered into other security code from the module 24 or
35   the module 24. The processor 702 then reads probe (which is referred
to as the "NEW" code],   back that byte of data to determine whether or
matches the "OLD" code. Normally, these will      not it is equal to the
data which was transmit- also be the same, in which case the program
ted. This would normally be the case, and the will proceed to set the flag
"A" which was        program would then decrement the counter to mentioned
above. This flag therefore indicates   40   determine whether the transfer
is completed, that a valid audit request has been made by       and if not
repeat the above procedure for the using a module 24 or probe containing a
correct   next byte in the battery powered RAM 712. If, at security code.
any stage, the byte read out of the module 24 The audit controller then
sets up an approp-     differs from that which was sent to  the module,
riate reply which is then transmitted to the coin   45   an alarm is given,
and an appropriate reply is mechanism, following which the audit controller
set up and transmitted to the coin mechanism, will wait for a further
signal from  the coin     at which point the audit ends. Such a procedure
mechanism.                                        would occur if the module
24 is inadvertently or The reply which the controller has just sent to
deliberately removed from the controller 20 dur- 



the coin mechanism, which was in response to   so-  ing the data transfer.
a "STATUS" request sent during polling by the      Assuming that all the
data has been trans- coin mechanism, would have caused the coin
ferred correctly, the processor then stores an mechanism to enter the
service audit routine      access code in the module 24. In the preferred
Thus, the coin mechanism will then start trans-   embodiment, this access
code over-writes both mitting data to the audit controller.    -   55  the
OLD and NEW codes referred to above. The next signal from the coin
mechanism will    (Over-writing the security codes prevents the be detected
as data, and two successive trans-    module from being re-used
inadvertently before missions of "address' data will be used to set    the
data has been down-loaded. However, this up an address for the  battery
powered RAM        over-writing could be achieved in other ways, 712, so
that further data received from the coin   60   and it is not essential
that the access code be mechanism can then be entered into that RAM.
placed in the security code locations). (Note that the actual routine shown
has been        The program then proceeds to the step in slightly
simplified for ease of understanding; the  which the flag "B" is tested,
and if set the procedures of setting up an address and setting   "interim"
records are deleted as described up data would not be carried out in
succession    as   above. An appropriate reply is set up and trans- 9    17
0 109 758                      18 mitted to the coin mechanism to end the
audit.    altered in an easy manner. This is achieved by the The above
description outlines the procedures   user entering into the module 24 (or
probe) after which obtain under normal circumstances when      down-loading
data a new value for the security the controller is polled by the coin
mechanism    code NEW. The OLD code is retained. and audit has or has not
been requested. In    5  The next time the module (or probe) is used for
addition, as described above, data may be trans-  an audit, then the
controller will determine at step mitted to the controller 20 at other
times by the  820 that the NEW code is different from the OLD "call audit"
routine. Any such data is written into  code. As a result, the processor
702 alters its the battery powered RAM 712 at addresses which    stored
security code so that it is equal to the NEW are also transmitted by the
coin mechanism. If the   10  code. In future operations of the controller,
there- data relates to the "interim" record referred to  fore, access can
be gained using modules or above, then the controller can be arranged auto-
probes for storing the new security code. matically to add this data to
other data stored in  However, an owner may have many modules, the battery
powered RAM 712, which other data     which would probably not be dedicated
to par- forms part of the "total" record referred to above.   15  ticular
audit systems. There is therefore a reason- Assuming that an owner is
unable for some       able possibility that during the course of altering
reason to use his OLD security code, then access  the security codes in a
number of different audit to the audit system can still be achieved by
systems, an audit may be requested using a storing in the module or probe a
"skeleton" code  module containing both the old security code in the place
normally occupied by the OLD    20   (OLD) and the new security code (NEW),
but security code.                                     where the security
code in the controller itself has The processor 702 will find, on
requesting an     already been updated to the new value. audit, that there
is no match between the OLD       This situation is, however, provided for
because security code and the stored security code, and   the controller
will, after determining that the OLD accordingly will proceed to step 822.
Here, the   25   security code does not match the stored security processor
determines whether the "skeleton"       code, and that the KEY code is not
matched, go on code matches a "KEY" code stored in the con-      to test at
step 824 whether the NEW security code troller. This key code is common to
many, or all,  is equal to the stored code. If so, the flag "A" is set
audit systems made by a particular manufacturer.  to indicate a valid audit
request. It could be used simply to allow transaction data   30    If the
controller fails to find the correct security to be transferred to the
module, or to alter the  code or skeleton code in the module 24 or probe
ordinary security code stored in the controller.  after an audit has been
requested, it then tests However in the preferred embodiment, it is used
whether the value stored in the security code to instruct the audit
controller to store in the  location corresponds to the access code. This
module the ordinary security code, so that the   35   would be the
situation if the user accidentally manufacturer or owner can read this out
of the    tried to re-use a module 24 or probe which module and so learn
the correct value for the OLD  already contained transaction data. If a
match is security code.                                    found, the
controller sends the reply indicating Accordingly, if a match is found at
step 822, the  that no audit has been requested. Otherwise, the flag "B" is
set, following which the flag "A" is set   40   controller assumes that an
unauthorised audit to indicate that access to the controller's data is
request has been made, and the reply is preceded permitted. Subsequently,
after data has been      by a delay of approximately a minute, so as to
transferred to the module or probe, the program    render impracticable any
attempt to access the will then proceed to store the security code into
controller by repeatedly guessing the security the module, instead of
erasing the interim data,   45   code. because the flag "B" has been set.
It will be noted that the over-writing of the 



Because, in this situation, the interim file has  security code with the
access code, as described not been deleted, subsequent audits will not be
previously, prevents accidental erasure of the affected by this operation.
contents of a module which would occur if the The above arrangement could
be modified by   50   module is inadvertently used for a second time,
arranging for the access code to be stored in the  whereby the data in the
module would be over- module only if flag B is not set (i.e. only if access
written by new data. is achieved with a security code, rather than a
The down-loading machine is shown in Fig. 9. skeleton code). This would
produce an added       This has a central processor 902 provided with
measure of security because, as explained further   55  input/output buses
904, an address bus 906 and a below, a user's down-loading machine will
only    data bus 908. The processor is coupled in a operate correctly if
the module contains the      standard manner to a program memory 910, a
access code. Thus, even if someone managed to     random access memory 912
having a back-up discover the skeleton code, he would not be able  battery
power supply 914, and port expanders to use it to access and then read out
a security   60   916. code stored in an audit controller. The manufac-
[err] buses 904 communicate via turer would have a special down-loading
machine         [err] with a socket 920 for the module which would not be
subject to this restriction.    4,     with  a peripheral select decoder
922, The controller of the illustrated embodiment    which is cintrolled by
one of the port expanders permits the security code stored therein to be
65    916 and which allows elective communication    19                  0
109 758                     20 between the processor 902 and an infrared
sen-    type. That is to say, the processor 902 determines sor/transmitter
circuit 924, the printer 28, a "data  which of a plurality of different
output formats box" 926, and an external computer terminal 928,  will be
selected prior to actually printing an the latter three devices being
connected via inter-  output at step 1012. face logic 930. The data box 926
and computer    5  If the "error" file type was set up, then the file
terminal 928 are optional, and permit storage and/  pointer will point to a
stored error message which or processing of a range of  transaction data
is then printed out. If the file type was set in relating to different
vending machines.            accordance with stored data in the module,
then The port expanders 916 are also connected to a   one of several
transaction data output formats is display module 932 and, via an interface
934, a    10   selected by the file pointer. This permits different
keyboard 936. A user can operate the down-        types of data to be
recorded in the module for loading machine 26 by pressing the keyboard 936
different audit systems, but nevertheless printed and observing the entered
data on the display      out in an appropriate formatandwithappropriate
module 932.                                       indications of the
contents of the data. One of the port expanders 916 is also connected    15
For example, one type of vending machine may to a real-time clock/calendar
938 which is also    be arranged to store in the audit controller data able
to receive power from the back-up battery    indicative of how many
products of different power source 914.
prices have been dispensed  This type of data The operation of the
down-loading machine is     would be represented by a particular file type
illustrated in Fig. 10.                      20   which would be entered
with the data in the After the machine has been switched on, and an
module. initialisation routine has been carried out, the     On
down-loading the file type would cause the processor 902 enters a loop
until an instruction   file pointer to point to a particular format in
which has been received from the keyboard 936. One of   the  printer prints
codes  representing  the five instructions can be entered, which are
respec-   25   respective prices together with, for each of these tively
detected at steps 1002,1004,1006, 1008 and  prices, the number of products
vended. 1010 of Fig. 10.                                     In another
arrangement, a vending machine The first instruction, detected at step
1002, is for  may be able to store more sophisticated data, altering
security  codes. The  down loading       such as the actual type of each
product vended. A machine 26 stores in the memory 912 the OLD    30
different file type would be recorded in the mod- and NEW security codes
referred to above, which    ule, so that on down-loading the file pointer
are normally the same. Using thefirst instruction,  would point to a
different format which would it is possible to alter these codes, which
will   type out more detailed information, such as the eventually result in
the audit systems in the field  name of each porduct together with the
number storing updated security codes.              35   of such products
dispensed. On detection of that instruction, the machine      The third
instruction which can be entered then waits for the current security code
to be     using the keyboard is for reading a probe. If this correctly
entered. If this is not correctly entered,  instruction is encountered, the
probe data is the program simply loops back to the keyboard      delivered
in a standard manner to the RAM 912. A detection routine. Otherwise, the
user is allowed   40   test is made to ensure that the data has been to
enter a new security code using the keyboard    transferred correctly, and
if so, the program pro- 936.
ceeds to set the file type just as if the data had In the preferred
embodiment, before a new        been received from a module. Otherwise, an
security code is entered, the machine is operable  "error" file type is set
up. 



to compare this with certain selected "unallow-   45  The other
instructions, detected at steps 1008 able" security codes, and only permits
the new     and 1010, respectively, are used to erase the security code to
be entered if no match is found.  module or probe, respectively, after
down-load- Thus, it is possible to reserve certain codes, such  ing. as the
skeleton code referred to above, for special  In both cases, the OLD and
NEW security codes use. The manufacturer's own down-loading    50   stored
in the down-loading machine are gathered machine would, of course, be
capable of using      together and written into the module or probe. these
reserved codes.                              The rest of the contents of
the module or probe The second instruction, detected at step 1004, is  are
set to zero. for down-loading the contents of a module 24. If     Although
not described above, it is also poss- this instruction is detected, the
module is   55   ible to add to the system a further feature which is
inspected to determine whether or not the access   considered independently
advantageous, and code referred to above is present. If it is not    which
involves storing in the module a "clear- present, down-loading will not be
permitted.       down" code. This would be detected by the audit Assuming
that the code is present, then the data   controller 20 in much the same
way as it detects in the module is transferred to the RAM 912, and a    60
the KEY code, but instead of simply authorising file type is determined in
accordance with stored  access to the transaction data, the clear-down data
in the module. If the access code is not      code would cause all the data
stored in the present, a different "error" file type is set up.  controller
including bot the "interim" and the The program then proceeds to a step in
which a   "total" records, to be cleared. This would be file pointer is
arranged in accordance with the file   65   useful for clearing data which
may have been 11    21                  0  109 758                       22
entered into the controller during testing of the      6. A system as
claimed in claim 5, wherein the system by the manufacturer before actual
instal-     collection means (20) is so responsive on condi- lation of the
system, and also would be useful if   tion that the module (24) also stores
the currently the customer wished to take the system out of
appropriate security code. service and then install it in a different
vending    5  7. A system as claimed in claim 5 or 6, wherein machine.
the alteration instruction comprises said different In the above
embodiment, the controller 20         security code. received all the audit
data along the data link 18.   8. A system as claimed in claim 7 wherein
said However, the controller 20 could also have its       security code
recognition operation comprises own individual data ports for detecting
further   10   checking a security code region and an alteration
information, such as the opening of a door of the   instruction region in
the module (24), and wherein vending machine or the use of a key by an
the collection means (20) authorises loading of attendant, to form part of
the audit data.           operation data if either of the regions stores
the It will be appreciated that the audit system of    currently
appropriate security code. the invention can be used not only with vending
15  9. A system as claimed in claim 7 or 8, wherein machines, but also with
other apparatus, such as     the collection means (20) is operable to
examine a change-giving machines, amusement or games           first
predetermined location in a module (24) machine, etc.
during the security code recognition operation to The invention is also
useful in areas other than   determine whether an appropriate security code
cash- and credit-handling machines. It is of value    20   is stored
therein, and is operable to examine a in any system  in which data is
gathered at a        second predetermined location in the module remote
location and transferred to a central loca-   (24), and to determine that
an alteration instruc- tion by collection in an intelligent or non-intelli-
tion is present if the contents of the second gent module.
predetermined location differ from those of the 25   first predetermined
location. Claims                                                 10. A
system as claimed in any one of claims 2 to 9, wherein the collection means
is operable to 1. A data collection system for a machine which    determine
as appropriate a first security code generates data relating to its
operation, the        which is peculiar to that collection means (or to a
system comprising data collection means (20)   30   particular group of
collection means) (20) and a having a removable data storage module (24)
into     second security code which is common to that which the collection
means is operable to load       collection means (20) and other collection
means said operation data, said module (24) being of a     (20) (or to
collection means outside said group). type which does not verify the
integrity of data       11. A system as claimed in any preceding claim,
received thereby, characterised in that the collec-   35   said collection
means (20) including an electrical tion means (20) is further operable to
check that    connector (722) for receiving the module and the data has
been correctly loaded into the mod-     communicating signals between the
module (24) ule (24), and, if so, to store in the module (24) a  and the
collection means (20). predetermined  indication  code, which  after
12. A system as claimed in any preceding claim, removal of the module (24)
from the collection    40   wherein the module (24) comprises non-volatile
means (20) can be recognised and thereby used        memory locations into
which the collection (20) 



as an indication that a successful operation data    means is operable to
store said operation data transfer has taken place.
and which are operable to retain said operation 2. A system as claimed in
claim 1, wherein the     data after removal of the module (24) from the ,
module (24) stores a security code, the collection    45   collection means
(20), the collection means (20) means (20) is operable to perform a
security code    being operable to check that the data has been recognition
operation on the module (24) to deter-   correctly loaded into the module
(24) by reading mine whether the stored security code is approp-     out
the contents of said memory locations. riate to authorise loading of
operation data, and      13. A system as claimed in any preceding claim,
the collection means (20) is operable to load the    50   further
comprising a down-loading device (26) operation data into the module (24)
on condition     which is operable to receive said module (24) and that the
stored security code is appropriate.       to extract the operation data
therefrom in order to 3. A system as claimed in claim 2, wherein the
prepare a record of said data. collection means (20) is operable to alter
or delete   14. A system as claimed in claim 13, wherein the security code
stored in the module (24).   55   said device (26) is operable to extract
and prepare 4. A system as claimed in claim 3, wherein the     a record of
said data on condition that said collection means (20) is operable to
substitute      predetermined indication code is stored in said said
predetermined  indication code for the          module (24). security code
stored in the module (24).                 15. A system as claimed in claim
13 or 14, 5. A system as claimed in claim 2, 3 or 4,          wherein the
down-loading device (26) is operable wherein the collection means (20) is
responsive      to pr      an error indication if said predeter- to an
alteration instruction stored in the mod           mined indication code is
not stored in said mod- (24) to modify its security code recognition [err]
of (24). ation so as to recognise a different security code       10. A
system as claimed in claim 2 or any one of as being appropriate.
claims 3 to 15 when directly or indirectly depen-    entered into the
controller during testing of the     6. A system as claimed in claim 5,
wherein the system by the manufacturer before actual instal     collection
means (20) is so responsive on condi- lation of the system, and also would
be useful if  tion that the module (24) also stores the currently the
customer wished to take the system out of       appropriate security code.
service and then install it in a different vending    5  7. A system as
claimed in claim 5 or 6, wherein machine.
the alteration instruction comprises said different In the above
embodiment, the controller 20        security code. received all the audit
data along the data link 18.   8. A system as claimed in claim 7 wherein
said However, the controller 20 could also have its      security code
recognition operation comprises own individual data ports for detecting
further     10   checking a security code region and an alteration
information, such as the opening of a door of the   instruction region in
the module (24), and wherein vending machine or the use of a key by an
the collection means (20) authorises loading of attendant, to form part of
the audit data.          operation data if either of the regions stores the
It will be appreciated that the audit system of   currently appropriate
security code. the invention can be used not only with vending    15  9. A
system as claimed in claim 7 or 8, wherein machines, but also with other
apparatus, such as    the collection means (20) is operable to examine a
change-giving machines, amusement or games          first predetermined
location in a module (24) machine, etc.
during the security code recognition operation to The invention is also
useful in areas other than  determine whether an appropriate security code
cash- and credit-handling machines. It is of value    20   is stored
therein, and is operable to examine a in any system in which data is
gathered at a        second predetermined location in the module remote
location and transferred to a central loca-  (24), and to determine that an
alteration instruc- tion by collection in an intelligent or non-intelli-
tion is present if the contents of the second gent module.
predetermined location differ from those of the 25   first predetermined
location. Claims                                                10. A
system as claimed in any one of claims 2 to 9, wherein the collection means
is operable to 1. A data collection system fora machine which    determine
as appropriate a first security code generates data relating to its
operation, the       which is peculiar to that collection means (or to a
system comprising data collection means (20)   30   particular group of
collection means) (20), and a having a removable data storage module (24)
into    second security code which is common to that which the collection
means is operable to load      collection means (20) and other collection
means said operation data, said module (24) being of a    (20) (or to
collection means outside said group). type which does not verify the
integrity of data      11. A system as claimed in any preceding claim,
received thereby, characterised in that the collec-   35   said collection
means (20) including an electrical tion means (20) is further operable to
check that   connector (722) for receiving the module and the data has been
correctly loaded into the mod-    communicating signals between the module
(24) ule (24), and, if so, to store in the module (24) a  and the
collection means (20). predetermined  indication  code, which  after
12. A system as claimed in any preceding claim, removal of the module (24)
from the collection    40   wherein the module (24) comprises non-volatile 



means (20) can be recognised and thereby used       memory locations into
which the collection (20) as an indication that a successful operation data
means is operable to store said operation data transfer has taken place.
and which are operable to retain said operation 2. A system as claimed in
claim 1, wherein the    data after removal of the module (24) from the
module (24) stores a security code, the collection    45   collection means
(20), the collection means (20) means (20) is operable to perform a
security code   being operable to check that the data has been recognition
operation on the module (24) to deter-  correctly loaded into the module
(24) by reading mine whether the stored security code is approp-    out the
contents of said memory locations. riate to authorise loading of operation
data, and     13. A system as claimed in any preceding claim, the
collection means (20) is operable to load the    50   further comprising a
down-loading device (26) operation data into the module (24) on condition
which is operable to receive said module (24) and that the stored security
code is appropriate.       to extract the operation data therefrom in order
to 3. A system as claimed in claim 2, wherein the    prepare a record of
said data. collection means (20) is operable to alter or delete  14. A
system as claimed in claim 13, wherein the security code stored in the
module (24).  55   said device (26) is operable to extract and prepare 4. A
system as claimed in claim 3, wherein the    a record of said data on
condition that said collection means (20) is operable to substitute
predetermined indication code is stored in said said predetermined
indication code for the          module (24). security code stored in the
module (24).                  A system as claimed in claim 13 or 14, 5. A
system as claimed in claim 2, 3 or 4,          wherein the  down-loading
device (26) is operable wherein the collection means (20) is responsiv
to provide  an error indication if said predeter- to an alteration
instruction stored in the mod    mined indication code is not stored in
said mod- (24) to modify its security code recognition one
[err](24). ation so as to recognise a different security code        A
system as claimed in claim 2 or any one of as being appropriate.
claim 3 to 15  when directly or indirectly depen-    23                  0
109 758                       24 dent upon claim 2, including entry means
(26)         25. A system as claimed in any one of claims 19 which stores a
security code and which can be        to 24, further comprising a
down-loading device caused by a user to enter its stored security code
(26) which is operable to receive said module (24) into a module (24) so
that the module (24) can      and to extract the operation data therefrom
in subsequentlybeusedforreceiving operationdata.    5    order to prepare a
record of said data. 17. A system as claimed in claim 16, wherein
26. A system as claimed in any one of claims 19 said entry means (26) is
arranged to permit         to 25, including entry means (26) which stores a
alteration of its currently stored security code on  security code and
which can be caused by a user to condition that a user first enters into it
said      enter its stored security code into a module (24) so currently
stored security code.                10   that the module (24) can
subsequently be used for 18. A system as claimed in any preceding claim,
receiving operation data. in combination with a cash- or credit-handling
27. A system as claimed in claim 26, wherein machine (4, 6, 8), the data
collection means (20)    said entry means (26) is arranged to permit being
operable to collect data relating to transac-  alteration of its currently
stored security code on tions carried out by said machine (4, 6, 8).   15
condition that a user first enters into it said 19. Adata collection system
for a machine which    currently stored security code. generates data
relating to its operation, the system  28. A system as claimed in any one
of claims 19 comprising data collection means (20) having a       to 27, in
combination with a cash- or credit- removable data storage module (24) into
which        handling machine (4, 6, 8)  the data collection the collection
means (20) is selectively operable to   20   means (20) being operable to
collect data relating load said operation data, the collection means (20)
to transactions carried out by the machine (4,6,8). being operable to
perform a  security code recogni- tion operation in which a security code
received     Patentanspruche from the module (24) is checked to determine
whether it is a first security code which is peculiar   25  1.
Datenerfassungssystem fur eine Maschine, to that collection means (20) (or
to a particular    die auf ihren Betrieb bezogene Daten erzeugt, group of
collection means), and if so to authorise   wobei das System eine
Datenerfassungseinrich- loading of operation data, characterised in that
the  tung (20) mit einem entnehmbaren Datenspeicher- collection means (20)
is operable to determine as    modul (24) umfaat, wobei die
Erfassungseinrich- appropriate for authorising loading of operation    30
tung so betAtigbar ist, daB sie die Betriebsdaten in data, in addition to
said first security code, a     den Modul (24) lidt, und es sich bei dem
Modul urn second security code which is common to that        einen Typ
handelt, der die Vollstanigkeit der collection means (20) and other
collection means     empfangenen Daten nicht prOft, dadurch gekenn- (20)
(or to collection means outside said group).   zeichnet, daB die
Erfassungseinrichtung (20) wei- 20. A system as claimed in claim 19,
wherein the   .3s   terhin so betatigbar ist, daB sie feststellt, daP) die
collection means (20) is responsive to an alteration  Daten korrekt in den
Modul (24) geladen worden instruction stored in the module (24) to modify
its  sind und, falls dies zu trifft, in den Modul (24) einen security code
recognition operation so as to         vorgegebenen Anzeigecode
einspeichert, der 



recognise a different security code as being         nach Entnahme des
Moduls (24) aus der Erfas- appropriate.
40   sungseinrichtung (20) erkannt und daher als 21. A system as claimed in
claim 20, wherein the   Anzeige dafur verwendet werden kann, daft ein
collection means (20) is so responsive on condi-     erfolgreicher
Datenubertragungs-Vorgang statt- tion that the module (24) also stores the
currently  gefunden hat. appropriate security code.
2. System nach Anspruch 1, wobei der Modul 22. A system as claimed in claim
20 or 21,   45   (24) einen Sicherheitscode speichert, wobei die wherein
the alteration instruction comprises said    Erfassungseinrichtung (20) so
betatigbar ist, dalB different security code.
sie an dem Modul (24) einen Sicherheitscode- 23. A system as claimed in
claim 22, wherein       Erkennungsvorgang durchfuhrt, um zu bestim- said
security code recognition operation corm-       men, ob der gespeicherte
Sicherheitscode zutref- prises checking a security code region and an    50
fend ist, urn das Laden von Betriebsdaten zu alteration instruction region
in the module (24),    gestatten, und wobei die Erfassungseinrichtung and
wherein the collection (20) means authorises    (20) so betitigbar ist, daB
sie die Betriebsdaten in loading of operation data if either of the regions
den Modul (24) unter der Bedingung ladt, daB der stores the currently
appropriate security code.      gespeicherte Sicherheitscode zutreffend
ist. 24. A system as claimed in claim 22 or 23,   55      3. System nach
Anspruch 2, wobei die Erfas- wherein the collection means (20) is operable
to    sungseinrichtung (20) so betatigbar ist, daB sie examine a first
predetermined location in a mod-     den in dem Modul (24) gespeicherten
Sicherheits- ule (24) during the security code recognition        code
andert oder loscht. operation to determine whether an appropriate
4. System  nach Anspruch  3, wobei die security code is stored therein, and
is operable to   60   Erfassungseinrichtung (20) so betatigbar ist, daB
examine a second predetermined location in the       sie den in dem Modul
(24) gespeicherten Sicher- module (24), and to determine that an alteration
heitscode durch den vorgegebenen Anzeigecode instruction is present if the
contents of the second  ersetzt. predetermined location differ from those
of the       5. System nach einem der Anspruche 2 bis 4, first
predetermined location.                  65   wobei die
Erfassungseinrichtung (20) auf einen in 13    25                  0 109 758
26 dem Modul (24) gespeicherten Anderungsbefehl       zeichnung  der Daten
unter der Bedingung anspricht, urn ihren Sicherheitscode-Erkennungs-
erzeugt, dal3 der vorgegebene Anzeigecode in vorgang derart zu
modifizieren, daB sie einen      dem Modul (24) gespeichert ist. anderen
Sicherheitscode als zutreffend erkennt.      15. System nach Anspruch 13
oder 14, wobei 6. System nach Anspruch 5, wobei die Erfas-    5    das
Entladegerat (26) so betatigbar ist, dal es sungseinrichtung  (20) unter
der Bedingung         eine Fehleranzeige erzeugt, wenn der vorgege-
anspricht, dal der Modul (24) auch den momen-      bene Anzeigecode nicht
in dem  Modul (24) tan zutreffenden Sicherheitscode speichert.
gespeichert ist. 7. System nach Anspruch 5 oder 6, wobei der        16.
System nach Anspruch 2 oder einem der Anderungsbefehl den anderen
Sicherheitscode    10   Anspruche 3 bis 15, soweit diese direkt oder
enthalt.                                           indirekt auf Anspruch 2
ruckbezogen sind, umfas- 8. System nach Anspruch 7, wobei zu dem
*send eine Eingabeeinrichtung (26), die einen
Sicherheitscode-Erkennungsvorganp das Prufen       Sicherheitscode
speichert und von einem Benut- eines Sicherheitscode- und eines
Anderungsbe-      zer so betitigt werden kann, daB sie ihren Sicher-
fehis-Bereiches in dem Modul (24) gehorti und    15   heitscode in einen
Modul (24) eingibt, so daB der wobei die Erfassungseinrichtung (20) das
Laden      Modul (24) anschlie~end zur Aufnahme von von Betriebsdaten
gestattet, wenn einer der        Betriebsdaten verwendet werden kann.
Bereiche den momentan zutreffenden Sicher-           17. System nach
Anspruch 16, wobei die Einga- heitscode speichert.
beeinrichtung (26) so ausgelegt ist, daB sie eine 9. System nach Anspruch 7
oder 8, wobei die   20   Anderung ihres momentan gespeicherten Sicher-
Erfassungseinrichtung (20) so betatigbar ist, dalB  heitscode unter der
Bedingung gestattet, daB ein sie wahrend des Sicherheitscode-Erkennungsvor-
Benutzer zunachst diesen momentan gespeicher- gangs eine erste vorgegebene
Stelle in dem         ten Sicherheitscode eingibt. Modul (24) pruft, um
festzustellen, ob ein zutref-   18. System nach einem der vorhergehenden
fender Code darin gespeichert ist, und ferner eine   25   Anspruche in
Verbindung mit einem  Bargeld- zweite vorgegebene Stelle in dem  Modul (24)
oder Kredit-Handhabunsgerat (4, 6, 8), wobei die pruft und feststellt, daB
ein Anderungsbefehl      Datenerfassungseinrichtung (20) so betitigbar ist,
vorliegt, wenn der Inhalt der zweiten vorgegebe-    daB sie Daten erfallt,
die sich auf von dem nen Stelle von dem der ersten vorgegebenen
besagten Gerat (4, 6,8) durchgefuhrte Transaktio- Stelle verschieden ist.
30   nen beziehen. 10. System nach einem der Anspruche 2 bis 9,       19.
Datenerfassungssystem fOr eine Maschine, wobei die Erfassungseinrichtung so
betatigbar      die auf ihren Betrieb bezogene Daten erzeugt, ist, daB sie
als zutreffend einen ersten Sicher-   wobei das System eine
Datenerfassungseinrich- heitscode feststellt, der fOr die
Erfassungseinrich-  tung (20) mit einem entnehmbaren Datenspei- tung (oder
fOr eine bestimmte Gruppe von Erfas-   35   chermodul (24) aufweist, wobei
die Erfassungs- 



sungseinrichtungen) (20) spezifisch ist, sowie      einrichtung (20)
selektiv so betatigbar ist, daB sie einen zweiten Sicherheitscode, der fOr
die Erfas-  die Betriebsdaten in den Modul (24) ladt, wobei
sungseinrichtung (20) und weitere Erfassungsein-   die
-Erfassungseinrichtung (20) ferner so betatig- richtungen (20) (oder
Erfassungseinrichtungen       bar ist, daB sie einen Sicherheitscode-Erken-
auBerhalb der besagten Gruppe) aligemein gilt.    40   nungsvorgang
durchfuhrt, bei dem ein von dem 11. System nach einem der vorhergehenden
Modul (24) empfangener Sicherheitscode gepruft Anspruche, wobei die
Erfassungseinrichtung (20)    wird, um zu bestimmen, ob es sich dabei um
einen elektrischen AnschluB (722) zur Aufnahme      einen ersten
Sicherheitscode handelt, der fur die der Modul- und Verkehrssignale
zwischen dem         Erfassungseinrichtung (20) (oder eine bestimmte Modul
(24) und der Erfassungseinrichtung (20)   45   Gruppe von
Erfassungseinrichtungen) spezifisch aufweist.
ist, und, falls dies zutrifft, das Laden von Betriebs- 12. System nach
einemn der vorhergehenden         daten gestattet, dadurch gekennzeichnet,
daB die Anspruche, wobel der Modul (24) Festspeicher-
Erfassungseinrichtung (20) so betitigbar ist, daB platzs aufweist, in die
die Erfassungseinrichtung  sie zusitzlich zu dem  ersten Sicherheitscode
(24) die Betriebsdaten einspeichern kann und die   so   einen zweiten
Sicherheitscode, der fOr die Erfas- so ausgelegt sind, daB sie die
Betriebsdaten nach  sungseinrichtung (20) und weitere Erfassungsein-
Entnahme des Moduls (24) aus der Erfassungs-        richtungen (20) (oder
fOr Erfassungseinrichtun- einrichtung (20) hilt, wobei die Erfassungsein--
gen auBerhalb der besagten Gruppe) allgemein richtung (20) so betatigbar
ist, daB sie durch     gilt, als zutreffend bestimmt, urn das Laden von
Auslesen des Inhalts der besagten Speicherplatze   55   Betriebsdaten zu
gestatten. feststellt, daB die Daten richtig in den Modul (24)  20. System
nach Anspruch 19, wobei die Erfas- geladen worden sind.
sungseinrichtung (20) auf einen in dem Modul 13. System nach einem der
vorhergehenden         (24) gespeicherten Anderungsbefehl anspricht,
AnsprOche, ferner umfassend ein Entladegerit        um ihren
Sicherheitscode-Erkennungsvorgang so (26), das so betitigbar ist, daB es
den Modul (24)   60   zu modifizieren, daB sie einen anderen Sicher-
aufnimmt und die Betriebsdaten aus diesem ent-      heitscode als
zutreffend erkennt. nimmt, um sine Aufzeichnung dieser Daten zu
21. System nach Anspruch 20, wobei die Erfas- erzeugen.
sungseinrichtung  (20) unter der Bedingung 14. System nach Anspruch 13,
wobel das Entla-     anspricht, daB der Modul (24) auch den momen- degerat
(26) so betitigbar ist, daB es. eine Auf-   65   tan zutreffenden
Sicherheitscode speichert. 14    27                 0 109 758
28 22. System nach Anspruch 20 oder 21, wobei      moyens de saisie (20),
peut etre reconnu et utilis6 der Anderungsbefehl den anderen Sicherheits-
pour indiquer alors qu'un transfer reussi des code enthalt.
donnees de fonctionnement a eu lieu. 23. System nach Anspruch 22, wobei zu
dem         2. Le systeme de la revendication 1, dans lequel
Scherheitscode-Erkennungsvorgang. das PrOfen    5    le module (24)
memorise un code de securite et eines Sicherheitscode- und eines
Anderungsbe-    les moyens de saisie (20) fonctionnent de maniere
fehis-Bereichs in dem Modul (24) gehort, und      a executer sur le module
(24) une reconnaissance wobei die Erfassungseinrichtung (20) das Laden
du code de securit6 pour determiner si le code de von Betriebsdaten
gestattet, wenn einer der bei-  securit6 memorise est ou non approprie,
afin den Bereiche den momentan zutreffenden Sicher-   7o   d'autoriser le
chargement des donn6es de fonc- heitscode speichert.
tionnement, et dans lequel les moyens de saisie 24. System nach Anspruch 22
oder 23, wobei      (20) fonctionnent de maniere A charger les don- die
Erfassungseinrichtung (20) so betatigbar ist,  nees de fonctionnement dans
le module (24) A daB siewahrend des Sicherheitscode-Erfassungs-
condition que le code de securite m6morise soit vorgangs eine erste
vorgegebene Stelle in dem    15   approprie. Modul (24) pruft, um
festzustellen, ob ein zutref-  3. Le systeme de la revendication 2, dans
lequel fender Sicherheitscode darin gespeichert ist, und  les moyens de
saisie (20) fonctionnement de ferner eine zweite vorgegebene Stolle in dem
maniere a modifier ou effacer le code de securit6 Modul (24) prOft und
feststellt, daB ein Ande-    memorise dans le module (24). rungsbefehl
vorliegt, wenn der Inhalt der zweiten   20  4. Le systeme de la
revendication 3, dans lequel vorgegebenen Stolle von dem der ersten vorge-
les moyens de saisie (20) fonctionnent de maniere gebenen Stelle
verschieden ist.                   a substituer de code indicateur
pr6determin6 au 25. System nach einem der Anspruche 19 bis      code de
securit6 memoris6 dans le module (24). 24, ferner umfassend ein
Entladegerat (26), das so  5. Le systeme de lune des revendications 2, 3
betatigbar ist, daB es den Modul (24) aufnimmt   25   Ou 4, dans lequel les
moyens de saisie (20) und die Betriebsdaten daraus entnimmt, um eine
fonctionnent en r6ponse a une instruction de Aufstellung der Daten zu
erzeugen.                modification m6moris6e dans le module (24) pour
26. System nach einem der Anspruche 19 bis      modifier son op6ration de
reconnaissance du 25, umfassend eine Eingabeeinrichtung (26), die   code de
securite, de maniere a reconnattre si un ainen Sicherheitscode speichert
und von einem    30   code de securite different est approprie. Benutzher
so betatigt werden kann, daB sie ihren    6. Le systbme de la revendication
5, dans lequel gespeicherten Sicherheitscode in einen Modul      les moyens
de saisie (20) repondent de la maniere 



(24) eingibt, so daB der Modul (24) anschlieBend  indiquee a condition que
le module (24) memo- zur Aufnahme von Betriebsdaten verwendet          rise
egalement le code de securite approprie werden kann.
35   courant. 27. System nach Anspruch 26, wobei die Einga-     7. Le
systeme de 'une des revendications 5 ou beeinrichtung (26) so ausgelegt
ist, daB sie eine  6, dens lequel l'instruction de modification corn-
Anderung ihres momentan gespeicherten Sicher-     prend le code de securite
different. heitscode unter der Bedingung gestattet, daB ein    8. Le
systbme de la revendication 7, dans lequel Benutzer zunachst diesen
momentan gespeicher-   40   l'operation de reconnaissance du code de
securite ten Sicherheitscode eingibt.                      comprend le
controle d'une zone de code de 28. System nach einem derAnspruche 19 bis 17
securite et d'une d'instruction de modification in Verbeindung mit einem
Bargeld- oder Kredit-    dans le module (24), et dens lequel les moyens de
Handhabungsgerit (4,6,8) wobei die Datenerfas-    saisie (20) autorisent le
chargement des donn6es sungseinrichtung (20) so betatigbar ist, daB sie
45   de fonctionnement si l'une ou l'autre des zones Daten erfalt, die sich
auf von. dem Gerat (4, 6)  memorise le code de securite courant approprie.
durchgefuhrte Transaktionen beziehen.               9. Le systeme de l'une
des revendications 7 ou 8, dans lequel les moyens de saisie (20) fonction-
Revendications                                    nent de maniere A
examiner un premier emplace- 50   ment predetermine dens un module (24)
pendant 1. Un systeme de saisie de donnees pour une     l'operation de
reconnaissance du code de securite machine qui produit des donnees
relatives A son   afin de determiner si un code de securite appro-
fonctionnement, ce systbme comprenant des         prie y est ou non
memorise, et fonctionnent de moyens de saisie de donn6es (20) avec un
maniere A examiner un second emplacement module amovible de memorisation
des donnees   55   predetermine du module (24) et A determiner (24) dans
lequel les moyens de saisie peuvent     qu'une instruction de modification
est presente, si charger lesdites donnees de fonctionnement, ce    le
contenu du second emplacement predetermine module (24) etant d'un type qui
ne verifie par    est different de celui du premier emplacement l'integrite
des donn6es qu'il a requ,         e   edtermine. caracterise en ce que les
moyens de saisie (2Q' v  -   La systeme de l'une des revendications 2 A
fonctionnent egalement de manibre A verifier    ,        lequel les moyens
de saisie fonctionnent les donnees ont Ate correctement chargees         de
r r  A determiner que sont appropries un le module (24) et, si tel est le
cas, a mei Jier  ' -^-p   mi   de de securite qui est particulier A ces
dans le module (24) un code indicateur prA Aer- .    yen   saisie (20) (ou
A un groupe particulier mine qui, apres ratrait du module (2         2
M       de saisie) at un second code de    29                 0 109 758
30 securite qui est commun a ces moyens de saisie    moyens de saisie de
donnees (20) avec un (20) et a d'autres moyens de saisie (20) (ou a des
module amovible de memorisation de donn6es moyens de saisie non compris
dans le groupe       (24) tel que les moyens de saisie (20) fonctionnent
precite).                                         de maniere selective afin
d'y charger lesdites 11. Le systeme de l'une des revendications    5
donn6es de fonctionnement, les moyens de saisie precedentes, dans lequel
les moyens de saisie     (20) fonctionnant de maniere A executer une (20)
comprennent un connecteur electrique (722)   operation de reconnaissance
d'un code de secu- pouvant recevoir le module et echanger des        rite
dans laquelle un code de securite recu du signaux de communication entre le
module (24)     module (24) est verifie pour determiner s'il s'agit et les
moyens de saisie (20).                10   ou non d'un premier code de
securite specifique a 12. Le systeme de l'une des revendications      ces
moyens de saisie (20) (ou A un groupe precedentes, dans lequel le module
(24) com--     particulier de moyens de saisie) et, si tel est le cas,
prend des emplacements de memoire non vola-       a autoriser le chargement
des donn6es de fonc- tile tels que les moyens de saisie (20) fonction-
tionnement, nent de maniere A y memoriser lesdites donn6es   i5
caracterise en ce que les moyens de saisie (20) de fonctionnement, et qui
peuvent etre utilises   fonctionnent de maniere a determiner qu'est pour
conserver ces donnees de fonctionnement      approprie, pour autoriser le
chargement des don- apres retrait du module (24) des moyens de saisie  nees
de fonctionnement, outre ledit premier code (20), les moyens de saisie (20)
fonctionnant de   de securite, un second code de securite qui est maniere A
verifier, par lecture du contenu de ces   20   commun 3 ces moyens de
saisie (20) et a d'autres emplacements de memoire, que les donnees ont
moyens de saisie (20) (ou A des moyens de saisie ete correctement chargees
dans le module (24).    non compris dans le groupe precite). 13. Le systeme
de l'une des revendications        20. Le systeme de la revendication 19,
dans precedentes, comprenant en outre un appareil de   lequel les moyens de
saisie (20) fonctionnent en dechargement (26) qui fonctionne de maniere a
25   reponse a une instruction de modification memo- recevoir le module
(24) et a extraire de celui-ci les  risee dans le module (24) pour modifier
son donn6es de fonctionnement de maniere A prepa-     operation de
reconnaissance du code de securite, rer un compte-rendu de ces donnees.
de maniere a reconnaltre si un code de securite 14. Le systeme de la
revendication 13, dans     different est approprie. lequel ledit appareil
de d6chargement (26) fonc-   30  21. Le systeme de la revendication 20,
dans 



tionne de maniere A extraire et preparer un       lequel les moyens de
saisie (20) repondent de la compte-rendu desdites donn6es a condition que
maniere indiquee a condition que le module (24) le code indicateur
predetermin. soit memorise     memorise egalement le code de securite
appro- dans le module (24).                              prie courant. 15.
Le systeme de l'une des revendications 13   35  22. Le systeme de l'une des
revendications 20 ou 14, dans lequel l'appareil de dechargement     ou 21,
dans lequel l'instruction de modification (26) fonctionne de maniere A
fournir une indica-  comprend le code de securite different. tion d'erreur
si le code indicateur predetermine    23. Le systeme de la revendication
22, dans n'est pas memorise dans le module (24).           lequel
l'op6ration de reconnaissance du code de 16. Le systeme de la revendication
2 ou de l'une   40   securite comprend le contrOle d'une zone de code
quelconque des revendications 3 a 15 prises       de securite et d'une zone
d'instruction de modifi- directement ou indirectement en dependance de
cation dans le module (24), et dans lequel les la revendication 2,
comprenant des moyens d'en-   moyens de saisie (20) autorisent le
chargement tree (26) qui memorisent un code de securit6 et   des donn6es de
fonction- nement si l'une ou qui peuvent etre employes par un utilisateur
pour   45   l'autre des zones memorise le code de securit6 introduire dans
un module (24) son code de        courant approprie. securite memorise, de
sorte que le module (24)      24. Le systeme de 'une des revendications 22
puisse par la suite etre utilise pour recevoir des  ou 23, dans lequel les
moyens de saisie (20) donnees de fonctionnement.
fonctionnent de maniere a examiner un premier 17. Le systeme de la
revendication 16, dans   50   emplacement predetermine dans un module (24)
lequel les moyens d'entree (26) sont configures   pendant l'operation de
reconnaissance du code de maniere A permettre une modification du code   de
securite afin de determiner si un code de de securite presentement
memorise, a la condi-    securite approprie y est ou non memorise, et tion
qua l'utilisateur y introduise d'abord ce code  fonctionnent de maniere a
examiner un second de securite presentement memorise.           55
emplacement predetermine du module (24) et a 18. Le systeme de l'une des
revendications      determiner qu'une instruction de modification est
precedentes, pris en combinaison avec une         presente, si le contenu
du second emplacement machine A monnaie ou autre instrument de credit
predetermine est different de celui du premier (4, 6, 8), dans lequel les
moyens de saisie de    emplacement predetermine. donnees (20) fonctionnent
de maniere b saisir les   60  25. Le systeme de l'une des revendications 19
A donnees concernant les transactions executees     24, comprenant en outre
un appareil de decharge- par cette machine (4, 6,8).
ment (26) qui fonctionne de maniere a recevoir le 19. Un systeme de salsie
de donnees pour une    module (24) et A extraire de celui-ci les donnees
machine qui produit des donnees relatives A son   de fonctionnement de
maniere a preparer un fonctionnement, ce systeme comprenant des   65
compte-rendu de ces donnees. 16    31                  0 109 758
32 26. Le systeme de l'une des revendications 19 a    de securite
presentement memorise, a la condi- 25, comprenant des moyens d'entree (26)
qui         tion que l'utilisateur y introduise d'abord ce code memorisent
un code de securite et qui peuvent       de securite presentement memorise.
etre employes par un utilisateur pour introduire      28. Le systbme de
Iune des revendications 19 a dans un module (24) son code de securite memo-
5    27, pris en combinaison avec une machine a rise, de sorte que le
module (24) puisse par la      monnaie ou autre instrument de credit (4, 6,
8) suite etre utilise pour recevoir des deonnees de     dans lequel les
moyens de saisie de donnees (20) fonctionnement.
fonctionnent de maniere a saisir les donnees 27. Le systeme de la
revendication 26, dans        concernant les transactions executees par
cette lequel les moyens d'entree (26) sont configurees   10   machine (4,
6, 8). de maniere a permettre une modification du code 15 20 25 30 35 40 45
50 55 60 65 17    


