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HIGH-SPEED PACKET FILTERING 

ABSTRACT 

 

An example embodiment may involve obtaining a packet filter definition that specifies 

characteristics of packets; compiling the packet filter definition to instructions of low-level code; 

generating a hash template based on a subset of the instructions, wherein the hash template 

includes pairs of byte offsets and byte counts that define locations within the packets at which 

the characteristics are disposed; based on application of the hash template to a plurality of stored 

packets, creating hash table entries in a hash table, wherein the hash table entries are respectively 

associated with subsets of the stored packets, wherein the subsets of the stored packets have 

respectively unique patterns of values within their bytes at the locations defined by the pairs of 

byte offsets and byte counts; updating the hash table entries to refer to metadata relating to their 

respective subset of the stored packets; and storing the hash table and the metadata.   
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