2 March 2006 - 1 DESCRI PTI ON COVMUNI CATI ONS METHOD, DATA&ﬁggﬁgiip
APPARATUS, AND PROGRAM 5 TECHNI CAL FI ELD The present inve 8tes to a
comuni cations nethod, a data processing apparatus, and a program thereof
whi ch are used for providing services using an 1C 10 or other integrated
circuit. BACKGROUND ART At the present kime, communications systens using
|C cards for transactions through the |Internet or other networks are
bei ng devel oped. 15 In such conmu 5§ﬁﬁ%ﬁﬁggﬂetens, application prograns
receiving requests fromservice providers for providing services using IC
cards and executing processing defined by the service providers are
executed by a server apparatus. 20 In response to a processing request,
for exanple, froma reader/ wPHHPNGEAZIPES( p8TEODHal conputer), the server
apparatus perforns processing such as user authentication and data

encryption and decr ypPABA PROCHSSANGt APPaRATESappNDC @ROGRARY Ogr ans. 25
Services using I C cards as descri bed above are 2 March 2006
5
| TECHNICAL FIELD
The present invention relates to a communications
meﬁhod, a data processing apparatus, and a program
thereof which are used for providing services using an IC
10 or other integrated circuit.
BACKGROUND ART
At the present tima, communica%ions systems using IC h
cards for transactions through the Internet or other
networks are being developed. |

15 In such communications systems, application programs

recelving requests from service providers for providing

services using IC cards and executing processing defined
by the service providers are executed by a server
apparatus.

20 In response to a processing request, for example,
from a reader/writer or a PC (perscnal computer), the
server apparatus performs processing such as user
authentication and data encryption.and decryption based

on the above application programs.

25 Services using IC cards as described above are




-2 performed using SAMs (secure application nodul es). Ther i :ﬂmgenand
for quickly providing a service by a plurality of SAMs Ifﬁk%%ﬁ%ogether
when a plurality of SAMs |ink up to provide a service using a single IC
card. Further, in this case, there is & demand for suitably managing data
to be kept confidential fromother parties and data to be disclosed to the
public anmong SAMs storing data and prograns relating to provision of

servi ces byedirbi-eeantssagvsaRsbysenassesppDi S£L OGWRECQE1 ZHE. | TvERNE] ON
Enbodi ments of the present invention provide a communications method, a

data procegsi RY RRRIAIS; Altkialy RS Pgy aal hfieaesbrenabl biyg aprovi si on of
quick service by a plurality of SAMs (data processing apparatuses) |inked

up.  Enbodiyrents iefy t¥e saiesant ke erige@mel avicde ad ptorauAicgabifons met hod,
a data processing apparatus, and a programthereof enabling suitable

managenent s@fysdataxt apbes keptiaanki deptiak hEeAyohhginpact rescapd. data to
be disclosed to the public anong SAMs storing data and progranms rel ating

to provision of pgeryicges shy djff erant seLvlcesbyshiprasgs ropccording to a
first aspect of the present invention, there is provided a data processing

met hod V\’hers%ii.@.aﬁl pﬁﬁhgggﬁ cgapyniga Eoﬂeg‘é‘vi:féﬁf@&gn%iﬁﬁr ¥E5mapPALat us
&ach o e? to p e a d

comuni cate Wt rovi ervice to a user of sai

_portabl e C%Q@%ﬁ%%agﬂﬁ1&¥%g(%%tB%LQiQQl§s£&r§B the public among

SAMs storing data and programs relating to provision of
services by different service businesses.

DISCLOSURE OF THE INVENTION

Embodiments of the present invention provide a
communications method, a data processing appératus, and a
program thereof enabling provision of quick service by a
plurality of SAMs {(data processing apparatuses) linked up.

Embodiments of the present invention provide a
communications method, a data processing apparatus, and a
program thereof enabling suitable management of data to be
kept confidential from other parties and data to be
disclosed to the public among SAMs storing data and
programs relating to provision of services by different
service businesses.

According to a first aspect of the present invention,
there is provided a data processing method wherein a
portable communication device and a server apparatus
communicate with each other to provide a service to a user

of said portable communication device by using a first




2 March 2006 -3 data processing apparatus and a second dats ?ﬂBﬁﬁﬂ@ gl ng
apparatus including a first SAM and a first nenory which ores a first
application program conposed of a plurality of data nodules and a first
managenent data, and said second data Pprocessing apparatus including a

. second SAM and a second nenory which stores a second application program
conposed of a plurality of data nodules and a second managenent dat a,
conpri si ngdehte srepsssfing pepbopfingasdnaunecaniodabet peenceshenger ver
apparatus and said portable comunication device, said server apparatus
bei ng conf agpeedtus comdudicgt e WitrktsdRAM &ndst datrat pevcegswhgchppar at us;
referring to the first managenent data and sendi ng a request indicating
one or noretdata anfdukseésapbliibetpbuar pkbyyaonf cdapasaddafes phutagisgcond
application programintended to be used to the second data processing
appar at us witegathembudksmandgaentint sdamnanayatenat dathat ahliesfidst
application programuses the data nodule; sending the data nodul es

speci fied isecbhd vagueptrockestihg hppsikadaktaipcbaasagng appanat gaMby the

- second data processing apparatus when judging that the data nodul es

i ndi cated bydt Beseeguasiendrgl kBwed beobesusedebyntihgppliicestiapplication
program by referring to the second managenent data; and executing the

first appl beayirai cBmpekam by Hsphgrhhetdaba apddl AsaL0eproniide the service

to the user.
second management data, comprising the steps of:
performing communication between the server apparatus and
said portable communication device, said server apparatus
being configured to communicate with said first data
processing appératus; referring to the firstmmaﬁagement
déta and sending a request indicating cne or more data
modules of the plurality of data modules in the second
application program intended to be used to the second data
processing apparatus when the first management data
indicate that the first application program uses the data
module; sending the data modules specified in the request
to the first data processing apparatus by the second data
processing apparatus when judging that the data modules
indicated by the request is allowed to be used by the
first application program by referring to the second
management data; and executing the first application

program by using the data modules to provide the service

.to the user.




2 March 2006 -4 Further, the conmunications nmethod of the i§&%é sqgpect of
the i nvention preferably further conprises, when said firs }%a
processing apparatus is connected to a first server apparatus, said second
data processing apparatus is connectedsto a second server apparatus, and
said first data processing apparatus and said second data processing
apparatus communicate via said first server apparatus and said second

server appar at Ugyrit@eir)d tpal domfiihstaseb¥er meppanabestagndisatd first data
processing apparatus a first request and having said first server

appar at us LefRlcd @ Saik fidedn PPOROSPEREr 8819 FlrrRecOdanca sMd,h said
first request and send a second request designating said data nmodule

intended tQphe UsEd fﬂ}s%augt%egggée%%a%gp%g @ssitng aepapahdsteRUEbher, the

conmmuni cations nethod of the first aspect the invention preferably
further conprdises sgawggg apPad %ﬁgongaiergeeoﬁepagegugrgeagsgﬁgwhether sai d
data nodul e to be use 8 Flrst application programis a condition

usabl e in said ;ﬁ%@nqsd%bﬁne 988580Nd S8RRALALUS B0 gB%kBtﬁé "t Bgacont i red

result to rst server apparat US an avli ng sal irst Server

apparatus a0 Al Lagat oreausst b gegardane gagﬂgglaaggcoﬂatagtgat'on to

said first "data processi ng-appara

processing apparatus communicate via said first server
apparatus and said second server apparatus, having said
first server apparatus send said first data processing
apparatus a first request and having said first server
apparatus refer to said first management data in
accordance with said first request and send é second
request designating said data module intended to be used
to said second data processing apparatus.

Further, the communications method of the first
aspect of the invention preferably further comprises
having said second server apparatus confirm whether said
data module to be use by said first application program is
in a condition usable in said second data processing
apparatus and notifies the confirmed result to said first
server apparatus and having said first server apparatus
send said first request in accordance with said

notification to said first data processing apparatus.




According to a second aspect of the present invention, thﬁ&f és(Rkovided a
data processing apparatus for transferring data with anot d%%a
processi ng apparatus, said other data processing apparatus operable to
execute a first application programanda second application program said
data processing apparatus conprising: an interface for transferring data
with said other data processing apparatus, a nenory neans for storing a
plurality of daf&crediiNgstPornFREOE asBeebn8t 5pplI PE&EPBR program and
managenent data indicating a data nodule allowed to be used in said first
appl'i cat i oAnvpRégram thAdcalpr bEE¥sHAg AedAsaf BFOFEFEIRINGPPBT3ATE
managenent data in accordance with a request fromsaid other data '
processi ngfapparanaserndngatirhg whthopnabher data ABEORES1BE the plurality
of data nodules in the second application programintended to be used by
sai d ot hepppatratpesecessilngthppafatespandefssingeadbagatne duerabaddul es
specified in the request to said other data processing apparatus when
judgi ng thav exdatiaenediliestr eppiingttionspirdgreguest asspeeniltted to be
used by said first application programby referring to the nmanagenent
dat a. Accoegpidctbtiant predraspestidf dhbhe presemtingveppépatusthere is
provided a programto be executed by a data processing apparatus for
transferri pgmgataihg:annt haredéibae poecessnnfeappagatiasa satd sthér data
processi ng apparatus 2 March 2006

other data processing apparatus, a memory means for

storing a plurality of data modules forming said second
application program and management data indicating a data
module allowed to be used in saild first application
program, and a processing means for referring to said
management data in accordance with a regquest from said
other data processing apparatus indicating one or more
data modules of the plurality of data modules in the
second application program intended to be used by said
other data processing apparatus and for sending the data
modules specified in the request to said other data
processing apparatus when judging that a data module
relating to said request is permitted to be used by said
first application program by referring to the management
data.

According to a third aspect of the present invention,
there is provided a program to be executed by.a data
processing apparatus for transferring data to another data

processing apparatus, said other data processing apparatus




-5a operable to execute a first application programand a 3?0 nﬂ%m
application program said data processing apparatus conpr? ?ék routine

for transferring data with said other data processing apparatus; a routine
for storing a plurality of data nodul-éa-form ng said second application
program and managenent data indicating a data nodule allowed to be used in
said first application program and a routine for referring to said
managenent c®gtabile tacesegafice anififsy peghésatipanPsapdant RBA dat a
processing apparatus indicating one or nore data nodules of the plurality
of data noégcesd apphécssdéondpappirietat send grogr rFPcABEANEdarpBabatuged by
said other data processing apparatus and for sending the data nodul es
speci fi ed icomptrheingquestousisai oot hepnddearpngcdssenyisipparatdus when
judging that a data nodule relating to said request is permtted to be
used by saiodhkirr siatappltocatsisongpepgeaathy; refenting fort B§omanggenent

data. Disclosed herein is an information processing. system-------------
‘- 2 Marchp20@61it§ ofonptieseddoflea fecodidigngaddanschadi agpaipktiahity of
data (storage nedium and access apparatus for accessing data in said
recordi ng peagzamwhetiemansgetdeneécdndangnaeansihgsa geter dodglaeans key
information linked with the plurality 5 of data, said access apparatus has
access keyailnbaeaBtbobe used in said first application program, and

a routine for referring to said management data in
accordance with a request from said other data processing
-apparatus indicating one or more data modules of the
plurality of data modules in the second application
program intended to be used by said other data processing
apparatus and for sending the data moduies specified in
the request to said other data processing apparatus when
judging that a data module relating to sailid request is
permitted to be used by said first application program by

referring to the management data.

Disclosed herein is an information processing system




~linked with said recording means key information in accokgﬁnc?uﬁ§§h t he
same or a specific algorithm said access key informatio {9 Q access

apparatus specifying information for specifying an access apparatus 10

owni ng the sanme, said access apparatus has a |inkage conmunicating neans

. able to communicate with a plurality- 6f -other access apparatuses, when
sai d access apgﬁtatus accesses data in said recording neans, if the access

appar at uses SPAPEASEdaoLe &s TESRAFANGs "§FEE MG s imfeaddttivopfadeta

plurality of other access apparatuses, access key information

corr espondi f§tosageemeddvm)dang pscesist appedaftusmiidre Adadeagao datani cat i ng

nmeans, access processing information processing said access key

i nf or mat i onihnsaddordaneeinigt meanspesihkbireiaceadsl 2@ @glild kBans has

transmtted fromthe access apparatus to said recording neans, said

recordi ng neaesrpiagensasst ey A6ELIMaRieeCISnted M BHLOB1RASAd tQn a

specific algorithm and |ater access fromsaid access apparatus is

al | owed onl t heg k@S i i t r in :

infornationﬁgrhggﬁfegggﬁdﬁkgeggtgggﬁwggpg ggﬁh%%ﬁk%%b%e&glrecgiﬁﬁﬁ§nheans

i s obtainedy: he.ahoye.i,nformation processing.system . preferably said

access appa%é ggangﬁgpsggéﬁdggggggénge%eapﬁf Fﬁgfpﬁsrgﬁ&l %i&naccess

algorithmon an identi cal m conductor chi p.so anal ysis_ and tanperin
frgnlthe accordance wgth %ﬁe same or a spe%ifgc alg%rithm, saigp 9

access key information includes access apparatus
specifying information for specifying an access apparatus

10 owning the same, said access apparatus has a linkage
communicating means able to communicate with a plurality
of other access apparatuses, when said aééess apparatus
accesses data in said recording means, if the access
apparatuses in said access apéaratﬁs specifying

15 information are a plurality of other access apparatuses,
access key infopmation corraesponding to the above data is
obtained from the linkage communicating means, access
processing information proceésing said access key
information in acco;dance with a specific access

20 algorithm is transmitted from the access apparatus to
said recording means, said recording means processes the
access processing information based on a specific
algorithm, and later access from said access apparatus is
allowed only when the result linked with the recording

25 means key information of corresponding data in said




outside are difficult. In the above information proce55|ngzﬁ%3%§5506
preferably said specific access algorithmis based on one nor e
decryption al gorithns anong DES, RSA, AES, and elliptic encryptlon. In the
i nformation processing systemaccording,to the fourth aspect of the
invention, preferably said comunication path between access appar at uses
by the |inkage comunicating neans is encrypted by a specific algorithm
In the above information processing system preferably said specific

al gorit hm irx2deasdcthcOme@ne Q% BBEaindecryption al gorithnms anong DES, RSA
AES, and elliptic encryption. In the above information processing system
preferably, in the tdccedsowpparmusationi srposssbhg sgstsel,ect whet her the
access key information obtained froma Iurallt of other access
apparatuse§ﬁ%§%§?9ﬁ¥rﬁﬂ%ﬂ %ﬁﬁ%%%e%@??r% URePeUR B i3§ce3Hh ke above

‘information ng sy refera ni cation bet n the
recordi ng ﬁ@%r H?%&OHtﬁQ a@@égs ﬁﬁﬁ?aﬁgg%Fé%ggy88n88sfagngéﬁﬁiction of one
Connect fon MG SEEREER EhReaD: Bno1ToR ARUCTRRBEE Y FRemabhoe

i nfornatlOauﬁ%Q@@S%k@gdifih@mnt.

In the above information processing system,
preferably said specific access algorithm is based on one
or more decryption algorithms among DES, RSA, AES, and
elliptic encryption.

In the information processing system according to
the fourth aspect of the invention, preferably said
communication path between access apparatuses by the
linkage communicating means is encrypted by a specific
algorithm.

In the above information processing system,
preferably said specific algorithm is based on one or more
decryption algorithms among DES, RSA, AES, and elliptic
encryption.

In the above information processing system,
preferably, in the access apparatus, it is possible to
select whether the access key information obtained from a
plurality of other access apparatuses is to be held
permanently or held temporarily.

In the above information processing system,
preferably communication between the recording means and
the access apparatus is by composite connection of one or

more of wireless connection by radioc waves, electrical

wired connection, and optical connection.




preferably comuni cati on between the access apparatus and 2§\J[1aefctpbéqﬁal ity of
ot her access apparatuses is conposite connection of one or nore o

wi rel ess connection by radio waves, electrical wired connection, and
optical connection. The above infornmatgon processing systemis preferably
a secure information processing systemconprising a controller for
controlling the access apparatus based on a determ ned protocol, the
access apparatus, and the recording nmeans. BRI EF DESCRI PTI ON OF THE
FIGURES FIG 1 I &ahd ewwmfe tiefavesial bnconbogasahgosyasftea, comruni cati ons
system according to the present enbodinent. FIG 2 is a functional block
di agr am of baefiecabdivd coshond caf iPnGhetwepnGthe pscgsei eprppsrtEfpPafni ng a
menory shown in_2 g/ﬁr, h 2006 - 9 FIG 2. FIG 4 is a view for explaining
the sof t waré® dtd 5F RTBRM ASAESE SRBRASEHSERGLSISOFPES1ES o a vi ew

for explal @o?l%e%t%ﬁo.@f ahea  of m@?e %f?%ﬁr&?rerl@ssn%gﬂﬁgc%%ﬂ“b&nrgh 1. FIG
0 a Ic programin re

6 is a viewTor ‘explaining an-application rar arefe I Sshown in
FIG 5. Fl @avé/é,a@dalélté@iczl@ ahieeu ewsnbekidaschhhi Bgedehails of data PT

and OPT shown in FI
connection.

The above information processing system is preferably
a secure information processing system comprising a
controller for contrelling the access apparatus based on a
determined protocol, the access apparatus, and the
recording means.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a view of the overall configuéation of a
qommunications system éccording to the present embodiment.

FIG. 2 is a functional block diagram of an IC card
shown in FIG. 1, |

FIG. 3 is a view for explaining a memory shown in




10 FIG 8 is a view for explaining an application progran?' &?@%closer
'shown in FIG 5. FIG 9A and FIG 9B are views for describ W{}“ 'l s of

data PT and OPT shown in FIG 8. FIG 10 is a view for explaining types of
15 application elenment data APE. FIG 11 is a functional block diagramof a
SAM nodule shown in FIG 1. FIG 12-i9 a view for explaining a

comuni cati ons nethod between SAM units shown in FIG 1. 20 FIG 13 is a
view for expl&ni2ng a case in which a degenerate key is transferred
between SAM units shown in FIG 12. FIG 14 is a view for explaining a SAM
el ement transfefFIcomdand SAMARKT Cor2expl@inihg $ha \“ofwadie expl ai ni ng

el ement attributes 2 March 2006 - 10 shown in FIG 14. FIG 16 is a view

for expl ai nistguatodd elfereriaM ol lshoRePaRs&8AMAPETR. FIG 17 is a view
for explaining a routine for 5 nutual authentication anong SAMs. FIG 18

P B E AR N
FIG 19 is 2xtbeWahOhef¥R\AisHR% RLOFGRSI Y for
FIG. 6 is a view for explaining an application
pProgram in a rgferrer shown in FIG. 5.
FIG. 7A and FIG. 7B are views for describing details
of data PT and OPT shown in FIG. 6.
10 ' FIG. B is a view for explaining an application
program in a discloser shown in FIG. 5.
FIG. 9A and FIG. 9B are views for describing details
of data PT and OPT shown in FIG. 8.
FIG. 10 is a view for explaining types of
15 application element data APE.
FIG. 11 is a functional block diagram of a SAM
module shown in FIG. 1.
FIG. 12 is a view for eﬁplaining a communications
method between SAM units shown in FIG. 1.
20 FIG. 13 is a view for explaining a case in which a
degenerate key is transferred between SAM units shown.in
FIG. 12,
FIG. 14 is a view for explaining a SAM element

transfer command SAMAPETC.

25 FIG. 15 is a view for explaining element attributes




10 generation and transfer of a nenory partition package. &ﬁ’% %&qél S a
view for explaining a nethod of setting tag data APE_TAG s% C}f G 8
for a nenory partition package (APE). FIG 21 is a view for explaining the
overall 15 operation in a comunications systemshow in FIG 1. FIG 22
is a view for explaining the overall - bferation in a communications system
shown in.FIG, 1. FIG_23 is a view for explaining anot her enbodi nent of
the present SHBhHEIS0 MG 24 is a view for expl ai ni ng anot her

enbodi nent of the present invention. FIG 25 is a view for explaining

anot her enbodi neftiG ofl & Hes 7 5@t fow esstplomi nFilds a 2BAN selemrew f or

expl ai ni ng anot her enbodi nent 25 of the present invention. 2 March 2006 -
11 FIG. 27 timrefisrewdsgoresp| SEAMAREFRANOt her enbodi nent  of the present
invention. FIG 28 is-a view for explaining another enbodi nent of the

present inventiomEId BESH MDERGR GARRUNG iQdhJ HE 4 NMENT Gh,Bel ow, the

best node for carrying out the invention wll be described wth reference

to the agCOMAMAINGutHMMINGS:idH @mchd S2d4/] ew of the overal |
configuration of a '

FIG. 18 is a view for explaining an example of
operation for transfer of degenerate key data between SAM
units explained before using FIG. 13. .

FIG. 19 is a vieﬁ for explaiﬁing processing for

10 generation and transfer of a memory partition package.

_FIG. 20 is a view for explaining a méthod of setting
tag data APE TAG shown in FIG. 8 for a memory partition
rackage (APE).

FIG. 21 is a view for explaining the overall

15 operation in a communications system shown in FIG. 1.

FiG. 22 is a view for explaining the overall
operation in a communications system shown in FIG. 1.

FIG. 23 is a view for eiplaining another embodiment
of the present invention.

20 FIG. 24 is a view for explaining ancther embodiment
of the present invention.

FIG. 25 is a view for explaining another embodiment
of the present invention.

FIG. 26 is a view for explaining another embodiment

25 of the present invention.




- 10 communi cations system 1 of the present enbodi nent. ?&rm%}ﬁﬂ? IG 1,

t he conmuni cations system 1 uses a server apparatus 2 i ns rq a store
or the like, an "ICcard 3, a card reader/witer 4, a personal conputer 5,
an ASP (application service provider) server apparatus 19, 15 SAM (secure
application nodule) units 9a, 9b, and &lnmebile conmunications device 41
havi ng an | C nodyl_e 4% nte rated circuit in the present invention) built
in so- as to co &t Wrﬁ%’?r‘?é’%pﬁ}"&ﬁlﬂ?ﬁé}q%%@qlé?ﬁﬂﬁ
processing and ot her procedural processing 20 using an I C card 3 or nobi I e
comuni cat i &fs ey Feesent ipvendApMnunit 9a (first data processing apparatus
of present invention) has an external nenory 7 (nenory neans of .present
i nvention) and aF3AM mdddlse a8 vipmodessiaxgplaiedngy ehqitesedmbatsendriton) . 25
Further, the SAM unit 9b (second data processing 2 March 2006 - 12 '
appar at us ofefprtsepirdserantin®entdion.l arly has an external nenory 7 and a
SAM nodul e 8. The SAM nodul e 8, according to need, transfers data wth

anot her fot showseESAMMIREUIFOR T aRREANE @810 ITHEC TRNGaINNS System 1] In
- the present enbodinment, the SAMunit 9a shown in FIG 1 is characterized

in the communi cagqu“pettwgegeg&e é%l\/lfltlﬂl t é%atﬁ@%d Qt&ec %Ig Ynif. 38 when

util'izing the appl i cdtion el ement dat a er na

will be described with reference to the accompanying
drawings.
FIG. 1 is a view of the overall éonfiguration of a
10 communications system 1 of the present embodiment.
As shown in FIG. 1, the communications system 1 uses
a server apparatus 2 installed in a store o; the like, an
IC card 3, a card reader/writer 4, a personal computer 5,
an ASP (application service provider) server apparatus 19,
15 SAM (secure application module) units %a, 9b, and a
mobile communications device 41 having an IC module 42
{integrated circuit in the present invention) built in so
as to communi&ate via the Infernet 10 and perform
settlement processing and other procedural brocessing
20 using an IC card 3 or mobile communications device 41.
The SAM unit 9a (first data processing apparatus of
present invention) has an external memory 7 {(memory means
of present invention) and a SAM module 8 (processing
means of present invention).

25 Further, the SAM unit 8b (second data processing




10 nenory. 7 of the SAMunit 9b. For exanple, to use the. S@Mqub 9a, 9b
for different service businesses to provide services |ink ary her, it
is necessary to give another service business a card access key and card
i ssuance key package 1s required for IC card (IC nodul e) operations in a
secret state. For exanple, to cal cutat2 nutual authentication keys wth
an | C card between different service businesses, it 1is required to obtain
a card accedPReRRtusyf RGSRYatavVeTiQy, sgmidErdy Ihap ialf GkRured.
Specifically, when settling noney by the SAMunit 9a and purchasi ng

mer chandi se M§atiye 7SAMAE S20b masdthfeur®.her conpl eting both processing
~during one nutual authentication period with an IC card, it is necessary
to 25 transfer kd&he i$Pdf matdude Mcessamdiine Hohacmhettaran s dviy elat2006 - 13
settlement fromthe SAMunit 9a to the SAMunit 9b and create a key

necessary f ofithCeesthed na lsGiay GadM rddm1eSAM unit 9b side. In this case,
it is possible for the SAMunit 9a and 5 the SAMunit 9b to individually

access the | C calteatR@WVYr ddmRREIRS s fdGWdn 1q guarant ee
sinmultaneity of operation and processing for "both the nonetary  settl enent

and nerchandi se pur ¢hase . o500 XM Amed e, SchdalaRN AT Ss Uhah N8
nonet ary settlenent 1s
' FIG. 1 is characterized in the communication between the
SAM unit 9a and the SAM unit 9b when utilizing the
application element data APE stored in the external
10  memory 7 of the SAM unit 9b.

For example, to use the SAM units %a, Sb for
different service businesses to provide ser;ices linked
together, it is nécessary to give another service
business a card access key and card issuance key package

15 required for IC card (IC module) operations in a secret
state.

For example, to'calculate mutual authentication keys
with an IC card between différent service businesses, it
is required to obtain a card access key, card degenerate

20. key, or other key information.

Specifidally, whén settling money by the SAM unit 9%9a
and purchaging merchandise by the SAM unit %b and further
completing both processing during one mutual

authentication period with an IC card, it is necessary to

25 transfer key information necessary for the monetary




10 conpl eted, but acquisition of the nerchandise is not ﬁf%ll@;ﬁ)g’ﬁ
Mor eover, a business borrow ng a shared nenory area of a to

provi de a service independently has to acquire key information for
registering the service onis the IC card (area registration key package
etc.) froma nanager of the shared wehdry area (nenory nmnagi ng

‘organi zation) for exanple. Also, it is necessary to transfer a card

partition BRFYEMEN e fom Ithe &M pnddr t9a itenitife &AM onddr Pt @120 generat e
a shared nmenory area between the nmenory managi ng organization and shared
area provi dere@Etsr sexaylrecessamy dexbusiaesss)to Wren IC plavdldtt yehef

busi nesses provide services |inked together as explained above and .
transfer keypaMmrjaclégesdend ot her application el ement data APE, the 2
March 2006 - 14 conmunications system 1 provides a nmeans enabling sinple

establ i shnent of ra SBAW aGMIN Gal iR ikald oG d o AL Sndp and
9b and other SAM units. Below, the conponents shown in FIG 1 will be 5

Functi onai brock o ariar o iR AT 1Y R 1T e 1 Coard
;3 has a IC h&h@“%%ﬁag%dbgc%%%gthi?%q%hﬁtB%oh%%gg n egFg8%%1 %n%& },"a
lof operation and processing for both the monetary
settlement and merchandise purchase. For exampie, a
situation arises that the monetary settlement is
10 completed, but acquisition of the merchandise is not
completed.

Moreover, a business borrowing a shared memory area
of an IC card to provide a service independently_has to
acquire key information for registering the service on

15 the IC card (area registration key package etc.) from a
manager of the shared memory area (memory managing
organization) for example.

Also, it is necessary t6 transfer a card partition
key package for logically partitiohing an IC card to

20, generate a shared memory area between the memory managing
organization and shared area provider,(for éxample,
service business).

When a plurality of businesses provide services
linked together as explained above and transfer key

25 packages and cher application element data APE, the




10 CPU 51. The menory 50, as shown in FIG 3, has a nenDryﬁiﬁﬁ E@ whi ch a
credit card conpany or other service business 151 uses q@ ea 55 2
whi ch a service business 152 uses, and a nmenory area 553 which a 15 service
busi ness 153 uses. The nenory 50 stores key data used for judging an

access right to the nmenory area 551, -kéy data used for judging an access
right to the menory area 552, and key data used for judging an access
right to the‘@f@?ﬁfﬁﬂ%ﬁ%‘aﬁ?@%@mmdbk@w@% a8 areans eendlol imyt siahple

aut hentication and data encryption and decryption. The nenory 50 also
st or es i dentedtiadel i shmelat aoHfa tdecut€ camtuli eitlcheapatls amatig dike nobile
communi cations device 41 has a 25 conmuni cati ons processor 43 for

comuni cat i rEpMVidi e ASRRA Mits chn@ her 18aM Sekves . t hrough a nobil e phone
network and the Internet 10 and an | C nodul e 42 able to transfer data with

the conmmuni catlm&s%@sé%orégcﬁ&dt@mm&wﬁ&eﬁ UL uni t 9a
through the Internet 10 froman antenna. 5 The IC nodule 42 has identical

functiong tyddhg-iifeghodule 3a in the IC card 3 described above for the
point that it tranc%ers data with the connunications processor 43 of the

b2, communt cat| A0 ARY £ St mdli e ' Un B SSRGSV U T e

' FIG. 2 is a functional block diagrgm of an IC card.B.

As shown in FIG. 2, the IC card 3 has a iC
(integrated circuit) module 3a having a memory 50 and a

10  CPU 51.

The memo;y 50, as shown in FIG. 3, hasra memory area
55 1 which a credit card company or other service
business 15 1 uses, a memory area 55 2 which a service
buéiness 15 2 uses, and a memory area 55 3 which a

15 service business 15 3 uses.

The memory 50 stores key data used for.judging an
access right to the memory area 55 1, key data used for
judging an access right to the memory area 55 2, and key
data used for judging an access right to the memory area

20 55 3. The key data are used for mutual authentication and
data encryption and decryption.

.The memory 50 also stores identification data of the
IC'cérd 3 or IC card 3 user.

The mobile communigations device 41 has =z

25 communications processor 43 for communicating with an ASP




10 device 41 is perforned in the sane way as processing uihgg tﬂﬁmlc card
3, and processing using the IC nodule 42 is perforned in .gh. way as
processing using the IC nodule 3a, so in the fol | ow ng description, .
processing using the IC card 3 and IC nodule 3a is illustrated. 15 Bel ow,
the SAM units 9a, 9b wll be describedlbn- detail. The SAMunits 9a, 9b, as
descri bed above, have external nenories 7 (nenory nmeans of present

i nvention) SNSRI s &hanr) nrdarerkoranst et Intrmnrt o) . 20
Here, the SAM npbdule 8 may be realized as a sem conductor circuit and may
be realized 3 &b dfpacdtulse 4oladilwy o s fidy deftaciwicth the n a housi ng.
[ Sof tware Configuration of SAM Mddule 8] The SAM nodul e 8 has a software
confi gur at i GrerasIni2E tsloowen drodesGort. 4P dvkt clon2Q0f catlds Wistis hawn sxad Fl G
4, the SAM nodule 8 has, in order fromthe |lower |ayer to upper |ayer, a

har dwar e HMirdfterga thrdugrerHeayeitd aerdrdm Gl @ieARES kernels
corresponding to the peripheral HW a |ower handler layer 5 for processing

in logically groupgd rdnindsiuia Rizghels RanRdle 1l BBl GrQHPINY dpgsther

application specific libraries etc., and an AP layer. Here, 1n the AP

L?ygpéstez? Wdl%atsjao'}_np'f?l%r s d%l:z):dl’B ciﬁe‘lzfczl:‘ibaerc]fj a%%v?é (facpzp léhceatlgoc}.%tp rograns
) that it transfers data with the communications processor
43 of the mobile communications device 41.
Note that processing using the mobile communications
10 device 41 is performed in the same way as processing
using the IC card 3, and processing using the IC module
42 is performéd in the saﬁe way as processi;g using the
IC.module 3a, so in the following description, pgocessing
using the IC card 3 and IC module 3a is illustrated.
15 Below, the SAM units 9a, 9b will be described in
detail;

The SAM units %a, 9b, as described above, have
external memories 7 {(memory ﬁeans of present invention)
and SAM modules 8 (processing means of present invention).

20 Here, the SAM module 8 may be.realized as a
semiconductor circuit and may be realized as an apparatus
holding a plurality of circuits in a housing.

[Software Configuration of SAM Module 8]

The SAM module B has a software configuration as

25 shown in FIG. 4.




10 invention) defining procedures for use of the IC card 3 hg%gaﬁﬁpcredlt
card conpany or other service businesses 151, 152, and 15% "1h FIG 1
are read out from the external nenory 7 and operated. Each application
program can be set with one or nore 15 nacro scripts. In the AP |ayer,
firewalls FWare provided anong the -appl +cation progranms AP, AP 2, and AP
3 and with the higher handler |ayer. [External Menory 7] 20 FIG 5 is a
view for expl ai nifg S9tEhory Bt®a ‘bff thee SAMteedisle RS, 7An Arddown in
FIG 5, the menory area of the external nenory 7 includes an AP nenory
area 220_1 dixan rthe Heovwerpplaystt i on ypoer dmyd - la diatdieserii cayersi ness
151, an 25 AP nenory area 2202 storing the application programAP -2 2
March 2006 -a Hiiwedr tleyaer (O el st neisscthili n @RASS nesiiel ar ea 2203
storing the application program AP -3 of the service business 153, and an

AP managene o rR{BYOnEITRR 22 Ithes @b r iphS-AMNAHETa Afoddle mAMIMIW 8,508, 5

Here, the application prograns stored in the ‘ext er nal menory 7 in the SAM

nit 93 SOr IRspaNbdddiin AR SALLPTLEANATHs L he JRLARENL | nvent [ on.

and application prograns stored iIn the ‘ext menor t he SAM unit
.9b COfreSpO%@%&féf“Tayélf&%%u§¥%d ogether application specific

libraries etc., and an AP layer.

‘Here, in the AP layer, the application programs'AB_l,

AP _2, and AP 3 (application programs of preéent

10  invention) defining procedures for use of the IC card 3
by the credit card company or other service businesses
15 1, 15 2, and 15 3 sﬂown in FIG. 1 are read put from
the external memory 7 and operated.

Each application program can be set with one or more

15 macro scripts.

In the AP layer, firewalls FW are provided among the
application programs AP 1, AP 2, and AP 3 and with the
higher handler layer.

[External Memory 7]

20 FIG. b is a view for explaining a memory area of the
extérnal memdry 7.

As shown in FIG. 5, the memory area of the external

‘memory 7 includes an AP memory area 220 _1 storing the

‘application program AP_1 of the service business 15 1, an

25 AP memory area 220 2 storing the application program AP 2




10 prograns of the present invention The application progriS%QP-éﬂﬁ}ored in
the AP nenory area 2201 is conprised of a plurality of appfi ?ﬁ el enent
~data APE (data nodul es of present invention). Access to the AP nenory area
2201 iis limted by the 15 firewall FW1. The application program AP-2
stored in the AP nenory area 2202 is-cafipri sed of a plurality of ‘
application el ement data APE (data nodul es of present invention). Access
to the AP nedoriharerobep husiness elb Y, tde AROnemeTyY eiead 22023 The
application program AP -3 stored in the AP nenory area 2203 is conprised
of a plural igsSewinappie cpplonca el emamtogieam PE3 (dfit chaoskitescof present
invention). Access to the AP nenory area 2203 is limted by the 25

firewal | FWiisihdde cib 2006nd fh AR hdeagemsentmanded fesd 23 haused
application elenment data APE is, for exanple, a mninmumunit downl oaded

from outsidg of ddieadM i thdsA dduextegmal nmenory 7. The nunber of
the application el enent data APE form ng each 5 application program can be

D ogr arms AP 1 AR S and AT ST e o e e e o e A0 ca e
_ scranbl ed. E]-&yerq{ael rrge'?f?ocrrj,?rq)liend é’ﬂ]eerkgb?%dm{@t&a tchc?rrSeAsl\éoq'chguil,oe tB:L'rst
application programs of the present invention, and
application programs stored in the éxterna; memory 7 in
the SAM unit 9b corresponds to second application
10 programs of the present invention
The application program AP 1 stored in the AP memory
area 220 1 is comprised of a plurality of application
element data APE (data modules of present invention).
Access to the AP memory area 220 1 is limited by the
15 firewall FW_1. |
The application program AP 2 stored in the AP memory
area 220 2 is comprised of a.plurality of application
element data APE ({data modulés of present invention}.
Access to the AP memory area 220 2 is limited by the
20  firewall FW_2.
The application program AP 3 Stored in the AP mémory
area 220 _3 is comprised of a plurality of application .
element data APE (data modules of present invention).‘

Access to the AP memory area 220 3 is limited by the

25 firewall W 3.




10 The application prograns AP 1, AP 2, and AP -3 are re @i %H%%Gthe
servi ce businesses 151, 152, and 153 wusing, for exanple %

conputers 161, 162, and 163 shown in FIG 1 and are downl oaded to the
external -~ nenory 7 via the SAM nodul e 8. 15 Bel ow, the application prograns
AP 1, AP 2, and AP -3 will be describeg in detail. There are one or nore
application prograns in a SAM for each service business. First, an

appl i cati on progriamthR ginassnt rembaslizgendxt dihvealanrdrioat ibrofedmer8AM uni t
9a (SAM A) shown in FIG 1 will be explained. FIG 6 is a view for _
expl ai ni ng aatap@BECdts ,0f oxpreogingiheAP =6 tnbiraithuin urhie: eddverinadda®entyam 7 of
the SAM unit 9a (SAM A) shown in FIG 1. 25 As shown in FIG 6, the

appl i cati on qutegrRMAP thas sAMAITGHR 2060 the d:d@ddil ¢aintR, dat apfP- 1 D for
identifying the application program AP, data APP VER for indicating the

version of LHeAPRA Gald U AHAHEB cgléﬂ%ql@%@wféarm}& LRE NUM for

‘indicating the nunber of thé appllcatlon 5 el enent data APE i'ncluded in the

appl | cat}on JAuCaR oo 80l a0 19tA ARE JR.Of a0 or, e appl i cator

el enent data I'nc "he app 9 catio prog ran1 ata APE_TAG
permt data PT, option data OPT, and .entity APE PL of the application
el errent datg A‘IS‘E onaing service usiness.

The application programs AP_1, AP 2, and AP;B stored
in the external memory 7 are scrambled. They are
descrambled when read into the SAM module 8.

10 The application programs AP 1, AP 2, and AP_3 are
prepared by the service businesses 15 1, 15f2, and 15 3
using, for example, personal computers 16 1, 16 2, and
16 3 shown in FIG. 1 and are downloaded to the external
memory 7 via the SAM module 8.

15 Below, the application programs AP 1, AP 2, and AP 3
will be described in detail.

There are one or more application programs in a SAM
for each service business.

First, an application program AP stored in the

20 -external memory 7 of the SAM unit 8a (SAM A) shown in FIG.
1l will be explained.

FIG. 6 is a view for explaining an application
program AP stored in the external memory 7 of the SAM

unit %a (SAM A) shown in FIG. 1.

25 As shown in FIG. 6, the application program AP has




10 Note that the tag data APE TAG the permt data PT, %elbg@tlon dat a
OPT shown in FIG 6 and FIG 7 correspond to first nanage g
according to the present invention. The identification data AP IDis
determned so that 15 it is different for every service business. The tag
data APE TAGis an identification tag eb the -application elenent data APE
whi ch a service business can set and is determned so that it can be
unanbi guous | yderstEdsidd wigbramata tA2_Hppféx at demt pfpimansh@PapRli ¢dat F1G. 6,
the entities of the application elenent data APE corresponding to the
three APE | rsduum [P, hidtehizRp MERQFéhe idiga tept the caétoioslasa APE | D
stored in the application program AP are transferred, as described |ater,

fromthe SAMH&IdpAh =AM B)piytde Wﬁécl&k[% &@enéé‘e@M Agsbown in FIG 1.
2 March 2006 - 20 That is, the entities of ese three appllcatlon

el ement dat apAPl Sl AM uni t 9a.
R s Rt oﬁxﬁ%ﬁﬁ%@ %%gmt L SETREY dpfficdbfonp Lt 28

f
shown 11sF @1cliend B OLHB ARG AP H0E o O0TDel, 0 “nut%?a%’%é of the

aut hent i cat i on keys, presence

f AM A, | i ion el nt data APE of
tmjhguﬁljt 3;} her&enﬁ:atél%natﬁ%/n doataI r]‘APES ID of acPrP g]?tmgre eapegf:}.catlon

element data APE included in the application program, tag
data APE_TAG, permit data PT, option data OPT, and entity
APE_PL of the application element data APE.

.10 - Note that the tag data APE_TAG, the permit data PT,
and the option data OPT shown in FIG. 6 anq FIG. 7
correspond to first maﬁagement data according to the
present invention.

The identification data AP_ID is determined so that

15 it is different for every service business.

The tag data APE TAG is an identification tag of the
application element data APE which a service business can
set and is determined so thét it can be unambiguously
specified among the application programs AP,

20 In FIG. 6, the entities of the applicatipn element
data APE corresponding to the three APE ID shown by
hatching among the four identification data APE ID stored
in the application program AP are transferred, as
described later, from tﬂe SAM unit 9b (SAM B) to the SAM

25 unit %a (SAM A) shown in FIG. 1.




10 authentication key of the SAM A, instance of the nutual &fmhhfdbtéi cation
key of the SAM B, application elenent data APE of the m.lt%l arc

aut hentication key of the SAM B, and access right data PVBD. Here, the
presence of nutual authentication, the 15 instance of mnutual '

aut hentication of the SAM B, and the- aPptication el enent data APE of the
~nmutual authentication . key of the SAM B shown by hatching in FIG 7A are
present in the SARUtE, SPGB bl NPt thepR APt  SAM uni t
9b. 20 FIG 7B is a view for explaining the option data OPT shown in FIG
6. As shown §iemand: deta tARE gin it duities ORI sthe esxtemnalsmgndrnf7 tdie SAM
B, identification data AP ID(B) of the application programstored in the
SAM B, and ftitey SPaf a5 RCF. 2 March 2006 - 21 The flag data PCF has a
first flag for indicating whether the application el enment data APE exi st
inside or outsidTof ThelSAMuvikid S @xsecoichd | @ fEgemingi eotd ner

whet her the application elenent data APE of the 5 application program are

to be discl eardnt art hergpubdic or not, and a third flag for indicating
whet her they are to be used tenporarily or stored (used permanently) when

discl osed (0 the QUigidl I FA8 SHATRHE AR { hFCpdBad Ned i TSt f1ag

number of mutual authentication keys, presence of mutual‘
authentication, inétance of the mutual authentication key
of the SAM A, application element data APE of the mutual
10 authenticafion key of the.SAMQA, instance of the mutual
authentiéation key of the SAM B, application element data
APE of the mutual authentication key of the"SAM_B, and
access right data PMSD.
Here, the presence of mutual authentication, the
15 instance of mutual authentication of the SAM B, and the
application element data APE of the mutual authentication
key of the SAM B shown by hatching in FIG. 7A are present
in the SAM unit 9b and are dbtained-by transfer from the
SAM unit 9b.
20 FIG. 7B is a view for explaining the optien data OPT
shown in FIG. 6.
As shown in FIG. 7B, the option data OPT stores the
SAM_ID of the SAM B, identification data AP ID(B) of the
application program stored in the SAM B, and flag data

25 PCF.




10 indicates "outside", and the second and third fl ags are g@t yet .
The permt data PT or the option data OPT, for exanple, IU 59 for
authenticating the legitinmacy of the party able to set settlng data in the
applicatiron 15 program A. P. Based on the data, the SAM nodul e Ba j udges
whet her or -not to permt the setting-of2ithe setting data. Further, in the
present enbodinent, ports for use by the application programs are defl ned.
The right for useTheffl®@ JoFa SPEEfhaedabiirnt Hbati fori bhdpratings, 20
applications, etc. are defined. as nmanagenent data. Based on the nmanagenent
data, the SANhebihes Hze Sppletativmeeléhmentiodesa cAPEIsexDétt hes pdetsrdefi ned
for the application prograns. Next, the application programs AP stored in
the 25 extersatsi@snsy ThefsimeunSAM el ta et SAM Blaghown imafe&iindgMarch
2006 22 1 will be described. FIG 8 is a view for explaining an

appl i cati on s OgEAMKEP éﬁgif@at{bﬁ he1 EXLRE NG t EABE Yo Ofethe SAM unit 9b
(SAM B) shown in FIG shown in FIG 8, the application program AP has

dent 111 2at i, (ot A8 L4 ok ol 4159 4hecooplhcasi on. nnogram 4P, data

APP VER for indicating the ersion o e app I cation program(or package

thereof ), datg, APEMM for i ne ating 1 e, nbrber of Lhe applicatiop,

be used temporarily or stored (used permanently)‘whén
disclosed to the outside.

In the example shown in FIG. 7B, the first flag

10  indicates “outéide”; and the second and third flags are
not set vyet.

‘The permit data PT or the option data OPT, for
example, store data for authenticating the legitimacy of
the party able to set setting data in the application

i5 program AP, Based on the data, the SAM module Ba judges

whether or not to permit the setting of the setting data.

Further, in the present embodiment, ports for use by

the applicatibn programs are defined. The right for use

of the ports defined by the application programs,

20 .applications, etce. are defined as management data. Based
on the management data, the SAM units %a, %b determine
the‘modes of use of the ports defined for the application
programs.

Next, the application programs AP stored in the

25 external memory 7 of the SAM unit %b (saM B) shown in FIG.




10 el ement data APE included in the application program kg?nti%& ation
data APE I D of one or nore application elenents data APE Tt he
application program tag data APE TAG pernt data PT, option data OPT,
and the entity APE PL of the application el enent data APE. 15 Note that
the tag data APE TAG the permt data BE, - and the option data OPT shown in
FIG 8 and FIG 9 correspond to second managenent data according to the
present invehtvbhl hrdeseribed. FIG 8, the entities of the application 20
el ement data APE corresponding to the three APE | D shown by brackets anong
the four identifiEREi of Uata AREw| Dor ségpidining hen appbl taktbanpr ogr am AP
are utilized from the SAMunit 9a (SAMA) shown in FIG 1. These three

entities of phegenpl Avastored! Biethe dakterrdl ARENEXySY bp the exiernal
menory 7. of the SAMunit 9b. 2 March 2006 - 23 FIG 9A is a view for

expl ai ni ng taei peswi isatdy PIhowhom F#HgFl{5 6. As shown in FIG 9A the
permt data PT has the ™Tunber of nutual authentication keys, presence of

e e

SAM B, application enment” data AP
the SAM B, instance of the tua)LJE autnﬁgntigati%@ . of the SAM A,
appl i cation Je“?%’ﬁé’rfl%%tf’aon B At iR fiat et ?%aﬁl%naREJyl%‘?tJt% SAM
A and- program AP, data APP_VER for indicating the version of
the application program (or package thereof), data
APE NUM for indicating the number of the application_

10 element data APE included in the appiication program,
identification data APE ID of one or more application
elements data APE forming the ﬁpplication program, tag
data APE TAG, permit data PT,’option data OPT, and the
entity APE PL of the application element data APE.

.15 Note thgt the tag data APE TAG, the permit data PT,
and the option data OPT shown in FIG. 8 and FIG. 9
correspond to second management data according tQ the
present invention.

Moreover, in FIG. 8, the entities of the application

20 element data APE corresponding to the three APE ID shdwn
by brackets among the four identification data APE_Iﬁ
stored in the application program AP are utilized from
thé SAM unit 9a (SAM A) shown in FIG. 1.

These three entities of the application element data

25 APE exist in the external memory 7 of the SAM unit 9b.




10 the access right data PVSD. Here, the presence of nutuaipfut i cation,
the instance of the nutual authentication key of the SAM AV he '
application elenment data APE of the nutual authentication key of the SAM
-A shown by hatching in FIG 15 9A are obtained by transfer fromthe SAM
unit 9a. The access right data PMSD de@i3grates the node (read, wite, or
execute) for permtting access (use) from_outside of the application

el enent data APE FHf- t¥e ¥ach VIPE Sebreelainieg abpe i ke¥mbh drtryrBi AP.
The designation 20 nay be perforned by specifying a predeterm ned right.
FIG 9B is &haww frorFExpl@i ning the option data OPT shown in FIG 8. As
shown in FIG 9B, the option data OPT stores the SAMID of the SAM A,
identification datsa SARWID(IA) BIG arsA 25tlappbeori £ 0fa P 0BT amsteed in the
SAM A, and flag data 2 March 2006 - 24 PCF. In the flag data PCF, in the

exanpl e of Humb&B of hgutddT duinagti it afeyd NShiSsenddesapofchi | a9
indicates "open", and the third flag indicates "tenporary use". 5 Note

that thesappluygald oAl eent; fdatm APE A6 e Sht i&é@%%ww !
by setting encrypted packages by area. Below, the types (APE- f the
appl i cation ofelﬁ{grg}\lvﬂ_aé,a a%%ﬁivga{tl.iobne e eesrr?erriltbecgaita APE of the mutual
authentication key of the SAM B, instance of the mutual
authentication key of the SAM A, application element data
'APE of the mutual authentication key of the SAM A, and
10 the access right data PMSD.
Here, the presence of mutual authentiqation, the
instance of the mutual authentication key of the SAM A,
and the application element data APFE of the mutual
authentication kéy of the SAM A shown by hatching in FIG.
15 SA are obtained by transfer from the SAM unit 9%a,
The access right data PMSD designates the mode (read,
write, or execute) for permitting access (use) from
cutside of the application élement data APE for the each
‘APE stored in the application.program AP. The designation
© - 20 -may be performed by specifying a predetermined right.
FIG. 9B is a view for explaining the option data OPT
shown in FIG. 8.
As shown in FIG. 9B, the option data OPT stores the

SAM ID of the SAMAA, identification data AP ID(A) of an

25 application program stored in the SAM A, and flag data




10 FIG 10 is a view for explaining the types of the applhiftio (ﬁgenent
data APE. As shown in FIG 10,as the types (APE TYPE) of t m%%g? cation
el enent data APE, the AP resource key data K APR, card access key data (IC
area key data, |IC 15 degenerate key data, etc.), file system configuration
data, SAM nutual authentication key davd, -SAM key package key data, I1C
card operation macro conmand script program nenory partition key package,
menory parti¥$®n base key package, expansion issuance key package,

i ssuance key 20 package, area registration key package, area del etion key
package, service Iegthé¢rfitagnd&iey BIAFa, ianthseexampledefeFion 4By paekage
are stored as application elenent data APE. Bel ow, part of the types of

the applicatforsel £n@gtin@bosods VWA MW tRe FE&eod@ M Al beadeseskbed in
detail. 2 March 2006 25 AP resource key data K - APR The AP resource key

data K - APR ¥gpaised f5d abhe R Yt £ 00y Keyai O rubene satting, thee2ppl i cation
el enment data APE. Different key data K -APR is allocated Tor every 5 AP

t t th i i : P car c data The
Car hooios ke 289K PO EIEL BN A0k oATE: cn P 0°838 LY

~card access key data is or a rea ifon of data

with rESDECtsECQrég'eirEret éyext:SeorI*llarEL trrrl]gmclnrcy C'?r]gy SSea'QgixggeeILgrynSggclie 42.

packages by area.
Below, the types (APE TYPE) of the application
‘element data APE will be described.
10 FIG. 10 is a view for explaining the types of the
application element data APE.
As shown in FIG. 10,as the types (APE TYPE) of the
application element data APE, the AP resource key data
K APR, card access key data (IC area key data, IC
15 degenerate key data, etc.), file system configuration
data, SaAM mutual authentication key data, SAM key package
key data, IC card operation macro command script_program,
memory partition key packagé, memory partition base key
package, expansion issuance key package, issuance key
20 -package, area registration key package, area deletion key
package, service_registration key data, and service
deletion key package are stored as application element
data APE.
Below, part of the types of the application element

25 data APE shown in FIG. 10 will be described in detail.




10 The card access key data includes, for exanple, IC Car?&&%&{ﬁﬂ%key
data, IC card area key data,., I1C card service key data, -
degenerate key data, etc. Here, the IC card degenerate key data is key data
generated by encrypting using the IC card system key data 15 and nenory
area managenent key data of .the nenory250-and is used for nutua

aut hentication. Further, even the key data referred to by an IC card
operation macro comRmntesorge Keogi=sm il APrl uded in  application el enent
data APE of the same type as the card 20 access key data. File system

configuration datehdasitésSySteMEPHd GrRIASE datdsad heLesare, for
exanpl e, log data, negative data, and jourral data. The log data is, for

~exampl e datgn gy dirdiispiaodlindgy ysealq s 3Rl cation, el egpnt, data

APE, the negative 2 March 2006 - dat a or ‘exanple, infornmaiion on

the invalidi of Ccard nd the ]qur data is, for exanple, the
history of e(é(aye%aut%%‘ a[%l%f? té%ery e@%%ﬁg?‘{}i?% ¥5 Iaglfs%al%?ﬁ{ c%‘?ﬁi J (2 i on,
the type_ 5 the file access (record key designation, sort, ring) is

sel ect ed® | PcdHEDit] 1R7e PRRYL C3HPT RIeent Aata 4RE total nunber of

records, record signature version, record signature nethod type, record
data size, and refenrd sicpestsukevkelatar e set. Further, whether to

The card access key data is key data used for a
read/write operation of data with respect to the memory
50 in the IC card 3 and the IC module 42,

10 The card access key data includes, for example, IC
card system key data, IC card area key data, IC card
service key data, IC card degenerate key data, etc.

Here, the IC card degenerate key data is key data
generated by encrypting using tﬁe IC card system key data

15 and memory area management key datg of the memory 50 and
is used for mutual authentication.

Further, even the key data referred to by én IC card
operation macro command script program is included in
application element data APE of the same type as the card

20.'access key data.

¢ File system cénfiguration data

As file system configuration data, there are, for
exémple, log data, negative data, and journal data.

The log data is, for example, data of the history of

25 use of the application element data APE, the negative




10 validate the signature when witing data to the file S%Men}})%o%mthe
outside is designated. Here, the "record" is the nini mum ufirt™f ' _
witing/reading with respect to file data. SAM nutual authentication key
data 15 This is also used for nmutual authentication anong APs in the sane
SAM The SAM mut ual authentication key2data is key data wused in accessing
cor r espondi nc?%aé)pj ication elenent data APE from another AP in the sane SAM
or from anotfrt® Sifu £2p expipiey bakREmetieR comhEhesM kalightkag® alata is
encryption key data used when exchangi ng card access key data and ot her
data after t¢Rtd arm@nthe aidwrmnahotmt SAM, £ esanpbeer tbhéon nacro
command script program 25 The | C card operation macro comrand scri pt
program 2 Mricht20060R2 7exéecuigemerat ed daMa servi ce business itself and
describes the order of processing relating to the I1C card 3 and transfer

with the ASP ser\esr appaigiels (9. fihe dvz€ah hoPRi@td OTCMBCER: nd
script programis set in the SAM5 unit 9a, then analyzed I n the SAM nodul e

8 to generatgr de ©Oord eshangdi n&é&g@r}ggf@égjyg@épodn K&yrgenp{ I%)oarti tion

package The key nenory partition package is data used to pafti n the
menory area icg stéleeéFéH:” yInOchEJée oef(ttq{enarl'ecord key, the record size,

the total number of records, record signature version,
record signature method type, record data size, and
record signature key are set. Further, whether to
10 validate the signature when writing data to the file
system from the ocutside is designated. Here, the "record"
is the minimum unit for writing/reading wit£ respact to
file data.
e SAM mutual authentication key data
15 This is also used for mutual authentication among
APs in the same SaM.
The SAM mutual authentication key data is key data
used in accessing corresponding application element data
APE from another AP in the same SAM or from another SAM.
20 * SAM key package data
The SAM key package data is encryﬁtion key data used
when exchanging card access key data and other data after

mutual authentication among SaMs.

® IC card operation macro command script program

25 The IC card operation macro.command script program




10 menory 7 or IC card 3 before a service business starts %gmgﬁg&g%e a
service using the IC card 3. Area registration key packa ea
regi stration key package is data used to register an area in the nenory
area of the nenory of the 15 IC card 3 before a service business starts to
provide a service using the |IC card-327 Area del etion key package '
(internal generation) The area deletion key package is a package able to
be automati cat |ERRIeE Vi FH seOAME ronsthReds attestf kayd @@sdaihes Service
regi stration key package (internal generation) The service registration
key package ke derdexisell procesging erelabingpto cahé onC eb@rant shaia APE of
the external 25 nenory 7 before a service business starts to provide a 2

March 2006 -t@2hsfeerwide tisé gSP heete£asfp3rahe Bl Vike Teukstaati on key
package is a package able to be automatically generated in a SAM from card

access key dajdratiorSaiddes hfdn@ s Lo PASKkagearki 1 eral j geneL agign) The

service deletion key package is used to delete application elenent data

APE regi st enagh 4 'od heuifadt elaly @D Verle JAI8 mEAY1 S del 8§ Q0 Key Package

~1s a package able
the corresponding IC card entity data.

¢ Key memory partition package
The key memory partition package is data used to
partition the memory area of the memory of the external
10 memory 7 or IC card 3 before a service business starts to
provide a serYice using the IC card 3.
* Area registration key package
The area fegistration key package is data used to
register an area in the memory area of the memory of the
15 IC card 3 before a service business starts to provide a
service using the IC card 3.
* Area deletion key package (internal generation)
The area deletion key package is a package able to
be automatically generated in a SaM from.card access key
20 data.
¢ Service registration key package (internal
generation})
The service registration key package is data used to
register the application element data APE of the external

25 memory 7 before a service business starts to provide a




10 to be automatically generated in a SAM from card access #&hﬁl@%a' The
AP managenent nenory area 221 of the external nenory 7 shd G 5
stores AP nanagenent data for managi ng the above nentioned application
prograns. AP -1 to 15 AP 3. Access to the AP managenent nenory area 221 is
limted by a firewall FW4. [SAM noddl 288} The SAM nodul e 8 is connected to
ASP server 20 apparatuses 19a, 19b through an SCSI or Ethernet. The ASP
server apparsiig ce Yyssngthectiéd aandbuph the Internet 10 to a personal
conputer 5 of an end user and to a plurality of term nal apparatuses

i ncl udi ng t he perenalervioe uteryis thGilt i dib X eyanth dGyeofi d he Sathdgpe .
busi nesses 25 151, 152, and 153. . 2 March 2006 29 The personal conputer

5 is connectatiie ftor examomatilcaia vufghdnenedand 4 eagderd s tefrd through a
serial- interface or USB interface. The card reader/witer 4 realizes, for

exanpl e, w RlRss GRRMURItGAti on 5 corresponding to a physical level with
the ICcard 3 (IC nodule 42). Operation commands to the IC card 3 (IC

modute 42) - and LegpoNse PALKELS of 9Ty 18 St drethE1 S Aon)

The service deletion key package is used to delete
application element data APE registered in the external
memory 7.

The service deletion key package is a package able

10 to be automatically generated in a SAM from card access
key data.

The AP management memory area 221 of the external
memory 7 shown in FIG. 5 stores AP management data for
managing the above menticned application programs AP 1 to

15 AP 3.

Access to the AP management memory area 221 is
limited by a firewall FW 4.

[SAM module 8]

The SAM module 8 is connected to ASP server

20 apparatuses 1%a, 19b through an SCSI or Ethernet. The ASP
‘server apparatus 19 is connected through the Internet 10
to a personzl computer 5 of an end user and to a
plurality of terminal apparatuses includinglthe personal

computers 16_1, 16 2, and 16 3 of the service businesses

25 15 1, 15 2, and 15 3.




are generated and decrypted at the SAMunit 9a, 9b side. P&&T%?&j re, the
card reader/witer 4, the personal conputer 5, and the AS F ppar at us
19 interposed inbetd4ween only function to store and relay the content of

t he conmands and response in a data payload portion and are not involved
in actual operations in the IC card 3 286 such as data encryption and _
decryption, authentication, etc. The personal conputers 161, 162, and 163
can custonize tH&hemsysendbrepnogteanss AR Igonie@edndféP edample,

downl oading a |l ater described script programto the 20 SAMnodule B. FIG
11 i's a fundtd enaluni ockpeali @grdntraidear SAM ta®dl thfosfiown derfdG 1. As
shown in FIG 11, the SAM nodul e 8 has an ASPS conmmunication interface 60,

‘an external iITRBYHaRS GONUBHI Gotd Ok dd)! eF{ace Bl rdadils/ $61 0Pl £r 62, a
random 2 March 2006 30 nunber generator 63, an encryptor/decryptor 64, a

memory 65, ,angd & dPU 85 ;ﬁ%\/} TR & & T Sorfin Tets oof modul e. The
ASPS communi cation i nterfaeE:e 0 co lg?lt e ll%

rresponds to erface of the

Dy STt VS A TP 5 e RO P S R e
present mvc;nrétdu(ine. 42) . '

Cperation commands to the IC card 3 (IC module 42)
aﬁd response packets ffom the IC card 3 (IC module 42)
are generated and decrypted at the SAM unit %a, 9b side.

10 Therefore, the card reader/writer 4, the personal
computer 5, and the ASP server apparatus 19Linterposed
inbegween only function to store and relay the content of
the cgmmands and response in a data payload portion and
are not involved in actual operations in the IC card 3

15 such as data encryption and decryption, authenticafion,
etc.

The personal computers 16 1, 16 2, and lé 3 can
customize the application prégrams AP 1, AP 2, and AP 3
by downloading a later described script program to the

20 SAM module 8.

FIG. 11 is a functionél block diagram of a SAM
module 8 shown in FIG. 1.

As shown in FIG. 11, the S2M module 8 has an ASPS

communication interface 60, an external memory

© 25 communication interface 61, a bus scrambler 62, a random




The ASPS communication interface 60 is an interface 10 ussgdgr ta

i nput/output with the ASP server apparatuses 19a, 19b showni'in 1. The
external nmenory comunication interface 61 is an interface used for data

i nput/output with the external nmenory 7. 15 The bus scranbler 62 scranbl es
data for output and descranbles the-i Bfut data when inputting and

outputting dat.a via the exterpal nenory co nication interface 61. The
random nunbe‘?m@té%r%?’b?r%goﬁe%gr a?’ése?%%ﬂbﬁ?r kel f g7 memory

aut hentication. 20 _The encryptor/decryptor 64 encrypts data and decrypts
the encrypt #P da?8 FHePYebPry 65 stores tasks, prograns, and data used by
the CPU 66 as described later. The CPU 66 executes an | C card procedure -

managenent 25 t d&ke (5% medaben®nts dat ampeagerent madkle or ot her task. 2
March 2006 - 31 The CPU 66 perforns processing defined in the SAM wunits

9a, 9b based on dfes ASEH cammemndsatiot henGAMaAR: t60 QsrrSpaidk cantrol s
processing of the IC nodule 3a and the I C nodul e 42 based operation

commands sof e ilfEdrfmell of Sghd otded € GHF&hBiNd the hdmdRfdude 42 of the
mobi | e communi cati on device 41. The CPU 66 in the SAMunit 9d and the CPU
66 in the SAMANIdoril G PeflAP ALASISF GROTUNEGA | S)ePELYEEN
and the CPU 66 corresponds to a processing means of the
present invention.
The ASPS cémmunication interface 60 is an interface
10 used for data input/cutput with the ASP server
apparatuses 1%a, 1%b shown in FIG. 1.
The exﬁefnal memory communication interface 61 is an
interface used for data input/output with the external

memory 7.

15 - The bus scrambler 62 scrambles data for output and

descrambles the input data when inputting and outputting

data via the external memory communication interface 61.
Thé random number generétor 63 generates randoﬁ
numbers used for authentication.
20 The encryptor/decryptor 64 encrypts data and
| .decrypts.the encryptéd data.
The memory 65 stores tasks, programs, and data used
.by'the CPU 66 as described later.
The CPU 66 éxecutes an IC card procedure management

25 task (job management data management task) or other task.



the SAMunits 9a and 9b. 10 [Communi cation between SAMs] Bghow. a§shown in
FIG 12, a communications nethod when transferring application €elenment
data APE between the SAMunits 9a, 9b will be described. In the

conmmuni cations system 1, as described before, 15 when the SAM unit 9a and
"SAM unit 9b link to provide services ddinmg the IC card 3 and the | C nodul e
42, the SAM unitf 9a gﬁd' b trgnsfer t he apPIication el enent data APE
between them In TAFsCEAsEe PRECQERF RFPCesSipgedetined apphhat 884 20 19a,

t he server apparatus 19b, and the SAM unit 9b communi cate using the ASPS
communi cat i 01 1 e?? acBP PS8R oNm PReTREion 1commands Sy thet SA9aundbs For
exanple, as shown in FIG 13, an entity of degenerate key data (APE) is
stored in theapPizadi opnteslprpyeaees ARI®) ot thedIC modelexBaraad menory 7
of the SAM 2 March 2006 --32 wunit 9b. Wen the degenerate key data is
referred to thenmc tthedabpl 42 dba aad pspgrati M Apmsivdedof Nthderext er nal
menory 7 of the SAMunit 9a, the SAMunit 9b becones a discloser and the

SAM uni t s9a hetes3® 1kl erserc Safdrseka the PERhbgald oM ebement data APE
of the degenerate key data is transferred fromthe SAMunit 9b to the SAM
unit 9a. ThendyansfESmhdANSIL{sh asMLe! grent transfer
The CPU 66 in the SAM unit 9a and the CPU 66 in the
SAM unit 9b control data transfer (communication) between
the SAM units 9a and 9b.
10 | [Communication between SAMs]
Below, as shown in FIG. 12, a communications method
when transferring application element data APE between
ﬁhe S5AM units %a, 9b will be described.
In the communications system 1, as described before,
15 when the SAM unit %9a and SAM unit 9b link to p?ovide
servicés using the IC card 3 and the IC module 42, the
8AM units 9a and 9b transfer the application element data’
APE between them.
In this caée, the SAM unit %a, the server apparatus
20 19a, the server épparatus 1%b, and.the SAM unit 9b
communicate using the ASPS communication iﬁterface‘éo
shown in FIG. 11 of the SAM units 9a, %b.
For example, as shown in FIG. 13, an entity of

degenerate key data (APE) is stored in the application

25 program AP(B) stored in the external memory 7 of the SAM




command fromthe SAMunit 9a to 9b based on the set 10 COQ$Eﬂ%hQ6fpptfon
data OPT, flag data PCF, and access right data PMSD i n the™app |cé{|on
progranms AP(A), (B) of the SAMunits 9a and 9b and transmts a SAM el enent
transfer response fromthe SAMunit 9b to 9a in response. FIG 14 is a view
for explaining a SAM el ement 15 transBér —command SAVAPETC. As shown in

FIG 14, the  SAM el enent transfer conmand SAMAPETC has_identification data
AP ID of it<™bvn 9e'{tr el g%‘b‘?ﬁ%‘%fﬂ?k%ﬁbpqi?%ﬁ%nrﬁ%@?%ﬁnto from.
identification data AP ID of the other party's 20 (transferee of conmand)
appl i cat i on ProFRhIGHSGhJEOFHIADAEF 61) aStrredl inutemiteatidh key of the
transferee of a command, nunber of the application elenent data APE for
whi ch- t ransfsmdry reqestred SAMnbert ¢?a el BnergAMtini bl Hecomamgenent | D
for nutual authentication with 25 the transferee (nutual authentication

| D), and an & ddrader? G0fd -tH8 Sz turiibut ®s | hsdomds therapptignt i on el ement
APE (elenent attribute list). Here, the elenent attribute list has the

types of s the apphiraaidon alempipl idalei AR Adtk,St ABid g rdduties. 5 As

shown in FIG 15, the elenent attributes differ in the itens set according

to the type Qigdhe ARPWEAHAD & aEMs A A LR ARRS ER)Y {05 Wi ch
transfer is requested.
to the SAM unit 9%9a.
The transfer transmits a SAM element transfer
command from the SAM unit 9a to 9b based on the set
10 content of option data OPT, flag data PCF, and access

right data PMSD in the application programs AP{A), (B) of

the SAM units %a and %b and transmits a SAM element

transfer response from the SAM unit 9b to 9a in response.

FIG. 14 is a view for explaining a SAM element
15 transfer command SAMAPETC. |
As shown in FIG. 14, the S8AM element transfer
command SAMAPETC has identification data AP _ID of its own
(transferer of command) appiication‘program,
identification data AP _ID of the other pérty’s
20 (transferee of command) application program, instance
number of a mutual authentication key of the transferee
of a command, number of the application element data APE
for which transfer is requested {(number of element
attributes), management ID for mutual authentication with

25 the transferee {(mutual authentication ID), and an



For exanple, as shown in FIG 15, when the 10 application ata APE
to be transferred is area service key data, a systen1code?kﬁﬁaghgﬁlservice
code, and an elenment version are set as elenent attributes. FIG 16 is a
view for explaining a SAM el enent ,transfer response SAMAPETR 15 As shown
in FIG 16, the SAM el ement transfer- B&sponse SAMAPETR conpri ses _
identification data AP ID of its own (transferer of response) application
program i qEnti¥RRESE i G Ah W arriicaloionrelrient ARE r ebdrewle of
response) application program instance nunber of a 20 nutual

aut hent i cat i KEMeE kimtkransferee other party), the nunber of the
application elenent data APE to be transferred (nunber of el enent
attributes), mandimrenttHd elofmentt ust traithhentl icat itons Wid theed rensf eree of
a response (nutual authentication nmanagenent I1D), flag data 25 PCF, and

el ement | i stthe? AyiplcheaA006h -elldnerterd td hepel et disit hascihsutyde of the
application elenent data APE (APE TYPE), elenent attribute size, elenent

attributes, and end idnewaf ﬂmm@ppﬂﬂ,ca;ﬂé_)rgﬂmta@@i%&% éift“éeltshom in
Ing to

FIG 15, .the elenment attributes differ in itens set accor he type
g;a;gfe?pggHgﬁgaﬁpﬁﬁ%%ﬁ%?ﬂ%tgﬁ%%gﬁﬁﬁﬁéﬁﬁgtlégpyﬁé)o éﬁglgﬂg¥&c£¥¥on
- element data APE (APE_TYEP) for which transfer is
requested.
For example, as shown in FIG. 15, when ﬁhe
10 application element data APE to be transferred is area
servrce key data, a system code, an area/service code,
and an element version are set as element attributes.
FIG. 16 is a view for explaining a SAM element
‘transfer response SAMAPETR.
15 As shown in FIG. 16, the SAM element transfer:
response SAMAPETR comprises identification data AP_ID of
its own (transferer of response) application program, .
idenrification data AP ID of another party’s (transferee
of response) application program, instance number of a
20 -mutual authentication key of the transferee other party),
.the number of the application element data APE to be
transferred (number of element attributes), managémeﬁt ID
of ‘'mutual authentication with the transferee of a

- response (mutual authentication management ID), flag data

25 PCF, and element list.




“application el ement data APE to be returned is 10 area/ser¥5%§]¥ﬁM)data,
area key data and service key data are set as elenent attri Utes 6Transfer
between the SAM units 9a and 9b using the above SAM el enent transfer
command/ response is performed after nutual authentication between the SAM
units 9a and is 9b. FIG 17 is a viewdflor explaining the routine of

mut ual authentication between the SAMunits 9a and 9b. Step ST201: The CPU .
66 of the SAM nodif%ee T tHkSRANF uht € PRDitheotyrr ¢Eikh®er generates an
aut henti cation command AUTH C storing a SAMID of the SAMunit 9b, AP ID
of an appl i BRI} pdemehe datardE (APE pBYRE) D ofend¢rt AP to be used,
APE I D of the application elenent data APE of the nutual authentication
key of the SAMubUtDagis, embengt ontmetihotes arhd asdiontnusberhdRA
generated by the 2 March 2006 - 35 SAMunit 9a encrypting using nutual

aut hent i cat iappkisyatidai seJAinerB: clatdenBAM unit 9b. The CPU 66 sends the
aut hentication command AUTH C to the SAMunit 9b via the server

appar at uges 19a, AdshdadStap Big 202, Thee Bldkbh ofa tHeiiiM gt €8 in the
SAM unit 9b of the side providing the APE decrypts the authentication
command AUT'i-nGitfét‘c\SEiéléﬂg a?écéﬁcﬁ&gs-r@cplt}@'%é r}?f na’pié'agpplication

| element data APE (APE_TYEP) to be returned.

For example, as shown in FIG. 15, when the
application element data APE to be returned is

10 .area/service key data, arearkey data and service key data
are set as element attributes.

Transfer between the SAM units 9a and 9b using the
above SAM element‘transfer command/response is performed
after mutual authentication between'gﬁe SAM units %a and

15  9b.

FIG. 17 is a view for explaining the routine Sfr
mutual authentication between the SAM units 9a aﬁd Sb.

Step ST201:

The CPU 66 of the SAM module 8 in the SAM unit Qa of

20 the referrer generates an authentication command AUTH _Cl
storing a SAM ID of the SAM unit 9, AP_ID of an
application program to be referred to, port ID of the AP
tO'be used, APE_ID of the application element data APE of

the mutual authentication key of the SAM unit 9a,

- 25 encryption method, and random number RA generated by the




aut hentication key data AK -B to generate an 10 aut henti caﬁmarrlcrmonse
AUTH R1 storing the data obtained by said decryption and a random nunber RB
generated by the SAMunit 9b encrypted using the nmutual authentication
~key data AKA of the SAMunit 9a. The CPU 66 sends the authentication
response AUTH R1 to the SAMunit 9a wi 8515 the server apparatuses 19b, 19a.
~Step ST203: The CPU 66 of the SAM nodule 8 in the SAMunit 9a decrypts the
aut henti cat i r&hbnde FRAFVREIRGEFIRY Bytual eputyondl eathen t FeY nut ual |
aut henti cati on key data AKA, 20 judges whether a random nunber RA obt ai ned
by sai d decrdtad T hehe s mmiipbYe . REhgeBRY af@dsendstepe ST201 nat ch,
and, if judging they match, generates an authentication conmand AUTH C2
storing the agridentieabesn Bieanod VAIER S| g the AN uahi Budhent a celtéon key
data 25 AK B. The CPU 66 sends the authentication command AUTH C2 2 March
2006 - 36 tseiher SHdpawdtudds Viga [ heolserver Step ST 204: apparatuses 19a,
19b. The CPU 66 of the SAM nodule 8 in the SAMunit 9b decrypts the

aut henti gati on C@E%glcggﬁlﬂ@pz received at 5 step ST203 using the nutual
aut henti cati on key data AK B, judges whether a random nunber RB obt ai ned

by said decryptig(y ity tée JANGOMN SRl B ggnsl ated @by sSSP op of
ﬁhe side providing the APE decrypts the authentication
command AUTH Cl received at step ST201 using the mutual
authentication key data AK B to generate an
10 authentication response AUTH Rl storing the data obtained
by said decryption and a random number RB generated by
the SAM unit 9b encrypted using the mutual authentication

key data AK A of the SAM unit 9a. The CPU 66 sends the

authentication response AUTH R1 to the SAM unit 9a via

15 the server apparatuses 18b, 19a.

Step 8T203:

The CPU 66 of the SAM module 8 in the SAM unit 9a -
decrypts the authenticationlresponse AUTH Rl received at
step ST202 using the mutual auﬁhentieation key data AK A,

20  judges whether a randem number RA obtained by said
decryption and the random number RA generated at step
8T201 match, and, if judging they match, generates an
authentication command AUTH C2 storing the random number
RB encrypted using the mutual authentication key data

25 AK B. The CPU 66 sends the authentication command AUTH C2



ST202 match, and, when judging that they match, stores a gwe{{[uall1
aut henti cati on managenent | D and generates an 10 authentic o} ?%Osﬁponse
AUTH R2. The CPU 66 sends the authentication response AUTH R2 to the SAM
unit 9a via the server apparatuses 19a, 19b. Due to this, mnutual '

aut henti cati on between the SAM units 98 and 9b is conpleted. 15 Note that
“when the SAM units 9a and 9b have already finished the nutual

aut henti cat ileh el $4¢ wekslhiYn vi= e apdredehppdtatusde 19ansidissi on of
the authentication command AUTH C at step ST201, step ST202 and step
ST203 may be om3teyd @Md2ahe aut hentication response AUTH R2 20 sent at
step ST204. That is, if the SAMunits 9a, 9b manage mutual authentication

in units of mutuathauwmerdd ot i€ keam dadduiangl £ sessi M ignestabl i shed,
t he mutual authentication procedures can be omtted. Here, the judgnent

about 25 wheideryseasd ol difertl i Gatho Saild il st hip e Feduested e March

2006 - 37 processing using correspondi ng nutual authentication key data is

DLy oo fip b MR S S LR M N REREES. g
9b will 5 he Cggepl ai et[q] usi ngralflld%m 1n8ume|rGRBl8013| s a view for expl ai ning an
exanple of tH e tained by said

decryptlon and the random number RB generated at step

ST202 match, and, when judging that they match, stores a

mutual authentication management ID and generates an

10 authentication response AUTH R2. The CPU 66 sends the
authenticatioq response AUTH R2 to the SAM unit 9a via
the server apparatuses 19%a, 19b.

Due to this, mutual authentication between the SAM
units 9a and 9b is completed.

15 Note that when the SAM units 9a and 9b have alreédy
finished the mutual authentication and the session is
established, after the transmission of the authentication
command AUTH Cl at step ST261, step ST202 and step ST203
may be omitted and the authentication response AUTH R2

éo sent at step ST204.

That is, if the SAM units Qa, Sb manage mutual
authentication in units of mutual authentication key data
and a session is established, the mutual authentication

procedures can be omitted. Here, the judgment about

25 whether a session is already established for a requested




Step ST221: The server apparatus 19b confirnms whet her deg$§§égge(x%0 key
data is already set (updated) in the SAMunit 9b. Step S : hr%e server
apparatus 19b notifies the server apparatus 19a that the degenerate key
data is already set in the SAMunit 9b. That is, it notifies a referrer
that 15 application elenment data APE-t87be transferred is already prepared
in the SAMunit 9b. Step ST223: The server apparatus 19a changes an

i nternal st dPECCRADHY WFLRACELBBORAIRGMEERR LnRE tbgnEbcat kplekep .
enabl i ng |inkage anong SAMs. Step ST224: The server apparatus 19a requests
processi ng UditRy i3 Heer>umed 3t (2 OCawdesbed2)SAY thit SBM uni FIGa. 15 ep
ST225: 25 The CPU 66 in the SAMunit 9a perforns processing 2 March 2006 -
38 based on sai Bekboguesin &xammbe tdf @pecessongforf tradrgeaerare key data
of the application elenent data APE present in the SAMunit 9b is required

and, furtherdeddrerdiagansy Lk e twed®t tis eSRAtuh Dts hez SV UBLt PRy the
CPU 5 66 perfornms nutual authentication described using FIG 17 wth the
SAM uni t s9b Ko sginbidad RsSRsshRS. Shep ST226:
| FIG. 18 is a view for explaining an example of this
operation.
Step ST221:
The server apparatus 19b confirms whetﬁer degenerate
16 key data is already set (updated) in the SAM unit Sb.

Step ST222:

The server apparatus 19b notifies the server
apparatus 19a that the degeneraté key data is already set
in the S8AM unit 9b. That is, it ﬁotifies a referrer that

15 application element data APE to be transferred is already
preparéd in the SaM unit 9b.

Step 8T223:

The server apparatus 1§a changes an internal state
{mode) of the CPU 66 of the 8AM unit %a to a mode

20 enabling linkage among.SAMs.

Step ST224;

The server apparatus 19a requests processing using
the IC card 3 (IC module 42) to the SAM unit %a.

. Step ST225:

25 The CPU 66 in the SAM unit %a performs processing




The CPU 66 in the SAM unit 9a sends the SAMunit 9a a reqzﬁ,étmf 062
transfer of the degenerate key data 10 ( SAMAPETC shown in }i% Step
ST227: The CPU 66 in the SAMunit 9b generates a SAM el enent transfer
response (SAMAPETR) shown in FIG 16 storing application elenment data APE
of the designated 15 degenerate key data3Bn-accordance with the transfer

request and s S to the SAMunit 9a. Step ST228: The CPU 66 in
the SAM unit 9a tee&r rrh?%na o sl rring 4 ‘?ﬁﬁgj%‘-’t“s"t%p 97225 and

“perforns processi ng 20 cgﬁr]lecerni ng the IC card 3 (IC nodule 42) using the
degenerate ke r% & BY PR leddia apribdgatticn mlenarngiagra Adaponse.
Next, an exanple of realization of operations to generate and partition a
menory partit iRGRE;E gdcKdge 8226 whHdwbh nsFlr@qulitrdly oahymMiraaidon thes ween
the SAMunits 2 March 2006 - 39 9a and 9b. In this exanple, for instance,
a nenory nanag@denegsdienkeguti s he thpmsendy as tdfe MBRIDES igy thed @mard 3
and the | C nodule 42 and perform ng other operations uses s the SAM unit

9b, mh!le a nﬁﬁngﬁﬁdﬁquMMﬂdﬁﬁ'dﬁ%ﬁ%dﬂ%%at@@%'&Eéﬁf%%ed*ﬂgin&ly%dvﬂﬁyy
partition package is generated
with the SAM unit 9b to establish a session. '
Step ST226:
The CPU 66 in the SAM unit 9a sends the SAM unit 9a
a request for a transfer of the degenerate key data
10 (SAMAPETC shown in FIG. 18).
Step ST227{
The CPU 66 in the SAM unit 9b generaées a SAM
element transfer response (SAMAPETR) shown in FIG. 16
storing application element data APE of the designated
15 degenerate key data in accordance with the transfer
requést and sends the same to the SAM unit 9%a.
Step ST228:
The CPU 66 in the SAM.unit 9a terminates the session
established at step ST225 and performs processing
20. concerning the IC card 2 (IC module 42) uéing the
degenerate key data stored in the received SAM elément
transfer response,.
Next, an example of realizaﬁion of operations to
genefate and partition a memofy'partition key package

25 shown in FIG. 10 by communication between the SaM units




based on a nmenory partition base package. The nmenory parti&h%#d??@ﬁ;package
.1s generated by 10 the SAMunit 9a at the manager. side, While € nmenory
partition package is generated at the-SAdM uwnit 9b at the nenory area
provi der side. Therefore, when the SAM unit 9b generates a nmenory -
partition pacRagendi Pbis necessary to obtain a menory 15 partition base
package fromthe SAMunit 9a. FIG 19 is a view for explaining processing
for generation antintthinsferambpla, mEowr ynpashiei, 08 pamkagemansSyep ST241:
The server apparatus 19a of the nenory nanager sends 20 a conmand for
generation of 18nd®AEr YupPathet h&Rob9S8reR8Ckadfchri B8 SAMHA! tc98a ks
response to said command, the SAMunit 9a generates the nenory partition
base package. e T. : hgs s e S nQt i fi t he server 2
Var ch' 2006 40 Apoas are EE-T nie Fhd heBEBBhEhPoEhE, "abbbR S ohaCuagE Y

enerated . n th ni a. Step ST243: The server apparatus 19b issues a
gohnand fgr-Séggn%$%ﬂ#%h£o§ba %%ﬁg?yadﬁ???fYoﬁrﬁﬁc?ﬁﬁgfgﬁfaufﬁstﬁEeSAM

unit 9b. Step_ ST244;

SAM unit Sa.

Here, the memory partition package is generated
based on a memory partition base package.
The memory partition base package is generated by

10 the SAM unit 9a at the manager side, while the memory

partition package is generated at the SAM unit 9b at the

memory area provider side.
Therefore, when the SAM unit 9b generates a memory

- partition package, it is necessary to obtain a memory

15 partition base package from the SAM unit 9a.
FIG. 19 is a view for explaining processing for
generafion and transfer of a memory partitiQn package.
Step 8T241:
The server apparatus 19a of the memory manager sends
20  a command for generation of a memory partition base
package to the SAM unit 2%a.
In response to said command, the SAM unit 9a
generates the memory partition base package.
Stép ST242:

25 The server apparatus 19a notifies the server



After the SAM units 9a and 9b perform nutual authenti catiggﬁ%ghsgé%bed
using FIG 17, the SAMunit 9b 10 sends the SAMunit 9a a el ement
transfer command of the format shown Fn4Bl & 14 designating nmenory
partition base packet data. Step ST245: In accordance with the SAM el enent
transfer conmRRATaYES thb gﬁll\ﬂ"ﬁn&f’e JBeBRFY PR Rkl S UPR ek age t has Jp@eR| enent
transfer. response shown in FIG 16 storing the nenory partition base
package genergemziratedtiop ST@49AM Thei AR uUNnit 9b generates a nenory
partition package using the received nenory partition base package. 20
Step ST246: The SAtemisT®4Rnotifies the server apparatus 19b that the
menory partition package has been generated. Step ST247. The server

apparat us 19b not i fi&Ssd Afo S SAMOA r20u PP & disudPan t8GEmANE HBROIY
partition package has been 2 rch 2006 - 41 generated. Step ST248: The

server appar 293 t &£d.0n
command fgr |aénésri:t?er uctltﬁgq%‘;r% %ﬁ%¥§%ﬂ?ﬁéﬁn§%?%§e%§fﬂgﬁ¥§%r%ﬁ% and
the | C nodul emffizt ngt ep ST249: After the SAMunits 9a and 9b perform ng the

mut ual
Step ST244:

Aftér the SAM units 9a and 9b perform mutual
authentication described using FIG. 17, the SAM unit %b
10 sends the SAM unit 9a a SAM element transfer command of
the format shown in FIG. 14 designating memory partition
base packet data.
Step ST245:
In accordance with the SAM element transfer command,
15 the SAM unit 9a sends the SAM unit S%b the SAM element
Lransfer response.shown in FIG. 16 storing the memory
partition base package generated at step ST241.
The SAM unit 9b generates a memory partition package
using the received memory éartition base package.
20 Step ST246:
The SAM unit 9b notifieé the server appakatus 1%b
that the memory partition package has been generated.
Step ST247:
The server apparatus 18b notifies the server

25 apparatus 1% that the memory partition package has been




aut henti cati on described using FIG 17, the SAMunit 9a SER%?€§Q$)SANIunit‘
9b-a SAM el enent transfer command of 10 the format shown in E
designating nenory partition packet daga.-Step ST250: In accordance with
the SAM el ement  transfer conmand, the SAMunit 9b sends the SAMunit 9a

t he SAM el energnemttedinsfer response shown in FIG 16 storing the nenory
partition package generated at step ST245. Step ST251: The SAM unit 9b uses
t he received nenorgtgrardaT24®dn package, for exanple accesses the | C nodul e
42 stored in 20 the nobile comunication device 41 through the server

apparatus 19b and JHd fdfed aphifd tid ONa LSEhdB Y $6EFer MdphdEaBaOry in
the 1C nodul e 42, and has a predeterm ned service business use it. Note

Bl ural ity o bl it CE GO TRIAR Se %@?ﬁf ] %%*%@E?@?%’?%iif?t Hne
i i I d PE.. Bel.ow,_th d ' APE

TAG  shown | PHIEE SN HbOVE Mo MEbr S Bats e e pibkage

(APE) will be explained. 5 Wen partitioning nmenory areas of the nmenories

in the IC card artF¥héT44%odul e 42 into nany areas, a name by which use

of a partitioned nenory area i s envisioned
_ After the SAM units 9a and 9b performing the mutual

authentication described using FIG. 17, the éAM unit 9a
sends the SAM unit 9b a SAM element transfer command of
10 the format shown in FIG. 14 designating memory partition
packet data.
Step ST250:
In accordance with the SAM element transfer command,

the SAM unit 9b sends the SaAM unit 9%9a the SAM element

15 transfer response shown in FIG. 16 storing the memory

partition package generated at step ST245.

Step ST251:

The SAM unit 9b uses the received memory partition
package, for example accesses the IC module 42 stored in

20 the mobile communication dewvice 41 through the server

apparatus 19b and Internet 10, partitions the memory area
of the memory in the IC module 42, and has a
predetermined service business use it.

Note that the SAM units %a and %b may éommunicate by

25 simultaneously setting a plurality of communication paths



is set as the tag data APE TAG Specifically, as shown in IQE %2 Oéhere IS
a case 10 wherein a nenory area (privat&) of the nenory 5 e % :
module 3a in the IC card 3 or the IC Modfl € 42 is partitioned into an area

o e CeeBURLARER: Ryl BpHEFon L PLf VAl £ahp20d s Brppoe, T or anot her

servi ce business en the area (Private B) is used by
15 partitioning th to area_for a servjce, business. Bl to use
(Private Bl) and ﬁenga %g? EE?@lEE E%Egﬁ8§s¥L82t98 deka(APEVIPE B2). In
this case, a tag name "Public" is used when an area is a public area, and
tag names "Prfhave Br-FI8p BpfpyathepphboypemgBbiionpdnmenoayenarsisioni vate -
area. In the case, it is possible to realize a nenory partition operation
desi gnati ng thChaga ARPEEYAGLLL baeexpbaveedenti oned tag data APE TAG and
content for the nenory partition package are acceptable for a nmanager 25

si de managi ng t he ®Adhupat i fbonPhg Medbr¢haP888 of 48heAfeoR@BENgnr ul e of
tag data APE TAG of a nenory partition package envisioning nmultiple

partitioning, th&t1&ngsraf akBarREt B Smbdtikd n@zthﬁtsyﬁsnﬁf akbgsi S§uanme
package, nenory partition package, or other package, 5 mehory partition

area name, anep #Rfen Qe SoE Vi CFafLlleionls HRGryFXROR! 28 ShvebFOREL tag
commands of a package | e
is set as the tag data APE TAG.
Specifically, as shown in FIG. 20, there is a case
10  wherein a memory area (private) of the memory 50 of the
iC module 3a in the IC card 3 or the IC‘module 42 is
partitioned into an area for a service business B to use
(Private B} and an area for another serviéé business A to
use (Public A), then the area (Private B) is used by
15 partitioning the same into an area for a service business
Bl -to use {Private Bl)gand an area for a service business
B2 to use (Private B2).

In this case, a tag name “Public” is used when an
area is a public area, and‘tag names “Private Bl7,

20 “Private B2” are used when an area is a private area.

In the case, it is possible to realize a memory
partition operation designating tag data APE;TAG if the
above mentioned tag data APE TAG and content for the
memory partition package are acceptable for a manager

25 side managing the SAM units %a, 9b.




case shown in FIG 20 will be-listed beIOMﬁ'"D:YYPrivateBZih&ﬁdyii%bas t he
tag data APE TAG of a 10 nenory partition package in the menory-partition
area B2, "l:YYPrivateBl" is used as the%3ag data APE TAG of an issuance

package of the menpry_partition area.Bl, and "S; licil 000" is used as
‘the tag data APE q%i;%f“%mlg%rﬁ?g%'°ﬁoéﬁg aﬁtﬁ'%ﬁ%IE%ga? a® BS"BEYow, the
overall operation of the comunications system1l shown in FIG 1 will be
described. FIRRrBhtipRy Prekage ep¥lgiensngorulbiele ppagti hkontnegr al |
operation in the comunications system1l shown in FIG 1. 20 Step ST21:
Servi ce busingssrayg 5af tohasacerpatinkingeteevivige o£qtiest ssfuance he
servi ce busi nesses prepare script prograns describing processing

concer ni ng t reeskadge pnsemety Ghat biet seim vibaek Hyie | NEL SEEhPL T hEIA S | NEhé C
cards 3 on 25 personal conputers 161, 162, and 163 shown in FIG 1. 2 March

2006 - 445 Vohi@Ryef  p@r PRORGe afda anBAd] NRELL ec8aP! CPRT 85 L0 ' 8588Nndi ng AP
managenent data of the service businesses 151 to 153. Step ST22: 5 The AP

managenment dalg igssfored in an external nenory 7. Then, the script
program prepared at step ST21 is

Examples of element tag comﬁands of a package in the |
case shown in FIG. 20 will be listed below:

“"D:¥¥PrivateB2” is used as the tag data APE TAG of a

~1¢ memory partition package in the memory partition area B2,
fI:¥¥PrivateB1“ is uéed as the tag data APE TAG of an
issuance package of the memory partition area Bl, and “S:
¥¥Public¥100C” is used as the tag data APE _TAG of a
- service "100C" in a public area.
15 Below, the overall operation of the communications
-system 1 shown in FIG. 1 will be describéd.

FIG. 21 and FIG. 22 are views for describing the
overall operation in the communications system 1 shown in
FIG. 1.

20 Step ST21:

Service businesses 15 1 to 15 3 or parties receiving
requests from'the service businesses prepare script
programs describing processing concerning transactions
which the service businesses perform using IC cards 3 on

25 personal computers 16_1, 16 2, and 16_3 shown in FIG. 1.




downl oaded fromthe personal conputers 161, 162, and 163 E%thi er nal
menories 7 of the SAMunits 9a, 9b to through the Internet ) % server
appar atuses 19a, 19b, and the SAM noculéd 8 The downl oad processing of the
downl oad is, as shﬁmn in FIG 13, managed by_a script _download task in the
SAM nodul e B. Step 312%3Vei5 A TRPREET gfef"p AMarrgHlea8k PERPEEESSAM nodul e
8 - uses the AP nmanagenent data and the script programto generate |C card
entity tenpl aferyasaondipdt ABapanppesrst datapof theasbrwike, | og data

bl ocks, and operation definition data bl ocks for the service businesses. 20
These gener atkdstataseselStbred LA a.nmenory 65 of the SAM npdul e 8 shown
in FIG 11. Step ST24: An ICcard 3 (IC nodule 42) is issued to a user.
Menories 50 of an $€epogmie: 3a and an I C nodule 42 25 shown in FIG 3
store key data used for transactions with 2 March 2006 - 45 a service

business W th whi Chha AP GhakOgLRaAE SaatdNes copbragt i hebueen, Lhg,yser and

the service business may be concl uded throug e I nternet after
the IC card %m&§0£§5ﬁed. 5 Step ST25: For exanple, when a user accesses a
server apparatus y using a personal conputer 5 through the Internet 10

Then, the script program prepared at step ST21 is
 downloaded from the personal computers 16 1, 16 2, and
16_3 to the external memories 7 of the SAM units 9a, 9

10 through the Internet 10, ASP server apparatuses 1%a, 19b,
and the SAM module 8. The download processing of the
download is,ﬁas shown in FIG. 13, managed by a script
download task in the SAM module 8.

- Step ST23:

15 A script interpretation task in the SAM module 8
uses the AP management data and the script program to
generate IC card entity template data, input data blocks,
cutput data blocks, lecg data_blocks, and operation
definition data blocks forAthe service businesses.

20 These generated data are stored in a memory 65 of
the SAM module 8 shown in FIG. 11.

Step ST24:
An IC card 3 (IC module 42) is issued to a user.
Memories 50 of an IC module 3a and an IC module 42

25 shown in FIG. 3 store key data used for transactions with




to try to purchase nerchandi se, a server apparatus 2 iss“?ﬁmQ]P@RBESSi”Q
request to the ASP server apparatuses 10 19a, 19b through & hternet 10.
When receiving a processing request fromthe server apparatus 2, the ASP
server apparatuses 19a, 19b access the rsonal conputer 5 through the
Internet 10. Then, a processing requéest - for the IC card 3 fromthe card 15

reader/ writeradsbsyseat bhg'ihagssé%ﬂvﬂﬂkshSSi BsbBeoabl-tELt s 92, 9

t hrough t he personal conputer 5, Internet 10, and SEervér appar at uses
19a, 19b. Step ST2&; A I erati request i.s, jssued to the SAM 20
nmodul e 8 fromthe ggﬁ ggggéégépgggg ﬁ%egﬁﬁgggefgﬁﬁdTﬁbe 8RtVi§egenerati on
request stores_data indica%ing thﬁ i ssuer of the IC card 3. Step ST27: The
SAM nodul e 8 PRFHATRE PaYI PRgCARchudnd Fereush shesinfinsneteti vehg- an
entity generation request. 2 March 2006 - 46 Step ST28: An entity
generation t &kted thethe eamindduseissupddges, after the polling, whether
the nunber of IC card entity data present in the SAM nodule 8 is snaller
than a 5 rfaxi num n¥kelerSB2%i ned by an SC conmand of the script program |If
smal | er than the maxi num nunber, the task proceeds to step ST29, otherw se

the processing i s Bodeslxample, when a user accesses a server apparatus
2 by using a personal computer 5 through the Internet 10
-.to try to purchase merchandise, a server apparatus 2
issues a processing request to the ASP server apparatuses
10 19a, 1% through the Internet 10.
When receiving a processing request from the server
apparatus 2,”the ASP server apparatuses léé, 19b access
the personal computer 5 through the Internet 10. Then, a
processing request for fhe IC card 3 from the card
15 reader/writer 4 is sent to the SAM module 8 in the SaAM
units 9%9a, 9%b through the personal computer 5, Internet 10,
and ASP server apparatuses 1%9a, 19b.
Step ST26:
An entity generation request is issued to the SAM
20 module 8 from the ASP server apparatuses 19a, 19b. The
entity generation request stores data indicating the
issuer of the IC card 3.
Step 8T27:
The SAM module 8 performs polling with the IC card 3

25 when receiving an entity generation request.




Step ST29: The entity generation task specifies the IC carg z@d?%&kfy
tenpl ate data of which service business to use for exanpleé based on data
stored in the entity generation requesttfamd indicating the issuer of the
| C card 3 and usegtéhe8§§§gified IC card entity tenplate data to generate
|C card entity data. Bg p ST30: The SAM nodule 8 outputs to the ASP
server . apparatuses 19a, 19b the entity ID of the IC card entity data
generated at step %ﬁ299t3$%ﬁg%ﬂ%ﬁ?t29“Aha$E:ZhrantbﬁeﬁﬁMemnduhge&ent t ask
in the SAM nodul e 8 searches for services usable by the IC card 3. Step
ST32: The | C t¥degepr oeter etharpgbhimg, t ebéthart tike SMhbapdot eI card
authenticates the legitimacy of the I1C card 3. 25 Step ST33: 2 March 2006

47 The | C coenitBtuauddentpredast the tiogi sAMBtYdef et Beis SO IDIH! €ndn BY
steps ST32 and ST33, nutual authentication between the IC card 3 and the

SAM modul @ 8 rax Rih iiEser Refnddisy tdfesc a&mﬁé%@%ﬁg&? %‘%AM

accordance with the application el enent data APE execute

modul e 8, t Ny AR BRA0EMENHa B2 Lifad 6L TG ffom GRSy, the task

bproceeds to step ST29, otherwise the processing is ended.
Step ST29:
Thé entity generation task specifies the IC card
10 entity template data of which service bﬁsinesé to use for
example based on data stored in the entity generation
reguest and ;ndicating the issuer of the IC card 3 and
uses the specified IC card entity template data to
generate IC card entity data.
15 _ Step STBO;

The SAM module B outputs to the ASP server
apparatuses 19a, 19 the entity ID of the IC card entity
data generated at step ST29.

Step ST31: |

20 An IC card procedﬁre management task in the SAM
- module B searches for services usable by thejIC card 3.

Step 8ST32:

The IC card procedure management task in the SAM
module 8 authenticates the legitimacy of the IC card 3.

25 - Step ST33:




access key is obtained, then nutual authentication is per ngggmﬂ%ing t he
obt ai ned key between the SAM nodule 8 10 and a CPU 51 of the card 3.
Step ST34: The |1 C card procedure nanagedgnt task of the SAM nodul e 8 reads
‘and wites data necessary for procedures wth the IC card 3. 15 Further,
the 1C card procedtf® Han tagphanizbcateesthy keghtimncygpefi thed based
on the IC card entity data to perform predeterm ned arithmetic processing
using the dafaMreedubatB8fromthe 1C card 3. Step ST35: 20 The IC card
procedure managenent task in the SAM nodul e 8 outputs the processing

result of step ST3ytotepdhesBBP S VETIRPPat 4B esutidentildPrisiep ST36: For
exanple, the 1 C card procedure nmanagenent task 25 72 of .the SAM nodule 8

del etes the IKz@assh epdtyc dadmd 2 Mad chh @098y -mddu LS8 dfé;ﬁ%%f%:@&&:’te

~according to the comunications system1l and the SAM unit _ _
Decomes pasel BLe: AQIRGITRIALS LRt UE0 e L0 L SELEaRRRY SEEA Y,
o et S o B 5 A A OB O 80T
' module B8, the AP management data is refeired to, a card
access key 1s obtained, then mutual authentication is
performed using the obtained key between the SAM module 8
10 and a CPU 51 of the IC card 3.
Step ST34:
_ The IC gard procedure management task of the saM
modulg 8 reads and writes data necessary for procedures
with tﬁe IC card 3.

_ 15 Further, the IC card procedure management taskl72
uses an equation specified based on the IC card entity
data to perform predetermined arithmetic processing using
the data read out from the IC card 3.

- Step ST35:

20 The Ié card procedure management task in the SAM
module 8 outputs the processing result of step ST34 to
the ASP server apparatuses 19a, 19b,

- Step 8T36:
For example, the IC card procedure management task

25 72 of the SAM module 8 deletes the IC card entity data.




di scl osure of the application elenent data APE to ot her dSshost 1S
possible for the SAM of the disclosing 10 side to define the range .of
acecess fromthe application elenent da&? APE. Further, accordinhg to the
communi cations system1l and the SAMUnrts™9a, 9b, since access attributes

toth licati { t i I 5 f
cgmmﬁi CZPPolane!t \i\%eﬁi%bﬁ ﬁﬁi%ﬁ?ﬁil%&}ggs‘iﬁﬁéﬁﬁ%&ﬁ%%[ osi ng

'side to individually, set W right,.re ri ght, and executjon right to
the appli cat is%S%eé‘f d 3%{1% Et)fgfi.urﬁ%"rst H&t 'co’rg'ﬂikh%c?r&e? RPN cat i ons
system1 20 and the SAMunits 9a, 9b, since it is possible to define the
right for set®y MPHHERLSRHGOHLREWRIHIME arkP trrcekie arpkieatinr es of the
application elenment data APE as settings for comunicati on between SAMs,

it is possibledenenpcdatmiiRetsustyad romdel mpddds digy yoperdprmed. |, 25
Further, according to the comuni cations system 1l 2 March 2006 - 49 and

t he SAM uhi t S sGajar@lys rsidkegyd hie raanrge fifdehitsicllossat-ete of t he application
elenent data APE is in units of nutual authentication key data as settings
for communi cati onMdyeioaran $AMue iift 1is pesRdilie e |daiien, the diad for 5
mut ual aut henticati on acconpanyi ng di scl osure of application el enment data

APE. Accor di R@ 9 igh& 208t G Al dN S s el i§i8eh @)ﬂdé,hecl"ncéa‘l\ﬂange of

disclosure of the application element data APE to other
SAMs, soc it is possible for the SAM of the disclosing

10 side to define the range of accéss from the application
element data APE.

Further, according to the communications system 1
and the SAM units %a, 9b, since access attributes to the
application element data APE can be defined as settings

15 for communication between SAMs, it becomes possible for a
SAM at the disclosing side to individually éet a write
right, read right, and execution right to the application
element data APE. |

Further, according to the communications system 1

20 and the SAM units 9a, 9b, since it is.possible to define
the right for setting the range of disclosure and the
access attributes of the application element data APE as
settings for communication between SAMs, it is possible
to prevent settings from being illicitly perfofmed.

25 Further, according to the communications system 1




units 9a, 9b, in nmutual authentication between SAMs, it igs,possible to
~partly omt the nutual authentication 10 processing in the case ot the

i dentical rmutual authentication key and nutual authentication area, so it
beconmes possible to reduce conmuni cation _costs acconpanyi ng nut ual

aut hentication and |ighten processing”™ fA The SAMs. 15 Accor di ng to the

commun call O k& ks 0 Lo 20, k5000 80N U U LBR L ACE

TAG for designation o e app at1on el enent

in conmmunication between the SANk, it becones_possible for a _service
busi ness and rﬁpﬂﬁh‘é@ °© oe’\fﬁﬂ‘%'b‘é ‘ﬁ%ﬁ%r%anl%Ol%a‘f“P’oﬁ% PfyRutual
According to the conmuni cati ons system 1l and the SAM units 9a, 9b, in
comuni cat i orfWatsRercapiven kv datmdihgse thtngy pear apemuwnt entsonf t he
application elenent data APE for transfer and transferring a | og etc.

rel ating to ivmeh BaMdessing s ipodeidohestpokbsyitten tithealody fde start, 2
March 2006 50 end, etc. of processing to a SAM of an opposing party.
Accor di ngst o nidieazclo et et i @S &y dembripang i ed S osiid S8, by forning
an application program AP using a plurality of application element data

APE and usi ngyddhe s AR Aedeaipntad @bl gowlat a and APP table data to define
-the processing content of each application elenment data APE, it becones

. possi ble to provi @ﬁ:cﬁ:f’ﬂﬂgettyo Uh S BHRfSi cations system 1 and the SAM

| units 9a, 9b, in mutual authentication between SAMs, it
is possible to partly omit the mutual authentication

10 processing in the case of the identical mutual
authentication key and mutual authentication area, so it
becomes possible to reduce communication Qésts
accompanying mutual authentication and lighten processing
in the SaMs. | |

15 According to the communications system 1 and the SAM
units.ga, b, by using tag data APE_TAG for designation
of:the application element data APE to be transferred in
communication between the SAMs, it becomes possible for a
service business and a memory manager to'manage memory in

20 various ways.

According to the communications system 1 and the SAM
units %a, 9b, in communication between SAMs, by expanding
the types and contents of the application element data
APE for transfer and transferring a log etc. relating to

25 . card processing, it becomes possible to notify the start,




using an IC card 3. Further, according to the connunicatiggﬁFg%f&ﬁﬁ1l,' 10
it is possible to use the AP managenent table data and A able data to
flexibly realize use of application -=el®Went data APE in the sane SAM and
use of application elenent data APE between different SAMs while

mai nt ai ni ng gh $&cur iofy Presessdfiditiny a SAhO T AMmARRRAINGh B S em 1,
when using application elenent data APE between different SAMs, since the
- SAMs nutual |y aut Remtorcking, tic thec ormesnpdssithlons taystem dased HhsdRM ity
of ‘an. application program [Qher Enbodinents] 20 FIG 23 is a view for
expl ai ni ng aretifenagngdiosningfan Bppliesaiilon Beeyd=on AR ssiggva in FI G
23, inan ICcard (IC nodule) 510, there are two data areas for data A

handl ed by a9e¥1G&y RSIRRIS oA ARV icdidirA RI-AGLLaETARI S8MY addISi Ng an
| C 25 nodule 3a or an I C nodule 42 and data B handled by a 2 March 2006 -

o1 servi %e %%%%ﬁﬁe%@‘@a‘ﬂh@ Bt SR %?Plrt%%l%erdéit%e-to :ﬁ%ﬁqﬁé and

key data require en a reader/witer accesses the card 510 are
the servi co. BRSHRES™S RS TERY PUadeiF ey LI SRt SRfA A £ er 511
hel d by the service business A _ . ' .
. it becomes possible to provide a variety of services
using an IC card 3.
Further, according to the communications . system 1,

1¢ it is possible to use the A? management table data and
APP table data to flexibly realize use.of application
element data APE in the same SAM and use of application
element data APE between different SAMs while maintaining
high seéuriﬁy.

15 According to the communications system 1, when using
application element data APE between different SAMs,
since the S8AMs mutually authenticate, it becomes possible
to increase the security of an application program.

[Other Embodiments] |

20 FIG. 23 is a view for explaining another embodiment
of thé present invention.

As shown in FIG. 23, in an IC card (IC module) 510,
there are two data areas for data A handled by a service
business A providing a predetermined service using an IC

25 module 3a or an IC module 42 and data B handled by a




hol ds a key A generated by the service business A enabli ngzs)ﬁagaﬁootﬁo t he
data Ain the IC card 510. The 10 reader/witer B held by the service
business B holds a key B generated by.tke service business B enabling
access: to the data Bin the I1C card. The key data is set beforehand by
utilizing a sontirad [kersisikks \Bhegrdrhieliconta giieete teh@nirssliess@mnica S
instruction indicating the key data setting, the reader/witer 511 hol ds

the key data. In Rde d&kha therrf G PHat0ne LRtindd 8fh&l% connected to
the reader/wijter 511, however, the service business B sets the key data

in the r eaderﬁe%déxe/wﬁlt%d?%lbﬁfa%ﬂ?é& t&i-bé N& G Ui a i etDug L 0 this,

the key' data generated by the service business Ai1s unknown to the
servi ce busi ness B, while conversely the key data B generated by the
service busi 888 'B i s unknown to the service business A 25 The controller
512 is connected to the reader/w.iter 2 March 2006 - 52, 511 via a control
comuni cafi on pat FRshFITEFESREEINLSS dstiarctihéh IF—’tﬁd‘%ﬁ:/c,"t‘-:‘”s]s“'rGh‘i;; Hat @i m it he
| C card 510 from the controller 512 to the reader/witer 511. The :
instruction amd (des sememe dperiqidson bfhas Fhfesiepdanimirer dF1a(FBenory in
the 1C card 510, a wite operation of designated data to a designated
area, etc. ' |n th&heagesalery widdenfdriathiedn) Mvhdhreeabmet@e ilisiness A
holds a key A generated by the service business A
enabling access to the data A in the IC card 510. The
10 reader/writer B held by the service business B holds a
key B generated by the service business B enabling access
to the data B in the IC card.
The key data is set beforehand by utilizing a
controller 512. When the controller 512 issues an
15 instruction indicating the key data setting, the
reader/writer 511 holds the key data.
In FIG. 23, there is only one controller 512
connected to the reader/writer 511, however, the service
business B sets the key data in the reader/writer 513
20 Dbeforehand by the contreoller 512. Due to this, the key
data A generated by the service business A is unknown to
the service business B, while conversely the key data B
generated by the service business B is unknown to the

service business A.

25 _ The controller 512 is connected to the reader/writer




returned to the controller via the conmuni cation path. Cafﬁ/[a?éh ite
operation, it is returned to the 10 controller via- the conmunica |on pat h
-whether the wite operation was successful or not. For exanple, suppose
that the 1C card 510 storing the data ﬁ and data B is connected to the
reader/witer 511 via the communicatio 2péth Note that the IC card 15

communi cat i or PR IBY B, A I Gomihd ££580n %&Mndortrm{rﬁﬁn means so

long as it is ove to exchange 1 nfornation suppos

controller issues ruction to the reader r a_the control
communi cat i on-'parH: r}fjo? %%’ﬂl?\%c%iﬁ I SR 2 1het (g C%Olsjc FH0 and
witing t he data A to the data B. At this tinme, the reader/witer 511, as
mentioned abdiRe,csrebler B2 Hotlhe Headsw/ wekkrr thel data B in the IC
card 510. Since the reader/witer 511 only holds the key data A enabling
access to the dat &h® insimmiaom RDElwipest ferd aprristicrombfa data B
enabling access to the 2 March 2006 - 53 - data B to the linkage unit A
"The |inkage ulegighated@mected a4 andrvay iitkages Ut tcafl i51.0 hea neades / wri ter
513 via a reader/witer conmunication path and transmts the above

acqui si ti on Dpeaitasn df tdesidikage dnid & NissificddaardLadard Wi ter

communi cation path, |ike the above- nentioned I C card conmuni cati on path,

‘may be a Wren the case of a read operation, the read data is
returned to tﬁe éontroller via the communication bath. In
case of a write operation, it is returned to the

10 céntroller via the communication path whether the write
operation was successful or not.

For exaéple, suppese that the IC car4'510 storing
the'd;ata 2 and data B is coﬁnected to the reader/writer
511 via the communication path. Note that the IC card

15 communication path may be a wire, wireless, optical, or
any other means so long as it is above to exchange-
information. Here, suppose that the controller issues an
instruction to the reader/writer 511, via the control
communication.path, for reading out the data A in the IC

20 card 510 and writing the data A to the data B.

At this time, the reader/writer 511, as-mentioned
above, has to access both the‘data A and the data B in
the IC card 510. Since the reader/writer 511 only holds
the key data A enabling access to the data A, it issues a

25 request for acquisition of data B enabling access to the




wi rel ess, optical, or any other nmeans able to exchange in%% t%@% ‘
Information flowi ng through the 10 reader/witer comruni cafi %&b i's

encrypted by the key data C held by the_linkage unit A and the |inkage
unit B, so what information is being~eXéhanged cannot be deternined. The

| i nkage unit in the reader/witer B, receiving the acquisition request
encrypts the %@a a%ttgo Btetl%elelnré Efq%gurélc%elg's to the data Bin the IC card 510
by the key data C and returns it to the linkage unit, A in the ,
reader/witer 511 TH® kg diiytvd tif eomrmredt Fontheatinkage tvritipove
operations, the reader/witer 511 can acquire both the key data A required
for accessi nd@ tie P degadex 1vriter 153 T arih s 0oreader fieeklesr data B required
for accessing the data Bin the IC card 510. Due to this, it becones

possi bl e t 0 rasmmoutcd hieon datth And tiendl tarthd ldbans doguisieidme data A
into an area of the data B. 25 The reader/witers 511 and 513 hold a

variety ob keyedidét cto 2006 Iidiagslaimi ¢ n OrNBEd OfhaOLE@NNot be easily
anal yzed. FIG 24 shows an exanple of the configuration of the

reader / wr i t er,5 Rid ARG 843 chfRH 532 d:S mOeNtT Ale PHASESSIAG- UNi t for

overall S control. A nenory unit 533 is conprised of a programunit 541 in

€735’ b A o U el A G 3, iy S, = e
wireless, optical, or any other means able to exchange
information. Information flowing through the

10 reader/writer communication path is encrypted by the key
data C held by the linkage unit A and the linkage unit B,
so what information is being exchanged cannot be
determined. The linkage unit B in the reader/writer B
receiving the acquisition request encrypts the key data B

15 enabling access to the data B in the IC card 510 by the
key data C and returns it to the linkage unit A in the
reader/writer 511 via the reader/writer communication
path. By the above operations, the reader/writer 511 can
acquire both the key data A required for accessing the

20 data A in the IC card'510 and the key data B required for
- accessing the data B in the IC card 510.
Due to this, it becomes possible to read out the
data A in the IC card 510 and to write the data A into an
area of the data B.

- 25 - ‘ The reader/writers 511 and 513 hold a variety of key




" given fromthe 10 CPU 532 to encrypt or decrypt data given

results etc. obtained by the CPU 532. An encryptor 534 UtiE?ﬁﬁﬁkéﬁﬁigﬁif

532. The CPU 532, the nenory unit 533, and the encryptor 534 are
connected via an internal bus 531. Siqpq%ihgy handl e a | arge anmount of
information requiring confidentiality, ey are nmounted on the sane chip

520.s0 15 thagaepes aFbeRa€aBROt sbe aRabyzed La%%%gpggpgﬁeﬁgiﬁgowp' I'F

523. is an interface for comunicating wth the c own in

FIG 23, wher a ' framthe CPU.532 is transnmtted to the
controller 5 Xg%dgﬁagggﬁgggiegdt Foﬁ??#égggﬁFFSPIQES§ is fetched 20
into the CPU 532., A carg | F gii is an_interface for conmmunicating with the
IC card 510, WRePEH{VHALE*§i PEnPeRe CPU 532 is transnitted to the IC
card 510 and data received by the |1C card 510 is fetched into the CPU 532.
25 A linkage | F 522 £BUaB3Zni&r pacentsplcprrgaissangnyn2 tMipeh o?e@dall 55
with other reader/witers, whereby data given fromthe CPU 532 is
transmtted teonhecbt hdrmemader ini ikt EBS andconptrasedceifvadpirbgiamhanather
reader/witers is fetched into the CPU 532. 5 The reader/witers 511 and
513 of FIG 234arensehi¢h apdvhmneeiwi tbnepby bbatkaysdakatbe 8oyewsn the

service businesses owning the reader/witers cannot be | earned.
are stored and a data unit 542 holding arithmetic control
results etc. obtained by the CPU 532.
An encryptor 534 utilizes key data given from the
‘10 CPU 532 to encrypt or decrypt data given from the CPU 532.
The CPU 532, the memory unit 533, and the encryptor

534 are connected via an internal bus 531. Since they

handle a large amount of information requiring

confidentiality, they are mounted on the same chip 520 so
15 that operation canno£ be anal&zed from the outside.

A control IF 523 is an interface for communicating
with the controller 512 shown in FIG. 232, whereby data
given from the CPU 532 is transmitted to the coﬁtroller
512 and data received from the controller 512 is fetched

20 . into the CPU 532,

A.card IF 521 is an interface for commuﬁicating with
the IC card 510, whereby data given from the CPU 532 is
transmitted to the IC card 510 and data received by the

IC card 510 is fetched into the CPU 532.

25 A linkage IF 522 is an interface for communicating



On the other hand, the service business A before use, ge@%ﬁg?\@ey dat a
A enabling access to the data A 10 in the I1C card 510. The r eads

the key data fromthe control IF 523 and holds it in a specific area in the
menory unit 533 by a routine stored in_t§1§ programunit 541 in the nenory
‘unit 533. Further, there is an informtion managenent area for 15 nmanagi ng

what - dat a key wirht beHE Q@réae@wlq%shelﬁe@é@ %%?adfﬁ;l/\}@d Ll ApLur rent

access in the data unit 542 in the nenory unift e I nformation

t ! tawich,it holds itself by the tabl
Chown 1 n F1 G 35 30 S Erplpri bR A Shie': Jeatiap i ot sl ol

di git hexadeciyyal 12345678, . s shown an exanpl e. When the 1C card 510 in
-whi ch the dat ‘ajg%aaﬁ&cﬁlfé'eddftrg%tg'?eo edf‘elagiefdﬁ"i’r"é&eé’(f visa fitehed card | F

521 and the controller 512 sends an instruction via the control 25 IF 523
for witing tRB*RatheBCEY € -area of the data A 2 March 2006 - 56 the
reader/witer 511 searches through the information mnanagenent area. Since
the data uhit 542 Thet Heademrdryitemst 5333a0d PlBonifaifIs.t B8 ey daita ik
enabling access to the data A it sends a request for acquisition of the
key 5 data B tdvhheer wadthr bniivt ehe5k3yvidathhe,| isekagen! Ehe22ervike
i nformati on managenent area in the reader/witer 513 receiving the request
hol ds the tabbesshe#BebNokh®ng26he reader/writers cannot be learned.
On the other hand, the service business A, before
use, generates key data A enabling access to the data A
10 in the IC card 510. The CPU 532 reads the key data from
the control IF 523 and holds it in a specific area in the
memory unit 533 by a routine stored in the program unit
541 in the memory unit 533.
Further, there is an information managément area for
15 managing what data key in the IC card 510 data held by a
reader/writer can current access in the data unit 542 in
the memory unit 533,
The information managément-area can learn the key
data which it holds itself by the table shown in FIG. 25.
20 The key data shown in FIG. 25, that is, the eight digit
hexadecimal 12345678, is shown as an example.
When the IC card 510 in which the data A and the
data B are stored is connected via the IC card IF 521 and

the controller 512 sends an instruction wvia the control

25 IF 523 for Writing the data B to the area of the data A,




and stores key data, for exanple, the eight-digit hexadec E(%L_C i(%QABC 10
When the reader/witer 513 receiving the request searches rough the
information managenent area, it determines that it holds the key data
required for accessing the data B, so returns the key data to the
reader/witer 511 via the |inkage IF 52256 the that the 15 |linkage I F 522

will not |eaky dat set. f or hand and
returned from reaﬁvfﬂlter 1%%{ e rea ;ihvvr%qeerl ff I}lfetlma

of key data in_a reader/vvrlter after ql[%g acqwred f r.om anot her

reader/ writ er "ERRIFENINGTER - S3nse 1 43 pér FHrfememPIs | ong

-as there is no explicit _instruction for del et| on fromthe controller 512
(2) Continue U8ikoP@3niors Ya comaimispitheydey datapledorblingedddass dapses

25 (3) Acquire fromcorresponding reader/witer upon 2 March 2006 - 57
necessity | nthredattevé- nditt isendd exampivestt feorcaseuwas tildnusifr afted kefy
acquisition of key data required for accessing the data in the IC card 510

~.from anot her dstme&den/ whiet eeadker wiritedaBa 3 srikelttheby iatalReTr 522 .
.reader/witer. However, the infornmation nmanaged is not necessarily key

ldataland may Wﬁevahfaﬂﬁatigﬁsmﬁﬁagement area in the reader/writer 513

‘receiving the request holds the table shown in FIG. 26
and stores key data, for example, the eight-digit
hexadecimal 5678%ARC.

19 When the reader/writer 513 receiving the request
searches through the information management area, it
determines tgat it holds the key data req;ired for
accessing the data B, so returns the key data to the
reader/writer 511 via the linkage IF 522. Note that the

15 linkage IF 522 will not leak key data B encrypted by the
key data C set beforehand and returned from the
reader/writer 513 to the reader/writer 511.

The lifetime of key déta in a reader/wfiter after
being acquired from another reader/writer can be handled

20 as follows: |

(1) Hold permanently as long as there is no explicit
instruction for deletion from fhe controller 512 |
(2) Continue teo hold with a time limit until a

predetermined time elapses

25 -{3) Acquire from corresponding reader/writer upon




information. FIG 27 is an exanple of an information nanag%ﬁﬁgﬁéﬂ%pa in
the case where the fact that data 10 other than key data iS™a andled is
considered. FIG 27 shows that two I C card access key data are held and

t he accessible areas are data A and data B. The attribute colum shows
where the original information is. "Om"57mdicates presence in its own
apparatus. It g%e%%ikgarned that the IC card access key data of the data B
is obtained from the~reader/witer B. The information obtained from ot her
than its own apparatus, as_ described above, varies in information
management area accdr difg2PEVerRenfdsmechgxambliee b (oise A 20 Up to
here, the exanple of two reader/witers was envisioned, but there may al so
be three or ndléustcamrdniéaricanisitign eddéeywiatter seiquialesb flaassible in a
br oader network environnent. FIG 28 is a view for show ng an exanpl e of
the configuraticorsetieg tbhiendathein2%habave ca2dVanoh £2086 ancrBerUp t 0 here,

| i nkage units are connected to reader/witers one to one, but in FIG 28,

they are zonpested/weithe WAkAreat aatat Ber newbl LG AabwaLk Here, if the
key data required when the reader/witer 611 and 5 reader/witer 613

comuni cate | pakadr-yRgetber héw&bsrke%yedﬁhéoégigggntRsnﬁggddﬁkfﬁé%q“‘red

when the reader/witer 611 and reader/witer communi te’l ed

together is necessarily key data and may be various types of

information; FIG. 27 is‘én example of an information
management aréa in the case where the fact that data

.10 other than key data is also handled is considered..

FIG. 27 shows that two IC card access key data are
held and the accessible areas are data A and data B. The
attribute column shows where the original information is.
“Oown” indicates presence in its own apparatus. It is

15 leafned that the IC card access key data of the data B is
obtained from the reader/writer B. The information
6btained from other than its own apparatus, as described
above, varies in informatién management area according to
the handling of the set lifetime.

20 - Up to here, the example of two reader/writers was
envisioned, but there may also be three or more.
Communication among reader/writers is also possible in a
bréader network environment. FIG. 28 is a view for
showing an example of the configuration when using the

25 above._




the key data AC, not only is it not possible to eavesdrop 7 Rt Ro06
communi cati on between them but also it is 10 possible to prevent
unaut'hori zed access where for exanple the reader/witer 613 obtains
information fromthe reader/witer C w_thout perm ssion. As described
above, according to the present invention,” it is possible to provide a

communi cations 15yRetHofera dat C Lpg p U nd a program
t hereof enabling a %Fural?fy'o? gggggpﬁggggs?ﬁg gégéggg?ﬁsgg (SAM to
ccording to the

qui ckly provigg SeLyi.ses.linked . together. Further,
present invention, X?g}gerﬁooﬁﬁsg?bgﬁetongo%?dglﬁ'cgﬁnuﬁhﬁﬁtPBﬁs net hod, a
data'processiqg %g %%gtus, and_a _program thereof enabling data processing
appar at uses stort gt t 5o able pfobPERGtr eF aethgr pebpievhetuvarbt Hereices by
different service businesses to suitably nanage data to be confidenti al
from ot her 25 Hakhe dsevirdp Gt pewel bed dikeh otleel teadde/pubtér. 621 Mandh 2006
- 59 - I NDUSTRI AL APPLI CABI LI TY The present invention can be applied to a
data proGessterfdampparitens, 653 nedtoan i Geteof i rlitad at pgegham i s herneokeysed
for provision of services using an 5 integrated circuit (1C. 2 March 2006
60 data AB and the key data required when the reader/writer
611 and reader/writer 614 communicate linked together is
the key data AC, not only is it not possible to eavesdrop
. on the communication between them, but also it is
1¢ possible to prevent unauthorized access where for example
the reader/writer 613 obtains information from the
reader/writer C without permission.
As described above, according to the present
invention, it is possible to provide a communications
15 method, a data processing apparatus, and a program
thereof enabling a plurality of data processing
apparatuses (SAM) to quickly provide services linked
together.
Further, according to the present invention, it is
20 = possible to provide a communications method, a data
Processing apparatus, and a program thereof enabling data
processing apparatuses storing data and programs relating
to provision of services by different service businesses

to suitably manage data to be confidential from other

25 parties and data to be disclosed to the public.




CLAIM5 1. A data processing nmethod wherein a portable comwywugabhgn device
and a server apparatus comunicate with each other to provide a service to
. a user of said portabl e conmunication device by wusing a first data
processing apparatus and a second data jfyocessing apparatus, said first
data processing apparatus including a fitst SAMand a first menory which

stores a first apphisabir@iarPhewraraedipgged of a plurality of data nodul es
and a first nmanagenent data, and said second data processing apparatus

i ncluding a second . menoy. ich stores a_secqnd
appl i cation progrgﬁéghgggggg gﬁ%%ﬂgﬁgﬁaFﬁ yg%faggﬁéeﬁbgﬁ1§% a second
managenent data, conprising the steps of:. perform ng comruni cation between
the server aBﬁgFﬁ?ggn ndagBFEaEBFVaBI@eébﬁﬁuﬁﬁégﬁp n 3@l Bc ®FOIEH ser ver
appar atus being configured to comunicate with said first data processing
appar at us; rng?F?ﬂﬁ ¥gethEori PEPViahaperEnsetyigesntsisgnadinng a request
indicating one or nore data nodules of the plurality of data nodul es:in
the secord apptegrrted giograt (ECeénded to be used to the second data
processi ng apparatus by the first data processing apparatus when the first
managenent data indicate that the first application program

o




uses the data nodul e; sending the data nodul es specified i h uest to
the first data processing apparatus by the second data pr28@¥§?%§ﬁg
apparatus when judging that the data modul es indicated by the request is
allowed to be used by the first application program?2 March 2006 61 by
referring to ﬂ Mgecond managenent data; and executing the first
application program by using the data nodules to provide the service to the

user. 2. A conmmunicatimns detdod gsosessingt h hatebal M fherbunt heg
conprising the stegs of: when said first data processing apparatus is
connect ed taParfpbse seppemnigidaren udeviardasdecondediadn pPpaEssiAg

apparatus is to .a..se rver_ apparatus, and said first data
o bcessing GoRAAEEE e b CE et oREREK T prBERBiR; T hinaT iR 0
comuni cat e yi agsddl fdf sts$ied Valor oPPBE at tsmmaidi sakdopecgpeiser Vel

apparatus, sending by said first server apparatus a first request to said
first data pitotREsPnglirgppaaiasRrepessengr pPbpguatusaiand a2 ssesender

cpparalus {0y peld Libeb Aol SRLALD SCEYIGATCIILD Salg 1T
processing apparatus including a first SAM and a
first memory which stores a first application
program composed of a plurality of data modules and
a first management data, and said second data
. processing apparatus including a second SAM and a
-second memory which stores a second application
program composed of a plurality of data modules and
a second management data, comprising the steps of:
performing communication between the server
‘apparatus and said portable communication device,

said server apparatus being configured to

communicate with said first data processing

apparatus;

referring to the first management data and

sending a regquest indicating one or more data

modules of the plurality of data modules in the
second application program intended to be used to
the second data processing apparatus by the first
data processing apparatus when the first management
data indicate that the first application‘ program
uses the data module;
sending the data modules specified in the
reQuest to the first data processing apparatus by
the second data processing apparatus when Jjudging
that the data modules. indicated by the request is
allowed to ‘be used by the first application program



~designating said data nodule intended to be used to said §§ﬁ§89mﬁ%ta
processi ng apparatus. 3. A commrunications nmethod as set for ' claim 2,
further conprising the steps of: confirmrm ng whet her said data nodule to be
used by said first application programis in a condition usable in said

second data]groggfgkggngagga%%%y%*%Q%gggﬁ%ééégggbgeg§ggpL% ap result to

said first sefver apparadtus by sai tus and sendi ng by
said first servere:@@@@t@ﬁ?s saied ZiMag€h aggﬁi@atfiiornst pgesiesh | By
accordance with said notification to said first data processing apparatus.
4. A conmunitatRgnshaedhsed FPdrtes ok® hrravideaitihel squlridrrteofPri sing the
steps of: hqyé said first data processing apparatus and said second

data processing apparatus nutually authenticate each other and, after
confirmng the legitimacy of the other party, said first data processing
apparatus send said second data processing apparatus said request. 5 A
communi cat i ohs @t fernusisatipsst mathod|as nsat fartheinced@insilhg t he

steps of: haoldi by said first ta processi.ng apparatus said first
rmnagenent | dAThCaeS: Syt Haba heS A e Bk

when said first data processing apparatus is
connected to a first server apparatus, salid second
“data processing apparatus is connected to a second
server apparatus, and said first data processing
. apparatus and said second data processing
. apparatus communicate viasaid first server
apparatus and said second server apparatus,
sending by said first server apparatus a
first request to said first data processing
apparatus, and
referring by said first server apparatus to
sald first management data in accordance with said
first request and sending a second reguest
designating said data module intended to be used

to said second data processing apparatus.

3.. A communications method as set forth in
.claim 2, further comprising the steps of:
confirming whether said data mbdulé to be
- used by said first application program is in a
Vcondition. usable in said second data processing
apparatus and notifying the confirmed result to
said first server apparatus by said second server
'apparatus and

sending by said first server apparatus said




nutual authentication with said second data processing apparaiyseder using
sai d data nodul e, holding by said second data processing apparatus said
second managenent data storing key data used for nutual authentication
with said first data processing apparatus for causing said data nodule to

be used by said first _application program and having sai.d.first data
processi ng a%bﬁ?gt&§Qﬁé?%sépdagg%gﬁggﬁg?awﬁF cé§%+ﬂgn8%& Q%El%ﬁtually
authenticatetgaggigt@yrg@i@gtgeﬁfggég§$nggpbgr§%ﬁg_first managenent
data and said second managenent data. 6. comuni cat1 ons nethod as set
forth in claim4, further conprising the steps of: having said first

managenent data apd said 2 March 2006 63 secong managenent. data store
nutual aut hentication i TSP GhEHRRA T i vt PR Whethker t8  perform

said mitual auihentd caldohndand ogdng 8 d i skodpka BEOCessERggapparat us
and said second data processing apparatus refer to the nutua
aut henti cat ismidnfiratt detadatraodas s Ued eappaeathet herd tsm péréecondai d
nut ual athgntication. 7. A conmmunications nethod as set forth in
ata processing apparatus mutually authenticate each

~other and, after confirming the legitimacy of the

other party, said first data processing apparatus

send sald second data processing apparatus said

reguest.

5. A communications method as set forth in
claim 4, further comprising the steps of:
holding by said first data processing apparatus
said first management data storing key data used for
mutual authentication with said second data
‘processing apparatus for using said data module,
holding by said second data processing
apparatus said second management data storing key
‘data used for mutual authentication with said first
data processing apparatus for causing said data
module to be used by said first application program,
and'
having said first data processing apparatus and
- said second data processing apparatus mutually
authenticate each other using key data stored in
said first management data and said second

management data.

6. A communications method as set forth in
claim 4, further comprising the steps of:

having said first management data and said




claim5, further conprising the steps of having said firsg ﬁ%@z@kpcessing
apparatus send nutual authentication using said key data, then sendi ng
said request to said second data processing apparatus, then, wthout

mut ual aut hentication again, sending a request designating another nodul e

linked with said key data to _said secopd_ dat rocessing apparatus. 8. A
communi cat i ong-HBth Iﬁiggﬁ?n%ofgﬂx?nSEPﬁﬁnﬁTﬁngﬁﬁtﬁ@%hggﬂﬁ$$§£ﬁ8nthe st eps
of : hol di ng pyssaidtseapnd PrRGESS| -ﬁﬁgﬁ us \Sai on

managemnent datg storing dafgﬁkgefining g%%g'e 0 iﬁge dﬁﬁgng%gatgonndule to
be used by psarflotinr Staiapphutabilomymlogiairaandmawvmg sai d second data

processing apparatus, refer to said second managenent data and Eernit use
of said data noduk@Vb)Pdsafaifl r §L1rafpl fedei oRLOFESHE I WaRPRC2BESr ange of

node of use ined., 9. A cqomuni cations _nethod as_set forth.in claima1,
further comptidi g iche> o RS AL EPCRo206% G RRTAEHG By Sof d Bacond
data processting apRAUAL USafRhEtecond: sRNagermtydatanf urddes €defining a
party permtting the setting of said second managenent data, and
permtting byesarsdisecondvidathemr ocessi ngperform said mutual

authentication.

7. A communications method as set forth in
claim 5, further comprising the steps o©f having
said first data processing apparatus send mutual
authentication using said key data, then sending
sald request to said second data processing

“apparatus, then, without mutual 'autﬂentication
again, sending a request designating another
module linked with said key data to said second

data processing apparatus.

8. A communications method as set forth in
claim 1, further comprising the steps of:

holding by said second data procéssing
apparatus sald second management data storing data

defining a mode of use of said data module to be

used by said first application program, and

having said second data processing apparatus
- refer to said second management data and permit
use of said data module by said first application

program within the range of mode of use defined.

9. A communications method as set forth in

claim 1, further comprising the steps of:




apparatus the setting of said second managenent data onlyzggm@hgﬁyiy
defined in said second nanagenent data. 10. A conmunications nethod as set
forth in claim1, further conprising téde steps of: holding by said first
data processing apparatus said first nanagenment data including tag data
i ndi cating the cqg&g&ingr agglicgghgn ofs & 4at a |l e nggggiﬁgid first
application program and hol di ng by sai d second data pr otessl ng ppar at us
sai d second appagetant dadbdi ncawbmy t agnadaineritndi dattiang fhethemt ent or
application of a data nodule form ng said second application program 11.
A comuni cat®®hsn#BEhod R2EEY fREFRILRING afhPl, SEGFLREr €6npFRiFng t he
steps of: ho Q&Qde¥a§9hQn55&$ dat a precessing apparatus said first
managenent data 1 ncluding data tor ' managi ng use of a port defined in said
first applicatiopepnbgtanyi nbespease t secdnght darca apptocassang hol di ng
by said second data processing , apparatus said second nmanagenent data
including RRREFREVARSES REHIs Dok paifl gecomsd managsmenkedaha
application r inr S i ght r;applicati i.ng by
dcg:tﬁg%ét{\gm%hp%g%%ﬂesgetf‘in%d IRt s Afg 2BRLLART | Ry 2 JBRRHL

said first

data.

10. A communications method as set forth in
claim 1, further comprising the steps of:

holding by said first data processing apparatus
said first management data including tag data
indicating the content or application of a data
module forming said first application program, and

holding by said second data processing
apparatus said second management data including tag
data indicating the content or application of a data

module forming said second application program.

11, A communications method as set forth in
claim 1, further comprising the steps of:
holding by said first data processing appératus
sald first management data including data for
managing use of a port defined in said first
application program in response to a right or
application,
holding by said second data processing
apparatus said second management data including
data for managing use of a port defined in said
second application program in response to a right

or application, managing by said first data




processi ng apparatus use of a port defined in said first Q@@%Lﬁg@déﬁ1
programin response to a right or application, and nmanagi hg by said second

data processing apparatus use of a por& defined in said second
application programin response to a right or application. 12. A

connunicatiqﬁ§06%%@¥5§§%§§5rﬁ%ﬁi hfe glalmd, - f ugbhern LOMPLi shRg the

steps of: sending by sai Irst data processing apparatus a request

desi gnati ng fhestypepopl isaitd ordapaonudun einntengednte beousedrtighsai d
second data processing apparatus, and sending by said second data
processing @ppaPRldsatHata ABdul e corresponding to said specified type
of data nodule to _said.first. data fﬁocess

13, AL
conmuni cat i ons nelRda9a8%et P¥or 132 ﬁ%?%&ﬁ?pfﬁt?%gf RISHprPEFHY the step

of : sendi ng fypazk@uaecord daka prosessi NgerfApAratHs 4994t @%céﬁfhﬁh data
nodul e relating to said request, data indicating whether either tenporary

use or storagppandatsiernf magrdat ainnodelspdnssaithfiastrilgha poecessi ng
apparatus is permtted, to said first data processing apparatus, and
tenporarily @BPA§CALIHBri ng and usi ng by

12. A communications method as set forth in
claim 1, further comprising the steps of:

sending by said first data processing
apparatus a request designating the type of said
data module intended to be used to said second
data processing apparatus, and

sending “ by said second data mprocessing
apparatus a data module corresponding to said
specified type of data module to said first data

processing apparatus.

13. A communications method as set forth in
claim 1, further comprising the step of:
sending by said second data processing
apparatus together with data module relating to
said request, data indicating whether either
temporary use or storage and use of said data
module by said first data processing apparatus is
permitted, to - said first data processing
apparatus, and
| temporarily wusing or storing and using by
sald first data processing apparatus a data module

received from said second data processing




said first data processing apparatus a data nodul e receivgﬁ&ﬁgpﬂk%aid
second data processing 2 March 2006 66 apparatus based on the data. 14. A
comuni cations nmethod as set forth in 66laiml, further conprising the
steps of: having said first data processing apparatus and said second data

processi ng Labis s GIAi gat e th@an integrated circuit via said
server apparatus to provide predetermned services, and having said data

nodul e indicate data or a routine for operating a nenory area of said
integrated circuit. 15. A conmmunications nethod as set forth in claiml,
further conprising?theRAstapueinhaeitagrsai Bethiodst agdatepr deaddi nghappar at us
and sai d second. data rocessi ng apparat us_sinul.taneously set a plurality
of connth:i%%ﬂ até??éheFrﬁﬁ?ﬁﬁi%ﬁn%aFﬁquﬁfﬂﬁxﬁfe. 16. A data
processi ng appar alagihgr La28sEIELRT ad@ba wLbBANOIALT Aala pEgLessi ng
apparatus, said other data processing apparatus operable to execute a
first applicatdon padgr amsancbrdsecdadaapplpateoningr ograopasatdsdat a

~ processing apparatus conprising: an_ interface for transferring data with
said other CRIFBUPHEEEEss| g tdppanat iBtegrated circuit via said

server apparatus to provide predetermined
services, and

having said data module indicate data or a
routine for operating a memory area of said

integrated circuit.

15. A communications method as set forth in
claim 1, further comprising the step of having said
first data processing apparatus and said second data
processing apparatus simultaneously set a plurality of

communication paths for transfer of said data module.

16. A data processing apparatus for transferring
data with another data processing apparatus, said
other data processing apparatus operable to execute a
first application program and a second application
program, said data processing apparatus comprising:

an interface for transferring data with said other
data processing apparatus,

a memory means for storing a plurality of data
modules forming said second application program and
management data indicating a data module allowed to be

. used in said first application program, and
a processing means for referring to said

management data in accordance with a request from said




a menory means for storing a plurality of data nodules fospy &ﬁ@déd second
application program and mnanagenent data indicating a data nodule all owed
to be wused in said first application pogram and a processi ng nmeans for
referring to said nmanagenent data in accordance with a request fromsaid 2

March 2006 64rREpessdatl 8robOsessy %fé&?{@é Ushd 1\ €844 Ngn@NE -OfoFRr € data

nodul es of the plurality of data nodules in the secohd application program
i nt ended t o detasmddbyessaifd tdihepldabaipyoodssiatg appdue btsisiandhior
sending the data nodules specified in the request to said other data

S
processi ng apparRtuseRifets n§HWEHTH dRTERdREdule RF atdSRy t §Ysai d
request is p, 1: t S i.d f] appl Lgat i r OOy by
referring tog(%l}qaei Bﬁglﬁtggecﬁ%n% gg?g.ggﬁﬁbAa&%a?aproceéfgl&nlgfggp%ae?lal&? as set
forth in clahe dSra whediel ¢ st ifiaeesisi nhdearfce frey reidndt-talr

authentication with said other data processing apparatus and, after they
confirmthe ¥Rt inhaSessiingeaghrarabys rdwn vasdgingquekatf ramdedied ot her

data processing, ap tus and sends a dat.a .nodul e .relating, to the request
to said ot AP A BRI I St dF R TR c el bengsaihar at us
as set forthb?”sa?&afﬁkéﬁ’aﬁ@ﬁ&%ﬁ%ﬁon program by referring to the

management data.

17. A data processing apparatus as set forth in
claim 16, wherein said processing means performs
mutual authentication with said other data processing
apparatus and, after they confirm the legitimacy of
each other, receives a request from said" other data
processing apparatus and sends a data module relating
to the request to said other data processing

apparatus.

18. A data processing apparatus as set forth in
claim 16, wherein:

said memory means stores said management data
storing data defining a Iﬁode of use. of said data

module by said first application program, and

said processing means refers to said management
data and permits use of said data module by said first
application program in the range of mode of use

‘defined.

19. A data processing apparatus as set forth in
claim 16, wherein:

said processing means communicates with an




said nmenory neans stores said managenent data storing datgwﬁﬁ%g@&g a node
of use of said data nodule by said first application program and said
processi ng neans refers to said managerént data and permts use of said
data nodul e by said first application programin the range of node of use

defined. 19.; o} I 4 p 15.a i claim 16,
wher ei n: sai:L péri%{:agcseg n%ffn%%l% g@n%%%ggtee? ﬁ%{%\é %rdchg%‘gﬂé;%s
integrated camduit to provide a predeterm ned service, and said nmenory
means stores said data nodul e indicating data or a routine for operating a
memory area in S i nPEYPEY ed RGGEUI t STOPRS A F2d6r arfdie? beMeEdBt ed by a

data  processidi-ARAY abyeal ofr LMY HAl ka20atnel ndaha
processi ng apparatus,” sald other data processing” apparatus operagle to
execut e a fiasda appldedal iioneguatgdamiandia.second application program said
data processing apparatus conprising: a routine for transferring data with
said other data processing apparatus; a routine for storing a plurality of

data nodul es forggng saphd geeand apRld cald on. pragram W a data
.processing apparatus for transferring data to another
data processing apparatus, said other data processing
‘apparatus operable to execute a first application
program and a second application program, said data
- processing apparatus comprising:

a routine for transferring data with said other
data processing apparatus:

a routine for storing a plurality of data
modules forming said second application program and
management data indicating a data module allowed to be
used in said first application program, and

a routine for referring to said management data
in accordance with a request from said other data
processing apparatus indicating one or more data
modules of the plurality of data modules in the
second application program: intended to be used by
said other data processing apparatus and for sending
the data modules specified in the request to said other
data processing apparatus when Jjudging that a data
-module relating to said request is permitted to be used
by said first application program by referring to the

management data.




managenent data indicating a data nodule allowed to be used ir8h3@igd first
application program and a routine for referring to said managenent data
in accordance with a request fromsaid other data processing apparatus

i ndi cating one or nore data nodules ok éfe_plurality of data nodules in
the second application programintended to be used by said other data
processi ng apparatus and for sending WPBESTRACT nodul es specified in the
request to said other data processing apparatus when judging that a data
nodul e relating to said request is permtted to be used by said first
application programby referring to the nanagenent data. ABSTRACT When

transferring el ememtiorARRE =iy M6 3 o ARl GAtA S et ween SAM units
9a and 9b, managenent data which srg%c?fi es tli:%entl fiﬁcgzlca*‘?{l'g%]%éta of

el enent s, presa@chqtirggliggowtggg td' node of . reference (usage),
and a nutual authentication Key of — each ei} Shet le*iss %ﬁ@d’h‘feﬁ:‘and t he
el ements tean Lr etygen the.SAM units A and 9b based on the
nanagenentg dg%géda$ed% & Wni%n spec1§1es identification data of
elements, presence of mutual authentication, mode of
reference (usage), and a mutual authentication key of
each element is prepared and the elements transferred

between the SAM units A and 9b based on the management

10 data.




