METHOD OF AUTHENTI CATI NG A CONSUVABLE BACKGROUND OF THE I NVENTION 1. Field
of the invention. 5 The present .invention relates to an imgi ng devi ce,

and, nore particularly, to a nethod of authenticating a consunable used in
an imaging device. 2. Description of the related art. In the inaging arts,

a consumable is an itemthat is used by the inmaging device during inmaging.
One exanpl e of a consumabl e is a supply item such as for exanple, an 10

i nk supply tank, an ink j d tank, or
electrophotographlc S e = : paeEs a supply of an

I magi ng substance, such as for exanple i nk or toner that is consuned

during an imagi ng process BA@WROUNMFWWENTM' ng device include an
ink jet printer and/or copier, or an el ectrophotographic printer and/or

copi er. Durilng m&gwfghminmﬁone i magi ng device, the amount of the imaging
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supply o the suppry itemis exhausted supply item either may be
di scar ded ommoﬁeumwpmggn@aummw %IW@&E&I’]CG In either event,

the consuner, Iy of imaging substance in order to
conti nue |mag| ng be%@‘ﬁ'oﬂﬁf%gg ed #ﬂpt he art is a nethod of authenticating a

consunabl e, suchm&emammwm@hﬁwﬁmmﬁwﬂg § inaging dexice SUMVARY
OF THE | NVE p i"l’enﬂ\;%@l fex&hﬂ ticating
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consumabl e heaample &kive donar, thabig eortstmetbdwing an suaging ipfocedsc Examplesrofisich ahas
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t he renew ngndbr tépserc ddwingeitiaging it the waging dewise, the minownt iof dhtei iomagivgde i n t he
MEMOrY. 15  substance is depleted. Thus, eventually, once the imaging substance supply of the

supply item is exhausted, the supply item either may be discarded or may be replenished
with imaging substance. In either event, the consumer must provide a new supply of

imaging substance in order to continue imaging.
What is needed in the art is a method of authenticating a consumable, such as a
20  supply item, used in an imaging device.

SUMMARY OF THE INVENTION
The present invention provides a method of authenticating a consumable used in
an imaging device.

9 25 The invention, in one form thereof, relates to a method of authenticating a
consumable used in an imaging device, including the steps of providing the consumable
with a memory; monitoring usage of the consumable; determining whether the
consumable has reached a usage threshold; and, if the consumable has reached the usage
threshold, then performing the further steps of: renewing the consumable; generating an

30 authentication code signifying the renewing of the consumable; and storing the
anthentication code in the memory.

In another form thereof, the present invention relates to a method of

authenticating a consumable used in an imaging device, including the steps of providing

the consumable with a memory having an authentication code stored therein, the
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In another formthereof, the present invention relates to a nmethod of

aut henticating a consunabl e used in an i nmagi ng device, including the steps
of providing the consumable with a nenory having an authentication code
stored therein, the 1 authentication code signifying a renewal of the
consumabl e; generating a verifying code based on a secret |located in the

I magi ng device and information stored in the nenory of the consumable; and

conparing t ‘Eﬂ@hﬁdﬂf’&t' 1 ﬁ"n& Lt dF W 8 nstBiabikYd Qaﬁiéﬂa‘ -@,,-ngqﬁ rm ne
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aut hent i cat i determing avhetheyrthe renowyl wisauthprized. r enewal ; and storing the first
aut henti cation cqde | E“QFE'” I I h form

t hereof, the pregn?owlgﬁ?%%%l g{ee oggﬂiegﬁﬁﬁédag?}qgu?hen |c§ ing a
consunabl e umdignficatinga commpgnablp wWedin ar imaging|device including theesteps of providing di ng  t he
consumable wth a nmenpry:. performn first.renewal, of .th onsumabl e;
generating a i EM?E@S%B‘@ 3, Gemant ipg’é‘%f“b‘# 2o rR) Oftsfbdn?qn%'lmﬁ%yef he first
renewal ; st generating & Girsh/thenticatioh eodrasignifying thet first remewal; nd btoringothe fisst i ng a

second renewal, of. 15 the.consunmabl e; generati ng a second nessage
aut henticati%hegg °‘(Rﬂ§l§?)t 31115’?}??’3??% ”ts%&’ieecond renewal ; and storing the

MAC2 in tihe nenorly sxotHeh efomorthetestpliiee ptesent niatdntion frelates t toen eméthod € present
invention relates to a neth of ,generating a .mask for convert,ing a fast
bi nary nunbef® ‘Faﬂﬁg%c?qs%?%?ﬂ&ﬁ%&mm&@% @@%ﬁ%@wpﬁpﬁgp‘g} nber

Pﬁé' ng a sec@adeonstitible Withbd tnfemoky) Geffornfifig RUIRE frerdivald bf Shed Gddsemabl€at er 20

n the second nunber of bits, including the steps. of defining a key-
havi ng a t hi FEheraling g Jpstgnessage authentication; Go Mﬁﬂ)wﬁm&@erﬁéﬁ@wﬂbi si bl e

into the fir gbrisphkbMMACE iDhé &eh@gy df W RonsuekiiBlel f&f(mﬂk\éis@édﬁﬂ rénd@alf dfr St
bi nary nupber into.a plurality of groups of bits, a nunber of the
pl ural i t Y of th§roefmable; gneatingy W@mwwﬂm@wﬂm&%%@ dguiffiigs of the
key, each of Hekgeofid &Hﬁalm&'sﬂﬁn%hé‘mrm 2k ridofy GFiktAlonduthabl® quoti ent;
correlating each 25 bjt of the y to one group of the_ plurality of groups
of bits of the fi §{mthqr ﬁgq@;gz'esentm on relates to 8 method of generating a
mask for converting a first binary number having a first number of bits to a second
binary number having a second number of bits, the first number of bits being greater
20  than the second number of bits, including the steps of defining a key having a third
number of bits, the third number of bits being divisible into the first number of bits to
form a quotient; dividing the first binary number into a plurality of groups of bits, a
number of the plurality of groups of bits being equal to the third number of bits of the
key, each of the groups having a number of bits equal to the quotient; correlating each
(~ 25  bit of the key to one group of the plurality of groups of bits of the first binary number;
selecting from the plurality of groups of bits of the first binary number each group
having a corresponding key bit having a predetermined binary state; and selecting at
least one bit from each selected group of bits based on a mod function to form at least a
portion of the second binary number.
30 BRIEF DESCRIPTION OF THE DRAWINGS
The above-mentioned and other features and advantagés of this invention, and

the manner of attaining them, will become more apparent and the invention will be




selecting fromthe plurality of groups of bits of the first binary nunber
each group having a correspondi ng key bit having a predeterm ned binary
state; and selecting at |east one bit fromeach selected group of bits
based on'a nod function to format |east a portion of the second binary
nunber. 30 BRI EF DESCRI PTI ON OF THE DRAW NGS The above-nenti oned and ot her
features and advantages of this invention, and the manner of attaining

them wll beco ar.ent t | . 1.2 Wi bet e

under st ood bﬁ?‘e?@%h&’g%{o eﬁ‘i@w?g? Wﬁ%‘l’@éeﬂgﬁ"gﬁ%ﬂ% P‘gﬁﬁ Pfeﬁ?s of the
i nvention taigmubmtammumtnd cﬁmwﬁtﬁtheadwmpangmgﬂmmgsgwmm ngs, wher ei n.h )
Fig, 1is a diagrammtic i ct ystemuse |nas cia with the
present inventiofigd igdia e 3%%11(9 12 H& a@"n‘ghbﬁ&? of the
consumabl e géhgnvéuofl . 3 is a block diagram shovm ng funct i onal bl ocks

of the ASIC of Fi . Fig. 4A1is a flowcharmgf a g rocess of one
aspect ofSa neth égaﬂsamha@hémpwgh%mma 31 i magi ng

device, in accor ganae;sy bigek Bﬁgrﬂfneﬁﬁﬂfnﬁ fbhERH bfitks &@m%lmxc@ m§ B

flowhart of a general process of another aspect of a nethod

aut hent i cating a Figrfduisab| fowshati of A Wﬂnﬂg@%‘)ﬁléﬁ amect; of ﬁ&%}"éaﬂfce with

t he present 00&1% e i Mg&?a&;} ﬁ:odcﬁﬁﬂﬂﬁe ry
process for ?&%ﬁ%ﬁgg C]:»1 gglflat a‘fﬂf use as the aut hentlcat|on code

or verifyingingeden. i n accordance with the 15 present invention. Fig. 6 is

a flowchggt de cr‘éé‘seé“‘ﬁanﬁﬁﬁ I C
sui t abl ef‘(ltS ug;%a%%hgrhgﬁé\ﬁ%ﬁlﬁﬁgﬁe@éﬁmcﬁ&e or verify %ogg oﬁd\fp‘

N

accor dance vxmthenmangpmsemblemémmmamgevm ithemmtcu ng an
exenpl ary e, 8‘9f generating a nmask for use 20 as the mask of Figs. 5
and 6. Cbrrespon ng reference characters indicate correspondlng parts

t hroughout the Fig. 5 is a flowchert depicting an exemplary process for generating a MA(
suitable for use as the authentication code or verifying code, in accordance with the
15  present invention.

Fig. 6 is a flowchart depicting another exemplary process for generating a MAC
suitable for use as the authentication code or verifying code, in accordance with the
present invention.

Fig. 7 is a flowchart depicting an exemplary method of generating a mask for use

20  asthe mask of Figs. 5 and 6.

Corresponding reference chatacters indicate corresponding parts throughout the
several views. The exemplifications set out herein illustrate preferred embodiments of
the invention, and such exemplifications are not to be construed as limiting the scope of
the invention in any manner.

Coy
DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawings, and particularly to Fig. 1, there is shown a
diagrammatic depiction of a system 10 used in association with the present invention.
System 10 includes an imaging device 12 and a host 14, Imaging device 12

30 communicates with host 14 via a communications link 20.

Imaging device 12 includes & user interface 22, an image recording unit 24, a
supply itern 26 and an Application Specific Integrated Circuit (ASIC) 28, ASIC 28
communicates with image recording wnit 24 via a communications link 30, ASIC 28
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several views. The exenplifications set out herein illustrate preferred
enbodi nents of the invention, and such exenplifications are not to be
construed as limting the scope of the invention in any manner. 25

DETAI LED DESCRI MTON OF THE | NVENTI ON Referring now to the draw ngs, and !
particularly to Fig. 1, there is shown a diagramuatic depiction of a
system 10 used in association with the present invention. System 10

i ncl udes an i naging, device 12. angd_a. host 14. | maging,device 12

communi cat esW‘ﬁ@%W%&“R?yaﬁeén g@?ﬂ%‘?"%“%’ﬁ%‘”’fg Sﬂlﬁg%oﬁnmeﬁﬁe igvi ce 12

i ncludes a ugrbe fof exshples a2 thk jetrprinten gei/oreopiedongn eladtiopirographicpriapky item 26
and an Application Specific Integrated Grcuit (ASIC) 28. ASIC 28 :
communi cat es®{¥ A°M¥age recording unit 24 via a conmunications |ink 30.

ASI C 28 3 commun Ghd esntdid toff the! Rimpldst BMimdxing devite CBIvEN @BdvieOfisagki Nk 32.

| magi ng device 12 can be, for exanple, an i1nk jet printer and/or copier,
or an el e2t r eordn8gEibhit PRI Reefor gramply, ampwk, jet | printhead cBRt &3ft 3Bf t he
exanpl es for g 'dﬂ&brﬁﬁiﬁi i ' ARfRY B inleBRE Bead29" fliRdlingaht 24 can
be, for exa el@%n I ik Jp&ﬂ p mfﬁﬂeagﬁ Ul’llfn or "a B el ec"tﬁgtgtghrot ographi c
printing uni tnageed ajsakstrate 34, wweh v gieetopfipanldneie ersephotasenduchiveimegban | mage
on a substra faq REt utel ﬁ'ﬁ% faiadaict i ve
menber . Forp‘grocﬁévem en "e”?ﬁ?@‘c’ﬁ@gﬁfégf‘%’ﬁgﬁﬁ at e&?ﬁrﬂ\}\n ) g ref e?!f’ed to by
the el ement fuctamplegarint media 3dx Sapplwitenp?§ ¢sn befon exargple, agigkomyely taeknan6 can be,

toner anp. " Rct AEERHP BetbERiD, Foedbl o of BipRbOEAMC ot £, ( -
whi ch cont ai eirtigga esclppf whish cantainngci supplyudfsanaimagingsubstance, sach as &xanpl e i nk
oL o0 B SR EC il MBE iR BB IS 2 12
print nedia usdtheRnagitg substamee Sohiaived iDappll itemaS anfdrm an invge bs pridt ngediaer
e O R %, T B g A o 00T, 75,1
di screteléinits, oThosaykilesd in diirwill redognive that a@getecording unit 24 and supply
item 26 may be formed as individual discrete units, or may be combined in an integral
unit, these options being depicted by dashed line 36. For example, in ink jet technology,
such an integral unit may be an ink jet printhead cartridge PH including an ink reservoir
and an ink jet printhead formed as a unitary consumsble. Thus, for convenience, the
20  term “supply item” is used to encompass either the discrete configuration or the integral
configuration described above, and is an example of a consumable. Preferably, supply
item 26 has mounted thereto a memory 33 for stoﬁng information relating to supply
item 26, more fully described below with respect to Fig. 2. In the case of ink jet
( printhead cartridge PH, memory 33 may be formed on a part of the printhead silicon.
- 25 Host 14 may be, for example, a personal computer including a display device 16,
an input device (e.g., keyboard), & processor, inpuf/output (I/O) interfaces, memory,
such as RAM, ROM, NVRAM, and & mass data storage device, such as 2 hard drive,
CD-ROM and/or DVD units. During operation, host 14 includes in its memory a
software program including program instructions that function as an imaging driver 38
30 for imaging device 12. Imaging driver 38 is in communication with ASIC 28 of
imaging device 12 via communications link 20. Imaging driver 38 facilitates
communication between imaging device 12 and host 14, and provides formatted print
data to imaging device 12.




unit, these options being depicted by dashed |line 36. For exanple, in ink
jet technology, such an integral unit may be an ink jet printhead
cartridge PH including an ink reservoir and an ink jet printhead forned as
a unitary consumable. Thus, for convenience, the 20 team "supply itenm is
used to enconpass either the discrete configuration or the integral
configuration described above, and is an exanple of a consunabl e.

Preferably, supply item 26 s _nmounted ther pory 33 for storing

i nformation rel at WW@@HJ@‘ 20 (magy bg es ﬂQVI%/TﬁH% ISeQr PRICBLY wi t h
respect 1o Fighnedio '&Ewsneﬁv%ﬁc fnnédiibn jstdh asPfot Bkdifieiart BttiefnedifbRal Rirka MENDI' Y
33 may be forned on part of th or i nthead siljcon, 25 Host 14 may be, for

exanpl e, a pastwork{LAND g0 andi32menbe egtablished, for example; bihut
device (e.g tRpbiesd dohfidctibilt er f aces,
menory, suc%s’ﬁ%qw% E/l6 nd & MRS ata storageb%ew ce, such as a
hard driv&, cnmmmampmwldemmmsfmmﬁg fox goaveniengeis deseribedc | udes i n

as an | ey n il bRy ARy el Genl 3o Sdckbie b QP ol [ 10} O
conmmuni cat i oprevpregraniBedinf@maion gﬁM@dgmwmmﬁacﬁmnm amenponisertiond2 Bek | i nk
and host 19, Dot W LihBh @iundh ST S Nl EPEhaERR ARG £ ©F 12
Conmmruni cat i omsl dimig &6 mwfﬁmaehgadﬂﬁcsﬂédamyaamﬁnmcﬂem forr storing cal
eomect! i Riwitodh SEARGPSuBRHBERIL ABu B D ol SRR S St "
est abl i shed, ﬂﬁ@boﬁmbﬁlmdmmrymmneé(hmdbﬂfm‘egmniri cal cabling or bus
oy 35 whi ch TYFROY R BoeE AT sShmopy, SRR aen 3, o O
Menory sect i etuinple) aisdloyy loaatmsm y, mt406r’ané@0-t4hd’tor iexuiiples) 65 loction- 4oclogr amTed
ot ogr anmed wiETF 4% SHIE) 8 RN Lt ipey SR arARoR TR JooMER 402 e Fes Bigi ng
device 135 aadredtan hmgufad%tﬁ'eﬂ§alppﬁylﬂmdﬁﬁgcﬁeﬂlmbcﬂtﬂm 40:3cthere BRIy Yoredct | on 44
memory | oot FoHRERY PR Sf FEEE8 SYSIES PGB TR Ao+ JOEE i be RBEE ot b
conti guous. remdnufacturing code. The remanufacturing code may designate supply item 26 as
either needing authentication after remanufactoring, or as not needing authentication
after remanufacturing,
20 Memory section 42 includes a plurality of memory locations, including for
example, memory locations 42-1, 42-2, 42-3, 42-4, 42-5, and 42-6. For example, in
location 42-1 there can be stored a pseudo-random identification number (PID) for
supply item 26; in location 42-2 there can be stored a time array TO for storing a time of
( initial installation of supply item 26 in imaging device 12; in location 42-3 there can be
. 25 stored a time array T1 for storing a time at which an imaging substance usage
compensation algorithm is invoked; in location 42-4 there can be stored a time array T2
for storing a time at which it is predicted that, based on the imaging substance usage
compensation algorithm, the available imaging substance supply will be depleted; in
location 42-5 there is an array of usage bits that can be programmed to indicate the
30 reaching of predetermined threshold levels of imaging substance consumption for
supply iterm 26 as a new supply item; and in location 42-5 there is an array of usage bits
that can be programmed to indicate the reaching of predetermined threshold levels of
imaging substance consumption for supply item 26 as a renewed supply item.
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( Menory section 40 includes a plurality of menory |ocations, including for
exanpl e, nenory |ocations 40-1, 40-2, 40-3 and 40-4. For exanple, in

| ocation 40-1 there can be stored an supply itemtype identification; in

| ocation 40-2 there can be 15 stored an manufacturer's supply item
Identification, in |ocation 40-3 there can be stored an initial anount of
I mgi ng substance; and, in |ocation 40-4 there can be stored a

g sub: and. ir 40- an b |
ae "ol ther noed e RIPeT DRb R I REsG0RE R R PERGoRMRR, | L5

acturing, as not needing
aut hent i cat i randomalfytgeneratatrportidoa cTher fixed po2idn henbe prosidet bythe snifactinerdes a

plurality of nory lLocations,. including far xanpl r Qgations
42-1, 42-2, ﬁgjﬁsas %&Wif‘z%&“s’&ﬁa“ EPZE%’?%E& 8&%@"?‘}%?@8@;{3 42-1

t here can beijdhbtificatiorn spgeduiiotoestion 040-1. deTiel tand@hlly ogenerated eport{o| Mpy fher  suppl y
Item 26; iin locatiQn.42-2 there . can he storted a.ti array IO far storing a
e of o BRERIS T mags dsioe 53 S, B ptiplent seciHSIRAgI HEFEIYIS. | §

| ocation 42- 3 fieequmis@tiodle Bborfe! @ibedinfent, tREPEY hd)a freddt@minet atinber ¢f ti e at
whi ch an i rrag%ng% subst.ance usagg‘al ;.8 ensé%t_i on algorithmis invoked; in

| ocati on 42- ongs g zerpefot pny Such t%‘%a ray T2 for storing a time at
whi ch itt!S prfdilﬁ.tfﬁeﬁﬁ?ﬁcaﬁ&ﬁsﬁf‘i %rlmzt@%adhm. gbm%mﬁﬁtﬁmsagml @Q:;alyl o
conpensation al gorithm avai |l abl e i magi ng substance su e

epl ot od; | nISHE s BAESISYES oqTEGpaARg (o, HRPUED OB1Se o8 AERBA AN OB be
programeg t GuiphfitGRbe Fd}%xﬁﬁblé,%@&mit&ﬂay%prﬁs’ efh&eandubl ST¥ERkEor evel s of

I magi ng substance consunption for supply item26 as a new supply item and
in [ ocation Apths quaditiofjimagipg mbstange emtaingd i supplystem 20a tAsemosdariedat ammed t o

SUbst ance. coRSamiv i ooloni o8 s Wil BRE sholl P 08 e ChobrRmut PRI . 11
PD) that is terchs depietiondfiimagingsubstance fiom suppiyitdon 2. uBksh asage Jevel hitomayt on and a
ranuf aci ur or b TR RAAG! (68 oy Rl 0BGl e MR S ocitple?,
manuf act u¥ler 'msaydepeprgsentedeasian imkginigisibistantd dphoaintbr ed i n | ocation 40-2. The
andonty9ener 2 Suydigh VAol Rt SRR F g MR L s e 1
I n one enbodiexample, mémsorPlications 441 padtie?. cFor exendple,inuwationf44-1 there can be
stored a first message authentication code (MACI1), also sometimes referred to as
KEY2a, and in location 44-2 there can be stored a second message authentication code
20  (MAC2), also sometimes referred to as KEY2b. For example, MAC] can be stored in
memory location 44-1 to signify that the first renewal of supply item 26 was authorized,
and MAC2 can be stored in memory location 44-2 to signify that the second renewal of
supply item 26 was authorized. By attaching memory 33 to supply item 26, in essence,
the stored information associated with supply item 26 can travel with supply item 26
from one imaging device to another.
Fig. 3 is a block diagram showing functional blocks of the ASIC 28 of Fig. 1.
ASBIC 28 includes a communications interface 50, an embedded processor 52, an
imaging recording unit interface 54, a secret storage module 58 and an embedded
authentication system (EAS) 60.
30 Alternatively, embedded authentication system (EAS) 60 may be located on
supply item 26, such as for example, on the silicon containing memory 33, or located at
some other location in imaging device 12, or located on host 14, for exarmple in imaging

driver 38. The decision where to locate embedded authentication system (EAS) 60 may

L
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bi nary ones and zeros for any such PID generated. In either of |ocations
42-5 or 42-6, each bit of the plurality of usage bits may represent a
usage | evel corresponding to an anount of use of imagi ng substance from 10
supply item 26. For exanple, each bit may represent a predefined anount of
reduction in the quantity of imagi ng substance contained in supply item 26.
As a nore particular exanple, if location 42-5 has eight-bits, each bit

can represen oxi gat el e [ | g Subst ance
rom suppl y Pt B B3 Fatolh, § Qe P 5 0% pEBHKEY nfl o0 pBRiH S
reachi ng an egsfpedigt@xd/ons agdesirirtesfrovide Wbighteneds§ socurity asgainst undihomiagd be
represented as an i.magin SﬁgStba ce dot count. Menory section 44 includes a
plurality of PISHBIYLg j SYFsas By ing for exanple, memory |ocations

44-1 and 44-2. FoCome@iitdtions inRri@@Ga fidlitatésboimntunizations sith irmagimg driver3& fir st
message aut henticati on code, (VAC | so sonet i ref.erred to . KEY2a,
and in | oéat pf)faosa/ié e m%%&kgt@réﬁ 33502%5'0 ds%@gﬂemméﬁi itation
Eode 20 é W%m&iié‘dﬁvﬁ?”&hbm&z Lébf:ﬂt[dhibdt_idn@_ ifa&rﬂ&EYﬂd)-vrl']d:@?ptﬁmerﬂﬂe,GZI\/Ple can
e stored in_ nenory |ocation 44-1 to signify.that e first renewal o
supply item ?Ba%e%@ﬁél“m@@@ﬁ‘ﬁ%]‘?ds mg’c‘,‘&ﬁy@é“‘g‘? tnerhed S5Pbcat i on
44-2 to si gnish Yid Hadridal Patk 3608 Gompiaisaivel fcoupletdl hhapé faddrdihg Wl 2ausidior i zed.

By attaching nenory 33 to._supp item 26, in essence, the sto

|y d,
i nformati on &em@BRigatians \jinkn 3QuaRd yis | oERBaRVElY ©p t%‘f‘ﬂn%piﬂeﬂtem 26

25 from qge ihmabmekidRY | Gk t 92.aN0RMBKIded | ShtheRtidalion BsRak @HAZYT &0 SHowi ng
functional blocks of the ASIC 28 of Fig. 1, ASIC 28 includes a
comuni cat i osemmptiestively ccogpled o, compani fotretace; 69 Vigoelegirical pathig4s ds

r egor di ng un iogmﬁlﬁﬁia{eﬁ&nﬁ?%%‘}edgg iﬁ% rbrdfnle UhA §RerFRSISY |2 SictadtpAR 78 Hhedded

aut henti cati.on syst “Al'ternatively, enbedded authentication

syst em ( EAS) issommupicativelironpled tosecretstomse jnofle 43 vig clectried path 80.0r exanpl e, on
the silicon cont aggj ¥ I agaﬁga] SR Er h&&RtI0N in
| magi ng devi ce 121,31918@1 o?at edor?r% 1?1g§setd a%% or aég%arrpl ein gl 299 12E}Iri ver

38. The déci sndis uidefos exanpie dacwmirel thefreling of printmedia 3¢ pastpringhead 29, amhs) 60
my 6 be ba.%@gqu%l thb OperSii Bt phintnehd W35 bdsEd biP B Boeaflén fabER URRTREF L | 1Y

agai nst physica
from imaging driver 38,

EAS 60 is configured as firmware in ASIC 28, or alternatively is programmed

into ASIC 28, to retrieve an authentication code, such as a message autheﬁﬁcation code

20 (MAC), if present, stored in memory 33 of supply item 26 and to execute a predefined

authentication algorithm, such as a replication of the message authentication algorithm

used for MAC generation, to generate a verifying code to verify that the renewal of

supply item 26 was authorized. In other words, if the verifying code, e.g, MAC,

generated by imaging device 12 is the same as the authentication code, e.g., MAC, that

was stored in memory 33 during the renewal of supply item 26, then the renewal was

authorized; otherwise, the renewal was not authorized. In order to verify each MAC as

authentic, imaging device 12 will include in secret storage module 58 the secret used in

generating the MAC. For example, if supply item 26 supporis the storage of two

MACs, MAC1 and MAC2, then imaging device 12 will contain in secret storage

30 module 58 two separate 32-bit secrets (Sa and Sb) corresponding respectively to the
MACI1 or MAC?2 to be verified.

The type of renewal of supply item 26 will depend upon whether supply item 26

was subject to license. Types of renewals may include, for example, license renewal,

7



tanpering; and/or, a desire to provide hei ghtened security agai nst

unaut hori zed programm ng access, such as by hackers. Comruni cations
interface 50 facilitates comrunications with inmaging driver 38 5 of host
14 via communications link 20 (see also Fig. 1). Enbedded processor 52 is
comuni catively coupled to communi cations interface 50 via electrical path

62. | magi ng recording unit interface 54 is communicatively coupled to
enbedded pro substehcd el Eggnp&lﬁ% 1¢Edbencoupl ed
[ ?eﬁs%ﬁéconn‘h%&at ions I'in i|J

to i mage recor unit 2

comuni cat i vﬂlewﬂﬂghﬁ %’@1@& irmaging yﬂb@wllhd@mdﬁﬁ‘mbbm Ynis hlcﬁﬁRd o,
Enbedded aut %Es%ﬂ?e YdatePliRh&d to
comuni cati on | nter ace é via e ectr| ca?n atﬁ ;%,&)I S comrum catively
coupled to |ma'gwals,éhnim&naegamhuenewadatWhWhmaMﬁalebhempplzddfpaﬂtma% and

I S conmuni.cati vel pl cret ora ul 8.V cal path
0. " Enbedded thHEEUBL S 4 ek 366 .ccdh BRCEPP R Jesfridnl B Sidele

de\él ce 12,  Jhbstanck, mpgs&d: 26agbexeﬂmaer rdmnufmm'edah forhdﬁﬁmﬁdaﬁe,raych)ishprhnt
medi a 34 pas rlnt an fo cont t he .opgr atJ on ri.nt head 29,
based on the cﬁ" P*@Wéﬁlﬁ%%@g’?&@s@ﬂ Bf |’ﬁﬂ r& 8. EAS
60 is confi guﬁMMAwalnBU\ﬁbﬁdiﬂmMrﬁSQS or al ternat ively is progranmed
into ASIC 28, to retrieve gn authenticatjon cod such as_.a

aut henti cati on coé‘& 458 ﬁvﬁ@y&ﬂﬂfff E?’éf?i pr°§?35r°go° nasPFﬁﬁBf ’géﬁ?fgﬁuppl y
item 26 and tapiheatReiiz® @nfiRER e ad ithipRiy deviot, I@denmmrme%ﬁmc as a

replication of the message authentication algorithm used for
generati on, tlﬁ"eﬁ%‘ﬁ’erate a verifying code to verify that the renewal of

ﬁ/}:@pl y item 26 waataihm00, Zaeéenmhﬂavwé OGBSty iteln 26)haViRp inteniong 33 Gée, e.g.,

' generat ed by I nagi ng devi ce I's the"'sone as the authentication
code, e.g. mﬁg@ imagingdleyige Wenory 33 during the renewal of

suppl y item 26 tk@&eﬁbms@%r&a&ns@ﬂﬁ%ﬁ%ﬁcﬁoﬁm&% ghdigsrddeneval
was not aut horized. In order to verify ‘éach MAC as _authenticC, I nmaging

devi ce 121% |@mmwg%efwmmé2méms@r@ﬂmﬂ@é&wmi n
generating tmaﬂgﬁam ﬁém%aﬂ%%thdrﬁnf&ﬁﬁﬁéﬂ[sdch%h&@ﬁbﬁﬁﬁéﬂ,%gth@ Shpr age of

two MACs, MAC t hen i magi ng device 12 will contain in secret

storage 30 ofutasedsd t‘FWé’é‘fféfWé‘@ ithe fixe¢ patian qidae nygulosdomSIPIE pondi ng
respectively i {dbiftified number is pre-stored during manufacturing, as well as some other preset

values, such as for example, times T1 and T2.

20 At step 5104, the usage of supply item 26 is monitored. For example, where
supply item 26 is an ink jet printhead cartridge PH, usage of ink from the ink jet
printhead cartridge PH can be monitored by counting the number of ink drops ejected
from the printhead, which may for example occur by counting the number of actuations
of ink expelling elements, or the number of drops commanded to be expelled by the

L‘ 25  imaging data. Such a drop count may be compensated to account for such factors as, for
example, ink evaporation, temperature variations, humidity variations, etc

At step 5106, it is determined whether supply item 26 has been used to an extent

to reach a predefined usage threshold. In practice, several usage thresholds may be

defined, wherein upon reaching a subsequent threshold, another bit of usage array 1 or

30 usage array 2, stored in locations 42-5 and 42-6 of memory 33, respectively, can be set
io signify the attainment of next level of usage. An estimate as to the amount of
remaining available imaging substance in supply item 26 may be made by simply
subtracting the usage data from the initial supply amount stored in location 40-3 of

8



MACI or MAC2 to be verified. The type of renewal of supply item 26 wll
depend upon whether supply item 26 was subject to |license. Types of
renewal s may include, for exanple, license renewal, 7 imaging substance
repl‘eni shing and supply itemrenmanufacturing. For exanple, when the supply
of avail able imaging substance is depleted, if supply item26 is |icensed
and supply item 26 has a reserve anount of imagi ng substance to

date |i | s, the |i b d at whigh ti
NAC v 111 be e 30f SPOY dgiagh Bt of R bR Er i) Bu s SR cocs nor
CO][l_t ﬂ nda I efefigitfted 8P Wi tlﬁeishd fd)lmivﬂﬂt;h megmcamef ranqﬁh iy a]icvﬁhmezﬁlagm' g bg
reri e or renmanuf agt ur or _contl nue S U as or .exa e,
repl eni shi né@ﬁ@@hﬁéﬁeﬁbg@m gﬂﬁ&oﬁmﬁﬁf @ré‘eﬂ’mﬁﬁmgp i chy time
a MAC wi | bﬁ)4&b%ﬁﬁmiﬂg:ﬂmwﬂngh&ggec]ﬁisﬁpplﬁaeﬂ:szsavﬂoﬁmbmgﬂﬁn‘mmer al
od o

process of one aspect of a net 10 authenticating a consumabl e used
in an i magyi nge Beese procseds WskpSifhce with the present invention. At step

5100, a consumablg, stepUsios Adupply Rieiny26 @b feneislv | Ag staRabove e itgpe ¢fr ovi ded
for installation in inmaging device 12. At ﬁéﬁ& 51Q2, a pseudo:andom supply
i tem i dent i ficaenal Of syphbien 28 will depend ygon Whethqr Spppiy ARy 20 Was sy 28 of

i magi ng devi g@ndb? Fof Bihnt ,ﬁiﬁéﬁﬂfﬂl@d&pﬂ&tﬂ: Qy 6Lavhilstle HREME Yubsbdeedif Supply

item 26. Al so, other information, such a ime information, e, g., TO may
be stored. |wupply iten B6 isdicensed pudveupply, item A6 hases Kespryg agloERY ofAAGING)

pseudo- r g5 dogySHRRlY acdomnfiBlite Gonbd defibvalky the Goedss i B ehéwed Bt Gttich Riche

manuf acturing, as we as sone other preset values, such as for exanple,
times Tl andainatheptcaion sadepsugh gvp mespage guthepticationcodmMAC), will tessupeliedoni t or ed.
For.. exanpl e, : ”EHl i e i S ; i Lnthead i dge PH,
usﬁge of inkfo ro%ﬁiﬁll% |n°¥ﬁse"t' %%&Rﬁéﬁ%%ﬁ%g@%ﬁacan bgﬂr?ourl\qﬁred by
counti ng t heinagimgembssance,nsupply dissr 2§ cant bel renewednforhonpimied tuse ich whiferh may f or

ol ononts. - or e By g Sud Bk <beEs HBP T wmlly el 960 RGBT,
data. Sudh acade,dle memence efmiabid ausheptication codle will signifiuthet the renewad of fupplyor s as,
for ifem 26 was authorized.

Fig. 4B is a flowchart of & general process of another aspect of a method of
authenticating a consumable used in an imaging device, in accordance with the present
invention.

20 At step 5150, there is provided a consumable, such as supply item 26, provided
with memory 33 that has an authentication code, such as a MAC, stored therein. The
authentication code signifies a renewal of the consumable, such as that described above
with respect to Fig. 4A. Supply item 26 may be an ink jet printhead cartridge PH with
memory 33 attached to ink jet printhead cartridge PH, e.g., wherein memory 33 is

C 25  integral with printhead 29 of ink jet printhead cartridge PH.

At step S152, imaging device 12 generates a verifying code based on a secret
located in the imaging device 12 and information stored in memory 33 of the
consumable, e.g., supply item 26. In a preferred implementation of the invention, the
authentication code and the verifying code are generated independently using the same

30 algorithm, such as a hashing aigorithm. The information stored in memory 33 may
include, for example, the psendo-random identification number of supply item 26 and
time parameters (e.g., TO, T1 and T2). The pseudo-random identification number may




exanpl e, ink evaporation, tenperature variations, humdity variations, etc.
At step S106, it is determ ned whether supply item 26 has been used to an
extent to reach a predefined usage threshold. In practice, several usage
t hreshol ds may be defined, wherein upon reaching a subsequent threshold,
anot her bit of usage array 1 or 30 usage array 2, stored in |ocations 42-5
and 42-6 of nenory 33, respectively, can be set to signify the attai nment

of next IeveI ehifed lmﬁgn |
avai |l abl e |mag:g§1n sub tance ?%ﬁésgj%g |a%§Fn6u% may c}mﬁ% Sl rr%lgly
subtracting time h@apésmlamﬁémmasmade‘m Rl y armunt stored in

| ocati on 40-3 of V. an@éﬁ p%:ﬁ:tg‘p ned

t hreshol ds, homvé{rgagﬁﬂ)?y gngém gngi[2 ﬁg&fﬁ% t es%El d at | c&i t he
amount of r enmmrylg‘:% mfhlﬂhamﬂ’ymg‘ra@erggnew@dthOﬂSMG detemingiwpéthardbe Pri or
to reach| this hrggtg ld, the process returns to step 104 to continuing
noni tori n alo %Pﬁd‘i tem 26. Upon reaching this threshold, 5 the

process proceeds Ab step 4156108 dderndred prleids thesantiphtcatisre nod26matehes ke r enewed.
As stated above he txpe of renewal of supply item26 will depend upon
whet her suppl"S?r"f1 ‘was subject to I|icense. For exanple, in view of the
Flepl et eg sugpl y otfthe/msﬁ]aktlsuepl mglmHOSthbmm@rocbéds t sipp BY58 wm RGsi s

i censed and ,s i.t em reserv am)unt i magi bstance to
accommodat e 1! %ﬁ@éﬂb&ﬁ’éﬂé@ e’i‘q"ﬁt@:’ﬂ E'r?eﬁméﬂppg? P@ ime an
aut henti cl i ofot paasta, Iﬁbthbrﬁsrdﬁ, mmss@sﬁalauhdaeamb:mmmen apetpridthBon i | | be

cotrve. amourfBi( e mat??ﬁg% imﬁee'lf@%‘é%ﬁﬁ B 58 SEAL RPISREREY 1 or

co t: nue]gi Usefor lbumz‘scvl $play ?meemmmh mahﬁaymgﬂmt llstugstance
supply of sup n C t he sence of a, vali

aut henfticatm&%ﬁﬁie&?ﬁ*l W4 9{'&?18‘1"5'@@?‘? ‘mgﬁ‘bﬁl enishing 055 was
aut hori zed. hﬂasﬁn&e'sﬁﬁﬂ?ﬁiupﬂht&n%fb?h%neﬂmt@ﬂ@tdﬁm aspect
of a net hod of aut henticating a conSumabl e used in an inmagi ng deV|ce in
accor dancd® wi it Ghe present invention. 20 At step S 150, there is provided

a consumabl e, sucly @e reshtP B step $188LPES,REOMbE proceeds to step S160 where it is
indicated to the user that the authorization has passed. In other words, if the renewal
was authorized, then normal printing may proceed.

Exemplary processes for generating a MAC suitable for use as the authentication
20  code or verifying code are described below with respect to Figs. 5 and 6. The MAC
generation processes of Figs. 5 and 6 utilize a keyed hashed message anthentication
coded (HMAC) protocol. A hash function is a one-way function such that it is
computationally unfeasible to construct the input given a particular output. The output
of the hash function may be pseudorandom such that if one bit of the input changes,
( 25  there is a 50% probability that each bit of the output will change. One exsmple of a
hashing algorithm is commonly referred to as the Secure Hash Algorithm (SHA-I).
This algorithm is specified by the Federal Information Standards Publication 180-1,
which is incorporated herein by reference, and is available through
the internet at hitp://www.itl.nist.gov/fipspubs/fipl80-1 htm, or
30  http://csre.nist. gov/publications/fips/fipsi 80-2/fips180-2.pdf.
The generation of MAC1, also referred to herein as Key2a, to complete a first
renewal of supply item 26 will now be described with respect to Fig. 5. While the
example of Fig. 5 is described for convenience with supply item 26 being ink jet
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with nenory 33 that has an authentication code, such as a MAC, stored
therein. The authentication code signifies a renewal of the consumable,
such as that described above wth respect to Fig. 4A. Supply item 26 maybe
an i'nk jet printhead cartridge PHwith nenory 33 attached to ink jet
printhead cartridge PH e.g., wherein nenory 33 is 25 integral with
printhead 29 of ink jet printhead cartridge PH At step 5152, imaging

device 12 gener . f g t he
i magi ng devi Eyﬁ%ﬁ%&ég%lf #g{k%lnifé Flor eg in ma%r y ét?oqrbt Ee c%nsumabl e,
e.g., supplyadapebie26othertypes pf afpplyitenis andfsir consumebleso dlags refamance inepeaifion, t he
aut henti cation_code %QQF e %ﬁﬂﬁ gty
usi ng the saft™ 3’7@@%%%&%)ﬁfcﬁga@%aﬁ as “?@%r‘gg% T é#ior mati on
stored in rremhungetBtB aneppnmddateltheidesigh constraiatsrpf @partituér systant oAlsavritiis te be
identific tlon e su Lem TO, T1
and T2). n‘g élgt %lgrﬂaﬁge%% gélgotﬁr%n?ré}b% W@S&&gﬁ%‘é&%?}fa ed by
i magi ng deV| eensiuRable, e, sapply Etagrprmthewwndgﬁalﬂérm,mmbanéysmagnga tine
of installati,on pa?etd 24
i magi ng devi 88 2&8#@@1’%"&%%&% gt @rtpte n co '%g C@E PVHrrtélfrﬁbr y 33
with the vermLMDmgmdﬁmmmgawéBaiaﬂmﬁmemﬂhmnﬁmﬁﬁﬂmamﬁsmémnwmm&mhether the 5
renewal was aut hor, 11, is determ.ned whet her e
aut hent i cat i on coétztﬁ’étsc?ﬁ@%“‘i#@z &W%ﬁ%@@‘&ﬁﬁ?@‘%%@%t step
5156 is NQ trheisRmsedaons catRigds atcolos tycaltiifge, uhecotor pigment cariidge.aOBd to the
user that the aut tlcatl t he sunabl ., supply item 26, has
10 not passe&om?%&ﬁwsﬁﬂ’r seasﬂlyfex]gaﬂge%rl% tﬁ?é‘ﬁ‘r*g?esaut hori zed, then
appropriate acti ODepeﬁdih I ﬂlslﬂﬂ&'lty?@ engrmdim,aderﬁiye laggag:vp:gmm, éth&pmzer It 0
acquire an a riz ce r Su em stin i spl ay
at user int e%&g‘g béﬁgtasa?c%%&;ﬁ“fs 18 ?Fg?{ed’l‘i?s‘ %ﬁf&a%&/@ t he
renewal of t h‘@-;ﬁmaw&hiﬁ)ﬁsﬁyol&qngui@f exanpl e, a replenishing of an
i magi ng subst ance n |ten' or a renemal i cense to use
supply 1% item Zéfs £ s¥°ﬂ? S'ﬂ"lgsg ybé& @6% M%@I S proceeds
to step S160 guagee it i s
At step 8212, a 64 bit secret is created by concatenating secret Sa with one of
secrets SM, SD or SP.
At steps S214, various parameters stored in memory 33 of ink jet printhead
20 cartridge PH are retrieved. In this example, step S214-1 retrieves the 5-bit time
parameter T0, step S214-2 retrieves the 3-bit time parameter T1, step S214-3 retrieves
the 3-bit time parameter T2, step 5214-4 retrieves the 4-bit ID1 from location 40-1, step
S214-5 retrieves the 4-bit ID2 from location 40-2, and step S214-6 retrieves the 32-bit
( pseudo-random ID (Keyl) from location 42-1.
25 At step S216, the 64-bit secret from step S212 is concatenated with the
parameters retrieved in steps S214 from memory 33 of ink jet printhead cartridge PH to
form a 115-bit output.
At step S218, the 115-bit output from step S216 will be processed using a SHA-
1 algorithm to generate a 160-bit output digest.
30 At step 5220, the 64-bit secret generated at step S212 is concatenated with the
160-bit output digest of step S218 to fonm a 224-bit input to step 5220, which in turn is
processed using a SHA-1 algorithm to generate a second 160-bit output digest.

S_JU)
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indicated to the user that the authorization has passed. In other words, if
the renewal was authorized, then normal printing nmay proceed. Exenplary
processes for generating a MAC suitable for use as the authentication_ 20
code or verifying code are described below with respect to Figs. 5 and 6.
The MAC generation processes of Figs. 5 and 6 utilize a keyed hashed
nmessage aut hentication coded (HVAC prot ocol A hash function is a one-way

function such thayd Forles w SHpS20 0, assaisdgatelort he i nput
gi ven a particul ar_out pu?m]‘Sl out put  of th

hash funct|
pseudorandonﬂi@u@ﬁn@w&t WdGﬁef%lthe ofirsty WEY’ﬂpﬁF Z@Pt%r s a 50%
probability e e g@ad%ﬁd xa
hashi ng al goiég?‘;hsm ?gﬁé% Fmt* eﬁo&gﬁ;ﬁ@‘igg&?ﬁ?ﬂs l) ngh”%ﬁo“ t hm
(SHA-1). Thiwe» ab;g@bmtﬁ hmoa&naio&,c‘ipﬁd”eld ubsd inHbe BEHACY algorithdmdo rmteasmthSt andar ds
Publ i cati n 180-1 IGh 1S i por a herei.n by reference, and is
avail abl e t hF’BEtdﬁb? ﬁgﬂ’r‘?ﬁ’&’ HgﬁA e Sfid-1 algorithm.
http:// ww. i t Lni sat sep\8200 pemudkasing Itﬂem-l:ﬂi patutio-ratdom3ID (Keyl) from location
http://csrc v/ | i,cat.y ns/ [ fips] 80:2/fi psl 8 pdf . .The
generation o?éiflﬁx’,&%l“ﬁrg r’%éf1 éqj\”élr‘gei tﬁm%% ?58 B R 2 first
renewal of spadpderthéd I@%lﬂﬁtpwﬂxgesnomtebszﬂHBds bemMAﬁimd{cﬂa) Fig. 5.
Wil e the exanpl i bed, for convenie Iyitem
26 being i nk | of AR bE UL HATT R BeaL bdioR A e AL, Y\ 1|
recogni zegot hmﬂggmmamﬁeﬁm@ewﬂ adaptabl e to ot her types of supply
itens and/ or consunmmbl es. reference . to spem%fg‘nunbers bits used

| n associ ation w %a‘iﬁ‘ﬂm"éﬁ?’&rmﬁw&" i SPRly dtepmy gad changed
(accommda‘b&u{d@éfl’ﬂetﬁé%e&s@ﬂﬂﬁlé%rﬂiyf’oe%edaméléén'eﬁﬁb@éfm®%r&éﬁ&b it is

be 5 understood that the sane al gorithmuséd to generate the NMAC for

renevval of t Mehegigres Mheidbeto complete 8 Serond renewph ofcsupplyi itanh 26 Wik W bedge PH,
etc., can be gupgpedbwith TBGHed%to FgY5.Cewhde ﬁi&déﬂfngfé%f Fi 6 3 &kafedifbg the

verlfyl ng, _code MAC to be conpared with the stored_in nmenpry.33 to

verify the a@PHERieaceith Spply iem 28 heng irkoshrsintend Msegﬁefbgsesﬁ@ed%d 5202,

it is determygegt wiPieosnizetBat thikprb@s sdiffm%td‘ﬁ%ﬁﬁﬁéfddﬁ& khypfy @
nmonochrome cartridge, a color dye cartri or a color pl%gqnt cartrldge

Of course, @80 pwgnse@ﬁbl% e‘dgquryfer@mawd usedi it ypes.
association with particular variables is exemplary, and may be changed to accommodate

the design constraints of a particular system. Also, it is to be understood that the same
20  algorithm used generate the MAC for renewal of the consumable, e.g., supply item 26,
printhead cartridge PH, etc., can be used by imaging device 12 in generating the
verifying MAC to be compared with the MAC stored in memory 33 to verify the
anthenticity of the renewed consumable.
At steps 8300 and S302, it is determined whether the ink jet printhead cartridge
(' 25 PHis a monochrome cartridge, a color dye cartridge, or a color pigment cartridge. Of
course, these steps can be easily expanded to cover other ink types.
Depending upon the ink type, e.g., mono, color dye or color pigment, at steps
S304, 8306 or 8308 a specific 32 bit secret is selected, designated as SM for mono, SD
for color dye, and SP for color pigment.
30 Also, at step §310, a 32-bit secret (Sb) corresponding to MAC2 (Key2b), is
selected.
At step S312, a 64 bit secret is created by concatenating secret Sb with one of
secrets SM, SD or SP.
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Dependi ng upon the ink type, e.g., nono, color dye or color pignent, at
steps C 5204, 5206 or 5208 a specific 32 bit secret is selected,
designated as SM for nono, SD for color dye, and SP for color pignment. 15
Al so at step 5210, a 32-bit secret (Sa) corresponding to MACL (Key2a) is
selected. At step S212, a 64 bit secret is created by concatenating secret
Sa with one of . secrets SM SD or SP. At steps 5214, various paraneters

Thi's examl e o it 4t 8314, brprEiAReRE Yo ip e S5pe Tk M B o "
?S,2é4 2 retri eagidgd BE ?g%ﬁeﬁém;nigﬁﬁemmﬂq,'ﬁtep Sﬁlﬁﬂ fettiot es3thee$?ﬂtm I the
-bit tine paranet , - trieves the 4-hit om | ocation
40-1, step mﬁ@%eméat‘ggfﬁéwas*BFtt’ﬁ’f[Sﬁ““fl?“B*’rWﬂ*%éét?b*%silgl‘%’e&%ﬁ“ step
A st op S216 e B L e s e onar o eh the
st ep e 64-bit segret fromste i s at ena e
par anet er 8 rﬁﬁ%m"%&éﬁ %%é@ﬁ@ﬁ?‘ﬁ@rﬁé%s%sgfﬁgﬁwm %ﬁr%\yﬂ?ﬁﬁead
cartridge PHydeQdo-fafidom B ddéy1Phdm Ridition U2-1 indStep 31457 télrievedtie 18-Bit ey2s0ut put

fromstep 5216 will be processed using a SHA- 1 algorithmto generate a
160- bi t out pQdAgikfeam locatipnAf-lst op 5220, the 64-bit secret generated at step

5212 is concat enajegenigset e 64UG0skkd: Fok Rtip S31265!t copbatérad Wit Ghd 0 form a
224-bit input to step 5220, which in turn is _processed using a SHA-1

al gori t hm t oP&jamers reérieyed inctmeS3\ddtom mempry 58 of igk ifé grnthepd caridge FHor  exanpl e,
for the ppocess of; %31@,&@{9%@%@%&@&?@@&1&%@

a
printhead cartridge for the first renewa he pseudo-code w Il be: SHA
( Sa* * SD* * SHAL Riggtithm ippenerapspa k6pchitopiput digest SD* * Sa* * pad) **pad), wherein "**"

B oL e S90S W o b B i e e
5222, a mask 16Msbihguippeof3ster B3 1800 cfome 2r RADEninpud to itep| 3320, which i frn dn 42- 1,
n’gieght y)w' I berodas&nisigd SHA - IRip6ridHiA 1 bdneld! aQ kot §S0-BiESRAR tigh®t, F19- 7. 1S
15 Thus, for example, for the process of Fig. 6 through step S320, assuming a mono
printhead cartridge for the second renewal the pseudo-code will be: SHA
(Sbr+SM*+SHA (Keyl++ID 1 *¥+ID2**K ey2ar*TQ#+T1#4+T2++SM4+Shr+#pad)*+pad),
wherein “**” represents concatenation, “pad” is used in the SHA-1 algorithm to
increase the input to the SHA-1 algorithm to a 512-bit input, and SHA is the SHA-1
20  algorithm.
At step $322, a mask using the 32-bit psendo-random ID (Keyl) from location
42-1, which will be described in more defail below with respect to Fig. 7, is used to
reduce the 160-bit output digest of step S320 to 18 bits to form MAC2 (i.e., Key2b).
( At step $324, the 18-bit MAC2 is stored in memory location 44-2 (see Fig. 2) of
- 25 memory 33 of ink jet printhead cartridge PH.
In order to generate a verifying MAC, for example, the same process described
above is used, wherein the EAS 60 residing in ASIC 28 of imaging device 12 accesses a
secret residing in secret storage module 58, and accesses memory 33 of supply item 26
to read the information pertaining to supply item 26, such as for example, the pseudo-
30 random identification number of location 42-1; time values TO, T1 and T2 of locations
4242, 42-3 and 424, which EAS 60 can then use to generate the MAC. Once the
verifying MAC is generated, it can be compared to the respective MAC stored in
memory 33 to determine the authenticity of the consumable. For example, if the
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reduce the 160-bit output digest of step S220 to 18 bits to form MACI
(i.e., Key2a). At step 5224, the 18 bit MACL is stored in nenory |ocation
44-1 (see Fig. 2) of 10 menory 33 of ink jet printhead cartridge PH To
accomobdat e a second renewal of supply item 26, e.g., ink jet prlnthead C
cartridge PH, the process of Fig. 6 maybe used. The generation of MAC2,
also referred to herein as Key2b, to conplete a second renewal of supply

item 26 Wi | | verifng) me&wammmmmsmhm\mbmmhﬁexaml e of
Fig. 61is descr d. forzGJhﬁgonve W t éa)lpl y item 26 being ink jet
pri nt head ca"rﬁﬁ“ﬂé t @ngﬁfi‘ a“?’ﬁ’é“ rt will recognize that the

process of Fig. @ig 9 showphdelety ta@ﬁ&mroﬂgmmfmémlmmbﬁearmpw/or
consumabl es. Al so ference to eci fjc nunbers qQf ,bits us {J,n

associ ati on WRWZB&fS‘}&Qma&S%%Qf i8-8 M@% &?RY%?EHE BHinged to
accommodag e iRy H@v%ﬁ%‘ﬁﬁpﬁkﬁﬁﬁeﬁbm@ 6’% ﬁcﬁ’ﬁi“%@&xgéﬁ'éﬁtﬁm toA ®bondi t 1S tO

be understood that the sane 20 al gori hm used generate t MAC for r enewal

of the consubiassysumberhavingg sacend qumber o Bits, ¢.g5 A IGEEMACS AS D figexqmple.et ¢ can

be used by i #BahBerTbits Of the firfl vERFHSRbEY ghdadr thik itlelnaluber dfiits b tee
conpared with the MAC stored in nenory 33 to verify the authenticity of

the renewed &5phingsy Bumber. st eps 5300 and 5302, it is deternined whet her

the ink jet pri ntﬁ@ﬁeb Sﬁfotﬁ'kgﬂ%uchzé féﬁl'ﬁd@ﬂﬂéﬁﬂﬂﬁ*ﬁﬁ?ﬂ&xﬁ%ﬁﬂb&dgﬁmﬁ col or
dye cartridge, or col or gment cartrid gﬁéb course, these steps can be
ALY

easily eﬂBané’é‘@lbﬂQaﬁ%ﬂ@rﬁmwﬂi pbitsyqf dhe mgbeNforme quatienty pe

e. nono, ed%()S a
spgcific 32 g@ﬁ"m [s se&ggpggfﬁ Ie,ﬁltgtéléﬁgsgﬁ%ﬁ%eé?@%ﬁ&

co{;or dye, af¥isSk Aspreyigugy Sbte@nfé&}‘tliswz lbmmbatwmsn@gamthap&ldwut s_ecret
Sb) Corresp%déﬁsm%(mﬁhm&mﬁgﬁﬁéﬂz AL Wy {?uésﬁ%%d%@ofﬁ‘* bi t

secret IS create oncat enat | ng secret one o secrets SM SD or

SP. 12 At st &gul, e antpufof ithe mask sanpatbepredisted r Kayl (32 bitionay madefined i | et
printheads Cgivelsx8df “bids @ Whefefnthd Bt& “orled” il o vBEPITMehasis fof Bhe bt~ 1

retrieves the 5-bit tine

At step 5402, the first binary number is divided into a plurality of groups of bits.
The number of the plurality of groups is equal to the number of bits of the key. Each of
the groups has a number of bits equal to the quotient. In the present exampie, the 160-
bit digest output is divided into 32 groups of 5 bits.

20 At step S404, each bit of the key is correlated to one group of the plurality of

groups of bits of the first binary number. For example, this means that each bit of Keyl

(32 bits) has a possibility of lining up with five bits of the 160-bit digest output. For

example, bit zero of Keyl will line up with bits 0-4 of the digest output, bit one of Keyl

. will line up with bits 5-9 of the digest output, bit two of Keyl will line up with bits 10-
& " 25 14 of the digest, etc.

At step S406, the method selects from the piurality of groups of bits of the first
binmynumbereachgrouphavhgaconespendingkeybithavingapredetermined
binary state. The predetermined binary state is one of a binary one (1) and & binary zero
(0). For example, if the predetermined binary state is one (1), then for each one (1) in

30 the key, the corresponding group of five bits from the first number is selected. Thus, for
example, assuming a 32-bit key, and assuming that there were 16 “ones” in the 32-bit
key, then at this stage there has been defined 16 groups of bits for use in generating the
second number.
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paraméter TO step 5314-2 retrieves the 3-bit tinme paranmeter Ti, step
5314-3 retrieves the 3-bit tine paraneter T2, step 5314-4 retrieves the
4-bit IDL fromlocation 40-1, step 5 S314-5 retrieves the 4-bit I1D2 fromin
| ocation 40-2, step 5314-6 retrieves the 32-bit pseudo-random I D (Keyl)
fromlocation 42-1, and step 314-7 retrieves the 18-bit Key2a (MACLl) from
| ocation 44-1. At step 5316, the 64-bit secret fromstep S312 is

concat enated wit r = .4 Hikgory 33 of
ink jet print hea(?‘tca tsrﬁg a@%gﬁélg{%sﬁste%%%ﬁﬁgfﬁé% BJWM put from '
step 5316 wdﬂamdpﬁmtesstedom:satdgasha gpption Qfﬂtegagmndmmngabmazetba 160 bit
out put di ge A r t 5312 is
concat enat eZ&IACChﬁEr ?‘g’og,%%{jstﬁ'g}%ﬁ&t &P&s &Qb%vf%eﬂ? o(raﬁtﬂ% tﬂéﬁ%t i nput
to step 5320gromhianha nnodtl dnetiprs woyld eel%t b@ﬂe&nsﬁomgafaﬂlsﬁw Hitsadfgogrouph nt o
generate n 5 the
process O ﬁ%élg'%Pfeﬁ‘gB@%‘f?‘%%Mté%% ngﬁﬁn%ﬁ%gﬁ@%h‘g cartridge
for the secanotete&imbna mécropsengsion ddaeeven by using m@MAIn thiSlexdngile thistwillkey| ** | D
| **| D2* * Key, X resents
concat enat i olﬁ&m |greugsgbdtsl%%&tﬁ&eémﬂtavﬁgorl%%ﬁ&ncpeasge he i nput
to the SHA- 1chatayo rOncbt thet'mt fronbéazh jiotp isrchosen, thendthéShifs dre canbamerBied td for@0
al gorithm At ,ste (Keyl)
froml ocati g%leaﬁtzao °W@ﬁ%ﬁbﬁ$wg$@%@&3¥%@% th
respect 1® Riig. 7, |s used to reduce the 160- b|t out put di gest of step
?2’2& {010, DTS PO Rl oo 558 B 18 60, i bl | 1A
gnt head cafiém itlebOfexstFiibary numtsal,eerg bits Genné 11 50, %atﬁbe/@ldcfedlﬁtbﬁt ﬂﬁé\ﬁrstbmaryexarrpl e,

same proce scrl ed. aboy S used V\/nere e BAS tes ding in
ASI C 28 of ‘FHE& F%@aﬁ%” 3’3’&2@35"5& %@8?’8‘?" ty st or age
modul e 58, amﬁugnﬂﬁmmngpﬁw Bcosfingty) apthis exbrmple ?cﬁetmto(hdﬂﬁaﬁl

50 andots | dBRISLER ok A BevaoR gude ﬁ‘@k%%@%%@%'ﬁ P ond 12
of locations -42-The fllbwingis tn ddmplaryyaicio coddJobihpladitotingthe thethod 6f KIgner at e

the MAC. ONCO & B8t convert the 160-bit digest to the 18-bit MAC.

20
For bits 0 through 15 ef MAC:
HD = HMAC Digest
Letj=0
( Leti=0to31
25 Ifbiti of Keyl =1
Bit j of MAC = the value of HD bit (5*(bit i of Keyl+1) - Keyl mod 4-1)
=i+
End
For bits 16 and 17 of MAC:
30 Bit 16 of MAC =bit 150 of HD
Bit 17 of MAC =bit 5 off HD.
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verifying MAC is generated, it can be conpared to the respective MAC stored
in nmenory 33 to determne the authenticity of the consumable. For exanpl e,
if the 13 verifying MAC equal s the respective MAC stored in nmenory 33,
then the consumable, e.g., supply item 26, has been verified as being’
authentic. Fig. 7 shows an exenplary nethod of generating the mask

ment i oned above at step S222 of Fig. 5 and S322 of Fig. 6. In general, the
met hod converts i oY blts

o g such as. a 1EpeRR;deblobdztnl vt ieor) Beutls 't b as 9 Bertingl (D
second nunbewhethertthersis ablegst, ona‘r‘one.’Bblbsdt MiAhere fxsat laasttane bit xetpfbereimaginge nunber
of bits of the.fist..bi nar @H@F@ @va ater than the nunber of bits of
the second Wﬁr‘? A g‘% ug: key, such as Keyl, is defined
that has a third mg,ﬂbfw@fnplb,uhsmﬂ@ydhaanskhieﬂmﬂmmeﬁdvmﬁonmibmadaﬁr of bits
of theflrst bi n n e rma ref erahl ' a

remai nder 5 FH¥ ’E%#ﬂl é‘mﬁ éﬁ‘@fg cﬂ%‘%ﬁif;‘ &%M’n‘g %&F&B‘g‘x@y 32 s
5. As previ ouﬁanoafaﬁitqﬂ&i%dlsnﬁo&e&&blﬁnfalueuﬁihemmﬂﬁstomddhﬂgmbg t he
pseudo- rand |.D r t location 42-1 in nmenory 33.

W t hout knomﬁ?&ﬁ‘gpﬁﬂy @gm’aﬁ["ﬁ%ﬂéﬁ?"g%ﬁ‘%f the mask cannot be predi ct ed.
Keyl (32 bits) m%g&&ﬁﬁvﬁﬁﬁﬂa@he&ﬁdm&bﬁdsﬁm‘ﬁ@h y prefeged desigh,akiepresety 2 ]

si xteen "ones' e use is for, t nmas t he
first binary3H| mmérméegvr&%eeﬁtﬁ ﬁhelﬁi’!ﬂlap S‘GS’P"Qfgllﬁp‘&“iqs‘n%t%“ The
nunber  of1ot hgpgtchtion! bttﬂeréfﬁregﬁt@ﬁﬂé&td Sovefl Ry vhriatibhiS ustd"Seidambtidak fof tief t he
key. Each of , the groups has,a nupber of bits equal to the quotient. In the

present exaniventionmeing s gengtal princigles. Fusther, this appliation isartendad to covergihips of 5

bits. 20 At Séﬁﬂm%%mﬁ@%&t&sdﬁmn%%o&ﬁy“&t&n%&&ﬁbﬁ‘&ﬁ@mbﬂr c@ioup of
th pI uralltﬁﬁof groups of bits of first binary nunber. For exanpl e,

this nmeans t W@@?PW@%WP@%@@H&?@EM theyeppended ni ng up
with five bi tehigd the 160-bit digest output. For exanple, bit zero of Keyl
wWill line up with bits 0-4 of the digest output, bit one of Keyl wll line
up with bits 5-9 of the digest output, bit two of Keyl will lineup with
bits 10- 25 14 of the digest, etc. At step S406, the nethod selects from
the plurality of groups of bits of the first
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bi nary nunber each group having a correspondi ng key bit having a
predeterm ned binary state. The predeterm ned binary state is one of a

bi nary one (1) and a binary zero (0). For exanple, if the predeterm ned
binary state is one (1), then for each one (1) in 30 the key, the
correspondin roup of five bits fromthe first nunber is selected. Thus,

f or exaﬁﬁﬂ@&rg§§3wiﬂﬁlg?ﬁh-bit key, and assunming that there were 16 "ones
in the 32-bit key, then at this stage there has been defined 16 groups of
bits for use in generating the second nunber. 14 At step S408, at | east
one bit fromeach selected group of bits is selected based on a nod
function ko fohmethodod generafingmniaptgnigationeodederarensimable, compridng thestgps  t he
MAC. For exanple, a nods function would select between all five of the bits
ina group, and a nod4 function would sel ect between four of the five bits

of a group. | Ms§igfiaBRnideMiGRN A td daidBohsiablesi rabl e to use nod4 since
a nod4 function rs nmuch nore efficient on a m croprocessor. However, by

using nmod4, in_this example.this wll  ne that there.are 32 hits (out of
'he $60) ¢ hat RPHSSAE AR R icllicinaiedpast FFE PebifiatbRFLBoRbEsHE 2B ¢ ne bit
fromeach group is chosen, then the bits are concatenated to form at | east
a port i oralggrithietosgenersts dprelimjnaty nmbper different fsom saidypdentificpiéonvmvmbesinndas 16
10 bits. If, however, a nunber of bits greater than 16 is desired, then one

or nore bits dohfpiedsihg shidgitlitinagy dunibersihg a@ofhpresbioh aldoridtifl tHaddtilifsan be

selected fromthe first binary nunber for concatenation with the portion

ccor ai ngrip et fiaen BGRAEAE BobieRfabibenlolliBh Hub 86, RR WMaReRERE. 150

can be used in conjunction with the 16 masked bits to forman 18-bit MAC
The fol | c#drnpumeiie.exenpl ary pseudo code for inplementing the nethod of
Fig. 7, so as to convert the 160-bit digest to the 18-bit MAC. 20 For bits
0 through 15 of MAC. HD = HVAC Di gest Letj=0

2. The method of claim 1, wherein said first algorithm is a hashing algorithm.

3. The method of claim 2, wherein said preliminary number is an output digest of

said hashing algorithm.

4, The method of claim 1, said compressing step being performed using a masking

Process.

5. A supply item that contains a supply of imaging substance, said supply item
comprising a memory having a plurality of memory locations that store:
a first number of bits representing an identification number associated with said

consumable;
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Leti =0to31 25 If bit i of Keyl =1 Bit j of MAC = the value of HD bit
(5*(bit i of Keyl+1l) - Keyl nod 4-1) j=j+1 End For bits 16 and 17 of NAC
30 Bit 16 of MAC = bit 150 of HD Bit 17 of MAC = bit 5 off HD. 15 | nagi ng
device 12 will read nmenory | ocations 44-1 or 44-2 to determ ne whether
there is at |least one "one" bit set. If there is at |east one bit set, then
i mgi ng devi cesetondpumbesiof bitprepresentinig aprekiminary maber generatedhased af knast
exanple, in sunmary, the nmask nethod of the invention can be used in 5 the
et hods  gf phott @6 said idéflifRafith ﬁ@ﬁw&rubintgfﬁrm%&nhm%mpielidﬁﬁﬁ%uﬁ;belt he HVAC
operation at steps S220 and S320 to the 18-bit value of the MAC to be

stored i S . . | tions 44-1 and 44-2. Wile this
i nventi O%@@%@ﬁ?@%@grﬂﬁgggﬁ@%ﬂg@ﬁ gi’%{’ %ir:dgferred design, the present
invention can be further nodified within the spirit and scope of this

di scl osure. Ting a thigd apmberceithits sepresenting an gthentisationeadeggnerated byany

vari ations, uses, or adaptations of the invention using its general

princi pl esmpressingsaid préliminappiumisdr ueing iasompteasida digositlon veat utilizds saidepar t ur es
fromthe present disclosure as conme within known or customary practice in

the art t; 1 G 1 St d.N j: | j i RLapbNg limts
of the aﬁg%ﬁr@ggﬂoélq%@%? g/a%g{ b@ﬁi Ig} gﬁﬁ\%&% 1g:§§ tlign &ﬁéré?%ggg@bgenerati ng
an aut hentication code for a consunable, conprising the steps of.

assi gni namén identification nunber to said consumabl e; processing an input

including at | east said identification nunber, using a first

6. The supply item of claim 5, wherein said first algorithm is a hashing algorithm.

7. The supply item of claim 6, wherein said preliminary number is an output digest of

said hashing algorithm.,

8. The supply item of claim 5, wherein said supply item is an ink jet printhead

cartridge.

9. The supply item of claim 5, wherein said supply item is an electrophotographic

cartridge.

10. A supply item including an authentication system, said authentication system
configured to perform the steps of:

processing an input including at least an identification number assigned to said
supply item, using a first algorithm, to generate a preliminary number different from said

identification number; and
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algorithm to generate a prelimnary nunber different fromsaid
identification nunber; and conpressing said prelimnary nunber using a
conpression algorithmthat utilizes said identification nunber to generate
an aut hentication value for use in authenticating said consumable. 2. The
met hod of claim 1, wherein said first algorithmis a hashing algorithm 3.
The nethod of eomgiressing saidepreliminany mimhes uFing s Lompression algosithn thag pplizesdi gest
of said hashing algorithm 4. The nmethod of claim 1, said conpressing step
bei ng perdany idegti fitatio® nembasl igefleratea @athentiGatio\ valup Bdnusk i fthéaicaggnt ai ns a
supply of imagi ng substance, said supply item conprising a nenory having a
plurality, | ocations that store: a first nunber of bits
represemﬁégf@ﬂﬁgﬁégﬂification nunber associated with said consumable; 17
a second nunber of bits representing a prelimnary nunber generated based
at least in part on said identification nunber using a first algorithm
said prelimnary nunber being different fromsaid identification nunber;
and and allt hi rThesupplgritenf ofdlhin 1@ whessntdid firstalgovithe id a hashingral gooiflem.
generated by conpressing said prelimnary nunber using a conpression
algorithmthat utilizes said identification nunber, said third nunber of
bits being |l ess than said second nunber of bits. 6. The supply item of
claimb5, erei,nh said firsf .algorithmis .a hashing algorjthm 7. The supply
Ctom ot cloa: m Ehe RIS SEOGTDY LTSS RFUTURAY ST JEaTt of
said hashing algorithm 8. The supply itemof claim5, wherein said supply
itemis oof saidkhagsking plgoritimead cartridge. 9. The supply itemof claimb5,
wherein said supply itemis an el ectrophotographic cartridge. 10. A supply
itemincluding an aut hentication system said authentication system

13.  The supply item of claim 10, said compressing step being performed using a

masking process.

14, The supply item of claim 10, wherein said supply item is an ink jet printhead

cartridge.

15, The supply item of claim 10, wherein said supply item is an electrophotographic

cartridge.

16. A method of generating an authentication code for a consumable, comprising the
steps of:

associating a first number with said consumable;

processing an input including at least said first number, using a first algorithm, to

generate a preliminary number different from said first number; and
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configured to performthe steps of processing an input including at |east
an identification nunber assigned to said supply item using a first
algorithm to generate a prelimnary nunber different fromsaid
identification nunber; and 18 conpressing said prelimnary nunber using a
conpression algorithmthat utilizes said identification nunber to generate
an aut hent i catdoopressingsaidqreliminarynuanhen 9sing 8 sompressienialgositham that ptikizes 11.
The supply itemof claim 10, wherein said first algorithmis a hashing

al gor i t hngaid firdt nubitser 6! pétleyaté b ButhénticaBbnValle fotRiSE B dutlfentiOatitigedaidni nary
nunber is an output digest of said hashing algorithm 13. The supply item

of cl ai m%ﬁmﬁ@lé’ conpressing step being perforned using a masking
process. : e 'supply itemof claim 10, wherein said supply itemis an

ink jet printhead cartridge. 15. The supply itemof claim 10, wherein said
supply itemis an el ectrophotographic cartridge. 16. A nethod of
generating an authentication code for a consumable, conprising the steps
of . associ7at i Mtheaméthod bf ¢luiib &6, wheréin Said dirstanaibenis| an; idgntifwatien mgnbey. | nput
including at least said first nunber, using a first algorithm to generate
a prelimnary nunber different fromsaid first nunber; and 19 conpressing
said prelimnary nunber using a conpression algorithmthat utilizes said
first nunper t gentgrgtﬁ an t hent.i cat,i or], value fqQr use in a thetrr:('hj cating
said conSumabihe mathod ehelaimd dgehesein spidiprglipgin of, 15538 Qutpyt digestRidber i
an identification nunber. 18. The nmethod of claim 16, wherein said

pr el i m naraghing fdretions an out put di gest of a hashing function.

19. A method for authenticating a consumable used by an imaging device, wherein the
method comprises supplying an authentication code for comparison with a verifying code,
wherein if the verifying code matches the authentication code the consumable is
authenticated; and wherein the verifying code is generated by a method comprising:

using a first algorithm to generate a preliminary number different from an
identification number; and

compressing said preliminary number using a compression algorithm that utilizes

said identification number to generate the verifying code.
20.  The method of claim 19, wherein said first algorithm is a hashing algorithm.

21, The method of claim 20, wherein said preliminary number is an output digest of

said hashing algorithm.
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19. A method for authenticating a consumabl e used by an i magi ng device,
wherein the nethod conprises supplying an authentication code for
conparison with a verifying code, wherein if the verifying code matches

t he aut hentication code the consumable is authenticated; and wherein the
verifying code is generated by a nethod conprising: using a first,

al gorithm2 o ¢Breemethed af glaish 1 9% saisompuessing sttipftreéngperformedpsing a masking

i dentification nunber; and conpressing said prelimnary nunber using a
conpressigpea@b gorithmthat utilizes said i'dentification number to generate
the verifying code. 20. The nethod of claim 19, wherein said first
algorithmis a hashing algorithm 21. The nethod of claim20, wherein said
prelimnary nunber is an output digest of said hashing algorithm 20 22.
The nmethod of claim19, sajid conpressing step being perforned using a
maski ng % ocederifying mdgder 3 cansumablgaseddy an impsingfenice and ganesytedAY A magi ng
devi ce and generated by a nethod, conprising: processing an input

i ncl udi ngmathodl &R&ipridgthgt denti fi cati on nunber associated with the
consunmabl e, using a first algorithmto generate a prelimnary nunber

different fro i i i, 0 r:: 0 i i ;
prelimnary nmgérsgﬁlgiaﬁgﬂgdté%%&rlgggf %ﬁ a dgeh t ?n % Eat u%iaﬁg)zczagédsj\g}tg the
identification _nunber t enerate the verifying, code. 24. The t hod. pof
ool 55 Ctpranae Wie A SIECHE t BARATE abrHAB ARG amBe, difFrent Bom Spidh

met hod of claim 24, wherein said prelimnary nunber is an output digest of

sai d hasidemtificatigonumber ab. The nmet hod of claim 23, said conpressing step
bei ng perfornmed using a masking process. 27. An authentication code for a

consumabl e us e%nﬂ*eﬁﬂlgggﬁqué}ﬂnﬂﬁw Iﬁn?nbe‘t“ﬁﬁféf% (;S/blﬁ EssioAUl ORIt 8t hflReCAIP

mat ches a veritying code that 1s-“generate met hod, conpri sing:
rocessi ny i pput including at, | east, an identification nunber associ at ed
\F/)vi th the Qeikicatibn number to gemg'ate the veritying Code.

24.  The method of claim 23, wherein said first algorithm is a hashing algorithm.

25.  Themethod of claim 24, wherein said preliminary number is an output digest of said

hashing algorithm,

26.  The method of claim 23, said compressing step being performed using a masking

process.

27.  An authentication code for a consumable used by an imaging device, wherein the

authentication code matches a verifying code that is generated by a method, comprising:
processing an input including at least an identification number associated with the

consumable, using a first algorithm to generate a preliminary number different from said

identification number; and
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consumabl e, using a first algorithmto generate a prelimnary nunber
different fromsaid identification nunber; and 21 conpressing said
prelimnary nunber using a conpression algorithmthat utilizes said
identification nunber to generate the verifying code. 28. The net hod of
claim 27, wherein said first algorithmis a hashing algorithm 29. The

met hod of cl ai t@nEBessingsaidipreliminarypmbenpsieg acompressionalgorhmy thapiitizes sgs t  of
said hashing algorithm 30. The method of claim27, said conpressing step
bei ng peritiedtifRdtiots hitgbér to@elkdratg theovepif@ng codel. A consunabl e used by an

i magi ng device, wherein nenory is associated wwth the consunable, the
menory conprising: an identification nunber associated with the consunabl e;
and an aut hentication code matching a verifying code generated by a net hod
conprising: processing.an input, includi t |east said identification
nunber, (& ng’ Hhemeed o’éaw ??,Mﬁh%@ng@ﬂéﬂ%ﬂig%%éﬂr i’ﬁi’%‘i‘éﬁﬁzﬂﬁ di fferent
fromsaid identification nunber; and conpressing said prelimnary nunber
using a conpression algorithmthat utilizes said identification nunber to
generate said verifying code. 32. The nethod of claim 31, wherein said
first al gy it hijd fetBod8Fihind28 vitiekdih S éﬁmiﬂa}?nﬁﬁbmgaﬂautﬁhﬁdigés?‘gfg sajgher ei n
said prelimnary nun%er I'S an out put dlgest of® said hashing algorithm 22
34. The t@gdggg. | aim 31, said conpressing step being performed using a
maski ng W%@ EAPEONZHN A data structure associated with a consunabl e used by
an imagi ng device, the data structure conprises: an identification nunber
associated with the consunmabl e; and an authentication code matching a
verifying code generated by a nethod conprising: processing an input

includi nggat | Easietdd GficHRtl7, ssatcofiprédsiibafep Bedggkrforined bing a masking

Proccss.

31. A consumable used by an imaging device, wherein memory is associated with the
consumable, the memory comprising:
an identification number associated with the consumable; and
an authentication code matching a verifying code generated by a method comprising:
processing an input including at least said identification number, using a first
algorithm to generate a preliminary number different from said identification number; and
compressing said preliminary number using a compression algorithm that utilizes said

identification number to generate said verifying code.

32.  The method of claim 31, wherein said first algorithm is a hashing algorithm.

33.  The method of claim 32, wherein said preliminary number is an output digest of

said hashing algorithm.
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algorithmto generate a prelimnary nunber different fromsaid

I dentification nunber; and conpressing said prelimnary nunber using a
conpression algorithmthat utilizes said identification nunber to generate
said verifying code. 36. The nethod of claim 35, wherein said first
algorithmis a hashing algorithm 37. The nethod of claim 36, wherein said
prel i m nady nukhsanethed aficlaim plitsaidi agepressing stepdeingpenforgedingag pmaskingg. The
met hod of claim 35, said conpressing step being performed using a nasking
process. p}&;ess_

35. A data structure associated with a consumable used by an imaging device, the data
structure comprises:
an identification number associated with the consumable; and
an authentication code matching a verifying code generated by a method comprising:
processing an input including at least said identification number, using a first
algorithm to generate a preliminary number different from said identification number; and
compressing said preliminary number using a compression algorithm that utilizes said

identification number to generate said verifying code.

36.  The method of claim 35, wherein said first algorithm is a hashing algorithm.

37.  The method of claim 36, wherein said preliminary number is an output digest of said

hashing algorithm.

38.  The method of claim 35, said compressing step being performed using a masking

Process.
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