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WD 2004/ 088917 PCT/ AU2004/ 000388 TI TLE "A SYSTEM FOR
SECURE COMMUNI CATI ON' The present invention relates to
w@2eym8nT f or securely transmtting infornati oOPCHAUR®S/000388

5 a conmmuni cati on network, such as the Internet.

Despite the grow ng nunber of people and organi sations
conducting commercial transactions over the Internet,
there are still significanfrggncerns regarding the
security of such transactions that limt the potenti al

growt h of ercg?g? NI ' freasur es
are available to %&@fu@gesté\gﬁ%us g@‘gllﬂsd%ﬂ(g\écuri ty to
data 10 transmtted over the Internet, these neasures
general ly have drawbacks in terns of the costs, ease
of use and the use of conputer resources to provide

The greserdyRyantign relaes {9 @ yystenrher owebnransmittias information across
secure network transm ssion is Secure Socket Layers

a c@8hjunioatipn hetsioels, sBekbas the Kegrn€r. ypt ogr aphy. Public key
cryptography involves the use of a pair of keys,

Dbspitegthe @roblihe nkibenidd g)@oﬂ%l Mt 6rgifi¥atioMYcondbding commercial
encrypted by one key 15 requires the other key for

tr RGN B%er tHY FatlMPE tﬁ%reegt%r Yl 'sfﬁgxificsan{ %foﬁéerrﬁéj r%%ar&’iﬁg the

[ yption, e

asymmetric encryption. In symetric encr

sa k IS, used.for.both. encr Jon a ecryption.

SRR & it RN o D E DiBinl B e cherde on the
sender__and receiver of data do not need to have
Ind¢raete M@% measres eieqryalable fo pErvide vaeus levlirohsestitote data
The owner publishes the details of the public key and
trazsaptied heer2be bidraet, thesdmmepuiosakrerkiby havealrawbackt hretesms of the
can send information encrypted with the public key to

co95 eNETusk BRMNB Gisé BRSorUtdt rERRrRUREprovRI2 lﬂi%ﬂwa& of $ecurity.
as they al one have the private key. Al so the owner

Th Euﬁ&ftrs?t'd?lhiglirdgo? F%@%%%H&V&}MI{ Baddd§ishbd }éaée%g}e%e%pecggglﬁ%@g:d(ssm

this to o _ IS inftormati on can
o s PP Rl 4R BB 80 R R0 B e ot

pair of keys, being a public key and a private key. Any data encrypted by one key

requires the other key for decryption. This type of encryption is referred to as
asymmetric encryption. In symmetric encryption, the same key is used for both
encryption and decryption. Asymmetric encryption has the advantage that the sender
and receiver of data do not need to have shared the encryption key prior to the
communication. The owner publishes the details of the public key and keeps the
details the private key secure. Others can send information encrypted with the public
key to the owner knowing that only the owner can decrypt it as they alone have the
private key. Also the owner can encrypt information with the private key and send
this to others. If this information can be decrypted by the public key then the person

who decrypts knows it came from the owner of the private key.
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WD 2004/ 088917 PCT/ AU2004/ 000388 It is known however,

that for a required encryption strength, keys of
w@e@angs9it ength are required when, using asynPEr/AUZ004/000388

encryption in conparison to symretric key encryption.

The | onger keys nmean nore conputation and asymetric

encryption is therefore often used.to sinply send a

It kslowwwkieywemat, ahati for 4 RQDiret&fkrionSenEh! kess |05 greater length are

encryption of the data. Wth regard to facel eSs
I OINd.C. ' d.an e I .
re L (R ST AL R ndr it 3 CoBREEA &, dymmmetric. key
iSSl{SS {81 Autkgentication - A nmeans (tlo confirmthat, .
eneREPtOB A1 JOngeh kRES Wiggia mase combiaHion pd Asymstiiecenogyption is

ensure that the conmmunication is private and difficult
thegptore pfien\used @ simuplp send akagvn thpy -whichrésathen tuged fas pymmetric

that the communi cated data cannot be tanpered with or
ercoyptigptod ¢he dadm- r epudi ation - A neans to ensure

confirmation or authorisation of the transaction so

WithateghRE td! S&eleda k] bnidesinth BSBATSs Dhbret Mref %Hheltaﬂ? 4 security
transaction at a |ater date. 15 Most security sysStemns

isQI¥s ¥haA 58 d 1 el hdld séﬂ&Tﬁ&%%%ugs?%Q es, namely

Aut hent 1 cati on an rivacy. e’ last two issues are

re.difficult to overco with the lLatter, heing the

Afblstictlihr ctineans th CORtraR b (hgaseT KR BEisHYhRS. of

these issues, it will generally be required to
PHYRC¥gr 4% 835785 it Lensuiechiab theg remmpricetion d privptenand difficult to

specific issues, which is expensive and therefore not
eayesdrbpbpen.t o al | users. 20 The present invention

provi des a system for communicating securely over a
Intepiity niACRIBABIto RAEW Hat tHel@Mmsnitdted Hath eamiRt be Whhsdhed with or

attenpts to address the above nentioned issues
cdifdmatively and economically. In accordance with one

aspect of the present invention there is provided a

Né%-ma&%li - OA; %ﬁeglilg\b(f %%%%ﬁtgmgtgqna&r egl%t?orlasation of the transaction

so that the user can not deny responsibility for the transaction at a later date.

Most security systems only deal with two of these issues, namely Authentication and
Privacy. The last two issues are more difficult to overcome, with the latter being the
most difficult. In order to deal with all four of these issues, it will generally be
required to integrate various technologies which deal with specific issues, which is
expensive and therefore not available to all users.

The present invention provides a system for communicating securely over a
communication network, such as the Internet, which attempts to address the above
mentioned issues effectively and economically.

In accordance with one aspect of the present invention there is provided a system for

secure communication across a communication network comprising:
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2 WD 2004/ 088917 PCT/ AU2004/ 000388 a personal code
generati on neans having one or nore identification

wa@owesdsanT one or nore encryption codes, the PCT/AU2004/000388

identification and encryption codes being arranged to
change at predeterm ned tinme intervals; and a code
server synchronised with the personal code generation
a PeROAal PoEd gthtddtidnhBean? HaPRIE 0BE oY Rlord ﬁﬁn’ciﬁéﬂfoﬁ%tog&nand ne or
regarding the or each currént identification code and’
ndoh€ r e} ode .of th er sonal
oh S pEE Lot MELAALEARER &4 ERGTun, folfis B Aenged 10
cross the co i cation netywrk, the or each current
cﬁl gﬁ?f?*@%f?%ﬁ%ﬁﬁ’@%tmiaﬁéa?fﬁ?sonal code generation
means and data encrypted with the or each current
a CRES FRRVEL AYIChERIBH Wit threpersonal codel genpeatinmateans stehribat the
and the code 10 server uses the information regarding
codesseover dag infoumationtregatdingithé ctdchrounenieidestification code and the
authenticate the user and the information about the or
oegeh cﬁi_ttéﬂit%ﬁbrg@ﬁﬁlﬁ ¥&dd STth€ pétSorlaP codt@feh¥tion Beans;
transmtted data. The present invention wll now be
wiesH Lbged ' f cg to the
accorpany! rﬁ‘%yl dr a%/lviaglfgosss){?ég%vﬁl gﬁ'ictaﬁ%ﬁ %F%’?g ﬁ“ei gr gach”current
. esent ati on,of personal tokens for use wth a .
ideEDGRHOP sPA BEF e Eralors aceraitimeas a8 daif cacpied with the
the present invention;, Figure 2 is a representation of
OgAch GHEENE ICEYPlignFode of drmasinalcadsisenerativr mehos andsthe code
with the systemfor secure communication; Figure 3 is
seaverepses stbatiafdrmation regaying etire far eshcoureent daeatificanién @Bde to
in accordance with 20 the present invention

authg@itieARNhe Gse@ Bnd tHeQRTHHMaGEE At BRI WREKN ot %?cr fich &bde to
representation of an alternative enbodi nent o

dﬁ@t% 385K, COMMUNi cation in accordance with

present 1 nvention inplenented on a conmunication

ThE %)fl\égénl%;inéerﬁ%on will now be described, by way of example, with reference to
the accompanying drawings, in which:

Figure 1 is a representation of personal tokens for use with a system for secure
communication in accordance with the present invention;

Figure 2 is a representation of personal token and corresponding code server for use
with the system for secure communication;

Figure 3 is a representation of a system for secure communication in accordance with
the present invention implemented on a communication network;

Figure 4 is a representation of an alternative embodiment of a system for secure
communication in accordance with the present invention implemented on a

communication network; and
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3 WO 2004/ 088917 PCT/ AU2004/ 000388 Figure 5 is a

representation of personal tokens having a plurality
w@Ro0a/0889ypt i on codes for use with the system POT/AU2004/000388

secure communi cation. Referring to the Figures, there

I's shown a system for secure communication 10 across

a communi cati on network 14. The conmuni cati on network

Fibfrd®Ys Dfepresehttib® by perSordf ¢e s Héx%lé‘@?ﬁﬁﬁﬁ‘ty o?léﬁ&ygﬁon codes
t he Internet, or a prlvate net wor k e systen1

[ a code generation
SRS EASAITHR PR 00 B A 2 Cod gerner at o
odlne t .shown_.in the Fi ures t he personal . toke
REBRRS {9rib it thete f5ibiave disvsiem o trehrepaumyniogtion 10 across
easily carried by a user. The personal token 12 may,
a fegpngipagabion  nepwotkn14. nEhe gpmmuicatiore netaverk 1 way der al publicly
18. In a 10 further enbodi nent, the personal token 12
amnyﬂﬁenﬂmm&hdmdhas&s@ﬁ&maQQrﬁ@ﬁembaeﬁﬂgk as a virtua
device on a conputer termnal. The personal token 12

Thé sfz’s” tér8 1L dedule G@rﬂﬁﬁﬁlcﬁtléﬂﬂ 4bAhcIBEQ £ chdd géﬂ@a{ﬂo%nmeans in the
i ncl udi ng one nmore identification co es 20

[ e
encrypk’%%%@%(%@%é B I’f? ¢ Brbh el hoffiinne T3 e persomal
shown in 15 the dravvl
f°ﬁ§8ﬁ8ﬁapfqve§e@ﬁn1azp 5080 SRR P L i GRUE BRI p e The
identification code 20 and one current encryption
persenal soken tRemps e ereampleiheninthy farmcofiaipensiant bf or pdd8. In a
di spl ay neans 24 on which the current identification
furthee eBodinent, hikee persorenh tokeariQr yipy bepraxddiel &2sof@ard unctioning
di spl ayed. The personal token 12 is provided with a

asSaiirabl ®viteQmes&Inshtémamsnyhi ch is capable 20 of
changing the identification code 20 and the encryption

Tﬁ@ @rs?xﬁl ?Jkeﬁﬁ?qg%%ﬁﬁ%é@etg rgghélgf% e s el%gagio%ﬁ?lgding one

cation encryption co

the ti I nterval s, at i ch
o W&feq NSHBQ%&%SB&K?F“*%%@%i%@fﬂogallﬂg%mngrpomtm frae epd onc or more
per sonal token 12 may, be a single device which
engEtionecodes; 22 thag prepeadid at any point in time. In the embodiment shown in

the drawings, the personal token 12 generates and/or stores one current identification
code 20 and one cutrent encryption code 22. The persoﬁal token may include one or
more display means 24 on which the current identification code 20 and the current
encryption code 22 can be displayed.

The personal token 12 is provided with a suitable processing means which is capable
of changing the identification code 20 and the encryption code 22 at predetermined
time intervals. The identification code 20 and encryp’;ion code 22 would change
randomly. Also, the time intervals at which the changes occur may not be regular.
While the personal token 12 may be a single device which operates as described

above, the function of the personal token 12 may be achieved by a combination of
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above, the function of the personal token 12 may be
achi eved by a conbination of 4 WO 2004/ 088917

w4 ARROD4/ 000388 devi ces. For exanple, it iBCT/AU2004/000388

envi saged that a conventional "“Smartcard' and the
user's termnal may act as the personal token 12. As
smartcards are readily available, it may be desired

devicess Eos uxdmpleyit ¢eenvisagbd thad & @AV tiohIK SnatRard QNE YBE user’s
these devices do not have a pernanent power source or

tRmiAdYing REN r i | Sokif aiilable. |
R e 8 £ L. M eferlity BaRed® it it may
i e.spartcard woul.d be, provided wth, an
bf Aefiletio S8 Bt AERAT BEREROBH Olsie! £ qdaweer.cbegisiices do
a encryption codes, when first set up by the code
NQALNRYE 2 R POYsH 80WEE PE A tinsing slewice andete therafensarcaable to
the changing identification and encryption codes by
perdormythgdurdtigo of thepenttinghtoken &2 filonet i on of the
initialisation codes and a 10 reference cl ock.

IiFthig teese, thiesenanteard wouldieWirevide® withQinl JHRMALMHIA AL tYRERN of
which is also able to generate the changing

tHed@etiffdatiah b ¥l 0kl ' L
the initiali sa??dg}rllﬁcode, dgﬁ}%ﬁgseggﬁ&yﬂé?é?geﬁgeé%r 1% The
0 I ' t. . the code, server.generates a .
o Svern % P B B SREBsRr e iPa e canepption

cpde for. each of .the jdentification and encryption
colidy Wries aflt?égoritgms ciiradfunstierof e infalispfiescodes and a

initialisation codes are provided to the smartcard and
refererce dleck. ifugthera e wset’s nampniet isadrosided withcoftearawhich is also

stored by the code server. Wien the wuser w shes to

abls ¢o ghueersty she oharigliey idestificutioN AR WheHpiicn BodRSIABE pivided with
the first initialisation codes, which is

the Ghikialsioh c6dk, biSink Mg &ﬂ%ereﬁ?{n\églélﬁ%ﬁ' The code server

16 in response transmts only the second

I ot LAl 1 0R C back to . the_.user..s.c uter, 20 .
il e todiAehis e SR BB Bl § 4 EvfRsa0B e dngecond
. f.ti. hst.. and second i ni }i hzalflhi,gat,i on, codes into the final
RN Sodq & Eddest thtddentifigationnprd gneryptiensodesdeden the

are then used as nentioned above to generate the
smpartaEd Hgset dent he ifiesttintialisatdnesodes ptei provided és the smartcard and
both the first and second initialisation codes are stored by the code server. When the
user wishes to use the system, the user’s computer is provided with the first
initialisation codes, which is retransmitted to the code server 16. The code server 16
in response transmits only the second initialisation codes back to the user’s computer,
which then uses a predefined algorithm to combine the first and second initialisation
codes into the final initialisation codes. The final initialisation codes are then used as
mentioned above to generate the changing identification and encryption codes.

The secure communication system 10 is also provided with one or more code servers

16 to service a plurality of personal tokens 12. The code server 16 is in the form of a
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The secure communi cation system 10 is al so provided

with one or nore code servers 16 to service a
w@bkamagdoty of personal tokens 12. The code serRET/ALZ004H00388

inthe formof a 5 WD 2004/088917 PCT/ AU2004/ 000388

sui tabl e conputer connected to the comruni cation

network 14. The code server 16 is arranged to

silRbRY @ingpuddiGoafiectddab thd S iRtAh ABMk ERCheQlodt B&ver 16 is
personal tokens 12 that are serviced by the code

ar®&igé8 o Jg@nefafécéﬂﬂ%rr@q]% riﬁfdngﬁ%ﬂ Eﬂ)&ﬁ‘t o? fge &Qon%p gctkens 12

encryption code 22 he code server IS ar

h l. t k ns 1
gl Y REHLCBR et SE 14 aacé@e&‘% i fneriaioaty 20 end
e IO O, [THF SPARETIT Mo deraned 1ok SoRtoneR arittigach of

such that the code server 16 is able to determ ne the
thepersonal toketsr efforatuse nf thegersdfalaokkrelicis wptinmemcedble tiRAiser.
of the personal token 12 at any instant in tine. 10

Fdleviug esynohronltetiRgr heneddet srest 18 wisl Bhvwo uﬁf)ﬁﬂétﬂ)%d about the
with a Usernane and/or Password associated with the

pé}%rﬁﬂ) "i@lkent kel %hag EtZl}E N&lie AeHRE" %age%k% hARFIRLEL Me current

be prOVI aSSOCIate persona

KPR S e REE P AAEhAS P 318y s

code 22 are available to the holder of the personal
intgRen 12, loss of the personal token 12 by the user

could result 15 in a breach of security. Information
Theyser oif tlae péveonal trken 18 inaldo prssdudnudit o Usemamepaudin rmhsword
token. 12 is stored by credit card server 28 but is

assotiatetl evitthb petsbgal pekenoITa EithéoK g8t riatne cbrrlpatswv&dv@both may be
unaut hori sed use of the personal token IS

profdetiiaSdRehted I tlfe%?o‘n%k&f 13 %ﬁﬁ )E/lfeﬂéxﬁbc?d?ﬁlgn %?&g{&ﬁ both

server 28 and the code server |ntegra

o A TR e L A
e RThe RrisOmiksna 2. e S pstoat kpral R mersppiaws resil
in a breach of security. Information regarding the username and password for the
personal token 12 is stored by credit card server 28 but is not stored by the personal
token 12. In this way, unauthorised use of the personal token 12 is restricted. The
functions of the credit card company server 28 and the code server 16 may be
integrated into a single server if required (not shown).

Figure 3 shows an example of the system for secure communication 10 in use on a
communication network 14. In this example, a user oi)erating a user terminal 24
requires to communicate securely with a merchant’s server 26 in order to make a

purchase. The merchant’s server 26 requires to communicate securely with a credit

card company server 28 in order to determine if credit card details provided by the



10

15

20

requires to conmuni cate securely with a nerchant's
server 26 in order to make a purchase. The nerchant's
W@ 2088926 requires to communi cate securely w PET/AU2004/000388
credit card conpany server 28 in order to deternine
if credit card details provided by the 6 WO
2004/ 088917 PCT/ AU2004/ 000388 wuser are valid for the

usBtiafeostid fof tHehRurpsses 6 thebteeRaperchise. hge *ittRdim@N shown in
shown in Figure 3, the credit card conpany has a code

FighleV 8! thtbeelANeed %Qm?a E}l@é % cJ ser@&afgjlc&n%teﬂ seourely, for

rivate connectlon e cre card conpany server

ch_of term n t he nercha server
gl ¢ RE el BintecEn. 45 &*@rﬁﬁ%@h&car%ceapwrseﬁfgr i3
provi ded with ,encrxptl on sof tware capabl e ‘
yfgta Usef tgaminal 34 Hke merehpshdervei2o oed thehGredlt Card company
comuni cation network 14 using an encryption code as
servee Meys pravidadswithwireryption sofmmarenicspable 0D ehcrgpting tatai ® be
credit card details to the nerchant's server 26, he
tr&nRirefted SWee tiid @mhhrhusisdtibndRtvidrk 9 41uing ahR@ctypBon Il key.
24 along with his usernane and password. The credit

TnCaded vilfthatht Siséf €v[11§hg§ o HRGEMR IR Rt Bid @ gﬁﬁg 25 't?ep Pﬂlegchant’

SO ftware USI ng the current encry ption co

soR s BT e el <6 At P el ol AT W mis

t hen transmtted along with t he user name and password .
usE AT ANRARwH. e BRenrcat qleﬁls&s@ dhenzperipligl by g egAryption

t he personal token 12 to the nerchant's server 26 over
softveare eisimguihie carieon enaypttonk cdde. 2T oé the pewmsnbal eokery P2 i which 1s
code 22 is not transmtted across 15 the

proofieting ¢lad eadtypredngutivatd by Wi luserl Thé Recrppted eformation is then
enbodi nent, the information generated and/or stored on

trérﬁﬁntt&?él%ﬁ% Yith!1R& § rﬂ'cﬁné én&%%eﬁ?x!v@r)d%dftﬂé' cﬁﬁe‘ﬁy(ﬂ% iﬁ&gﬁm code

t hen enter manua 'y 1 nt e user termn
e nal, token 12 nm vjd ,conmuni t i on
20, b fﬁsmmrsogﬁ ARRE 120 o Bt b SR 6 o the
user tern nal Eiir;}fl provi de the |dent|f| cation 20 code
¥

C%@n%laa%wwp cdgeupeni gicppionsede 22 isaaidrangmiftediagross

conmuni cation port.
the communication network 14.

While in the present embodiment, the information gerierated and/or stored on the
personal token 12 is displayed for viewing and then entered manually into the user
terminal 24, the personal token 12 may be provided with a communication port (not
shown) arranged to connect directly to the user terminal and provide the identification
code 20 and encryption code 22 to the user terminal via the communication port.

As it is possible that the user may make an error in eﬁtering the codes if entering
manually, it may be necessary in this case to perform a checking step, prior to

transmission of the encrypted communication. If, for example, the user were to enter

the correct identification code 20 but the wrong encryption code, the authentication of
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As it is possible that the user may nmake an error in

entering the codes if entering nmnually, it may be
woe@wessEmIy in this case to performa checki ng BCEAD2004/000388

prior to transm ssion of the encrypted conmunication.

If, for exanple, the user were to enter the correct

identification code 20 but the wong encryption code,

tht hesa@uthenli eat icofte@f and WehIQ460888dd proceed, however the
PCT/ AU2004/ 000388 the user would be correct and

e : . .
o ARRTHEN A By PLPGE Hon BOUPRleg 22 ) GRIHY, HFtYbove
t chi,ng. Jn the above tio checking. step,
g, Sios e . e datep Catohebbieted Rl 2and the
encryption _code 22 would be sent to _the code server 16
gD GOE 32 Hrraabe semda dhascads seaver b whish svoptd, comarase shese
of the identification and encryption codes 16 on the
vajegsvwith drfe-wite haghes | df sheliiddntifiestion el eocigpsar vedes1B® on the
coul d advise the user that an error had been made.
seidreIiwhe eesulto Mififeted,ahe 06d«€ Sutvel 19 eaige ddvish eheiet B an Srror
server 26 receives the usernanme and password, the -

hed et Rlade! Gﬁiféwvf‘sie,%mn%i&a@i%ﬁ cgﬁ)ld}ft’&f%@.e encrypt ed

Information fromthe user termn and re- 10

ransmts, to the dit.card conpany ser,ver 28 fo
The, (gEbaT s o ptivr 2 Bekivh Sin o ORREMG, 20 Lkt (g current
current identification code 20 and agai nst the credit

ideniilicafon gpiie20 and e epeypied infpramationdigiy thesispriermpal 24 and re-

agai nst the usernanme and password received, requests
trinsoniist toethe auledit eard exontpény tserven28 depwalitiatign of the username and
identification code and verifies that it nmatches the

pwbRINgaldeiel dutreat idemifkaden e Megidu@dinsFok lcRuitngrd details.
this 15 authentication verification, the credit card

TRO RN car§ rc\éﬁfd:zaﬁg sglg)gf‘ ogt ﬁ%{%ﬁsg gla% tﬁ@%&%ﬁgﬁ agﬁ‘éﬁa?é%ﬁcgéﬁrteﬁeéved,

I'ts correspondin crypti _
R Rl B BRSSP BT g v
(G BT e GURT s enE R iong GAarigh siepeibid. poflgving  this
alft}?gr?cﬁ:;t?gn 3gr?fiicr£iton,t tlqug c;/e?lliti ccairdcéoerélj}'i)afnycsgltvcér ggtrscilulegts ?r%?n ’Ehlgecode
server 16 its corresponding decryption code, which should be the same as th;:
encryption code 22 for the time the information was encrypted and therefore be able
to decrypt the information. The decrypted information, decrypted in the credit card
company server 28 is compéred against the valid credit card details and the
merchant’s server 26 is advised, via the communication network 14,’whether the
transaction may proceed. In the event that any of the steps of verification fail, the user

will be notified via the communication network 14 that the transaction cannot proceed

and may be requested to enter all the required details again.



10

15

20

20 nerchant's server 26 is advised, via the
comruni cati on network 14, whether the transaction may

w@e@amesd17 I n the event that any of the steps 0PCT/AU2004/000388

verification fail, the user wll be notified via the
communi cation network 14 that the transacti on cannot
proceed and may be requested to enter all the

Whikiuihie dxaigpliai dhdws ol trafsiiiosidd QA @883 h#ion from the user to the
PCT/ AU2004/ 000388 Wil e this exanpl e.shows only

1dch A6 BF 3% RdR! cakd fcgﬁgﬁ{a}agﬁv AL DG USAE Sgl%g} gﬁﬁiqf?rglation

| ocation of the cre conpany server

seryver .16, infa tion bej transnmtted. in the
b§B8 Bah FREH 1L e oo S e ekl BBt teibvies W gersa means
ans... That is, if information needs to be
Thitamsifinfounation reeds tmbe tansmitied aerpesrihn somoninicition network 14
the user fromthe credit card conpany, the identity of
ta the usereliom thecrtbditoraphegmpaiy, ah¢ identityceft the cvddithcakd Gompany is
current identification code 20 provided by the code

arhentiRatedGritla i dutnt [HebfifiBitionoWe b SrHBIENEY ﬂﬁ,[ &fle \(’i"lﬂt\)%r 16
t he code

the current encryption code 22 provided by

; t .info i on.

o oo At el Bl A LSS en P o L Gicea
ken 12 to e-encrypti software on the user 10 .

by B azisebr 1B T ook Bad aSiE e it petion s Hieing the
of the system for secure comunication 10 shown in |
eneryRiioa ogde 24 trqmy thecpeasonahioken i thesneryptiom sefjwato s the user
not have their own code server 16. The code server 16
teyryingt 34+ ded at anot her | ocation and may communi cate
with the credit card conpany server 28 via a code

Figaterbshovaeinvaterdfive he onaRALSH B systend ForlBBure communication 10
conmmuni cation network 14. It is foreseeable that sone

SHMEAR @ik 8N Mrerlpkheb@re%ig Qélﬁl a:toggigﬂghbésynott Hgveeﬂagf 0% code

of theif own code sérver n-arrangenen

thi.s. The thod .for. co nication.in this
sefHE 367 The 0 oS00 B 0 gy St Todion S0 e, pummunicate
exce ticgin of the conmuni cation between the credit card
with fiyberedifoatd gompany waud 28aia arodeactvarkisaiver 3@8leo canmected to
the information is not being passed over a private
the communication network 14. It is foreseeable that some organisations may not be

able to justify the expense of their own code server 16 and use an arrangement such a's
this. The method for communication in this case is the same as previously described
with the exception of the communication between the credit card server 28 and the
code server 16. In this case, as the information is not being passed over a private
connection, the information passing between the credit card company s;rver 28 and
the code server 16 must also be encrypted. The credit card compény in this case Willl
possess their own personal token 12 or another form of code generation means which

can be used in the same manner as described above to encrypt transmissions between

the credit card company and the code server 16.
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20 connection, the informati on passing between the

credit card conpany server 28 and the code server 16
wOon@i/0889$D be encrypted. The credit card conpaPgT/An2004/000388

this case will possess their own personal token 12 or

anot her form of code generation neans which can be

used in the same manner as descri bed above to encrypt

Thé 8y:3dth Soi S0rd @oMBRMicaliBE 10" Rbrdbedan
B L o] SO L Aok 10 B Aug%/o tgﬂdc‘mﬁ‘ters

prUi}ﬁeﬁ X}Vci{hf/ﬁ@rgd?{al ﬁ)‘ft‘éﬂ{ P 6P E%Eﬂér% %fa QF cﬁ: %%? ﬁﬁjqa\émﬁ Within a

ow any two co ers prov ers

r,anot her .form of code neratL n ITEa
nkiplho i SO ESrES St (LEF praviias fecies wﬂaplﬁg virtual
i.n effect rrultl ple “virtual private channel s' within
prayaje mlanmshsk Vathie amnneiwenki encoremmsicationesysers irespestive ef the
5 network protocol or communi cation neans. The system
nétyprksmotocel @momumindedtionnmenny. al so be utilised in order
to provided a systemfor secure storage of data which

Tk Bysian F6€ S8 c RS Fcatii nfe AN bE Atili9ey i SfdéP kK proVided a
archiving of data is perforned by the use of

T r. r
T (B0 e Ef'*i %ﬁ? L bAE sl RTS8 tﬁé Ehollricin,
hroni onal en 12.. The ch|V|ng
oA TR e AP RGETERY T 8 GisE G e gy The
t he sane manner as the identification and
aré-ﬂlé’}fggpﬁ it @gagratedo by e 2godgyserver khowhemrthy qodetssever 16
code server 16 and not the personal token 12. The
synobrenises with thépérsomi takegdd. The aichivingadmle ipa@arigedso change at
archi ving codes used by a user. The system for storage

prefictelaiifed tcv4laR0BE shBe HBHE é%&h@ldeﬁtlﬁ&ﬁ%ﬁ%& Bh&¥ption codes
format on a 15 storage server on the communicatfon

2051 gut Eﬁoxtvh l 10" hec &&%@R{g% ig aﬁ{]ﬁotsthg rg?%&nqq ﬁ(g(aenaer?The

encrypte upon creation or i Catlon

[ n code current at, tha . Al'so
OB ot nRed B shatrnlhe reria R uipe fodss etk 8%
data file which_ includes details of the encrypted

Theatysten f@sstorage ebfata dpamengsd te stors datadm an encrypted format on a

storage server on the communication network. The files which comprise the stored
data are encrypted upon creation or modification using the encryption code which i;
current at that time. Also provided is a key archive. The key archive comprises a data
file which includes details of the encrypted data files and corresponding encryption
codes, so that access to the key archive allows decryption of the encrypted data files.
The key archive is encrypted with the archiving code.

In use, when a user requires access to the stored data, the user communicates to the
code server 16 his username, password, current identification code and a request to
access the stored data, which is encrypted with the current encryption code. The code

server, on verifying the user’s identity, accesses the previous archiving code that was

10
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codes, so that access to the key archive allows
decryption of the encrypted data files. 20 The key

w@e@hiossd171 s encrypted with the archiving code. PCTYAUS®4/000388

when a user requires access to the stored data, the
user conmuni cates to the code server 16 his usernane,
password, current identification code and a request to

usedcie shciype et s kéRladchiW IThB dode SEGEY TS EnWrb¥idéd @iis to the
current encryption code. The code server, on

udeBaldn¥ i vith HRQuHSRI B'.I‘Ehii\/H’%IEng % t%%%?‘é ggléstl orflaB%h 9Srovided

archi ving code that was

: U2004/ 000388 used~to encrypt the.yser's key.
oo R B on A0DE OhREE Rk s S it inpumuter
. user aéﬂ%ng ith the current archivi ng code for that
1SL?§>§§ to D@tmﬁlﬁyn%rﬁh% apd thereforecregessibe pgradndata (rheasser then
encryption code. Once the user has this informtion,
crehfes 1or candpliesestoredsdatabs eedquiredewhichtis teheryied fatlowingeuse with
and therefore access the stored data. The user then 5
enirgftionskeds wiixhi dre&fored &f 8¢ @ taschive. MTREKY dcBiBns Wai Shpdrformed
C

encrypted following use with encryption keys whi

aRtbRaddy Y seTidte dﬁeﬁfﬁe "’lfs&lgéy ‘égmpll_tjéle afrd @85#&2&52%?5( ghb in the

performéd” automatically oftware on

er and ogccuyr preferably only in the RAM of the
R‘éi\ggf'éheélg%mo&ppulf%en the user has finished their

urrent session, the key archive i s encrypted again )
D\{ng Hsetfﬁ?@s dmished their erent sepsioay therkeyrarphive eenerypted again
supplied by the code servet and the key archive and
with ¢he/presait arghivirtg keyswhick hisdyesa supgnliet by tthecddecatviedmd the key
storage. Before ending the session, the '

arichiiwn tanfli axatyiptstl dmd fHles aypidraardeddo ahe Mbdatios 6P IRSagd! Before
purged fromthe user's conputer nenory. The code

erfBhy Ble de586h, he f&ﬁtiﬁ@ﬁioﬁ%ﬁﬁeﬁ?wﬁgﬁ 'l%}éd)ll Qﬁ:{xévlf%’ codes 2§ purged

overwriting the previous ar

' he k hi h ..
EBAE A Cortal s OBl e bl ¥ e GG HBirg archiving
Al so, i.t dges nqt matter where in the comruni cation
kﬁ"Ye‘?‘(ﬁB‘megﬁﬁé’rWé‘}usaﬂf%}HV%kéY- the encrypted data is

st or ed.
It will be appreciated that the key archive and the encrypted stored data may be stored

together or separately. Also, it does not matter where in the communication networkx,
the key archive or the encrypted data is stored.

Figure 5 shows alternative embodiments of personal tokens 12 in which a plurality of
encryption codes 22 are provided on the personal token 12. In the embodiment shown,
two encryption codes 22 are used. The personal token 12 of Figure 5 may; beusedina
system for secure communication wherein the method of encryption of data utilises
both encryption codes 22 for greater security.

Modifications and variations as would be apparent to a skilled addressee are deemed

to be within the scope of the present invention.

11
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Figure 5 shows alternative enbodi nents of persona
tokens 12 in which a plurality of encryption codes 22

w@ae@4/08%9vT ded on the personal token 12. |n thePCT/AU2004/000388

enbodi nent shown, 20 two encryption codes 22 are

used. The personal token 12 of Figure 5 nmay be used in
a system for secure conmuni cati on wherein the nethod
of encryption of data uti¢LAgMS both encryption codes
22 for greater security. Mbdifications and variations
as woul d be apparent to a skilled addressee. are deened
to be within the scope of the present invention. 11 WO

2004/,0 CT/ 04/000388. CLAIMS 1. A system for
Lsec u‘fxe%géé%#lm r%?rc asp?l‘%% %%Plggglcgﬂ% AP cht SBNRHRER D network
charactetised hy. conprising: 5 a personal code
d@fé?f‘é‘?%f‘?&éﬁ CRERAS"Bavi ng one or nore identification
codes and one or nore encryption codes, the or each
a perspmdl pdagensrativndacans daving ooe oemoke Eattifjgtion codesaad one or
bei ng arranged to change at predetermned tine
miord emorgptiin eotdsatheastecash rivettifeyieheady &Rt éhedcheencryption
per sonal code generation neans such that the code

cERIDER g eﬂﬁﬁgéd‘f&d}ﬁﬁéé é}t'l)réd’egé%ﬁﬁ’ﬁé&irﬁ@%tégﬁalgaa‘ﬁﬁ current

identification codée and the 10 or each current
' . ] e al code generation ne X
o S M RO B R RSB O BB R ofeh it the
network, the or each current - identification code of
C‘%‘ﬁese’a’ér b mformydion sesgaeding it o eagh susprf identiication gedecand the
wth the or each current encr%/pti on code of the
onRaeh gWaAPNt coeraPiemeqdetafdhe parsonsl eodd geheratiatmearser ver
uses the information regarding the or each current

wheteint bfusentiansmitoderoso tHé cadirhaithiiGanetvioll, theesr aih current
the information about the or each current encryption

SRR CHOCHO LAl RS A e 154 g4 ISR
olCORh 2GHER¢ e%%gyption code of the personal code generation means and the code
server uses the information regarding the or each current identification code to
authenticate the user and the information about the or each current encryption code to
decrypt the transmitted data.

2. A system for secure communication in accordance with claim 1 characterised
in that the code server communicates to the user following authentication of the user
by transmitting data across the communication network to the user encrypted with the
or each current encryption code and the user decrypts the data transmitted by the code
server with the or each corresponding current encryption code of the personal codc;,
generation means.

3. A system for secure communication in accordance with claim 1 or claim 2,

characterised in that the code server stores information including a username assigned

12
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in that the code server conmunicates to the user
follow ng authentication of the user by transmtting

w@ a40a/08891DSSs t he conmuni cati on network to the BGEAU2004/000388
encrypted with the 20 or each current encryption code
and the user decrypts the data transmtted by the code
server wwth the or each correspondi ng current

toethe foywlet 0 tiOstesdrbl R RAERABAIMEASENd ARNBEAAIRS transmitted
means. 3. A system for Secure conmunication in

a@6&0hE RoRRnMitios ! Rtk Wih %eay%a%h Rt ﬁﬁ:hﬁfg{:ﬁngﬁ aa'oae and

that the code server stores infornmation I nc

SErn ' ;12 2004/ 088917 PCT/ 004/,000388
el BT AR s o uch SRR T G8 sRF A e R S uses
the usernane is transmtted across the comunication
thedisprmeipranthonticds thausr @sthe pnerieihthernessonpbeodecgpacration

and the data encrypted with the or each current

mearsx ypti on code and the code server uses the usernane
to authenticate the user as the owner of the personal

4.codeAggsemafor ssturdcdiatsication if abylaIve vath £8CAHeS claims 1 to
comuni cation in accordance with any one of clainms 1

3,0 Ghardbterfear ACHE HREdoldld) @l sio ﬁl?(grﬁlaﬁgﬁ\éiﬁ{:luﬁltn%% Password
f ['ud gne 0 e

i nformation includi ng a passwor assi
of, the persgnal cod nerati.on neans and the ]
A0 4F ind BSmBPLP B bork oL PG BB MR 2 ey paSsword is
netwo%t w th the or each current identification 10
transgticthacrpisdhe somMBINGR{ign Betwar withibe eF cachctment idemification

encryption code and the code server uses the password
cads angt the slatacertcey e withethe as etdlecwvane enafyptidre coder smhthe code
code generation neans. 5. A systemfor secure

SereaTsns Rt paesword teCcatchacge th tder a8 YheodWn&f ofCthaipdEsodal code
to 4, characterised in that the personal code

cARARIALhORs Teans conprises a personal 15 portable
token. 6. A system for secure communication in

sacc OAdsg'/Et%ﬁl £ § &g Srinicy 1o%rire1|a@cc¥rﬁe?nce with any one of claims 1 to

4, characterised in that the personal code generation means comprises a personal
portable token.

6. A system for secure communication in accordance with claim 5, wherein the
personal portable token is a pendant. |

7. A system for secure communication in accordance with claim 5, wherein the
personal portable token is a card.

8. A system for secure communication in accordance with any one of claims 5 to
7, characterised in that the personal code generation means includes a communicatior'l
port to communicate the or each current identification code and the or each current

encryption code to a user’s computer.

13



personal portable token is a pendant. 7. A systemfor

secure comuni cation in accordance with claim5
wob@noss?1t he personal portable token is a carPBCT/A02@4/000388

A system for secure commruni cation in accordance with

any one of clainms 5to 7, characterised in that the

personal code generation neans includes a

o¢ omm?@@hi o sed¥@é EorhMuBRATBHICRESdhAR With SREShLHT AR 1 to
identification code and the or each current ‘

e B t . . .
OB BEHSD, T e B 308" Whériion BtaliFegmeries software
co nicatipn in accordance with any one of clains 1
rﬁsbdglg?nﬂﬂgerrgcctogm@eéd in that the personal code
enerati on neans conprises software residing on a
1&ser As SYstp ok secute) commypigatian finraceerdancs wihmiaine any one of
in accordance with claimany one of 5 clainms 5 to 9,
5 clalms adbed.i chadicienis¢dhat thtah ¢hgppersanmdicodo denayativer michwnincludes a
nmeans i ncludes a display neans, the display neans

didpBip | meEne Otht RBspddy BReMs giwplaging thélePeadh &dtdn® idea@bBation code
and the or each current encryption code. 11. A system

j in accordance with clai mb5,
afécgfhe%‘?‘é%hec m&;ﬁfo&l% &

aracteri se n that the personal code generation

ans, conpri.ses a smart car.d havi ng, an . .
Lo S R SO Rtuafcdibn fh bRl with sjaing 5y characterised
.software resi i}li ng on a user's conputer, the software.
Hbélil%\sﬁe abfApnel $OUg IrBRIRPR gNeans AMESH & §Maengard having an
identification code and the or each current

10  instidisgthen ende daewnate thoogoddeetvai aindl sofataro mesidide .cnd wser’s

reference clock, the code server also being capabl e of

cgapes thagftwee deinganpatilel of edreratingethé of kst diRRent R Atification
and the or each current encryption code based on the

ol W 3 0o A8 0 A SR fon e
réferehdd ct:lg‘cjk,f‘[ﬁ)er & ense?vesrta?s%%%?ng capable of generating the or each current
identification code and the or each current encryption code based on the initialisation

15  code and the reference clock.

12. A system for securely accessing data stored in an encrypted form on a storagé
means accessible by a communication network comprising:

a personal code generation means having one or more identification codes and one or
more encryption codes, the or each identification and the or each encryption code

20  being arranged to change at predetermined time intervals;

a key archive associated with the personal code generation means and with one or
more data files on the storage means, the key archive having information including

the location of the data files and the encryption codes with which each of the data

files is encrypted, the key archive being encrypted with an archiving code; and

14
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means accessi ble by a communi cati on network
conprising: a personal code generation neans havi ng

wWor@40889MDre i dentificati on codes and one or P@I/AU2004/000388

encryption codes, the or each identification and the
or each encryption code 20 being arranged to change
at predetermned tine intervals; a key archive

a @Dd0 Gbiee dyhtdhidddewnE iBO P@ﬂsoﬁa@ 3848 28R AMdOMARANRhAAS the
with one or nore data files on the storage neans, t

he
b Dseich Hal TuBRUN de B the P AR end A5ipR EAM Bl he

each of the dat files.s encrypted, the key archiye

o B, ST T B AR (104, DT ARE FEGPHY G cEorion 4ngags. he code
2004/ 088917 PCT/ AU2004/ 000388 a code server

SAVRICHBQ ARYERE aIEKIous aTqhiving rade bejag thre Awhisting podrelasisused to
such that the code server has information regarding

endrgptothe ey harchive @nd a derdnit farahdting wodo teingnedranged t@change at
each current encryption code of. the personal code

pederRfained infsEaksvald;he code server also having a
previ ous archiving code being the archiving code | ast

whefth e a%g;; W§Be§ Reades RE gp %%C%c%g%% gaf;atﬁlg,eﬂﬁg user transmits

archiving co el ng arrange

redgtermined tine interval s; erei n when. a..user

aftog e SRl MR MG B Rl A BioR e and data
.user transmts across the comrunicati on network, the
mgruding g areE P 3ogesst thei dered ginte ddes aprdl thgarede server uses the
i ncluding a request to access the stored data files
irdouhative regatdingahe er ecarhesurteheidetification madé tnauthericdierthe user
the or each current identification code to

agdltthe hfogdbBod oUW ee opch NRirehf ChEBHAD cBBOUD ddieypt the
or each current encryption code to decrypt the

trhh ANBEY B dnd 3P ALl AE cﬁxﬁgﬁn%?t{eg gd;j gl% QML &%p\?iugt alchiving

e user the previous arcnivin In enc

t

e By g B0 BB BB oy ok ey
to th tor eﬁl, data files. 15 13. A sq\&stem for securely
degruasdts Ry wrshine DrQidae preesiodheisinted WA NICR] ai m 12

13. A system for securely accessing data stored in accordance with claim 12,

wherein when the code server transmits to the user the previous archiving code, the
code server also transmits the current archiving code and the user then uses the
current archiving code to encrypt the key archive when the user has completed
accessing the stored data files and the code server stores the current archiving code as
the previous archiving code for future access to the étore data files.

14. A method for securely communicating across a communication networl;
characterised by comprising the steps of:

providing a personal code generation means to a user, the personal code generation

means having one or more identification codes and one or more encryption codes, the

15
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wherei n when the code server transmts to the user the
previ ous archiving code, the code server also

WO e@a®8sots t he current archiving code and t he PGBAURI1€100388
uses the current archiving code to encrypt the key
archi ve when the user has conpleted accessing the
stored data files and the code server stores the’

offéHch8dénticatibly E6i £1ddRe 85eack@ntRPtioh S&deolble‘in?ﬁﬁ&ig‘éh RE change
code for future access to the store data files. 14. A '

a{ﬁ&&h‘?&n{iﬂéd {ifé %t?ﬂv%lscé’d&m”' cating across a =

omuni cati on network characterised by conprising the
steps of: providing a personal, cod ener at j on nmeans

piRgiding, 8ol Fivep and swnehren S02 Jhe 6P FIRCT il the EPRY code
one or nore identification codes and one or nore

geEtipn: menscBielsthat the cods spyvep has irfgration regarding the or each
PCT/ AU2004/ 000388 or each identification code and the

curent addntidicetigiptodmambthe dresach carrenngredyritioncdvdagd th@personal
predetermned tine intervals; and providing a code

cSRS deREratitfl nfngn@ni sing the code server with the
personal code generation neans such that the code

thRCLYE" ¢ 1'ttﬂ{g? TRk Ae rgtglgﬁla.nig&% NGeffork2G of each current

current 1dentification c e or each curren

ERYoRRaF G SororsLaRah BT Hipbr s o et cnpted with th

communi cati on network, the or each_current

oF grehtuETeBR RPN ds of tifepesanab pede grngeatign Teqans aad the code
nmeans and data encrypted with the or each current

samer ypog dhe doldemationt hegaphng diralor cede cyeastr Eentificatieanode to
and the code 10 server using the information regarding

atithentivateaBe st ant @R infstantibh bBA: tfNorCReR chifent encry%)tion code to
aut henticate the user and the infornmati on about the or

: tion code to decrypt the
d@&ﬁgt the! ’tfrtiugsgﬁlg@&‘ g4t4P yp

transm ata. 15. A nethod for securely

0 nicating across a comunication network.in .

130 ot daRe FPEERER fOmmIMERI A0S Comgyigatiop getwork in
code server contmunicating to the o
accordance with claim 14 including the step of the code server communicating to the
user following authentication of the user by transmitting data’ across the
communication network to the user encrypted with the current encryption code and
the user decrypting the data transmitted by the code server with the corresponding
current encryption code of the personal code generation means.

16. A method for securely communicating across a communication network in

accordance with claim 14 or claim 15, including the steps of providing the user with a

. username and password known to the code server and transmitting the username and

password across the communication network with the or each current identification

code and the data encrypted with the or each current encryption code and the code
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15 user follow ng authentication of the user by
transmtting data' across the communi cati on network to

W bh@4088917 encrypted with the current encrypti oPCT/AU2004/000388

and the user decrypting the data transmtted by the
code server with the corresponding current encryption
code of the personal code generation nmeans. 16. A

seredrpihgf the useanine layd E@sﬁmﬂd foRduthhtiage F8SuRr of the personal code
conmuni cati on networ 20 accordance with claim 14

s@ergtlidRahe, 1 ncluding the steps of provi di ng the user
wWth a usernane and password known to the code server

nd tyr e userna nd assmor ross the
l‘laomTEﬁ“n]flﬁcagh tgélj gl%g?l\?g' KRR dtgf?esgtl%rred@g%e% E‘ﬁ orm on a storage
i dentifi code,and the data encrypt ed with the
SRR Y PR CoOBRRPIBB ROteC TR ERE 6685 06 WO

2004/ 088917 PCT/ AU2004/ 000388 server using the
Pigying pwesatalrads gonatation meatsdrvingaore arhreonesdentiffcatidorecodes
personal code generation neans. 17. A method for

aixb one edry niee enstypon adodess t the esk eAvhaidentificatidheshd @hanoeeach
a storage neans accessible by a comunication network

e @VRIdnSIolS bERE aHhBRS 16 fch%r%e R l\edéﬂeﬂﬂingd BRfeSRRA S 0de

generatlon means havi ng more I dentification

t|on or_each
pRGETe » REL o T T S5 R SR R R vean BBl gt wi
arran ed ange at predetermned tinme_ jntervals;
offt 56 Pl lap 5 O i v8age oma: B Wt Wobhe hptngomsprmation
code generatjon neans and with one or nore data files
ingldingethstloeatipa ofcthe dlatat files ked eneryhfior képmvivitly which each of the
informati:on 10 including the |Iocation of the data
ddt fides inankrepted,)thé kenarklelys being Bnipied vemcdh @éhiviag csé’é and -
files is encrypted, the key archive being encrypted

chfbn?sﬁhé‘ﬂﬁgbéféﬁﬁl codiey e&?ﬁlonsﬁﬁg e ég&% Ld¥er such tlﬁat the

personal e generatl n mean wt a code server suc

R N P LD S SRR O S
current encrypti.on c the p rsonal code

de
o S3F0 QT gon tcr;tge ogé persona code generation means, the code

server also having a previous archiving code being the archiving code’ last used to

encrypt the key archive and a current archiving code being arranged to change at
predetermined time intervals;

the user transmitting across the communication network, the or each current
identification code and data including a request to access the stored data files
encrypted with the or each current encryption code;

the code server using the information regarding the or each current identification codé
to authenticate the user and the information about the or each current encryption code

to decrypt the transmitted data and the code server communicating to the user the

17



15 server al so having a previous archiving code being

the archiving code' |ast used to encrypt the key
w@e@hiossd1and a current archiving code bei ng arPEngeeol000388

change at predetermned tine intervals; the user

transmtting across the conmunication network, the or

each current identification code and data including a

PrERIRSArchioinC 6RRSIn Biforited Fohnt!ab ahkt 18 Suselth
with the or@gach curré%% encryption codes;e thagng%%}géteﬁlle key

arBive ' ' ' gardi ng the or each
curr ﬁ?M?i nf%%%g%?%gﬁgg%gggﬁ#%'authenticate t he user

nd t,he j.nf,or mati on about the or each current
W&ner fbﬁeglr?d%’iﬁcwteg' EEI ﬁtangmieﬁéﬁ anengrapfed ferm ema storage

t he code _server communicating to the user the 17 WO
megpnA¢eatsibly bperomurouertioo stk i astonlascawithicldimg 7cedeading

in encrypted formso that the user may decrypt the key
therstépiswé: provi di ng access to the stored data files. 18.

A nethod for securely accessing data stored in an

thengsey psiag thocien @clkhiviREaste TRAASPEES %?H%lﬁv@% Lompleting
conmuni cati on network in accordance wth”clalm 9

abd3sdiniaGiore: eps; of the user using the current
arcﬁﬁging(gaﬁghggiéh%?bpt the key archive on

onpl.eting , accessin he,stored, data files; and the
e S G ptoBiE it itnb Ach s, Fods 4ot PFRgicsis deohaing kede for
revious archiving code for future access to the
rAscesa tythejstarg data diles.
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