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WD 2004/ 070538 PCT/ 1JS2004/ 002356 DI STRI BUTI ON AND
Rl GHTS MANAGEMENT OF DI G TAL CONTENT RELATED
APPLI CATI ONS The present application clains the

enefit of U S. Provisional Patent 5 Application No.
%’8/22%4’7‘5’%& filed February 3, 2003 enti FI ed PCT/US2004/002356
"Distribution and Rights Managenent of Digital Media"
and U. S. Patent Application No. 10/726,284, filed
Decenber 2, 2003, entitled "Distribution and Ri ghts
Managenent ofpigtBIBaTIONARDIRIGHECMMICAGEMIEND 10
This descriptton relates to digital rights managenent,
and nore parti cul arl yoppidiaaill CONTENT aut hori zed
licensing and distribution of digital nedia.
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Although problems with digital distribution of content may be associated to a

significant extent with the music industry, other industries, such as the motion picture

industry, suffer from the same challenges.

No solution to date has satisfied both the content creator/owner and the
consumer, The only digital distribution solution that has been widely adopted is
found in the various peer-to-peer networks. However, this solution allows millions of
consumers to download music and other forms of copyrighted content without paying
for the content they download. Content owners are left with no ability to collect fees

owed to them. This situation has caused devastating revenue losses.
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many content creating entities such as the nusic
conpani es have acknow edged that digital distribution
is the future. It is the nost efficient and econom ca

of distribution. To date, the nusic
ngoqg{mqafss not fully enbraced the potenti al OW%{#"@OB“

distribution vehicle. Digital distribution is also
becom ng prevalent in other industries and with
respect to nmany types of content. Problens simlar to
t hos eThmeldthemyndwmm@félglﬁqbﬁs@fwﬂ%ww|a§’@ﬁg of§pr things,

nr%tgﬂ% Egera{]%?nnggs Jubf ﬁg@ ok c&fn R Bhvd éﬁﬁﬁﬁﬂle&g?d that

|str|but on nodels int
rdng’tabdlstndutsmngltheﬁiﬁuree%aﬂ’fiﬂe@lost‘ifﬁﬁpﬁéﬂd eeonpmEcabipers A r

93%%30 Boh o i IR ARG sRELHIGIOP Rty MY 1Ot phefiha 6

BAs are terns
ahﬁa isatbluttorophictn Dighdd disoibetion ishise derrouag greg@m mmthgr

sbish e e Ay RS ot e byt Atab bk focn

|H9ftlié RE8ORAhst9Thatvd gl or Bretlivelyus akése| iy thmgccmtmk@ other types
SUNNARY t5 Systens and techni ques are provided for
ﬁ%ﬁ?ﬁg di gi t al rlghts The inventors recognized
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and o equate an t proCesses
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wi t hout materi al ng.the ability of u
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afslk hdvp he cErGIMCPIRS B8 SO aleyPag Virftdaome otha el a0
reward users for pronntlgg and _di stri but |I%%such

Bt iaptect againtt dnfjapraent ofrighisdp honefe f digital

rights,jinvolves detecting a data file on a user
devi c&Y “%W@U%gta fiIe i ncl udes a di gital wapper

br eve%t Iﬁtg% dC tg ues érh Srovﬂ@& Jtng%ﬂg I RM tsV Q"!h d

aut ho & CRET S con rnatlon
rigbetorfigco gnmea maaemhtmngltmmmﬂ ﬁmpratsctaeshgltaémddw and pther

usi hg data.,s n, a non-vol.at.i| S f
R T o L

ifzont in@tlénilgz m@@mg thetabititglef wseisitd ﬂghtﬁﬂhy(acnmds digital ng
the _search. | t gf(% i ons, i ncl ude one

O 2 TR Frflin L
FrEedidamdRInT Sa nfUPh PFOCPSEEs Catl progide 2 mee

flelvBed uEEYE fr DAITRAlink Qhd BiBhBLIMRS Subincorddnat i ng to an

aut hori zation to access the data file can be

condudh efle gepenl dspetamaganaid abdigital rights invebres deedtiog a data

The |icense .30 be..located in t

TR op i g AR ty nghe 1 figt Shitgiipidiog fogess o the
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area of the user device ¢ n be 3 basi ?Qﬁge
St}tpsapéﬁghonzahon to access the data tile using data store in a) on—vo afile siorage

area of the user device. The digital wrapper is disabled if an authorization to access
the data file is found during the search.

Taplsmentations include one or more of the following features. The data file
can be a media file. The search for information relating fo an authorization to access
the data file can be conducted in a license database on the user device. The license

database can be located in the non-volatile storage area of the user device. The
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(BIOS). The data stored in the non-vol atile storage
area of the user device can include a |location of the
Iicense dat abase and/ or an access key for the |icense

at abase, with the access key being necessar )
‘XB&@EQ‘PH% li cense database. The 5 license dﬁ?@%ﬁ%ﬁmoz”G

can include an access key for the data file, with the
access key being necessary to disable the wapper.
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ke ASRQEL ﬁ{aﬁ& f\ﬁﬂhet d¥rek B BE38At 168 Virfifal R OA nfbsddf@from the

assocl ate e user device. Information relating
toenteah s lean qummﬂ in gespense tsthe prscptaics of fheetien Andydata

ctogt,ra%gd gﬂhé Egssﬂge an D8 UL %o disIEES Sight® WidBpd. afd@ntﬁﬂdaﬁon

an authorization to access the data
fdatacfoii the net deviiewoaul belsemi togthe ¢rairglagrvehtoafiowitiie eeatrg ppraer to
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recognition al gorithm search is
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storage area of the user device. 3 WO 2004/070538

PCTI U3 Qe @@k el aspect, a data file that does not include a digital wrapper is
detected on a user device. The data file is identified using a file recognition
algorithm, A search is conducted for information relating to an authorization to access

the data file using data stored in a non-volatile storage area of the user device .
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Access to the data file is allowed if an authorization
to access the data file is found during the search.

| mpl emrent ati ons include one or nore of the follow ng
features. The file recognition algorithmec [

O dP%1°1°3#8 fi ngerprinting detection techni quj)!h#g(aﬂg}g&ss
data file can be a nedia file. The search for
information relating to an authorization to access
the data file can be conducted in a |icense database
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ifide cenibagprlisdénibedptagdi e distributors is extracted from
the digital
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id%fﬂq?lﬁﬁ bdgitdl ?iEht@ 5% [‘Hcéiﬁii_lr_%ﬁﬁigﬁarﬁlb Hllﬁﬁusm devdde dMbi&civing a
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of Tights to access the data file. The extractge% ,
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credits can be stored in a database associated with

talwciated tvrith puschpses pf rightsfo aperss fhg Pais dide. Aithe cuigctrslanispating

can be a unique file identifier, and the distributor information and/or the royalty
allocation information can be retrieved using the unique file identifier. The retrieved
information can be retrieved from a central database located remotely from the user
device. The request to purchase can be sent {o a central server, and the allocation of

credits can be stored in a database associated with the central server.
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To participate in the allocation of proceeds in
connection with a distribution of digital rights, a
user of a device on which a data file is received is
identified. The data file includes a digital apper
WA U3 i nf ormation relating to one or nor%CT’USZR(B%O”S(’
distributors of the data file. The digital wapper is
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5P ] b M BB 00 o8 Bl o
Wiht htomdelegﬂabltﬂye code stored on the user device. The
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to the stored digital key. The validation of the user device can also involve generating

a digital key using the received information relating to the user device and comparing

the digital key to the stored digital key. Accesstoa license database and/or access to
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a digital file can be authorized in response to

val idating the user device. The unique identification
data is extracted froma non-volatile storage area of

t he user device. In yet another general aspect, an ;
VRZHOMBHUt system of a user device is nom{IEFBYPHESS
attenpted file transfers. An attenpt to transfer a
data file through the s input/output systemis
detected, and a digital wapper is applied to the data
fai digitabBlespebe aithasizedip redpensstie ealiseies the nyes fletice. filhe unigue
digi.t-al. er. | [
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or no | { i iscan
be | denys ﬁ%%@ b1 cb F‘(guﬁl? b %%23?1 %Z*‘n‘ﬁ%ﬁ;d‘“’g%%fﬁ ed
bacsdtdred dortaktemptge fils trapsfofs. Ametternpt td pesfyrial data i dirough the

di ai : 4 ; . it
by RS A IRl e B Pt
ciibwingithesatiempted tatsitya The digitsliveaprseis adepi¢dsie prevent

I denti fyi t dat il b f d usi
APRRbr BRI B hm The® Ui gi cal we apper

i or A e Rl ATRCARe bEHrhdrklo P HIS AR, Bt Trilha il
aas beidanteiobdyvinti thepdigich sisgpendan bh eprdiztl dased be theidenfity of the

{ | . o e is i
R oSk A o e O L
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Tdeede b8 YB B FRLSAmSIRET whE & T Eiast Rt Fpafy, Jpe
(Bpttal BrdpPerdnclsdiRe Qictmasien ideeriflying thesdatefile anteid formnidon relating

informaton associated with the second, user device,
e BRI paeaed ithp Ot B flhe Sotong

user device, i s obtained.. The,di.gifal file is .
copi e g“ ?Ifog?ﬁt aics 3? PPETE ) élliaa g%?/lls é%ent]%ei et éré’lclgﬁ Sisg;nd
dBy digial fiddid setadcato d Kiendel if hytontantdweitic i@hednfbrgationlstofréd @n

b Do FiRamareaer aneon i e Sk aR e oo EHgt R

fs0bdna Wb detiCdls WREred, Bhe iStaatioh asdedi@tedRith the sédond tiseus er
devi ce can be syn hrgnize wi_th a central . dat abgﬁgihedb\
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% .

déentifiving dhe cepigd disp file andijhg sesend pisy devire igstered gn they
Theicki cense information for the digital file can be
stored on the second user device. In yet another

gener ahpRibRetons fndiRMiode bi hereio$ tiedeiMivihg Retufedl The stored
di stribution. Access _ 30 rules, including infornation

rdefacan thyyfisbusgsdryieecpy b woghranizehyith ¢ eragal databpss: 4 ed
ctdimBial¥p 22041 240B3BNE %Mﬂfxﬁ@ 886 digital file is authorized

based on the license information. The license information is contained in a digital

wrapper for the digital file. The license information for the digital file can be stored

on the second user device.

In yet another general aspect, a media file is identified for distribution. Access

rules, including information relating to usage rights and usage fees, associated with
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the nmedia file are identified. A digital wapper is
applied to the nedia file. The digital wapper
i ncludes identification data for the nedia file and

data relating to the access rules and is adz:qt 659004/80236
WP aWATOSFnaut hori zed access to the nedia fi P& >
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features. The digital s wapper can be adapted to be

di sabl ed for use of the nedia file C%/ user that has
dhe thidiefilserceidendificd s4 digitel wrapipes i 4pphed (T edig filg The

T G APLAES, 3 B B0 b0,
gervarales ashis atgptel trpriivent uhdwhdrgedmrodéathpinedial fileensi ng

information, and the nedia file is |ocked using a
di gi t Ehplomensasions include eneevitmarpeffbn Srliowang fartess sThe digjtal

ms @ag%%qdag%ﬁ Bk d{ %l{a@fgl‘ 0248 the AN £x ﬁfggg%s&%ﬁ

ions"are in on the user |c¢toqlow
Umér:se ki avgese fhemeslicafilei Tesdigitdl evrappst furtheriioriedep mdstigéion or

5% nt | fﬁé@gfﬁ%ﬁg{s d*ogs &‘tﬂmm@d]g ending a nmessage, in

I'censing rnformation encoded in

the nﬁld%nﬁthe%eg.erai ?sp?ctraelﬂg&? fiRGE YRbadd 8Pl Rhd nkdrﬁl@ﬁkﬁ{e

to use I cense to access the nedi a
fahdl the Inssdmtﬁlalsriet(keﬂ nsing ¢ Higitzloyreprer toarevent uranifonzed @gesss. o

LIE‘S \ﬁl'?pé)g 8dla Iﬁfl ?oaay t §a ¥ de\gﬁ,e Vi &mht%on@ laleqﬂﬁﬂieﬁéh%

i ons € one or nor
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|dent|f|c tign info or a i tal The
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the remote device. The licensing information is adapted to enable the remote device

to allow use of the digital file by the user.

Implementations include one or more of the following features. The
centralized server can be further operable to receive one or more digital keys from the

remote device and to decrypt the one or more digital keys fo validate an identity of at
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and/ a ke | peCIfIC to the user device. 8 WO
21683&%?}17%%8 /aﬁbﬁoo%%l '"FIG 6 is a signaling

o T L o S BB
tihghtaredi a fil e.

FIG. 3 is a flow diagram of a process for installing, on a user device, software

(“Solution Software”) that controls access to protected files.

FIG. 4 is a flow diagram of a process for wrapping content that arrives without

any digital wrapper on a user device that includes the Solution Software.

FIG. 5 is a signaling and flow diagram of a process for generating a unique

customer identifier for a user and/or a key that is specific to the user device.
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FIG 7 is a signaling and flow di agram of a process
for accessing a nedia file in a case where a user
does not have a license for the nedia file. s FIG8 is

a signaling and flow di agram of a process for co Xi ne .
szﬂ‘g(})?%&‘ a media file froma user device tl§TAS2004/002356
secondary device. FIG 9 shows a flow diagram of an
illustrative process for perform ng a pass- al ong
distribution. FIG 10 is a flow diagramof a process

f or . WFHp piingsignaieg ped flow diagiaer dfialpeocesestior asaesaing g msdiadile

i.h_the variqu | 1. 0di ' | ements.
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i” Eﬁgﬁggﬁggpde@ﬁgt(ﬂggggmfag}pmg.ngs, movi es and ot her

and other witten works, and ot her

filesp§uGhoRsa W IRgtPst ReMisthicipRodefifor perfoatii alpass-
| egal, nedical, gam ng, and software industries.

Alangdisgibuting fol | owi ng description focuses primrily
on the use of the technjques in connection. wi.th nusic
S

filesFlGA8 i el digaen o pdreagtidry (rapppe A to ot her
Pl Pttt it

ot R ER RS CREETIIEY 250 P oG tara il es
Mo calh Seaile |SRMNGERUERTHE Ll 2TGRpRELinfHRed
westes famtisndfiftion anditiglitphendgemeilt of digityanadiachilpat Themystems and

t.he . t ] ' j
S el SRS A st il ABaG MR by 5L 2°
tharictiy digies flds iaclutieg mssic aniuibar reconlings, thuriegrnd dthef videa,

(protected), .as well w,t ia that, arpives, .

W 2 et v S s, i bR Gyt R bl i g e
ﬁgﬁﬁciﬁlhﬁgﬂhhéhdiéay, g‘agu'nlg, arpl @ﬁﬁwiateﬁ'n&ldsﬁ'i’e?.i Aftlough thedollowing
about .owner shi arn ment ., This .information is,,qi ven
oD R FOCTeE PRI e s phfhg fPeRnianes i HPEgtion SR Hssic
Tihes, ﬁielt&hgiguég%r@é@aﬂﬁa@ﬁdamimm' t)?&gbﬂdigiﬁll fike dSimilarIy,
W apper . S>0NgsS Or o er orns o 1 gl l.a nmedi, a.
valthpiegltthe teehnjgussare fiew%edalrlé‘be SoBterEet pedh %élas thededfipjques
2004153381 R ALSRA0H PR BRRdiadNesund ofict BpbsofdantiKsed
an

identified by the s¥stem the informati on%‘iycgl as
olseystemeiangdgahrighoy SaaP Fehemet experbEe cappeayediior iheg
B RS APl tHeH Sk dn@d et MBitipletibvels of participation in the

revenues generated by the sale and/or licensing of digital media.

The techniques work with media that arrives at a user’s computer in a
“wrapped” form (protected), as well with media that arrives “unwrapped” (i.e.,
unprotected). Media rights owners have the ability to wrap a file with information
about ownership and payment. This information is given a unique file ID and is
stored in a central database. The file ID is stored and transmitted with the wrapper.

Songs or other forms of digital media without the wrapper may also be identified.
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its unique file ID stored at the central database).
Moni toring software provi ded in accordance with the
descri bed solution ("the Solution Software") may be s
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Fonpesatfy s BRgiaibe s Aeibliet O B ThEL
gﬁ Ifnixalt@x? mafr %ﬁ@@ﬂtﬁ&séﬁ&’éﬂlﬁﬁ%oﬁ %86y, &dﬁdh&ﬂirsaﬂows‘acée@mdi lodal
t ocal database while allow ng the u anther

tigtglase of liczpsep b Laig B IR odde BT 5 TeERRgo this
%ﬂ%ﬁs&%ﬁﬁaﬁe oht §51ur'éﬁ’ Soffed 416t ofl &ié'cﬁﬁﬁuter can defermine

ornatli on a out he user |icense may be cent‘l; é‘ﬁ
sath@ﬁ»eﬂhc vsee mﬂ@nﬁmo Ysecw P lar &é%?é)éslfﬁ% ugyrap|the tlgs Byen

IERAL ﬁie%%&%ggqpfe 06 RE of !ﬁ@ ﬁ@&iﬂéﬁ%ﬂ&%& B evMased i

user maybe as an individual or a set of
medoadapce wﬂhibw@s&aﬁuk‘»s soradrit the lopal databpsaor ahppmpipldagppasg
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T L
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oSl f %th E?ﬁd é"or a 1ce {) %}cc@y u%?s dpi’feg B%%,hrfé@tr s éi%?@éasnd
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revenues generated by new purchasers). Recipients
Files may be forwarded to other users and otherwise exchanged among users.

However, if a file requires a license and the new users do not purchase the media file,
the new users do not gain access to the file. To encourage distribution of the file,
users are given an incentive to “pass along” (electronically send) media files or links

to media files to others they feel would be interested in the media files (i.e., to
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are given an incentive to purchase the nedia file
(i.e., to be able to access the file) and also to
further pass along the nedia file so that they too can
articipate in revenues. The nunber of |evels of
PSHOBEE on in which participation in r everffd&UpY4/002356
permtted 5 can be unlimted. Typically, however, the
nunber of levels of distribution in which
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€ conpensat e r sales where they were
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sales tr action occurs for a particular nedia file,
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appe I a determne who is entitled to
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without a wrapper. This latter situation can occur, for example, when a user shares a
song that originated from a standard audio CD or DVD. The referring user‘s ID can
be entered at the time of purchase so that the referrer and related resellers and
distributors can be compensated.
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Li censes for files may be recogni zed across nultiple
devices of a user. The methods and techni ques
described herein provide processes for managing,
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No. 20030028796, fil ed 1,..2002,. Roberts, U.
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the file type based on the file extension. Media files that are determined not to be of

interest may be allowed to pass without further analyzing the file.

If the media file is found to be likely to be of intetest, additional algorithms

are used to identify the specific media file (e.g., the specific song, movie, photo,
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WD 2004/ 070538 PCT/ US2004/ 002356 witten work, etc.).
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designed to be tamper-resistant. For example, if the media file is wrapped, the file

identification software may operate to detect the wrapper and read file ID information
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ase can or a pop-up W ndow may appear
anemdg mp|ﬁéqﬂosm@ememp ovdTe Witadess grViredbconpeckigR; Rigf license

fmaly specrifyt\'{}ﬁt &?\ng L L&D 88y il rﬁ‘i@i@%@mﬁtté& cense to the

Se accept certain’license terns and/or

the ugefe HEXS &ﬁ. (]ilgér{g\ﬁﬁ ta@i@eﬂs@m% %Qﬁé&@tov’tﬁ@ﬁéér for plcERase

can be conp fernatively, the user may have a
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button or a decline pbutton in the 0p-.u dlwg
tdygatigagyse a%@stﬂgllmon limitations, and payment optiolls, may also bé dlsplayed
as part of the offer of a license for purchase. It is then determined whether the user
accepts the license (step 130) (e.g., by receiving an indication that the user clicked on
an accept button or a decline button in the pop-up window). If the user doss not

accept the license, access to the file may be denied (step 135). If the user does accept
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accept the license, access to the file may be denied
(step 135). If the user does accept 14 WO 2004/070538
PCT/ US2004/ 002356 the license, including conplyi ng
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One example where the capability to perform such an update is desired is de-licensing

an old computer.

The user device 205 may communicate with a central server 240 through a

network 245, which may include one or more of a wireless network, a LAN, a WAN,
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30 The user device 205 may communi cate with a central
server 240 through a network 245, which may include
one or nore of a wireless network, a LAN, a WAN, 15
WD 2004/ 070535 PCT/ US2004/ 002356 the Internet, a
YOI2UUAFKE net wor k, and any ot her network f orPCT/US20041002356
transferring data. Comunicati ons between the user
devi ce 205 and the central server 240 nmaybe perforned
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device. Sone cellular phones, for exanple, may not
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capabilities) may be |ocated on a network drive or

ot her nexheyr simhtick,chalpeal detabdsh @3 fisdoral tohthd usar device 205. In
some cases, however, the local database 235 (along with other storage capabilities)
may be located on a network drive or other external storage. In the event that a
network drive or external storage is mapped or connected to the user device 205, an
additional piece of information may be used to fully secure the digital files. In
particular, it may be desirable to describe the data that is written to the network drive
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network drive or external storage is mapped or
connected to the user device 205, an 30 additiona

pi ece of information may be used to fully secure the
igital files. In particular, it my be desjr
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Solution Software, or a link to a server that stores the Solution Software, using instant

messaging or emailing, and other alternatives. The process 300 illustrated in FIG. 3

illustrates an installation initiated as a result of receiving a wrapped file.
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Solution Software, or a link to a server that stores
the Solution Software, using instant nessaging or

emai | ing, and other alternatives. The process 300
illustrated in FIG3 30 illustrates an installation
WRI2PMA7E as a result of receiving a w apped FY5@004002356
WO 2004/ 070538 PCT/ US2004/ 002356 Initially, a data
file is created (step 305). If the data file is a

song, for exanple, the creation of the data file may
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In addition to information about the media file, the wrapper prevents
unauthorized access to the media file. In other words, the wrapper prevents access to
the media file unless the user has purchased a license. In essence, the wrapper places
the file in an encrypted form that requires a key to be able to access the underlying
media file. Conventional digital wrappers that are typically used for protecting
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unaut hori zed access to the nedia file. In other words,
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the spemﬁc encryption method used may be unique to each file. Thus, multiple
encryption techniques may be used, and the wrapper may include an encryption
technique identifier to inform the Solution Software of which decryption technique to
use for unwrapping the file. The wrapper may also include an executable component

that runs whenever a user tries to open the wrapped file. Among other things, the
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encryption techni ques may be used, and the w apper nay

i ncl ude an encryption technique identifier to inform
the Sol ution Software of which decryption technlque to
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user, authentlcatlng the user device to the centra
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e Wrappe e (step 315) through a physical or
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methods; or via other media, such as network connection, CD-ROM or CDR, DVD-R,
Zip disk, and the like.

When a user attempts to open or otherwise access the wrapped media file (e.g.,
by double clicking on the file), the executable component of the digital wrapper

determines whether a valid installation of the Solution Software already exists on the
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met hods; or via other nmedia, such as network
connection, CD-ROMor CDR, DVD-R, Zip disk, and the

i ke. Wien a user attenpts to open or otherw se access
t he wapped nedia file (e.g., 30 by double clicking
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central database to ensure the found unique key is valid. The central database

decrypts the unique key and calculates and verifies a checksum. As an alternative to
using a checksum, other verification methods, such as the inclusion of an additional
key or handshake token in the exchange between the client device and the central

server, may be used. In some situations or implementations, verification of the unique
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If a unique key is found in the BICS, the unique key

is read and verified with the central database to
ensure the found unique key is valid. The centra

dat abase decrypts the unique key and calculates
V08408838 checksum As an alternative to 552210‘“0@2356
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files exist on the user device. _
If the executable component of the wrapper determines that valid Solution

Software is not currently installed, an offer to install the Solution Software is
presented on the user device (step 330). The offer may be presented, for example, in a
pop-up window. It is then determined whether the user accepts the offer to install the

Solution Software (step 335) (e.g., by receiving an indication that the user clicked on
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25 The handling of files that are already |icensed on
the user device or that are already present on the
user device are further discussed below If the
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If the user accepts the purchase or license offer, payment information is
obtained from the user and sent to the central server (step 355). The central server
may include a micro-payment system that tracks the sale of the media file license and
also all the parties to be paid for each specific sale, as further discussed below. If this

purchase is the first time the user has purchased a media file, the billing information
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concurrently with step 350 or after step 350, and
steps 330 and 335 may be omitted. 25 As anot her
alternative, steps 330 and 335 nmaybe perforned at sone

other point during the process 300. If the user 002356
ViR WP D5ne purchase or |icense offer, paynditl/US2004/00233

information is obtained fromthe user and sent to the
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FIG. 4 is a flow diagram of a process 400 for wrapping content that arrives
without any digital wrapper on a user device that includes the Solution Software.
Initially, a media file is created (step 405), as described above in connection with FIG.
3. The media file is subsequently received on a user device that includes the Solution

Software (step 410) through a physical or electronic media distribution technique.

The Solution Software monitors the file I/O system and thus recognizes the receipt of
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possesses the file (e.g., if the user previously paid
for the file before the Solution Software was
installed on the user device). Files that already

exi st on the user device, 25 however, may be w
WB3OF%SHS T er to another device and/ or anotﬂgpﬂﬁg@wmn”6
FIG4 is a flow diagram of a process 400 for w appi ng
content that arrives wthout any digital wapper on a
user device that includes the Solution Software.
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to a partl cu devi ce t he EVI ce on which
ﬁaeauawd (stsp 438)s Topdmeg gvadst iy miay be ﬁgt@@)mqswh@talv@h@\me@se emsts

8 %clégseto ld’l%%l’léhfl% ﬁllat%h g%?h'ag?\{ré QTeﬂrif &Q ﬁ G ESt%ﬁtaﬁﬁ%@ na

access e nmay e perm t
Atcenss data@sy foritlie tskie ROFe:Ripe, ifdhe file duiraing lnaden @nﬂ%h%mlser

a centra
SBIEPR e SRS AR R e,
fullecher ihfe CDJ 1slf&td§ttpﬁrdllbeﬂ%id; ifisdt, ntalyée pegirandiéd te assmme that the
Ia'ﬁ%r%{;'? tg g:opyat?lg ?fe 18 Iegltitnllll e oq%denﬁalsgmle Accoydmgly, the Solution

Software may allow copying of files from an original CD and may store license

information for files that are copied from an original CD (see step 140 of FIG. 1).
However, the Solution Software may also be programmed to prevent further copying
of a file that is received from a CD. In particular, the Solution Software may wrap a
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be allowed (step 425). In sone cases, it may be
determned that a valid |license exists, and access to
the nedia file may be allowed, even if the file is not
contained in a |icense database for the user, For _
WQAMMUSS £ the file is being | oaded onto t%é:T{}@ng%%ﬁ
device froma conpact disc (CD), the Sol ution Software
may be able to recognize whether the CDis
factory-produced and, if so, may be programmed to
ddsihatas tdpatd fdnea CBY, pidhep et thotime fipt thh dlefip Fesognized or upon

| e%' tEnIL qﬁgt?heoﬁle sq{emg%ﬁed tl%?oﬁ@{ ﬁk% s&stefﬂl}gr t§9{1§é} H&Hke.
§8 PN e nay al’l ow“copyl ng o I1'es froman ori gl nal

ang t?%%etfla AfeSs hbtGRBREd, tlilé'\.f(s:%r B Bt thé !())ﬂpgftuﬁlﬂab

are cop roman origina (see step 14 FI'G
Pprchde affomese tr ysetthrem@ia fitei(@ep 4599t Walkeauspraptenod & pechase 2

rogranned, t r t t ' fdeliesihat
R e T R
Safchaeradicamsy, payapntanfofbatin®iQGPin@iZBmEB Bie user and sent to the

PCT/ US2004/,002356, file that i ' . :
SRTLPRT (TR Dy e e o R TE R Refhon for e
deddectile pgy bb eorddhe dhplopridts, ibelaegl databasfaed/oedcantrlolatphase
the 1 ste r th ser devi.c I f .t di a file
onb10h PSmEh iRty oo Saa Sy Pyl (o U
?aﬂlﬁaf dneited YaftBe mﬁdi? @ihﬁs Gcensdd and Mise thcappepridtd foe disttitations
ile (step 435). If the user opt ot to purchase a ..5
st bk cracets Ciutie FRY 4o Ryt it B hefip®
463 ve wibpgel emts@ibtc e ilidRSiveDy, Héadinsile tndy r@R4is & an
paynment i nfornmation is obtained fr%&tﬂ% user and s{ent

tuswrapged fosnonahe user deaice ead bavieresd onhewR ARFeT AR O pead

SHEREES il throhibiC B8 30 JyBkRIBhé 0%r i8kicd he nedia file
may be stored, as appropriate, in a |ocal database

and/ olFI@ 5G€AbikAdlind ah@haw Qiaglast & p4643)s S0DHer genekiating 4 UEID
may al so be wapped for_further istri'n;Jutigj:w (cfl,teeo |
4559 user digaiadRy takissRifia g therger ‘ﬁ%’&?-a goperal, gachuset ydll 4
aNde & Bafle UteDaRA QM@ dRviES RIS E ith B kSHaFic daviee kd&he
before others can access the nedia file. As di scussed

Bl emay bruses fir Adeptifyans thaysepfor RraRpsse AT forRiStReARssgr s

ﬁicteﬁ‘sre@%f-&x‘{a@iloﬂ stobddSit R AkRral tdrfer B¥king MRisBurcoffiles for
unw apped formon the user device and be w apped og‘lrpyle

vihieprpses af édanti finganmyments 6.co athign a prrs bapaided kiphe Yobg

t ﬁé{{r %@&%ﬁﬁﬁb{l e fig@ﬁ) MREhurdRMESE andlfer fdefifyRigiceridn user
S g I'ng an ow di agram of a process 500 for
glemizesdsibelpnginp)@t Dpartiorar asers Ehe speeifie devicadey mayde uped for

\?Mxﬁﬁ?cfc!k{n:gcamﬁ/gr JclagSSI Fgl{e 11(26%%6 Aa@abg&rhg rw%kl' S gﬁ&nng&ﬁlrcentral

ave a sing nd each user device W |
hawmer iotigentifynths peerifici devide VIed JQBY and thesspetifie Bsardgvigpdkey may

used for identifyin h S

R e

t inenaRigiad keye baetding taake fyge bhepdipalgoeitloh. Acdmbindtm of

ﬁfgg PJZ?EIS gﬁgﬁlle g;%:l. Cel%%f: {cg g%yp 1%%.(}( enltzs%d g"c;r 'd%tihg%%& a@nollll% Gle
specific user devices that belong to a particular user (e.g., so the central server can

keep track of which devices on which a licensed file resides).

The process 500 involves operations on and communications between a user

device 505, a BIOS 510 for the user device 505, a central server 515, and a central
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wr apper and distributed the file to other purchasers),
and for identifying certain user devices as bel ongi ng
to a particular user. The specific device key nay be

used for unlocking and/or accessing the Ioilac S8
Jg]pu(gmo 56

WALYY4Y8%as wel | as allowing the central

identify the specific device. The UCI D and the

speci fic user device key nmay 25 also be nmerged into a
conbi ned key by sinply appendi ng one to the other or
bgtabalsmﬁm minxinstejldine oktby §olaumo$aﬂwage erothe vyee deyipre505fis
codi n i t,hm nbln

éndtéa&?cﬁstgp ggér Aa é\ﬁzs?]éct & user evllcg%()g engg P?equgt 92@1%%1& &ﬁtral
gdredrisng Wrsiy S’tgutﬁammgwfaiae In &plﬁmsé tiochaursguestidd| the Soluhient

h
Sehver il o ks p it St Bk B e
Irs€aa tsmn&m},v 8 rerqasst g26ind p’éﬁbl;ﬁliiﬁg phoesssl BB0the Sultivies
operati ons on and connuni.ca n we
Setre mapyhe lopdet} legally(pes Bprafie f?&@tﬁftl e&éﬁf?ﬁgfﬁ‘ 3PS or
&0 4 Bik)S The'@er é&;éb%@ﬂﬂlg@d@@me}ﬁ lthe tefBns\ABY 26101 ¢ 0538

PCT/ US2004/ 002356 t abase 520. An i nst Eﬁg’datl on of
tipRnssereRicoh OSﬁ’fetSw&F'@n SATYAE: 47d apcopiayef tiggisepsg agreement

&g@éc@gﬂ(geﬁgz As a result, the user device 505
a request 24 to t he central server 515 for the

SO' ut rRNS 3 dnVEohtvard RatiEHRMADAto! R fiRLdsvERHOS inchidds t he
Solution Software is downloaded 52 fromé{b(e c:g% r al
seqopisblesads negessanys i callect gaxiip usegrjated infyrwp )-

%gﬂlg loPhe b EEMER Inay B4 cARGteR UthRRATaNY wiild oed ﬁ@@'m@t&ﬁ may
Solution Software may be | oaded | ocally

(e
fffrqlm'ﬁ sanydl enpublesathe ysed nFQTWémE@érthfd‘éS@F Bay B@@O@Pted ftfr BHsr2
%’1%@ usel MindSShaii” Q?as@&&ﬁpatnee%aﬂ%d&%%eMd 6tﬁh@ vk Rt

conditions of a I cense agreenent for the
Submdtion. Buis infermatiommey b@@e@étm@s dte useres licepss g other

%%%?ﬂ%ﬂ Lo ew 91% chﬁfaﬂl 0 od SRR t028dss a'l&air&@alﬁgg dﬁ&hﬁ@to

oaded onto the user device 5
ithecdseidesa usen«lmm 4b5 thatwalebardersd bupltipde vssts) é@ﬁ)m@%m #hah

S A bR R Bl E o tnromntR G PR o,

iUnfiatrsabUsen In@B/U 1D AGACr addressn BEHDS bond ll:rtocb)yanﬂlaeceg%md loqagien
b ted t t

B E e BREGAEY "2 Dacovord,  an omai | address.

an d Otﬂ]lg éo gﬁ? S sdeipd th&tﬁﬁiogﬁéﬁrdﬁﬁ; ﬂh? Bser dVi& ﬂO@fa%B '?fﬁ:tlﬁdégl

access the user's license and ot her
|enéan:abhtuodmn®tassmedo pstatiibiea cameetion 533 betlvasethe pekt deviged05

ocal ) L0 ssr
ti th&fkefd

638 aé@e%g ‘flf‘ gsfp%aﬁ?/’ agl%lg gtfcé)hg%y nuﬂ”l pl e u_sﬁ3 e(esv.l o
Isnﬁ ehdiht camnrat feater 51 5isakle neibmatidatly @awhmahkdcqmawmn is not
i ncl yde deV|ceseC|f|C|nfor tion 6%(

%’/@? Sapanygldyroge % S BP9 BT addr esénl1 i %%&m“ (using
Qt' B6dem, asdoRc 663 SIfan dntemetdondttion is made, the installation aborts, in
which case the information gathered at step 530 may be stored for a subsequent
attempt to install the UCID and specific device key when an Internet connection is
available. Installation of the Solution Software may similarly be aborted af steps 522,

524, & 526 in cases where the Solution Software is installed from the central server
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20 information for the | ocal database. The Sol ution
Software that is | oaded onto the user device 505 al so
i ncl udes executabl e code necessary to establish a
connection 532 between the user device 505 and
WRAIHATSEer ver 515. Typically, an Internet Jgﬁﬂggpﬁgﬁkﬂ
bet ween the user device 505 and the central server
515 is nade autonmatically. If automatic connection is
not 25 possible, a manual process is started to pronpt
5he: Tisdhtetmet ¢anntdtiat & raadeoimvestire nh{noslisnch asBemyd Sngkets
etmgﬁég etc.). If no Internet connection is nmade, the
tion aborts, in which case the infornmation

I
gath ﬁ%—?gr%n% 1or§ gee a Gﬁéet %e%%éPl’%elsé 1 bfe%g;nt%ngﬁi? %%%ﬂ&nnel

atte eci evi ce
wheihe aifoﬂmiuen tmy haaradditibnad nnqr;;pnoa\agpliedbdl # (e.g., using P Pin

| .al on of. the So k Al be
gt oGt B8 £ORSEEMURIG DRl dheb i oD
ettt bepver S03 hta@berdsﬁonldétsttoahtrmbuﬁmsmxtm caien Masagsseuer
2004/ 070535 .PCT/ US200 %B%%% 5. Th Int gl het
8@%8??1‘@%0 TESPRERTAC § P’éﬁ’gﬁmg‘éag‘ﬁ TEABRD'S SUERaE o
206 R Ssumed ¥ Have Blled.. Uking ﬂfem&tamnecs@nﬁeotm tt]nEBusee nt r al
server. 515 nay be sent. on thlsfﬁg e channel 5%
plied

Anfarmasiop colecied At W%‘Pa%alﬁm% FY5h?

t t dit

oy v b i) oo ey heh %ﬁg‘SB?ﬂ?&g?ﬁt&ﬁie Dleseeittbe
S&E}Es Alal{ienod@n H]eﬁdfrmﬁﬁ{gﬁé themddy IMyaaeibﬁklfoaslpma}dﬁdaltf@

W a success or SSa .
CORBFNFEN RHOTCL H@ﬁ%%fa Jrl?mdaé ?Efg‘iﬁ‘ﬁm?f 8%1%09 E%E*’&F‘.ﬁ?é%?ms

rs?o@e%ﬁﬁﬁté @nfrdl ARHER20. Y BEandss liﬂﬁd udePndine/e afreddly éxdlthe
%5 t he established connectlon
iCAl

deiabash 5200t epasward daes potgagich, g‘%t“g%%}ﬁbﬁpéﬂmé%‘hm

48 T RBHCROLE AL SBEVSRE arllér-notifed it th&RHef AdmSie bl @ity Hilise.
may search 536 the central database 520 to see if the

user ifthéthdePRA¥t KRQTFknokel e BbMiahgriek 515 genbmeds ailiCID

al ready known may i nvgl ris ne or
ond/phaderreder (S8t TediCIDmg Atk ?(%mﬁ-‘ﬁ Brugergiaged oy
cbﬁlﬁﬁnngsé &fe@&'d nAmbGRr ARNItEMAS, \ﬂﬁh&ﬂ@ﬁﬁ soRRbted FoMm among a
exanpl e, if the user nanme_is centra

|
dfaﬂalwaasf@ﬂ@wa&}fentSH@cl%%%%F%% VFFGFP%{L&HfOf'PﬁE’ Ny Sy

nr@% RE ubt AT gatﬁgieci 28m uBerhgul thdRcdiRiila86dss RASSWIHA
and/or notified t at the user nanme is already in use.

uﬁform@loui@rrth@ Ipca sietabaspalrtneeReraiRR by theerteh o5 5 Sderapd

f}%éng%{&gf & gﬁn@hygé iPandiidé OF oﬁotﬁ@r\ihi%ﬁmﬁ%}i aﬁ&.{t Qﬁe 538) .

evi ce key maybe generated b
domigctiom gAsdisrabssd ?weﬁbﬁﬂé%f) graybgcampipedrwith s SE?FlﬁFa@ﬂ"fce
tkegl ) Jggaccé Sg Jﬂglﬁgﬁ g&gu dalBfdnfRUSe lﬁ\é@ b ARlvend k@ itbhe iR

e recerv evi ce speC| Ic 1nformation,
tdombined may be defined by algorithms stored in the central server 515. By

generating the UCID, device key, and/or combined key at the central server 515, the
algorithms for generating the UCID, device key, and combined key may be kept
secure, which may help prevent users from being able to generate counterfeit UCIDs,
device keys, and combined keys. In addition, reverse engineering of the UCID,
device key, and combined key and/or the algorithm for producing the UCID, device

key, and combined key may be further prevented by using less than all of the user
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20 received user information gathered fromuser input,
the received access and |location information for the
| ocal database, data generated by the central server
515, and information regarding the date and t

f
WP 2WHAZS3 nf or mati on about, the transacti orFCTﬂéSZ‘m‘”O‘hM

di scussed above, the UCID may be conbined with the
specific device Kkey to create a conbined key. Wi ch
data itens are used and how the data itens are 25
Goohhatied rateied fotiahd umememce aDi]md/drl’namiomﬂ}afekadthhg\SOtﬂwmf the

central server. 515. n t he D ice
Ce e o veebinanaa e d SR il RlserprrE e ytDESe
tshiRlingth @ OUID iThe 189 dg@ee30at i ng the UCI D, device key,

and conbi ned key may be kept secure, which may help
prevemhe U@@,sdeirrce keyh edmiginaliteg, dnd/og adlhmmbnmtspwcﬁi@ t

Vi ce and c nbi .ne ddi t.i
TEpion e B S BRORH o 5 oha 40T S ezP O
Ganbiesdo. k’Bhé @O, @Ew&d’!&y,é\ingmnb béxhiﬁhxé@lteypf&)ﬂ&&ﬂnﬁgpteﬁ@tcp

conmbi n

. d d k . furth
5% s BRI HIGUT A0USE Fian At or CORbTHLRGY s (o 44
300410 QedBe FIST AR QRAsB08 8RGncryte@ UTHD | dilick REE il
fromthe user device 505 and/ or randomy sel eﬂ;?e,éﬁ?rﬁlg
t

sombingd keshia thef3k0S §10e die keys ey be spfifitpo @Wl&
%Poﬁﬁ@'kaf)é 2D ¥iRtdang sépgﬁtel-lga@o@ﬁﬁ WLBIOSE MU NI @ vice

to the uSer device 505. The UCI D, device key
d@mnd/eucqx@ynedampw rmwua@zﬁhc it ebsegseily wy Y beused
%ﬂfgﬁgesarle n Wekidht biAehitd Qﬁf the!Scfral s@fv%f Biok Al Hicerlss

centra data ase 520. The UCI D,
diambm nk@yatecmmh@usec denidertdd (#ep/548).eF eyl egan@mw@daf the

e Hh 0 P OAARARL E Regle e
dievice 805 (By enatyiptihg ‘élbdatebass 4!/ artee infromgtioretiorefOnihe database,
Rgv go%‘%’e % éarevepg tEe infi T%g% %gtagl%g 1# ﬁke h%gl?a? %n%glg régagble '

er ent
pﬁ)ﬁdsstmfap;trhmdmlg@s m}usdaﬂe C'banenabjd tlat licsepaletibselingeatédonms

gt 52 R s HH B w P ol AU (BTPIA

Be &ALk datad a@ﬁﬁarweﬂ)sto Hée;seategénsthb SO Sh0.aTld enenrptedﬁﬁlﬂ)md
d.the cent rver. A,local .li.cense dat baels

AP atvi KR i Rbineiion BmBGRy iR ES g5 BolI6A

PRI Qe Rrifdd thitlBIOIS s an Sk ammﬁrmssa smthde Diesktop

run to create ag}aencr pted |i cecr? %% ase on the

(Mapaggmeny dnfprdace SIOHBE e a E"ﬂfg‘frg% ase and/ or

the informatio or he databa ,

POSSi EJ{OES‘F%G%?%X?%Y IPH%IPF n({eglrC fi%anc G r? * gilﬂﬁ é%lése mopised

Eﬁ%@@ﬁtﬁe viridagw&e@g M]ﬁ?ﬂabhﬁwn? mepetores the papgss SO inay be
eys are use era e ligcense a

diniiated gngmey deﬁﬁ?@ﬁ&wv efa‘?hotaifsa Hg@’{)cg %ﬂgﬁﬁlﬂcg’

| DERE hME RQIpRIsFOrdS bl St bttieR 1&%@@0511&1011}1&& central server 515

may determine that the user is already known during the search 536. The user may

still be able to install the Solution Software on other devices and login with his/her
user name and password. The central server 515 may generate a new device key
without having to generate a new UCID (at step 538) and update the combined key
with the new device information. Thus, the combined key may include the UCID
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the |icense database may al so be created in the BIGCS
510. The encrypted UCI D and 20 the device key and/ or
conmbi ned key, which may include one or nore | ocation

wgointerg, are witten to the BI OS using an industny _
PaMHATE%r ocess, such as Desktop ManagenerfitT/US2004/002356
Interface (DM ), for storing extended data structures.

Consuners often have nultiple devices and want to be
able to use licensed files on the various devices. In
svae withidaeité gpesific infemetion &, g. tshecifis dvas keB) Cormbiyietiees25
initiated,on.a new device but by a user who al ready
REge Oﬂff%ﬁyﬁﬁggﬁ on the UCID, ~a user nane and

pass d. .and/ or ' i fvi ' '
e L
alaydadyercngvad byuhd cegirtliservadaidohtif3he usth@simg ére UERp portion

éﬁhlglcmgiﬁ@?%é%) tgﬁ%éo{%%%al ; & gﬁ?l%th??‘%&}" {L'siero crl]ev%%fié SRLS aQfke é)r a

'S er user nane an
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carbBEL i ol et na S e BBt ety Hhafedk o tst
nAL L e e oty
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SRR EHIIons E8 t@d@%‘\gﬂf‘@ fﬁ?%f(%a inawb?fé’?é’.f%f%“g 8%‘1%6? gn
JANICEMERY Bl thf) bedlstd WRAUE Hifcha8iB 8 a@fitichaEltehye) t g UCID

user. Wen the conmbi ned key is received by the cegtra
dad/abs epdasdeopbist kex(rusl antlepdevinsd ROt Bt Bnpdesido
GRNEION ofSRY ﬁ’ef%f étletﬁl&e 56181t it e diEnMPRY aséddmkdaGuitiiBe bfebiBe

portion s o e conbi ned ke and to determ ne

wisest b UCHR aadferr theendaisd cpagbisiedieny rapialideoride] RARRAOS of
JRVIE8s §8Lr debReifBiShexk Uk Mhst B& A VALt 3PBE Icbitfal server. A
information contained 1n the conbined key). If the
dpsdiifiedavive mayalgo de visoeiated with raliinkeysewseinyeijchrasaergaYser o

he | i ; )
2{%33' l‘{ak% i sppi Iatekﬂ?:gm d?ﬁlfééﬁg G2 thQ SephbH IFc%géeStfaﬁﬁfsgs Hafhe

ce can use data files based on
| distingsshep @sing 8 sscomamé and paksvard dhddidenally,faidegise wighept the

‘ e . . i :
SR B SR S 0
llo@bamshase drliee ddbirid damhabe GRO tdvdd bpptamdttd cowssiliverded Blgs

I . [ ; . dded t
(R s o B RRRR ORI S e TRieB B ey e oy be
associated w f.h th hfl ; .
e bl Mubioh 168 BEE bE bl a6 ool PRAREN L
aémpdrivg basieundisg, Girleramylehovewed feyigee xFortinstance,hawer may want

S8 YSER AR Bl WL EERRLbbes L o 0ESLI R
Wahpdtatigaddedas hn Bddtionaduyich dxe, witls epeupittior] datwiivse), the file

dat abase d the separate |icense tabases my.

T T RO G B ST e B paprovidB o the
Arddict ironaiehMingFordey. Tepravdohasts fidneallowing others to access their
licenses, however, users may be limited to one concurrent login at a time and/or such

temporary licenses may be granted for a limited time or to only one device at a time.

FIG. 6 is a signaling and flow diagram of a process 600 for accessing a media
file in a case where a user already has a license for the media file. The process 600

involves operations on and communications between a user device 605, a BIOS 610
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Sol ution Software but that is authorized to
communi cate with a license library in. the |oca
dat abase or the central database 520 could be
ermtted to use licensed files 20 based on the
PRHOPS 4 or mation located in the license IHGFEPYPHIR6
sone situations, users nmay be permtted to access
licensed files on a tenporary basis using, for
exanpl e, borrowed devices. For instance, a user may
\Rarrthe udeDddvicet6O8), d locah dateisseo 15, k eenidal deereaﬁ?.(a afd & emnttals

: h th |
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ie.
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Qagtafing Thé ﬁeces}é&yﬁ’ﬂc&{s@ it&"ﬁi’rrlaﬁoﬁ breanBh@ation it tHedilas hual

uni que machi ne informati I f th .
currgnﬂy licensed on the user device 8& 15 retm*necia to the user device 605. If the

license information is returned, access to the file may be allowed (step 685).
Otherwise, it may be necessary to access the cenfral database 625 to determine if the
user device 605 is an authorized device and/or to determine if a valid license exists.

Each time the central server 620 and/or central database are accessed, it may be
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i nformati on matches, the Sol ution Software can then
decrypt the |l ocal database to read |license
information. If the information does not match, the
keys may be designed such that an attenpt to rypt .
WRINHEERH® dat abase will be unsuccessful (e. JCTQ%%N¥@M&w
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se are accessed, it may be 31 2004/ 07053
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is sent to the user device 605 indicating.a sucgessf ul
central database 625, the local database is updated 680 with the license information.
Assuming a license is located, use of the media file is allowed (step 685). For
example, the Solution Software may allow a media player application to access a

requested music file. In some implementations, once a media file is allowed to be
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verification of the conbined key. If the conbi ned key
is counterfeit or copied from another device, the
machi ne specific infornmation sent al.ong with the

conbi ned key w Il not match the information cont ineq
VR 22UHQ7 W encrypt ed key and the information ‘storedHfse
the central server. 20 In response to the

aut hori zati on 665, which nay be used once per session
when connecting to the central database 625, the
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particul ar user device 605, the nedia file is stor fﬂ

dreging avith geeterraippiion g1y yser dogs W\hﬁ‘éfp?)]éﬁnfeoff’?ﬁ € Fipdia
%@E PSS ThisAledminRfRRhdyaR tﬁ’é’reﬁtﬁﬁof%%ﬂgd' sORkcIPRk b WBdBe in step

he software detécts that the nmedia file is
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information indicating that the user has a ﬁcense to the media ﬁﬁs I%ased on tf{ P

updated license information, the user may be allowed to use the media file on the user
device 705 (step 770).
Some devices may not be capable of communicating directly with the central

server if, for example, the devices cannot conveniently connect to the Internet. Media

files may be transferred to such devices in a manner that prevents the media files from

33



10

15

20

25

30

15 675 of FIG 6. In response to this determ nation,

the user device 705 notifies 735 the <central server
720 that a license is needed. The central server 720
responds with a paynent request 740, which _is
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Subsequently, a connection may be established 865 between the user device

805 and the central server 825. This connection may be established in response to an
attempt to access a new media file, an attempt fo locate license information, or a
requirement that the user device 805 periodically validates the licenses stored in the

local database 815 to continue using the licenses. Using the connection, the license
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In response, the user device 805 requests 835 a device
ID fromthe secondary device 15 810. The secondary
devi ce responds 840 with its device ID. The user

devi ce 805 confirnms that the business rules con ain@@ﬁ“

VR 22HQ7% &% pper for the nedia file all ow t he PHIEGY:
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When someone begins the process of sending a file to a friend, the Solution
Software creates a newly wrapped version of the media file, preparing the media file
for the pass-along process. This new wrapper includes the UFID for the media file,

the business rules that apply to the media file, and the UCID for the originating user
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wr apper can contain information identifying the
original reseller and distributor in the event that
the user received the nedia file froma recognized
reseller and distributor, 15 as well as informtio
WaMHTP3%hg the user who further distributesddt ﬂ@’z‘?‘r'é/ﬂ(?zé”
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Subsequently, User3 receives a media file from User2 (step 925). User3
purchases a license for the media file received from User2 (step 930). In connection

with the payment processing, the business rules associated with the media file are
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Al'ternatively, the Solution Software could create a
dual session CD, which contains the nedia informtion
files, such as the UFID and the UCID with reseller and

distributor information, in the PC readabl e area
VRE'HE705¢8, a dual session CD 15 format, traquT([quﬁ%{’F’°°23°6

audio files could be permtted in the audi o section of
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la fi from User2 (step User3 30 purchases a
Idren@d@eonémsmwenﬁ@dr a file received fromUser2 (step

930). In connection wth the pa rrentaag)rocess % %Jg
pus 8l 195 dow dagmAT Pt DNt 4 Petinfle
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and User2 are then credited wt
eelmﬁoéagua@aqcrawd with thgwpedie flgrecidentiipd gsfen HH Ob ﬂreﬁéssess
?ﬁla§ B¢ @s%bﬁé%h by ARGARAL &qmlsﬂzybrthprnemh eyee I The Bhisiness

paynen nmade for the distribution of the nedia
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Bg{;’:ﬁlﬁ%t lgﬁcba ?Lre g%&eﬁ% Samcul?aer Iﬂilfﬂt%ﬁat cgr{rcs{:‘oen\ﬁg ltosthg gnedla file.
A wrapper that incorporates the UFID is then applied to the media file (step 1020).
The wrapper generally includes an encryption of the media file, such that a user can
only remove the wrapper with a license to the media file. Although the Solution
Software may generally preclude moving files without the wrapper, there may be
situations in which a file may be moved without the wrapper, such as if a user burns a

standard audio CD and the content of the CD is subsequently ripped into another

37



10

15

20

25

30

of the paynent to each level is established in the
creation of the UFID by the holder of the ownership
for the file (usually the copyright hol der or

ubllsher and can vary dependi ng on business i
&Pé”%@ ‘?’% a flow di agram of a process 1000 ?Péfr’US%G%M%
wrapping a nedia file. The 15 process begins wth a
selection of a nedia file to be wapped (step 1005).
Business rules to be associated with the nedia file
apmpiice dt itfei cwent (lstt 8o AOEMovedwdham diervaspper, redogritipmy be

abl i she [ . L 3 :

Fr % B e 0 Bo Ml A oL PEE sBbobgR pRRT bl i
|mmmw$mﬂﬁnﬁﬂ&nﬁmmnﬁmhhab|on relatlng to limtations on
use and copying of the nedia file. A UFID is
gener Thedestiiedttbnbniypel can bé inepl¢aentgs in syl el@(frofllh QIIQWD

Qorate. t he r
T SFORER oE i el bR Re o L TR AEfBGR
akertafa hpﬂahmbﬁsemﬁmg]artahd tyghnighes ddﬁb@lm}glemaﬂsbmi aa:bﬁware
W t particu ar .recaor.d
Priielte B0 e arpr S Bd g Byl S5 e
C‘sﬁdia/geQifewbé’lﬁ)r wdclitiorSby @pgracimable provepi et processing op eratlons
Accordin when file jdentification techniques, a
TSR0 PERTHMNDY 1 o HEE ot G esu oA S St s o

fdek Bk ldeftab&l Aneiht b bpeddtingloh Brpuhddta ﬁﬁlrg’eﬁ&ﬁﬁl{gdﬁltﬂw
the nedia file.. A mma(ﬁ@awgwat |ncor€orates e UFI D

i Khetprbpaags R BeintRiepeie PEFPYSLY 1P OPR BT MpEEpitwarg o
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PMasite Of
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zmw@ 838eBeT USRT4Y0DE MBsuage sHpha wyommiled pHiateayeiad

@% % he file is noved without the wapper,
I'tion techniques can be used to identify the
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rules int central database. describ

tewpnad minseprocessobe Ganprallyeamreassion wﬂi ey Imepmwﬁ data
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Woﬁ@’éﬁfprﬁgram Rstrittivhi embdatinclude all forms of non-volatile memory,
including by way of example semiconductor memory devices, such as EPROM
(electrically programmable read-only memory), EEPROM (electrically erasable
programmable read-only memory), and flash memory devices; magnetic disks such as

internal hard disks and removable disks; magneto-optical disks; and CD-ROM disks.
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i nput data and generating output. The techniques can
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to information locally. To provide for interaction

W th a user, the techniques can be inplenented on a

comput er system having a display device such as a

nmonitor or LCD (liquid crystal display) screen for

di splaying information to the user and a keyboard and

a pointing device such as a nouse or a trackball by

mhich the user can provide input to the is conputer
Clsyst.em or a system whi ch enables input and presents

I nformation via voice, synbols, or other nmeans such
1. as & rsethod foe manggmg digitalgighsuthesyeshestaharpiisriseshiput er
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r certain steps nmay
aco@.ss:mrthh h@ln;e datdblager usingodegivenothti tharsthaueerwievike;rant he
sco of the follow ng, .25 clains
ot R PR g d et i Sy Pragc i R e e & found
duﬁllfg’:lﬂ]@@&a@&}i zed by: detecting a data file on a user
device; searching for information relating t
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, erein the information relating to an
datalj'tlehmlc]uzlmdlsablltlg)ﬂacd@g‘@éwdp@eldat afileis included in a

| i cense t abas ta.store
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| |
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theQlsBedevid@an the user device; and allow ng access to the
data file if an authorization to access the data file

i s foundTheimeihag of Hainsé ahetein the ligense detebase isdpeaedain theynon-
vol\ggl%rs%r% tal,?ga(ﬁ%eausfet 5&1 ncl udes a digital wapper
preven

ng access fe data file without a valid
aut Bor i z&@hé muthathdf dhﬁmﬁwuhgreacthesen{volatahestora@twea‘ aofltlee user
i.ncl udes disabl.in he di %{P apper. 3. The net hod
deyjee eqmpries a psieyin &H“ﬁslf \é‘vsfl | e conprises a

mediza fi ifBe method of any of claims 3-6 wherein the data stored in the non-

volatile storage area of the user device includes a location of the license database.

8. The method of any of claims 3-7 wherein the access key is generated by
combining data derived from a plurality of data items collected from the user device.

9. The method of any of claims 3-8 wherein the license database includes an
access key for the data file, with the access key being necessary to disable the wrapper.

10.  The method of any of the preceding claims wherein the search for
information relating to an authorization to access the data file is conducted in a license

database associated with a remote server.
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4. The nmethod of any of clainms 1-3 wherein the search

for information relating to an authorization to

access the data file is conducted in a |icense

dat abase on the user device. 5. The nethod of claim4

wherein the |license database is | ocated in the non-

vol atil e storage area of the user device. 6. The

nmet hod of claim5 wherein the non-vol atil e storage
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|nput/output system (BIOS). 7. The nethod of any of
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search for |nPornat|on reﬁatlng to an autﬁorlzatlon
keyossesaed weh daleastbid @f: i s conducted in a license
datﬁpaseﬁﬁssoc ted with a renpte server. 40 0 11. The
C¥F%iA 10 wherein the search for information

r el ahicR@ssbeiad witlihd et daliteOn to access the data file
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a l Qﬁ&ln Se %a&tﬁ@rd&ﬁ&{ 10dRVLsS the cfi?aeﬁlcnm i ncl ude
|nfornat|on relating to an authorization to access the

dat wcéiiving an 2gcepnee @iﬁc.thmfferdﬁ puichisgi andO or 11 further

chara terize sendi n i t he

R R e R e

I dens.i f i Tled mexhodlaf daimlg fadfqncbm‘acttmnkilbgw t he cent ral
er device. 13. The nethod of

server,.to validate e
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17. The method of claim 16 wherein the identification data includes a digital
key associated with at least one of the user device and a user associated with the user
device.

18.  The method of any of the preceding claims further characterized by
denying access to the data file if an authorization to access the data file is not found
during the search and if an offer to purchase an authorization to access the data file is not
accepted.

19.  The method of any of the preceding claims wherein searching for

information relating to an authorization to access the data file comprises determining
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15. The nmethod of claim 14 further characterized by:
sendi ng the acceptance of the offer to a centra
server; receiving a nmessage fromthe central server in
response to the acceptance of the offer, wherein data
contained in the nessage is used to disable the
digital wapper. 16. The nethod of claim 15 further
characterized by sending identification data for the

whESE! th6 8¥r €8vitOint h@e CRMNAR fob Bik¥fting N @R @Al PrhiRr, with the
identification data is adapted to allow the central
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det 4.mM N@kd MBhBE bNghyEHd RS M3 evherint dbldetaissid ua@tnoons
stored in the digital wapper. 20. The .hod of claim
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volhfileStok £ Q8N itk §Qkdet hm 21. The nethod of claim 20
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a
di g2t.al Thawethpd phariyrmy cliéme @26 whersithihe geasch fp inforpation
t f . ai. 0 erei. £
i G £ e JUPEEITRERBIY H: gt
assotiatiedsvitRQr2Rowtservei.n t he search for information

relating to an authorizatio access the.data file
is %ndug}feelae'iﬂﬂgSP?qyc(gf?gémﬂg?'ggg eBﬁhar?%%fzﬁgéy'
devpG&ingZér pukBithsB Bl RRHo@fatianio Rbessliitd dila £0; 23 wher ei n
the data stored in a non- volatile storage area of the

us efeceldingcs aperprnre e afferge aurchaseotnd he | i cense

i, R e VLB 7 e S e,

t he2Bear the method nf oryiciaoms 13-dp at 2hirther elraracterized by storing
in grlflrhggé h@%‘i‘r{&;{? glta ggtﬁgﬁzea%%n t[ohae“ccgsastt e ée{tell ﬁfei iR a%?lﬂgéé%toﬁ(?hé {er
device in response to the acceptance of the offer to purchase.

28.  The method of any of claims 20-27 further characterized by applying a
digital wrapper to the data file, with the digital wrapper associated with the identified file.

29. A method for allocating proceeds in connection with a distribution of
digital rights, the method characterized by:

receiving a data file on a user device, wherein the data file includes a digital
wrapper including information relating to at least one distributor of the data file;

receiving a request to purchase a right to access the data file;

extracting the information relating to at least one distributor from the digital



associated with a renote server. 26. The nethod of any
of clains 20-25 further characterized by: offering
for purchase an authorization to access the data file;
recei ving an acceptance of the offer to purchase; and
all owi ng access to the data file in response to the
acceptance of the offer. 27. The nethod of any of
claims 13-16 or 26 further characterized by storing
wragpbOLARt i on relating to an authorization to access the

ta file in a database on the user device in
r esplbeaiéng @editsdo theed frastmme distribufns beserdeon theexiiaeten gfarmation.
28. ,The i
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froBﬁas&ﬂtr@lrﬁatd&ﬁs&&&d%@pkﬁﬂtdiﬁfr&hﬁﬁkt iRAdevid). The met hod of
claim 29 wherein the digital w apper furtherghncl des

i nf 8%-nmat Tesmmetdpdef sy o sthis 4347 St diareseiized y spnding the
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acces 31. The nethod of claim 30
assmheueémthtthmcwﬁakameed informati on conprises a unique

E Ielt s | Iesle{r}]lélll féll?o fg %]Te nggt;grggeieﬂwnt%gﬁcic?gﬁmﬁt ecfléttzlglguo?lyof

digitall ghiE tHeafethndcdnhy@istr@yiaértifyial h asatof ensdrnitvicerabd mathod
using the unique file identifier. 32. The nethod of
charpctrired PYwherein the retrieved information is

ret fdoeVRg a dalOfile 3n GRNseAlevstRl AhaeR thoeal 6t ihatwdsel cMgltaE
fromthe user device. 33. The nethod of any of c
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Bl roceeds_in conﬁectlon wth a distribution of

an allocation of credit to the user

35.  The method of claim 34 wherein the digital wrapper is adapted to prevent
access to the data file without a valid authorization.

36.  The method of claim 34 or 35 further characterized by:

sending the data file with the modified digital wrapper to a device associated with
a consumer;

receiving a request to purchase access to the data file from the consumer device;
and

disabling the digital wrapper on the consumer device in response to the received

request.
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digital rights, the nethod conprising identifying a

user of a user device, the nethod characterized by:

receiving a data file on the user device, wherein the

data file includes a digital wapper including

information relating to one or nore distributors of

the data file; and nodifying the digital wapper to

include information relating to the identification of

t hesuserthehed br @aifeieatthaithafaciengeddft Aokt ddidTor the

the nodified digital wapper enables an allocation of
consngi pur¢hase sreongstbe onge. mqdliskE@E of cl ai m 34 wherein

t he,di gi t.al i > -

e U GPPEL L ARP LG R Dy BRESSgh o e
identfidagidn of the adrrpdgrigs a3midua nbdrédentfier fac thenisgredithyhe unique

se(l;di_gg t he %g}ta fi Ig with the nodified digital
usehFAeRRYT AYLLAPNA CBUHSEDE  ated with a consumer;
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file fromthe consuner device; and disabling the

mediadile.al wr apper on the consunmer device in response to
t he,§ ecei I RGHS 4131 QiR d ugdr geligt he36
fur 1 ERUNES or AEAMGTe qif el mabBrEL O o 1L
method sumprisipgtr chase anong the one or nore distributors.
38. e.net hod of any. of cl ai .34- 37 wherein.the.
ot et TR targrden Rng o it FRaR T SR RERIG ey Fih the
inf&tERkioR AMRMgIE theistitiellée inthRfing Glaqid itiedifichtidn ddnefou steruser
with the unique user identifier assigned by a centra
devdes; thermethal chyrpsterigehd of any of clai ns 34- 38 wherein

th eg%g%:a?rné bl it(ép?f%_rljsﬁﬁsthécqifé%ﬁ abinhRion4Pa cAtABIPRY remote

for ‘tating digital rights management on a user
froobehé oy deshes; net hod conprising: collecting information

relati.ng,taq. ser device fromthe user device, with
thego?wg%Pﬁﬁ%?@ﬁ”ﬁ%ﬂ?ﬁ?ﬁ&“ﬁ%”ﬁ e user device including
uni eneeyptidgmid digicAkegn data for the user device, the

nmet hod, characteri zed by: generating a digital.k
s FRITPREhCORTBIaeY IR IREETEN Sett o4O L pedevies yorage on

theB8UeSicef rOom t he user device; storing the digital key

at the central server;
receiving, from the user device and at the central server, the encrypted key and

information relating to the user device; and

validating the user device at the central server using at least two of the received
encrypted key, the received information, and the stored digital key.

41.  The method of claim 1 further characterized by collecting identification
information relating to a user of the user device, wherein the digital key is generated
using the identification information relating to the user.

42.  The method of claim 40 or 41 wherein the collected information is
collected in accordance with executable code stored on the user device.

43.  The method of any of claims 40-42 wherein validating the user device
comprises:

decrypting the encrypted key; and

comparing the encrypted key to the stored digital key.



encrypting the digital key; sending the encrypted key
fromthe central server to the user device for storage
on the user device; receiving, fromthe user device
and at the central server, the encrypted key and
information relating to the user device; and
val idating the user device at the central server using
at least two of the received encrypted key, the
recgived : 5 M@ﬂwﬂelgint@hd& thehdser
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andelating to the user. 42. The nethod of claim40 or 41
wherein the collected |nfor collected in
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val idating the user device conprises: decryptlng t he
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stope d dJBigéArr%Qtlhogg%@y F2410n %0- 42-%3 élt : #I'}th &lchdDeMed by

clarins 40- wherein val' g the user
autdendiggacessno b dagtal filene mpmm.g tavalidgiingthe kesy degicng t he

rec 'ved nfo on re to,t user .devi ce: and
n‘g ring ‘i Het g&ﬁ* qry| ofie t4@q1tz‘naé‘d 4?o‘liﬁe ey
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further characterized by authorizing access tqQ a

glcé&se Aanathnssfer mangedrgdiada righisy e imeshadappigrigdy:
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rize y aut hori zi ng Faccess to a
betshiegn thalusdrideeice and aspoersd device grpuiitdnegr reee wgeyoutput ports of
hdeV|%$ 47. The met hod of any of claim 40-42 and 43-46
e &€Vt he unique identification data is extracted
f r ofRtacting@an iatdpd tb erasdfor H@iea Aled@tvaden tiieusasdavictenil ee external

48. A nmethod for managi ng digital r ghts, the ne
devdepaihequgh eng @’f&hﬁymuﬂ PR RVHRIFS ﬁgthg h‘S‘i’r u‘lC? Jthepsip ¢ %%ﬂ? s
stogefd iff ak! ﬁ%ragﬁé/d fofin fpPibr Ritheingd 1d irhRfdr tiRNGhLAR; bet ween

the user device and an external device through one or

nor epsilyipg e digitebwtapperte sheofnwreppsd daterilelmviesnonse to the detected
attempt to transfer the data file before allowing the attempted transfer, wherein the digital

wrapper is adapted to prevent unauthorized access to the data file after the data file is
transferred between the user device and the external device.

49.  The method of claim 48 wherein the data file comprises a media file.

50.  The method of claim 48 or 49 further characterized by identifying the data
file as embodying a particular protected work from a plurality of predetermined works,
wherein the digital wrapper is applied based on the identity of the data file.

51.  The method of any of claims 48-50 wherein the digital wrapper is applied
based on the identity of the data file matching an identification of the data file in a

database on the user device.



detecting an attenpt to transfer a data file between
the user device and an external device through one of
the input/output ports of the user device, wherein the
data file is stored in an unwapped formprior to the
attenpt to transfer the data file; applying a digital
wrapper to the unwapped data file in response to the
detected attenpt to transfer the data file before

al | gni ngTihGedbd 9?‘3951‘?1{:15(5 52NSE R ein WG iRy thB @adif¥d dodhprises

wrapper Is adapted to prevent unauthorized access to
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f or rdcgiQ gl of e gt @by fhicldes fAs fremhBelMish devipaiottheedtanal
protected works based on characteristics of the data

defig;es. 53. The nethod of any of clains 48-52 wherein
the %5?1 Jg?\llf z an qss#ﬂéd@ﬁﬁthe'e&fe%ﬂ&\h@@ iRt fr¥duRg

t he ormation relating to an
ideatifictiah ideta fafthe egdinalkdavee; one or rmre di stri butors of
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chagephgaatz ofl tHeyiser destB] Whettinghd d‘tﬁa diattafidsitheecopiedtdae file and
user device as enbodying a particular protected work
ideptifien the E)’I‘tEﬁ"a\ deviFeof predet er mi ned works, wherein the

dat gsfil ¢nd SicthbBoPEhint 94 RurlhbCERARRerizE @?%ﬁﬁﬁ@ﬂﬁﬁlg\&hé Kored
license informati on stored on the user device;

datneo dhofinygusar devigsesith a eentrepdatatiaée.data file fromthe
USeLe, dev’fﬁe mefiod E? cl?ﬁ(lji &4 Hﬁs ’{uﬂ ¥IJ c@l?iracféh & @J d¥ermining that
ed e devi ce,

i nfor'mat i oh assocl a externa
thd Bqlesdd ogpyimg ofttae diglelnfile fd adtoriaed destd oh dre licheseentoenatain.

device; in tEe d il rgmthe yser d
e Stxt o faineindg pLary SeimhgTaardet Prd et maaofions
corwﬁlﬂé&inrth& H@tﬁhaxf@p]bé#@mhé Hi%&a]tﬂ‘ls copied data file and
dentifies the external devic
58.  The method of any of claims 54 57 further characterized by storing the
license information for the digital file on the second user device.
59. A method for managing digital rights, the method characterized by:
identifying a media file for distribution;
identifying access rules associated with the media file, wherein the access rules

include information relating to usage rights and usage fees;

applying a digital wrapper to the media file, with the digital wrapper including
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55. The nethod of claim54 further characterized by
synchroni zing the stored data on the first user
device with a central database. 56. The nethod of
claim54 or 55 further characterized by determ ning
that the requested copying of the digital file is
aut hori zed based on the license information. 57. The
nmet hod of any of clainms 54-56 wherein the |icense
idehﬁﬁ&'ﬁ'ﬂﬁﬁb@ Ror tRe me@RAd ARMatd velafBg ) @b b&lesIVuRRPOReriffthe
the digital file. 58. The nmethod of ang of cl ai ns
digBdlrappanris dvepted hapmeens uhaibrivgd gecsss tagha media filcense
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distribution; identifyi ccess rul es associated w th

t he®hedi g neiBod ghdpigt 0t Hewg il el e b s
infhiA{-@OARIAR b & RAdt BAe U BSRGSS he altif fABd usage fees;

applying a digital wapper to the nedia file, with the

di gb.al Atk for menaginajgita gighisgbpmethodehpgptedzqddys or

t he ja file dat a_r. ' . t he access rul es,

unof BoanEahedy BRMARIAGE BbaRube |00 Fo b event

unalsckiap itleadedit Grasinem digieal medipar fo freven6@autfiogizerbachend;

of clai mb59 wherein..t digital w.apper is apt.ed, to
e Foafoauranpor naus e ule hurtlied PR wyPa1RBhE i,

inchﬁ%%anfdr&ﬁﬂi&ﬁoﬁ SbtARHESSstiubRordBslhlfow ihieckifd of tharrappd oddia
of claim59 or 60 wherein the digital wapper further

fil§ncl udes information relating to at | east one

di Shét.éckfl %%E a&%rg‘gtr{rg ia%?éls e fwiréﬁred GrediaFipEt hod for

managi ng-di gi , the nethod characterized by:
encaiing the imsdictiohs drgo thictuber| devien §1 respdnsd trtheatianppt to access

| ocki t he di,a file .using.a digit.al 1.0,
tnespagein S IerRDy oo Bl L difne M RS cbd:

medimiaflingghomnbeudionser thdeviraeyict fieallwappedingpdineds files,

ingludln? i nformation on obtainin%?i??tr%pti ns to .
wharelroifie insfraetians grayfderfpeidgptfsise dhpaia tilg andsendjag a picsgs: m
acct%ﬁiaﬂ_@,é SR thellReAGFERToriABoERBAGHINTRSINAIih Il & to A RADIOGver to

e Instructions onto the user device in response to
obtaimen liehesrtptuse heawadissile; t he wr apped nedia file and

uS RGNS o ERLTRLEQD, AR AL R hE Rrh IO LLVG! 4RS!
i nstAF1 1R 1Re i nstruct rons on the user device to
al | aNewing acdebsng tief madidifide dri the sservibeceising the license.
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acdebLBORIOR fIObRFHFALERvRABCOded in the nedia file, to a
renote server to . _ _
64.  The method of claim 62 or 63 wherein the license includes data for
unlocking the media file.
65 A system for managing digital rights, the system characterized by:
a centralized database adapted to store identifiers for a plurality of digital files and
adapted to store user licenses to use the digital files;
a centralized server operable to receive messages via a network from a remote

device, with each received message including a user identifier for a user and

identification information for a digital file, wherein the centralized server is further



obtain a license to use the nedia file; receiving a
license to access the nedia file fromthe renote
server; and allowi ng access to the nedia file on the
user device using the license. 63. The nmethod of claim
62 further characterized by storing the license to
access the nedia file on the user device. 64. The
nmet hod of claim62 or 63 wherein the Iicense includes
opeqidggl@to!c @Eei\gfﬂ}le%? ifﬂo'?@di%h?l HE?gfrémfthé RmoBdevite N8 tE MR the
managi ng digital rights, the systemcharacterized b
onesoranat dagiteleys tavaidasenadaptyed at sasftone ef thd egmete ideyige and

f I i f ~di qi. fil
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inf&@lavieh agpahaiy Be ticenke aaise ehakigisa dikswith thearseredndon lserfd om
_arenote device, wth each received nessage incl uding
licqas\g spfomersianen hs IR THe GRDF TeFRle SPHEREN | cat i on
| nf QLB RDideRbind irfb@hdih if ddaBred WMI&HaBleNhd Rénote device to allow
centralized server is further 47 O operable to receive
useg]fehfzﬂigimiﬁée b deusdr. keys fromthe renote device and to
ecr.ypt e. . qne . i.gj t.al § l d
ot y oy BMr st RlcclifiBed Qi i RENG: Aablc
to &V ddviteppoadfs datp &ymetht rdnnftodewddd fonudedn validatiog Hsaemote
use the digital file, to store information
devictsoci ating the license to use the digital file with

t heguser Theay ke SRPEF clhinfQI3dr 8@ viHfed fRirtbeldevicé he
digital filé to the renote device, and wherein the

comprisen g seyeriadfsedrigr Suppert streaming eldligitnl Bleal & usehdeyiggeeeiated

. ' to allow wuse of the digital file by the user
Wﬁg2¥4¥%% system of claim65 wherein the centralized

ser§®r i Bhef ystemerf aopef abines 65tw toeFeiheinibe raects dexied gteres
thﬂata.fr.og;the renote device for use in validating the

e SHNTE INPEVAYY- 67. The system of any of clainms 65 or

66 wher etk dybemlcTERY 6f HlaMisees & oPVtesas the remotceikvice
adapted to support streamng of digital files to a
comppréses a asar davigeassesiadeeithihe ek he user. 68. The system

of %!yfhgfs%sgérﬁbﬁ&aﬁ?6@(vh§1@fn6tﬂe vhehadu s%h&_}r ISRk alfHeL®

stores t icensing information. 69. The system of
recainy irgbrnoitian fiwmsthe user d6viah @erdrate pitigitabken asseréded with at least

on SR S8 SR S AOERL SR MLy s
digital Keymeingradgdepioatiable access to at least one of the license information, a
license database containing the license information, and the digital file.

71.  The system of any of claims 65 or 66-70 wherein the licensing information
comprises data adapted for use in disabling a digital wrapper applied to the digital file.

72.  An article comprising a machine-readable medium storing instructions for
causing one or more processors to perform operations comprising:

detecting a data file on a user device;

searching for information relating to an authorization to access the data file using
data stored in a non-volatile storage area of the user device, wherein the information

relating to an authorization to access the data file is included in a license database and the

data stored in the non-volatile storage area of the user device includes an access key, the
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receive information fromthe user device, generate a
digital key associated with at |east one of the user
and the user device, and send the digital key to the
user device, with the digital key being adapted to
enabl e access to at | east one of the |icense
information, a |icense database containing the
license information, and the digital file. 71. The
accRYSt& ety RB¥%sAY t&é&bﬁ&h@ﬁ’ce@ﬁe &Babht AMaeRigietiBRed to prevent
licensing information conprises data adapted for use
acdeps i@ithalitensrydasabaseyising dexjcappider thpbihe agerdgvicsiandi gi t al
fil gl]0w1Z§ ach‘E‘s t%rtﬁé eltaeﬁ%qm é@ﬁ&&a@oﬂ%%@&&?fﬁe%&%é & found
medirum s I ng |ns ructions for causing one or nore
duptigessoctls t o perform operations conprising

detectin data.file_on a us e
't S ipahele 2 Pl 75 SAfrel R gP ST oo el dunivs
predafitphgl deb&s usthp Gataﬂ*i@é AitBhRRedlid Buthoratloy ahBdliowenSictage the
area of the user device, wherein the information
data dileinchges Gsablingtherbita) MR- t 0 access the data file
s acl UddadledrLiRRNSS: HALARAR Setifh dfied iRt fonloRAR
in the non-vo 'e storage area of the user device
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usi ng. de\l"h@ﬁ‘ﬁcl@blﬂ@ﬁy dthaainisre- Msﬂferdﬁﬁieaathoaﬁdioaltb avdesgthe
access to the data file if a auth?rlzatlon b% cess
digiie the digital

dateide eRRRyises ¢ eigital key dorglisablipg WEPPE an

| &i ngwn the data file i ncl udes a
w %fgﬁrfglfm&hé@ﬂ%gggﬁtl %g@access to the data file

vvl t ﬁéut ihwntlpl@ 0§anmfrqlayms 7 Seeprein thsvinaegingosdablergedium
a' .
R g LA 5L e s

compasing momt(trh% anfola -ivpoit ajstdneforshallsag@vweeﬁh@ehﬂmeteségg the data
| ocation informatjion for th cense dat ghase,  the

filg pr é‘éefdlﬁt”a%b?é’@’flog’[’?&‘rf’éd‘ g ?&(HJ sfm%j@\?%ﬁ%mptﬁssysﬁ?ﬁ‘e
artizgl e @he ABYQ af} & BmEZ2 776 WRREiR KR h&ine-readable medium
aut hori zation to access the data file conprises a,

stogiisghYtaictinsfOr ESiHE SBHPY tREFCPRRECERO P RRIQiTA BwET orgrions
Corg}) F%I ng the digital wapper is perforned using the
key. 76. The article of any of clains 72-75
V\hedeﬂeantgraeien'me tkey stored aiaitd @ené@iicvmamtt ores

instruct.ions for causi one rocesso

per ¥ BIF‘%“ Bieﬁlg?“c% @?tgt$geﬁ@1neé PF%l ﬁ%c?ml@snantag{h%n%ed device,
whietdil disadink tisydELieMwraipet Reotp@lormie ifale ussheaedtdis not an

detecting the data fplle on the user device is

autherizegrdeEi§cas a result of nonitoring the file input
System  ffe arfibR y &t cﬁaﬁ#s 7200 Wher&h @l MRachfreiBaddBRS Bédium

éﬁ‘%ﬁ
t he machi ne-rea ['e nmedi um
stores instructions for causing one or more processors to perform further operations

comprising sending a request message to a remote server requesting an authorization to
access the data file if an authorization to access the data file is not found on the user

device.
79.  The article of claim 78 wherein the request message comprises a request to

purchase an authorization to access the data file.
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stores instructions for causing one or nore processors
to performfurther operations conprising: detecting a
devi ce key stored on the user device; and validating
the device key to determne if the user device is an
aut hori zed device, wherein disabling the digital
wrapper is not perforned if the user device is not an
aut hori zed device. 78. The article of any of clains
72- 46 WhekLlficit BECIIREN RBekBadaRaghin®Haldble Me@ufSstores
instructions for causing one or nobre processors to )
instyestioos for awsittgemeop aroae propessore enpsrfosinrfyrtkes wagragons comprising:
request. nessage t r t Ver j .
aut ﬁg?l?ﬂ%lgtair%s g Soe n?%sgmégeeggP Sﬁ()en%gg @e{%ﬂ%gﬁﬁxfets%%g, v@ﬂbrem the
respotis€ Oiebsaad inohudtparsatieszatidnetodates fhicldetaifde;motd f ound on

the user device. 79. The article of claim7 erein
{ hediranedie duelsseorepipns SeavGorudands i G MRGE,
incRRe @AW A BKd R&oh®mbRagccess the data file. 49 0 80. The
article of claim78 wherein the machi ne-readabl e :
nmed$um stherasticle phanyrafetainn 4288 wherpins tha gnashisespadaple enedium
stofes HefactRing f(gr%agsefl%&{e ekt Bl%rces%&% rt@%ér%}ﬁ fotH& dpetatlOns
recelving a response nessage I n response to thg
com@ipirgst nessage, wherein the response nessage
includ%s an authoi¥zati n.to acgess the data B{Le'.aqd
di BBV A RV o & PSshARYfapn GEPRG PERDeSERS IO ZH oo
acck tACERS B1dingn Aahaiiibeto dcb&sk ugathtarile s Adi€oundsERS the
message. 81 The article of any of clainms 72-80 wherein
seatie machi ne-r eadabl e medi um stores instructions for
CAURLGin 0 oLleplRELOMROGESIOpirchePRal Or m f ur  her
oper at i ofis coﬁpr|5|ng: providing, to a user of the
us estoudheg/arciedicatonaifitey acceptnee off hse fien toautréigss. zat i on to
accgss the data file | n_authori.zat S e
Gar 2t D ARE et panbl ufPelihe RbAEL Al e pBEERT ot
ins@IctiRBE EPcaRd Ok o Rdropioetsstre tpperthade:thangeatiars cgipasing
seng g o R P ORCO A B I &1 FRrgHs 1 & enfole St
macgy ne-reagdabl ef AR WNued BERRtiohdSHuEHE bh@®BSmbRprocessors to
causing one or nore processors to performfurther
furthpepeafororeperat o dosiprigingdeantininng thedaiadde udng 8 filcgecagaition
assept ance of the offer to purchase to a renote
server. 83. The article of claim 72, the instructions
caugd.ng Direarticle bbeleinp8behesortbe tnachine-readable medium stores

alg

instructions for causing one or more processors to perform further operations comprising
monitoring an input system of the user device, wherein detecting the data file occurs as a
result of the monitoring.

85.  The article of claim 83 or 84 wherein the data stored in the non-volatile
storage area comprises a digital key for accessing a license database on the user device.

86.  The article of any of claims 83-85 wherein the data stored in the non-
volatile storage area comprises location information for the license database.

87.  An article comprising a machine-readable medium storing instructions for
causing one or more processors to perform operations comprising:

receiving information extracted from a digital wrapper applied to a data file, with
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further perform operations conprising identifying the
data file using a file recognition algorithm 84. The
article of claim83 wherein the machi ne-readabl e
medi um stores instructions for causing one or nore
processors to performfurther operations conprising
nmonitoring an i nput system of the user device, wherein
detecting the data file occurs as a result of the
the@ﬁlé&&f i RmaBeh indlQindlah iiddnariedtionlodi® B @e; 84 wherein
he data stored in the non-volatile storage area
c omseéivieg aaeqticgli to ahrchesy ah grthatizionithaccgssithe daia Ble;
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one di str.i butor of t S the
dists R RaR OGP Aeermee it Safi b e el R RE 8ol "F e
i degd.i fi g4l aﬂicﬁidohﬁiﬂis@n@% mhathAeGo4ddBRGEedMrh Btosing instructions for
predefined allocation structure. 88. The article of
causINgione 87MRFAIBFESAThE ROKOFM OPRALNSCEMRESTSN i ncl udes an

' de&Bﬂl%%?Haté‘ﬁi%o&l' ﬁs%fjdé%éehwﬁé&%nl tat dzit'é‘ %lé 19‘@!334:3% d—‘tgital wrapper

distri tors . The article of claim87 or
incwdmgenfmnaatlxcmalatmg tocat dedist anetop manedisdidntors ¢fdhe data file;

dlstr|q$tors i fgﬁsmm ggd iin accordance with data in

theﬁs e Nt T FOR°® 00, An article conprising a

machiodigying daatgiel m&bpemosﬁ@ndmgfqrmamwmetartmgso theiidentification

causi ng one or npre t rati ons
or e Shes st mRa o BhEIRE AR it B P B BB B Savr
an WRREG ot h&id8 kR dset. € i ncl udes a digital wapper

i ncl udi n% information relating to at | east one or nore

di sP+i bullesrastielp of plaing 80 wherejngthe digifahiappsrrigelydes dnfprigtion
re]%tﬂ%ltﬁgnggsls Y G5 caﬁgrgbif c%fécﬂgfo} he digi tal wapper to

or it i on re ating to the identification of
t he9liser Thenrdeleoficlaind 8 ec?i wherein thhdigialtverapper és apiedble to
pret\f!gn(at agggg 'Iol tﬁg da‘ijcé %Ilet v%fthout SRR auef‘horlzatzon to access the data file.
93.  An article comprising a machine-readable medium storing instructions for
causing one or more processors to perform operations comprising:
receiving, at a central server, information relating to a user device from the user
device, with the received information including unique identification data for the user
device;
generating a digital key using the received information at the central server;
storing the digital key at the central server;
encrypting the digital key;

sending the encrypted key to the user device for storage on the user device;
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an allocation of credit to the user. 91. The article
of claim90 wherein the digital wapper includes
information relating to an assigned allocation of
credit for the user. 92. The article of claim90 or 91
wherein the digital wapper is operable to prevent
access to the data file without a valid authorization
to access the data file. 93. An article conprising a
MBC RO Sm SRR R L STBGHVIY 28 H @f thB Jeriti bdrii! the BiscrREd key and
causi ng ohe or nore processors to perform operations
colteoieg iifeinmagton rr@letémg/ﬁarigq usgt deyicsewith dlie epllpgteag information being
coll @{egrbg%é 195? 5%&10%“}1 ggco&“cﬂinge %ﬁ?ﬁnsﬁﬁé’ﬂo@l? sJofeQi@n&H@uéé? 8&vice; and
devrce, W h*t'he 'f €cei ved I'nformation inclu I ng uni que
i dewndlidhiigathe aserdatiae boing stHenstuvarof thkerecdivgd genetetkepgha
i git key using the recejved information at the
COIEEQ%@H%IPF%%OEWOI tg%ftB'iefiﬁng"iaLléeydi gital key at the
cends glhe SRICKES T cl BRI drél8 thehBachir@iie@lableaysdise Bedrd3g
~ the encrypted key to the user device for storage on . .
instrpsions &y cansin gcene or JIpre progesseis Hyperfarprfithis opeiapoReRpMpEIsing:
and gl i Efroﬁfﬁ]lyu@ér.d%chgrre ubRFoSRHMREESIIHRY 826k a data file;
col Ié¢t ed i ntormation rel ach ng to the user device,
andM th the collected information being collected by the
user device i,n accordance with instructions st.
¢ heseade Gt ReBSGR SR Rallidhy TRk (Ekep R R i ser
devdde. | €east two of the received encrypted key, the
collected informatigon, and the stored digital key. 94.
TheD Bt artislent cities TR diecnPid keuahd e SPUSHRh! o
infORREABA S Qi R in COREHGT WAR el rOductdbSihe duBEzon TOT €
processors to performfurther operations conprising:
r ec®.vi nfhe artete ohelains 84 oy vbereia thegadyne-regdablgpmedium stores
. authori.zation to acce ke ' -
insRe07 1S S S 4 S BEEEBrofrtay hlriin R, B fiing
stodag hladicagor fzheisehorizddvh BeaccdS theldaen e tin csponsé tacvadidating
93 wherein the encrypted key and the coll ected
thejusersieisei on i s received in connection with the request
f oroj he anit HAEle 28hAy08Y. clfs 97198 vietdif iR rchimkatdiabk ntddium
95 wherein the nmachine-readabl e nmedi um st ores .
stofes ditstruetians ey cRBYINE RASYTARPIS REOCBYSOIFHP BSHI BIsihei @petagions
cformfurther operations conprising storing an
Corﬁﬁlﬁi{l%ti on of the authorization to access the data
fi | ectiningespoyus éddntifiviafor dasdragsociated withethe depv idewce; and

generating the digital key further using the unique identifier for the user.

98.  The method of any of claims 48-58 further comprising identifying the data
file as being subject to protection from unauthorized copying.

99.  The method of claim 98 wherein identifying the data file as being subject
to protection from unauthorized copying includes locating an identifier for the data file in
a database stored on the user device.

100. The method of claim 98 or 99 wherein identifying the data file as being
subject to protection from unauthorized copying includes:

sending a message including information for identifying the data file to a remote

server; and
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97. The article of any of clainms 93-96 wherein the
machi ne-readabl e nmedi um stores instructions for
causi ng one or nore processors to performfurther
operations conprising: receiving a unique identifier
for a user associated with the user device; and
generating the digital key further using the unique
identifier for the user. 98. The nethod of any of
cl afe@’e‘ivﬂ%-a%@spwgettb e HORRYC idiB&iHgdRA hd JHNBletiDeibfat @
file as EIH% subj ect to protection from unauthorized
protespgn frgm @QuthPhzedpepriog of cl ai m 98 wherein
' de?él‘.f YARY %cﬂem%trﬁ'nf IaI rﬁacﬂﬁ’:et}%ﬁgieﬁmé &t I‘iI’IQ instructjons for
protection FEsmoinant RorTze copyi ng 1 nc udes focatlng
calhgione bt imbregsroessort tuepettatm operhgoriscomprisiag:abase st ored

on the user deyvi . 100Q. The ,nethod of ,claim98 or 9
O helBri e b i o pisyies dp el cogaring « Badp B prfested
woll RbRGIHIRAlif P BrddBRHA e WeRd, WRdYinNGe bNBE Uas! fils engice the

a nmessage i ncluding information for identjifying the,
progreted work enths first usgpdayicedgpupiget toghpresiousiy e@WP%gC%% In

acc.r()&ﬁagg&%@ﬁh gi&%ntsg & R SoldUnGAL R usteE @é\{iééﬂ gncfjﬁﬁéfgifn' thé€

I's subject to protection from unauthorizéd copyi ng.

licdRd alloAvs aertss b the potgntédsivorty eanbudicHiim therdégidhbleat feastiarthe first
stor.ing instructions for causing one or nore

useh d8¥iESSors to perform operations conprising:

| depdckil MigRGequedi @icbgy the idigtabiledrdnt thstfirsteér ddeit aea aond
enbodyi ng a particular protected work froma
usgsdeigg:i ty of predeternmi ned works, wherein use of the

?' %l%t@iggf Ph@r&&icﬁ%%téﬁim HeQL&RH /der MR e QRcIbdIBe unigue

irs evice Is subject to a previously obtalne
idehiiientior data forabe sacdadhessr dgvite; | i cense i nformati on stored

on the.first,. evi ce. an r.ej ' .
on R e It B e
di gktoeihg fldth en e flreastr denicehehdreéinstie dausidenttfes itleesopied digital

receiving a request to copy the digital file fromthe
fﬂ??¥@@“ﬁ§%§“ﬁé%¥Eguﬁﬁc%y§%cond user device; obtaining

i nf pgarat TRN.ASIE 8¢ LRLE do WMvh&relniRe SREIOAErdd8 e MOYiuEEstores
i ncluding unique identification data for the second

instreetfong &vricaesincepyir mepre Rocesgistia perfqrmelufthes APETREORS Gogprising
ol S5 L DE SERTIN URE M R o Ry
acdofancopitk thedicgndedhforhatiom. and i dentifi es the second

userlO’Eerl"ﬁﬁ? article of claim 101 or 102 wherein receiving the request to copy the
digital file comprises receiving an indication of an attempt to copy the digital file through
a file output system of the first user device.‘

104. The article of any of claims 101-103 wherein the machine-readable
medium stores instructions for causing one or more processors to perform further
operations comprising sending the data from the first user device to a remote server.

105. An article comprising a machine-readable medium storing instructions for
causing one or more processors to perform operations comprising:

identifying a media file;

identifying access rules associated with the media file, wherein the access rules
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102. The article of claim 101 wherein the

machi ne-readabl e nmedi um stores instructions for
causi ng one or nore processors to performfurther
operations conprising confirmng that copying of the
digital file to the second user device is permssible
in accordance with the license information. 103. The
article of claim 101 or 102 wherein receiving the

mc[u%gldﬁ@:matti%n?&lmfgtth%sa %‘hk@ﬂndﬁﬂsdg% feéQnpri ses receiving
an indication o anate to co%the digital file

t hr appdpting adigithlevenpgte tl@ymdeﬁnf ilsf with gherdigitd WE@D@?F including
oo R bR ER BBl B i e
dlgitﬁﬂﬁx/tfapp‘drlis)ﬂ&pﬂ‘ed tto piauem ngawineized acoesseto piicovedis fites t o

perforn1furt t1ons .o JSIn S

ot K05 R orckSh DS amerman eyt shtarif £\ Cdpipdies
ided@RingARe ﬁ%@1'a@l@usq|9gmfle5rb&%nﬁloﬂﬁfé@ﬂnﬁﬁn readabl e nmedi um

storing instructions for “causing one or

pr ob®s s oF ke articlp of ¢lainm Gperr 96 vdseeie &?ﬁ?fb@gﬁbg access rules
asshAl 524 le et@ﬁgmg? E‘? ?%j&)n&!e’égs re @‘9 HE ) V&%EMJ&“T&%?é rentt€Server.

associ a erein the access
rul eas. Tha6rtickalfudgof cﬂﬁxmsr’i@ﬁﬂ@fi‘i wheten thngnethmaswgleble medium

r s and usaefees a .di gi.t al er Ao
R e S I el R ET O
corhfi@d:fication data for the nedia file and data

relating to the access rules, wherein the

Wr afSEEVInES ragiept Eem £ osHHeAIIoTZAERN tﬁé‘P‘F"’E%H‘eé%‘%éas °t o

the, fn@dilﬁﬁle

| dentrT bR agubRe seat: o PrIeG Gt R bRk BT At et
andredi a fiIe using a flle recognltlon al gorithm 107.
The ,artic

th edlg%bélélg éhertﬁgléag wr%psp 0 ai oy qa]ége(:SSFh ?ﬁé&li dﬂg %& l{;eydsglg

conprd. 986 aftekeiNahngr aemesms:umls echefdim Iﬁeat:ﬁymguhea@essvekes
108. The article of any of clai 105-1Q7 erein the

asspejelsfl Mathraaastip A h e RIRFSICEF LR thEACFEe 1 Gh R Grtiser:

causing one or nore processors to performfurther

opefff i OpR artﬁ. ap'?fsfh ‘a h&hleVieREbR rﬁ&ﬂMﬁ%&rlﬁF%rﬁctions for
user for authoriz to access the nedia file;

causiigiohy iongroee preeassas Bepevierm opemtiensrcoqueisings or
aut hor.i zat |do ige aceussgrqs cfecemsdl a file; and disabling
t he GrgI"e& A S et & 96w access to the nedia file
by §tbﬂnglﬁ~1erdag1t11019ey ifh@oanolatilemahognyf tief uset ddvie; 105- 108

wherei.n jdentjfy ccess rules ass ci at
t heStRERE Hoonsq i %Bﬁ‘gﬁ”? E°é§ %%erl?/ﬂ&aaltfﬂ‘é i fgeoge ‘?ﬂdﬁi‘bé"&e of the

usdr HENTEE vHefdin the digital key comprises location data for the license database;
identifying an attempt to access a specific digital file on the user device;
accessing the license database using the location data from the digital key; and
allowing access to the digital file using the digital key if the license database
includes license information identifying a license to the specific digital file.
111.  The article of claim 110 wherein the digital key comprises data specific to
a user device and the machine-readable medium stores instructions for causing one or

more processors to perform further operations comprising:
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110. An article conprising a nmachi ne-readabl e nmedi um
storing instructions for causing one or nore
processors to perform operations conprising: receiving
a digital key at a user device; storing the digital
key in a non-volatile nmenory of the user device;
storing license information for at |east one digital
file in a license database of the user device,
WL Gk Bink MendhiibflinfsA¥atcA TR §8%sdiRdick;aRddat a for
the [i1cefse database; identifying an attenpt to .
ac celdatmgsivedigital kegbgjng thie identificaiontinrmation agd Wiccdata specific
¢ tacces‘?inc% the |icense database using the |ocation data
o BS99 E i gi tal key: and allowing access to the
di gital Thiclagickséfgaiinhie 0dic gi It @herki@ythé fathiee-teadabhsmedium
dat abase includes license information.identifying.a
Storpy BERSEOPLIOF RSB FF BIOE RIPESSFOTT |9 Rerroi Jurtier BPSlftiqhs o
co frisﬁlh?!réveﬂ-t%% ARG 8) theldNBrafliiRiif @k IlkeNse ANEBIsE 868 bdin@iude
pecific to a user device and the nmachi ne-readabl e
licenwedi fonmaticoridentifiisg g license s the speciligdieitd fdhe or  nore
pr Ss formf r i 1555 1NGs
a0 ot oot AP uRoP bt NEEITRRE I PRSP HieRhe:
compsieés dheviecessagnd dealptdatdasignt bbthdiligensaldatebase asd ty lichrse
. ddentification information and the data specific to
infrRatiQfser device. 112. The article of claim110 or | 11
wheygi N T (ECH g of eRHAP] 18- M dhd M 2-$1 DPHAGrein the license
instructions for causing one or npre processors to .
infopmptier inchides daga nespERTALP gﬁgble a sl wrapgerspeliehiojtyspecific
&g@ﬁ?ﬁés to the digital file if the |icense database
oes not include license information identifying a
license to the specific digital file. 113. The article
of any of clains 110-111 and 112 wherein the digital
key conprises data necessary to decrypt at |east one
of the |icense database and the |icense information.
114. The article of any of clainms 110-111 and 112-113
wherein the license information includes data
necessary to disable a digital wapper applied to the
specific digital file. 0O 55
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