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$501 Acquire an MUK
$502 MUK

5503 Determine a target security policy

5504 Target security policy

$505, §514 Determine a security algorithm

$508, 515 Security algorithm

8507, 8508 First information

$509 Generate the MUK according to the first information and a shared key

$510 Acquire a target key

S511 Target key

$512 Datermine security protection state information

8513 Security protection state information

$516 Perform security protection on multicast service data by means of the target Key, s0 as to obtain target data
$517 Target data

8518 Process the target data by means of the target key. 0 as to obtain a processing result of the target data
$519 Determine the generation of 2 target MTK

AA Terminal device

B8 Access network device

CC  Key generation network element

DD Multicast user plane processing network element

EE  Inafirststage, negotiation of the MUK

FF Ina second stage, negotiation of keys in an MSK hierarchy

GG Inathird stage, data transmission

(57) Abstract: Provided are a key management method and a communication apparatus, which relate to the technical field of commu-
nications, and can enable multicast service data to be securely transmitted, thereby preventing an unauthorized terminal device from
acquiring the multicast service data. The method comprises: a terminal device acquiring a target key, wherein the target key comprises
at least one of the following keys: a target multimedia broadcast/multicast service service key (MSK), a first sub-key corresponding
to the target MSK, or a second sub-key corresponding to the target MSK, the first sub-key being used for confidentiality protection
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calculation, and the second sub-key being used for integrity protection calculation; the terminal device receiving target data from a
multicast user plane processing network element, wherein the target data is securely protected data; and then, the terminal device pro-
cessing the target data by using the target key.
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