METHODS FOR COLLECTI NG AND ANALYZI NG NETWORK PERFORVMANCE DATA FI ELD OF THE
| NVENTI ON [ 0001] The present invention relates to collecting and anal yzi ng
data related to network perfornmance. BACKGROUND [ 0002] The approaches
described in this section are approaches that could be pursued, but not
necessarily approaches that have been previously conceived or pursued.
Therefore, unless otherwise indicated, it should not he assuned that any of
t he approaches described in this section qualif asvgrior art merely by
virtue of their i NETHODSFORCORIECENE ﬁHﬁ.*W;@bﬁéﬁ&% t¥&5mport ance” of
retrieving data fromthe | nted¥&OrRMASNCRdI4eSsed, nonitoring and anal yzi ng
how qui ckly and. accurately the data may be transmtted has becone

par amount. For exan Le{ a user mght wish to learn nore about the topic
"cars." TheﬂﬁbﬁﬁﬂHH§HPW§NW@%ce his search by navigating to an Internet

search engi jpgoebsint greandnidagsh £ykpk agediRatrhensealyehe querdatedicars. " The
request is routed o a server |ocated in one of the data centers that
serves the ¥&4FERTHPPIFcati on of the search engine. In response to the
gquery, the server sends a response hack to the client with a list of

resour ces t§$§K1§EXWQﬁ visited that relate to the topic "cars." Wen the
response is cg}ved y the client conputer, the data is d[splg&gd to the

user. ThougtHe uBerpieaconlidyscabiden tos ¥oew FhFPRedr 18 Grepr AFeE" how t he
request and, [ esSpONSE iShOhednd: RalNecnelwaidk abieet sr phacuser experience.
For search engines or "any other information provhgﬁ%mgensgging t hat users

recei ve dat ApeiePEKINeSaRFrBECHiEt et SPSUDAY O ATETE s Be

Spect to provide a
good user expeki- R Gerifd004] Latian proyy eefrsr of heniyowvirae bahge imisber of
servers that provide identica
in this section.
(0031 As the importance of rewrieving data from the Internet has increased,
monitoring and analyzing how quickly and accuraiely the data may be transmitied bas
become paramount. For example, a user might wish to learn more ahout the topic “cars.”
"The user might commence his search by navigating t an Internet search engine website
and then typing in the search query, “cars.” The request 15 routed ¢ a server located m
one of the data centers that serves the search application of the search engine. Inresponse
to the query, the server sends a response back o the client with a Hst of resources that
may be visited that relfate to the topic “cars.” When the response is received by the client
computer, the data is displayed to the user. Though the user is only able 1o view the
results displayed, how the reguest and response is routed in the network affects the vser
experience. For search engines or any other information provider, ensuring that vsers
receive data quickly and accurately 1s one mporant aspect o provide a good user
experience.
10004} Data providers often own a large number of servers that provide identical
content located in data centers to help provide data efficiently. As used herein, the term
“data center” refers to a collection of associated servers. Should the data provider detect
that there are any network anomalies or failures, requests io the data provider may e
souted (o either different servers within the data center. or a different data center entirely
depending upon the nature of the failure.
10005] The servers thal belong to a particular data center are usually within the same
building or complex but different data centers are often located geographically distant

fram each other. The geographic distance adds protection so that catastrophic faliure m



content |located in data centers to help provide data efficiently. As used
herein, the term"data center” refers to a collection of associated
servers. Should the data provider detect that there are any network
anonalies or failures, requests to the data provider nmay be routed to
either different servers within the data center, or a different data center
entirely dependi ng upon the nature of the failure. [0005] The servers that

bel ong to ?ne%%r %éa&y&%g ecdat 3 CeN kLA bEoHS UahhYy WhliBht Asbeas@nBuhui | di ng or
conpl ex bu fferent at’a centers are often | ocated {ig%ﬁ“ 58143 caIIy di st ant

from each otthrerter dveccgedioapHInD <d P RHCEN FdUS "Pr St8E figt

cat ast r ophiGyd.ah k@ Jhhine: Q08 c@%%%%%an@@@xs@ew&y (&)aﬁai pral di saster or
other calamty would not also caus ure in the.o (%fléa%a center. For

exanpl e, ohe&rg&Et-al WenPas “h"ra&ﬁ‘l'e“alb‘em%%gt‘%ﬂ”8ﬁhaf He“Ea i‘“{m(%a in New York and
anot her daTe@nc@QMu&Es iyghtieab@e kacatededns: ther iMist YO0ast in San Franci sco.

Thus, UDon 0 ear %atle Eg cgnt SaQsoFf{H%‘nChg% 69,4 ;ﬂ%l%&@%ﬁ%ﬁﬁ @l io‘a&r@ @1 that data

center, Q@ts route ata center in New York.
[ 0006] Separsnatses what afﬁcem\erfsr alegoicaht due tﬂﬁltﬂg@l‘d@t Jorggiidevssetd utilize the

| oad of the servers fmre nle%hﬁlggrloy £ examRhenokhevdat aecrnt er in New
York m ght ?(?%ve se?@ggl < élt ] 85%C|mnd| gg.tl ng. a | arge nupber of

connect i onsemadeSH 6%1%@@1@@’(?\9‘@‘? grvertiRadsat &’ GBRE SR} ’r?‘“%%in AR sco i ght
have serverl0agds.Qf; 132%aRt: 4Bat, SaBsddgast: atinecton r@eerhi@regtobdiy ze t he

server Ioaélls nore evenly, any subsequen onnection. .re t
previously w@b&v%weﬁé@we%ﬁfe% 0 REY g‘ﬁf}‘aw%ué &P T r?C{lllems@(%)tr de?\Dul d

i nstead he gQiedntroadhes eat aleetﬂﬂi‘f@fddls oe Sanl. Fr anC| sco until the server

| oads are e . 007] Routin ariou ent ers v ikadhi ous paths
may al so béﬂ@ﬂ er hﬂ’f@&%vamu em%lgljn garr%g{ on a%th Petwbrk conditions

and nmaki ng @djasd mﬁamﬁiolaamuﬂmorﬁi Cvﬂﬁb@(éls euhailtinongsEsE bekanpiife, a network

failure mght oceur g £1 QLN EL1R L0E RELWOL K thatncauses al | data
packet s trgt\gcésl“icoﬁm P bﬁg"ﬁé? of the network to notﬂbe forwarded to the

dat a packetrsftwcwe@ﬁutﬂwm é}ﬁawlm”]@ﬁd‘fdﬁ‘é@"é&ﬁ‘ﬁiﬂr‘el of e gEFiOF ©IRgEst i on caused by

too many daja packehsadd a¥ekiNGsdRudhen SAmer at@di0frafineometiwordes®i ght cause
network traffic to slow.in that network are nlflcantl g%qrdentlfylng
Lher?gitwo ont canse rlil Tk be

poi nts of f &l PUPEYGRAIGHGESEN OR2 Das Tt Wor rKEFout
adj ust ed sogishat, spetindlakndta@t tice sipmifc AOV.eB psesifpot hbiyis Efap@‘sgi bI e Thus,

obtai ning as much .infor n.as_possible t hetywerk .and network
perfornance"onh%lgo%iéé(?ﬁ[gg%hgf\é(éréclr(ﬁlﬁmmd@lh cﬁ‘l'%ne’t&L"E)oihﬁ?n S oroviders of data,

such as seanche :emgmnms 25 BRYEE. DESCRUPTRON @EHMEQWWWW)@@S Fhe present

Invention i %etwo %E&xﬁ]%&g Yoy 8f s B X3P S casBR: QLY MW@Y. Bbviliédr t at i on,
in the figures o e acconpanyi ng draw ngs and in which ['ike reference

nuner al s rebéqiatﬂt pick preral englféhrent s and i n whi ch:

BRIEF DESCRIPTION OF THE DRAWINGS

[0008]  The present invention is illustrated by way of example, and not by way of
Jipitation, in the figures of the accompanying drawings and in which like reference
numerals refer 10 similar elements and 1n which:

[0009]  FIG. 1 is a block diagram displaying the relationship between the data Coniers,
servers. clients, and collection server, according o an embodiment of the inventon;
[0G16] F1G. 2 is a diagram displaving the steps followed to coliect and analyze
network performance data, according to an embodiment of the mvention: and

[8011] FIC, 3 is & block diagram of & compuier system on which embodiments of the

invention may be implemented.

[ ]



[O009]FIG | is a block diagramdisplaying the relationship between the
data centers, servers clients, and collection server, according to an
enbodi ment of the invention; [0010]FIG -2 is a diagram di splaying the steps
followed to collect and anal yze network performance d.ata, according to an
enbodi nent of the invention; and [001.1]FIG 3 is a block diagramof a
conputer system on which enbodi nents of the invention may be i npl enent ed.
DETAI LED DESCRI PTI ON &0012 Techni ques are described to collect and anal yze
dam r el at ed ¥l Ihe? WEPKRPERPOr mance. In the fol |l owing description, for the

pur poses of pexpl anatinRies AUIBEDUScSPEGL EddGnaetalataSelaketcsetvctior th in order

to provide a t hor ough under standi n the resent Jnvention. |t w il be
appar ent, hiewspce: gh@FRFHE”EF§§EH% %@ A hay B PP AEPIE8E wi t hout

t hese speci figridRt-at s seummmﬁ beer i p:sbaiﬂeas)mmluhéekmmo st huptyres and

devi ces are_shown jn ock d| ram fo unnecessari
obscurin. g FH@”%?&%%W’EHHW%?¥ umr Egkﬁgﬁ%E%V%Evyﬁg aa]%ﬂed herelny
"net wor k pewﬁamn&neamdéma&ﬂ&sEmahaﬂﬁhat |W@ib@ﬁ@9ﬁv%@ﬁsﬁéé@m”5mﬁ

shown in block diagram form in order to avoid unnecessarily obscuring the present

invenuon.

GENERAL OVERVIEW
[0013]  Asused herein, “network performance data” is daa that indicates the speed
and performance of data transmission on & network. Network performance data may also
indicate end user performance, Network performance data 1s based upon connection data
between a server and client. Network performance data comprises the source 1P addyess.
the destination IP address, the source port, the data sent, the data re-transmitied, the data
received, the maximum congestion window, the round trip time of & data packet, and any
other measurement or meitric that may be used (o determine network performance.
Among the factors that affect network performance are network traffic congesiion,
network failure. or router failure. By detecting difficulties in various parts of the
network, routing may then be adjusted 1o ensure better nerwork performance.
10614] In an embodiment, servers are modified so that connection data 1s stored on
each server of a data center that serves data to clients by & data provider. In order to
detect netwark problems. the server is further modified to store data that is re-transmitted.
In another embodiment, re-transmitted data s one factor of many (.., date latency,
congestion) used to detect network probiems, Each of the servers then sends the
copmection data to & coliection server thar aggregates the data.  Aggregaiing the number
of transmitted and re-ransmitted data packets and determining the origin and destination
of the data packets helps determine areas of the network where CONgestions or other
problems may be occurring and routing may then be altered in respense 1o the nerwork.
[0015] Tn an embodiment, the collection server sorts the connection data from the
servers based upon the data center where the server is Jocated and the Jocauon of the
client. The location of the chient may be based on a geographic mapping of the chent. an
Antonomous System number, or an IP address range. The Autonomous Sysiem number

is & number that indicates routing, IP address ranges may vary. For example. the [P



and performance of data transm ssion on a network. Network performance data
may al so indicate end user performance. Network performance data is based
upon connection data between a server and client. Network performance data
conprises the source I F address, the destination Waddress, the source
port, the d.atia sent, the data re-transnitted, the data received, the

maxi mum congesti on w ndow, the round trip time of a data packet, and any

e e e LTRSS LB DX D0 o6 805t Pl et wor

perfo_r man ors networ k performance are network
traffic congesibi o getiwoyk fallure or router failure. By detecting

difficulti N various part 5. of . ing.Relor Ke «FQutd fiGdYs tben. he adj usted
to ensure [ﬁg{éﬁ ne %\%@El BL orrr%encew}lOOMlIt?l dgﬁ errbog?n%nt dservejrs are

modi fi ed S@mtehatl tednmeet §f @ﬁf Céi%ftta‘\ high T GF BB EATR TORAEFCBY 4 data cent er

that serveg ahéjn%h@x ) U%Ju!:lﬁzﬂtcﬁenb)bc@ciog@{@ PG Iﬁ&ﬂomd Az afrdher ardaidet ect net wor k
pr obl ens, e server is further nodified t

re-t e gat 5 may,! fgc q], h ﬂdat P&La cnnt
ransm e SHBE Kot ERBTEF HERt e Y 4ndHi ' one factor of
many (i.e. @rrg@gg@‘,ﬂk@ta@q&yanf gRrgestion) used to det ect netvvork probl ens. Each

of the servy then, sends t connection d ol rver th
. aggr egat e@% the dafys ﬁ&ﬁ?lﬁglé?iii}ﬁn"nl} ehihﬁ%nggd%‘? C%rw gbngér)%‘l%ﬁdggaai@ ' o
re-transni tiededanarpacketineant: aebéimnnivgovhe fag il gimTand "g8$t4 nat i on of

t?ﬁ data p Cke aLSa cb%bp%atggun?& rﬂfﬂ%&t@‘&%ﬁé 1@£ g hetwerde \Mi@rc@nl@iol@ges“ ons or
ot her probl occurring and routing may then be a tered i.n

response t oomlbr@eﬂe®\am4<& OB} A EAVETBHHR B AT SEheEd ety . on server

sorts the connect o dabaudd LQ”% hﬁvzﬁﬁfo‘yﬁels@rv&asedndb@ﬁ& tiheredatadcent er where
the server is’located and. the | ocation of e location of the

g' i ent may dbe cHuSEHF O gEbYP AT HAPDIH ‘JBVF“t eév 5I r en% *“an Aut ononous
yst em numheriecaQ iddhd deneds eS)S[a E*&El@el(}? I(hﬁpfAU‘I DO RS Sys@ew nunber is a
|m|inber t hatsai!vcr,]rdllgg agn%%er(rg L{%% 29 locamd mdcga [E25. ANYes may vary. For exanple, the

10616] Fach of the servers connect to cliems. Clients are shown as client 151, client

153, client 155, client 137, and client 159, The servers are modified 10 store connection

data, including re-transmission data, when the server connects with a client. The

conpection data is sent to a collection server 101 that also collects data from all other

available servers. At the collection server, the connection data received is aggregated

with connection data from other servers. The collection server then sorts the connection

data based upon the data center where the server 1s jocated and the actual location or

routing assigned for a client. From this information, decisions to change routings Or to

further review network problems may be mnade.

STORING NETWORK PERFORMANCE DATA [N A SERVER

(60197 In an embodiment. servers are modified so that connection data is stored 0n
each server of a datz center that serves data to ciients by a data provider. The server 15
further modified to stote data that is re-iransmitied. Data transmissions may follow any
type of datz transmission proiocol, including TCP. The Transmission Control Protocol
(“TCP™) is an Intemet protocol that allows applications o1 a necworked host to create 2
connection to another host. For example, a client requesting a web page might represent
one host and the server providing the web page content to the client might represent the

other host,

BEN



address range mght he a large range with potentially many users or a short
range, indicating nore granularity. [0016]In an enbodi nent, the sorted data
is able to be anal yzed based upon the data center and:-the |ocation of the
client. A high rate of re-transm ssions froma particular data center to a
particular client location may indicate problens in a certain area of the
network. The routing of data transm ssions may then he altered to a
different data center_or by assi gnl n | rent route. D[l ,%;7]A bl ock

di agr am di §§P8lyi ngcAERPIHECSEF i %progefti%f r&%‘ﬁ‘?@r%e BT SO servers. , and
clients inugsraaty saetoedicngid adanceabadiverent Gaui fsors hewderiimtbFirgeivd. i n Fi g.

|, there are three data .cen data,cent er er 105, and
dat a cent er™ 9% ° BETY 1% Ater” ?L%%’ %& Y: %fg}l\?\% {gg‘re%/%fléﬁmﬁrﬁg& nunber of
servers | ogatked aidniiseadihy d@ﬂxaat@gan(k@s samtlﬂ“‘vxaﬁly@ dildeldsipgbideprenent ation to

P! erment at) e SRR ALt AR SLENEiokl3 cal gel Q6at agl dAadatancent er 103.

Data center I"so COTTpI’I ses t serversS. Server 121 and server 12$ are
| ocat ed i n rataim og@ntere @5, Data center 107 conprises three servers. Server

131, serverghi$, andisenver dihcasedasated nba sdat aseentaradd7. [0018] Each
of the servers connect to clients. C Le”tﬂi are shown 2 client 151, client
158, cl i entSTIEpacks oahtiae? epneciny “Ep pp e %Denfhréméé’Fv Fs™are nodified to

store conneghicAn ndataaicchiieh 4diond: siehé bansmSeinonacidatseso twhen dthe server

connects with A client. The conpect dat L, 59 nRuGoLlgction server
101 that al'&3¥EELIEEs HAPE F¥6m A an&tiﬁelglglé%}1§f1? (gloé Servers. At the

col | ecti on getndetye atchesncoivne Evi @m’dﬁ&t@aﬂ%ﬁ@éi‘:&/éﬁ saserfggradbted with

connection data fr.om tbblgr %ayg!;n%m o B8 GRLLEGE hOMheSelMelatigmesorts the
connecti on aatanbase upon data center where' the server is |located and

the actual fecwat jeods a@ﬂ@@@‘ﬂ@ﬂ&'ﬁ@“ﬁ%@ﬁ@é‘ﬁé’é”}ft@i‘h@é@f@p @APITRSm t hi s

informati onmngﬁgglgﬂ on:, to change routings or to further review network
probl ens ms%p e made. STORING NETWORK PERFCRIE\E/A%ICE DATA | eAc:Sn%!%YER [0019] I n
an enbodi mefi22serieremaire: BN od o T Hat™ CohnaetT B At A58 "Stor ed on

each server ofy @e @tﬁﬁ@t@%ﬂtﬁa@baaﬂd&t&hx 1segaﬁ&cdamz&>em>fohwenﬁs arby::a dat a
IpreO;“r gﬁ; mi ;r?gg@%eed%%ra C@?‘EL‘%%:( chgl% woulg ?en{l Faa%gc%‘o?npg@‘ & a%hat I's

i'ons’ oW any ‘type of data transm ssion
protocol , i agnueliagnmCR ﬁdTheldMan?serm%sbwomme?%Iﬂﬂ%*@%@?ﬁim( BYCP") is an

| nternet protacol %Q&% 124 é&%@oﬁﬂp&ﬁﬁk&%ﬂ&&&hﬁ\o netwptked hosindo create a
connection to ano exa , a cli ent re uest i ngba web page

m ght repr esertconndy W%deaﬁd”‘t W@ﬁscéf‘%fm(pﬂa%\'f‘i"d‘i“ﬁﬁ W%%C%B“?) ® content to
the client night. represeHindNEIRISN RS 52 because bytes 50 and 51 were

received successfully. Computer A would then re-transmit 1o computer B dats packels
beginning with sequence number 52

[6023] in an embodiment, each server within all data centers is modified © siore
connection data from the server to any client. The modifications may be implemented by
changing the kernel of the server to store connection data based upon a T CP connecyomn,
Tn an embodiment, the kernel is modified to record all TCP connection flows including
re-transmitied bytes per connection, round wip tmes of SYN packet, total bytes
transmitted, and toral throughput per Connection.

[0624)] As used herein, “connection da” refers to any measurement, meirnc, or data
used in 4 network connection. Some exampies of connection data mnclude, but are not
limited 1o, source IP address, source port, destination [P address, destination port. data
sent, data re-transmitied, data received, dupiicate data received. MAXIMUL CONZESHON
window, SYN roxind-m:ip time. smooth round-uwip time, and any other data or

measurerent for 2 network connection. The connection data may be stored in any



[ 0020] The TCP protocol has many properties related to the connection

bet ween hosts. TCP guarantees reliable and in-order delivery of data froma
sender to the receiver. In order to acconplish in-order deliver),. TCP al so
provides for retransmtting | ost packets and discardi ng duplicate packets
sent. TCP is also able to distinguish data for nultiple connections by
concurrent applications (e g., a web server and e-nmail server) mmng on
the same h St a1 %géligr m %C%BEQC Tcgaa CONREE! hORmENQuichiit ddkkNg host

sends a sy |za Ion et toinitiate a connection wth an
initial see;me:m)@'t Aestitysion H’I' g qmﬁfﬁilaﬂﬂo@@q%éin@éeqﬁﬁ%b‘é? URREVHTf %8s t he order

of the byt ?Lg?i%ﬁn&ug;mra@@aﬁ ivBOS a3 Rint Rabedifewdata dnansherhecher enains in

order regardl ess ra ntatlon or disordering that mn ght occur
during a tﬁ%ﬁpi@s@@‘ﬁmpﬁ@?@ i BRI AR ST E ST TR &SR E Bnce nunber i s

i ncr ement edy,FEachnRytees 8ok E&@%eﬂ)&sI‘Eﬂﬁd&l@d&eﬂt&mendmmbe@ubaﬁ&tﬂhe sender and
then the receiver sends an acknoggF errent (ACK) back to the sender to

confirm t h&bet BHHIESPER " Ge95] &gfﬁ% e, if conputer A (the server)
sends 4 byt@ssw theacseguenes nnyaberdofinS0n{itthey fioine thyt e&rirpiothe packet
having sequence nu 1 o assl.gned)im-t hgn .conputer B
(the client iR 6coglcbd0n‘g“n%lh‘ “k’gt%{erea[nfgagégé%:1 it W edgenent of 54 to

i ndi cat e t henmext shydtie m@npunbfe(nn@nex@eﬁb@ KBing epiEir Yl UByU%én‘B‘f ¥g° an

acknow edg%@g% o hervd o S%QMU&EE{JS&LBILE§38§I&gréﬁilplaﬂn(,glﬂtth@lt Pytes s&d,:n51, 52, and
5% were corr received. |If, by sonme chance, the | ast two b%/ﬁt S were

corru. pt ed aken! vé@ﬁﬁ%ﬁtﬂélﬁf TBCCS‘é’ffﬁchJ‘aﬁ g Wﬁo‘%ﬁfﬂé‘&gcéﬁ?é‘ﬁ’tm\“fdfjhaec oF "5 "because
bytes 50 and.&lWale shreeinad isueaasshiult yiowGanpyterioAwnaul d t hen
re-transmt to conputer B data ets he i nni.ng e nunber 52.
[0023] I n arfEfbBas e AT eaYE AT g’é%fgﬁ \Aﬁﬁ‘fahti %S%Fﬁmndia‘t“a&%é%% %;ége'?lctge nodi fied to
store connegki:on data fromthe server to any client. The nodifications may
be i npl emren by .changi ng .t he. kerne t [MEh 1.9, SLQIE cEONNEct i on
dat a based @ﬁ%ﬁ] T%g{;g' cl%crilt}l C ?ijo}ﬁﬂ}“ “%a%ger?tg%k%ﬁve m rtlhe kOePneI IS

nodi fi ed t oSTecokd aal the FCRy e AnEEnIGaddeons Thneahed ﬁ’g’i‘?f@?tlﬁhﬁqs‘:ﬁﬁ tted bytes

per - connect |, f.0UAM b kP oLAdES 00t SYNRACKRhantbOLRIndgsotibansri Lt ed,
and total roughput per connection. [0024] As used herein, "connection

data" ref er ko lefaymare aBESBREHTOUIASTY F8S mé‘Fa‘%Fa‘P“aSHﬁs‘e%f 44 h”é “h&tior k

connecti on. dj%”ﬁaa%@mf@c%m@ﬁe;emﬂnegklch@aﬁ:& rhclewsi@surditit a@rgnanot limted
to, source 11) address, source port, destination |P address, destination
port, data SWAELSHIERTIEFTEASni tted, data received, duplicate data

recei ved, meszTiUM 16 angesddom:, mhzerrdmw,cu&YcMumunsddtmmt pgrer e et h round-trip

time, and an ot her. data n arwark, ConRect-lon.: The
connection dAPE! iRy BE Lmt’oir"ne Q%E,H%ﬁgﬁ %o%%am&o?n an ‘embodi ment .t he

connection daita iedrsicop@dily heitheent or matlecigbifree PRIAHHCESLITEEUPCe port

destination d{[ne(,ga £58 el €Shd AALLRRA RO ondabals ente dat A bigg let@nsm t t ed,
data receive | cate data received, maxi mum congestion w ndow, SYN

round-trip tnbfﬂfé‘ie’"&ﬁd snooth round-trip tine. Data re-transmtted indicates
occurrences ghen Jdata -felLaRSM &SEEDS sOte weteek fif onmidnen s ver cachupl i cat e

dat a recei ved ndi caties qccurrences vhen data fe: LLANSILESIONG ocCUr o0

sorts the connection data from the servers based upon the data center where the server 15
located and then by a clusier indicaring the locaton the chient. The clusiering may be
based on & geographic mapping of the client, by the AWONOMOUS Sysen number, or by an

IP address prefix of a variable iength.

CLUSTERING BY GEOGRAPHIC MAPPING
700297  Geographic mapping of & client may occur through geolocation. Ag used

herein, geolocation refers w 1dentifying the reai-world seographic location of an Internet



100251The connection data may al so add functionality by storing nore

i nformati on. For exanple, the connection data m ght also store nore annul ar
response tines when a connection is made. In an enbodi nent, rather than
storing only round trip tinmes, the tine elapsed for a server to send a
conpl ete request, the elapsed tine for a server to send an acknow edgenent
after receiving a client, request, and the elapsed tine for a client to

send a request is also stored. These finer i.ned tinmes allow nore
preci si on AeGETEM A %?é‘,ce‘t%&éﬂ@tcﬁ[}%luné %&tpegér%‘éigg}eﬁt“%%? ”ﬁg dat a

transm ssi engadtitiencdihewdatalPhages St G hidrese Widt copBO2BIoTHENSYN round trip

time i.s the glapsed \Ig't@icigﬁ&%friﬁfotrﬁ%i&[ 0SSRl 06ha& S¥Nipacket and the
recei pt of "an ackno "eégemant; 'he smooth round trip tine is the el apsed
time bet weBndtshe it remén bsiretniafiorangatkesal pdiras HeidghBsovand tHe recei pt of

an acknow ﬁa&&%mﬁﬂ—t addrbhEs SIROIA WeQUREpdd fhdn ok MRadAG Gab@Scdiher speed of the
link or links a [

k ong a path to a particul ar. neighbor. The el apsed tinme may
be neasur edidigss. dvytaAEE- PRSIV TeGTHER “‘é3§3“ﬁiﬂﬁnggé‘5]6ﬁﬁga'Tf)fle%‘% an

enbodi nent 4 deisGeRRE et de@hmidaiha theadsitar Bdnadsiedinravwck oflP ddresed og fil e

wi thout any formatting. In an enbodiment, the.connection data i.s stored at
the server “V&f 3 ‘A‘tqugfmﬂ%@&’)ﬁ@ %gg?%%iméga%fbl uf/k’ nefirfglré;;““’éct}én‘tnot9 ‘% tg”i\i("j’ “ection
server. | naanothenienbedhamerta bhe sbimed Lidon: datg:liygoseatn ?9 t he

col 'ection Sserif\a/c%r(be%e(?u@%! gxg%ug.sel‘\y;f m?}sbetLF&@d)g@&: @kéli%o&ieﬂs Hx@_‘n En@tcrﬁ(‘;s@ed by the ]
server. [00Z871N ‘an enﬁ iment. da collection server receives the connection
data from eachetofs mie vearidP gdirFhé 2 cot es PEAT 888 e O GFEGELES" t he dat a
from each qf . the SEIVElSwaRtsS Als idcheconnest homndata fromthe servers
based upon the data center where the server is | Oglﬁatged and then by a

cluster ind#Bti né THEPHRAR BAIFRESTYT 8BTS PhEC P ST S NG ray he based on
a geogr aphigg dmpRijRguak thheuehicRits thyn hecaubdaenusasystibmengnber, or by
an EP address prefix of a variable |ength. USTERI NG BY. GEQGRAPH C MAPPI NG
N LTS § s 4 joZated LA WS O

[ 0029] Geogr@iBh RE I FARYI HE SF K Er FERfS %&g}moé)c‘rﬂ_r through aecl ocation. As used
herei n, gealkeeahé pivskefiensontbassl dentiF fagiing ibdigor watcliworbhd nglisgr-aphi ¢
location Ofnu% erl oril'tﬂe{tc{}i%[sses are clustered into groups based upon physical Jocations. In an

embodiment, the physical locations may vary in granularity. For example, there might be

an instance where a cluster may be geolocated by city and state. In another instance. a

cluster may be geolocated by & region, such as the portheastern United States. In another

instance, a clusier may be geolocated by couniry.

CLUSTERING BY AUTONOMOUS SYSTEM NUMBER AND IP ADDRESS PREFIX
[(33] Tn an embodiment, ageregated data is soried by the collection server based
upon the data center of & server and & cluster based upon &N AWONOMOUS §VSIL number.
An autonomous system number 1s a number that 18 allocated (0 an autonomMOUs System for
use in BGP routing and indicates the routing to be used for data ransmission.

[G0321 The Border Gateway Protocol (“BGP™) s the core routing protocol of the
Internet. BGP works by maintaining routing tables of IP networks or “prefixes” that
designate the ability to reach a network. The information in 2 routing tabie may mciude,
hut is ot Hmited to, the IP address of the destination network, the time needed 1o travel
the path through which the packet 1s to be sent, and the address of the next stadon 0
which the packet is 1o be sent on the way to destipation, also calied the “next hon.” BGE
makes rouling decisions based on available paths and network policies. For exampie. i

there are two paths avaiiable w the same destination, rowing may be determined by



connected conputer or device. Geolocation may be performed by associating a
geographic location with an | P address, MAC address, W Ti connection

| ocation, CEPS coordinates, or any other identifying information. in an
enbodi nent, when a particular |IP address is recorded, the organization and
physi cal address listed as the owner of that particular |IF address is found
and then mapped fromthe |ocation to the parti cular | F address. For
exanpl e, the server has recorded a i na of 1.2.3.4. The
| F addr ess® %Ll%%f%‘rl?ae‘bﬁ%s ?j%"tc (?Ih(ﬂ%mgﬁa{lestuha 0% ?Sesg}%?%ﬁ?%c uded in a bl ock
of | P addresses ouwned by ACME Conpany that has headquarters in San

Franci sco. ugh there i.s . no u : et at the IF
address 1. @6334 |sS P ({hmm alt am?%@%% eét\%lte%]e&sg@%o gfnﬁélm E%VSB{]E’E%QUS% a proxy
server mayorl&zevrasmi)etwqrm@ﬂram@fhmh]et)dﬂngle Higghy deiiaed Fyseel EBARERLBNs made with
the | F add&\%%ﬁto&or&m@s&mﬁtrﬁs A ﬂeﬁ@? ufif A0Sl SERouhen niebdadsissiuehoas tracing
net wor k gateways and router Tocations nmay al so be e | oyed. Jﬂ8030] In an
enbodi ment sxbEaAEEES SESIERN O THEPP S VBT f’fhé‘b@é‘?ﬂ dé‘l‘?fli” FSSEYURYE 8 geogr aphi ¢
| ocati ons Based;Mpomclushens sfso@m@eol ocati on data aggregators. There are

many geol ocadon data gr tors such. as Quov g, n. Muntain View,
CA, that déf%erhin& a&ﬁ‘)}% E‘Eg mbvéa“rmlﬁgﬂa“ﬁ%%aeﬁl’fjm%’ﬁbtﬁ‘f R‘r%e%nsq Iggatl on as wel |

as ot her mehhodson he ctmrthﬁa 0ok sdrfer antte eﬁesetsraaﬂdep@t @éfetiﬂe@‘wmﬁ@ogroups based
upon physi cal . ! i ions may var
R G ot ar FEg R O T e P e & ol Ut er ey
be geol ocataédebmrfﬁmt}y %ﬁd wtraine] of fe atﬁt@t Repteiehszmed) Dallcid¥ter my be

geol ocat ed . J?y’”aJtﬁghyoﬁhtnh%%meaﬁoEﬂ@mﬁﬁtﬁeﬁsiﬂ%erbfttﬁm’t ech:Stakass i N anot her
i nstance, a cluster may be geol ocate, d countr}/ CLUSTERI.NG BY AUTONOMOUS
SYSTEM NUNBERUAND o [ S PRERDPIC CF@@%‘?&]OII‘F] AP SN aggr egat ed
data is sordgliby éf'&%{@@ddhﬁ%z’e@nﬂ&ﬁt vemuhasedccapaenudohe 1data loént er of a

server and a cluster based upon.ap, autgon the ut ononous
syst em nuntfér™Ps & et mt“hjf o g al’ ?%ggt 3’8%§%dsla§macuq%h‘g}éoégalé%t%em for use

in BOP routings andyiandi eatsesort -iewiottt. 5 3y 2 @) enbirsechsf Becadatraote r ansni ssi on.
[ 0032] The Bord t.eway_Prot (B )1.4S 1 LRe core routing protocol of
t he | nternet®™ %@‘fﬁaﬂdmk%y%m %C?u%%lgidntf}ngjgpoﬁtrhg tabl es of |F networks or

"prefixes" that designate the ability to reach a network. The information

in arouting table may inclugde, vhul: tazrotrEDBAed to, the | F address of
the destination network, the tine needed to travel thel{f) at h through whi ch
5

the packet [%83%lo bEegareeaeder 1Re’ HURFEOS U8 SERECHRRE CSEP TR o which t he
packet is tgydg.rsent tOQﬁht\tz@ﬁetW@iy pb@ordestd. Mat kanceaat sal oakd @k & keredn. ext .

hon. " BGP nmakes routi ng deci si ons fba sed on. e%m 9@% & Cﬁ%{} angd..net wor k

pol i cies. FBrSUeXalipre, i FOePREPE T8 IWG" Pat ns™"avai I'a e same

desti nati ongdatk 6tikdrng aney-hiendetieratnedidya: cgeh&el@hdrt@htﬂ‘h@ t|9tat h allows a

packet to rea ca&c‘_r)]neof%?(} 1AL LoD [ A858S eyl Sudi2t WRSudop@iral asest ™ route.
[ 0033] As uséd'Werein,” an aut ononous s systemis a group of LP networks

oper at ed by lioheday cemor @ d et Woud Céé}etﬁhtfﬁﬁfé it Hied. HEs e Ve g e e ear | y

defined exterpal, 5a‘?&‘5e:hﬂ&gto¥§%ﬂ{1&}{a AN AUL ORONBL S5 8 Ysdeimhas Iargit@lq&l |y unique
aut ononous Syst em nunber is used to excha e exterior p,Htl ng

i nf or mati on EW@MWH%@PW‘? e SN oHBS: SYETERE Eria "AS AR Vdenti fier of
t he aut ononbusg; s $logfudk (Sl diher {:ﬂ&&éﬂnhnhéimt ch@am ernhadimehtie: aggregat ed dat a

s sorted bXnt%Qt?au%tQ ldl ngt(\:n;[oln\otg otgﬂen* is dctt:rmmed when data is transmitied from Data Center
1 to clients in New York. The data provicder may contact the Internet Service Provider
serving New York that there may be a problem or dat traffic may be routed in a different
fashion o New York
F0836) In another embodiment, rather than relving oniy apon re-ransmission raes.
other faciors are considered in order to determune network performance. For example, the

round trip time, or latency of dara, might be considered along with re-ransmission in



based upon the data center of a server and a cluster based upon an IP
address prefix of variable | ength. For exanple, aggregated data m ght be
clustered based upon an if address prefix of 1..2.3.x wherein all of the
items clu.stered begin with the LP address "1.2.3" with any nunber between
0 and 255 taking the place of the "x". This limts the p-anularity of the

| P range to 256 possible conbinations. In another exanple, the granularity
of the IF address prefix m ght he nuch nore cour se uch as 1.2.y.x. In this
exanpl e, alPlde] FogaE I8 PRATONEST N YT BYhgGH ™ H@“‘%&ﬂ ﬁmpﬁ the cluster
Wi th a val yensefissiOn ks 285 d @y faydrs andiBreti @ (E%Liﬁmor}\pfomﬂmts h#®5, 536 (2562)

conbi nati ons. Becaus e possible |F addr esse clustered, the
granul ari t y*{4'9 BE¥ox Rfr\zlg\{f’ﬁ tkﬁ-i%&gll'%ﬁéﬁcﬁ& 875857 Sgat ed and
sorted conn@sr] onlfdatdaaicsnistaod adoziomomhesl@mzlduammémm%}R/@r St‘arn@i ttehen used to
anal yze net . goregat.ed .and,sont.ed data ks stored in
such a for n%ﬁolﬁ rﬁ%ﬁ%}%@ e X g%eglr?or%annce pn1§Lt]yu%£)eriLna p%(zed\based upon a
particul ar ddatraraefitrerampin t@?ééﬁ@b@aiswnﬁl@ Ipgrdasgemerparebdu s at a cent er,

a cluster afqthe.9ea gﬁi@ﬁlﬁ%ﬁpfhﬂega@%ﬁf%@ﬁﬁ& Qlecafd: AULORQMMUS system
nu. nber based upon is stored. If die data center and geol ocation of |IF

addr esses |5§b"§‘ﬂ%¥téfdm e g et WO P FERTRINGE FF 6th "Pﬁ(éadd%lfa"%%‘hfer to a
particul ar gepgraphkceracat i on may be determ ned. For exarrpl e, the

of New Yor KB madePSFpo s Fher B e "4 g (o  Ese oast "o die
Uni t ed St ateserdifky om thb@inhaf.or satvi onficd. detwoiK . pxﬁ@emf@mm swedée@rini ned when
brovi dor g Ssh ERp ST PR B o e S e R Tk hat
there may bead fpmoim ‘@mﬂférlo @imﬂa exerseghaci ndhedpd Belhd SuPEEOT PRURETHI f er ent fashi on

to New Yor kg, [,0036]al:,,800t ReLeeRodLARAler «dn8t A EorkhBaR: kAl MbRgwanl y upon
re-transm ssion rates. other factors are considered in order to cietenmane

net wor k per FORITEREE ST FBIe CEREHPE 887Ve - HECFO HRATRTIT D BF" 158 EHTY of data,
m ght he cops b@!@m@h @hOmen Wi bhing @ricfanghssd QReb NO3, @fedelection @eker m ne
network problens. | %{%et anot her enbodi m?ﬁt daC a otf %I%OX_&Q% e&etransm ssion
rates are thé f?ﬁﬂpf FO18 %tb Sidersd t tBRTVRRE oY RVBF obre

exanpl e, netdﬂﬂmkcem&ﬁbfldﬁn‘&hmeghtf doelolyagiedd olbyrs gpon lacowndr tomumpf mss of dat a
packets. ORI, %h?ocgtﬁgtn%&%@taﬁf A0, UL QRATRUS S YRS BELAUDEL S T om BGP
are stored, fen net wo erforna jriromt data center follow ng a
particul ar rdsudfiepey Hmyll‘hé“ﬂé@@?hﬁ"nﬁwdh‘Félr“i‘éﬁﬁ?rﬁ’ld%d UpHED$ BIEF ansni ssi on

rate from data, ng%gitf%rcoﬁmg&(g}k&mt!@the&Wﬁe@ﬂ&l ¥roBi ghwh @l @nnRgna@cRard i cul ar
path. The data provider may select not to transnit data suhsequently on the

routing wi t FPEHEEHE GHSTE. FHEAs FPSERENT A4f 8° Yntii it 850 881 ¥t anot her
routing wt hraﬂl%@ﬁﬁloﬁﬁtﬁﬁﬁﬁu;a{ 2038] Ap néthbtishéiatd ongiofk-Sheds! bakiems.t & col | ect
and anal yze netwo erformance data, .according to an enbodinent, is shown
in Fig. 2. A%t %gﬁhifg‘im‘? ResEFVer “5?%1557%1 Cg%fl 501“‘20 sﬁq%t grmggdm ni st rat or
or progr am"reﬂrffeﬁm dzhvatnteonnect uﬂmatedatnaﬂ urhan'*smmvsl rteh@ﬂcmnwemtdr@hs made from
t he SErvers %{9 gl I EQ\;H%T 1%%{% 4§C!:[19dri(,e[d’lwc!1g8 lﬂig B&LE Q@O &%Q.Q%tdb@ln 'Egat a are
retransmtted d in st § ¢ach server sends the connection
data stored dte@dcawwm LD gt \@m\@@rd@érwmﬁé] HT et ohel&sr e FocorPEEt s t he.

connection data,.apdHhen.a09redahasnt RE-GAANEGTHQN (Hat ahr-omall of the
servers. As shownh in step 205, the collection server then s&ats t he

connection JPETFHIRIEE QS GFE O TRE CTEfiTe CE TN SHAHOTE S ed based upon
the data Cenﬁ(ﬁéa&cm&fﬁ}ﬁ}chtﬁ% 1&@6\1@5&“&5 enhecai@de-andntkustes  noforthe | ocati on

or routings of the cl 1 on._nay. be hysi.gal  real -worl d
| ocation and™tj ﬁé&n]o%msctnog c,olo atigm mHD atlsof:xa S€ ¥1 %an au Sono}ﬁ)o]usnosyst em nunber .

Finally, in stepy 02@:zauobaﬁeﬂtmplopﬁfiobmrs@mtteutmam@b taggregatedisonmect i on data
at the col | et} on, ser, %%m@ﬁ&mm&wgm%Fk}amnEe, sglui?élem%%@mm he

det ect ed usi ng re- transm ssion data as an i ndi cator. g rates of re-
data center might to moved to the other country of new colocation. in other words, more

accurate network performance data enables & more informed cheice 1n order to select dat



transm ssion at particular areas of the network indicate a high likelihood
of problens As a result of the analysis, subsequent connections nade to
clients may be made froma different data center or use alternate routing
in order to avoid network problem areas. [0039] Havi ng nore accurate network
performance data also allows the ability to decide where to place or |ocate
data centers in order to be nost effective. For exanple, data may be served
fromcoloration 1 and coloration 2 within a given countr After perform ng
measur emenPEVISFS FatFEBIPK WERT BFIRAREES M ‘ﬁ%‘“r?éf%fiﬁmﬁélf"?gd? ﬁ‘én?%crdat a indi cat es
t hat col or ativem pdri@neneoleatcahd: any 2o haueed hi gh re-transmission rate to

maj ority of users. Another set of colorations mght also be serving the
sanme users from another country or location. If network perfornance data
indicates that the re-transm BsRoOWARt @VEBVitWe set of colorations from
anot her C?Tgwﬁig]y Of;o TQQ%%QQCI\J &nﬁ%ﬂﬁfus&r&t&e 1 el Q@Laﬁf?\&nﬁ)nwz% center

m ght to noved to the other country or new col oration. ot her words, nore
accurate nettlmbq@l"pj@?fﬂéhmmé“dlé#‘amelﬁi@bmé@@% %ﬁ@@ h‘fséiﬂ?n?é)él igfigFce in order

to sel ect q‘@st A oPEAMI I8 HSnERRE nBXRkBI ot D hestiReRbofaBnes: i n terns of
re-transm ssions or any other network perfornance npetric that may be

anal yzed. FSRENVRE: OVERVMEAPEOD40] FI GEFREL P P oh| BRI 8§FEm Phat
illustratesia Lﬁﬁlml&ttﬁzﬁn ﬁlyﬁlbﬁm[)éaﬁhhupeman\ﬂhh Q&be@ﬂn@ﬂiﬁ@d{mmir cof:r t he i nvention
may be i npl enent % Sy, rrg - 5 geg’laa@n hile mzm um{s Eher

communi cat |%ﬂa‘%%ﬂéﬁ H°F 6Pupée r’r‘(ﬁnﬁ‘iS EitIQ OlIF““rllfn ¥ AL : pr ocessor 304
coupl ed wi tdiedous bB0Rcdigr 3pF. dﬁasmemgm%)ﬁ@mmtay bﬂuSﬂmmlutﬂeérte@y(sﬁlém 300 al so
|l udes a Rl TPIRE Y. 800040 YRR, A B00OMAGLESRLRARIY Ll AW or ot her
dynam c storage device coup 02 for storing information and

i nst ruct i onscsd beresssuted Wmﬁ%@:‘@%ﬂm@@@er WRINPESHEHE0)!Y 30618 so may be

used for st@rhnGol &R dhY ¥3hd-abli8s:RFlOLheE :@m{e{tmls@&@mrm@mat i on
during execution of instructions to be executed by processor 304. Conputer

syst em 300 PArEEHOTHE] RigEeoas Pe ad Gy ety “(“?QEM magBEisEkY her static
storage deviie: cAUR Levila HHSu3Q2 1f 1k 381 F LingnShAabheich afdhALi@n. and

instructiong for ocessor A storage. de ~310 ~ag @2, magnetic

di sk or opt ﬁ’g‘gfl? d!%l’ p“ﬁ%“ﬁ?%&%@“ﬂ“ T o o1 &88 ?Do a““@ﬁmpr or“stori ng

i nf or mat i oncadnd: fansibe (G T 0fs disflO04 11 Compint ez System=B00Ammayt Beicoupl ed vi a
bus 302 to ?114 nt?igfkigfy alé\fa%mmﬁ%ngd Q“‘El'cﬁ*\gsakn %J? drt@}[)ust%b@ol(a%;amlcitﬁc’ di spl ayi ng
information'to a c user n 1'nput device 4, | ncI udi ng al phanuneri c
and ot her kayasmatos d@fbﬂmfé@@ BOSBORS [ BOREsHE J@‘bn‘i’ﬁﬂ‘ﬁ?%é}ﬁ?? AGHPTFBE AEtion and
command sel eGliQnsy i1 &89S Ohod4. e ARAL NG Luts¥R8re@fontksRITod NPUt device is
cursor control 316, such as a nouse, a trackball, or cursor direction keys

for conmuni é‘é?‘?ﬁbcamf%@ﬂ“ﬁﬁ“ﬁoﬁ?ﬂﬁ%ﬁdl‘8??“&?1‘83“66%%?é’eeiS?tf ‘o8 “Fo processor
304 and for g@rﬁﬂmbo&drtdﬂg}ov@wﬁﬁﬂfmm@ﬂen’ﬁ“mq opudiesipt ayic8b2as thiddenput devi ce
typically has_ two degrees of domin.two a fi (e.g., X)
and a secon&fsfé%?ﬁ%n &) 81“)*65y3*”5£tdﬁ e HT GRS 1" dlé‘%/ﬁcg'é"%’o&gtpaég%s%%l positions in
a plane. [0@42fTheciinvention:hslarel ated to the use of corrput er system $00
for inpleme g. L gues; . d e Lein A\%;Q}r L.Q.0ne

enbodi ment 004?he |£%$%%e§|9%£1 geq‘ﬁosike@]?g(% (ﬁl gﬁ@ﬂ ‘ar em erfor rré%ly conput er
syst em 300 it &r\é@wﬁé@q@@ﬂ@@eg‘@w&%@ g ebtiurg Gh‘ép grenyer-eigequences of

one or nore gt iet LORSMEOR! &Jngmﬁ@ dyBreB00 B BRIBEYo &Q@%‘sesummnﬁﬁnﬁ uctions
may be read into nmai h nenory from anot her nachi ne-r ead. Qﬁmadl um

such as stor&g¥ %Q/‘l%@%‘i‘é’f DR S BHTRTOE gﬁﬁggﬁdgﬁ?@g@%}oﬁ T ¢tions
cont ai ned i ramaﬁdnlausrfﬁmeyeﬁeﬁm CAUSESIPY G&‘fﬁﬁcﬁl@Encﬁ&émhﬂmﬁ&&zfd@hﬂmlthkempI’ ocess

st eps descrl b qda Q{S{aneg ViuC 31/? ig{unat I Vi %@ﬂ%g%s@%s f%leOgb Ckm;djﬁg(?lq !I?é!]lr CU| tr y
may be used ' f) of or *i'n"co |na| n h™software 1 nstructions to

i npl enent th@mouvié)ﬁtcp@m prfﬂrm; Serbodicmentegrofstde: invent bortake not |inited
to any specigfi¢. CoOnDLNALLON O haf WRLE L1 e Wkdd Y pARM S OTt WAk ation

with software instructions to implement the inventon. Thus, embodiments of the

invention are not limited to any specific combination of bardware circuitry and software.
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[ 0043] The term "machi ne-readabl e nedi umt’ as used herein refers to any

medi um that participates in providing data that causes a nachine to
operation in a specific fashion. In an enbodi nent inplenmented using

conput er system 300, various machi ne-readabl e nedia are involved, for
exanple, in providing instructions to processor 304 for execution. Such a
medi um nay take many forns, including but not limted to storage nedia and
transm ssi di St ar d l.at hkguwmedi a and

vol atile n@ﬁ‘n"sme l@ﬁw\% %?bg‘f %3 aﬁ‘?(?lllé#l SQ@E%?LQEJ%?&%I&%‘ optical or

magnet i c d:hsﬂm;ucm:cﬂmam@maldatgéhaﬁ@’iiﬁ?é1@2’@% WGIPEERITED ASRIF A 1:‘i“?E‘IOErdes dynami ¢
menory, Su?nhan%Eb%&t H}?'@ﬂéﬁteéggnﬁ & &m%MOnﬁﬂb@ Ihé(&ﬁmblﬂﬁSamd)aXI al

cabl es, copper wire an ber optics, 1ncludi ng t he WI Mes thatt corrprl se bus
301 Transnivsék & HW@‘GI?W%&W“@H@ EARBRE BETEBPTH LOPOSEShSYT 7 o T 8ht waves,
such as t hgsg .genehah&dudutd N eriacicaame: andnitnd tatared rgat and

comuni cations. Al such rredl he tangible to i.nstructions
<] I Fd d dn
carried by TEHESHEYFEE o> 'padRt @c‘f@éﬂeﬁ;%/@% m'ﬁ yeiEar d] %ar?l?sugmb that reads the

i nstructi ongrivek@e aledimmhiium@,;o{ @@zﬂaﬂl]eﬁﬁpmﬁm frmlrmc @rﬁhsnnie?hﬁsrfélfﬁ%éadabl e medi a
include, far ex; ISk A hlexi TR r.aosdi sk, magnetic
t ape, or ar‘}f/ ‘%Ctﬁgp{] M"m |ci{%§%<giég d%%m %\/lmcgn kgfmgp@(;@t}l cal medi um
puncheon' s”{rmpzemﬁbrap@i;azacm}demdﬂ@ﬂ cgbﬂy@c@mmww 00 SR ECTERE of hol es, a
RAM a PROVL.and | 'c:rgggglous 3ob LAREEERREM e B0 Qb @lke Ffﬁm&l‘n)k)i @hiupicafr cartri dge
a carrier wave as scri bed hereinafter, or th medi um from whi ch a
conput er  cdishirveae: SFOOMBIVETTEHS dfl%‘fqﬁaﬁfw%é‘?ﬁyﬂjg gzgﬁfﬁbl e media may be

i nvol ved i nogafuhiyidask Q08 ued mil! Qus equeficese efivene ictrumpnecdmsithyuct i ons to

processor 304 for executi 1 the | nst.r y initially be
carried on @ Retmecs éeL%ﬁ‘eg?"’Bf’{*:‘él"Flerﬁ%ggn EomBUTER efﬂ%r%%iéo(rargtﬁ]éd%onput er can

| oad t he |r‘x§ztchm@t| ons into its dynamc rrem)ry and send the instructions
over a tele e line u damd.ealotQ.&0Mmulesy syst em 300
can recei ve[%l‘%i dat’a "o Cflﬁgmale%%(%ﬁgaﬁgﬁflgﬁle and Use an Infra- r%ed transmtter
to convert fﬁ’ﬁeadaﬂﬂﬁ” digk, agrd itnf. m&n@xé@tgﬁ&py OUAF TRATRYR redyrdat-Ect or can

recei ve thepgpft A GALF Lty n{%dﬂ‘uﬁe dn@fﬁcraﬂrsr;eagaﬁgpgw e Opfb@tenci rcuitry
can pl ace tﬁ a on Bus menory

carri % .
306, from whatets erk@@é%N?GﬂzQ%ﬁ“F@?&@\%ﬁ@é\igc %E% e © ?tlﬁl'slillfpd%rtl ons. The
i nstructiong,f 8CelVRE YRk e FRIREN 3 QbreiMBer Optromnad: lnyediver istor ed on
storage device 310 either hefore or after execution by processor 304.
[ 0046] Corrpu‘t”é‘tC § G SYEHT $30°%4 so i ncl udes a conmunication interface 318
coupled to lm@331302\za1§30mmm Catatiomn-ientaifragie: BHeepr oWl sy RHeoWdy dat a
conmuni cati on _cou e n%;@\qm},@ a | ocal
net wor k $22"°Eo OLPQCQS%OQ? O%%%n\r%?%égoé%ﬂk’f%% g?#?%zoj§§%gﬁgly be an integrated
services di gﬂetladtruﬂ@tss/maf%nm@mﬁa@a@ ob o srenstipdidlen 1 EUPFE GUTHETa dat a

comuni cat i 9@&9&%@9@ 2014048 RO ESPANINGENPRcOtal spbane |ine. As
anot her exa muni cation interface 31 area network

(LAN) card tu@trmﬂ@m Qe deleRen HEmHIRF EROF BN’ “é‘%ﬁﬁ‘ﬁé&?ﬁ%‘ﬁ “‘c’%‘*%“fé’%gr?p’%t | bl e LAN.

Wrel ess |inks iBy--ak 80 eoh mplLnBnkebhe aild'lusalayuﬁfuedéh irarphenrentateo

comuni cation interface 318 sends and.r, ives elec d%{ﬁgtromagnetl C
or optical SPgliHEIest ngé]r“fl‘il ar f?ér“ﬂ% R SE Sahe tége%arﬂgisaghetl ng various
types of i nfigrdmat ki@l ar{d&@ﬁ@ﬂ)r[‘d&tcm@mk‘i Eamka@2@ dappingab BYE. grovi-desisdat a
communi cati on t hrough 2% NEL Works 104 ather, data.cdeyiees. For
exanpl e, net@%‘%‘%ti} Tk 32 "\Orr{aogn%gng\‘;?ﬁe\fgc’coﬁnectl on through | ocal networ k
322 to a hostsucoiput B i824ctiors T WA e eqUIPHEREopEr AtetTBy° BT fit er net
Service Pr OVJ ek d%@?*)m 326+ b4§9<,§e§@ bRkt by PRRWséles4 dat a conmuni cat i on
services throu e wor | packet data conmuni cation, g \1’1\]9 J({(n w

comonl y ref@4@d t@mayet cﬁ’@rﬁm I3@|(f @?%&‘tl"ld%ﬁgon‘%lﬂ‘ At ROt and 1 nt er net
328 both useyg h@ﬁtG‘dnﬁﬁJmaaz&Jm&ﬁlEﬁ@ﬁam‘;&hmdaaoarm@prmv cak cehgnaEtsiot hawliear ry

digital data streans t.hro t Var yor ks and the
signal s on n@t&\ﬂﬁwmmhkp%t%t g‘r‘?&n?cﬁcra 51 dfﬁ(%téﬁélﬁg%oﬁl cat ?glﬁejlq% erface 318, which

carry the di gintradnicd@dnantacan rfmdmacmtwatefk sesyiss dini80etvoat @SlX il ary for s
of carrier waves transporting the information.
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[ 0048] Comput er system 300 can send nessages and receive data, including
program code, through the network(s), network link $20 and comuni cati on
interface $18. In the Internet exanple, a server 330 mght transmt a
requested code for an application programthrough Internet 328, |SP 326,
| ocal network 322 and conmuni cation interface 31.8. [0049] The recei ved code
may be executed by processor 304 as it is received, and/or stored in
storage device 310, or other non-volatile storage for |ater execution, in
this mannea BWEHH EPVE TR0 TRV LB ECROHP BT RO ECBEE i n the form of
a earlier WaoNgeiind Mst:hnd: XG0l BEnSREICifoh oatrizon; 1 8entyadisnent me2of t he
i nventi on have been described w.th reference to nuner S sific details
that may vEROF Mm% {‘éﬂ’i@?‘ﬂg%lf‘ FEh ST it e hen Céct%f%%.mlgﬁﬁgt?ﬂétslﬁfg&sol e and
excl usi ve wngdigaines mof aiwhatnmpisméhe iInwentuciomplamdiisn. copeadedo” by t he
applicants.to, be. the invention,. IS, vorl oE LAl I hathal gsve fromthis
appl i cati ofP*“ {4 fiﬁéenékb‘éngir%’l“gg %?Cﬁ@ia}ﬁ%\%ﬁ?ﬁd’gﬁgﬁpgﬁam&?ﬁsg}ue, i ncl udi ng any
subsequent deoriries tiems rcpryended yaiors GRS EXPIESSIY set forth herein for terns
cont ai ned i[(gb4§PChN&lw8ﬁ<rf§q< §ﬂﬁ&%ip£@‘ﬁ%xﬂdéﬁ&@m ORARL OGOl EUE bnd @B as used in
the clainms. Hence., no limtation, elenent, @rfgper,tyh f.g_g;yreé .advant age or
attribute thaomkis oior dusdess| 5 PEEede Ot B CF AP RGN 851" t he scope
of E uch cl qiiggﬁ&_jh@@cale}@wo\ﬂﬁca :,Jbﬁossa&ﬁ@ﬂﬁtérﬁa& bﬂﬂdﬁméql_ﬂflm mgsu@rhe an accor di ngl y,
to be regarded i.n an illustratjive rather than a.restrictive sense. CLAl M5
Wiat is cl diRBg Segice f?“"ﬂmﬁpﬁdg'cﬁﬁﬁ’% §i RGOl 3‘%??05%&‘%}%%? connection
data for figstcedatasapnaettvionsackiattcaraniayaes pabbiishhedopetien one or
more clients _and one Qr nore.servers, and,{ 8 ~6 selvicedaby a first
| nt er net sé?b?%ﬂfejtoﬁsr%?/ﬁ‘ %{IT}?[ 5%1%2” C%nn%ttﬁgﬂsﬁ%?Q%%%ﬁejggi))%tﬁgéat a, deternining
a first re-diecansmngsiconpticatsentiothat teryfdigist dageta2 o nie S BN Eolf ect i ng
second conngetion.Aal a,f Qf «S860RdHal-aROMNREE ineRsh thatuadeo{a) established
bet ween the one or nore clients and the one or nore serégr%ﬁ and that are
on

(b) servi cedttyced ! s atbRgaTber et daa iy e P CAPHET Yo 5a t he second
connect i on datd.: A6 LR % SREQOL Nk endifansambssi on rate for the second
data connections: in response to determning that the firs re-fransm ssion
rate exceed®0&lt hr%%*f?ﬁ'}ed'y\‘?ﬁllnf}g& SRR AL 6 T d%éi’-l P rat
does not exeeedubhe thhieshiol dnarabiidinkrae errendivnigstiop ontties ohe e nor e

clients, that the one or more cli I e6ANTIgUEE N8Il At SrRekarS er Vi ces
to be servi edmbfi/'}‘aflﬁg’ %ggélnﬁ%%ln%'fﬂé&ﬁﬁg%]iere\fi ce provi der%;%pvc\?nerﬁei n the nethod

i s per f or nechrieh onenaB2Hre 26 dppltdigridey prdemmunication interface 318,
3046]  The received code may be executed by processor 304 as itis received, and/or
stored in storage device 310, or other non-volatile storage for later execution. In thig
manner, computer systemn 300 may obtain apphcation code in the form of a carrier wave,
In the foregoing specification, embodiments of the invention have been deseribed with
reference to numerous specific details that may vary from implementauon o
implementation. Thus, the sole and exclusive mdicator of what 13 the invention. and is
intended by the applicants to be the invention, is the set of claums that 1ssue from this
applicatior, in the specific form in which such claims issue. inchading any subsequent
correction. Any definitions expressiy set forth herein for terms contained in such ¢laims
shall govern the meaning of such terms as nsed in the claims. Hence, no limitation.
element, property, feature, advantage or atmibute that is not expressiy recited in a claim
should limic the scope of such claim in any way, tThe specificanon and drawings are,

accordinely, to be regarded in an illustrati ve rather than 2 TeStrCuve Sense.




2. The nethod of Claimt. wherein the first connection data conprise a
quantity of data packets sent over the first data connections, a quantity
of re-transmtted data packets sent over the first data connections, a
guantity of data packets received over the first data connections, a
gquantity of retransmtted data packets received over the first data
connections, and round trip tinmes of data packets transmtted over the
first data connections; wherein the second connection data conprise a
quant iggﬂé dat a packets sent over the second data connections, a quantity
mtted data packets sent over the second data connections, a
quantmhymgbm&&kaspackets recei ved over the second data connections, a
quantity of re-transmtted data packets received over the second data
connections, and round trip tines of data packets transmtted over the
second dag@ngggﬂgghfggg wherein the first connection data and the second
connection data further conpri se geographi cal Iocatl gfornatlon about

t he osmdleginanrecopnecaing data [oitiepivate PpBTEesy thehasy (aéﬂﬂ? ?Ee PEYFLU 8L soci at ed
with the Ol &re UiV LS (914 oiﬁappT s@@&graﬁ@magﬁle {BP&%@Jlée‘arby' A TRk hc@Berdidout the

one or nore servers, ication identifiers asSociated with
appllcatlomﬁvﬂeNV|ced by the one or nore servers. The nethod of Caim 2,

furth t first Jrst dat
connotFo e e o eertpiy O Ak haF R e BRe ks g o O

re-transm ggiheioh@t € conputed based, at least in part, on the quantity of
re-transnitted data packets sent over the first dat j

connectj.ons:
generaﬁkﬁ@%%@@@ﬁﬁf§ﬁﬁﬁpgﬁﬁé§ﬁ58%¥@‘¥%ﬁ“@ﬁ%“§@% ﬁﬁ”ﬁg@ﬁﬂ@gﬁﬁ%%?ﬁ%ﬁ? wher ei n

the second,st, g& blstgdbﬁ%aclhexqglﬁx?d GRS bi%@i%@@ﬁ@}%cmq hé@rd MARGNicsS b sdcah®
conput ed base at least In part, on the quantity of re-transmtted data

packet s sehiterosteervida@reagond dat a connectlons 4. The nmethod of d aim 3.
wherein the first data nections. a are
%)?sga 88 ﬂé?cs(?fj(%ndi] crc;an e[c§ ij]%el%a cfe%rmmfm %e@qusr%%paﬂgm g?i'bf’?‘ rRORR G §c9<91%1

estab ransm ssi on protocol I ncl udi ng
a Transm SgiQBorfEetddnel Protocol (TCP). 5. The met hod of Cla|n13 wher ei n

the first re-transm ssion raée depends on, st in &g p Hﬁ%lty of
ser vi %@Smyi%rwlw@a‘ftﬁ st ‘Ienrf@’rsﬁést“%é‘?‘t@ }é@egﬁ %RF{%‘B afd*© 6?\ st cal
characteri glic§, Q.. Hrgr%ﬁiksﬁ&trag%@s FARREEH ENBiesNIE S rEddensedondtio
re-transm ssion rate depends on, at |least in part, a quality of services

provi ded byhetdme 08 m@tﬁmilemﬁ,ttéatrtbet OnPEITVRER Cb@*’éﬂ/ﬁe@fé?ﬁgﬁt’f‘dhf}h%ﬁ"ré%ﬂ services 1o

wherein the method is performed by one or more computing devices.

2. The method of Claim 1,

wherein the first connection data comprise a quantity of data packets sent over the first data
connections, a quantity of re-transmitted data packets sent over the first data connections,
2 quantity of data packets received over the first data connections, a quantity of re-
transmitted data packets received over the first data connections, and round trip times of
data packets transmitted over the first data connections;

wherein the second connection data comprise a quantity of data packets sent over the second data
connections, a quantity of re-transmitted data packets sent over the second data
connections, a quantity of data packets received over the second data connections, a
quantity of re-transmitted data packets received over the second data connections, and

round trip times of data packets transmitted over the second data connections;



6. The nethod of Claim3. wherein the one or nore clients are

geogr aphically mapped onto one or nore clusters based, at least in part. on
geol ocation information associated with the one or nore clients. 7. A
system conprising: one or nore servers; one or nore clients

comuni catively coupled with the one or nore servers; a collection server
configured to perform collecting first connection data for first data
connections that are (a) established between the one or nore clients and

one or_ nore. servers, and, that .are (b) servic , i E servi ce
provi8@??mﬁg§ﬁﬁt8ﬁm?ﬁ5mﬁ?%§?dggﬁﬁgéd%@ﬁneg?%ggﬁ%%g%ﬁ§%§§%m§£§§%@ﬁgm
re-transm gsisRA indbeatfarabbitehd bdestr netat alieonhgehbionsiocaal i) edtiicpgprs@osnd

connection data for second data connectioHs that are é&%.es%abLished
bet ween t h&SHBELY rHIeeTE O BIFFSCIERE: T8I BRI IPCASE e RAVIR E0UAY tat are

(b) servi C&gn@é 58 SECHAR A hMEhN len $BLY hEECiREOWid applidasadeancdig second
connection data determ ning a second re-transm ssion rate for the second

dat a conneoteiconsire pavegresponse to determining that the first re-transm ssion
rate exceeds a threshold value and that the second re-transm ssion rate
does not exceed the threshold value, recomending, to the one or nore
clients, thedmeded onelaon 2ndr@ercloimpritsigr econfigure their Internet services

to b iced by th |nt er net _servi ider. 8 The system of
O af mEPeror B At FFA LR Bo ™ HBFTL B S §aaHE TS aat o

packets senfm@ieind M8 bltfafimdabRrEOnnaaldOmiSad, 8t IAARM pdy ofthel@uitiaasm tt ed
dat a packets sent over the first data connections, a quantity of data

packet s reweianenitpdaiptatiaekers et o\gatha fediaconewdona quantity of
ret r ananl b e Al A RRELS lRe AR VR PYRL odfieoddnl ShneAah Brconnctians; and
p of data pa |

t
round tri qmes ckets transmtted over the rst data
connect i on&sta comprise the second re-fransmission rate computed based, at least in part, on the

quantity of re-transmitied data packets sent over the second data connections.

4, The method of Claim 3, wherein the first data connections and the second data
connections are established according to any type of data transmission protocol, including a

Transmission Control Protocol (TCP).

5. The method of Claim 3,

wherein the first re-transmission rate depends on, at ieast in part, a guality of services provided
by the first Internet service provider and physical characteristics of the first data
connections;

wherein the second re-transmission rate depends on, at least in part, a quality of services
provided by the second Internet service provider and physical characteristics of the

second data connections.
6. The method of Claim 3, wherein the one or more clients are geographically mapped onto
one or more clusters based, at least in part, on geolocation information associated with the one or

mote clients.

7. A system comprising:

i4



wherein the second connection data conprise a quantity of data packets sent
over the second data connections, a quantity of re-transmtted data packets
sent over the second data connections, a quantity of data packets received
over the second data connections, a quantity of re-transmtted data packets
recei ved over the second data connections, and round trip tines of data
packets transmtted over the second data connections; wherein the first
connection data and the second connection data further conprise
geographical |ocation information about the one or nore clients, Internet
Protocol (18" B§dt ¥ br ef i xes associated with the one or nore clients,

geogr aphi cale o aead éiptd dafrerumidtaiiody aboldd wiiethenee or mnorsenses ver s, and
application identifiers asspciateg?mith applications serviced by the one or
more ser vet @llegiomsgeyes GUtGHCEC BYTHITHY 8, wherein the coll ection server is

further configuied.tQ REhHMioDeRSIATAdatkictilectbith@latC@l edttlighddor t he
first data connections, wherein the first statistical data conprise the

first re-transm ssi detweanéiccoepeines: Higisdnd ghe piease seiyepartd hy it R
quantity of re'tra”%ﬁ%&%ﬁ%v%ﬁﬁﬁ1@@?&?%§w§f vQuer the first data
nd statis '

connections; generating Seco ical” data for the second data
connections, whese&i & thbérs econrdist datd, déteoahingat asiconanisigsittheisoe ted
re-transm ssion rate_copputed based, at least in part, on the quantity of
re-transmitted data ‘B $NEEHP"Bver the second data connections. 10. The

system of O ai nao%ectm%fa&jnﬂ cbheclibd 8dra fakécs@anechimbsordntkitaftgasecond dat a
connections are established according to any type of data transm ssion

protocol , includi ng establignd hrspbiic AR BPTEMIgHE b he PEPyT MO SSHRE: syst em
of daim9, wherein t filr - 1.SS] n, at least in
part, a quality of saélp\??%gécs(%)r%&%%g }by e?ﬁ{ecp[?f%%%ﬁtﬁg?ﬂgfdegepvi ce provider
and physi cal chissatbeticstions cafnetiive: data, sttedian meoonp@ctrE-orBSMIFheT @it t he
second re-transm ssion rate gﬁ ends oa at least in part, a quality of
services provided by°f B8 Se088AH FREEFAYY servi ce provider and physi cal
characteri sti csipQfsphh® 18 @6ensinhatifa: GRMeCk iRSmission rate exceeds a threshold

value and that the second re-transmission rate does not exceed the
threshold value, recommending, to the one or more clients, that the one or
more clients reconfigure their Intemet services to be serviced by the

second Internet service provider.

8. The system of Claim 7,

wherein the first connection data comprise a quantity of data packets sent over the first data
connections, & quantity of re-transmitted data packets sent over the first data connections,
a quantity of data packets received over the first data connections, a quantity of re-
transmitted data packets received over the first data connections, and round trip times of
data packets transmitted over the first data connections;

wherein the second connection data comprise a quantity of data packets sent over the second data
connections, a quantity of re-transmitied data packets sent over the second data
connections, a quantity of data packets received over the second data connections, a
quantity of re-transmitted data packets received over the second data connections, and
round trip times of data packets transmitted over the second data connections;

wherein the first connection data and the second connection data further comprise geographical



12. The systemof Claim9, wherein the one or nore clients are

geogr aphi cally mapped onto one or nore clusters based, at least in part, on
geol ocation information associated with the one or nore clients. 13. A
non-transitory conputer-readabl e storage nmedi um stori ng one or nore
sequences of instructions which, when executed by one or nore processors,
cause the one or nore processors to perform collecting first connection
data for first data connections that are (a) established between one or
more clientsan gnfg%%tzgg al Rl Fhe Sk \6?51%1‘ &@ﬁtstﬂ%n&rﬁot()@l (PFEYICRPrdike@ Ti TSt

| nternet service provi based “on th I'rst connection data, determ ning
a first rexsgcrcmt‘eﬁmnﬁmhenne aimofre@memth@ebazm]sﬁ;cajé{dzcatmomﬂ@*ctatl@nsboucthlﬂoe@t| ng
second connection data for secorad %ata conne S thta gg%\f%stabl i shed
bet ween t HE T8HBSEYE GRS 2R @RS IEHE TS e Wtﬁrﬁ?péw é%?éemc and that are
(b) servicgd b¥ose eeeeNd I nternet service provider: based on the second
connection data, determning a second re-transm ssion rate for the second
data connections; in response to determining that the first re-transm ssion
rate gxceegs . EJ? ?%ﬁﬁﬁ elh @J?gcﬂqe@ﬁgn lheerseaend: d’oﬁﬁ%ﬁr@@&nﬂéﬁ)krﬁn rate
does not exce of he reéh recommendi ng, he one or nore

cl i engaeratihafirst hetioing dara fopthe fritidentconrestont kyenca: thhdist shinttistinigta ser vi ces

to be serviced b cond Lnternet s r.o er

non- transi“t"H}pﬁ‘S?‘:ﬁ]ﬁﬁJﬂ’fté? %P’Ié%ﬁ%?%ra 8}?“{%@ % Q[ {%Ipaﬂ &i@lﬁ\gl\%ngrweo{n t he

first Conr‘r@(ﬁahﬁﬁltt@@ti&a@%ﬁé[sls%ﬁtcﬁieﬂmamﬂtﬁ&‘tdﬁbmﬁat}@zspackEtS sent over the

first data connections, a quantity of re-transmtted, data packets. sent over

the fiZERSraltigsacane niEstiGabie (o i parCtdplagion bRt ian D AR st Fé%cé’i“ SaUG8r t he

first datayen &%ﬁf‘fsb O SsechdFHARR I Ysi Qf rafe%%ﬁ%ﬂ%@ﬁa&&jdatQQésﬁmﬁﬁﬁk@{ $el ecei ved
a

over the firs ta connections, and round trip tinmes of ta packets

t ransmi t t eqhaowgrof thearfsimised @mwe&mmvmﬁ@ sepder dsiaconpectigesond connecti on
data conprise a quantity of data packets sent over the second data
connections, a quantity of re-transmtted data packets sent over the second
data ¢@nnetid @@‘ém o cqauam ivh)ereﬁxf the dira d%@bﬁ&tiﬁ%ﬂﬂl%ew@rdatme second data
connections, quant i t% re- transmtt dat a packet s rece;ved over the

SeconeoHSENe érﬁr?éfé}? YRS 2CCANF BFRY ‘Xﬂel‘% t‘tP HELSTEFSIIRPR Y58l R & Sans i t t ed
over GhgsRRGONE Al GenNeeEPONS;

11. The system of Claim 9,

wherein the first re-transmission rate depends on, at least in part, a quality of services provided
by the first Internet service provider and physical characteristics of the first data
connections;

wherein the second re-transmission rate depends on, at least in part, a quality of services
provided by the second Interpet service provider and physical characteristics of the

second data connections.

12.  The system of Claim 9, wherein the one or more clients are geographically mapped onio

one or more clusters based, at least in part, on geolocation information associated with the one or

more clients.

13. A non-transitory computer-readable storage medium storing one or more sequences of

instructions which, when executed by one or more processors, cause the one or more processors
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wherein the first connection data and the second connection data further
conpri se geographical |ocation information about the one or nore clients,
I nternet Protocol (1P) address prefixes associated with the one or nore
clients, geographical |ocation informtion about the one or nore servers,
application identifiers associated wth applications serviced by the one
or nore servers. 15. The non-transitory conputer-readabl e storage nedi um
of Claim 14, further conprising instructions which, when executed by the
one ab peMs@:processors, cause the one or nore processors to perform

Oene o LRt it B4t S 00 LR i, SR gther f

rstr ansm ssion rate conmput ed

based, at J,§a8kedtfarRaht or Adrd Revegdland ihbyaro{breemtided s mifirttddrethat @rpacket s
sent over the first data connections; generating second statistical data
for the sdueyiderdata connections, wherein the second statistical data

gorrprﬂva%gd &p;[ﬁe 306 U bt RN IPLASH IR aMALG SANRHE86h RASRM thedlrstld@ast 1 n part,

n the quantity of re-transmtted data packets sent over the second data
conn- ct i onennecliéns; The non-transitory conputer-readabl e storage nmedi um of

G aim15, wherein the.first_ data nection | qdat.a
connéﬁﬁ?ﬁﬁ@SQF@dQQWEﬁ??%ﬁ%%ﬁ%é%%?@?%ﬁ%§%k§ﬁéwﬁ§%§&g§)%gﬁggg}ansnfgsion
protocol , #heehdshmge alidansnission raaaterotrs Pmdtiac ete (PTEP)iced W7 scTire!
non-transitory conputer-readabl e storage nmedi um of C aim 15, wherein the

first reJtW§ﬁ§%f§¥W%H“Wéké_depends on, at least in part, a quality of
SEerviGesq Rt H%'sg(,%q?i Q%Yxﬁ;egﬁonf Aot e PhB IR &se&RH e ERN QM bITRE: BNthe RRYE Cal

characteristics o _ e first data connections; wherein the second
re-transm &&i amned@ors:depends on, at least in part, a quality of services

provi ded by the second |nter SEervi QVi s 188! and that
charaE?B%%%%?gge%ngH%t%%%%ﬁ@%%§ﬁ§&§%ﬁﬁgﬁ%@%ﬁgg&m%ggeT é§non-?ﬁangitory
conput er - r gadabhérestonageionea: dnsofor Gtaabdnht Shrevilodl wilee, tdeemonediog. thor e

clients are geographically ped onto gne, or re c¢lusters at | east
' part, o §BOREaET DB TR SO O B WL Ao B G o 8

clients. e gerviced by the second Internet service provider.

14. The non-transitory computer-readable storage medium of Claim 13,

wherein the first connection data comprise a quantity of data packets sent over the first data
connections, a quantity of re-transmitted data packets sent over the first data connections,
a quantity of data packets received over the first data connections, a quantity of re-
transmitted data packets received over the first data connections, and round trip times of
data packets transmitted over the first data connections;

wherein the second connection data comprise a quantity of data packets sent over the second data
connections, a quantity of re-transmitted data packets sent over the second data
connections, a quantity of data packets received over the second data connections, &
guantity of re-transmitted data packets received over the second data connections, and
round trip times of data packets transmitted over the second data connections;

wherein the first connection data and the second connection data further comprise geographical
location information about the one or more clients, Internet Protocol (IP} address prefixes
associated with the one or more clients, geographical location information about the one

or more servers, application identifiers associated with applications serviced by the one
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Or more servers.

i5. The non-transitory computer-readable storage medium of Claim 14, further comprising

instructions which, when executed by the one or more processors, cause the one or more

processors to perform:

generating first statistical data for the first data connections, wherein the first statistical data
comprise the first re-transmission rate computed based, at feast in part, on the quantity of
re-transmitted data packets sent over the first data connections;

genérating second statistical data for the second data connections, wherein the second statistical

data comprise the second re-transmission rate computed based, at least in part, on the

quantity of re-transmitted data packets sent over the second data connections.

16. The non-transitory computer-readable storage medium of Claim 13, wherein the first data
connections and the second data connections are established according to any type of data

transmission protocol, including a Transmission Control Protocol {TCP).

I7. The non-transitory computer-readable storage medium of Claim 15,
wherein the first re-transmission rate depends on, at least in part, a quality of services provided

by the first Internet service provider and physical characteristics of the first data

connections,;
wherein the second re-transmission rate depends omn, at least in part, a quality of services

provided by the second Internet service provider and physical characteristics of the

second data connections.

18. The non-transitory computer-readablie storage medium of Claim 15, wherein the one or
more clients are geographically mapped onto one or more clusters based, at least m part, on

geolocation information associated with the one or more clients.
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