PCT/1B2022/054341

WO 2022/238900

1/36

| B14

3T0SNOD >
INFWIOYNYIN |«
p—/ Y¥ILNdINOD ~/
_J Zhl oLl Ex
> $319110d
A
HoLlany $31010d
<
oz — pOL
INIONT NOILNDIXI
LdINOSYAYT INIONT ADI10d
o01 — <,
HISMONYE G3M
N—o01

431NdNOD




WO 2022/238900 PCT/1B2022/054341

2/36

START

DEFINE POLICIES TO BE ENFORCED BY AN
ORGANIZATION'S WEB BROWSERS

|

202 ENCRYPT THE POLICIES FOR LATER DECRYPTION USING A

200

M DECRYPTION KEY THAT IS UNIQUELY ASSOCIATED WITH
THE ORGANIZATION
204

\\STORE THE ENCRYPTED POLICIES ON DATA STORAGE THAT
IS ACCESSIBLE TO THE ORGANIZATION’S WEB BROWSERS

203/\ AUTHENTICATE A USER OF AN ORGANIZATION’S WEB

BROWSER AS ACTING ON BEHALF OF THE ORGANIZATION

208 _ | PROVIDE THE ORGANIZATION’'S DECRYPTION KEY TO THE
USER’S WEB BROWSER
210 | PROVIDE THE ENCRYPTED POLICIES TO THE USER'S WEB
BROWSER
212

| DECRYPT THE ENCRYPTED POLICIES AT THE USER’S WEB
BROWSER USING THE ORGANIZATION'S DECRYPTION KEY

214 l
"N ENFORCE THE POLICIES AT THE USER’S WEB BROWSER

FINISH
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Identity Object

Marketing Team

All users in the Browser product marketing team

MATCH ATTRIBUTES [ OR ]

Conditions

¥ |nclude +
(- I
User w || adam@za.com @I
- X
Group w |[Accounting

-

Custom w [|[NAME: Employment

= =

VALUE: Vendor

\_ —
¥ Exclude +
User w || moty@za.com ] @[

CANCEL SAVE CHANGES
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EDIT DATA LOSS PREVENTION PROFILE
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Restrict Credit Cards and PlII

Add Description

WHEN USERS DOWNLOAD FILES

O

WHEN USERS UPLOAD FILES

Run this scanner:

8

Credit Cards  x

If scan results matched -> €@ Block

WHEN USERS COPY TO CLIPBOARD

WHEN USERS FILL DATA IN FORM

Q0

CANCEL SAVE CHANGES
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CHOOSE FILE TYPE

DEFAULT. SCAN

Q Search by app, file type...

D Popular File Types ScanAll w
ALL CATEGORIES
¥ Popular File Types Scan All -
Electronic Publication (EPUB) Scan All a
MHTML (.mht, .mhtml) Allow
S/MIME Compressed Email Message (.p7z) Block
tar (.tar) Secure
Storage
Gzipped TAR file files (.tgz)
Scan
ZIP (.zip) View
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CREATE DOWNLOAD PROTECTION PROFILE

Name

Add Download Protection Profile name

Add description

P Override specific file types +

¥ Advanced settings

Maximum file size allowed to download:

@) Unlimited
O Custom size

When files can’t be scanned:
@ Block download

O Download without scanning

¥ Antimalware Scanner

Webroot Threat Intelligence (URL Based)

Google Safe Browsing (URL Based)

M Bitdefender (Static Analysis)

CANCEL CHOOSE FILES
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MANE

DESCHPTION SOPTORNA Y
Add dascription

[ ENTERPRISE MODULES {17}

Add enterprise Module name

Select a built-in custom modide oF create your own with & custom

Tt ARMbLEe

Javagcript code
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SOK Svoiiabiity
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Cantend X
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Wegarss Bafors
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Wi O Black
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CANCEL
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7.5 CREATE ENTERPRISE MODULE

CREATE A CUSTOM ENTERPRISE MODULE

Add a custorn Javasoript cads to oreate custom behaviours on tap of your business 3pps. This module will be
added 1o the pool of custom Enterprise Moduges,

CODE WL AFFECT: Top frame anly v

1 .
2 - );'Jk WY EEENNR NNV VAL ARNRNN PV AL ANRANRN PV A A RANRNN VPR A AAARNNRYN YV A AKARNNRYE VRV ENNNR YNV ¥V

3z »#asise the following editor to insert scripts into the browsee®arx

4 1. You can use island.sdk .to access diffesrent iibraries.

S for exomple island.sdk.§ ix similar to using Cash I35 likrary

6 2. Tontsxt can be refepenced to get sperific details sbout the

7 current browsing session. For sxasple: alert{context.useriafo.amsil}
g will show an alert with the logged in user’s email.

b *rontext url

18 *context, takld

11 *centext.userinfo.yserid

12 *context. userinfo.tenantld

13 *cantext. userinfo,picture

14 ~ontext.userinfo.name

15 *context.userinfo.email

16 3. you can send custom audit events by adding islend.augitAsync{ 'name_of_svent‘) to the ¢
17 4. You ran show tustomized user notification by odding the following in the code:
18 - rpa.sdk.userkotification. show(context, {

19 type: ‘Rarping’,/ Warning {Info - will sat the notification icon

28 action: "Seme Action”,f/free text

21 verdict: "karned', / "Blocked’ | “Warned' | "Monitorsd’ - will be shown as the verdict in
2z tooltip: 'Some tesltip messags’,

23 ink: Thttps:/isome.link’ /7 optionsl

24 closeNotifisationAfherMS: 2888 //optional

25

26 RN W RN N R W R N NN N NN N W NN B R e 0 R R

7R

28

29 - “‘» :)**(xxxx‘i:ttmask Cc“‘i‘?*ﬂkxti*"fl‘xx*
28 should ba configursd to hide 0N shown in 3 webpage

31 %

32 /¥ wvar targetNode = decument.documentElement;

33 /7 Optiuns for the ohserver {which mutatisns to obssrwe)

34 /4 var config = { childiist: true, subitree: true }3

38~/ war texthodesinder = function{el}{ -
36 .

CANCEL CHOOSE FILES

Fig. 3L
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. Ay Seatch Accounts and more.. EE "l ;\‘
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Accounts
Recently Viewed v ¢ New  Inpot
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Default Auditing Profile &

Organization profile

Any change to this profile wilt immediately affect the
existing rules in your organization. Learn more
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= Web Navigation (i)
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8888
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Copy/Cut
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START

CONFIGURE A WEBSITE TO ALLOW INCOMING
920 | COMMUNICATIONS FROM AN ORGANIZATION'S WEB
BROWSER USER ONLY IF THE COMMUNICATIONS ARE
RECEIVED FROM A PREDEFINED IP ADDRESS

|

922 THE ORGANIZATION'S WEB BROWSER IS USED IN AN
N/ ATTEMPT TO COMMUNICATE WITH THE WEBSITE FROM A
COMPUTER WHOSE IP ADDRESS IS NOT THE PREDEFINED
IP ADDRESS

926/\ THE WEB BROWSER TUNNELS THE COMMUNICATION TO A

PROXY SERVER AT THE PREDEFINED IP ADDRESS WHICH
AUTHENTICATES THE WEB BROWSER AND/OR ITS USER

92\6/\ THE PROXY SERVER TUNNELS THE COMMUNICATION TO
THE WEBSITE
928 l
THE WEBSITE AUTHENTICATES THE USER
930

THE WEBSITE DETERMINES THAT THE COMMUNICATION
WAS SENT FROM PREDEFINED IP ADDRESS AND GRANTS
ACCESS
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