Method and devices for the production and use of an identification document that can be displayed on
a mobile device The invention relates to a method for producing an identification document that can be
displayed on a mobile communication device of an ID user and a server arrangement for carrying out
the method. Furthermore, the invention relates to an identification document, in particular for the
authentication of authorizations or qualifications of a person, the use of this identification document for
processing transactions at a transaction terminal and a method for the management of the
identification documents. The term "identification document,” as used herein, denotes any kind of
feature combinations that are Iinked to the identity of a person and based on which the identity of the
user, certain l\ﬁ%&ia{) rtdes or rlzatl(ans and/or other wcums{ es linked to tl}eppefrson of the
olate
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forms, instead the term covers all fezitlre disphiyaetivre ekt oebetised as an ID in the broadest
sense. In particular an identification document is used to authenticate authorizations or qualifications
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with a signatheehisdiolr plossitdadhenedyt o médml@ﬁuf&r&uhirMEtand bankcards frequently make it
possible to withdraw cash from ATMs, wherein a secret PIN code has to be entered for identification.
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user to prove his innocence and the observed caution in dealing with the PIN code.
document is not limited to certain forms, instelael lterm covers all feature combinations

that can be used as an ID in the broadest senpartioular an identification document is

used to authenticate authorizations or qualificettiof the person.

Credit cards and bankcards are also to be seesswithin the meaning of the
invention. These have been part of everyday lifenfany years and are used to pay for
goods and services. For payment, the currentlyssacg credit card is shown, the data
shown thereon are usually detected in an electnmaicner by reading a magnetic strip
arranged on the card or a chip integrated intocdre and sent for billing to a central
database of the credit card provider. To prove itlemtity of the payer, usually in
addition a printed receipt must be signed manuallyhe user. Credit cards are also used
for the payment of Internet orders, wherein, ndlyira proof of identity with a signature
is not possible thereby. In addition, credit caaisl bankcards frequently make it
possible to withdraw cash from ATMs, wherein a se&lIN code has to be entered for
identification. Unfortunately, this type of paymeérdnsaction provides many possibilities
for misuse, so that there are new reports of cidd theft and card misuse in the media
almost daily. This represents an enormous probletronly for the providers of credit

cards, but also leads to high liability risks foredit card users or, under some
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IDs are also issued in credit card format by official authorities as well as private individuals, since
these have a handy size, can be easily produced in a computer-assisted manner and furthermore
provide the possibility of using security features, such as a hologram, an ID photo or an integrated
circuit (smart card) installed in the card, so that good protection against counterfeiting is achieved.
Thus cards are used not only for official documents, such as driver's licenses, social security cards or
identity cards, but also by companies as identification documents, such as for access control systems
or as authorization cards for fT systems. Compared to the cgnv ntional cards, smart ca@s provide the
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systems often offer only a low resistance to offenders, since the possession of the physical card itself
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recorded thereon are evaluated. Copies of the card can be made with the aid of the data with low
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cards while the cards are inserted into the ATMssl®he function of the ATMs is not



The disadvantages and problems described above are solved or reduced by the features of the
present invention as it is defined in the attached claims. The method for the production of an
identification document that can be displayed on a mobile communication device of an ID user
according to the invention has the following steps at an authority issuing the ID: receiving an 1D
production order from an ID provider, wherein at least one user identifier suitable for communication
addressing on a standard basis and an ID image is given by the ID provider, provision of the ID image

via a downlgad a dée S a?)d transmrt}?ssi%n of the downloaﬁl@d%gess to t&zﬂmobile device of a yser. "ID
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e-mail addresses, wherein the mobile phone number due to the SIM card permits a more unequivocal
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security for a certain ID application, in addition an assiﬁnment by information on the operating system,
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implementation of ID documents that.are extraordinarily secyre agai ounterfeiting and misuse.
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(such as the devices sold as " iPod Touch" by Apple), mobile game consoles, tablet computers,
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register with the provider, usually giving his e-mail address. An e-mail address can thus also be seen

as a user ideAMasUREpIeYH. PsigstinedtbasitNAEbrmelRRLiFicdidrEsshkeYPIRekh &aning of
the invention@pligRalbyidRenssiges nH sl GraF @XsiR ehainare: IHpakiee Aitherdauigayssr in

addition to the e-mail address, so that mistaking the addressee (and thus a misuse of the ID) is ruled

out even wHiMaReSSIRIgderdbersrEiniiR iR dilicriysagriaradne RAN haakeenfelinied Bitwith
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is blocked or until the credit limit is reachedtbe account is empty. In these cases the
customer is often liable for the entire damageas;esithe bank assumes that he has not
exercised enough care in keeping the PIN code tsdtmwould be desirable to render

possible a less exposed PIN entry than is possiithethe current systems.

A further disadvantage of the check card format irefact that it is not usually noticed
that individual cards are missing until the cardase used. Therefore there is often a
substantial period of time between the time ofttiedt and the time at which the theft is
discovered, which makes it possible for the theaefcause a large amount of damage
before the card can be blocked. There is a needDi@ystems the theft of which is

noticed more quickly by the card user than is aityehe case.



The method according to the invention shifts the expenditure that has to be made for the security of
the ID from the ID provider to the authority issuing the ID (which is also referred to below as "service
provider" for the sake of simplicity). Therefore with the aid of the present invention, an ID provider can
use all of the security features offered by the service provider for the IDs issued thereby regardless of
the number IDS produced by him. For example, a small retailer can thereby produce a customer
bonus card for his regular customers that is provided with the same high security features that are also

used by the credit cards offered via the same system by a major worldwjde credit card providey. The
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security of |D® gnesmatiale sioocathi isseefihad 1D theosielrd|niitisa PIN code can be linked to the query

of the PIN code. The term "PIN code" in general denotes a sequence of letters or numbers that is
known only dheheethndrfof aneigundfictitiorotiaouihenifmatidec st Wikt capde: tispirgesanies. PIN
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obtained only by the correct ID provider. As an additional security feature, the method can have as
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the ID, since the code can be scanned in and processed automatically. The code itself in turn can be
provided witftfrther security features. The term "machine-readable code that can be displayed
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in via mechanical dévices such as scanners, Cameras, barcode readers €tc. and can be converted into
a digital valuwempeseticfopmcespte, Ehamphtsuod mbeltkobdwtiable codes that can be displayed
optically include 1D, 2D, 3D and 4D codes. With 1D codes the optical features are plotted on only one
axis, the bestkrii@idsanmiileinitiasraeanitdgehdgllinventierrpigshbiiat e gaty. AN LB EFAN-8,

UPC-A, UPCaRidéRGriGordi SolookdntaR AN, JAN, ITF, ISBN, ISSN, Code 39, Code 93, Code 128,
etc.). With 2D codes, the optical features are plotted on two axes, wherein a distinction is made

between stagkeidDigensseteitBREA4br  opsiablacklion hatk LONRBIE Bie @R &MY, BrataMatrix,
Aztec-Code). 3D codes have jn addition colo or_ﬁ%g tness shades, 4D codes are in addition
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information fmmbheungestiaptmtcibs sirtgPON codtaadara libdsis thsedenechittadbef ian @optioktioththat can
run on the %&Bé‘ﬁé’@"ﬁ%ﬂ ‘?fb’F@%ﬁ&BﬁB%ﬁ%‘ﬁ@%ﬂ%t%“ﬁ(&%%ﬁ@n%, r_‘W&HBWQGEBad‘%EF&fEOP”e
device can thereby be made dependent on'the installation of the application on the mobile device, so
that securitypeiitordbentaleprion e aeridesthoidere ansbildaidMceditdyip. TReaiiisrimgiiendeyiteacking”)
an applicatiqf, UBRIRGARIRE are currently also met by e-madresses, wherein the mobile phone
number due to the SIM card permits a more uneqaivassignment to a specific
hardware. If the e-mail address alone providessaigament to a specific device (tablet
PC, portable game console, iPod Touch, reader, Kigdle, etc.) with inadequate
security for a certain ID application, in additiam assignment by information on the

operating system, the model or a hardware numbebeaombined with the address.

This dual function of the user identifier — prodfidentity on the one hand and device
address on the other — permits the implementatibnlDo documents that are

extraordinarily secure against counterfeiting ansuse.



mobile device requires a considerable effort, of which only specialists are capable. Proprietary
systems (such as, for example, the operating software used by Apple for the iPhone or the iPad) have
strict security features that make it difficult to misuse the mobile device and thus make the method
according to the invention more secure. In a particularly advantageous manner the communication
with the mobile device, and in particular with the application running on the mobile device, can be
carried out via a communications server (Box B) on which no ID image data are stored. If a hacker
should be able to made a succe§@g\lﬁﬂttack on the communications _servelévia the application, he could

thus steal aﬁ#%%'t’ Iﬂﬂ@ya&?\? U585 Rife XS 1P tﬁ&%@tjﬂws uBd'4fd oW}éNetrieved,
but not the IEbdatztidriherastived DsotDoectatde smalltplessib leaomiit Siehnuxiiedio ncton niikefan attack
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provider does to give the user the password again. e passwor erefore made
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(Box A) and a communications server (Box B), wherein the communications server is embodied in
order to contfRMRaR YHE WRNHIRHRUEBRIgOR B HBRREYIBE sAmunisaHeRirRIEFBIRIBEOM RIANIng on

the mobile Q‘H@W&Hﬁﬁ@%ﬂ%&c%@ﬁiﬁhp@ﬂﬁ%éﬂ??%r\%ﬂﬁﬂﬁ@ﬁ QaeSstaiAN e dpiareerver
(Box A) and wherein the data server (Box A) is embodied to receive ID production grders from ID
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security against attacks since there are no data that are susceptible to misuse on the communications
server, whichouli To M JEBLERRY Rkl adcisthe onaesutiots GRAG G I BR e Ales
the user's mobile device in many cases is alreadficent to render possible an

unequivocal assignment.

The method according to the invention shifts thpeexiture that has to be made for the
security of the ID from the ID provider to the aotity issuing the ID (which is also
referred to below as “service provider” for the sai simplicity). Therefore with the aid
of the present invention, an ID provider can usefalhe security features offered by the
service provider for the IDs issued thereby regasilof the number IDS produced by
him. For example, a small retailer can thereby pceda customer bonus card for his
regular customers that is provided with the sangé Becurity features that are also used
by the credit cards offered via the same systemalwajor worldwide credit card

provider.

The method can have as a further step the generatia PIN code. The use of PIN
codes increases the security of IDs enormouslgesihe use of an ID provided with a
PIN code can be linked to the query of the PIN code

The term “PIN code” in general denotes a sequendetters or numbers that is known
only to the owner of an identification document éhdecret with respect to third parties.
PIN codes are particularly common that are compo$edfour-digit numerical sequence

and are either predetermined or can be selectddraztthnged by the user.



is exposed to a greater risk of unauthorized access. In connection with the above listed security
features of the method for producing ID documents, the system can be operated with the highest
possible security requirements. Also an offender cannot "intercept" or copy the identification document
in an unauthorized manner by means of the interception of communication between Box B and the
mobile device. If the system is designed for mobile devices with different operating systems, several
communication servers can also be provided which are respectively designed for an individual

ti t f f ti tems. O t bodi t of th
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for ID providets (9 prequas D3 aickiy, eaplly and costellectivali iacg valew, of appligations 1Ds can
be designed and orderéd, for example, by means of a’Java application that'runs on the service
provider Wetrevidehased on general templates or on an ID design provided by the provider. In a

further advantageous embodiment of the invention the data server (Box A) can be embodied in order

to receive |B\pryaebiPopl cesctily dpatyendnadaaiierdpmmiRadnrtstneieps ihmipdvaiemetdork or
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product and is advantageous for providers who regularly produce and manage a Iarg)er number of IDs.

AlternativelyNRitEH e85 of BiRiSBRYRISROTRIP I BnGeteInesansisteth YreHdbiailly pPififcEtfin order

to provide "lasgie-seMery AdeAFRUE AT GRIIESSEM GAMMARIRERE LI BBSR@PURSGtigket pales
centers, for instance, with a provider-specific software solution. In one advantageous embodiment it

can be provii@IAset I IHFNALRREHIGY 158 the data server (Box A) and the communications
server (Box R) ryns in,only one directign, namely from Box A tq Box B, Access to the sensitive data
Stored on thUagS CordBP e Ahas SOt e ReeRloR R TR SN e Telates to
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person, whic
digital value by a microprocessor. Examples of nrasheadable codes that can be

displayed optically include 1D, 2D, 3D and 4D cadé4th 1D codes the optical features
are plotted on only one axis, the best known examgl this are the generally
conventional bar codes (e.g., EAN-13, EAN-8, UPCJ®C-B, UPC-C, UPC-D, UPC-
E, IAN, JAN, ITF, ISBN, ISSN, Code 39, Code 93, €d28, etc.). With 2D codes, the
optical features are plotted on two axes, wherethstinction is made between stacked
1D codes (e.g. PDF417, Codablock) and array ccelgs QR code, DataMatrix, Aztec-
Code). 3D codes have in addition color or brightngisades, 4D codes are in addition
animated, i.e. their features change over timemtoic codes, such as fingerprints, iris
scans or standardized passport photos can alsedmeas machine-readable codes that

can be optically displayed.

In an advantageous manner according to the inveridefore the transmission of the
download address a message can be sent to theenuwhilce, wherein the message
contains information for the user, optionally thi&lRRode and a link to the download of
an application that can run on the mobile devidee further communication between the
service provider and the mobile device can thetbynade dependent on the installation
of the application on the mobile device, so thausigy checks can also be carried out on

the mobile device itself. Tampering with (or “haafff) an application running on the



mobile communication device has a display unit, an operating unit and a memory. An ID data set
stored in the memory is assigned to data that are stored and managed in a central database and an
optical identifying feature assigned to the ID data set can be displayed on the display unit of the
communication device, wherein the optical identifying feature has a machine-readable code that can
be optically displayed. The basis for the invention is the realization that mobile devices that are
suitable for communication always have a unique (worldwide or within the system limits) identifier. In

th f ' nes, this is the teleph ber, f , Which (togeth ith t
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embodiments of the invention render possible a hitherto unachieved level of security, the expenditure

for the user bf sheabicidilirrRaMaiaaRPHEATIRANET HBErRAsRTYIn B tbetie dackila WaNies. siekias, for
example, fopgRAMEAIGRE HRNEPRERHCFUMETISAHNMEN fiifBRR e (e B CASH RRMARNYAD, Student

ID, club ID, etc.), for credit cards, for loyalty cards, for access documents, or for IDs with one-time

validity, sucRUBRHSiBRSieRMEr dBSH BERTWAIES AtED INaadsPHersiers hidrPderfrker shoskd
friendliness pEngaRitheidRaReURRE PiRStStRRRASHeHeeCHRRstiis R RIdUstioR Ripihik:idritifiration

documents. This also minimizes the production costs, since the Erovider needs only to take care of the

design of thEHEhHIHS AR LR MARMHE R ST YR SiosEHEat RS R IPTHE D I Sidst A e GG A e
identificatiomgdogemenisanifae pechiamediant entiielystid snoesneannaumdaiossibéynis, so that

the expense for letterhead, printing, shipping a ostage is minimized. The costs incutred for digital
ranarmosion T o ReRE Tl SRS e G L PR S ol AR RE R Rifermore.
the processihgeeas. be automated to a high degree so that the devices and methods according to the

invention can also be attractive for providers with low personnel costs and manageable clienteles. For
the user of tiedR\adwiniagrosgvaatfEJUs HieanareLEIg IBhigsriissitv caiffeeenetiDegoelitnedes can be

used in 2 SAAETRYINARANCTEHRRRFBAPURIER iRgelb 3 BRBRAIR ARt uRiEChanges to

the ID documents at any time, wherein this applies to the user as well as to the provider. While the

loss of conveRSINAIISS bitell §6BY ARBIREINGIOSEMEFRESIO IR & ARACHIEHYY HSHEEUsRS
absence of 4RO RIS COMAUMIGSTVARYIER BIHIGABIRIMOGTRRNIVIETIRVIK o bt RbkR] PC or

similar device, which in general is used at least several times a day, after only a few minutes. The
critical perio® IV ABELEEF DSIORFVR (AR T GEHAA0 AESHRE ANPIE IS ARG TRUGIS FBOER Y or

report of thegifiefititisoihefeldereeduced to a minimal period so that measures can be taken before the
stolen device can be misused.
According to the invention, the server arrangemfentcarrying out the method for

producing ID documents is characterized in thatatrangement has a data server (Box
A) and a communications server (Box B), wherein tttenmunications server is
embodied in order to communicate with the mobilencwnication device and with a
mobile application running on the mobile communaatdevice, and in order to receive
notification requests from the data server (BoxaAdl wherein the data server (Box A) is
embodied to receive ID production orders from Ivders in order to provide 1D
images for download and in order to transmit ncaifion requests to the communications

server (Box B).

The “two-part” server arrangement of this type jpdeg high security against attacks
since there are no data that are susceptible tasmisn the communications server,

which due to the necessary interfaces to the maleiléces, under certain circumstances



In connection with the further systems, methods and uses according to the invention, it is possible to
prevent criminals, if they are in possession only of the ID data, from misusing the ID documents, since
due to the security measures according to the invention it can be ruled out that the data can be used
alone without the associated mobile phone. An identification document on the "wrong" mobile device
can be recognized immediately based on the security features. The additional security measures listed
in detail in the specification make it possible to build up extremely high obstacles against misuse. The
present invention is ﬁgﬁrticular!y advanti%%ious in,connection with computer-hased glg&%egt systems.

For the prod%&XBf’ dgc?dg RS Vé‘%‘éﬂb%riﬁef r 8B ANES 8%‘% ﬂ'ﬁ I S&%%version
to the new pEonEt fBystens bbthexamahled orgxistingihguitbdescannes cgntbm Qaickle aperatéed to the

new payment system by a simple.installation of software fo&fﬁxa le, by the installation of, a Java
e oo Shehigh &y RS BoRlAl S B A e A Ty R AR Ao o

vending machmetheadexitibdad @adtimul menhinchnnumie Seoiae tieah ysneeareh tf thessiteleeeptiothe
known syst [ quijekl i t
invention. Seﬁrﬁéeo'b]%x ag%éﬁé?}ﬁ&?fgtﬁé o@)gltgy %ﬁar]lc?sﬂg ptr)liggle %@ﬁ/‘%lg on%}i%;? ?’nge@w']gsat e

"starting cosRObNRIgRIEEsitaHR tiffesant suetatingpRyisiem ¥ersy sipcardicptiemearvasstieamaelstow. It is

thus also po&éiﬁl%\ﬁf&fe%l“\@qiéﬁ"&&a%%ﬁe%ﬁ%l;‘;%é&&@ﬁoﬂﬂﬁéﬂfﬁmﬁﬁéﬁ&'&ﬁ?f?ﬁ&é‘#%ﬁ fitajlers or

small Internet providers, with the devices and"methods according to the invention to produce their own
loyalty card§%SHP BLRALS B BMEMBte that previously was reserved for large chain stores. In an
advantageous manner the machine-readable code can contain at least a license code, a user identifier

suitable on &5fRAGYAIMBISLUS FORIMRREARIANGIRFELIRY T AMBAPR AN VATR BRE BEBia & alues.

This combin@imnn Af hasudityifeatiaes ©an kervive prodide e\t esradudotagsouacovbhodinermin that
the machine-readable code is forme{j by at least three te thIu%s wherein.one tejﬁvalue(ijs calculated

on the basioP {W6'StAEY {Bé{‘@gﬁ%& an %{Wam%' Sus %%e'ﬁto&sﬁlugl?n(% oR & f%can be a
credit card, tlpyadtyoeatD Saquiddg s s arity anzbtiost-edies; tavidg\ee naticke hfaagiilicatitisat ) anadentity

card @ b g2 IR SR A OV B AR IO S DO AL e PhRESP st oo

I
freely create, design and send to users IDs a Ps own discrefion and according 1o his own
requirementservice provider Web site, based on general teggplat on an ID design provided by the

provider.

In a further advantageous embodiment of the inventhe data server (Box A) can be
embodied in order to receive ID production orddvat tare generated with production
software running in the network or on the computean ID provider. The production
software can be sold as a computer program praahattis advantageous for providers
who regularly produce and manage a larger numbébsf Alternatively, interfaces for
existing customer management systems can be dgegorabuced in order to provide
“large-scale providers” such as credit card comggnbusiness groups or ticket sales

centers, for instance, with a provider-specifidwafe solution.

In one advantageous embodiment it can be provitgdthe communication between the
data server (Box A) and the communications serBex (B) runs in only one direction,
namely from Box A to Box B. Access to the sensitiaa stored on the data server from

a hacked Box B is therefore impossible.

The invention further relates to an identificati@ocument in particular for the
authentication of authorizations or qualificatiook a person, composed of a mobile

communication device capable of image display assigaed to the person, which



In an advantageous manner the ID can be provided with an expiration date, wherein this feature can
also be freely selected by the ID provider as required. In a further advantageous embodiment the 1D
data set can contain hidden information on the operating system of the mobile device for which the 1D
was issued. On the one hand this is a security feature, on the other hand it permits a restriction of the
use of the IDs on proprietary systems. Charging services to the end user is thereby likewise more
easily possible. According to the invention an identification document described above can be used for
processing transactions at a transaction terminal, wherein.the use has the following steps: readout of
Cata of the (TR SO0 SLAHER R P o IR o RN ST BTEON A Brendout
data and pedamrssicaartthin tiae sactiany Thisssimsdenotidarehe aasyetb aradrnanhfedaith of teatpairties
involved. In . dvantagequs manner the read

ut can be.carried ou scanning in,th
eohine. to e A LA e R B S SCPRI R aved on.
basis at matiyeettispilay waitsddtiencemmioalsasaotdasicheckeubeopticas sdeydiyng, featliseentsis

available fog%ﬂﬁﬁ@&%‘&%ﬂ%tﬁoﬁ‘g{Hé{?@gr?%- Ilag%%egle | geous embodiment of the invention, the

verification can comprise the online query in a dat increases security, wherein the

verification Ga{ ORRRIIRS, tHReGineBAAbA RINhEORHLAIMAIYA inadBIRADIEW YIsthRANRBIAN AbiEaRsaction is

a procedure in which the ID is used, for example, a pak?/ment procedure, an admission authorization
verification, SEOGINEEHAHEATE FWRNR MRS @ HEI G RWeKdydacHI scexssariBNoHSAtHR"
verification. [hh@dnygssion felIRHRAES|alas [© deribprdatbes, RANSGEMRNT ik Tiisatien

documents on a mobile device by means of an application running on the maobile deyice, wherein the

method confPHELESDFARMPSEBES RGBT UF i Mt ARG S AR EGi O h G8F & Yownload
address, stayage aéihectetiavesn Rsrimibeicaemasy\WLKE mabiekicvise ffwhtizplasrobamibeon the

display of th%gloabélgrggsy igF tﬁ% 6Lljsrg(?cetljt rértoafgr?esglrei%tiggrgﬁﬂWaeNla tPl}(rttﬁ((aarLfr%?orfmation via the
mobile device. In addition each mobile phone andyr@her mobile devices are always
assigned to a (legal or natural) entity via thetwat with the provider. Through the
combination of identification document and mobil®nmenunication device, the
embodiments of the invention render possible aehithunachieved level of security, the
expenditure for the user of the ID documents banmigimal. The invention can be used
in a variety of fields, for example, for conventabridentification documents (driver’s
license, identity card, company ID, student ID clD, etc.), for credit cards, for loyalty
cards, for access documents, or for IDs with ome-tvalidity, such as admission tickets

or gift certificates.

The invention offers a high degree of user friemellis, since neither paper nor plastic
needs to be used for the production of the ideatifon documents. This also minimizes
the production costs, since the provider needs tmltake care of the design of the
identification document. The correspondence betwden provider and user of the
identification document can take place largely ofirely via modern communication
networks, so that the expense for letterhead,ipgnshipping and postage is minimized.
The costs incurred for digital transmission (efges for SMS or MMS) are much lower
than the costs of sending mail. Furthermore, tloegssing can be automated to a high
degree so that the devices and methods accorditige tmvention can also be attractive

for providers with low personnel costs and manalgedienteles.



An application of this type can be sold profitably and also permits a billing of services (in particular with
retrieval and use of IDs). The billing can be carried out for example on the basis of the number of the
IDs used by a user, on the basis of the duration of the use authorization, on the basis of the number of
transactions conducted or a mixture of these billing forms. In an advantageous manner the method
can comprise as a further step the query of a PIN code entered by the user. Thus the authorization to
use the ID can also be carried out directly on the mobile device by the application. In particular on

proprietary systems many security features are provided against tampering with the. lication, which
i 16, prov BT T ASET SR U 1 Lt G O ML b VAR A BRI erther step
the verificatidocahibat® Bhchde. Sdtkinerifpatiorns adn ghaceinebratnoieith aldvicding ifyapsirigng a

database) or offline or]lgv\;%}gecﬁgﬁ)liggt'o%éqg ggﬁéﬁ?ﬂéﬁ%&qyanta eous mbodin?ent the method

>~/ carry.ou ime, Wneremn applies to e :
according to HLiSUL RISV RS SOlTee eeping a ¢ al16g Ye1or Cach AAnaged D: wherein

the productiosedats \aalll ahémiedatavofethe 1D and all of the transactions conducted with the ID are
listed in the log file. This renders possible an analysis of the use of the ID by the user. The collected

log data can/¥iiffetkedpsshef esavertens (£§.0fbeaes predfiaies pemsetsngisitampeanitaad and
evaluated cefigglly i5RaOYHESEFsched e 8MHBEAEHPh iR SRIAE L HERO MBI Oy Hofe,

application at certain intervals to a statistics database of the service provider. In an advantageous

manner the $RAHORNOAS cBMPrisRIBE RioRige Bilasd 1468, JMHR 9_nerdkisskhRAIRASCRAVAA@S used,
the time andigte Htacafdesityal /eiaaaties) taamMeRTIVEfor Uikt GIrg sedrigy b vighsatellite

navigation systems g particular GPS or Galileo), operating condition data of the mobile device or
similar use dat4%AH 'é[')%t?l priwees ity Befhanst e VELREL R d08idARTEAS N i ic

transaction teduspeaidia lotaiineal pedhsdthaueiied jasseaaidy mfonnshd\bovenaddnieaiserobéne
Galileo system will render possible a determination of location with a deviation of only a few meters, so
that it can b@{fé*rﬁ‘?gd whether at the time of the transaction the user (or actually the mobile device) is

aleo at the AgRANALMAISNHETATIEHSNIRIALE RAISE ik 8t NG AdNETIRRS AR SpTodiment

gift certificates and actions that are conne with an ID (so-called "bonus transactions”) can be
stored in thePRsisHle &6 Preventieiginaleaddbanatseinaiessi orwalibePndalD, fbpmhenigising well as

for the 1D prgdey ocuments, since due to the security measareording to the invention it can be
ruled out that the data can be used alone withioeitassociated mobile phone. An
identification document on the “wrong” mobile de¥ican be recognized immediately
based on the security features. The additionalrggameasures listed in detail in the

specification make it possible to build up extreyrfagh obstacles against misuse.

The present invention is particularly advantagemusonnection with computer-based
payment systems. For the provider of the goodssandces to be paid for the advantage
results of a simple conversion to the new paymgstesn. For example, an existing
barcode scanner can be quickly converted to the payment system by a simple
installation of software (for example, by the iistidon of a Java template on the control

unit of the scanner) without any additional hardsvaquirement.

Payment at vending machines can also be carriedmugh more securely than is

currently possible with the known systems.

Loyalty card systems can be implemented quickly easily by means of the invention.
Since the “production” of the loyalty cards is bdsxclusively on digital means, the
“starting costs” which providers have to pay to lement a loyalty card system are

extremely low. It is thus also possible for smalinpanies, even for sole proprietorships
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Bonus transactions can be deactivated in an advantageous manner after the expiration of the validity
or after the redemption of the bonus transaction, so that the use of the bonus transaction can be
verified. In an advantageous manner the further use of an ID can be prevented when the ID has
expired or has been deleted. The ID provider thus to a certain extent retains control of the IDs issued
thereby. The information that an already issued ID is to be deleted by the ID provider can be
processed by the service provider via the same communication channels that are also used when

producing the ID. In a further advantageous embodiment, the log fjle of an ID.can be converted into a
istory flo iR 21 IEPRSRIERR SR s 0P T HESTEY G e S e BB
thereby alscaawailiihte tattre iovextaompte, prubeice tesir IDvicldfearsiar 4 s gues tbygdreesare e gayvider. In
an advantaqﬁo s manner the method %cpordiqp%t%té}e invention can further comprise the step that a

backup file with the 3" Gafa "ahd ?ﬁgrl\é% fi ersl%r |§torynfﬁ(t=,=%r‘|3§’ created. This facilitates data porting to a

new mobile fleyipe e degeasralina Ahosh Aalmdn A aARNRBRASAA TBRRRS L6 A Bl can be

encrypted, wherein preferably the user identifier suitable for communication addressing on a standard
basis is used@ H8&{ kesnidiepyiHtiabies tngA StaatRshRAaIBéMEURNGIiiRNiaedrRsSING Gafl bt §sd@ented
thereby. Exemplane gnhastineats aiibe. Imueismeiitanew dnsg ieatLhased ppeipiedctiawings.,
wherein Fig. 1 shows an overview of exemplary networks in which the invention can be used
advantageo(tgper advantageous embodiment in that the maateiagable code is formed by at least

three test values, wherein one test value is caedlon the basis of two other test values.

In an advantageous embodiment of the inventionlBhean be a credit card, a loyalty
card, an access authorization card, an event tiekgtft certificate, an identity card, a
club card or a similar card. However, an ID provigenot limited to these purposes, but
can freely create, design and send to users Ibs aiwn discretion and according to his

own requirements.

In an advantageous manner the ID can be providddam expiration date, wherein this

feature can also be freely selected by the ID pievas required.

In a further advantageous embodiment the ID dataasecontain hidden information on

the operating system of the mobile device for wtiteh ID was issued. On the one hand
this is a security feature, on the other handiitnits a restriction of the use of the IDs on
proprietary systems. Charging services to the esat is thereby likewise more easily

possible.

According to the invention an identification docurhelescribed above can be used for
processing transactions at a transaction termiviadrein the use has the following steps:
readout of data of the identification document iged on the communication device,
verification of the readout data and performancéheftransaction. This use is extremely

easy to carry out for all of the parties involved.

In an advantageous manner the readout can bedauieby scanning in the machine-
readable code that can be optically displayed. is&@nare now available on a standard
basis at many existing transaction terminals, fiscbheckout or access systems, and are

thus available for the use according to the inwemti

11



Fig. 2 shows a diagrammatic overview of the parties involved in producing the ID and the steps that
are carried out in an exemplary embodiment of the invention to produce an identification document
according to the invention; Fig. 3 shows a diagrammatic flowchart of the steps that are carried out with
an exemplary transaction, in this case a payment transaction, according to the invention by different
units; Fig. 4 shows a diagrammatic representation of the structure of an exemplary machine-readable
code that can be optically displayed according to the invention; Figs. 5 - 8 show several exemplary
embodiments of identification documents.accaordipg to the invention; and Fig. 9 shows the user
interface of b BN ARIBTBGRA D FHREPILEI RS (R SRR R oGRSl
identificatioronliimeionsartp in\dtl aefleaspca his Figrdasew sbewitgreipntmectionifichtivn diffieremhprige that are
involved in (Ii!{“feer%rétr a%?%céﬁl\(l)f th§epresent invention are described by way of example. The region
marked by re Brence numbe réepresents the ID user or the region of an ID user (or ID holder). The

ID user 113yGipp é‘?ﬁgﬁmr@ BRI SR UQIEQHQ% H?J%u‘?@iﬁ%ﬁﬁﬁqﬁ@'ﬁﬂ?ﬂé@&ss
communication with at least one radio network. The mobile communication device 102 has at least
one display i@hite@EBNRIR 0 Fe RAYIH .Mt ROE M &n AteAtENiFRIGNSIHANIR INYESHBRHON Tive &Hfdbile

communicagpifexieq dfnRBA IR SHE BRI ERPOEEH RN LAhAHRaitshlRnFUiiBh 108 of a

cell of a communication network 114.
The invention furthermore relates to a method fog tmanagement of identification

documents on a mobile device by means of an apigiicaunning on the mobile device,
wherein the method comprises the following stepsiaval of identification documents
provided under a download address, storage ofdtieeved IDs in the memory of the
mobile device and display of an ID on the displdyh® mobile device as a reaction to
the selection of the ID by the user.

An application of this type can be sold profitablyd also permits a billing of services (in
particular with retrieval and use of IDs). Theibidj can be carried out for example on the
basis of the number of the IDs used by a userhenbasis of the duration of the use
authorization, on the basis of the number of tretisas conducted or a mixture of these

billing forms.

In an advantageous manner the method can compgrigduather step the query of a PIN
code entered by the user. Thus the authorizatiamséothe ID can also be carried out
directly on the mobile device by the application. garticular on proprietary systems
many security features are provided against tamgevith the application, which help to

prevent misuse.

In order to further increase security, the methad comprise as a further step the
verification of the PIN code. The verification c#éimereby be carried out online (by

guerying a database) or offline (only by the aglan).

In a particularly advantageous embodiment the miktimxording to the invention can
comprise keeping a chronological log file for eachnaged ID, wherein the production
data and change data of the ID and all of the &@tiens conducted with the ID are listed

in the log file. This renders possible an analydishe use of the ID by the user. The

12



The term "mobile communication device," as is used herein, comprises all non-stationary devices with
which communication with other units is possible. In particular, mobile communication devices are
assigned to one or more public, proprietary or private network(s) and preferably communicate
wirelessly with the network. Examples of mobile communication devices are mobile phones, smart
phones, PDAs equipped with a communication interface, wireless phones, pagers, radio devices,
netbooks, portable game consoles, e-book readers, tablet PCs, etc. Examples of networks include
telecommunication n tworks, in particular mobile radio networks, palic and non ollce BOS radio
networks ("B CE&Q 49t ?‘%QF}})Br&&H%%edregéﬁ?s,éfES@ “ﬁﬁ?ﬁcr@f ﬂgaafaa ﬁ‘“}@e&’

Authorities aatiStigaityizgdibesél later retlpatdt catraitypithigrydsisANaetisarke wdas:soaiahens of
several dlffere t networks. The muypicatio twork 114 is sho diagr matlc in Fig.
1 and can bed |ﬁ part\lléﬁgaa] %rdg?% dlilﬁ e PC Wr]_%ﬁemze Aor aansagigiélat%%?org seve?a Fobile
radio, W-LASeanckqeroiNenetworks. The exemplary communication network 114 contains several
network servers 109, 109", 109", several transmitters 108, 108, wherein each transmitter 108, 108’
forms one olngtr@&@eNRtag EoeSIHBINE SO M IITHAD 63 EOOIREREAMASR SévsrPRishieddahibRication
devices 102o0HIRUrkORioFAmRRHERe disERS FRIMMAND ISRt ORe aipsk At b RN BleoiGemBrisaRge o

more different networks connected to one another, for exam le, the invention can be used with WLAN
radio netwofRE 6tk ALALNS ﬁeﬁﬁlﬁ’rl@“‘fﬂ@‘bé@oﬁﬁ@“l@ PR RAGIGHIHIEPS or

communicaigslils SRt edpdraitydRiaMREMENI&ae »menadelaited dasairienf mk possible

combinations of networks is not necessarag‘or a cor:a%rehenswe description of the invention. The

region denof86A5) POrafdAE IR MR AP ReRdSAN %HW&&%%B%H@WB%?H@H%%%‘W&r of an
ldentlflcatlorllodaqumentimob‘hrtgmu&tefmvemtunﬁyTrbadamm/aiethelas@perahescaanr@mdwtemver 110
on which a ceptral atabas 11| located. Thr?t} &ﬁﬁml‘i n be cr dltfcard [of0] for
xample. wHIIE FESON B A LN TN X AR DAL Gt o o CIher I S
licensees anldaddtacabol buesifiedsvamthes. a1 this toreeat hmswmcumenmv(/hloaﬂfeamyeuhe
customers &Gl GRULETID-igh WEREYRERL T aPsARlRRALeAeRRIRA S BcenfRas e provider

server 111 is likewise sui or communication via communication netwo or example via an

Internet conpeclipghQ7 A0LRNRILaIBUIRISR VRS LLABREAISC.EABID RIS e Rgetug direct

data line 120 with the control of a payment terminal 115 of a licensee. Further Eossmle data lines

are indicate¥W iy aadRetPineIffiFRPNUST HaneafbR e hcrM eaiEtdhed dec 1S 1BprERints a

payment terméngh b 2 tieensssrianf $aBajaria éhﬁ@ﬂyﬁ&lﬁeﬂ@mw?ﬂW‘tﬂé%ap?@ﬁﬂﬁﬁr 116 and a
control unit 118. The control unit 118 can be a conventional personal computer that has a

mleODroceasonmdmeemmn@lcaﬂcb”eLdéacﬂbatedritrcdmaug&&asm@nnacmrfmeemmmonaome
Internet line é @oﬁ\ye co%e ;fﬁ%:catl n networlﬂvig% A%éwherelntdata ca hansmltt this
connectlonlI The g 366 8\’/‘5}%\983 Fa 01!8‘%8%6%%580 chﬁgn 0ﬂ%of the
ID user 113tr@mectally crebzonéndfieshit 118 can communicate securely via the direct data line 120 in a

direct manner with the provider server 110. The region 115 can also represent a branch of the provider
112 instead |6f anliadraatagrme sndising eb the fnitaonseevicrralizbef prevEDtecewhes deevids hgsan

identification, 4aeunGnh A0 b wheigite ﬁEP@ EﬂQF‘%ﬂL&‘dgﬁJﬂe&%Mt%EH%M@&W“'Cat'on

device 102 contains an ID image 121, which is displayed on the display unit 103 when the ID user 113

retrieves thé[PédﬁéS‘@Hté!ﬁ%fr%Ytﬂ'é‘ﬂjﬂfﬁé{@étmtbﬁ e YpisyRg Lmltsltmt?ﬁ delrdnd-Bydee®manner.
The ID ma@%ﬂéﬁé&%h%@ plBCEXSERIs; helaanadi pRotdBmK SRR CRUARMRGEEIRM EBdhnels

"megacard”) and a barcode 105 that can be read b means of a scanner directly from the display unit

103 of the nBBiB"EFHFAUSRANYEARIREUENRS H1E.'D shows an overview of the parties involved in the
production qf an [D n ID user ion 213). an ID OVId n 212) and an ID-issuing
Bethorty (e5ich BESIet B LAHER e B i B By i De cortered fnid &

history f|Ie when an ID is deleted or deactivatéte data obtalned during the use of the

ID are thereby also available later, for exampleemwa new ID for the user is issued by
the same provider.
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The ID provider 212 could be, for example, a company that operates an online store (e.g., the provider
Web site 225). By way of example a network composed of several servers 210, 210', 210" of the
provider is shown. However, any natural person or legal entity can work as an ID provider, who has a
computer with Internet access, who knows the data of the ID user 213, in particular the user identifier
of the user (or of the users) and who wants to produce an ID for the user/users. The ID user 213 has a
mobile device 202 which can be addressed via the user identifier and can show image data.
Furthermore, the user is in contact in some way with the 1D provider, for example, the user could be a
customer of th8'hASNBAFIERkRE ‘?rg‘b% kg SO0 N SIDBASRN, with
which the omtiaesgiprenaara iz ealane e dvitth ehee i ata pr et g 2izckkewlsistbps fileze iy arraatsebrk
composed o]tﬁc,gvera]l servers, 223, 223", wherein th%i%ogému%cation with %he IE} %rsﬁvé%?r is processed

) acilitates ga rfing {qQ a.New mao € regeneration o .
via the Interne{, orexamp e.t?doﬁns gna elﬂﬁer Separate’inter aceg?o a computer-or ne?work of the

provider can P PGt BG?:H&%‘HSPEH&BQ&%%@EA{?E&'@&MH BT Brererafitte e

provides the interfaces to the service provider. An'Interne m of the service provider can also be

used as an idgnties, TeitalNanipleceryBHBicANOACaEsRsIBIRG ABIERTEVTH BATI IS siteeas @nkek
service proviganMERSIERADAMNR BRAYISRIR R G MBRIASCaH @ PRI g eRbIBIRECESS to the

ID production software offered by the service provider. Two regions can be delimited in the server

network of tEg&epias RiavisEimBaR Y tAdl /acsrioie alB Mol )dbidd dEeranounikatings sriaidsox B).
Even if this is shown thus in Fig. 2, Box A and Box B do not inevitably have to be spatially separated

from one an\gﬁ%ﬁ'ﬂ] fact they differ from one another with respect to their interfaces, with respect to

the processl_stepls carried qut b\y them aqd in_the type o dat% agﬁlqﬁd and s%ored bX @em. Bpx A has
I L SHOWS an gvetview ech\Bnplf%f newor srgm e dnvention cdn be useg0
access to the Tentral database on which the TD"information and customer information is stored.
Furthermore, Box Adgantaganeshion with a Web server and can produce and delete Web addresses

(so-called URLS) and provide them with content. Box A has interfaces to ID providers and

communicafe§ withstHame. Bhaarr Ry IR evriveaw ! With REESBIVRE igrovaskicive Bhgteand
Optionally, Box A ¢a8 alspPMdIa e aAMMIELRINILRT WeRBiia 2 2isn YaRSaRRmRRA is also

able to transmit data to the communications server, Box B. However, access to Box A from Box B is

not necessary and¥REURE 7t EREH IR S8R R REREFAYHIBLIBHREBHERMS is likewise able to produce
and delete URLs and to provide them with content. Furthermore Box B (in contrast to Box A) is able to
communicatd bt 19 Usp Bo AP FRBIIE e PUERAR O RSe REREL 16 CoHrEEHofting Mefoes. For
communication witbxemubig devsactivrgdilresingdise usepagamdiiteacithe aseosliigbie ahea

standard basis for com unlﬁstlcﬂﬁea}gg{ess%ng, that is, for example, the telephone number or the e-mail

address of the user is u388. he commbjmc%ltion with the mobile device is carried out either as

' cation.( . e device)
one-way COREIUNICEIRNS E’rléﬁé@%}%&%a&;%g?]&%gmo fo‘%f[&%fr@‘%ﬁ%ﬁ% bg@;@hge&?mﬁg evice

or via an interface to an application runnin | nile device. In the second ¢
communication caffRi@bedm thatitandaiopticabydisriayed aimaertiiayeatttly temporarily as
long as they are necessary for processing a specific transaction. Optionally, Box B can also manage a

database in M#Fct?, foP SEMpREVEIE! RS TRIAR € RAYIRaNISISIL  iertiats e WRRHS ASSHHEWion has
already been installed¢anebaiaties: and

Fig. 9 shows the user interface of a computer amogmproduct according to the
invention for managing and handling identificatocuments.

With reference to Fig. 1 now the interconnectionthef different units that are involved in
different aspects of the present invention are rid@sg by way of example. The region
marked by reference number 113 represents thedDanghe region of an ID user (or ID
holder). The ID user 113 is in possession of a freatdbmmunication device 102, which
is capable of wireless communication with at lease radio network. The mobile
communication device 102 has at least one disptiyl®3, an operating unit 104 and an

internal memory unit (not shown). The mobile commation device 102 communicates
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The individual steps that are carried out in the production of an ID in general are explained in detail
below. It should be noted that not all of the steps described are absolutely necessary to produce an ID
according to the invention. The individual steps are labeled by Roman numerals in Fig. 2. Step 1.)
Registration of the user with the provider The registration of the user can be carried out, for example,
online, in writing, in the provider's business, by data entry in the office of the provider, etc. In addition
to the master data managed by the provider, the provider knows at least a user identifier (for example,
a telephone number or e-mail address), In addition between[égeasﬁrovide and the user g user

|

password isvé%r d ,@%’cﬁ%’ﬁe&%@b gﬂ%r@ﬁetfﬁnﬁmﬂ : gf’hceel\;s%fr 8GN RURY e

provider knowtwbikhiagerating system he uses on his device on which the ID is to be produced. Step
II.) ID production order (provider to service provider) The provider commissions the service provider to
produce an Tihédethe “‘osehild kerordenicatiretelenibet! assmiteedsinlitonwihab @lb riw-shatiseasive

provider is ifared NG HRST @&HﬁlﬁﬁiégﬁoHSWgHaé%?rgn@ﬁ%%?&%ﬁ’}?g‘i‘ﬂ‘&ﬁ&?"ﬁ%&?@raﬂng

system. The transmission of the ID production order can be carfied out via the Java platform on the
Web site of ﬂ%@#ﬂi@é@@vﬁi@ﬂp@ﬁ éfﬁr@ﬁﬁtﬂﬁﬂ%@gmﬁ plfrdﬁ@@ﬂo?_wlﬁﬁ@(ﬁd@f dPrivatan
application yaaipee) M FREEFAINSRIRYIARAIFR IEaRRMCHER SHke el il thsr dasphase of the

service provider via interfaces. The use of a Java platform is provided in particular for ID providers who

want to test (REFANGE BN ARAGRS HEViIERQLHST PRAREErs IR b BROM P REIUHIRFE e MEENI I8 or also

for private pespRsME@ivRThterr{esUGArKASSE I OREsCOsaMaH disacdal axantiRs apanpiginal
invitation to a celebration. The range of the production pro%ram is directed irg}garticular, to ﬁersons,

companies 8P150 ERTFOIRS rERALHy BlICe IBOR) devaraFiBitead fledaMoH e RdH %S s0 be
suitable aboeteat ionlaigatRaalecprrides peediutardebigianieswieks! paliee eudtetmrefsblice

BOS radio networks (“BOS” stands for “Behdrden ur@rganisationen mit
Sicherheitsaufgaben” [Security Authorities and @igations]), Internet, public and

proprietary WLAN networks and associations of salvdifferent networks.

The communication network 114 is shown merely diagnatically in Fig. 1 and can be
in particular a mobile radio network, WLAN netwaok an association of several mobile
radio, W-LAN and/or LAN networks. The exemplary cmmmication network 114
contains several network servers 109, 109’, 1@@%eral transmitters 108, 108’, wherein
each transmitter 108, 108 forms one or more celflsthe mobile communication
network, in which several mobile communication degi 102’, 102", 102"’ can be used.
The communication network 114 can also comprise @nenore different networks
connected to one another, for example, the inventian be used with WLAN radio
networks or other radio networks. The person skille the art in the field of mobile
communication is familiar with a plurality of netwks, so that a more detailed
description of all possible combinations of netvgoik not necessary for a comprehensive

description of the invention.

The region denoted by reference number 112 repiesgorovider or the environment of
a provider of an identification document accordiaoghe invention. The ID provider 112
operates a provider server 110 on which a centa#hbése 111 is located. The ID
provider 112 can be a credit card company, for gtejwherein the central database
then contains data on credit card customers, detatdicensees and data about business
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The Java application or the software with which the IDs are produced, can support the production of ID
images by providing templates. The images provided by the provider can be brought to the necessary
or desired format automatically by the application. The ID image does not need to be transmitted
separately for each ID, but can also be stored on the data server (Box A), for example when a user
account is set up for the ID provider on the Web site of the service provider, via which the cards
produced by the provider are to be managed. The ID image in general contains a machine-readable
code that can be displayed optically, for example, a barcode, wherein the barcode can also bhe
produced by BEES: ALY GRS HUTRSRS HEHeFE B PR, CHRIGRERGH SFRG B FRYe. As
soon as thefordae has/been canyzetied bydhepotstdas Hodnddas priviadeo Boxeh 1BDXSNikeodsises a

PIN and storeﬁétg?egi_ﬁta of the 1D production order ?}use. |dent|B|qr%, rr%?ssword mq/?gggntq%ftather with the

. S or commundaion Via tommunication: ne ample ernet
PIN in a dat3Dase. The database can alds contain TUMNer tata ralevant 1o the service provider. Box A

further prodooesextitnelitasiOpfithralp, ithagmhéieosqﬂaed:m atsa MM@MM@MQ@W for
s O O o e A 58 U fhee W moce
possible data lines are indicated by dashed Im&sg. 1.
The region denoted by reference number 115 repiesgmayment terminal of a licensee
and contains a checkout 117, a card terminal 15@aaner 116 and a control unit 118.
The control unit 118 can be a conventional persooaiputer that has a microprocessor
and a communication unit. The control unit 118darected, for example via the Internet
line 107’, to the communication networks 114, wirer@ata can be transmitted via this
connection to the server 110 of the provider ad a®lto the mobile communication
device 102 of the ID user 113. Optionally, the colninit 118 can communicate securely
via the direct data line 120 in a direct mannehwite provider server 110. The region

115 can also represent a branch of the provideirist®ad of a licensee.

The mobile communication device 102 of the ID us&B serves as an identification
document 101, wherein an ID data set stored in mmemory of the mobile

communication device 102 contains an ID image W&fich is displayed on the display
unit 103 when the ID user 113 retrieves the remtasien of the ID image 121 via the
operating unit 104 in a menu-assisted manner. Dhienage 121 can have, for example,
a designation of the identification document (e‘megacard”) and a barcode 105 that
can be read by means of a scanner directly fromdibglay unit 103 of the mobile

communication device 102.

Fig. 2 shows an overview of the parties involvedha production of an ID. They are an
ID user (region 213), an ID provider (region 212daan ID-issuing authority (region

222), which is also referred to below as serviae/gier.

The ID provider 212 could be, for example, a conypidwat operates an online store (e.g.,
the provider Web site 225). By way of example amoek composed of several servers
210, 210, 210" of the provider is shown. Howevany natural person or legal entity can

work as an ID provider, who has a computer witlednét access, who knows the data of
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In the next step the user identifier, the PIN code, the URL and optionally the operating system used by
the user are transmitted to Box B. Alternatively, the communications server, Box B, can be used only
for a certain operating system. In this case, several communications servers can be present in the
network of the service provider, and Box A decides based on the operating system data to which Box
B the notification request has to be transmitted. Optionally, Box B can also find out the operating
system used by the user in the course of Step IV.) or V.) It should be noted that in no case does Box B

h [ ta of the ID. Box B d t K th . dthati for the ID
downlonds MRl SIEEN Brod i EH AT o 8 IR Euiob Bl et JeBt e eer

identifier in ordetsttogaod coasdbgevibeautaridsetszed communication channel (for example, via
SMS, MMS or by e-mail) to the mobile device. The message informs the user that an ID has been
provided forTHim Rrusgri@ld. s thenolvle deviostaid2 wWisdh zsadt eedsechidadhmkiseiaiddritfiehe

application hag tﬁg}%quﬁgjg%nd _nmp{%ﬂﬁ}{,}%‘?ngétngép@é]ﬂgemﬁgo%@ﬁ/él?%ﬁﬁ'ﬁ%eI

downloaded for installation V.) Link retrieva PIN verification (device and Box B) When the
user decideBRQVifas. tfier | DXaBAIRst inettRS tie Wifpheation siewighadviyidevieontine fiarrr By

CommU”icaU\Péif"éSm%Hﬁwﬁfé‘éC@oHﬁﬁMi@?Q%%m@ bedPRNAGRINIVAGEN BYetoR RRPUEGHEOYiIHwUL the

user having to concern himself with it. After the installation, the application prompts the user to enter
his PIN. Thée$REREY PIN is then transmitted with the user identifier to Box B. Box B now verifies

hether the PIN i lid for t tifi d thent its to th lication the URL of the ID
whether the CIN s Al for e s entfer and then renapits te the application e UL g the

223’, wherein the communication with the ID provide processed via the Internet, for
example. To this end either separate interfacesdomputer or network of the provider
can be provided, or the provider uses a programredf by the service provider, which
provides the interfaces to the service provider. lAternet platform of the service

provider can also be used as an interface, for pk@gna generally accessible service
provider Web site 224. On the service provider \&iéd 224 an ID provider can set up a
user account and thus receive access to the IDugtiod software offered by the service

provider.

Two regions can be delimited in the server netwadrihe service provider, namely a data
server (Box A) and a communications server (BoxBJen if this is shown thus in Fig.

2, Box A and Box B do not inevitably have to betsgly separated from one another, in
fact they differ from one another with respect teit interfaces, with respect to the

process steps carried out by them and in the tfdata managed and stored by them.

Box A has access to the central database on whighd information and customer
information is stored. Furthermore, Box A is in nention with a Web server and can
produce and delete Web addresses (so-called URMdspravide them with content. Box
A has interfaces to ID providers and communicateth them. Box A is also in

connection with the service provider Web site 22ptionally, Box A can also provide
the service provider Web site 224 as a Web seBe@ft.A is also able to transmit data to
the communications server, Box B. However, acces8dx A from Box B is not

necessary and should not even be possible forigepeaisons.
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Step VI.) ID retrieval (device and Box A) Next the user is prompted by the application to enter his
password (which he received upon registration from the ID provider or has set up with the 1D provider)
in his mobile device. The application then retrieves the ID image via the URL, wherein the password is
checked before the image download. The checking of the password can be carried out simply in that
the file deposited under the URL or the URL itself is password protected with the customer password.
The image file could also be encrypted with the customer password as key. Finally, the application
provides the ID for use on the mobile device. If the yser now retrieves the ID via the application, it is
Cisplayed of e 1 A UATE AR L OEAE 15 Ra e S LR RPYSRCREA DL GOE et the
process of |Buptiosiunstion Boh &s @Gorophetast idpAcihaisoateatinmnaticioidelstitig tH&Is(BoxredAs a
standard feag ihe URLang f1e ipentfisation decument arg automatially delcieg byBox pyafter a
time window has passeaefe.g., ﬁgl tnoursrj SOTRat misuse BPIDS hoL retrieved 1o preven ! thhe URL is
used by thearobigeldeideddottas tireggengotivaloads thentiiete ueeo sty Boxasstandiane kiRisas well
as the ID file gr t jrect c d Q rdi the..
download, aqor?og i(@ﬁgﬁq%%{r{?glé%%g%éﬁt&fo tég%fo%g)r?# rg’et[:}‘fgﬁl}rﬁ;nr%n i@rﬁstﬁgﬁk@ f([)){ah%%%een
downloadePdAESELI0EIBE biphduseeDdienaiyninvoicatipfoimhmabiertaidecnis siadigse@wn the
basis of the gigigplaacriecaes uHRFRIRRISReS GRipRe S8las 'S & Bridl oS Betper o to
oth.
to the mobile device) or via an interface to anliappon running on the mobile device.

In the second case the communication can take ptabeth directions. Box B stores
most of the data only temporarily as long as theyreecessary for processing a specific
transaction. Optionally, Box B can also manage taldese in which, for example, the
user identifiers of the mobile devices on whichapplication has already been installed
can be stored.

The individual steps that are carried out in thedpction of an ID in general are
explained in detail below. It should be noted that all of the steps described are
absolutely necessary to produce an ID accordingpeéoinvention. The individual steps

are labeled by Roman numerals in Fig. 2.

Step |.) Reaqistration of the user with the provider

The registration of the user can be carried out,efcample, online, in writing, in the
provider’s business, by data entry in the officetlod provider, etc. In addition to the
master data managed by the provider, the providewk at least a user identifier (for
example, a telephone number or e-mail address)ddition between the provider and the
user a user password is agreed, which can als@dx for the ID production. The user
should also let the provider know which operatiggtem he uses on his device on which
the ID is to be produced.

Step 11.) ID production order (provider to servim®vider)

The provider commissions the service provider tmlpce an ID for the user. The order is
preferably transmitted online. With the order tleevece provider is informed of the user

identifier, the user password, an ID image andié®red operating system.
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The ID production according to the invention provides advantages for all involved and moreover can
be used very flexibly. For the ID provider the design and use of the IDs can be freely selected, wherein
the form of the ID image (dimensions, number of pixels, front and back) can usually be predetermined
based on the system. Prefabricated templates can be used in the production of the cards, whereby the
production can be carried out even by providers with little experience. The provider can manage the
customer IDs in the same manner as his previous loyalty cards, so that a changeover from existing 1D
systems is pgssible very easily, The existing IDs can continue to be used hy users who do not have a
onile dovic B E RS L R SELCIRB T GG G REMBRIE RET 2% tem
for performitigealVab aliyeodfttarssatides pldwedeunviee agiriuyicadt dPspatstiaasdhsy plesticovédds carried
in his wallet, can be reduEggiconsiderabIgh he use of the IDs for R,%rfq]r@(i)rgﬁ %@rﬂgg{:etisogﬁ & ycontain

the foIIowingt]) rs%’é%sa}rf)p[)he USer Heedsa cerrtlgir? ?B/?ér% [ ca'PI ,rloyaﬁ:y card, authorization' ID; key

caro_l, ticket,\elth)theodamhaq@en‘f_)theas&_wmwwide)rm tMHsreTrﬁm_/eseh@f &]:me/atiplatﬁormdsnobile
enter the PIR G P 10 R B e e
displayed ofttheresgeis vithe aoplladeaee of pedevash PspED AN st eineRe e M@stiih a
credit card Wit &ONbRNELPACKIon-commercial use, for example,an original invitation to a
celebration. The range of the production prograndiiscted in particular to persons,
companies or also clubs that regularly produce ftidsseveral users. A direct interface

can also be suitable above all for large-scaleigers, credit card companies, ticket sales

outlets, etc.

The Java application or the software with which tibe are produced, can support the
production of ID images by providing templates. Tihages provided by the provider
can be brought to the necessary or desired foratatetically by the application.

The ID image does not need to be transmitted segarfor each ID, but can also be
stored on the data server (Box A), for example wherser account is set up for the ID
provider on the Web site of the service providea which the cards produced by the

provider are to be managed.

The ID image in general contains a machine-readablde that can be displayed
optically, for example, a barcode, wherein the bdeccan also be produced by Box A

based on the information from the ID provider amgkrted into the ID image.

As soon as the order has been completed by thederoand transmitted to Box A, Box
A produces a PIN and stores the data of the ID ymtmh order (user identifier,
password, image) together with the PIN in a dawbabke database can also contain

further data relevant to the service provider.

Box A further produces on the basis of the ID im#ge completed ID as a file and a
URL used uniquely for the order and produced omradom basis (e.g., by means of

HASH algorithms). Then the ID is made availabledownload via the URL.

Step lll.) Notification request (Box A to Box B)
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5.) The ID is shown and verified either by a screener personally or by a terminal in an automated
manner (the automatic verification can be carried out by scanning the machine-readable code that can
be displayed optically) 6.) The ID transaction is completed from the point of view of the user and the
mobile device can be stored away again. As an example of a transaction, in Fig. 3 a payment process
is shown which is carried out by means of a credit card identification document according to the
invention. The payment process here relates to four different units that respectively communicate with
one another. The payment process starts (321) at a chec(%é)ut 317, vr\gﬁrein the payment is initiated
(step 322). THERHE IS, RS RRRELRVBTES dhe PR e R e R P e Bllnsmitted
in step 323 fystetheuskeckyuth?l dderaace i smittdd SonwBahliErdatinelgtethtéo costannzaldhs The
control unit 318 actigatesBin stepb324 the sc nner 316 iq ord(ar thus t? reaq in data. The ID holder

: Setvel Box B, can be Pseﬁ. ONly 10T & cerain. asystem. 1n this Gasg, several
retrieves the identification’documentin his mobile Communicaton device and shows the identification

document provithednivitiohs barcerecansiepiBese sanHatinemidie smrivedowithddie sodrbBmr 816 (step

326). In step, 32 i LN i ifier af the
mobile devirczzjeg, ég r%%?g}%%?%‘&th%a% %%ﬂgﬁﬁ%?@ﬁ%ﬁ%%%m%hgﬁ#ﬂ%i%%%@r%%ﬁ%g t#;
integrity corleRtisaBs MitetbrdptintajiyBariBoetiv a/sadind dichepsiintinartisie e sedifatishuseivhether
a data set ornathg%lﬁgg%%}ggq\% %,p(;a_‘)aletermined syntax. An integrity verification is carried out in
order to recognize tampering with a code ‘carried out by third parties. In particular the integrity of

scanned, MacnpBatess able ¢ aesinviy dhie R SsBbk e ikarRd RadPieARN BN thBbsCAbt be

verified with res\&ect to compliance wijth s_éntactic formation rules of the algorithm. An integrity

verification K30 YIHBMUBCERASPWARERLIS S5 TR Balpe NPt 93] provided later. The integrity

verification ig carﬂ; ut OIon the basis of tes galugs whi%h a&]«aC ntained in the barcode, wherein the
te ) Production Intormation.(Bo 0_mohil . )
test values ased on the data actually contained in

est values ; A of Vel gort he dat ontained
the barcodeg Thederyyiestlye” desotes imanneciioniih s dreseridnvenion e alie fag! in the

formation of a gata set based on agormatlon algorithm is c rom ta set and IS

transmitted GAMTHEEAHISMRIRRONSL (flre erampta, With Moy SePaeal) tirethecaobieTdayikseiver can
compare a a4, IS At tis SAEE AHOMItAESWHEEHGIE Gl Silie fo vV akiRdDprder to

recognize transmission errors or tampering with the data set. Examples of the use of test values
include the EJEHeSERRISI AN ERBSKINE RN AR R ERNRbRREIKR WIS thiapeHsasiosetiachaa sH
algorithms (2HA .Uédaedie shyatussiieaiiseddn e ParrasisoiarRolss s aatHEWIL daenaten
algorithms, this is an indication that the barcode could have been tampered with. It is possible by
means of crﬂft@af’émc measures to produce the test values such that the integrity thereof can be

tested. ahaugh e, sl 0, MR PR AR

When the user decides to use the ID, he firstlisstae application on his mobile device.

The further communication with the service providan then be managed directly by the

application without the user having to concern lahngith it.

After the installation, the application prompts tnger to enter his PIN. The entered PIN
is then transmitted with the user identifier to B&xBox B now verifies whether the PIN
is valid for the user identifier and then transmdsthe application the URL of the ID

image generated by Box A.

Step VL) ID retrieval (device and Box A)

Next the user is prompted by the application teeehis password (which he received
upon registration from the ID provider or has setwith the ID provider) in his mobile
device. The application then retrieves the ID imaigethe URL, wherein the password is

checked before the image download. The checkinthefpassword can be carried out
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If the barcode corresponds to the formation algorithms, the control unit 318 sends a verification query
330 to the mobile communication device 302. The term "verify" in connection with the present
specification denotes the verification of the identity of a person carrying out a transaction. The identity
of the person can be verified, for example, in that he is prompted to enter a secret PIN code known
only to the person. The verification query can be an SMS message, for example, with which the ID
holder is prompted in step 331 to enter his secret PIN into the mobile device 302 embodied as a
mobile phone, for exa Ie Aft the PIN entry has been made, the. mobile phone 302 transmlts the
BN prteraBITBl HHeTE G LECHRRIR R 0 B b U5 B e 920 FHREEol i
318 verlflesxbmhede)nubmﬂé\d pmmwmkbyr thmmabdeﬁdmmnunmnenaﬂﬂmed 20 imeteps’iaﬂlwhether
the PIN code match(as the PIN code contained in the barcode. Through the verification query 330,
which was tPansm?{eaaFo% % unlque identifier of the mobile device 302, and through the response from

the mobile qeKiehSife UrRAKR RE O TR Scies ATiowR R SRR gy 316 so

that it is ensure tifiers that the identification document is used on the correct
mobile dequ@tht@S tHecEh MR dhﬁ? I lieadionrifiets tlisHEd@MIRA tispasNkIPhhBem@8iety of the
ID holder, inysigp33Ad s BeligbeeofipSrarR SansTa e AN R Sda nRsseRtYIRIPRSNG at the
credit card company are collected. The transaction code generally contains the identifier uniquely
assigned to $ABTAIBISITL device 302 and a license code that characterizes the ID provider. The
transaction ode toether WlIh the invoice data in ste 335 is transmitted to the central server 310 of a

v.‘

erver 310 verifies the credlt worthiness of

the ID holdey (ste RERA ard rified w ethert e pre acg of the
ID holder haAs£su men% |t|ng|'tr?é]§aymeé; ntﬁ g’é’% |sa\1/rgr| f} [Iﬁ Ste %# ﬂciher
there are other B@asénafthataptwenwmldt@\mﬂ(asamam ‘fe Dheﬁém) smnblaltenlassaseﬁ Ilﬁ_lamn_t denotes
the confirmaign.gbine yalvakan HenGigatondarypaabenydaelieatng fRsye aplmyald when it
[ n associated centr atabas e identified as

is identified as val e.”An identification document can

invalid in paffisut@nirefege egsirayidrodate arditieet/ R-tRe WEibS pRshledaiendeletrd: dresty of the
document hﬁﬁé?es‘?ﬁé’\éggiﬁijdeﬁvﬁIBBB“]ﬁrtﬁ&%ﬁpﬁheﬁﬁeﬁqmpmﬂfo% IBvVRiRicAAstRgdRd the

validity of the identification document. In particular, it is verified whether a block of the identification
document |sa}éﬁ|§R9F&H‘HQHQQ:@F@M¢§%{@@JQ@T‘P\énf@FFﬂ hRicihe iR Aasceasn danrtinadgbamtation
means flaggiegafeldeitfieatiosy document permanently as invalid. It is irrelevant thereby whether the
block is shown only in the central database or whether the identification document itself is flagged as
blocked. A pstherhlilyenitiioatiomésonanent taalveiys ey aidd tee plneremﬂstes fibeadustiogdre
given, a Va|ldl'%/ Cé)nfl matJortlh339 IS transmlttb% qlefﬁ Cc ecllrgﬁ out 31¥ e central srﬁr;/ﬁ]r 310 initiates
the posting GT1RE payr%réer'}rt] tra%ggc\flgﬁs(gfae E pa?/ gl & so poste%eat he d9&8kout 317
after receipt f h r ted
(34, The P e e b A o
payment seBIRIEOH\wande iussdoenedexdlyy ko uthe dlumsmihe sesiasi@se distphibadesan order
to advantagge rkey<e e e \AEERSRLREANKPIHON, Thedrabiss l ansma phaaduRpRe shown

in Fig. 3 can also bé used for other purposes, such as for the verification of the identity of a person

identifying hS&1ageY %@&Hﬁi{é”&tb&c@@%elﬁrm RS LRSSHEVHIAIs RERIBDERAHBEISI RS &ttem
could be proyddesbingiend pfdbactpckPiHe3ddrdaSifrd < inveitecantdelehMa@mileedaipn the

time and the circumstances ‘5 .g. the access used) could be transmitted. The central server would
thereby veriRf WK SR IR oFIRRISFRCET ﬂ%*éep@rr‘%\ﬂﬂ%é‘ﬁﬁ?ﬁ%eﬁf?ﬁs%%mﬁé a3 3R hGeSAME and
access and insterd abanpoptiogows idgdnifiatedsperabat enfianetsaresidlied IDtigasneanseasily

ly the teaching, f th thod t th th hic h I ding t
e oo CELAIRSHEE SFCUb F NN i LR ARSIy AR LV o

identity of theqi@lsaeyvibe. integrity of the ID and the validity of the shown authorizations and/or
qualifications. Examples of such methods include the verification of tickets for events, wherein the
ticket optionallg lsersdan vakdiage his IEsgasy iangaeoiiciug saehilptitayicbgi deisgiches for goods
and serviceg,\Which e RISHeRf 6\‘W&JQ&%&%@WHS’HE%@&%&W%&%@HQ {RdNsdgyention, or

the use of an identification document for company employees who identify themselves with an
identificatioF¥SELFAETRGHEEHITiNG tetteamRe ReeHaRii-abiEes systems of the company and/or with the
use of company resources.
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Fig. 4 shows diagrammatically how a barcode 405 according to the invention can be set up. The
barcode for an identification document according to the invention contains a license code 420, a
country code 421 for the mobile device, a mobile network area code 422 for the network in which the
mobile device is operated, a network identifier 423, wherein the network identifier in the case of mobile
telephone networks is the telephone number of the mobile phone, and a PIN code 424. In a first step a
first test value CRC-I (426) is formed via a first algorithm 425 from the entire data set or from parts of

the data set._The person skilled in the art knows different methods foy forming test values, wherein
cifforont me SRS A8 NeRETCEEI B AR PPRRH PR o IRAPERF SR8 ethorts for cyciic
redundancy checks, tographic HA ctigps ar secure ASH@!&O it . IThe spcopd test value
CRC-II (428) isﬁfﬁim%algsggggﬁg Sa%ol_&r%lﬁ%ﬁ}'ﬁz@ Q&ﬁgcﬁgégr brlwo%e 0 éuoﬂjggﬁgggpa,@ic&g%ng the
first test value CRC-I. (eiid, thiakedsetza) ule9drRCd peidoDR @-llangatiaddition converted via a third
algorithm 429 into a third test value CRC-lII (430). All three test values together with the ou%t data
are connected #)one AhBtHERTHSLMEUAR BI§ONIRHEAIINPIY BistiBiehIPeRpetcgAchese 06 B a basis

for the barcode 405. TiugWsl B 3HitALIg\shiISsiofagl combination of known formation algorithms a
barcode can be formed that has a high degree of protection against counterfeiting. Barcodes provide

the advantage that theyptiangasihbeiseadsoyraiiedserenass thé Sk the 2oy eyieeBn§URI@S e.9.
checkout terminals or acfcess control terminals are already equipped with such scanners. In order to

convert these devicesl}% Mg '&&/%39'3}4 methods according to the invention, it is necessary only to

integrate a program a t] e tro] soft 0 r fe farms the
program sequegr{' e sh%)(\flvrgw ér? E%mf %)r h%l &%t\@gjﬁit& g}% Si %quéf#wﬂ?ﬁr@@%ﬁ%gg@&rding to
the invention can be uBeel hatcanlyppiiooadlilessopagisnethaveals@somitsegitotiaed ity getsonherein the

security features can glﬁ& Bscpfliusted to the security level required for the respective document. Due
to the low costs that are incurréd for the production of an identification document according to the

invention, it iS_ %SP pO_ﬁ@'ﬁDai%CQIﬁ@WE %H‘@éﬂﬁ@ﬂt@ﬂj&? W%@@é@ﬁsﬁﬂ%ﬁ@?w%rmﬁﬁﬂwe a
very short validity period. Thus, for example, gift certificates that are valid for a restricted period can be

transmitted to the ID HBIGE: Y RBALFL TG e (ine ALY RMEISVETIGRERR R SRR OH Pvalidity

upon redemption or exphaHRTYy ohEhexehidis/reatapid R edpreferethenlpehoianiolhe present
invention, identification documents can also be used to regulate access systems, wherein the

identification da&ymentseal® usmubaittien fier eolopiptednirose tiseqivas @boest thentredisyste rtsefor
employees of a compﬁpgbiper gl%rv % gc?%ﬂ-f)%r%} A g\kll%p gigl%r guest access cards or event tickets.
iments of identific ents ac

Some exemplary embodime ation docu according to the invention are shown in

Figs. 5 - 8. g an Qe 9y altY-rRSEEBRYA R @WG%?@%@H&Q@%HBWHW&EIQ%WB%%”tai”5

an ID image 521, on which a company nhame 522, a car gnation 523, the name of the card holder

524 and a bBYcHRABE5UrE sHERH. 9HE dANE{GHRN iN@GINertsrdine /1 MemBERIABt Nt ssary,
since each gaglit ey hisasiongd viadhe ypimie ideeifpkimasragieivolilcormmitteainmhdevice
502 and a specific holder. ) _
one another. The payment process starts (321l ckout 317, wherein the payment is
initiated (step 322). Then the already collectedbice data, in particular the amount to
be paid, are transmitted in step 323 from the obatcB17 to a control unit 318, which is
connected to a scanner 316. The control unit 3fi@ates in step 324 the scanner 316 in
order thus to read in data. The ID holder retrietres identification document in his
mobile communication device and shows the idegmtiiica document provided with the
barcode in step 325, so that it can be scannedtgtscanner 316 (step 326). In step 328
the control unit 318 decodes the barcode, readsheutinique identifier of the mobile
device contained in the barcode and verifies ip 829 whether the barcode meets the

integrity conditions.
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The ID shown in the mobile communication device 602 of Fig. 6 is a proof of identity document,
wherein the ID image 621 has an ID designation 623, a holder name 624, a passport photograph
(shown in a stylized manner) 625 of the holder and a barcode 605. Fig. 7 shows an identification
document on a mobile device 702 in which the ID image 721 has only an ID designation 723 and a
two-dimensional code 725 of the data matrix type. A document of this type could be used, for example,
as an (optically readable) key for access control systems. The identification document of Fig. 8
contained on the mobjle communication device 802 has an ID image 821 on which, in addition to the
1D desionat Ui 2T AGEM B e e 1EorRGE IR e ot P BT CHARLBE e
barcode as dpticaetientdyswgiéeaturespiraisinotize fiegetermiydébeambateadbyaifcatimerisind
compared to e actigl ingerpript ol e pecsenidentling imsell Andentiieation dogument of this
type is suita%?e, for example, for apgllc iONS 1A WhICH e enﬁty 3 the Ho} Y persorl)w IS o?'particular
importance.pattcy@ntmbeteyfrityffet schitredificaaimneomisiante acadridim gvereher daveetiobasaa be
stored and : i municatio e in the ' er. stored
identificatioﬁ%%ﬁ%}?? I?r%%%@%@t’ugﬁb (ﬁl%y%éjﬁh\ée{a SYQ{SR:{{%@ %ecrggﬁélgmgeq%gbi g F(]:{(?r“?alt}gunication
device. In ofgenasitacililgteahth e AEMndIoE a large number of different identification documents stored
on a mobile communication device, the application can have an intuitively operable user interface. An
exemplary eNOHERSIEN STHICRENrteRRETDRRVEIX A RIABA! ¥ ASRPRIFR SO PN oPIBs 3Pde is
shown in Figy&vidieg R aMCRIRIQPRSARARINGS iadhrioBaraineasy 80k tapehilRich

communication device 902, or the operation is carried out directly via the display unit 903 embodied as
a touch scrééfi. %ﬁﬁ@%iﬁbﬁl%ﬁ%fg)BHﬁléﬁ'ﬂ?@ﬂ,t%%i‘?%@laﬁ‘ﬁaeﬁf%%%bé(n AR AAURS03

can therebytbst pugtvit iits & ovitina diageaaualtyaltadamereasapedeeanimated manner until the
desired identification document is visible. The document can then be brought to the foreground by
tapping it wilthe fargeltesbredudd deseotie \inlcommesttgosyitisfileseot anvirgidisplaglurititznméetirned
likewise by i j i A I rder age a
arge e e e T e e
identificationsdd@0aniHenh Wikubieltiensiasiyt Guh dodatregdpie (Dysepatpteiy) deothe lieeridiion, the

documents 47 he g E ARt SRS YRBESIMG BT BALARAIARG S ARSIIRRH %R GoHmdor

example, common security features. A security feature of this type can be, for example, the
deactivation'8F&MBbFaRoYalR i ARE AU EREMFBIHS, HANSAMAR IABLAE HEIRYIAASYBY BieAdi3ed over

a defined peyipdmidifpfedrbPtderiods: able Jauss mdaaaipraterkislamificajiendlacumeantagaiy after

longer period of non-use of the mobile device, the PIN code of the identification document must be

entered intoNEIRRIBRNISHIAS HriE EUARS G SEEYER S IR SHIBBR EREMIbN document, as used herein,
denotes the orary suppression of the functionality of the identification,document. A deactivated
dentiication 0E AR ELRdOnUINCbl Had s Ce A B0t ol & RATRICH AR L Brson's
identity is vehiets @hdrajipditat ahatatnalbarcodiziooa il ncembraorderad assigit tisepemsibl@Ibycode to
agroup of i ificatio ts. To thi Ir tiopall des
already za\ss(?g;?r%e%I %(?O%h%%(ﬁg#%?ﬁ{%rﬂ 83%%%%%5&8(%%%ga%agn%ﬁgﬂr?e@vﬂgﬁﬁ]cogg%rﬁfﬁ@énwﬁgd to the
service prowdsrhgdestsst athooighet iivMe Sindidchk RNnobd thedarmatiooratgadthinghe barcode of the
documents, with a change of the PIN code these documents need to be reissued by the service

provider andf d§&irP@ iOfr BSRREFROISH EheofRrMAIA S BELICBE TIRN R NBH Sdflassedina
connection \iricidion 19 ussA 3861 eb Y heseii Ofsianmll Gititivie u SeeHEtYs RO &RR bused for

several transmitted identification documents. o ) _
connection with the present specification denotes \terification of the identity of a

person carrying out a transaction. The identitjhef person can be verified, for example,
in that he is prompted to enter a secret PIN codewk only to the person. The
verification query can be an SMS message, for el@nwth which the ID holder is
prompted in step 331 to enter his secret PIN iheorhobile device 302 embodied as a
mobile phone, for example. After the PIN entry lb@®n made, the mobile phone 302

transmits the PIN preferably by means of a seaamsiission to the control unit 318
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The term "security code" is used herein for codes that are produced on a random basis and
transmitted for one-time use to a receiver. Security codes can be used, for example, in order to
confirm the correct receipt of a message that can be activated or decoded with the security code. The
security code is generally transmitted separately from the message to the receiver. In order to
intercept a message for misuse, the offender would have to intercept both messages - the actual
message and the message with the security code. Security can be increased in that both messages

are transmitfed on_different channels - for example, one message hy SMS or MMS the other message
by e-mail orzﬁjiﬁﬂ. iﬁgr sL%‘Ee%gﬂHﬁlrb’&'}c%ﬁ o\fgﬂegeﬁeaﬁﬁeeaﬁﬁ%ﬁi S leb et n@,’ tﬁlﬁa Eﬁ'{ﬁion
replaces the:oidr'rdﬁridé_iﬂatioaﬂedﬁxe_uthbstdpem\MWeThmmﬁteamaﬂtMBathe hrXe eotiaction
that supports dhe pserin ihe pew iseus ol expiredideniicationdocymenis, & fuiher featiug of the
application can De atunctionTor taking overidentification documents from a previously used mobile
device ontotheumiEntdyidsstifierobilthdevigedfde\titg 388e ahwugiytie icksytdieseofrtine thebileldevice has

also changegl )@ deeu e Tls! e Ues AWK STOUER AIOHIRE AR s Bypecerg wherein

the application can process the new issue ot several documents collectively. If the newly used mobile
device is to 8@ ihedd ity edive thRitleninahidient{tmetheddRnidipalit daswiiedeiddisad @h be
possible to ¢RRY:the datiusRts ffiieeg identification documents from one mobile device to the other, for
instance via a wired or wireless connection between the two devices or by the replacement of a

memory carglitéhghindbrgierLivinetionsaef eafrRrRPIkalinBgisNthe T2!8siRd Vi RHE- RN 926 by
tapping on the touch screen or by moving a cursor 927. With each transaction the application can

store the culfeRO9ELSh TEB-dRat@incon Sqdrs GrecaPRIE; NG CthE g A8 EnesRearHeT
transaction pogtingthethiserddiadard aghipany raferably dhesamisa saparaiedo g ieefatgaohtiins

the identifier uniquely assigned to the mobile devi302 and a license code that
characterizes the ID provider. The transaction dodether with the invoice data in step
335 is transmitted to the central server 310 ofredit institution. Based on the
transmitted data, the central server 310 veriffes dredit-worthiness of the ID holder
(step 336). In the case of prepaid cards, it ifiedrwhether the prepaid account of the
ID holder has sufficient funds for debiting the pant. In addition it is verified in step
337 whether there are other reasons that prevedebat (“validation”). The term
“validate,” as used herein, denotes the confirnmatid the validity of an identification
document. An identification document is valid whinis identified as valid in an
associated central database. An identification o@ou can be identified as invalid in
particular when an expiration date assigned td@hleas passed, when theft or loss of the
document has been notified, or if another everth s non-payment of an invoice, has
ended the validity of the identification documelnt.particular, it is verified whether a
block of the identification document is registeredthe central database. The term
“block” in connection with this specification meafiagging an identification document
permanently as invalid. It is irrelevant therebyetter the block is shown only in the
central database or whether the identification dwent itself is flagged as blocked. A
blocked identification document is always invalitithe prerequisites for a posting are
given, a validity confirmation 339 is transmitteal the checkout 317 and the central

server 310 initiates the posting of the paymemtsaation (step 338). The payment is also
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The application thus administers chronological log files for each of IDs managed thereby, in which the
production data and change data of the ID, all of the transactions performed with the ID and the use
data connected thereto are listed. Use data can be all data measured by the mobile device, such as
the communication channels used, the time of card retrieval or the location data measured via GPS or
Galileo with a card retrieval. With the aid of the log files gift certificates and actions that are connected
to the card (so-called "bonus transactions") can also be managed. Providers for all ID holders or parts

thereof can thereby produce bonus transactions and send them to the users vig the netwqrk of the
service proﬁ&’éﬁaﬁ?ﬁr&ﬁ? tf% 't;? %Jaﬁ‘ﬁsé [Fs%%%Q?em?a,'gﬂfB%qﬁwt%rgg(/ﬁh(?ﬁ%otr%ﬁl@nission of
the IDs themgalvels). thbg ayanagemerdssf ibaunspletech@41s carried out by the application, wherein

bonus vouchers not only can be produced for existing IDs, but also can be separate IDs. If the bonus
voucher is aBs®ypaynte rirsegistincel Bh@wm i fiyahycatal))Stisathaterhfuth e logriilbioh thegceedofwith
the retrievalof ihe foaus insarfipudheCIN fian RecauerrudiaisarEegds e Ry of the
bonus transac?i}or%n. Op_t%ona%', the bonus transaction can é?z:ﬂanceﬁed or gea@tiva‘teg after retrieval by
the user (or AREFHre&fih el ieni\GHTegRVAHY . Usehb e arsidd e inentiPOser permits this, bonus
transactions can also be sent to the user by third parties, that is, by providers that are not the 1D

provider. ThUBGDGHOVRRE IS\ RIS pPEVIREThSIFBUSTISR e MR oIk Fo9RdF5R1i8S iHFEtLiR TR PEYment,
wherein the hilpisef (ke dreasara bm orosescaibhyoint sailvice Arpviden neixantplansserblisher could
use the customer network of a bookseller in order to r%mote his products. The agplica%@g(ﬁ n mange
a plurality oF AR R ACEESS 1B Jah 1epRBHEY Wit Ui GRARAER S P LB SR AR it i
deleted, themppittiimnsray asftshib eliedkentuseofiHrdhl tefitkxacaptatd) thatekeniplagedie ofithe 1D
is deleted. With the deletign of.an ID the corresponding log file is converted in history fil d
continues toi A A b e B e o B T e BNt roctuce
a backup copnadrtiveol ddidner.ebiyevieaitk uipeficcaasbautharigatiaf wich plresaseidieldiiiifiey beris®)f wherein

dentier. THs i N Ol (e e e e e

device has #Ri¥ame user identifier as the previous device. With
A person skilled in the art can easily apply thecteng from the above method to other
methods in which a person with an ID according ke invention establishes an
authorization and/or qualification and wherein ategn has to verify the identity of the
person, the integrity of the ID and the validity tife shown authorizations and/or
gualifications. Examples of such methods include vthrification of tickets for events,
wherein the ticket optionally loses its validityarpentry by the person, the redemption
of gift certificates for goods and services, whiahe present in the form of an
identification document according to the inventiar, the use of an identification
document for company employees who identify theweselwith an identification
document according to the invention with accessesys of the company and/or with the

use of company resources.

Fig. 4 shows diagrammatically how a barcode 40%m@iag to the invention can be set
up. The barcode for an identification document adiog to the invention contains a
license code 420, a country code 421 for the matelace, a mobile network area code
422 for the network in which the mobile device [gemted, a network identifier 423,
wherein the network identifier in the case of melig¢lephone networks is the telephone

number of the mobile phone, and a PIN code 424 first step a first test value CRC-I
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proprietary systems it is also possible to prevent cards from being used on a different operating
system for which the corresponding application has not been purchased. Claims 1. A method for
producing an identification document that can be displayed on a mobile communication device of an ID
user, wherein the method has the following steps at an authority issuing the ID: Receiving an ID
production order from an ID provider, wherein at least one user identifier suitable for communication
addressing on a standard basis and an ID image is given by the ID provider, Provision of the ID image

via a downloa dress and Transmission of the download address to the mobile device of a user.
(4g6%qs formeg via ar}ﬁst a goﬂtﬂm 42% from etﬁe Jata set or from parts of: ﬁ1e d%ta

set. The person skilled in the art knows differemthods for forming test values,
wherein different methods can also be used in éowed manner. Examples thereof are
methods for cyclic redundancy checks, cryptograptASH functions or secure HASH

algorithms.

The second test value CRC-Il (428) is formed veeeond algorithm 427 and based on
the total output data, including the first testualCRC-I. The two test values CRC-I and
CRC-II are in addition converted via a third alglom 429 into a third test value CRC-lII
(430). All three test values together with the omitppata are connected to one another in a
fourth algorithm 431 and optionally encrypted aedve as a basis for the barcode 405.
Through a suitable selection and combination ofvkméormation algorithms a barcode

can be formed that has a high degree of proteety@mst counterfeiting.

Barcodes provide the advantage that they can dasilgad by simple scanners, wherein
many devices, such as e.g. checkout terminals @gsaccontrol terminals are already
equipped with such scanners. In order to convessdhdevices to the devices and
methods according to the invention, it is neceseaty to integrate a program applet into
the control software of the scanner, which for eglEnperforms the program sequence

shown in Fig. 3 for the control unit 318.

The identification documents according to the ini@ncan be used not only for cashless
payment, but also for many other ID types, whetéi@ security features can also be
adjusted to the security level required for thepeesive document. Due to the low costs
that are incurred for the production of an ideo#ifion document according to the
invention, it is also possible according to theeintion to issue identification documents
that have a very short validity period. Thus, feample, gift certificates that are valid for
a restricted period can be transmitted to the IDddroas identification documents

wherein the gift certificates lose their validitypan redemption or expiration of the
validity period. In a preferred embodiment of theegent invention, identification

documents can also be used to regulate accesansysteherein the identification

documents are used either for a long-term use, sisclaccess control systems for
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2. The method according to claim 1, characterized in that the method has as a further step the
generation of a PIN code. 3. The method according to claim 2, characterized in that the transmission
of the download address takes place after the verification of the PIN code. 4. The method according to
claim 1 or 2, characterized in that the method has as further steps the production of a
machine-readable code that can be optically displayed and the integration of the code into the ID
image. 5. The method according to one of the preceding claims, characterized in that before the
transmission of the download address, a message is sent to the mobile device, wherein the message

contains inf HERTFO R %%@Padﬁfioq{dm fhé WS&'a‘eU&ﬁa 350K QgL 68%&%&6“8%9{ §ﬁfﬁm:ation

that can runtigRdtse mobile device. 6. The method according to one of the preceding claims,
characterized in that the communication with the mobile device, and in particular with an application
running on themebierdplate eivloadiiednisiofimlentificationidatumeseordin@uxtBe srvertioh acelD

Image data gy riﬁ,dFi%s.T'%e—”@”ﬁ .%C%W&mé%}%ﬁ%ﬁ@%%ﬂ@%ﬁif@%&%ﬁgﬁ@%&ﬁ in that

the ID issuing authority Is notified of a user password w ID production order, wherein

downloadingleNiceD5P7aguhief i ainsagswerdreags. 521, on tvlaccompany name 522, a card
designation 523, the name of the card holder 52# aatbrarcode 505 are shown. The

display of an individual credit card number is m&cessary, since each credit card is
assigned via the unique identifier to a specifidoif@communication device 502 and a

specific holder.

The ID shown in the mobile communication device @Zig. 6 is a proof of identity
document, wherein the ID image 621 has an ID desigm 623, a holder name 624, a
passport photograph (shown in a stylized mannes)od2he holder and a barcode 605.

Fig. 7 shows an identification document on a motaeice 702 in which the ID image
721 has only an ID designation 723 and a two-dinogias code 725 of the data matrix
type. A document of this type could be used, farmegle, as an (optically readable) key

for access control systems.

The identification document of Fig. 8 containedtiba mobile communication device 802
has an ID image 821 on which, in addition to theddE3ignation 823, a fingerprint 805 of
the ID holder is shown. The fingerprint 805 repkdtlee barcode as optical identifying
feature, wherein the fingerprint 805 can be reaé Isganner and compared to the actual
fingerprint of the person identifying himself. Adentification document of this type is
suitable, for example, for applications in whicle tldentity of the holder person is of

particular importance.

A large number of different identification documgrgccording to the invention can be
stored and used on each mobile communication dewicerein the possible number of
the stored identification documents is limited wally only by the size of the memory of
the mobile communication device. In order to faatk the handling of a large number of
different identification documents stored on a n®bcommunication device, the

application can have an intuitively operable uségrface.
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8. A server arrangement for carrying out the method for producing identification documents according
to one of claims 1 through 7, characterized in that the arrangement has a data server (Box A) and a
communications server (Box B), wherein the communications server is embodied in order to
communicate with the mobile communication device (202) and with a mobile application running on
the mobile communication device, and in order to receive notification requests (lll) from the data
server (Box A) and wherein the data server (Box A) is embodied to receive ID production orders (11)

1t CommurEaEBHEBOGP GAEIDt PR8 Bl o PR RSBt AT LR ATHIAR zed in

that the datmfs&uerthemAQHmaman Fitpriacene pnsgrame:ampeiatéd/ehrmnev(a%e opendtioly usér

accounts ofé ders errégrr}‘arﬁed C%Q TQJ%\%%N Jﬁr r})tna%cggcrj}r% gi or 9
characterize m?hat? ata server 25' iS enibodiéd T BIder 10 recsive pro Xor%ers ()
that are genmwdp}amtpm&@aiemboﬁwdresr@nmumrsd:lmnembntmmtmmtdeownmeﬁﬁf a&2lD

provider. 11eI1¢ Servef aaNaYnns %&@gﬂwﬁo& 3cdh e n@rﬂﬁﬂé’d‘%&r‘?zj jeki;i‘@ ip that

the communlcatlon between the data ser unications ser runs in
only one dir@ttfeoRinalAiRIMBYL A Bae® Manmgi .u@wmm Id@aum‘eﬁpnnq@@umem i®r the

authenticatigp, g} AuFRrFRURNE R GG BRNs Al ghP FS TRBuERING JraRits Somgumication

device capable of image display and assigned to the person, WhICh mobi e communlcatron deV|ce has

a display un" @f@ﬁ? Hﬁeokﬁefaﬁﬁﬁqmﬁr(tm@ gﬁPﬁ‘YﬁérﬁBrWWé@éﬁf’éﬂhﬁ tHEReth likewisg B¥t stored
in the memagy r@ﬁ rﬂﬁ%‘iﬁbﬂ%ﬁé@ﬁtﬁ@ mqﬂéﬁmd’@@fﬁgggr'BfQ@WQW@QﬁaWB%e'n an

optical identifying feature (105) assigned to the ID data set can be displayed on the display unit of the

communicalfI9HSREReL Y (RIERNR LSTEFATERGIHIFRPRBHID IoALes HhERF: REFRRYERe that

can be OptlCaadiydélﬁ@mmdnl&arnﬁememtla@ﬂﬁﬂl@@cmafmm@rcb&gﬁmréatry Idraghaviaciesized in that
the machlneg]reaffqable ri‘)Pde{gontalns at Ieas;#)ée code % a user identifier (422). suitable on a

standard ba U8 AR HN &8s 6%’ REFBh P R OB 26,
428, 430). m$§@eed&ntm@hmp,dhnumammec@mmgdo catmedRiasl 3\ cearaitiefzadia diabibe

e B0 e, IRy FlAa R i A8 R RS R O i value
(430) is calctl asis oF her YValles é}%

the moblle devrce has not been used over a defiradd of time. In order to be able to

use a deactivated identification document agaier dfinger period of non-use of the

mobile device, the PIN code of the identificatioocdment must be entered into the

mobile phone.

The term “deactivation” of an identification documbe as used herein, denotes the
temporary suppression of the functionality of tentification document. A deactivated
identification document can generally be activaagdin by its user, for example, in that

the person’s identity is verified.

The application can also contain a function in orgeassign the same PIN code to a
group of identification documents. To this end tesired PIN code and optionally the
PIN codes already assigned to the identificatiooudments is queried and the new PIN
code is transmitted to the service provider vieuse connection. Since the PIN code
can be contained in the barcode of the documentis,axchange of the PIN code these
documents need to be reissued by the service mmoddd again transmitted to the
mobile communication device. The method explaimeddnnection with Fig. 2 is used

thereby, wherein optionally an individual securitpde can be used for several

transmitted identification documents.
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15. The identification document according to one of claims 12 through 14, characterized in that the ID
is a credit card, a loyalty card, an access authorization card, an event ticket, a gift certificate, an
identity card, a club card or a similar card. 16. The identification document according to one of claims
12 through 15, characterized in that the ID is provided with an expiration date. 17. The identification
document according to one of claims 12 through 16, characterized in that the ID data set contains
hidden information on the operating system of the mobile device for which the ID was issued. 18. A
use of an identification document accordin one o claims 12 through 17 or roce ran.sactions
2t ransachDR EETTSP DI SR o B E To DA BEPE ALRNGSCoP R GPaRE e cation
document dspdayadsonittee mnunenlnmlueeieylaerevgmﬁcaﬁmo@ﬂﬂse craadmmdaﬂa mnch’mfprmance of
the transactlon 219 j[lbhgou e agﬁgrgm { rc(a!%lerln 8 charac Féﬁ%%ed | teh%% R/% treecf‘g%te IS carrie |e ut by
scanning the mac(;ﬁlne readarBIe Eodie at can be of)atlcaﬁ pFa

the security code. The security code is generediysimitted separately from the message

to the receiver. In order to intercept a messagamisuse, the offender would have to
intercept both messages — the actual message anudbsage with the security code.
Security can be increased in that both messagesaaramitted on different channels —

for example, one message by SMS or MMS the othesage by e-mail or mail.

After successful production of the new identificatidocuments, the application replaces
the old identification documents by the new ones.

The application can also have a function that stpgbe user in the new issue of expired
identification documents.

A further feature of the application can be a fiorctfor taking over identification
documents from a previously used mobile device antarrently used mobile device. If
in this case the unique identifier of the mobilevide has also changed, the documents
must be issued anew by the service provider ohbyptovider, wherein the application
can process the new issue of several documentsctodly. If the newly used mobile
device is to be used with the same unique identféethe previously used mobile device,
it can be possible to copy the data sets of thetifttlsation documents from one mobile
device to the other, for instance via a wired orel@ss connection between the two

devices or by the replacement of a memory card.

The individual functions of the application can $®ected via pull-down menus 926 by

tapping on the touch screen or by moving a curar 9

With each transaction the application can store therent location coordinates
(measured via GPS or Galileo), the date and timetransaction and further use data
in a log file. Preferably there is a separate ltegfor each ID.

The application thus administers chronologicalfites for each of IDs managed thereby,
in which the production data and change data of@hall of the transactions performed
with the ID and the use data connected therettishesl.
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20. The use according to claim 18 or 19, characterized in that the verification comprises the online
qguery in a database. 21. The use according to one of claims 18 through 20, characterized in that the
verification comprises the query of a PIN code. 22. The use according to one of claims 18 through 21,
characterized in that the transaction is a payment procedure, an admission authorization verification, a
gift certificate redemption, a ticket check, an identity check or an authorization verification. 23. A
method for managing identification documents according to one of claims 12 through 17 on a mobile
device by means of an application running on the maobile device, wherein the method comprises the
following tAEE FEIAC AN BN FRAGHEASHLAC s Dio TR SRS LB SA B IHRE AL age of
the retrieveah@srislthesew i tinfdld caoditetdeviteaticbiospiayoiaadrea tive @rRplay Ghtheanobile

device as a ret%ction t8 the.selﬁzction of the ID by the user.
with'a card retrieval.

With the aid of the log files gift certificates aadtions that are connected to the card (so-
called “bonus transactions”) can also be managsalidrers for all ID holders or parts
thereof can thereby produce bonus transactionssand them to the users via the
network of the service provider (wherein the sdgugatures used thereby can be lower
than with the transmission of the IDs themselvEeg management of bonus vouchers is
carried out by the application, wherein bonus vewushot only can be produced for
existing IDs, but also can be separate IDs. Iftitieus voucher is assigned to an existing
ID (e.g., a loyalty card), it is stored in the Ibig of the card. With the retrieval of the
bonus transaction, the PIN can be queried, ifithdesired by the provider of the bonus
transaction. Optionally, the bonus transaction bancancelled or deactivated after
retrieval by the user (or after a defined numbeetriievals).

If the ID provider or the ID user permits this, lisntransactions can also be sent to the
user by third parties, that is, by providers that ot the ID provider. Thus ID providers
can provide their customer network to third pariieseturn for payment, wherein the
billing of the fee can be processed by the serpicider. For example, a publisher

could use the customer network of a booksellerd@eioto promote his products.

The application can mange a plurality of IDs, wirerach ID can be provided with an
expiration date. If an ID expires or if it is deddf the application prevents the further use
of the ID, for example, in that the image file b&tID is deleted. With the deletion of an
ID the corresponding log file is converted intoisttry file and continues to be available
to the application.

It is also possible with the aid of the applicattorproduce a backup copy of the ID data.
The backup file can be encrypted with the usertiienas key, wherein the application

restores the cards stored in a backup file onlyaotevice that has an identical user
identifier. Thus with a change of device the cdrdsn the backup file can be restored

only when the device has the same user identifeerthee previous device. With
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24. The method according to claim 23, wherein the method as a further step comprises the query of a
PIN code entered by the user. 25. The method according to claim 24, wherein the method as a further
step comprises the verification of the PIN code. 26. The method according to one of claims 23 through
25, characterized in that the method comprises keeping a chronological log file for each managed ID,
wherein the production data and change data of the ID and all of the transactions conducted with the
ID are listed in the log file. 27. The method according to one of claims 23 through 26, characterized in
that the method comprises the stora of use (@ta such as the comrBunlcatlon channe CL used, the
time and daPéCEH%?E?aF %?FPéDéL”tH% E&ti%ﬁ’?a e BERYBUL ARG 06 FstREVAN Sﬁ?éﬁ“ﬂé
navigation systeaim§isystamanGRS didCeirs) andinfiagptenlidsonod diceof toechedzite device or
similar use data. 28. The method according to one of claims 23 through 27, characterized in that gift
certificates and actions that are connected with an ID ("bonus transactions") are stored in the log file of
the ID. 29. The method according to claim 28, characterized in that bonus transactions are deactivated
after the expiration of the validity or after the redemption of the bonus transaction.
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30. The method according to one of claims 23 through 29, characterized in that the further use of an ID
is prevented when the ID has expired or has been deleted. 31. The method according to one of claims
23 through 30, characterized in that the log file of an ID is converted into a history file when an ID is
deleted. 32. The method according to one of claims 23 through 30, characterized in that the method
further comprises the step of producing a backup file with the ID data and the log files or history files.
33. The method according to claim 32, characterized in that the backup file is encrypted, wherein
preferably tr&ﬁéi’rsnesr identifier is used as a key.

1. A method for producing an identification documemattcan be displayed on a
mobile communication device of an ID user, wheréie method has the

following steps at an authority issuing the ID:

Receiving an ID production order from an ID provideherein at least one user
identifier suitable for communication addressingastandard basis and an ID

image is given by the ID provider,
Provision of the ID image via a download address an
Transmission of the download address to the malailéce of a user.

2. The method according to claim 1, characterizedh@t the method has as a further

step the generation of a PIN code.

3. The method according to claim 2, characterizedhat the transmission of the

download address takes place after the verificaifdhe PIN code.

4. The method according to claim 1 or 2, characterirethat the method has as
further steps the production of a machine-readablde that can be optically

displayed and the integration of the code intollhénage.

5. The method according to one of the preceding claginaracterized in that before
the transmission of the download address, a messagmat to the mobile device,
wherein the message contains information for thex,usptionally the PIN code

and a link to the download of an application thet cun on the mobile device.

6. The method according to one of the preceding clacharacterized in that the
communication with the mobile device, and in patc with an application
running on the mobile device, is carried out vieommunications server (Box B)

on which no ID image data are stored.

7. The method according to one of the preceding clagimgracterized in that the ID
issuing authority is notified of a user passwordhwtihe ID production order,

wherein downloading the ID image requires a pasgwatry.
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8. A server arrangement for carrying out the methadpieducing identification
documents according to one of claims 1 through haracterized in that the
arrangement has a data server (Box A) and a conwations server (Box B),
wherein the communications server is embodieddeoto communicate with the
mobile communication device (202) and with a mohjlication running on the
mobile communication device, and in order to reeawotification requests (lll)
from the data server (Box A) and wherein the detaes (Box A) is embodied to
receive ID production orders (II) from ID providef212), to provide ID images
for download and to transmit notification reque@ty to the communications

server (Box B).

9. The server arrangement according to claim 8, cheniaed in that the data sever
(Box A) has an interface to a service provider Végb (224), on which user

accounts of ID providers are managed.

10.The server arrangement according to claim 8 ohfracterized in that the data
server (Box A) is embodied in order to receive Iiddguction orders (ll) that are
generated with production software running in teénork or on the computer of

an 1D provider.

11.The server arrangement according to one of claitmsdigh 10, characterized in
that the communication between the data server @and the communications

server (Box B) runs in only one direction, nametyn Box A to Box B.

12. An identification document, in particular for thathentication of authorizations
or qualifications of a person, composed of a molgitenmunication device
capable of image display and assigned to the persenich mobile
communication device has a display unit (103), perating unit (104) and a
memory, characterized in that an ID data set storéde memory is assigned to
data that are stored and managed in a central atsadnd wherein an optical
identifying feature (105) assigned to the ID dagh can be displayed on the
display unit of the communication device, and wheirthe optical identifying

feature has a machine-readable code that can malyptisplayed.
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13.The identification document according to claim Xharacterized in that the
machine-readable code contains at least a licende (420), a user identifier
(422) suitable on a standard basis for communicasiddressing, a PIN code
(424) and one or more test values (426, 428, 430).

14.The identification document according to claim 1218, characterized in that the
machine-readable code is formed by at least thesevalues (426, 428, 430),
wherein one test value (430) is calculated on th&isbof two other test values
(426, 428).

15.The identification document according to one ofimkg 12 through 14,
characterized in that the ID is a credit card,yalty card, an access authorization
card, an event ticket, a gift certificate, an idgntard, a club card or a similar
card.

16.The identification document according to one ofimk 12 through 15,

characterized in that the ID is provided with apieation date.

17.The identification document according to one ofimk 12 through 16,
characterized in that the ID data set containsdniddformation on the operating

system of the mobile device for which the ID wasied.

18. A use of an identification document according te @h claims 12 through 17 for
processing transactions at a transaction termimdderein the use has the
following steps:

Readout of data of the identification document kdigpd on the communication
device,

Verification of the readout data and
Performance of the transaction.

19.The use according to claim 18, characterized in tthe readout is carried out by

scanning the machine-readable code that can beabiptilisplayed.

20.The use according to claim 18 or 19, characterizedhat the verification

comprises the online query in a database.
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21.The use according to one of claims 18 through 2@raxcterized in that the

verification comprises the query of a PIN code.

22.The use according to one of claims 18 through 2Mracterized in that the
transaction is a payment procedure, an admissithroazation verification, a gift
certificate redemption, a ticket check, an identityeck or an authorization

verification.

23.A method for managing identification documents adog to one of claims 12
through 17 on a mobile device by means of an agipdic running on the mobile
device, wherein the method comprises the follovsitggps:

Retrieval of identification documents provided undelownload address,
Storage of the retrieved IDs in the memory of thabie device and

Display of an ID on the display of the mobile devas a reaction to the selection
of the ID by the user.

24.The method according to claim 23, wherein the nmetlas a further step
comprises the query of a PIN code entered by the us

25.The method according to claim 24, wherein the nmetles a further step
comprises the verification of the PIN code.

26.The method according to one of claims 23 throughcRaracterized in that the
method comprises keeping a chronological log bledach managed ID, wherein
the production data and change data of the ID dhddbfathe transactions
conducted with the ID are listed in the log file.

27.The method according to one of claims 23 throughcParacterized in that the
method comprises the storage of use data, sucheasommunication channels
used, the time and date of a card retrieval, tieation data measured during a
card retrieval via satellite navigation systems giarticular GPS or Galileo),

operating condition data of the mobile device arilsir use data.
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28.The method according to one of claims 23 throughcharacterized in that gift
certificates and actions that are connected withDa(f'bonus transactions”) are

stored in the log file of the ID.

29.The method according to claim 28, characterizethat bonus transactions are
deactivated after the expiration of the validityafter the redemption of the bonus

transaction.

30.The method according to one of claims 23 throughcP@racterized in that the

further use of an ID is prevented when the ID hgsred or has been deleted.

31.The method according to one of claims 23 throughcB@racterized in that the

log file of an ID is converted into a history fiehen an ID is deleted.

32.The method according to one of claims 23 throughcB@racterized in that the
method further comprises the step of producingckigafile with the ID data and

the log files or history files.

33.The method according to claim 32, characterizedhiat the backup file is

encrypted, wherein preferably the user identifsensed as a key.
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