-1 - DESCRIPTION DATA COMMUNICATION APPARATUS AND
METHOD FOR MANAGING MEMORY OF DATA COMMUNICATION
APPARATUS Technical Field [0001] The present invention relates to a
data communication apparatus including a relatively high-capacity
memory and a method for managing the memory of the data
communication apparatus and, in particular, to a data communication
apparatus for storing electronic value information in a memory area and
communicating secure information irﬂclyding electronic payment
information and a method for managing the memory of the data
communication apparatus. [0002] More specifically, the present invention
relates to a data communicatignr appataiys for allocating a file system for
a service provider in a memory area and managing information about
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method for mana |n%the memory of the data communication apparatus
and, in particular; to P §atd oM dnication aﬁ)%%z?muf%r allocating a file

system for each of a plurality of service providers in a single memory
area and allowing the plurality of service providers to share the single
Tedata cerhnilimiédtion apparatus in order to - 2

[0001}

The present invention relates to a data communication
apparatus including a relatively high-capacity memory and a
method for managing the memory of the data communication
apparatus and, in particular, to a data communication
apparatus for storing electronic value information in a
memory area and communicating secure information including
electronic payment information and a method for managing the
memory of the data communication apparatus.

[0002]

| More specifically, the present invention relates to a
data communication apparatus for allocating a file system
for a service provider in a memory area and managing
information about services provided by the service provider
using the file system and a method for managing the memory
of the data communication apparatus and, in particular, to a
data communication apparatus for allocating a file system
for each of a plurality of service providers in a single
memory area and allowing the plurality cof service providers

to share the single data communication apparatus in order to



provide a plurality of services and a method for managing the memory of
the data communication apparatus. Background Art [0003] Examples of
wireless communication means that is applicable only in a local area
include a contactless IC card. [0004] In general, this type of wireless
communication is realized on the basis of the principal of electromagnetic
induction. That is, the wireless communication is performed by an IC card
having a memory function and a card reader/writer for accessing a
memory of the IC card to read information from and write information to
the memory. A loop coil of the IC card serves as a primary coil and an
antenna of the card reader/writer serves as a secondary coil so as to form

pr&HaEsio r(?f{% gs.a system. Lhe card reader/writer kansmits alechic,
power and |

nformation to the IC card using electromagnetic induction.

thd heets eard Carheperate usimgnthe sapphed elgetne pawer so as to
respond to an inquiry signal from the card reader/writer. [0005] When the
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Examples of wireless communication means that is
applicable only in a local area include a contactless IC
card.

[0004]

In general, this type of wireless communication is
realized on the basis of the principal of electromagnetic
inductien. -That is, the wireless communication is performed
by an IC card having a memory function and & card
reader/writer for accessing a memcry of the IC card to read
information from and write information to the memcry. A
loop coil of the IC card serves as a primary coil and an
antenna of the card reader/writer serves as a secondary coil
so as to form a transformer as a system. The card
reader/writer transmits electric power and information to
the IC card using electromagnetic induction. The IC card
can operate using the supplied electric power so as to
respond to an inquiry signal from the card reader/writer.
[0005]

When the card reader/writer modulates an electric
current passing through the antenna, the induced voltage of

the loop coil of the IC card is modulated. Using this



effect, the card reader/writer can transmit data to the IC card.
Additionally, as the load between terminals of the loop coil of the IC card
varies, the impedance between antenna terminals of the IC card
reader/writer varies, and therefore, the passing electric current or the
voltage of the antenna varies. Using this effect, the IC card can transmit
a response to the card reader/writer. [0006] Contactless short-range
communication systems including the IC card have been in widespread
use due to the simplicity of operqti%n.wFor example, a security code,
other personal identification information, and electronic value information
(e.g., an electronic ticket) are stored in the IC card. On the other hand,
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entrances/exits of a concert hall, and at a ticket gate of a railway station.
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memory space has been realized. Since the IC card having a
thaigh-capacity: smemepy can siereta pluralityrefrapplicatioasvaf tireysame
thgngéggggg‘gggfggibe&?fggogﬁkgug¥¥¥é§:4£he IC card can
transmit a response to the card reader/writer.

[0006]

Contactless short-range communication systems including
the IC card have been in widespread use due to the
simplicity of operation. For example, a security code,
other personal identification informafion, and electronic
value information (e.g., an electronic ticket) are stored in
the IC card. On the other hand, the card reader/writers are
disposed in a cash dispenser, at the entrances/exits of a
concert hali, and at a ticket gate of a railway station.
When a user places the IC card above the card reader/writer,
the IC card can contactlessly access the card readexr/writer.
Thus, the authentication process can be performed.

[0007]

Recently, with the improvement in fine processing
technology, an IC card having & relatively high-capacity
memory space has been realized. 8Since the IC card having a
high-capacity memory can store a plurality of applications

at the same time, the IC card can be used for a plurality of



purposes. For example, one IC card that stores a plurality of applications
(e.g., electronic money and an electronic ticket for a specific concert hall)
can be used for a variety of purposes. Here, the terms "electronic money"
and "electronic ticket" refer to a payment (electronic payment) system
using electronic data issued to a user in accordance with a fund provided
by the user or such electronic data itself. [0008] In general, the IC card is
used by a user placing the IC card above the card reader/writer. The card
reader/writer poles an IC card at all fimes. When the card reader/writer
finds an external IC card, the communication between the IC card and the
card reader/writer starts. [0009] At that time, the user inputs the security

to the .card.r [writer. The.c eader/wrjter compa input
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process is successful, the user can use an application stored in thé IC
"etard,fonid ticket" refer to a payment {(electrenic payment)
system using electronic data issued to a user in accordance
with a fund provided by the user or such electronic data

itself.
[0008]

In general, the IC card is used by a user placing the
IC card above the card reader/writer. The card
reader/writer poles an IC card at all times. When the card
reader/writer finds an external IC card, the communication
between the IC card and the card reader/writer starts.
{00069}

At that time, the user inputs the security code to the
card reader/writer. The card reader/writer compares the
input security code with the security code stored in the IC
card. Thus, the personal identity verification or
authentication process is performed beéetween the IC card and
the card reader/writer. This security code used during
accessing the IC card is referred to as a "personal
identification number (PIN)". If the perscnal identity
verification or authentication process is successful, the

user can use an application stored in the IC card, for



example. That is, the user can access a service memory area allocated to
the application (hereinafter referred to as a "service memory area").
When accessing the service memory area, appropriate encrypted
communication is performed depending on the security level of the
application. [0010] Furthermore, if the IC card and the card reader/writer
(card reader/writer apparatus) include a wired interface (not shown) for
communicating with an external apparatus in addition to the wireless
contactless interface, the function_ ost; either one of the IC card and the
card reader/writer or both can be provided to an apparatus, such as a cell
phone, a personal digital assistant (PDA), a consumer electronics (CE)
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[0010]

furthermore, if the IC card and the card reader/writer
(card reader/writer apparatus} include a wired interface
{not shown) for communicating with an external apparatus in
addition to the wireless contactless interface, the function
of either one of the IC card and the card reader/writer or
both can be provided to an apparatus, such as a cell phone,
a personal digital assistant (PDA}, a consumer electronics
(CE) apparatus, and a personal computer. In such a case,
the IC card technolegy can be applied to a general bi-
directional short range communication interface.
{0011

For example, when the short range communication is
performed among computers and home information appliances,
one~to-one communication using the IC card is performed
therebetween. In addition, some apparatus can communicate
with an apparatus other than a contactless IC card. 1In such
a éase, an application can be provided in which one-to-many
communication is performed between one apparatus and a

plurality of cards.



00 121 Additionally, a variety of applications that use an IC card in order
to externally communicate electronic value information (such as
electronic payment) can be run on an information processing apparatus.
For example, by using a keyboard and a display on the information
processing apparatus, a user can communicate with the IC card. Since
the IC card is connected to a cell phone, a user can send information
stored in the IC card via a telephone line. Furthermore, using the IC card,
the user can send payment from _t_h% cell phone via the Internet. [0013] If
a file system for a service provider is allocated in an internal memory of
the IC card and service information used for the service provider (e.qg.,
[oHse" identification/authentication information, information about the
remaining value, or the use history (log)) is managed in the file system, a
usefulservioe diakbed an contactless fshotrange commuhicationethatisL C
the replacement for a known prepaid card and a service card provided by

caggch 8iotedean e SETiBYBA L [00 127 EBRVERIGhAyS BRERSETvica U
1 nROMidRriiISaues ap Cicard, Lo gy lser o provide he service therel, an
Accordingly, the user has a plurality of cards, each used for one service, -
information processing apparatus. For example, by using a
keyboard and a display on the information processing
apparatus, a user can communicate with the IC card. Since
the IC card is connected te a cell phone, a user can send
information stored in the IC card via a telephone line.
Furthermore, using the IC card, the user can send payment
from the celi phone via the Internet.
[0013]

If a file system for a service provider is allocated in
an internal memory of the IC card and service information
used for the service provider (e.g., user
identification/authentication information, information about
the remaining value, or the use history (log)) is managed in
the file system, a useful service based on contactless
short-range communication that is the replacement for a
known prepaid card and a service card provided by each store
can be achieved.

[0014]

Conventiocnally, each service provider issues an IC card

to a user to provide the service thereof. Accordingly, the

user has a plurality of cards, each used for one service,



and caries the cards with them. In contrast, according to an IC card that
has a relatively high-capacity memory space, the IC card can provide
sufficient memory space for storing information about a plurality of
services in the internal memory. [0015] For advance-payment-type
cards, such as prepaid cards, to ensure proper business conduct for
issuing the cards, protect the purchasers of the cards, and ensure the
credibility of the cards, "A law regarding the regulation of the
advance-payment-type cards and the like" (known as the "purika" law)
has been established so that the issuers of advance-payment-type cards
must register with the authorities and are regulated by the law. Also,

an8CEQding, to,the law,sfor proyiding a convenient. service to users.and .,
maintaining marketing order, predetermined items, such as a logo and

antheccentagt addressamust belprinitedion a prapaidp satd (omeansurfaceate,
the card) (see section 12 of the law). [0016] When providing a prepaid
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1 nRiiding services is limited 19 one dye to the prating of Hofarmatign.en a
medium regulated by the law. In contrast, when an IC card function is
met®@d on a mobile device (e.g., a cell phone) having a display function, the

[Gzequu]irement of -8-

For advance-payment~type cards, such as prepaid cards,
to ensure proper business conduct for issuing the cards,
protect the purchasers of the cards, and ensure the
credibility of the cards, "A law regarding the regulation of
the advance-payment-type cards and the like" {known as the
"nurika" law) has been established so that the issuers of
advance~payment—type cards must register with the
authorities and are regulated by the law. Alsoe, according
to the law, for providing a convenient service to users and
maintaining marketing order, predetermined items, such as a
logo and the contact address must be printed on a prepaid
card {on a surface of the card} (see szection 12 of the law)}.
[0016]

When providing a prepaid card that stores prepaid
information in the memory thereof, the number of providing
services is limited to one due to the printing of
information on a medium regulated by the law. In contrast,
when an IC card function is used on a mobile device {e.g., a

cell phone) having a display functicon, the requirement of



the regulation of the law can be satisfied by displaying information related
to the desired value information (refer to, for example, Patent Document
1). Thus, a plurality of service providers can share the IC card function.
Accordingly, for the service providers, the workload to issue a card is
reduced whereas, for the users, the number of IC cards that the user
should carry with them is reduced. [0017] Unfortunately, when a plurality
of service providers share a single memory area and each service
provider is allowed to freely access;a memory area of a different service
provider which shares the memory, the value information set for each
service provider may be used by the different unauthorized service

thProvigerAs arestlt.the sgpviceprovidescannot provideg asteliable o
service. Also, the user has the risk of leakage of the value information
infgtnhighcliguidity thds Suffdringteconsicias s e[ 001 8} rMhadretore! i flae

case where a plurality of service providers share an IC card, it.is required
e BTN CREHE B ERa e A et BAGh Shadac
se Pr@Vider Qriginalys issiessmben thesser usasdhe sepdeenin addition, the

IC card is required to have a feature to securely manage the information
Actorgacty sepvice prévitler fir the gnerory dees. 9 the worklioad to

issue a card is reduced whereas, for the users, the number
of IC cards that the user should carry with them is reduced.
i0017]

Unfortunately, when a plurality of service providers
share a single memory area and each service provider is
allowed to freely access a memory area of a different
service provider which shares the memory, the wvalue
information set for each service provider may be used by the
different unauthorized service provider. As a result, the
service provider cannot provide a reliable service. Also,
the user has the risk of leakage of the wvalue information
with high liquidity, thus suffering economic loss.

[0018]

Therefore, in the case where a plurality of service
providers share an IC card, it is required that the user can
consider the IC card to be a card that each service provider
originally issues when the user uses the service. 1In
addition, the IC card is required to have a feature to
securely manage the information for each service provider in

the memory area.



[0019] [Patent Document 1] Japanese Unexamined Patent Application
Publication No. 2003- 14434 Disclosure of Invention Problems to be
Solved by the Invention [0020] The embodiments of present invention
provide an excellent data communication apparatus and method for
managing a memory of the data comynunication apparatus that can store
electronic value information in the memory area and securely exchange
the information for, for example, electronic payment. [0021] The
woﬁmbodiments of present invention further provide an excellent data
communication apparatus and method for managing a memory of the
[ Patdaia copynLBication apparatus that can provide a user with ease of use
as if an IC card were directly issued by a service provider of the service
JapARgEtheiseragiduprently Usiy &g tat Hasameehandismttbosedipely2 003
141 A9@nage information about a plurality of service providers in a memory
area so that the plurality of service providers can share one IC card.
Die0022)k%0 dn arfirstaspest of the invention, there is provided a data
communication apparatus having a memory space, the data

Problems tc be Solved by the Invention
[0020]

The embodiments of present invention provide an excellent
data communication apparatus and method for managing a memory
of the data communication apparatus that can store electronic
value information in the memory area and securely exchange the
information for, for example, electronic payment.

[0021]

The embodiments of present invention further provide an
excellent data communication apparatus and method for managing
a memory of the data communicaticn apparatus that can provide
a user with ease of use as if an IC card were directly issued
by & service provider of the service that the user is
currently using and that has a mechanism to securely manage
information about a plurality of service providers in a memory
area so that the plurality of service providers can share one

C card.

[0022]



communication apparatus managing the memory space by separating the

memory space into one or more file systems, the apparatus comprising:

controlling means for holding a separating authority key and managing

the access to the file system in the memory space; and a first file system

allocated to a first service provider inthe memory space, the first file

system holding an issuer key of the first service provider; wherein, upon

receiving, from a second service iDa provider requesting an allocation of a

new file system, a separate aclal e generated by encrypting, using the

istllerkey 5the Aisk Saice provitler: AdHtA biStk cotaing & Sevaraied 2
dat zelementpackage-genstated by enciypling an issperkey, oktheseconde gata

service provider using the separating authority key and information on the
commpaw g system, abe first files systamaletnpts thd:receivedisgparatépace by

package usino the ssuer key.of the.first senvice providerand retrieves the
Separa e1emenetlpa”2:)(€agéD and the Information on the new fife sy%?erﬁ, o
appaand whereirihe-controliing means.decrypts thesepakate elementoiding  a

package using the separating authority key, retrieves the issuer key of the
sepagedonitfservice provider “Separdtds Baféd afeh oflthe BeRToTy spacetine file

sysRgeordancewifh lhe. nfarmation on the nepfile sysiem, and llogates e o4

‘ separated memory area to a second file system holding the"issuer key of
to dhefSecond semviceproviderv inla;sedond aspectohthe/invamiion, thetesis first

~_ provided a _ . . )
file system holding an 1ssuer key of the first service

sepa

provider; wherein, upon receliving, from a second service



method for managing a memory of a data communication apparatus, the
data communication apparatus having a memory space and managing
the memory space by separating the memory space into one or more file
systems, wherein a separating authority key for authenticating authority to
separate the file system and a first {ibaasystem for authenticating access
authority using an issuer key of a first service provider are provided in the
memory space, the method comprising the steps of: receiving, from a
second service provider requesting an allocation of a new file system, a

PTOVddarate BAEKETE Géhelted® by Ehefyptifg, BSing'th& fdéuet k&5 ofthetem, 2
sepdratsenvice,lab orovider. A datablock,confaiping.a sgpatate elements o . yey

package generated by encrypting an isster key of the second service
of plovideériusing the separmtingrauthdnty keyaandanfermationlon thehewning =
steq% decryptg}ég the received separate package using the issuer

file s
Sep%ayt%f the TS Eervies PrATdSTHI Tétridving thé Sep&raté Eleffent SSuer key

of tasckage-and thesipnformatign on; the-new file system; and.decrypting.they, o v : + v
separate element package using the separating authority key, refrieving
key thgrdssheikeyatthersecondisesvicesproviders sepasating a free aféaet file

sysdlg MO shace n accordance wih the information on thenewfle,
system, and allocafing the Saparatéd memory dréa 164 setonddile ® =55Uer

key systeghboldingdhe issuerikey of the sgeond: servicerovides Astisedeparate
herein, the term "data communication apparatus” refers to a contactless
elem@p&u@ﬁﬁ%ﬁﬁmgﬁnd the information on the new file system,

and wherein the ceontreclling means decrypts the separate
element package using the separating authority key, retrieves
the dissuer key of the second service provider, separates a
free area of the memory space in accordance with the
information on the new file system, and allocates the
separated memory area to a second file system holding the
issuer key of the second service provider.

In a second aspect of the invention, there is provided a
method for managing a memory of a data communication
apparatus, the data communication apparatus having a memory
space and managing the memory space by separating the memory
space into one or more file systems, wherein a separating
authority key for authenticating authority to separate the
file system and a first file system for authenticating access
autherity using an issuer key of a first service provider are
provided in the memory space, the method comprising the steps
cf: receiving, from a second service provider reguesting an
aliocation of a new file system, a separate package generated

by encrypting, using the issuer key of the first service



wireless communications unit and an IC chip having a data
reception/transmission function and a data processing unit, a contact IC
card having a terminal on the surface thereof, or an information
communications apparatus (e.g., a cell phone, a personal handyphone
system (PHS), or a personal digital assistance 11 (PDA)) including an IC
chip having he same function as that of a contact/contactless IC card.
This data communication apparatus has a memory area including a data
accumulating memory (e.g., an EEPROM) and a data processing unit.

PT OIS Hata® cotfiffinitafio agatatisfultferhad $PaHa o mimfiicationsa ckage
gendbnetion. inthe caseof forexample; & call phane, ap externalsigrRge cervice

medium, such as an IC card incorporating an IC chip, may be removably
provndented 16 the tékk pleme rAdditionally; tieer G ghipamay mtludef@rmation on
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us irdpparalls cancarty oudata.commadaication ¥ia ansifermationsrovider  and
communication network, such as the Internet, or can directly
ret Gommiaicaiedaarmitnan exterid@dpparatis ethenwiréd or Wiksleggipion on

the [Ogé%] T%1 ﬁ%”."bé) disr?%?f{[;s Ofép rgserg[eig\éent;[? {]np rovjc eea Sg r\{;i)%% tlg%t element
ensures security 8?, or examrﬁe, the exc¥%nge %f value mf%'rmaﬁon using
pacihgdéamper fesistant andputhentieatinguchority key, retrieving the
issuer key of the second service provider, separating a free
area o©of the memory space in accerdance with the information on
the new file system, and allocating the separated memory area
to a second file system holding the issuer key of the second
service provider. As used herein, the term "data communication
apparatus" refers to a contactless IC card including a
wireless communications unit and an IC chip having a data
recepticn/transmission function and a data processing unit, a
contact IC card having a terminal on the surface thereof, or
an informaticon communications apparatus {e.g., a cell phone, a
personal handyphone system (PHS), or a personal digital

assistance



function of an IC card. More particularly, the present invention reduces
the card issuing load of service providers by allowing the plurality of
services to share a single memory space inside the IC card. Also, the
present invention reduces the number of cards that a user carries and
manages. [0024] 12 Here, when a piulrality of service providers share a
single memory area and some service provider is allowed to access a
memory space for a different provider, value information set by each
service provider may be accessed by other unauthorized service

(EDprovidérs! fob25] Actordingto'dmBbtimefits of thepesentifventioh, fie that
of Systemsdor.a pluality of service providers,are aljpcatedin asipgle < .+

memory space, and one data communication apparatus can be shared by
appdhesesviceproviderssoasyto provide anplurality: of servides.:By accumulating
separating the memo% area into a plurality of file systems, the border

TENweEn the filkTsys MinéibhsTasR irewdiC B apitopfiatety This data
comrRigventing-ane gfthe file.systems{le.rong of the, seryice providers)fromy ; o s
being accessed (intruded) by the other file systems. [0026] Initially, the

funcgntipe merhory abga inan4C cafd is imanagadiyan originateard isstenef an
exc 081G catd; When g service provider other than the origing! IC card Issuer . .n
IC chip, may be removably mounted to the cell phone.
Acdditicnally, the IC c¢hip may incliude a subscriber identity
module (SIM) function for storing the subscriber information
provided by a c¢ell phone carrier. The data communication
apparatus can carry cut data communication via an information
communication netwerk, such as the Internet, or can directly
communicate data with an external apparatus either wired or
wirelessly.

[0023]

The embodiments cof present invention provide a service
that ensures security of, for example, the exchange of wvalue
information wusing the tamper resistant and authenticating
function of an IC card. Mcre oparticularly, the present
invention reduces the card issuing load of service providers
by allowing the plurality of services to share a single memory
space inside the IC card. Also, the present invention reduces
the number of cards that a user carries and manages.

[(0024)



separates the memory area to generate a new file system, the service
provider is required for the authority of separating the memory area and
the authentication by the original IC card issuer. 0027] For example,
when the second service provider, which is - 13 a new service provider,
desires to separate the file system ”19 memory area of an IC card, the
second service provider requests permission from the original card
issuer, which is the first service provider, to use a memory area in
advance. Subsequently, in order to give the permission to separate a

fréememory HiBa ifto & fileréystém, tifori§inaléardl isster dgdifes ghare a
sin%:?%p%ﬂ?n%@@ﬁcm tg'@lta@ rgﬁggk;nggor 5%@?&@9 th?élleasl}/fg%ved to

rom a separating engineering manager. [0028] Here, the separating
accehgineeringwaanager assigns afcareakey Kitfof the file systemaewly value
generated by the separation and a system code SC j. The separating

In S iiidetihg Pianager tﬁé‘ﬁ%n@r§§t‘é~£8at§5%‘ékqﬁaud‘iﬁd stigh dstaysed by

othdising a-separating authority key Kd ip generate the separate element
package and delivers this separate element package to the card issuer.

[00<Since the card issuer does not have the separating authority key Kd, the
Ca}ﬁxccjzclgs%{ can neltheerrgbdoec?{}/rptnntosr fa!)%fy the degi}rlggeednt invention, file
systems for a plurality of service providers are allocated in
a single memery space, and one data communication apparatus
can be shared by the service providers so as to provide a
plurality of services. By separating the memory area into a
plurality of file systems, the border between the file systems
functions as a firewall, thus appropriately preventing one of
the file systems (i.e., one of the service providers) from
being accessed (intruded) by the other file systems.
[00Z6]

Initially, the entire memory area in an IC card is
managed by an original card issuer of fthe IC card. When a
service provider other than the original IC card issuer
separates the memory area to generate a new file system, the
service provider is required for the authority of separating
the memory area and the authentication by the original IC card
issuer.

[(0027]

For example, when the second service provider, which is



separate element package. [0029] The card issuer further encrypts the
data block including the received separate element package and the size
(the number of blocks) of the separate area that the new service provider
is permitted to use using an issuer key K1 - 14 that exclusively belongs to
the card issuer so as to generate a separate package. Since the separate
package is encrypted using the card issuer key KI, a third party can
neither decrypt the separate package nor falsify the size of the separate
area. [0030] The card issuer req_ueis%s the separation of the file system
using this separate package. When the separating request is received by
an operating system of the IC card, the separate package is delivered to

a M flesystem ofthe; gard isauer anthe basis of the arga '@lcp@tégrﬂ@@eara

an argument. The separate package is then decrypted using the card
inissueskeyKla Sedsefuently thezseparate elerment packageand-theisize
of the separate area are retrieved. [0031] £on receiving the separate

reERGRERT PECREGE AR thE OizEt tRE WEDAPateSArER fGmUTHE fildsysterh of
enther¢ard issuer; the ppstating system,etthe I card dectypts the gvance .

separate element package using the separating authority key
Subsequently, in order to give the permission to separate a

free memory area into a file system, the original card
issuer acguires a “"separate element package"™ that is
required for separating the file system from a separating
engineering manager.

[0028]

Here, the separating engineering manager assigns an
area key Kp; of the file system newly generated by the
separaticn and a system code SC;. The separating
engineering manager then encrypts a data bleck including
such data by using a separating authority key Kg to generate
the separate element package and delivers this separate
element package to the card issuer. Since the cara issuer
does not have the separating authority key Ky, the card
issuer can neither decrypt nor falsify the delivered
separate element package.

[0029]

The card issuer further encrypts the data block
including the received separate element package and the size
(the number of blocks) of the separate area that the new

service provider is permitted to use using an issuer key ¥;



Kd to retrieve the area key K=i immediately after the separation (a default
issuer key of the second service provider) and the system code SC |.
Thereatfter, the operating system separates a memory area of the
requested size from the unused area. Furthermore, the operating system
sets the issuer key Kh and the system code SC for - 15 this area to define
this area as a new file system. [0032] After the memory space is
separated, in order to access the file system, the authentication by the
service provider of the file syste_mlia required in place of the
authentication by the original IC card issuer. Therefore, when using each
service, a user of the IC card can obtain ease of use as if the IC card

thawe&@iﬁ%tiwfyegéwo&g@s sesvice pravider of he sewvice thatthe user is

currently using.T0033] By repeating such a separating operation, a

gerplueglity offi@systems zokxist in the memohearsgreftiesl @eald gEhés
separation of the file system is considered to be a virtual card issuing

NG 5h0n YOt BACT of the fiftystsis Mthémemdry §5dde’h58area
neidgRbficationinformatian.and an-external RCcess includesa fackagee o

encrypted using the issuer key of the file system.
the separate aresa. :
fG030]

The card issuer requests the separation of the file
system using this separate package. When the separating
request is received by an cperating system of the IC card,
the separate package is delivered to the file system of the
card issuer on the basis of the area ID contained in an
argument. The separate package is then decrypted using the
card issuer key K;. Subsequently, the separate element
package and the size of the separate area are retrieved.
(0031}

Upoen recelving the separate element package and the
size of the separate area from the file system of the card
issuer, the operating system of the IC card decrypts the
separate element package using the separating authority key
Kq to retrieve the area key Ky immediately after the
separation {a default issuer key of the second service
provider) and the system code 5C;. Thereafter, the
operating system separates a memory area of the requested
size from the unused area. Furthermore, the operating

system sets the issuer key Kpi and the system code SC; for



In such a case, upon receiving an external access having the area
identification information and the package in the form of arguments of the
external access, the controlling means delivers the package to the
corresponding file system on the basis of the area identification
information, and the file system decrypts the package using the issuer
key of the file - 16 - system. [0035) Accordingly, the service provider
having the file system can communicate with the file system while
keeping secret from a control system of the IC card and the original card
issuer by using the issuer key of the service provider. That is, the service
provider can analyze, manage, and deal with the threat to security

rnindependentlyfremthe. ariginal Lard dssuere {00361 Adgitionally, when
separating a new file system, the controlling means sets the system code
[0®¥Zhe file system together with the issuer code and the area identification

inforg]ation.}lOOB?]m{IDn this case, each servic% éaéovider isscyes % Cgeguest

for'a Eﬁﬁintg the ared dentification information u‘s,inlgnthoer s%tem code of

thdhe sesvige previder@s amargupent of the wequast. b additioneidvider
response to the request, the

of the file system is regquired in place of the

authentication by the original IC card issuer. Therefore,

when using each service, a user of the IC card can obtain

case of use as if the IC card were directly issued by the

service provider of the service that the user is currently

using.

{0033]

By repeating such a separating operation, a plurality
of file systems goexist in the memcry area of the IC card.
The separation of the file system is considered to be a
virtual card issuing operaticn.

[0634]

Each of the file systems in the memory space has area
identification information and an external access includes a
package encrypted using the issuer key of the file system.
In such a case, upon receiving an external access having the
area ldentification information and the package in the form
of arguments of the external access, the controlling means
delivers the package to the corresponding file system on the

basis of the area identification information, and the file

system decrypts the package using the issuer key of the file



controlling means performs polling on each of the file systems to acquire
the area identification information from the corresponding file system and
returns the acquired area identification information to the requester. The
service provider can manage only the system code thereof. When the
service provider accesses the file system, the service 17 provider can
sequentially acquire the area identification information and can issue the
access request using the area identification information as an argument
of the access request. [0038] Furthermore, after the service provider has
acquired the file system thereof in the memory space, the controlling
means may rewrite the default issuer key and the system code when the
sydefgult issuer key and the system code are set at the separating time.
Thus, the service provider can analyze, manage, and deal with the threat
[ G@8%Skecurity concerning the file system of the service provider
independently from the separating engineerinqrénana er whq manages

the" SEoFAHBR of tHe fle 3etem® ARk aRtagds 10038F Adterdingto

syanhodimentsof. the presentiinventien.ran exgelent:datacampuryisatipn
apparatus and method for managing a memory of the data
secommimicatiorcappaatuseatde provided 1C card and the original

card issuer by using the issuer key of the service provider.
That is, the service provider can analyze, manage, and deal
with the threat to security independently from the original
card issuer.

[0036]

Additionally, when separating a new file system, the
controlling means sets the system code of the file system
together with the issuer code and the area identificatiocon
information.

[0037]

In this case, each service preovider issues a reguest
for acquiring the area identification information using the
system code of the service provider as an arqument of the
request. In addition, in response to the request, the
controlling means performs polling on each of the file
systems to acquire the area identification information from
the corresponding file system and returns the acquired area
identification information to the regquester. The service
provider can manaée only the system code thereof. When the

service provider accesses the file system, the service



that can store electronic value information in the memory area and
securely exchange the information for, for example, electronic payment.
0040] Additionally, according to embodiments of the present invention,
an excellent data communication apparatus and method for 18 managing
a memory of the data communicatioq:?\pparatus can be provided that can
provide a user with the ease of use as if an IC card were directly issued
by a service provider of the service that the user is currently using and

that has a_mechanism to securely manage information about a plurality of
Provdeifite ProviderSA%E erfory ared S81thatthe Pibraliff6f senicg tification

infoq_fﬂé{@%%cae{h@aé%ﬁﬂei'%ﬁ%rd-t[984]alc'§:‘ér£@er'?8£§1@§€°rgi&%g the area

embodiments of the present invention, file systems of a plurality o
idersetyite pravidersiafeatteoatediin & singlenmemotyatea-anc the serviceaccess
providers share a single data communication apparatus. Thus, the
requsiaEent invention can provide an excellent data communication apparatus
method for managing a memory of the data communication
[00 ging Y . . .
apparatus that can provide a plurality of services using the single data
cormmunicationapparatgs. [004.2FEurtherxcfeatures.ard advantagesofred the
.. embodiments ofthe. . | ‘ .
file system therecf in the memory space, the controlling means
may rewrite the default issuer key and the system code when
the default issuer key and the system code are set at the
separating time. Thus, the service provider can analvze,
manage, and deal with the threat tTo security concerning the
file system of the service provider independently from the
separating engineering manager who manages the separation of
the file systemn.
Advantages
[0039]

According to embodiments of the present invention, an
excellent data communication apparatus and method for managing
a memory of the data communication apparatus can be provided
that can store electronic wvalue information in the memory area
and securely exchange the information for, for example,
electronic payment.

(0040]
Additionally, according to embodiments of the present

invention, an excellent data communication apparatus and

method for



present invention will become apparent from the following detailed
description of exemplary embodiments with reference to the attached
drawings. Best Mode for Carrying Out the Invention 0043] Embodiments
of the present invention are now herein described in detail with reference
to the accompanying - 19 - drawin951@044] The present invention
provides a service that ensures security of, for example, the exchange of
value information using the tamper resistant and authenticating function
of an IC card. More particularly, the present invention reduces the card

man 38y Bad o sérice fproviders By allGHIFG  draityrof SeRACER 8 can Do
pro%%aﬁ%e 8&?{“8%5%8 'gS|g%etPev\!9t%?‘rQ'félsga@§ resent. -s if an

invention reduces the number of cards that a user carries and manages.
IC [O048] Herss whémaqlurality of service providers:share a singlé taemosy  the
area and some service provider is allowed to access a memory space for

SeT Y GifferentProvidet, vAGB T infdriatiolt SE0hy-dach SeRfce PréVidePmiay 1as @
mecHigaceessed Ry qthenunauthorized servdce praviders (00461, ACGIEING; + v o

to the present invention, file systems for a
service providers in a memory area so that the piurality of
service providers can share one IC card.
[6041]

Furthermore, according to embodiments of the present
inventicn, file systems of a plurality of service providers
are allocated 1in a single memory area and the service
providers share a single data communication apparatus. Thus,
the present invention can  provide an excellent data
cemmunication apparatus and method for managing a memory of
the data communication apparatus that can provide a plurality
of services using the single data communication apparatus.
[0G42]

Further features and advantages of embodiments of the
present invention will become apparent from the following
detailed description of exemplary embodiments with reference
to the attached drawings.

Best Mede for Carrying Out the Invention
[0C43)
Embodiments c¢f the present invention are now herein

described in detail with reference to the accompanying



plurality of service providers are allocated in a single memory space, and
one data communication apparatus can be shared by the service
providers so as to provide a plurality of services. By separating the
memory area into a plurality of file systems, the border between the file
systems functions as a firewall, thus appropriately preventing one of the
file systems (i.e., one of the service providers) - 20 from being accessed
(intruded) by the other file systems. [00471 Initially, the entire memory
area in an IC card is managed by ap original card issuer of the IC card.
When a service provider other than the original IC card issuer separates
the memory area to generate a new file system, the service provider is
dr E{S‘-}J””Ed for the authority of separating the memory area and the
authentication by the original IC card issuer. [0048] After the memory
[o®pare is separated, in order to access the file system, the authentication
by the service provider of the file system is required in place of the
authBALBARGTBY the BIRfiR&N CPEaiseder THeTEMSTE, Witdn Bi8Figr&4ch

seSEIYiES, Hserof the 16 card capobtain, sase Afwisgasdl thedSqard: o
were directly issued by t}ﬁe service provider of the service that the user is
usDugrerttly dsiger resistant and authenticating function of an
IC card. More particularly, the present invention reduces
the card issuing lcoad of service providers by allowing a
plurality of services to share a single memory space inside
the IC card. Also, the present invention reduces the number
of cards that a user carries and manages.
{0045]

Here, when a plurality of service providers share a
single memory area and some service provider is allowed to
access a memory space for a different provider, value
information set by each service provider may be accessed by
other unauthorized service profiders.

[0046]

According to the present invention, file systems for a
plurality of service providers are allccated in a single
memery space, and one data communication apparatus can be
shared by the service providers so as to provide a plurality
of services. By separating the memory area into a plurality
of file systems, the border between the file systems
functions as a firewall, thus appropriately preventing one

of the file systems {i.e., one of the service providers)



[0049] The basic concepts of noncontact data communication between
an IC card and a card reader/writer are described next with reference to
Figs. 1 and 2. [0050] Wireless data communication between a card
reader/writer and an IC card is realized on the basis of the - 21 principles
of electromagnetic induction. Fig. 1 schematically illustrates the basic
concepts of wireless data communication between a card reader/writer
and an IC card. A card reader includes an antenna LRw composed of a
loop coil. By applying an electric curtent IRw to the antenna LRW, a
magnetic field is generated around the antenna LRw. On the other hand,
a loop coil LO is electrically formed around the IC card. At terminals of the

fr '%ng‘é%é’ aoééhgs'gdca{?mé@dﬁ%?ﬁ% vpliaog 1s,63usd by g  magnetic
fiel genérate %y the loop antenna LO of the card reader/writer. The
[ ofriduction voltage is input to the terminals of the IC card connected to the

terminals of the loop coil LO. [0051] The coupling ratio between the
antéfna L R0 thescbt idadeirlifiteY dhicfthe iBoptoli'LE8f the'fC card

nadHES depending.on ine pasitignalislationship fhergpepyeqn. Hgwever,
from a system perspective, the antenna LRW of the

service provider other than the original IC card issuer

separates the memory area to generate a new file system, the

service provider is reguired for the authority of separating

the memory area and the authentication by the original IC

card issuer.

[0048]

After the memory space 1s separated, in order to access
the file system, the authentication by the service provider
of the file system is required in place of the
authentication by thé criginal IC card issuer. Therefore,
when using each service, a user of the IC card can obtain
ease of use as if the IC card were directly issued by the
service provider of the service that the user is currently
using.
i0049]

The basic concepts of noncontact data communication
between an IC card and a card reader/writer are described
next with reference to Figs. 1 and 2.

{00501
Wireless data communication between a card

reader/writer and an IC card is realized on the basis of the



card reader/writer and the loop coil L, of the IC card form one
transformer. Accordingly, the read/write operation of the IC card can be
modeled as shown in Fig. 2. [0052] The card reader/writer modulates the
electric current IRw applied to the antenna LRw so that a voltage Vo
induced in the loop coil LO of the IC chip is modulated. Using this - 22
phenomenon, the card reader/writer can transmit data to the IC card.
[0053] Additionally, the IC card has a function to change the load
between the terminals of the loop ¢pil L, in accordance with data to be
returned to the card reader/writer (load switching). When the load
between the terminals of the loop coil L, varies, the impedance between

prike igrmaipalscokthec antenna ot the carlreades/writer yaries. Thus, the
variance in the electric current IRW passing through the antenna LRW or

s ChepsiakRR VRNV df tHE HrtéRfa LRWAR DHEd GE8E C By Ut otliiERihgSthis
daJ\c/g‘“ance : fe %hrgo'heaéjeeE%rétﬁr gap . recejy %ﬁ‘er%@lﬁ?&%ez%ﬂg the IC
54

card. That Is varying the load of the antenna in accordance

" cawdth th;e response:signalitodhedaguisy signak fremithe carc readeridriter,
the IC card can modulate the amplitude of a signal apPearlng ina
loﬁﬁxﬁﬁkﬁ1cw&¥t6Pplylng an electric current Izy to the

antenna Ly, & magnetic field is generated around the antenna
Tex- ©On the other hand, a loop coil L. is electrically
formed around the IC card. At terminals of the lcop coil I.
of the IC card, an induction voltage is caused by the
magnetic field generated by the loop antenna L. of the card
reader/writer. The induction voltage is input to the
terminals of the IC card connected to the terminals of the
loop coil Le.

[0051]

The coupling ratio between the antenna Lyy of the card
reader/writer and the loop coll L. of the IC card varies
depending on the positional relationship therebetwsen.
However, from a system perspective, the antenna Lgy of the
card reader/writer and the loop ceil L. of the IC card form
one transformer. Accordingly, the read/write cperation of
the IC card can be modeled as shown in Fig. 2.

[0652]

The card reader/writer modulates the electric current

TIzx applied to the antenna Lpy so that a voltage Vy induced in

the loop coil L. of the IC chip is modulated. Using this



the card reader/writer. Thus, the IC card can communicate with the card
reader/writer. [0055] The IC card may be a card data communication
apparatus or may be an information communication apparatus (e.g., a
cell phone) incorporating an integrated circuit chip having an IC card
function. For simplicity, as used herein, either - 23 one of the apparatus
incorporating an IC card and the apparatus in which the IC card is
removably mounted is also referred to as an "IC card". In addition, the
integrated circuit chip having an IG gard function is mounted in a mobile
device (e.g., a cell phone or a PDA) and an information processing
apparatus (e.g., a personal computer (PC)) in order to communicate data

ph¥thansxtenal apnaratus. do.sushia caseqthedaars inclides ag the

external peripheral interface in addition to the interface for

IC commmiunicating with the card reader/writer wired or wirelessly. [0056] Fig.
3 illustrates the hardware configuration of a data communication

[O%?) bratus according to the present invention. The data communication

appaiatus bas anIC ead functions thatallows thedntarnabnenyelatile: ne
memory thereof to be accessed when a communication antenna is
loattaehiedeand ahreddanvwritel fundtidh thatsupplies hnlexternakFappaiengs

with data to be returned to the card reader/writer (load
switching). When the load between the terminals of the loop
coil L. varies, the impedance between the terminals of the
antenna of the card reader/writer wvaries. Thus, the
variance in the electric current Izy passing through the
antenna Lgy or a voltage Viy of the antenna Ly is produced.
By demodulating this variance, the card reader/writer can
receive the date returned from the IC card.

{00343}

That is, by varying the load of the antenna in
accordance with the response signal to the inguiry signail
from the card reader/writer, the IC card can modulate the
amplitude of a signal appearing in a reception circuit of
the card reader/writer. Thus, the IC card can communicate
with the card reader/writer.

[0055]

The IC card may be a card data communication apparatus
or may be an information communication apparatus (e.gf, a
cell phone} incorporating an integrated circuit chip having

an IC card function. For simplicity, as used herein, either



having an IC card function with electric power in order to achieve data
exchange. The data communication apparatus incorporates an IC chip
including a card function analog circuit 30, a data processing unit 40, and
a card reader/writer function analog circuit 50. In an example shown in
the drawing, the IC card has the card read/write function. However, this
card read/write function is not an - 24 essential feature of the present
invention. [0057] In the card function analog circuit 30, carrier waves
received by an antenna 32 are rec ged by a rectifier 31 and are delivered
to a signal processing unit 44 of the data processing unit 40 and a logic
circuit 38 via a serial regulator 33. [0058] The logic circuit 38 starts in

ondS3ROTSE 10 45000 SIgnal Input .2, startsignalinpyt ernipal Pon. The

efoglc circuit” controls the voltage from the serial regulator 33 and the
apyoitagesnptt fronca pﬂv&emmydtermlmakr\éﬁﬁlﬁqasdmsumlwa poleer

supply voltage appre riate for the IC card. [0059] The serial regulator 33
refgnvsifs e ditsut vo%fég%a E‘énstarﬁ‘?e@ﬁﬂﬂéé?ﬁf the fevel 6P thetinpt

civolfage . fhat s, if the inputvoltage is figh sthe serialsegwlators

mobile device {(e.g., a cell phone or a PDA) and an
information prcocessing apparatus (e.g., a personal computer
(PC)) in order to communicate data with an external
apparatus. In such a case, the IC card includes an external
peripheral interface in addition to the interface for
communicating with the card reader/writer wired or
wirelessly.

[0056]

Fig. 3 illustrates the hardware configuration of a data
communication apparatus according to the present invention.
The data communication apparatus has an IC card function
that allows the internal nonvolatile memory thereof to be
accessed when a communication antenna is attached and a
reader/writer function that supplies an external apparatus
having an IC card function with electric power in order to
achieve data exchange. The data communication apparatus
incorporates an IC chip including a card function analog
circuit 30, a data processing unit 40, and a card
reader/wri£er function analog circuit 50. In an example
shown in the drawing, the IC card has the card read/write

function. However, this card read/write function is not an



increases the internal impedance so as to maintain the voltage constant.
In contrast, if the input voltage is low, the serial regulator 33 decreases
the internal impedance so as to maintain the voltage constant. [0060] A
voltage detector 39 monitors the input terminal voltage from a
power-supply monitoring circuit connection - 25 terminal VBT connected
to the logic circuit 38. If the voltage of an external power supply drops
below a predetermined voltage, the voltage detector 39 outputs a signal
for disabling the use of the external power supply to the logic circuit 38.
[0061] Additionally, in the card function analog circuit 30, a carrier-wave
detector 34 determines whether radio waves input from the antenna 32

o5 Rsluds copit pavescfihe fadia waves,ppyt g the antenna 32

include the carrier waves, a carrier wave detection signal VR is output to
[0®36 Jlogic circuit 38. The logic circuit 38 can further output a signal
indicating that the carrier waves are detected to the data ocessmg unit

40.7B0BDF A RISEKTRFACSR 38 8 AEtS KSR o tHe
re&%{lé&ory#hsrargﬁeaarﬁz and delivers-this glogklo a, clack selegtors36. A

clock oscillator 37 is composed of,
and are delivered to a signal processing unit 44 of the data

processing unit 40 and a logic circuit 38 via a serial
regqulator 33.
[6058]

The logic circuit 38 starts in response to a start
gignal input from a start-signal input terminal Por. The
logic circuit 38 éontrols the voltage from the serial
ragulator 33 and the voltage input from a power supply
terminal Vg 50 as to supply a power supply voltage
appropriate for the IC card.

[0059]

The serial regulator 23 remains the output voltage
constant regardless of the level of the input voltage. That
is, if the input voltage is high, the serial regulator 33
increases the internal impedance so as to maintain the
voltage constant. In contrast, if the input voltage is low,
the serial regulator 33 decreases the internal impedance so
as to maintain the veoltage constant.

{0060]
A voltage detector 39 monitors the input terminal

voltage from a power-supply monitoring circuit connection



for example, a quartz resonator disposed outside the IC card. The clock
oscillator 37 generates a clock of the driving frequency used for the IC
card and delivers the clock to the clock selector 36. The clock selector 36
selects one of the clock delivered from the clock extractor 35 and the
clock delivered from the clock oscillator 37 and delivers the selected
clock to each component of the IC card. - 26 - [0063] The card
reader/writer function analog circuit 50 includes a transmission amplifier
51, a reception signal detector 53,.a reception amplifier filter 54, and
transmission and reception antennas 52 and 55. [0064] When
transmitting data, the signal processing unit 44 of the data processing unit

reSmodulates.and L/Asgonvers, the fata to generatesa transmisgion
signal that is up- converted to an analog base-band. The transmission

vosignat is6utputdromarthe lantemra Sduvia thedramsmissiorwamplifier. A
signal received by the antenna 52 is detected by the reception signal

PrHRRdAGrE3%hd B amBhfied By tRe' Féckptith ambhifierSa “FhE Sighdl is
s 1 {ien deliveredita the, sianal pracessing unitA4. &the: $ignal Procagsing, upis

44 down-converts the signal to the analog base-band signal. The signal
thprdcessing unit4 thigh D/A-converts and demodulates the signal to
[Og%plr]oduce the digital data.

Additionally, in the card function analog circuit 30, a
carrier-wave detector 34 determines whether radic waves
input from the antenna 32 include carrier waves. If the
radio waves ilnput from the antenna 32 include the carrier
waves, a carrier wave detection signal VR is output to the
logic circuit 38. The logic circuit 38 can further output a
signal indicating that the carrier waves are detected to the’
data processing unit 40.

[0062]

A clock extractor 35 extracts a clock from the radio
waves input from the antenna 32 and delivers this clock to a
clock selectér 36. A clock oscillator 37 is composed of,
for example, a quartz resconator disposed outside the IC card.
The clock oscillator 37 generates a clock of the driving
frequency used for the IC card and delivers the clock to the
clock selector 36. The clock selector 36 selects one of the
clock delivered from the clock extractor 35 and the clock
delivered from the clock oscillator 37 and delivers the

selected clock to each component of the IC card.



[0065] The card read/write operation between the IC card and the card
reader/writer is the same as that described in relation to Figs. 1 and 2.
[0066] The data processing unit 40 includes, in addition to the
above-described signal processing unit 44, a central - 27 processing unit
(CPU) 45, a data encryption engine 46 using, for example, the data
encryption standard (DES), an error correction unit 47 using, for example,
the cyclic redundancy check (CRC), a random access memory (RAM) 41,
a read only memory (ROM) 42, an electrically erasable and
programmable ROM (EEPROM)"4§,6aUART interface 48, and an 12C
interface 49. All the above-described components are connected to each
other via an internal bus. [0067] The CPU 45 serves as a main controller
L0t 1performs overall control of the operation of the IC card. The CPU 45

exegyiesRregran,eede stored n s{or axamplen the, ROM 42 {or the
EEPROM 43) in the execution environment (described below) provided

inpy atesperatingrsystemi@Sropthef G cafd. , For exampie cthesCRpa5

de%?é%%%tgs ’ agpItllg%actleog)nt__gtg%ut&1 9%% ],3%8 be trarlsrgléte&and dgta received
viathe cardfunction -analog circul

8hd'thé ‘card Féad@Miriter function
£ r8RalRPs SHEUIt DX reception antennas 52 and 55.
[0064]

When transmitting data, the signal processing unit 44
of the data processing unit 40 modulates and D/A-converts
the data to generate a transmission signal that is up~
converted to an analog base-band. The transmission signal
is output from the antenna 51 via the transmission amplifier.
A signal recelved by the antenna 32 1is detected by the
reception signal détector 53 and is amplified by the
reception amplifier 54. The signal is then delivered to the
signal processing unit 44. The signal processing unit 44
down~converts the signal to the analog base~band signal.
The signal processing unit 44 then D/A-converts and
demodulates the signal to reproduce the digital data.
[00865]

The card read/write operation between the IC card and
the card reader/writer is the same as that described in
relation to Figs. 1 and 2.

[0066]
The data processing unit 40 inciudes, in addition to

the above-described signal processing unit 44, a central



[0068] The signal processing unit 44 modulates, D/A-converts, and
up-converts data to be transmitted via the card function analog circuit 30
and the card reader/writer function analog circuit 50. The signal
processing unit 44 also down- converts, A/D-converts, and demodulates
the received data. [0069] - 28 The DES engine 46 encrypts and decrypts
data to be transmitted and data received via the card function analog
circuit 30 and the card reader/writer function analog circuit 50 using a
secret key encryption scheme basgd on a publicly recognized algorithm.
[0070] The CRC 47 performs a cyclic redundancy check on data
received via the card function analog circuit 30 and the card reader/writer

function analog cireuif;50,[0071] . The UART 48 and the 12C interface.
@lly g r dat '
PrServe {égganugxterr{la V\S/-)lre Interface for ggﬁ#@ct%%nth%nl%cgrd oan 2

f o £Xéernab Japparatusi such-as avgelliphone,-. BDAL oma persenal ceamputer
(not shown in Fig. 3). The UART (universal asynchronous receiver

cmf@%ﬁ%iﬁ@r)um%oﬁ@eﬁéwanaoéig%ﬂ@f&a st sigifat OF coRdBREapCY
cnhSEfial sigaal to, paralisl signals;in @ LOMRUEE 0072k | o read only

memory (ROM) 42, an electrically erasable and programmable
ROM (EEPROM) 43, a UART interface 48, and an I°C interface
49. All the above-described components are connected to
each other via an internal bus.

[0067]

The CPU 45 serves as a main controller that performs
overall control of the operation of the IC card. The CPU 45
executes program code stored in, for example, the ROM 42 (orx
- the EEPRCM 43) in ithe execution environment {described
below) provided by an operating system (08} of the IC card.
For example, the CPU 45 executes an application about data
to be transmitted and data received via the card function
analog circuit 30 and the card reader/writer function analog
circuit 50.

[0068]

The signal processing unit 44 modulates, D/A-converts,
and up=~converts data to be transmitted via the card function
analog circuit 30 and the card reader/writer function analog
circuit 50. The signal processing unit 44 also down-
converts, A/D-converts, and demodglates the received data.

[0069}]



The RAM 41 is a writable memory unit. The CPU 41 executes a program
using the RAM 41 as a work area. A memory space provided by the RAM
41 is addressable. The CPU 41 and each component on the internal bus
can access the memory space. [0073] The EEPROM 43 is a nonvolatile
memory unit for which an - 29 erase operation can be performed and new
data written. As used herein, the memory area in the IC card is basically
referred to as a writable area in the EEPROM 43. [0074] The memory
area includes at least one file systera. In an initial state, the memory area
is managed by a single file system managed by the original IC card
issuer. Subsequently, a service provider other than the IC card issuer
sepanatgstih ecmemery reantomggrieraterd ey filp tsysterna The fide
separation from the memory space in.the EEPROM 43 and an access

X opeAtidiT drdPthe il sdaratioh” are debBiivéd it dbtiFtdil. 16675
c1Fi%i4 i@ sghemalic lustiatien &f the strucre.gf acantel system of the

memory area in the IC card according to the present invention. As shown
ciprFig: 4 thisscontral systent iskbasieally implepnensteteinahedorm ofra a
pugijg(s:)gte]r% C(g {}Egzo&frgiigg rsg/ggemm The control system includes a
{0070]

The CRC 47 performs a cyclic redundancy check on data
received via the card function analog circuit 30 and the
card reader/writer function analog circuit 506.

[0071]

The UART 48. and the I’C interface serve as an external
wired interface for connecting the IC card to an external
apparatus, such as a cell phone, a PRA, or a personal
computer (not shown in Fig. 3). The UART (universal
asynchroncus receiver transmitter) 48 converts parallel
signals to a serial signal or converts a serial signal to
parallel signals in a computer.
i0072]

The RAM 41 1s a writable memory unit. The CPU 41
executes a program using the RAM 41 as a work area. A
memory sSpace provided by the RAM 41 is addressable. The CPU
41 and each component on the internal bus can access the
memory space.

[0073]

The EEPROM 43 is a nonvolatile memory unit for which an



protocol interface module, and an OS core module, and a file system.
[0076] The protocol interface module handles an access request to the
file system from an external apparatus via the external peripheral
interface, such as the UART 48, and an access request to the file system
from the card - 30 reader/writer via the contactless IC card interface.
[0077] The OS core module encodes and decodes data exchanged with
the file system, corrects the error of the data using the CRC, manages
the number of data updates for eactublock of the EEPROM 43, checks a
PIN, and performs mutual authentication. [0078] Furthermore, the OS
core module provides several application programming interfaces (APIs)
erderacgessing the dle systeradéqgnAdPlafior REN chiecking:dnd enutuakh s
authentication during file access and APIs for file reading/writing). [0079]
usdphfLiedracddss BPEHoMIEE fo ife EEPROM A5 sajscﬁﬁii*é’

re PYSIEM entity, The physical memoty access. apesatign & a memory

device including an EEPROM is well known to those skilled in the art.
[0Therefore, a description

The memory area includes at least one file system. In
an initial state, the memory area is managed by a single
file system managed by the original IC card issuer.
Subsequently, a service provider other than the IC card
issuer separates the memory area to generate a new file
system. The file separation from the memory space in the
EEPROM 43 and an access operation after the file separation
are described in detail below.

[0075]

Fig. 4 is a schematic illustration of the structure of
a control system of the memory area in the IC card according
te the present invention. As shown in Fig. 4, this control
system 1is basically implemented in the form of a subsystem
of the operating system. The control system includes a
protocol interface module, and an 0SS core module, and a file
system.

[0076]

The protocel interface module handles an access reguest
to the file system from an external apparatus via the
external peripheral interface, such as the UART 48, and an

access request to the file system from the card



thereof is not provided here. [0080] A memory area expanded on the
EEPROM 43 includes at least one file system. In an initial state, the
memory area is managed by a single file system managed by the original
IC card issuer. When a service provider other than the original IC card
issuer separates the memory area to create - 31 a new file system, the
service provider is required for the authority of separating the memory
area and authentication by the original IC card issuer. After the memory
space is separated, in order to acé@ss-the file system, authentication of
the file system by the service provider is required in place of
authentication by the original IC card issuer. The separation of the file
resgystetis censideredtie bewtvrtubt card iSsamglopertatioine §8081] The
OS manages a separating authority key Kd for permitting the separation.
w%&'ciitionally, the OS manages an issuer key KZ of the issuer (the original

IC eard issuer ot theservicejrayiderahichhassseparated thefilglyaq
system code, and an area ID for identifying a file area for each file
witgystam. (0082]sTeaoeessthedild systemm ea pracedurehiachirling asing
endeQestior an area 1D by pgliing and mutial ayientication. . piocx

of the EEPROM 43, checks a PIN, and performs mutual
authentication.
{0078]

Furthermore, the 0S core medule provides several
application programming interfaces (APIs) for accessing the
file system {e.g., APIs for PIN checking and mutual
authentication duriﬂg.file access and APIs for file
reading/writing).

{0079]

A physical access is performed to the EEPROM 43 serving
as a file system entity. The physical memory access
operation to a memory device including an EEPROM is well
known to those skilled in the art. Therefore, a description
thereof is not provided here.

{0080]

A memory area expanded on the EEPROM 43 includes at
least one file system. In an initial state, the memory area
is managed by a single file system managed by the original

IC card issuer. When a service provider other than the

original IC card issuer separates the memory area to create



is required. The issuer of the file system (the card.issuer for the original
file or the service provider which uses the file system after being
separated) poles the file systems using a system code that the issuer of
the file system has in the form of an argument so as to acquire the area
ID of a memory area corresponding to the file system. Subsequently,

. mutual authentication is performed using this area ID and an - 32 issuer
key K1. If the mutual authentication is successfully performed, the access
to the file system is permitted. The 3access to the file system is performed
through encrypted communication using the issuer key Kl that is unique
to the file system for the issuer. Accordingly, a different file system

a sann6t.iead dateefrom:the flersystempwithdulte peimissignilnegdditiontan
issuer other than the issuer of the file system cannot read data from and

AU Hiata 9 t7E NS Byt With St Iernigdion. o3 iy kg t+on

by%ﬂ%”@%@dﬁ%ﬁatﬁ@ eLthe structure 0fA§§$Wi%%Qr91\§HH}%§)€%§%f(¥ S
managing electronic money, an electronic ticket, and other value
sepdorhation using derelatively drgls-caipacity 1€ cardt[0084] As shown in
ig. 5, for example, a system 1 includes %n issuer communications

F .
aut BSarAGE T8 by ic LardHEudP 51, INSafader SSmRiheatond ©
reBBRAEAUS I Hsed by @ g@fithentication by the original IC card

issuer. The separation of the file system is considered to
be a virtual card issuing operation.
{00811

The 0OS manages a separating authority key ¥g for
permitting the separatiocn. Additionally, the 0S5 manages an
issuer key K; of the issuer (the oriéinal IC card issuer or
the service provider which has separated the file}, a system
code, and an area ID for identifying a file area for each
file system.

[ocgz]

To access the file system, a procedure including a
request for an area ID by polling and mutual authentication
is required. The issuer of the file system (the card issuer
for the original file or the service provider which uses the
file system after being separated) poles the file systems
using a system code that the issuer of the file system has
in the form of an argument so as to acgqulre the area ID of a
memory area corresponding to the file system. Subsequently,

rmutual authentication is performed using this area ID and an



storage area manager 22, a manufacturer communications apparatus 13
used by a manufacturer 23 of the apparatus, and a storage area
separating apparatus 14 and a management file registration apparatus 15
used by a card storage area user 24. [0085] In the system 1, when the IC
card issuer 21 issues an - 33 IC card 16 to a card holder 26, file data
related to a service provided by the card storage area user 24 is stored
in the IC card 16 on the basis of a predetermined condition. Thus, the
card holder 26 can receive the serviges from the IC card issuer 21 and
the card storage area user 24 using the one IC card 16. [0086] As shown
in Fig. 5, in the system 1, the issuer communications apparatus 11, the

i s MRRagerceMMunicatings mapparntus dRe the manidaciketsuccessfully
communications apparatus 13, the storage area separating apparatus 14,

peahthednahhfef it siletregidtrationt Sppartae 15°aReEdhieddd toBifeh

acOie vip giletwork 14, [OA7), Thebrcarliasugl el gsusa izt gord
16 to provide its own service using the IC card 16. [0088] Upon receiving
comanteglest from the i cand issterd key Kr that is unique to the.
file system for the issuer. Accordingly, a different file
system cannot read data from the file system without
permission. In addition, an issuer other than the issuer of
the file system cannot read data from and write data to the
file system without permission.
{0083]

Fig. 5 is a schematic iliustration of the structure of
a service providing system for managing electronic money, an
electronic ticket, and other value information using a
relatively high-capacity IC card.

[0084]

As shown in Fig. 5, for example, a system 1 includes an
issuer communications apparatus 11 used by an IC card issuer
21, a manager communications apparatus 12 used by a card
storage area manager 22, a manufacturer communications
apparatus 13 used by a manufacturer 23 of the apparatus, and
a storage area separating apparatus 14 and a management file
registration apparatus 15 used by a card storage area user
24.
i0085]

In the system 1, when the IC card issuer 21 issues an



the card storage area manager 22 performs a service to lend a storage
area that is not used by the IC card issuer 21 in a storage unit
(semiconductor memory) of the IC card 16 issued by the IC card issuer
21 to the card storage area user 24. [0089] The manufacturer 23
manufactures the storage area - 34 separating apparatus 14 in response
to a request from the card storage area manager 22 and delivers the
storage area separating apparatus 14 to the card storage area user 24.
[0090] The card storage area user 2% requests the card storage area
manager 22 to allow the card storage area user 24 to use a memory area
of the IC card 16 and provides the service of the card storage area user
1C 2hrkhd éardbstorage@realdser 24 cofriespodds 40 tled abevetdescribed
service provider which separates the memory area and creates a new file

seguksmP TRBIESD Rrddiearss dsE-08 HI6vidbs s o\vh &énice By Wity
in Swadile systern. (0091 The card helder26.tecelves theslG.oard 160n .

from the IC card issuer 21 so as to use a service provided by the IC card
Thissuerhizl . AAthenhihedeardtfolder:26 elesires tbirecevev ie sefsce the

provided by the card stora(ﬁle area user 24 after the IC card %6 IS issued,
4 using

ICtﬁéEﬁud?ﬁmﬁﬁ-ﬁésﬁﬂ%s? 5 card storage area user

the one IC card 16.
[0086]

As shown in Fig. 5, in the system 1, the issuer
communications apparatus 11, the manager communications
apparatus 12, the manufacturer communications apparatus 13,
the storage area separating apparatus 14, and the management
file registration apparatus 15 are connected to each other
via a network 17.

[0087]

The IC card issuer 21 issues the IC card 16 to provide
its own service using the IC card 16.
fO0B8]

Upon receiving a request from the IC card issuer 21,
the card storage area manager 22 performs a service to lend
a storage area that is not used by the IC card issuer 21 in
a storage unit (semiconductor memory) of the IC card 16
issued by the IC card issuer 21 to the card storage area
user 24.

{0089}

The manufacturer 23 manufactures the storage area



data related to the service provided by the card storage area user 24 in
the IC card 16 using the storage area separating apparatus 14 and the
management file registration apparatus 15. Thereafter, the card holder 26
can begin using the service provided by the card storage area user 24.
[0092] To provide a service from the IC card issuer 21 and a - 35 service
from the card storage area user 24 using one IC card 16, the system 1
has a configuration so that unauthorized person cannot read data from
and cannot write data to the storage:area storing file data related to the
service provided by the IC card issuer 21 and the card storage area user
24.[0093] As its name implies, the IC card 16 may be a card-type data
secomMinicatiopaapparatust AlternativelystheclC gard: 46 maytbemealized
as a cell phone (or a different mobile device or a CE device) incorporating

cagsihieificiorchiBRadRG the IEChAingtion. [H004] "AtRGTH, 1he
sefQreg0ing; desprntion, is made with refgrence do,0ne 1G cagd issuer 2,

one card’storage area user 24, and one card holder 26 in Fig. 5, each
[0oheimay be plural. [0095]

The card storage area user 24 requests the card storage
area manager 22 to allow the card storage area user 24 to
use a memory area of the IC.card 16 and provides the service
of the card storage area user 24. The card storage area
user 24 corresponds to the above~described service provider
which separates the memocry area and creates a new file
system. The card storage area user 24 provides its own
service by using its own file system.

[0091]

The card holder 26 receives the IC card 16 from the IC
card issuer 21 so as to use a service provided by the IC
card issuer 21. When the card holder 26 desires to receive
the service provided by the card storage area user 24 after
the IC card 16 is issued, the card hclder 26 stores file
data related to the service provided by the card storage
area user 24 in the IC card 16 using the storage area
separating apparatus 14 and the management file registration
apparatus 15. Thereafter, the card holder 26 can begin
using the service provided by the card storage area user 24,
(00521

To provide a service from the IC card issuer 21 and a



In this embodiment, file systems for a plurality of service providers are
allocated in a single memory area of the IC card. Also, a single data
communication apparatus is shared by the service providers so as to
provide a plurality of services. This separate file system configuration can
provide the management of a memory area available to a specific service
provider that has a permission of an - 36 original card issuer and memory
areas for a plurality of the service providers that have permission from the
original card issuer as well as a-memory area available to the original
card issuer. [0096] In particular, when a plurality of file systems each
being available to a service provider are managed in addition to the file
sesystem avaitahledodhedriginakeagrdaissuensthe Bardes between the filera
systems functions as a firewall, thus appropriately preventing one of the

16 jleE RS RFRE Tk | oPR0fthE R vIRa s by Ier S SR be it Achsd&e
pe i0tryded) by the otherfile_systems, [0097] A fpethod for yyanaging the

memory area of the IC card is now herein described with reference to
stEigsyd tor®a 0008} ikig. Giillestdates the Iadmory ar¢dén wavch.aa original
card issuer manages only the original card issuer's file
provided by the IC card issder 21 and the card storage area
user 24.
[0093]

As its name impliss, the IC card 16 may be a card-~type
data communication apparatus. Alternatively, the IC card 16
may be realized as a cell phone (or a different mobile
device or a CE device) incorporating a semiconductor chip
having the IC card function.

[0094]

Although, the foregoing description is made with
reference to one IC card issuer 21, one card storage area
user 24, and one card holder 26 in Fig. 5, each one may be
plurail.

[0095]

In this embodiment, file systems for a plurality of
service providers are allocated in a single memory area of
the IC card. Also, a single data communication apparatus is
shared by the service providers so as to provide a plurality
of services. This separate file system configuration can
provide the management of a memory area available to a

specific service provider that has a permission of an



system. A system code SCIl is assigned to the original card issuer by a
management mechanism of a system code. When an external apparatus
or a program accesses the file system of the card issuer, the external
apparatus or the program uses "SCI" as an identification code (i.e., an
argument of a request command). [0099] 37 Fig. 7 is a diagram
illustrating that the card issuer can permit another memory area manager
to rent or buy a certain amount of free space in the file system of the card
issuer. In this stage, the file systentih the memory space has not been
separated yet. As long as the card issuer has free space in the card
issuer's file system, the card issuer can permit a plurality of area
or hgamadersaodeht orbuyardartain ameoumstesf ffae spape uFord éxample, tihe
an. implementgtion i@ﬁ/vtéicg a file system is ider%tified QK a 4-rbit fxsaem
Serc‘éﬁ%‘?tt?erﬁ‘élsfs]fgm ¢an beaggpé?%fén& intd A" maximum of Sixtdén
casSgparaieareas (the file.systemsean pe; separatad Lpstofifteen imes).
[0100] Fig. 8 is a diagram in which another service provider separates a
or hyérmpty ared pbAaiteat by the card issuer to generate a new file system.
[0@9% stem code SC2 is assigned to the new file system by the
management mechanism of a system code. When an external apparatus

Oor xprgiaficular, when a plurality of file systems each
being available to a service provider are managed in
addition to the file system available to the original card
issuer, the border between the file systems functions as a
firewall, thus appropriately preventing one of the file
systems (l.e., one of the service providers) £from being
accessed (intruded) by the other file systems.

{00971

A method for managing the memory area of the IC card is
now herein described with reference to Figs. & to 9.

[0098]

Fig. 6 illustrates the memory area in which an original
card issuer manages only the original card issuexr's file
system. A system code SC1l is assigned to the original caxd
issuer by a management mechanism of a system code. When an
external apparatus or a program accesses the file system of
the card issuer, the external apparatus or the program uses
"SCi" as an identification code (i.e., an argument of a
request command) .

[0029]



accesses the file system managed by the memory area manager (service
provider), the external apparatus or the program uses "SC2" as an
identification code (i.e., an argument of a request command). [0101] Fig.
9 is a diagram in which a common area manager separates a memory
area permitted by the card issuer using a - 38 system code SCO of the
common area. When an external apparatus or a program accesses the
file system, which is a memory area managed by the common area
manager, the external apparatus ot the program uses the system code
SCO as an identification code (i.e., an argument of a request command).
[0102] The procedure to generate a new file system by separating a
meficty afeads dedéArEdmh dblaiFhert {OI08PRly. Werillgatdtesguer

caRT8PIRESS,Of SRRaraling.a e, system,. When a e servige piovider
desires o separate the file gystem in a mémory area of an IC card, the

ceBeERdige apraviderdeqaests peemission fram thelearshisseer tofuse@a@ card
memory area. Subsequently, in order to give the permission to use the

isssrhory afed{i'e, peAfiRsiditfo Sepsratd HieTile SyshmPaRaCardRésirer
ha OB & pepaale.clem Qi package hat I raghlred(of sepagaing e
ile system from'a separating engineering manager.
free space in the card issuer's file system, the card issuer
can permit a plurality of area managers to rent or buy a
certain amount of free space. For example, in an
implementation in which a file system is identified by a 4-
bit system code, the file system can be separated into a
maximum of sixteen separate areas (the file system can be
separated up to fifteen times).
[0100]

Fig. 8 is a diagram in which another service provider
separates a memory area permitted by the card issuer to
generate a new file system. A system code 3CZ is assigned
to the new file system by the management mechanism of a
system code. When an external apparatus or a program
accesses the file system managed by the memory area manager
{service provider), the external apparatus or the program
.uses "SC2" as an identification code {i.e., an argument of a
request command).
fo101]

Fig. 9 is a diagram in which a common area manager

separates a memory area permitted by the card issuer using a



[0104] The separating engineering manager corresponds to the card
storage area manager 22 who manages the memory area in the IC card
after manufacturing or delivering the IC card, whereas the new service
provider corresponds to the card storage area user 14 (see Fig. 5). [0105]
- 39 The separating engineering manager has authority to assign a
system code to each file system in the memory area of the IC card and
manages the separating authority key Kd stored in the operating system,
which provides an execution envirdhnient of the IC card. The separating
engineering manager assigns an area key K=1 of the file system newly
generated by the separation (an issuer key of the new service provider

SY{isifly Bdareali.ef aRUSPEERT i845h) aifd &5s\ite frdSde SE (where
apph Adgnates anindex representing an i-fseparatefilesystem) i Theis a

separating engineering manager then encrypts a data block including
mersnich datasbynasiagdtietse paratingrautitortydeynidd dgegenetate ¢xeernal
separate element package and delivers this separate element package to

APRRETENS iSSuer o T ISHE e e cdrafisSHE e SROENAVE the 2
1 aSeparating ;aythatitykey; Kd, the,gard.issher.¢an peithel.dee/ypt BBfmand) .

falsify the delivered separate element package.
[0102]

The procedure to generate a new file system by
separating a memory area is described in detail next.
[0103]

Fig. 10 illustrates a pre-process cf separating a file
system. When a new service provider desires to separate the
file system in a memory area of an IC card, the service
provider requests permission from the card issuer to use a
memory area. Subsequently, in order to give the permission
to use the memory area (i.e., permission to separate the
file system), the card issuer acquires a “"separate element
package" that is regquired for separating the file system
from a separating engineering manager.

[0104]

The separating engineering manager corresponds to the
card storage area manager 22 who manages the memory area in
the IC card after manufacturing or delivering the IC card,
whereas the new service provider corresponds to the card
storage area user 14 (see Fig. 5).

[0105]



[0107] The card issuer further encrypts the data block including the
received separate element package and the size (the number of blocks)
of the separate area that the new service provider is permitted to use
using an issuer key Kr that exclusively belongs to the card issuer so as to
generate a separate package. 40 - [0108] Since the separate package is
encrypted using the card issuer key Kx managed by the card issuer and
the file system of the card issuer, a third party can neither decrypt the
separate package nor falsify the-si2& of the separate area. [0109] After
such a pre-process is performed, the card issuer acquires the separate
package and requests the separation of the file system in the memory
areBlef thederedrtngsing Jhise sepamteqiackayeh pere ihecaddasstto the
asfie system s performed using the area ID ot the fle system agan .
araumen?.}@mce the card issuer knows on}’y fhe sysrfem Sode"the card
of isguerperiorms paling0m thes|G kard.chus: tha gcargrissuer Ganagauire
the area ID of the card issuer's file system. [0110] Fig. 11 illustrates the
st o¥sceduretperfoniad by tHeardessudh ic ol 19 iICara "HeweveE Litie

en&ggggggg%ug@ the IC card. The separating engineering

manager assigns an area key Ki; of the file system newly
generated by the separation (an issuer key of the new
gservice provider using this area {i.e., a virtual card
issuer})) and a system code SC; (where "i"™ denotes an index
representing an i~th separate file system). The separating
engineering manager then encrypts a data block including
such data by using the separating authority key K4 to
generate the separate element package and delivers this
separate element package to the card issuer.

[01086]

Since the card issuer does not have the separating
authority key K4, the card issuer can neither decrypt nor
falsify the delivered separate element package.

0107}

The card issuer further encrypts the data block
including the received separate element package and the size
{the number of blocks) of the separate area that the new
service provider is permitied to use using an issuer key K;
that exclusively belongs to the card issuer so as to

generate a separate package.



between the card issuer (or another external apparatus) and the IC card
may be performed using a contactless short-range communication
interface based on the electromagnetic induction described in relation to
Figs. 1 and 2 or using a wired interface, such as the UART48 or 12C49
(hereinafter the same applies). [0111] - 41 The card issuer performs
polling on the operating system, which is an execution environment of the
IC card so as to request the area ID of a file system using a system code
SC of the card issuer as an argumedit. f0112] When triggered by this
request message, the mutual authentication procedure including a
plurality of bi- directional communication operations is performed between

[ O3 tard issuer, which is a requester, and the operating system, which is
an executl envwonment of the(IC card. Thereafter an area |
returneﬁe[ottrh Gri v

E%ethard

e carB ISSUGI’ é:}S a regfurn value Iﬁ{]% conﬁguraﬁ’o

i s Sudvak apthentisatior preceduye isdifferent depending- a8 the1e system
specification of the IC card and is not directly related to a key feature of
of thédrprexart invemtion. As shénca He@hew%reseﬁéaﬁbﬁlfhé’f%@f@ﬁoﬁhe
rovided. ‘[9]](134 The new er.v owder g% e. fthehwrtual card

separate p € nor s5lz Separate area.
[0109]

After such a pre-process is performed, the card issuer
acguires the separate package and reguests the separation of
the file system in the memory area of the IC card using this
separate package. Here, the access to the file system is
performed using the area.ID of the file system as an
argument. Since the card issuer knows only the system code,
the card issuer performs polling on the IC card. Thus, the
card issuer can acquire the area ID of the card issuer's
file system.

[0110]

Fig. 11 illustrates the procedure performed by the card
issuer to poll the IC card. However, the communication
between the card issuer {or another external apparatus) and
the IC card may be performed using a contactless short-range
communication interface based on the electromagnetic
induction described in relation to Figs. 1 and 2 or using a
wired interface, such as the UART48 or 12049 {hereinafter
the same applies).

[0111]



issuer) that acquired the new file system by the separation also performs
the similar polling procedure to acquire an area ID that exclusively
belongs to the new service provider. [0114] The card issuer issues a
file-system separating request to the operating system of the IC card.
This file-system separating request requires the area ID of the card issuer
- 42 and the separate package as the arguments. Since the separate
package is encrypted using the card issuer key K=, a third party cannot
falsify the separate package. Fig: 121 illustrates the procedure of the
separating request sent from the card issuer to the IC card. Fig. 13
illustrates a case in which the memory area of the IC card is separated
andhnevfitk systentissgaieraisd PPe ebehrmtinichtioAPBéRiééwthe card

syStet, a‘ﬁ%t%'l? ' card 'éx%%ﬁﬁ‘%é”%%d é*ﬁ{fr‘%%n%%%?g%s%%@o?é a4 so
comrhunicafion mter?ace based on e ectromagnetic induction or using a

as Wired-bhedaee tslichy asathedJ AR TA8ran 2649t 04 15] 1 When thestem
separating request is received by the operating system of the IC card, the

coggpéfatepddkagedisddefmared tdthatile EY5@eR bf the card issuer on the

[0??5:15 of the area ID in the argument. The separate package is then
decrypted using the card issuer key KZ. Subsequently, the separate

elemest package and the sire fnuahes of blecks)ge, the mutual
authentication procedure including a plurality of bi-
directional communication operations is performed between
the card issuer, which is a requester, and the operating
system, which ls an execution environment of the IC card.
Thereafter, an area ID is returned to the card issuer as a
return value. The configuration of the mutual
authentication procedure is different depending on the
specification of the IC card and is not directly related to
a key feature of the present inventicon. As such, a detailed
description thereof is not provided.
[0113]

The new service provider (i.e., the virtual card
issuer) that acquired the new file system by the separation
also performs the similar polling procedure to acquire an
area ID that exclusively belongs to the new service provider.
[0114]

The card issuer issues a file-system separating request
to the operating system of the IC card. This file-system

separating request requires the area ID of the card issuer



of the separate area are retrieved. [0116] Upon receiving the separate
element package and the size of the separate area from the file system of
the card issuer, the operating system of the IC card decrypts the
separate element package using the separating authority key Kd to
retrieve the area key KID immediately after the - 43 separation (the issuer
key of the new service provider using this area (i.e., a virtual card issuer))
and the system code SC . Thereafter, the operating system separates a
memory area of the requested sizet from the unused area of the card
issuer. Furthermore, the operating system sets the issuer key Kh and the
system code SCj for this area to define this area as a new file system.

anf0ThA Adtersach psepamtingsprocedarsyoithetfile sydtemeistbempleted,
the status is returned to the card issuer, which is the drr}equester fthe

SeRARARRIFTIELTS] Thud i Hgﬁﬁséﬁfiégpfb]\jffd F°sh ACGUITE it DI Tl’le
a BYSEM N the mermantaes af the 1G, cakissuad by diffgeent aard

issuer. Therefore, the service provider can develop a service busmess as
i1ifiuhesereice rovickrdsshed itsfowhe4Caeard rihat iy, whiterbegavirtual

card issuer. [0119
from tggucaré %s wer to the IC card. Fig. 13 illustrates a

case in which the memory area of the IC card is separated
and a new file system is generated. The communication
between the card issuer and the IC card is performed using a
contactless short-range communication interface based on
electromagnetic induction or using a wired interface, such
as the UART48 or I°C49.

[0115]

When the separating reguest is received by the
operating system of the IC card, the separate package is
delivered to the file system of the card issuer on the basis
of the area ID in the argument. The separate package 1is
then decrypted using the card issuer key K;. Subsequently,
the separate element package and the size {(number of blocks)
of the separate area are retrieved.
i0116]

Upon receiving the separate element package and the
size of the separate area from the file system of the card
issuer, the operating system of the IC card decrypits the
separate element package using the separating authority key

K4 to retrieve the area key Ki; immediately after the



However, in the initial state immediately after the separation, the issuer
key K1 and the system code SC; remain those set by the separating
engineering manager. That is, for the new service provider, some of the
security settings of its own file system depend on the separating
engineering manager. Thus, the new service provider cannot
independently analyze, manage, and deal with the threat to - 44 - security.
[0120] Accordingly, after acquiring the file system in the memory area of
the IC card, the new service providé® is™ required to carry out a procedure
for resetting the issuer key K= and the system code SC1. Additionally, the
size of the separate area may be changed during the resetting of the

sensqipdri@dy Kijamoimeusistdmvcotde 5. 1612 Fid of Mitstratsstigsing
enProgedure for resetting the | ISSUgr key Kz and fhe system codeS¢h coge

carfied out after thé new service provider has acquired the néw service
scjprovidesse file-systenhin theememony areatefithedGacartde The memory
communication between the new service provider and the IC card is

2T perfofmidiPudingUe eoRtactieds shbRtrahde CBHiitin’aRBn Ihterfie 2t

1 sDgsed on:clegromagnetic.indugfion er uging A wirediniertage, suchas.
the UART48 or 12C49, [0122]

key Ky; and the system code 3C; for this area to define this

area as a new file system.

(0117]

After such a separating procedure of the file system is
completed, the status 1s returned to the card issuer, which
is the reguester of the separation.

{0118]

Thus, the new service provider can acquire its own file
system in the memory area of the IC card issued by a
different card issuer. Therefore, the service provider can
develop a service business as if the service provider issued
its own IC card, that is, while being a virtual card issuer.
[0119]

However, in the initial state immediately after the
separation, the issuer key Ki; and the system code SC; remain
those set by the separating engineering manager. That 1is,
for the new service provider, some of the security settings
of its own file system depend on the separating engineering
manager. Thus, the new service provider cannot

independently analyze, manage, and deal with the threat to



The service provider performs polling on the operating system serving as
the execution environment of the IC card so as to issue an area ID
request to the file system using the system code SC determined
immediately after the separation as an argument. [0123] When triggered
by this request message, the mutual - 45 authentication procedure
including a plurality of bi- directional communication operations is
performed between the new service provider and the operating system,
which is the execution environmeritdof-the IC card. Thereafter, the default
area ID assigned by the separating engineering manager during the
separation is returned to the service provider as a return value of the

seqegubgt. The configuration of the mutual authentication procedure is

(0 1? rent depending on the specification of the IC card and is not directly
related to a key feature of the present invention. As such, a detailed
descriptiom thereof is Mot rpeavidiad.i[0d 24h Afterthesnutual authentication
procedure is completed, the service provider issues a change request to

menpEngerthe gbfdiitissherkeg K18 tREWDpRRAITHG Sy SEnY b ffe IE card.

oL longe et gt U iRk AP ey
key Kiy; and the system code SC;. Additionally, the size of
the separate area may be changed during the resetting of the
issuer key Ki; and the system code SC;.

[0121]

Fig. 14 illustrates the procedure for resetting the
issuer key Kp; and the system code SC; carried out after the
new service provider has acquired the new service provider's
file system in the memory area of the IC card. The
communication between the new service provider and the IC
card is performed using a contactless short-range
communication interface based on electromagnetic induction
or using a wired interface, such as the UART48 or 1°C49,
[0122}

The service provider performs polling on the operating
system serving as the execution environment of the IC card
so as to issue an area ID regquest to the file system using
the system code SC; determined immediately after the
separation as an argument.

{6123]

When triggered by this request message, the mutual



change request. Since the key change package is encrypted using the
default issuer key K=, a third party cannot falsify the key change package.
[0125] When the key change request is received by the operating system
of the IC card, the key change package is delivered to the file system of
the service provider on the - 46 basis of the area ID in the argument. The
key change package is then decrypted using the card issuer key K=.
Thus, the key change package is retrieved. Subsequently, the card issuer
key Kl of the file system is changed to a card issuer key K2 '. The status
of the change operation is returiied to the service provider, which is the
requester of the key change operation. [0126] Thereatfter, the service
rovider issues a change request to change the default system code SC1

AU ISHErAT R Ry R B thé 16 N This BitEfitedde RhaRde request

diiseanigthoutusingthe default grea AR andia ;sysiemrreede 8heREkeen
package as arguments of the system-code change request. Since the
theyskn-codeickamgecpadikayea i enceyptedsing the newessuehkey KEs'|

th%‘vtgi!g RNy i%'%i%é the system-code change %?f‘%aegaefi%%?]:he
én the system-code change request is received by fé

default area ID assigned by the separating engineering
manager during the separation is returned to the service
provider as a return Value.of the request. The
configuraticon of the mutual authentication procedure is
different depending on the specification of the IC card and
is not directly related to a key feature of the present
invention. As such, a detailed description thereof is not
provided.

[0124]

After the mutual authentication procedure is completed,
the service provider issues a change request to change the
default issuer key Kii to the operating system of the IC card.
This key change request is carried out using the default
area ID and a key change package as arguments of the key
change request. Since the key change package is encrypted
using the default issuer key K;;, a third party cannot
faisify the key change package.

(0125]

When the key change regquest is received by the

operating system of the IC card, the key change package is

delivered to the file system of the service provider on the



operating system of the IC card, the key change package is delivered to
the file system of the service provider on the basis of the area ID in the
argument. The system-code change package is then decrypted using the
card issuer key K=;'. Thus, the system-code change package is retrieved.
Subsequently, the default system code SCE of the file system is changed
to a system code SC;'. The status of the change - 47 operation is
returned to the service provider, which is the requester of the
system-code change operation. [0128] Thereafter, the service provider
issues a change request to change the default area ID to the operating
system of the IC card. This system-code change request is carried out

ba¥§£”%9‘%ﬁsfaa%%%r%'[%§”9r%‘ atesiR ghange, pagkage.as grguments

of the system-code change request.” Since the area-ID ‘changepackage is
paenchpted using thie neypissuerdkepKiiha thidparyscannotdalsihy: the
system-code change package. [0129] When the area-ID change request
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rnoackage; s.delivered tg the,ile,gystemof the seryice proyider.on {he
basis of the area ID in the argument. The area-ID change package is then

catéciypted:usiag the:card isheeskey dé=ibThus; théanga-|Drehargieon is

reggggggeg%rigfvggivice provider, which is the requester of

the key change operation.

[0126]

Thereafter, the service provider issues a change
request to change the default system code SC; to the
operating system of the IC card. This system~code change
request is carried out using the default area ID and a
system~code change package as arguments of the system-code
change request. Since the system-code change package is
encrypted using the new issuer key Kr;', a third party cannot
falsify the system-~code change package.

[6127]

When the system-code change reguest is received by the
operating system of the IC card, the key change package is
delivered to the file system of the service provider on the
basis of the area ID in the argument. The system-code
change package is then decrypted using the card issuer key
Kr:'. Thus, the system-code change package is retrieved.

Subsequently, the default system code SC; of the file system

is changed to a system code SC;'. The status of the change



Subsequently, the default area ID of the file system is changed to an area
ID1'. The status of the change operation is returned to the service
provider, which is the requester of the area-ID change operation. [0130]
Thus, by setting the secure issuer key K="and the system code SC1' for
the file system, the new service - 48 provider can analyze, manage, and
deal with the threat to security independently from the original card
issuer. [0131] As noted above, in this embodiment, the memory area of
the IC card is separated into a pl_urﬂlgty*of file systems (see Fig. 15). The
system code SC and the area ID are set for each file system. In addition,
mutual authentication can be carried out using the issuer key KI1 of a

OPQ%QQﬁﬁp@s‘/'%%ﬁ:@%‘%l%Q'”Qot_h Qriginal gard 'ﬁ%%@é@%t, USeS the memory
area. Thus, the service provider to whic the file system is allocated can
reghalyzer nanage, ane dealwithahenthigat tgssecitrityrindependently from
the original card issuer. [0132] Additionally, when the service provider
(0%¢8ésses the file system of the service provider, the procedure including

the reayestfor the grea Agﬂ%@}%%ag%utbsgﬂg@ﬂ%n is, higsically

required. The service provider performs polling
regquaest to change the default area ID; to the operating

system of the IC card. This system-code change request is
carried out using the default area ID and an area-1ID change
package as arguments of the system-code change request.
Since the area-ID change package is encrypted using the new
issuer key Kp:i', a third party cannot falsify the system-code
change package.

{0129]

When the area-ID change request is received by the
operating system of the IC card, the area-ID change package
ig delivered to the file system of the service provider on
the basis of the area ID in the argument. The area-ID
change package is then decrypted using the card issuer key
K:zy'. Thus, the area-ID change package 1is retrieved.
Subsequently, the default area ID; of the file system is
changed to an area IDy'. The status of the change operation
is returned to the service provider, which is the requester
of the area-ID change operation.

[0130]
Thus, by setting the secure issuer key K;;' and the

system code SC;f for the file system, the new service



on file systems using the system code that the service provider has in the
form of an argument so as to obtain an area ID of the memory area for
the corresponding file system. Subsequently, mutual authentication is
performed using this area ID and the issuer key KI. If the mutual
authentication is successfully completed, the service provider is allowed
to access the file system. - 49 - (0133] Furthermore, each service provider
(including the original card issuer) packages a request command (e.g., a
read request, a write request, a datgzdelete request, or a area/service
registration request, which is described below) using the issuer key KI
that exclusively belongs to the file system of the service provider and

prSAHRS-OUL AN SNCIYRUON reaRRINication Wsinguhispackage (seeFig, 16)
. Accordingly, a different file system cannot retrieve unrelated data and a

sehird partyretairotdent datd from el Wit dataltocthedilés system without

goggigﬂssion. [0134] By repeating the separating operation of the memory
area of the IC card, a plurality of file systems coexist, as shown in Fig. 15.
Thewerigingd €asthéssiier and-a servee opramaar, thak acquired ihe servieg
provider's file system on the IC card under the permission of the card

thisslfer ¢afd atfantfParedscand 3efice ® Ldiry thedfile sySig, gystems

{see Fig. 15). The system code SC and the area ID are set
for each file system. In addition, mutual authentication
can be carried out using the issuer key Ki; of a service
provider {including the original card issuer) that uses the
memory area. Thus, the service provider to which the file
system is allocated can analyze, manage, and deal with the
threat to security independently from the original card
issuer.

[0132)

Additionally, when the service provider accesses the
file system of the service provider, the procedure including
the request for the area ID and the mutual authentication is
basically required. The service provider performs polling
on file systems using the system code that the service
provider has in the form of an argument so as to obtain an
area ID of the memory area for the corresponding file system.
Subsequently, mutual authentication is performed using this
area ID and the issuer key KI. If the mutual authentication
is successfully completéd, the service provider is allowed

to access the file system.



described below, in order to develop the business plan. [0135] The
management in one file system is described below. Basically, the same
operation is applied to each file system. It is assumed that, to operate the
file system, the above- described area-ID request and mutual
authentication have been performed in advance. - 50 - [0136] In a file
system, one or more applications, such as an external electronic value
exchange including electronic payment, are allocated. A memory area
allocated to an application is referr€e to as a "service memory area".
Also, the use of the application, namely, the operation to access the
service memory area corresponding to the application is referred to as a
[0%gerlice”. Examples of the service include access for reading the
memory, access for writin the memaory, angd the add |on and subtraction
of v%: ué\é 1|qe1‘ormat|on (e. (} %eﬁectronlc rr]%/(c)’)neffgj foﬁ%ﬂ n ordleqr tgﬁrestrlct

orihg Hser ehaa applicatipnppamelysthe activation obihesservice.depenrding
on whether the user has the access authority, a security code (i.e., a PIN)
repd Rt to the'appRcatfsiti e PAN ¥ bérifisd a8 S8MHGS Starfiipa

208 Additionally, the acoess o the servies memary ajea s secyred with
appropriate encrypte

using the issuer key KI that exclusively belongs to the file

system of the service provider and carries out an encryption

communication using this package (see Fig. 16). Accordingly,

a different file system cannot retrieve unrelated data and a

third party cannot read data from and write data to the file

system without permission.

{0134]

By repeating the separating operation of the memory
area of the IC card, a pluraliity of file systems coexist, as
shown in Fig. 15. The original card issuer and a service
provider that acquired the service provider's file system on
the IC card under the permission of the card issuef can
arrange areas and services using the file system, as
described below, in order to develop the business plan.
f0135]

The management in one file system is described below.
Basically, the same operation is applied to each file system.
It is assumed that, to operate the file system, the above-
described area-ID reguest and mutual authentication have

been performed in advance.



communication in accordance with the security level of the application.
[0138] In this embodiment, a hierarchy structure that is similar to a
"directory” is introduced to each file system set in a memory area of the
IC card. Each application allocated in the memory area can be registered
to an "area" - 51 - in the desired layer. [0139] For example, a plurality of
applications involved in a series of transactions or deeply related
applications are registered to a service memory area in the same area
(and the deeply related applicationsiare further registered to the same
parent area). Thus, the applications in the memory area and the area are
organized. For the user, the applications are efficiently classified and

1o@rgAnized. [0140] Additionally, a PIN can be set for each application in
order to control the access authority for the file system in a hierarchical
fastionaFéiithermpsd.ca PINcear berset for miathcaredo For exaniplesbyn

[ f%)utting a_PIN for some area, a user may obtain the access authority for

In
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pagihanticationprogess ate sugcassivlly capied out.o Accardinglyagince, by

Inputting a PIN for some area only

application is referred to as a "service memory area". Also,
the use of the application, namely, the operation to access
the service memory area corresponding to the application is
referred to as a "service". Examples of the service include
access for reading the memory, access for writing the memory,
and the addition and subtraction of wvalue information (e.g.,
electronic money) .
(01371

In order to restrict the user of an application, namely,
the activation of the service depending on whether the user
has the access authority, a security code (i.e., a PIN) is
assigned to the application. The PIN is verified at a
service start-up time. Additionally, the access to the
service memory area is secured with appropriate encrypted
communication in accordance with the secﬁrity level of the
application.
[(0138]

Iin this embodiment, a hierarchy structure that is

similar to a "directory" is introduced to each file system
set in a memory area of the IC card. Fach application

allocated in the memory area can be registered to an “area"



once, the user can obtain the access authority for all the applications
involved in a series of transactions, an efficient access control can be
provided. In addition, the ease of operation of the apparatus can be
improved. [0141] Furthermore, a plurality of access authorities can be set
for a service memory area, and a security code can be - 52 set for each
authority, namely, for each service executed in the service memory area.
For example, different PINs are set for services activated in the same
service memory area (e.g., "read" sensce and "read and write" service).
In another example, different PINs are set for "increase" service and
"decrease" service of electronic money or other value information.

inFurthefmore efdr sapee memory area, the following setting is possible: the

[0 1rg#)u]t of a PIN is not required for a read operation; however, the input of a

Nis required for a write operation. [0142) Fig. 17 is a schematic

ilusteation.afdbedata struetureqf the file system ilo-an example ghown.in
Fig. 17, a hierarchy structure that is similar to a "directory" is introduced
Serola&nemdry%pa@é‘@fqhe fives systamh ¥y Thatflist-cshcipapplicdtiornalleoated

to. the mecrl’n%r area can be re%stered to a deS|r d hlerarcr%ygarea as
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ervice memory area. For examp e, 8eeply relaif § a%aﬁﬂ%a
the deeply related applications are further registered to

the same parent arez). Thus, the applications in the memory
area and the area are organized. For the user, the
appliications are efficiently classified and organized.
E61407]

Additionally, a PIN can be set for each applicaticn in
order to control the access authority for the file system in
a hierarchical fashion. Furthermore, a PIN can be set for
each area. For example, by inputting a PIN for scme area, a
user may obtain the access authority for all the
applications in the area after the verification process and
a mutual authentication process are successfully carried out.
Accordingly, since, by inputting a PIN for some area only
once, the user can obtain the access authority for all the
applications involved in a series of transactions, an
efficient access contrel can be provided. In additicn, the
ease of operation of the apparatus can be improved.

[0141]
Furthermore, a plurality of access authorities can be

set for a service memory area, and a security code can be



applications used for a series of transactions) can be registered to the
same area (and the deeply related areas can be further registered to the
same parent area). [0143) In addition, each of the application (i.e., the
service memory area) and the area allocated to the file system has a
security code definition block. Therefore, a PIN can be set - 53 for each
application or each area. Furthermore, the access authority for the file
system can be set on an application basis and on an area basis. [0144]
Still furthermore, instead of setting sie-authority for a service memory
area, a PIN can be set for each executed service. For example, different
PINs are set for services "read" and "read and write" that are activated for
seth& same: serdicehneinory areas Ajso, hifferent I | Mlsrarecsetdpe csereitesn
“increase” and "decrease" of electronic money or other value information.

theo PA3]Y KOG EMRION Gt ComPates & PTR sent YiattHer Prbtaehl téidce
sefsych.as he contactless shori-range communication based oy area

electromagnetic induction or the UART48, or 12 C49) with a security code

(e set for'are arda sallocated toeathapplication vt aedireetovy o with an
anSeheny So0e Set ol A 30cs MEMOn, 2ea 50 Al S | creases
service and "decrease" service of electronic money or other
value information. Furthermore, for some memcry area, the
following setting is possible: the input of a PIN is not
required for a read operation; however, the input of a PIN
is required for a write operation.
[01421

Fig. 17 is a schematic iilustration cf the data
structure of the file system. In an example shown in Fig.
17, a hierarchy structure that is similar to a "directory™
is introduced to a memory space of the file system. That is,
each application allocated to the memory area can be
registered to a desired hierarchy area as a service memory
area. For example, deeply related applications (e.g.,
applications used for a series of transactions} can be
registered to the same area (and the deeply related areas
can be further registered to the same parent area).
[0143]

In addition, each of the application (i.e., the service
memory area) and the area allocated to the file system has a

security code definition block. Therefore, a PIN can be set



access to the memory area having the equal security code is allowed.
The memory area to which access is allowed is accessible via the
protocol interface. [0146] As described above, in a file system, a variety
of service memory areas that are allocated to applications are allocated,
and one or more services that are applicable to - 54 each service memory
area are set. In this embodiment, access restriction is set on an area
basis and on an application basis. In addition, a PIN is set for the type of
services applied to an application spsthat. access restriction can be set on
a service basis. [0147] Fig. 18 illustrates the basic structure of the file
system. As described in relation to Fig. 17, the hierarchy structure that is
fosinmlahtagpdireatorynisdntreduted @ acaclriile-sysiRbr A SEeRdCRccess
memory area allocated to an application can be registered to an area in
au?ﬁ@ﬁé‘éhfeéoféfé?elnfth%ee%b%“sﬁ@@%nk%ﬁ Fi§18N0RE seRRéé FRéHDRY

padea I (I;?%I teg din an 3rea,Q000 defined by an area definition block
0000. [0148 e service memory area in Fig. 18 is composed of at least

[ODmejuUser block The term "user block".refers to.a minimum unit of data to
which an access operation is ensured.

Still furthermore, instead of setting one authority for
a service memory area, a PIN can be set for each executed
service. For example, different PINs are setlfor services
"read" and "read and write" that are activated for the same
service memory area. Also, different PINs are set for
services "increase” and "decrease" of electronic money or
other value information.
{01453

A verification unit compares a PIN sent via the
protocol interface (such as the contactless short-range
communication based on electromagnetic induction or the
UART48, or 12Cc49) with a security code set for an area
allocated to each application or a directory or with a
security code set for a service memory area, so that the
access to the memory area having the equal security code is
allowed. The memory area to which access is allowed is
accessible via the protocol interface.
[0146]

As described above, in a file system, a variety of

service memory areas that are allocated to applications are

allocated, and one or more services that are applicable to



A service defined by a service 0180 definition block, namely, a service
0108 can be applied to the service memory area. [0149] In addition to
access restriction on an area basis and on an application basis, an
access restriction can be set on a service basis by setting a security code
for each type of service. Security code setting information for the service -
55 to which the access restriction is applied is defined as a service
dedicated to the security code (i.e., a security code service). In the
example shown in Fig. 18, a security code for the service 0108 is defined
as a security code service 0128 definition block. The details of the
security code service are stored in a security code service data block.

ea i 5Qjr\When thesegurtyecode serndce forlthetdervice @08 is: enabled,
the security code is required to be verified using the security code service

acHIBB PEtdrE i $8RIdE 0168 i8S adfivatEa e e oPRritd operation

apiP REHREMEON, fhe usey blogk of the serviag0108 More speciiically,.
when a read/write command with encryption is used, the security code

offordheiservice®l0&dchameby thePllhcor the service a@168 iswerified
before the mutual authentication is performed. [0151]

restriction can be set on a service basis.

{0147]

| Fig. 18 illustrates the basic structure of the file

system. As described in relation to Fig. 17, the hierarchy

structure that is similar to a "directoxry" is introduced to

each file system. A service memory area allocated to an

application can be registered to an area in the desired

layer. In the example shown in Fig. 18, one service memory

area 1s registered in an area 0000 defined by an area

definition block 0000.

[0143]

The service memory area in Fig. 18 is composed of at
least one user block. The term "user block" refers to a
minimum unit of data to which an access operation is ensured.
A service defined by a service 0180 definition block, namely,
a service 0108 can be applied to the service memory area.
{0149]

In addition to access restriction on an area basis and
on an application basis, an access restriction can be set on

a service basis by setting a security code for each type of

service. Security code setting information for the service



In addition, a service memory area allocated to an application can be
registered in an area in the desired layer, and the area can be layered
(the deeply related areas are registered in the same parent area). In such
a case, by setting a PIN for each area, the area can serve as a unit of
the access restriction. Fig. 19 illustrates areas layered in memory space
of the IC card 50. In the example shown in - 56 Fig. 19, a different area
1000 defined by an area 1000 definition block is registered in an area
0000 defined by an area 0000 defimition block. [0152) In the example
shown in Fig. 19, two service memory areas are further registered in the
area 1000. To one of the two service memory areas, a service 1108
todefiieth bylee servieesl G definitianblaock apdlai service ddBBndefinad by
a service 110B definition block can be applied. As used herein, to define

Seammiﬁﬁsfi&r?ﬁé?é*mtébr‘eﬁb%s%%ﬁ%tgeﬁﬁeee miemBry afed fCHEféfEd to
coA% a0 pyerap seryiceys, In he pyedapseryice, differentgervices are, ; «

applied to the same service area depending on the input PIN.
codddifionaliyistostrevdiher ohetofithedwbisenvicesmensery. aiegs,cvgervice

110C defined t%e%se_rvi_ce 110C definition block can be ap[?llied. [01531
SeAMers sttviteBet b d&icd Metnory diead§tails of the security

code service are stored in a security code service data
block.
{0150]

When the security code service for the service 0108 is
enabled, the security code is required to be verified using
the security code service 0128 before the service 0108 is
activated and the read or write operatiocn is performed on
the user block of the service 0108. More specifically, when
a read/write command with encryption is used, the security
code for the service 0108, namely, the PIN for the service
0108 is verified before the mutual authentication is
performed.
f0151]

In addition, a service memory area allocated to an
application can be registered in an area in the desired
layer, and the area can be layered (the deeply related areas
are registered in the same parent area). In such a case, by
setting a PIN for each area, the area can serve as a unit of
the access restriction. Fig. 1% illustrates areas layered

in memory space of the IC card 50. In the example shown in



activated, a read or write operation can be carried out on the user block
of the service memory area. As described in relation to Fig. 18, a security
code service can be defined for each service. In this case, if the security
code service for the service is activated, the activation of the service is
allowed after PIN verification using the security code service is
completed. - 57 - [0154] When a common PIN is required to be set for a -
plurality of services, an area including these services can be generated
and a common security code serviggscan be applied to this area. [0155]
In the example shown in Fig. 19, a security code for the area 1000 is
defined as a security code service 1020 definition block. The details of
Fithe sécurtydcote: servicex are StOrEl ihed Seedrityycade serdca ¢iata block.

%\frl 56] When the security code service for the area 1000 is enabled (as
de{irb& s chibRafulthel DRIGHS THE sttufty ToeR RN dAG the 2°

arSeCYity coslersenvice, 1020, dihereafter, each service in the area 1000 is

activated. Thus, a read or write operation can be performed on the user
{ 0blTk of the service. [0157]

in the example shown in Fig. 19, two service memory
areas are further registered in the area 1000. To one of
the two servicé memory areas, a service 1108 defined by a
service 1108 definition block and a service 110B defined by
a service 110B definition block can be applied. As used
herein, to define a plurality cf different services for one
service memory area is referred to as an "overlap service".
In the overlap service, different services are applied to
the same service area depending on the input PIN.
Additionally, to the other one of the two service memory
areas, a service 110C defined by a service 110C definition
block can bhe applied.
(01531
After a service set in a service memory area 1is

activated, a read or write operation can be carried out on
the user block of the service memory area. As described in
relation to Flg. 18, a security code service can be defined
for each service. In this case, 1f the security code
service for the service is activated, the activation of the
service is allowed after PIN verification using the security

code service is completed.



Here, when a security code service is applied to the service in the area
1000 and the security code service is enabled, the read or write operation
cannot be performed on the user block of the service until the security
code verification using the security code service is completed. [0158] As
shown in Figs. 18 and 19, a unique security code - 58 service
corresponding to the area and service for the security code verification is
provided. [0159] Fig. 20 illustrates the procedure for registering an area
and a service in a file system in thesform of a flow chart. [0160] First, an
area is defined in memory space (step S1). [0161] Subsequently, using a
registration service command of a service, a service memory area for an
(capplication is allocated in the area. At the same time, a service applied to

the service memory area is defined (step S2). In the reé%iastration service
comhaRdAtHERTGRTIbEF O User HGEKsTRA tHE sER/iGE mdrribrfardaica i 1ty

o588eled, 0 dlipcale 2 Ektg@ﬂzyﬂgap&!i&@éiogai@&@%@r%%hﬁsestep s
repeatedly executed. [0162

generated and a common security code service can be applied

to this area.

[0155]

In the example éhown in Fig. 19, a security code for
the area 1000 is defined as a security code service 1020
definition block. The details of the security code service
are stored in a security code service data block.
f0156}

When the security code service for the area 1000 is
enabled (as will be described further below), the security
code is verified using the security code service 1020.
Thereafter, each service in the area 1600 is activated.
Thus, a read or write operation can be performed on the user
block of the service.

[{0157]

Here, when a security code service is applied to the
service in the area 1000 and the security code service is
enabled, the read or write operation cannot be performed on
the user block of the service until the security code
verification using the security code service is completed.

f0158]

As shown in Figs. 18 and 19, a unigque security code



To apply a security code to the service defined in the area, a security
code service is registered using the registration service command of the
service (step S3). [0163] The security code service is registered using the
registration service command as for a normal service. However, to
register the security code service, the area and - 59 service subjected to
the security code verification must be already registered. That is, if the
area and service subjected to the PIN verification are not found, an error
occurs during executing the registration service of the security code
service. Additionally, since the security code service has only one
security code service data block, which corresponds to a user block of a
senvhmal semvics ramdsimar decurkdf theeaumibdr 8¢ n¥erblotks dther than
o gng.ii s.p%c%ged int r%gistrgtiog segvi%e C&:ogwmand_ ata service.
rélgljs"trgtlgn |m(¥.e[f)i %lf ditherifiore’ t0 set'a Security code that is
jotemmon to all the services defined in the area, a common security code
service is registered for this area using the registration service command
of aFdérvictd(stép SA) T f0EE5 |t s Houhd batcte d that@lsrocessaitatep

arSs TRY Be £xeculted beforedhe process at SICR RS I8 ALY £10u
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chart.
[0160]

First, an area is defined in memory space (step S1}.
[0161]

Subsequently, using a registration service command of a
service, a service memory area for an application is
allocated in the area. At the same time, a service applied
to the service memory area is defined (step S2). In the
registration service command, the number of user blocks in
the service memory area is specified. To allocate a
plurality of applications in the area, this step is
repeatedly executed.

[0l62]

Tc apply a security code to the service defined in the
area, a security code service is registered using the
registration service command of the service (step $3).
[0163]

The security code service is registered using the
registration service command as for a normal service.

However, to register the security code service, the area and



[0166] Still furthermore, to define a plurality of different services for one
service memory area, an overlap service (see Fig. 19) is registered using
the registration service command of a service (step S5). [0167] In
addition, to apply a security code to the overlap - 60 service, a security
code service is registered using the registration service command of a
service (step S6). [0168] In the example shown in Fig. 18, after a service
memory area is allocated in the root area 0000 and the service 0108
applied to the service memory are ig registered, a security code service
applied to the service 0108 is registered. [0169] Additionally, in the
example shown in Fig. 19, two service memory areas are allocated in the

se#A2:400Quinder the roatareg QOO0 Alsa. the spIyices L1098 Al L0G .

respectively applied to the two service memory areas are registered.
al Fasihermese stherdifferentiservice, 1 0B i$aegistereahia gre-of the service
memories as an overlap service. Although not shown, if a security code is

subsqififad thbeapphdd'td e SeRide ferMoR afda, o5& ity toter oF

océﬁ%c%{&%@a@}&%!mgﬁée@@e_'@égﬁg%éfi%ﬁomeﬂcée%i%@de is
required to bé applied to the registered

security code service. Additionally, since the security

code service has only one security code service data block,

which corresponds to a userxr blbck of a normal service, an

error occurs if the number of user blocks other than one is

specified in the registration service command at a sexrvice

registration time.

[0164]

Furthermore, to set a security code that is common to
all the gervices defined in the area, a common security code
service is registered for this area using the registration
service command of a service (step S4).

{0165}

It should be noted that the process at step 54 may be
executed before the process at step 83 is executed.
i0166]

S5tiil furthermore, to define a plurality of different
services for one servige memory area, an overlap service
(see Fig. 19} is registered using the registration service
command of a service (step S55).

[0167}

In addition, to apply a security code to the overlap



services 1108, 110B, and 110C, a common security code service is
registered in the area 1000. [0170] When the service provider (including
the original card issuer) wants to register an area and a service in a file
system that is allocated to the service provider, the service provider
issues an area registration request and a - 61 service registration request
to the operating system, which provides the execution environment of the
IC card. Since these registration requests are sent with the encrypted
communication after packaged usingthe issuer key K, that exclusively
belongs to the file system of the provider (see Fig. 16), a third party
cannot read data from and write data to the file system without
sepetmissien.40dd t] thig c2d élustrates dhe praesduresperiormedc at step Si
shown in Fig. 20 by the service provider (including the original card
re kel Plot RISl Bhea MBS eicd ProVIdErs fift-SystEf. The
[o§@mmunication between the service provider and the IC card is
performed using a contactless short-range communication interface
based areelectzombgneticunductidn gr usthg a fitired mtedace,csuckerasr y
the UART48 or 12C49. [0172] The servicedjrovider performs polling on
arﬁﬁ?bﬁeﬁﬁﬁﬁfatEd in the root area 00060 and the service 0108
applied to the service memory area is registered, a security
code service applied to the service 0108 is registered.
[0169]

Additionally, in the example shown in Fig. 19, two
service memory areas are allocated in the area 1000 under
the root area 0000. Also, the services 1108 and 110C
respectively applied to the two service memory areas are
registered. Furthermore, the different service 110B is
registered in one of the service memories as an overlap
service., Although not shown, 1f a security code is reguired
to be applied to the service memory area, a security code
service is separately registered. In addition, 1f a common
security code i3 required to be applied to the registered
services 1108, 110B, and 110C, a common security code
service is registered in the area 1000,

[0170]

When the service provider {(including the original card

issuer) wants to register an area and a serxvice in a file

system that is allocated to the service provider, the

service provider issues an area registration request and a



system serving as an execution environment of the IC card and issues an
area ID request to the file system using the system code SC of the file
system as an argument. [0173] When triggered by this request message,
the mutual authentication procedure including a plurality of bi- directional
communication operations is performed between 62 the service provider
and the operating system, which is the execution environment of the IC
card. Thereafter, an area ID is returned to the service provider as a return
value. The configuration of the mutual-authentication procedure is
different depending on the specification of the IC card and is not directly
related to a key feature of the present invention. As such, a detailed

se gdescHption thereof imnot pravidedt {0 After dha mutsak authentication
procedure is completed, the service provider issues an area registration

Progdaest tbh feGigRT Hn are LIMhERIB S 5téth ththe Hperatity systemt Sof
nihe 1G sard. Thisiaea egistration reauest is garried, out using the.area ID

and an area registration request package as arguments of thé area
coregistrationsequési rSimceithgatcasegisttdtonireguest pagk&getsat

encrypted using the issuer key Kl of the service provider, a third party
exEéHﬁ&f’%&éﬁf;’f’ﬁf%OB%‘*‘a f&yidtation tégfei Fatkagethe provider (see

Fig. 16), a third party cannot read data from and write data
to the file system without permission. |
{0171]

Fig. 21 illustrates the procedure performed at step Sl
shown in Fig. 20 by the service provider (including the
original card issuer) to register an area in the service
provider's file system. The communication between the
service provider and the IC card is performed using a
contactless short-range communication interface based on
electromagnetic induction or using a wired interface, such
as the UART48 or I*C49.

[0172]

The service provider performs polling on the operating
system serving as an execution environment of the IC carxd
and issues an area ID request to the file system using the
system code SC of the file system as an argument.

[0173]

When triggered by this request message, the mutual

authentication procedure including a plurality of bi-

directional communication operations is performed between



[0175] When the area registration request is received by the operating
system of the IC card, the area registration request package is delivered
to the file system of the service provider on the basis of the area ID in the
argument. The area registration request package is then decrypted using
the card issuer key K= of the service provider. Thus, - 63 the area
registration request package is retrieved. Subsequently, the area
requested in the package is registered in the file system. The status of
the registration operation is retusnec te-the service provider, which is the
requester of the registration operation. [0176] Fig. 22 illustrates the
procedure performed at step S2 shown in Fig. 20 by the service provider
théinskichng the rariginak-cantkisster)dpaegisiersa sgsviee in the skrvise the
provider's file system (or a particular area registered in the file system).

e GHBtdSHNfUHICATOIT BBtwSEn 1HE sERica rovidet AriPhesie caf 7o
rpPeHormedsing a.conactess shorkrange comunicatien inferiace.
based on electromagnetic induction or using a wired interface, such as
Ththe:UANR 48 or 1 1I2C4% [0 Z7hTthedervide providert:performs potling:zon s
a1 T 2BSTANG, SYSISTE Serving As e Sxgaution emyronment f the - gare
is not directly related to a key feature of the present
invention. As such, a detailed description thereof is not
provided.
(01741

After the mutual authentication procedure is completed,
the service provider issues an area registration requést to
register an area in the file system to the operating system
of the IC card. This area registration reguest is carried
out using the area ID and an area registration request
package as arguments of the area registration request.
Since the area registration request package is encrypted
using the issuer key KI of the service provider, a third
-.party cannct falsify the area registration request package.
f0175]

When the area registration request is received by the
operating system of the IC card, the area registration
raeguest package is delivered to the file system of the
service provider on the basis of the area ID in the argument.

The area registration recguest package is then decrypted

using the card issuer key K; of the service provider. Thus,



and issues an area ID request to the file system using the system code
SC of the file system as an argument. [0178] When triggered by this
request message, the mutual authentication procedure including a
plurality of bi- directional communication operations is performed between
the service provider and the operating system, which is the - 64 execution
environment of the IC card. Thereafter, an area ID is returned to the
service provider as a return value. The configuration of the mutual
authentication procedure is differepkdepending on the specification of the
IC card and is not directly related to a key feature of the present
invention. As such, a detailed description thereof is not provided. [0179]

chAftardhe mytual asthenticationprocedute icamaplated; dheservice

provider issues a service registration request to register a service in the
Sulfifee gpstehd Yor &lpartcdar mrensegistersd inlthedfile sygenisto the

+o QPETAUNG, syster_ofthe 1C card. This service registiation fequest i
arried out using the area and a service registration request package

re@SsAgHMRNIS Hidhe service Jegistratinnd reqlagte SNCethe-SeIvice; der,
registration request package is encrypted using the issuer key K= of the
whisghviée prbides & ehirdpdrty Eaanatefisifaheiserviveereyjistedtion

rof5gyest

Fig. 22 illustrates the procedure performed at step 52
shown in Fig. 20 by the service provider (including the
original card issuer} to register a service in the service
provider's file system (or a particular area registered in
the file system). The communication between the service
provider aﬁd the IC card is performed using a contactless
short-range communication interface based on electromagnetic
induction or using a wired interface, such as the UART48B or
1C49.

[0177]

The service provider performs polling on the operating
system serving as the execution environment of the IC card
and issues an area ID request to the file system using the
gystem code SC of the file system as an argument.

[01781

When triggered by this request message, the mutual
authentication procedure including a piurality of bi-
directional communication operations is performed between

the service provider and the operating system, which is the



package. [0180] When the service registration request is received by the
operating system of the IC card, the service registration request package
is delivered to the file system of the service provider on the basis of the
area ID in the argument. The service registration request package is then
- 65 decrypted using the card issuer key K= of the service provider.
Thus, the service registration request package is retrieved. Subsequently,
the service requested in the package is registered in the file system (or
the particular area registered in the file-system). The status of the
registration operation is returned to the service provider, which is the
requester of the registration operation. [0181] As shown in Figs. 18 and

exdOubyapplyingroRtiNiie the atea acthesservicerregisiered in theifilerea
system, an access control can be carried out on an area basis or on a

ID sepviee thasis dabitioraly eRhaR% BRREMYF eivites TaH Bvédpe -
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methods can be defined for the same service memory aréa by applying a
di PiNrtergach=gesvitiong[0:82} idoweveri il this embedimeant, whetard and
accessing the file access, the mutual authentication (as described above)
isu%ﬂﬁgdiregtly related to a key feature of the present
invention. As such, a detailed description thereof is not
provided.
[0179]

After the mutual authentication procedure is completed,
the service provider issues a service registration reguest
to register a service in the file system (or a particular
area registered in the file system) to the operating system
of the IC card. This service registration request is
carried out using the area ID and a service registration
request package as arguments of the servicge registration
request. Since the service registration request package is
‘encrypted using the issuer key K; of the service provider, a
third party cannot falsify the service registration request
package.

0180}

When the service registration request is received by
the operating system of the IC card, the service
registration request package is delivered to the file system
of the service provider on the basis of the area ID in the

argument. The service registration request package is then



the issuer key is essential and the PIN verification process is optional.
That is, only when the security code service for a service or an area is
enabled, the security code verification is required before starting the
service or accessing the area. In contrast, when the security code
service is disabled, the security code verification is not required. - 66 -
[0183] The details of the PIN are written in the security code service data
block of the security code service definition block. Fig. 23 is a schematic
illustration of the data structure ef gt security code service data block. As
shown in Fig. 23, the security code service data block includes a security
code area, a storage area for the number of failed authentication
deattgmpis, asseting heea ot thabamuer alowel: faifed aathentication
attempts, a security code use selection area, and an access permission

PTHRLfT184] By WHER (RTBIF Bntsiat Ty e Gleris BiRRbsERMFT 1o
retVglilicdqthe acersspermissiontiag inihe security.code. service data
block for the corresponding service or area is set so that access to the
paskayiee 0r ared is htowedi 0B8] Théactess permissichdlagaista flagar
araiicating whether, acgess 19 foe correspending appiication o dirggtory is
registration operation is returned to the service provider,
which is the requester of the registration operation.
[0181]

As shown in Figs. 18 and 18, by applying a PIN fo the
area or the service registered in the file system, an access
control can be carried out on an area basis or on a service
basis. Additionally, when a plurality of services (an
overlap service) is registered in one service memory area, a
plurality of access methods can be defined for the same
service memory area by applying a PIN to each service.

[6182]

However, in this embodiment, when accessing the file
access, the mutual authentication {as described above) using
the issuer key is essential and the PIN verification process
is optional. That is, only when the security code service
for a service or an area is enabled, the security code
verification is required before starting the service or
accessing the area. In contrast, when the security code
service is disabled, the security code verification is not

required.



allowed or not. The service or area whose access permission flag is set is
accessible. By default, the access permission flag of the service or area
for which a PIN is required is set to "inaccessible". After the PIN
verification operation and the mutual authentication operation using the
issuer key of the file system are successfully carried out, the access
permission flag is set - 67 so that access is allowed. In addition, if the
access permission flag is continuously set and the IC card is lost or
stolen, the user could suffer moretagy foss due to unauthorized use of the
service or area. Therefore, the IC card may have a feature to
automatically change from the accessible state to the inaccessible state
[CliBFesponse to, for example, the absence of electromagnetic waves.
[0186] In addition, when an invalid PIN is input, the number of failed

authzhtid&fidn HeeRiptsis Upthatéd af tHe iifbet of PAle 8 AUth& AN cAR5IT
se ARMPIELCesds e paximun. Allpyed falled avthentication-aiempts,

set in the setting area of maximum allowed failed authentication attempts,
blaheg - sta¥tigf.the3carsesporndingseivice bractess tothe fcdrhespriding

area is inhihited. [0187] In general, once the input ofgl PIN is
U ECREST, tid AUTHRP O T Sq S EHUERTEn SHemBSHould

in Fig. 23, the security code service data block includes a

s shown
e

security code area, a storage area for the number of failed
authentication attempts, a setting area of maximum allowed
failed authentication attempts, a security code use
selection area, and an access permission flag.

{0184]

Only when the PIN entered by the user is successfully
verified, the access permigssion flag in the security cocde
service data block for the corresponding service or area is
set so that acgess to the service or area is allowed.

{0185]

The access permission flag is a flag indicating whether
access to the corresponding application or directory is
allowed or not. The service or area whose access permission
flag is set is accessible., By default, the access
permission flag of the service or area for which a PIN is
required 1is set to "inaccessible". After the PIN
verification operation and the mutual authentication
operation using the issuer key of the file system are

successfully carried out, the access permission flag is set



cleared. Thus, a malicious user is prevented from combing the security
code. If the number of inputs of the PIN from the user accidentally
exceeds the maximum allowed failed authentication attempts and the
verification fails, only a manager of the IC card (e.g., the separating
engineering manager or the original card issuer) may clear the number of
failed authentication attempts. To authenticate the manager, - 68
authentication using a private key, which is described below, may be
employed, for example. [0188) Fig;-24-illustrates the procedure for
controlling the start of a service or access to an area in accordance with
the security code input from the user in the form of a flow chart. [0189]

so WHEN a ¥sek NpLEs ausecwity code (step 81d) the rseciyity cogesservice
data block of the security code service definition block is accessed to
peKjekHy Hh& sééaftyl tode5iepiSee). 0190] arthetbm i tie secdiityote

or Sp¥EECABHIOCIIS, eqlia) 1o N6 PLN TR NP g, (e acpgss
permission flag in the security code service data block is set so that the

un OOFFRSPONENG sernice oharea becomesraaaaessiblerfatepe §1:3), the IC

card may have a feature to automatically change from the

accessible state to the inaccessible state in response to,

for example, the absence of electromagnetic waves.

[0186]

In addition, when an invalid PIN is input, the number
of failed authentication attempts is updated. If the number
of failed authentication attempts exceeds the maximum
allowed failed authentication attempts set in the setting’
area of maximum allowed failed authentication attempts, the
start of the corresponding service or access to the
corresponding area is inhibited.

0187}

In general, once the input of the PIN is successful,
the number of failed authentication attempts should be
cleared. Thus, a maliciocus user is prevented from combing
the security code. If the number of inputs of the PIN from
the user accidentally exceeds the maximum allowed failed
authentication attempts and the verification fails, only a
manager of the IC card (e.g., the separating engineering
manager or the original card issuer) may clear the number of

failed authentication attempts. To authenticate the manager,



[0191] For example, by placing an IC chip above a reader/writer, a PIN
input via a user interface of an external apparatus (not shown) connected
to the reader/writer can be transmitted to the IC card using a contactless
short-range communication interface based on electromagnetic induction.
- 69 - [0192] As shown in Fig. 24, when the access authority to the
application and the directory is controlled using the PIN, a malicious user
could break the security wall by combing the PIN (in particular, in the
case where a short-digit numbet. iggised for the security code).
Accordingly, in this embodiment, the maximum allowed failed
authentication attempts is set in the security code definition area so that

autdzapplicationondiragtosy phpsevrumber, otdailed authgstieatiodd below,
attempts exceeds the maximum allowed failed authentication attempts

mahdrorhes ira&bssibté. FrHagrthe- access control is provided. [0193] Fig.

[ Ol%%i]llustrates the procedure for controlling the access authority to a
service and an area using the number of failed authentication attempts in
therfogm oblia floy: ehast: 819e procedure for controlling the

start of a service or access to an area in accordance with
the security code input ‘from the user in the form of a flow
chart.

[0189]

When a user inputs a security code (step S11), the
security code service data block of the security code
service definition block is accessed teo verify the security
code (step 512).
f0190]

If the PIN in the security code service data block is
equal to the PIN input by the user, the access permission
flag in the security code service data block is set so that
- the corresponding service or area becomes accessible (step
313).

[0191]

For example, by placing an IC chip above a
reader/writer, a PIN input via a user interface of an
external apparatus ({(not shown} connected to the
reader/writer can be transmitted to the IC card using a
contactless short-range communication interface based on

electromagnetic induction.



When a user inputs a PIN (step S21), each security code service
definition block is accessed to verify the PIN (step S22). [0195] If the PIN
input by the user is equal to the PIN in the security code service definition
block, the access permission flag in the security code service data block
is - 70 set so that the corresponding service or area becomes accessible
(step S23). [0196] However, if the PIN input by the user is not equal to
the PIN in all of the security code service definition blocks, the number of
failed authentication attempts in the ¢security code definition area is
updated (step S24). Additionally, if the PIN input by the user is equal to
the PIN in all of the security code service definition blocks and the

[ o ayghentication is successful, the number of failed authentication attempts
is cleared to zero. [0197] At step S25, it is determined whether the
updstedhatimber of failed Autherticatibn atepapts excdedsitheE rhaxithem
aﬂgwed.failed aéltgﬁntic tion %tct)empts set in the

ap}gi catio ctory 13 ntrol%lecéjritysi%Odetﬂgﬁ%iEg? a
rea ?s epnsig). [ §sf 'the numbar of falled authentication & empts
ma€Xe8eds user could break the security wall by combing the
PIN (in particular, in the case where a short-digit number
is used for the security code). Accordingly, in this
embodiment, the maximum allowed failled authentication
attempts 1s set in the security code definition area so that
an application or directory whose number of failed
authentication attempts exceeds the maximum allowed failed
authentication attempts becomes inaccessible. Thus, the
access control is provided.

[0193]

Fig. 25 illustrates the procedure for controlling the
access authority to a service and an area using the number
of failed authentication attempts in the form of a flow
chart.

{0194]

When a user inputs a PIN {step S21), each security cocde
service definition block is accesseéd to verify the PIN (step
522).

[0195]

If the PIN input by the user is egual to the PIN in the

security code service definition block, the access

permission flag in the security code service data block is



the maximum allowed failed authentication attempts, the access
permission flag in the security code definition area is cleared. Thus, the
corresponding service or area becomes inaccessible (step S26). As a
result, a malicious user is prevented from combing the PIN. [0199] In
contrast, if the number of inputs of the PIN from - 71 the user accidentally
exceeds the maximum allowed failed authentication attempts and the
verification of the security code fails, only a manager of the IC card (e.qg.,
the separating engineering managey,or the original card issuer) may
clear the number of failed authentication attempts. To authenticate the
manager, authentication using a private key may be employed, for

seexXampie.andustiial ApRlicabiliy §2001-Although the-lnvertigpdias been
shown and described with reference to the specific embodiments, it would
acpesgppafentibanoseé skiled in the art that alternative embodiments may
[ g 1éEade without departing from the spirit and scope of the invention as
efined in the appended claims. [0201] While an embodiment of the

presertdnventior hasdbeamn: degsribedywith sefesercea 10 astintogmations

management method of a memory area incorporated in an IC card, the
thﬁﬁgiynin ali of the security code service definition
blocks, the number of failed authentication attempts in the
security code definition area is updated {(step 824).
Additionally, if the PIN input by the user is egual to the
PIN in all of the security code service definition blocks
and the authentication is successful, the number of failed
authentication attempts is cleared to zero.
{0197]

At step 825, it is determined whether the updated
number of failed authentication attempts exceeds the maximum
allowed failed authentication attempts set in the security
code definition area (step 8$525).

{0188]

If the number of failed authentication attempts exceeds
-the maximum allowed falled authenitication attempts, the
access permission flag in the security code definition area
is cleared. Thus, the corresponding service or area becomes
inaccessible (step S26). As a result, a malicilous user is
prevented from combing the PIN.

{0199]

In contrast, if the number of inputs of the PIN from



invention is not limited thereto. The present invention is applicable to a
method of managing a memory incorporated in an apparatus other than
an IC card in the same manner. [0202] That is, the forgoing description of
the preferred embodiments of the invention has been presented only for
the purpose of illustration and description and is not intended - 72 to be
exhaustive or to limit the invention to the precise forms disclosed.
Therefore, the scope of the invention should be determined by the
appended claims. Brief Descriptionaf the Drawings [0203] Fig. 1 is a
schematic illustration of the basic concepts of wireless data
communication between a card reader/writer and an IC card based on
theleciromagneétie ninduitior xkEige 2sis tehdiagranmnmwhithavsystéai insfuding
the card reader/writer and the IC card is modeled as a transformer; Fig. 3

2UHRRHAES tHE RafdWERP ESnfigiratibh ofsF d&ECEbhuRication asyatats’

coBECeiing to amembadiment of the presept ipyeptiqn, kg, 4dga
schematic illustration of the structure of a control system of a memory

sepreainthe K gandactordingntogam enrbadiment of the present ineention;

may clear the number of failed authentication attempts. To

authenticate the manager, authentication using a private key

may be employed, for example.

Industrial Applicability

[0200]

Although the invention has been shown and described
with reference to the specific embodiments, it would be
apparent to those skilled in the art that alternative
embodiments may be made without departing from the spirit
and scope of the invention as defined in the appended claims.
[02061]

While an emboediment of the present invention has been
described with reference to an information management method
of a memory area incorporated in an IC card, the present
invention is not limited thereto. The present invention is
applicable to a method of managing a memory incorporated in
an apparatus other than an IC card in the same manner.

[0202]

That is, the forgoing description cof the preferred

embodiments of the invention has been presented only for the

purpose of illustration and description and is not intended



Fig. 5 is a schematic illustration of the structure of a service providing
system using the IC card; Fig. 6 illustrates a memory area in which an
original -card issuer manages only the file system of the original card
issuer; Fig. 7 is a diagram illustrating that the card issuer can permit an
area manager to rent or buy a certain amount - 73 of free space of the file
system of the card issuer; Fig. 8 is a diagram in which another service
provider separates a memory area permitted by the card issuer to
generate a new file system; Fig. 9 is-a diagram in which a common area
manager separates a memory area permitted by the card issuer using a
system code SCO of the common area; Fig. 10 illustrates a pre-process of

t o SBpaating s filerssystems Figmll ixaseguense diagram fiustiatingithe
procedure performed by the card issuer to poll the IC card; Fig. 12 is a

foxpguence trigiam iIRREEtiIFYhe roeedGRPSf e SéfartimgTehtst
=nSRILTON thecard ssuerjodhe 16 gard Blo Jidiystrates a case in which

the memory area of the IC card is separated and a new file system is
Brgeperaiedy figid4 isa sequaencevdiagsam illustrating the procedure for
resetting an issuer key Kl; and a system code
{0203]

Fig. 1 is a schematic illustration of the basic
concepts of wireless data communication between a card
reader/writer and an IC card based on electromagnetic
induction;

Fig. 2 is a diagram in which a system including the
card reader/writer and the IC card is modeled as a
transformer;

Fig. 3 illustrates the hardware configuration of a data
communication apparatus according to an embodiment of the
present invention;

Fig. 4 is a schematic illustration of the structure of
a control system of a memory area in the IC card according
to an embodiment of the present invention;

Fig. 5 is a schematic illustration of the structure of
a service providing system using the IC card;

Fig. 6 iilustrates a memory area in which an original
card issuer manages only the file system of the original
card issuer;

Fig. 7 is a diagram illiustrating that the card issuer

can permit an area manager to rent or buy a certain amount



SCi carried out by a new service provider after the new service provider
has acquired the file system thereof on the memory area of the IC card,;
Fig. 15 is a schematic illustration of the structure of a memory area of the
IC card in which a plurality of file systems coexist by repeating a
separating operation; Fig. 16 is a schematic illustration of the structure of -
74 arequest command packaged using an issuer key; Fig. 17 is a
schematic illustration of a directory structure in the file system; Fig. 18
illustrates the basic structure of the;file_ system; Fig. 19 illustrates areas
layered in a memory space of an IC card 50; Fig. 20 is a flow chart
illustrating the procedure for registering an area and a service in a file

of SystemzFig:2loHustatesithe pracesiire perfiesmeshly assaesge provider
(including an original card issuer) to register an area in the file system of
thefSefvice proviteti FiyE 2D tstrhied i prdeREure PerHernmetrpy acr

a=ep4e provider (ngluding e oicinal pard issyen) 19 fegister a sepvice in
kRe Fife system o fe Servic& prowdter, F@{ 23'i% a schematic illustration of
getie geda Strusiume ok asecusity code service data block;

Fig. 9 is a diagram in which a common area manager
separates a memory area permitted by the card issuer using a
system code SCC of the common area;

Fig. 10 illustrates a pre-process of separating a file
system;

fig. 11 is a sequence diagram illustrating the
procedure performed by the card issuer te poll the IC card;

Fig. 12 is a sequence diagram illustrating the
procedure of the separating request sent from the card
issuer to the IC card;

Fig. 13 illustrates a case in which the memory area of
the IC card is separated and a new file system is generated;

Fig. 14 is a sequence diagram illustrating the
procedure for resetting an issuer key KI; and a system code
SCi carried out by a new service provider after the new
service provider has acquired the file system thereof on the
memory area of the IC card;

Fig. 15 is a schematic illustration of the structure of
a memory area of the IC card in which a plurality of file
"systems coexist by repeating a separating operation;

Fig. 16 is a schematic illustration of the striacture of



Fig. 24 is a flow chart illustrating the procedure for controlling the
activation of a service or the access authority to an area in accordance
with a security code input from a user; and Fig. 25 is a flow chart
illustrating the procedure for controlling the access authority to a service
and an area on the basis of the number of failed PIN input attempts. - 75 -
Reference Numerals [0204] 11 issuer communications apparatus 12
manager communications apparatus 13 manufacturer communications
apparatus 14 storage area separaging.apparatus 15 management file
registration apparatus 16 IC card 17 network 21 card issuer 22 card
storage area manager 23 manufacturer of apparatus 24 card storage

a Paadiser 2bukand helder3Q gards function anajagcingeit; 31 rectifier 32

antenna 33 serial regulator

Fig. 17 is & schematic illustration of a directory
structure in the file system;

Fig. 18 illustrates the basic structure of the file
system;

Fig. 19 illustrates areas layered in a memory space of
an IC card 50;

Fig; 20 1s a flow chart illustrating the procedure for
registering an area and a service in a file system;

Fig. 21 illustrates the procedure performed by a
service provider (including an original card issuer) to
register an area in the file system of the service providerxr;

Fig. 22 illustrates the procedure performed by a
service provider {including the original card issuer) to
register a service in the file system of the service
provider;

Fig. 23 is a schematic illustration of the data
structure of a security code service data block;

Fig. 24 is a flow chart illustrating the procedure for
controlling the activation of a service or the access
authority to an area in accordance with a security code
input from a user; and

Fig. 25 is a flow chart illustrating the procedure for
controlling the access authority to a service and an area on

the basis of the number of failed PIN input attempts.



34 carrier-wave detector 35 clock extractor 36 clock selector 37 clock
oscillator 38 logic circuit 39 voltage detector 40 data processing unit - 76
- 41 RAM 42 ROM 43 EEPROM 44 signal processing unit 45 CPU 46
data encryption engine 47 error correction unit 48 UART interface 49 12C
interface 50 reader/writer function analog circuit 51 transmission amplifier
52 transmission antenna 53 reception signal detector 54 reception
amplifier filter 55 reception antenna 100 data communication apparatus -
77 - CLAIMS - 75 -

Reference Numerals

[0204]

il issuer communications apparatus
12 manager communications apparatus
13 manufacturer communicaticns apparatus
14 storage area separating apparatus
15 management file registration apparatus
16 IC card

17 network

21 card issuer

22 card storage area manager

23  manufacturer of apparatus

24 card storage area user

26 card holder

340 card function analog circuit

31 rectifier

32 antenna

33 serial regulator

34 carrier-wave detector

35 clock extractor

36 clock selector

37 clock oscillator

38 logic circuit

39 voltage detector

40 data processing unit



1. A data communication apparatus having a memory space, the data
communication apparatus managing the memory space by separating the
memory space into one or more file systems, the apparatus comprising:
controlling means for holding a separating authority key and managing
the access to the file system in the memory space; and a first file system
allocated to a first service provider in the memory space, the first file
system holding an issuer key of the first service provider; wherein, upon
receiving, from a second service-proyider requesting an allocation of a
new file system, a separate package generated by encrypting, using the
issuer key of the first service provider, a data block containing a separate

41 elerrant package generated by encrypting an issuer key of the second
service provider using the separating authority key and information on the

42 neitite system, the first file system decrypts the received separate

43 Packageysing the issuer key of the first service provider and retrieves the
separate element package and the information on the new file system,

44 andswipeseinptheceantiollingurieans decrypts the separate element
packa(ge using the separating authority key, retrieves the issuer key of the
sec service provider, - 78 separates a free area of the memory space

46 i2 acg:gggd@r&er%tpime g}{gg-m@tion on the new file system, and allocates
47t eerror correction unit

48 UART interface

49 I°C interface

50 reader/writer function analog circuit

51 transmission amplifier

52 transmission antenna

53 reception signal detector

54 reception amplifier filter

55 reception antenna

100 data communication apparatus



separated memory area to a second file system holding the issuer key of
the second service provider. 2. The data communication apparatus
according to Claim 1, wherein each of the file systems in the memory
space has area identification information, and wherein, upon receiving an
external access having the area identification information on a file system
to be accessed and a package encrypted using the issuer key of the file
system in the form of arguments of the external access, the controlling
means delivers the package to the-cprresponding file system on the basis
of the area identification information, and wherein the file system decrypts
the package using the issuer key of the file system. 3. The data
communication apparatus accordingrigsClaim 2, wherein each of the
allocated file systems in the memory space has a system code, and
wherein, when separating a new file system in response to the reception
pf th separate. packade. he.canialing megns, sets the system cade. of
the file system toge?her with the issuer code and the area IdeRtification
t hénfosmatiosmmi/9i 4a Therdatpreoramunicaticnyapparaiys megodinggace
Claim 3, wherein, when the service provider issues a request for
by ateRfiirfAFsh fdentMeResy intBARAtdR tRirftPthe sy tent cbééoftHetems.

nSer iggﬂgyligeg g}%ﬁq Q{glLément of the request after acquiring the file

system, the controlling means
controlling means for holding a separating authority

key and managing the access to the file system in the memory
space; and

a first file system allocated to a first service
provider in the memory space, the first file system holiding
an issuer key of the first service provider;

wherein, upon receiving, from a second service provider
requesting an allocation of a new file system, a separate
package generated by encrypting, using the issuer key of the
first service provider, a data block containing a separate
element package generated by encrypting an issuer key of the
second service provider using the separating authority key
and information on the new file system, the first file
system decrypts the received separate package using the
issuer key of the first service provider and retrieves the
separate element package and the information on the new file
system, and wherein the controlling means decrypts the
separate element package using the separating authority key,

retrieves the issuer key of the second service provider,



performs polling on each of the file systems on the basis of the system
code in the request to acquire the area identification information from the
corresponding file system and returns the acquired area identification
information to the requester. 5. The data communication apparatus
according to Claim 3, wherein, in response to a request from the second
service provider after the second service provider has acquired the file
system, the controlling means rewrites the issuer key and the system
code set in the second file system aBthe separating time. 6. The data
communication apparatus according to Claim 1, wherein each of the file
systems in the memory space has area identification information, and
sepvheress upoitreceaiving, dforithersemvice provider Hfter theo séavice with
rovider has  acquired the file system, an external access having the area

Eh gy Rt iRforiatio aRh package’ 6F S actBls Fad0s& B ne e

seSYSIAMeNcERIeY usiag the issuarkey0f-18Q thesanvcereyiderindhe
form of arguments of the external access, the controlling means delivers

isshe referypted phekagetnthe eorréspondingifile system on the basis of
the area identification information. 7. A method for managing a memory of
a data communication apparatus, the data communication apparatus

havinga remory.csRaea and anagipg-hednenary space nseparating,

the memory '
wherein each of the file systems in the memcry space has
area identification information, and wherein, upon receiving
an external access having the area identificaticn
information on a file system to be accessed and a package
encrypted using the issuer key of the file system in the
form of arguments of the external access, the controlling
means delivers the package to the corresponding file system
on the basis of the area identification information, and

wherein the file system decrypts the package using the

igssuer key of the file system.

3. The data communication apparatus according to Claim 2,
wherein each of the aliccated file systems in the memory
space has a system code, and wherein, when separating a new
file system in response to the reception of the separate
package, the controlling means sets the system code of the
file system together with the issuer code and the area

identification information.



space into one or more file systems, wherein a separating authority key
for authenticating authority to separate the file system and a first file
system for authenticating access authority using an issuer key of a first
service provider are provided in the memory space, the method
comprising the steps of: receiving, from a second service provider
requesting an allocation of a new file system, a separate package
generated by encrypting, using the issuer key of the first service provider,
a data block containing a separate €lement package generated by
encrypting an issuer key of the second service provider using the
separating authority key and information on the new file system;

HecryPtin Gt re TR SEpAIAB FRIATRIUEING 176 544u8r kY 'of tidirst
whSELVige REREE‘E'%}@Q%@ER%%‘QQ%QS&%@@ aje glement EQ%@%% apg,the

information on the new file system; and - 81 decrypting the separate
aceqlement package disimgi thie- ssepanatimg autizority keys ietvieving thesissuer
key of the second service provider, separating a free area of the memory

cod@arl i cordaicewWiththtdfRforfiatih G ARl Jife EPSteh R
arfdocating the sgparated memaryalga Q. sesardfilg systema hiolding the
issuer key of the second service provider. 8. The method for managing a
penfemosy pbaldatg on each of the file systems on the basis of
the system code in the request to acguire the area
identification information from the corresponding file

system and returns the acguired area identification

information to the requester.

5. The data communication apparatus according to Claim 3,
wherain, in response to a request from the second service
provider after the second service provider has acgquired the
file system, the controlling means rewrites the issuer key
and the system code set in the second file system at the

separating time.

6. The data communication apparatus according to Claim 1,
wherein each of the file systems in the memory space has
area identification information, and wherein, upon receiving,
from the service provider after the service provider has
acquired the file system, an external access having the area
identification information and a package of an access

request to the file system encrypted using the issuer key of



communication apparatus according to Claim 7, wherein each of the file
systems in the memory space has area identification information, and
wherein an external access includes the area identification information on
a file system to be accessed and a package encrypted using the issuer
key of the file system in the form of arguments, and wherein the method
further comprises the steps of receiving an external access request to the
file system having area identification information and a package as
arguments of the external access 8équest, delivering the package to the
corresponding file system on the basis of the area identification
information, and decrypting the package using the issuer key of the file
theystamibyetherfile systernn 9t Thefmethodt for raamaging @ mdmery of a

data ommunicatioqlapparatus%ahcicgrdirgga:[g Clgi 8, Whel‘e!I%n each - 82

al acces the contr g delilvers the
ex T ThE WIBESEHHle systems in the mgmory space hasa “system code,

en@Pgbwberein the saethoddivsthes comprisesithe steps ef sedingdhersystem
code of the file system together with the issuer code and the area

bajdentification informatiden WHarssparatingta neatfileisystem in response
to the reception of the separate package. 10. The method for managing a
memory of a data communication apparatus according to Claim 9, further

TOMPISRGHISgUIRG: fresn the sgrdcaqroviden equast fobmmunication
apparatus, the data communication apparatus having a memory
space and managing the memory space by separating the memory
space into one or more file systems, wherein a separating
authority key for authenticating authority to separate the
file system and a first file system for authenticating
access authority using an issuer key of a first service
provider are provided in the memory space, the method
comprising the steps of:

receiving, from a second service provider reguesting an
allocation of a new file system, a separate package
generated by encrypting, using the issuer key of the first
service provider, a data block containing a separate element
package generated by encrypting an issuer key of the second
service provider using the separating authority key and
information on the new file system;

decrypting the received separate package using the
issuer key of the first service provider and retrieving the
separate element package and the information on the new file

system; and



acquiring area identification information using the system code of the
service provider as an argument of the request after acquiring the file
system; and performing polling on each of the file systems on the basis of
the system code in the request to acquire the area identification
information from the corresponding file system and returning the acquired
area identification information to the requester. 11. The method for
managing a memory of a data communication apparatus according to
Claim 9, further comprising the stéds of issuing, from the second service
provider, a request for rewriting the issuer key and the system code set in
the second file system at the separating - 83 time after the second

seVREF BRVIaSr RHEE aRGEREE the SHE " steMBTIRAE Setdht%sdiifte
seg¥Pyiderin the memory gpgce ard ewrifing e issuarkeviand e che

system code set in the second file system at the separating time in
seqesponseta ke ewritiherrequestrh2 iTige mdthed foraranaging @
memory of a data communication apparatus according to Claim 7,

memOR ek BGEh 1B ARCAERREME AT hE Redhy EPate Has kred s e
¢4 ideqtification information. andwhereindbsJpathod futher, campsises the

steps of receiving, from the service provider, an access request including
sechediréalidestificationhirfdimatibheanid aypackags of arcrhecess-raguest to

the file . :
service provider.

8. The method for managing a memory of a data
communicaticon apparatus according to Claim 7, wherein each
of the file systems in the memory space has area
identification information, and wherein an external access
includes the area identification information on a file
system to be accessed and a package encrypted using the
issuer key of the file system in the form of arguments, and
wherein the method further comprises the steps of receiving
an external access request to the file system having area
identification information and a package as arguments of the
external access request, delivering the package to the
corresponding file system on the basis of the area
identification information, and decrypting the package using

the issuer key of the file system by the file system.

9. The method for managing a memory of a data

communication apparatus according to Claim 8, wherein each



system of the service provider encrypted using the issuer key of the
service provider in the form of arguments of the access request after the
service provider has acquired the file system, and delivering the package
to the corresponding file system on the basis of the area identification
information contained in the arguments of the access request from the
service provider.

of the allocated file systems in the memory space has a
system code, and wherein the method further comprises the
steps of setting the system code of the file system together
with the issuer code and the area identification information
when separating a new file system in response to the

reception of the separate package.

10. The method for managing a memory of a data
communication apparatus according te Claim 9, further
comprising:

issuing, from the service provider, a regquest for
acguiring area identification information using the system
code of the service provider as an argument of the request
after acguiring the file system; and

performing polling on each of the file systems on the
basis of the system code in the request to acquire the area
identification information from the corresponding file
system and returning the acquired area identification

information to the requester.

11. The method for managing a memory of a data
communication apparatus according to Claim 9, further
comprising the steps of issuing, from the second service
provider, a reguest for rewriting the issuer key and the

system code set in the second file system at the separating



time after the second service provider has acquired the file
system of the second service provider in the memory space
and rewriting the issuer key and the system code set in the
second file system at the separating time in response to the

rewriting request.

12. . The method for managing a memory of a data
communication apparatus according to Claim 7, wherein each
of the file systems in the memory space has area
identification information, and wherein the method further
comprises the steps of receiving, f£rom the service provider,
an access request including the area identification
information and a package of an access request to the file
system of the service provider encrypted using the issuer
key of the service provider in the form of arguments of the
access request after the service provider has acquired the
file system, and delivering the package to the corresponding
file system on the basis of the area identification
information contained in the arguments of the access request

from the service provider.



