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the mobile terminal obtains public keys of the mobile bank server and the comprehensive
pre-position bank server, and respectively performs verifications on the public keys of the

mobile bank server and the comprehensive pre-position bank server, and establishes a
connection with the mobile bank server according to the registration instruction if the

verifications are successful and generates the user’s public key and the user’s private key

the mobile terminal encrypts account information, first verification information and a first
random encryption parameter to obtain encrypted information using the public key of the

mobile bank server and sends the encrypted information to the mobile bank server

the mobile bank server decrypts the encrypted information from the mobile terminal using a
private key of the mobile bank server to obtain the account information, the first verification

information and the first random encryption parameter, and performs a verification on the
first verification information and sends the account information to the comprehensive pre-

position bank server if the verification is successful

the comprehensive pre-position bank server performs a verification on the account
information from the mobile bank server and sends a verification result to the mobile bank

server

the mobile bank server generates a second random encryption parameter and a second
verification information and sends the second random encryption parameter and the second

verification information to the mobile terminal, if the verification result is correct

S201

S202

S203

S204

S205

the mobile terminal encrypts the second verification information and the user’s public key
using the first random encryption parameter and the second random encryption parameter so
as to generate third verification information, and sends the third verification information to

the mobile bank server

the mobile bank server performs a verification on the third verification information from the
mobile terminal, and sends the user’s public key to the third-party e-business verification

server to be verified and signed so as to generate the user’s public key certificate if the
verification is successful
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the mobile terminal obtains public keys of the mobile bank server and the comprehensive
pre-position bank server, and respectively performs verifications on the public keys of the

mobile bank server and the comprehensive pre-position bank server, and establishes a
connection with the mobile bank server according to the registration instruction if the

verifications are successful and generates the user’s public key and the user’s private key

the mobile terminal encrypts account information, hardware information, first verification
information and a first random encryption parameter to obtain encrypted information using
the public key of the mobile bank server and sends the encrypted information to the mobile

bank server

the mobile bank server decrypts the encrypted information from the mobile terminal using a
private key of the mobile bank server to obtain the account information, , the hardware

information, the first verification information and the first random encryption parameter,
and performs a verification on the first verification information and sends the account

information to the comprehensive pre-position bank server if the verification is successful

the comprehensive pre-position bank server performs a verification on the account
information from the mobile bank server and sends a verification result to the mobile bank

server

the mobile bank server generates a second random encryption parameter and a second
verification information and sends the second random encryption parameter and the second

verification information to the mobile terminal, if the verification result is correct

S301

S302

S303

S304

S305

the mobile terminal encrypts the second verification information and the user’s public key
using the first random encryption parameter and the second random encryption parameter so

as to generate third verification information, and the mobile terminal signs the hardware
information to generate first signature information using the user’s private key and sends the
third verification information, the user’s public key and the first signature information to the

mobile bank server

the mobile bank server performs a verification on the third verification information and the
first signature information from the mobile terminal, and sends the user’s public key to the

third-party e-business verification server to be verified and signed so as to generate the
user’s public key certificate if the verification is successful
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the mobile terminal receives the user’s trade information to generate a
first random number

the mobile terminal encrypts the user’s trade information to generate a
trade message using the first random number, hardware information of
the mobile terminal, the user’s private key, public keys of the mobile

bank server and the comprehensive pre-position bank server, and sends
the trade message to the mobile bank server

the mobile bank server decrypts the trade message to obtain a decrypted
trade message using a private key of the mobile bank server and the

hardware information of the mobile terminal stored therein, and
performs a verification on the decrypted trade message using the user’s

public key certificate

the mobile bank server generates an encryption key if the verification is
successful, generates a digital envelope according to the encryption key,

the private key of the mobile bank server, the public key of the
comprehensive pre-position bank server and the trade information, and

sends the digital envelope to the comprehensive pre-position bank server

the comprehensive pre-position bank server decrypts the digital
envelope to obtain decrypted trade information using the private key of
the comprehensive pre-position bank server and the public key of the

mobile bank server, and performs a signature verification on the
decrypted trade information using the public key of the mobile bank

server and completes the trade if the signature verification is successful
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the mobile terminal receives the user’s trade information to generate a first random number

the mobile terminal encrypts a trade password to obtain a cryptograph of the trade password using the public key of the
comprehensive pre-position bank server, and signs the trade information and the cryptograph of the trade password to

generate a first digital signature using the user’s private key

the mobile terminal generates an encryption parameter key according to the first random number and the hardware
information of the mobile terminal, and encrypts the trade information and the cryptograph of the trade password to generate

a first message cryptograph using the encryption parameter key

the mobile terminal encrypts the first random number to generate a first key cryptograph using the public key of the mobile
bank server

the mobile terminal sends the first digital signature, the first message cryptograph and the first key cryptograph to the
mobile bank server as the trade message

the mobile bank server decrypts the first key cryptograph to obtain the first random number using the private key of the
mobile bank server

the mobile bank server generates the encryption parameter key according to the first random number and the hardware
information of the mobile terminal stored therein, and decrypts the first message cryptograph to obtain the trade information

and the cryptograph of the trade password using the encryption parameter key

the mobile bank server encrypts the encryption key to generate a second key cryptograph using the
private key of the comprehensive pre-position bank server

the mobile bank server signs the trade information and the cryptograph of the trade password to
generate a second digital signature using the private key of the mobile bank server

the mobile bank server sends the second digital signature, the second message cryptograph and the
second key cryptograph to the comprehensive pre-position bank server as the digital envelope

the comprehensive pre-position bank server decrypts the second key cryptograph to obtain the
encryption key using the private key of the comprehensive pre-position bank server

the comprehensive pre-position bank server decrypts the second message cryptograph to obtain the
trade information and the cryptograph of the trade password using the encryption key
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the mobile bank server
generates the encryption key

the mobile bank server encrypts the user’s trade information and the cryptograph of the trade
password to generate a second message cryptograph using the encryption key

the comprehensive pre-position
bank server completes the trade

according to the trade information

the mobile bank
server performs a signature verification on the first digital signature

using the user’s public key certificate
stored therein

the user is prompted that the
signature verification in the mobile

bank server is failed

S510

S511

the comprehensive
pre-position bank server performs a signature verification on the

second digital signature using the public key of the
mobile bank server

it is prompted that the signature verification of the
mobile bank terminal is failed and information of

the flailed signature verification is sent to the

mobile terminal
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S601
the mobile terminal encrypts and stores a user’s private key document generated by the user’s

private key in a predetermined region

the mobile terminal performs a user identity verification during the trade, and generates a second
random number if the user identity verification is successful, and obtains a first private key

protection parameter and a second private key protection parameter from the mobile bank server
according to the second random number

S602

the trade is performed according to
the user’s private key document and
an update identification of a private
key protection parameter is updated

S605

the mobile terminal
decrypts the user’s private key document stored therein to obtain a first decrypted

user’s private key document using the second private key protection parameter, and
performs a first verification on the first decrypted

user’s private key document

S603

Successful
first

verification

S604

Failed first verification

the user’s
private key document stored therein

is decrypted to obtain a second decrypted user’s private key document
using the first private key protection parameter and a second verification is

performed on the second decrypted user’s
private key document

the trade is performed using the
user’s private key document and the
update identification of the private
key protection parameter is updated

Successful
second

verification

S606

the mobile terminal generates the updated parameter for protecting the private key according to the trade result
received thereby, and sends the updated parameter for protecting the private key and the update identification of the

private key protection parameter to the mobile bank server

the mobile terminal encrypts and stores the user’s private key document again according to a successful updating result
from the mobile bank server and using the the updated parameter for protecting the private key
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