a mobile terminal receives a registration instruction, and generates
a user’s public key and a user’s private key according to the
registration instruction; and the mobile terminal sends the user’s S101

public key to a third-party e-business verification server to be J
verified and signed so as to generate and store a user’s public key
certificate, if the mobile terminal respectively passes identity
verifications of the mobile bank server and a comprehensive pre-
position blank server

the mobile bank server performs a verification on encrypted
user’s trade information sent from the mobile terminal using the j
user’s public key certificate, and the comprehensive pre-position
bank server performs a trade if the verification is successful

S102

the mobile terminal generates an updated parameter for protecting| ,S103
a private key after the trade is performed, sends the updated j
parameter for protecting the private key to the mobile bank server,
receives a successful updating result from the mobile bank server,
and encrypts and stores the user’s private key using the updated
parameter for protecting the private key

Fig. 1
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the mobile terminal obtains public keys of the mobile bank server and the comprehensive

pre-position bank server, and respectively performs verifications on the public keys of the
mobile bank server and the comprehensive pre-position bank server, and establishes a
connection with the mobile bank server according to the registration instruction if the

verifications are successful and generates the user’ s public key and the user’s private key

J S201

l

the mobile terminal encrypts account information, first verification information and a first
random encryption parameter to obtain encrypted information using the public key of the
mobile bank server and sends the encrypted information to the mobile bank server

j S202

the mobile bank server decrypts the encrypted information from the mobile terminal using a
private key of the mobile bank server to obtain the account information, the first verification
information and the first random encryption parameter, and performs a verification on the
first verification information and sends the account information to the comprehensive pre-
position bank server if the verification is successful

S203

J

A 4

the comprehensive pre-position bank server performs a verification on the account
information from the mobile bank server and sends a verification result to the mobile bank
server

j S204

!

the mobile bank server generates a second random encryption parameter and a second
verification information and sends the second random encryption parameter and the second
verification information to the mobile terminal, if the verification result is correct

J S205

the mobile terminal encrypts the second verification information and the user’ s public key
using the first random encryption parameter and the second random encryption parameter so
asto generate third verification information, and sends the third verification information to
the mobile bank server

j S206

the mobile bank server performs a verification on the third verification information from the
mobile terminal, and sends the user’s public key to the third-party e-business verification
server to be verified and signed so asto generate the user’s public key certificate if the
verification is successful

j S207

Fig. 2
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the mobile terminal obtains public keys of the mobile bank server and the comprehensive

pre-position bank server, and respectively performs verifications on the public keys of the J S301

mobile bank server and the comprehensive pre-position bank server, and establishes a
connection with the mobile bank server according to the registration instruction if the

verifications are successful and generates the user’s public key and the user’s private key

\ 4

the mobile terminal encrypts account information, hardware information, first verification

S302
information and afirst random encryption parameter to obtain encrypted information using J

the public key of the mobile bank server and sends the encrypted information to the maobile
bank server

\ 4

the mobile bank server decrypts the encrypted information from the mobile terminal using a J S303

private key of the mobile bank server to obtain the account information, , the hardware
information, the first verification information and the first random encryption parameter,

and performs a verification on the first verification information and sends the account
information to the comprehensive pre-position bank server if the verification is successful

\ 4
the comprehensive pre-position bank server performs a verification on the account
information from the mobile bank server and sends a verification result to the mobile bank

server

A

S304

A
the mobile bank server generates a second random encryption parameter and a second
verification information and sends the second random encryption parameter and the second
verification information to the mobile terminal, if the verification result is correct

J S305

\ 4
the mobile terminal encrypts the second verification information and the user’ s public key
using the first random encryption parameter and the second random encryption parameter so
asto generate third verification information, and the mobile terminal signs the hardware
information to generate first signature information using the user’s private key and sends the
third verification information, the user’s public key and the first signature information to the
mobile bank server

J S306

the mobiTe bank server performs averl'rlcatlo‘rrl on thethird verification information and the
first signature information from the mobile terminal, and sends the user’ s public key to the
third-party e-business verification server to be verified and signed so as to generate the
user’s public key certificateif the verification is successful

J S307

Fig. 3
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the mobile terminal receives the user’ s trade information to generate a
first random number

j 401

A

$402

the mobile terminal encrypts the user’ s trade information to generate a
trade message using the first random number, hardware information of
the mobile terminal, the user’s private key, public keys of the mobile
bank server and the comprehensive pre-position bank server, and sends
the trade message to the mobile bank server

A

the mobile bank server decrypts the trade message to obtain a decrypted
trade message using a private key of the mobile bank server and the
hardware information of the mobile terminal stored therein, and
performs a verification on the decrypted trade message using the user’s
public key certificate

j 403

v

the mobile bank server generates an encryption key if the verification is
successful, generates a digital envelope according to the encryption key,
the private key of the mobile bank server, the public key of the
comprehensive pre-position bank server and the trade information, and
sends the digital envelope to the comprehensive pre-position bank server

404

v

the comprehensive pre-position bank server decryptsthe digital
envelope to obtain decrypted trade information using the private key of
the comprehensive pre-position bank server and the public key of the
mobile bank server, and performs a signature verification on the
decrypted trade information using the public key of the mobile bank
server and completes the trade if the signature verification is successful

j 405

Fig. 4
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S501

the mobile terminal receives the user’ s trade information to generate a first random number

!

the mobile terminal encrypts a trade password to obtain a cryptograph of the trade password using the public key of the
comprehensive pre-position bank server, and signs the trade information and the cryptograph of the trade password to
generate afirst digital signature using the user’s private key

!

the mobile terminal generates an encryption parameter key according to the first random number and the hardware
information of the mobile terminal, and encrypts the trade information and the cryptograph of the trade password to generate
afirst message cryptograph using the encryption parameter key

S502

S503

S504

the mobile terminal encrypts the first random number to generate afirst key cryptograph using the public key of the mobile
bank server

}

the mobile terminal sends the first digital signature, the first message cryptograph and the first key cryptograph to the
mobile bank server as the trade message

l

the mobile bank server decrypts the first key cryptograph to obtain the first random number using the private key of the
mobile bank server

l

the mobile bank server generates the encryption parameter key according to the first random number and the hardware
information of the mobile terminal stored therein, and decrypts the first message cryptograph to obtain the trade information
and the cryptograph of the trade password using the encryption parameter key

S505

S506

S507

S N N N N N

S508

the mobile bank
er performs a signature verification on the first digital signature

Successful using the user’s public key certificate failed
signature stored therein signature
verification verification S509
the mobile bank server _NEUuser1s prompleo ] J
enerates the encryption key signature verification in the mobile
9 l bank server is failed
S511
the mobile bank server encrypts the user’s trade information and the cryptograph of the trade J
password to generate a second message cryptograph using the encryption key
I S512
the mobile bank server encrypts the encryption key to generate a second key cryptograph using the J
private key of the comprehensive pre-position bank server
i S513
the mobile bank server signs the trade information and the cryptograph of the trade password to J
generate a second digital signature using the private key of the mobile bank server
l S514
the mobile bank server sends the second digital signature, the second message cryptograph and the J
second key cryptograph to the comprehensive pre-position bank server as the digital envelope
l S515
the comprehensive pre-position bank server decrypts the second key cryptograph to obtain the J
encryption key using the private key of the comprehensive pre-position bank server
i S516
the comprehensive pre-position bank server decrypts the second message cryptograph to obtain the J
trade information and the cryptograph of the trade password using the encryption key
| s517
the comprehensive
pre-position bank server performs a signature verification on the
successful second digital signature using the public key of the failed
signature mobile bank server signature
verification verification
S518 - - S— S519
th chens it it is prompted that the signature verification of the
€ Comprenensive pre-position mobile bank terminal is failed and information of
bank server completes the trade

the flailed signature verification is sent to the

according to the trade information mobile terminal

Fig.5
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Successful
first
verification

private key in a predetermined region

A

the mobile terminal performs a user identity verification during the trade, and generates a second

protection parameter and a second private key protection parameter from the mobile bank server
according to the second random number

S603

the mobile terminal
decrypts the user’s private key document stored therein to obtain afirst decrypt
user’s private key document using the second private key protection parameter, and

performs afirst verification on the first decrypted
user’s private key document

the trade is performed according to
the user’ s private key document and
an update identification of a private
key protection parameter is updated

Failed first verification

S605

Successful
second
verification

A

A

theuser's
private key document stored therein
is decrypted to obtain a second decrypted user’s private key document
using thefirst private key protection parameter and a second verification is

performed on the second decrypted user's
private key document

S606
the trade is performed using the J

user’s private key document and the
update identification of the private
key protection parameter is updated

S601
the mobile terminal encrypts and stores auser’s private key document generated by the user’'s j

S602
random number if the user identity verification is successful, and obtains afirst private key j

the mobile terminal generates the updated parameter for protecting the private key according to the trade result
received thereby, and sends the updated parameter for protecting the private key and the update identification of the

private key protection parameter to the mobile bank server

A 4

the mobile termina encrypts and stores the user’s private key document again according to a successful updating result

from the mobile bank server and using the the updated parameter for protecting the private key

Fig. 6
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terminal 10 verification server 40

mobile bank
server 20

comprehensive
pre-position
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