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NETWORK TESTING FOR TELECOMMUNICATIONS

Technical Field

The present invention generally relates to systems and methods for evaluating communication
terminals and communication networks, and more particularly to systems and methods for
evaluating the performance of mobile network services and terminals using a plurality of
geographically remote units deployed under control of a control unit for scheduling network tests
of the networks, gathering test results and analysing the test results.

Background

Mobile terminals such as mobile telephone devices have become ubiquitous in our society.
Unlike conventional landline telephony services, which typically operate in a home or office and
are delivered via a wire or cable and enjoy a highly consistent transmission quality, mobile
terminals are subject to be used over mobile communication networks under varying radio
environments, which results in highly varying transmission quality and highly varying speech
and data service performance for the end user. One of the challenges to designing and
deploying mobile communication networks and services is the monitoring and collection of
reliable and quality data for determining real-world network and terminal performance. Further,
network operators need to be able to identify faults, failures and abnormalities that may occur
during the operation of their network. They need to do this quickly so that they can quickly

apply rectification strategies so the users are provided with as reliable a service as possible.

There are, however, a wide variety of factors affecting the perceived quality of service from the
view point of a user. These factors cover all aspects of the design of mobile service provision,
such as radio towers, connections from towers to backbone networks, hardware devices such
as switches and routers, software services controlling authentication, routing, charging and all
services running on the networks, interconnection with other network providers and/or operators
and so on. While it is possible to monitor some of these aspects specifically, it is a challenge to
monitor the ‘real’ end user experience continuously from many locations. As network operators
expand their operations to many countries, potentially globally, it becomes almost impossible to

rely on human testers and reports to monitor and report any issues that may arise.

As the mobile telephone networks have developed, various digital communication services have
been introduced, including data communications, digital voice communications, video services
and mobile TV to name a few. Along with the conventional voice services provided in the past,
it is becoming a more complex task to test new deployments as well as monitor live services. A
challenge to mobile telephone network operators and providers is how to monitor, evaluate and

provide real-time reports of realistic real-world network and terminal performance of all of the
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services provided both within the operator's/provider's network and to and from other

interconnected operators/providers and their associated networks.

Further problems with existing network testing systems include:

¢ The requirement for differing and overlapping monitoring and testing strategies,
particularly for Mobile Virtual Network Operators (MVNQOSs) and/or for telecoms networks
having multiple operators;

¢ The need for specialist proprietary terminal hardware;

¢ Aninability to support and/or test handsets having Multiple IMSI (MI) or Subscriber
Identity Module (SIM) apps and/or basic (non-smart) handsets having non-smart SIM;

e Aninability or inefficiency in providing continuous global monitoring required for
verification of end user services;

e Aninflexibility to provide ad-hoc tests and/or modification of scripted tests and/or
subsequent test schedules required for targeted and strategic fault analysis;

e Lack of flexibility to mix continuous monitoring with targeted and deployment cycle
Design Verification Test (DVT);

¢ |n ability to update SIMs Over-The-Air (OTA) with new settings and features for feature
testing and production updates; and

¢ |n ability to test Quality of Service of an ever increasing number of services including:

Voice, SMS, VolP, Data, Messaging, Streaming etc.

Therefore, there is a need for a reliable system for monitoring, evaluating and providing real-
time reports and realistic real-world network and terminal performance for one or more services
provided both within an operator’s network and to and from other interconnected operator’s

networks, particularly a system which supports ‘real’ SIMs and SIM applications.

Summary

This summary is provided to introduce a selection of concepts in a simplified form that are
further described below in the Detailed Description. This Summary is not intended to identify
key features or essential features of the claimed subject matter, nor is it intended to be used as

an aid in determining the scope of the claimed subject matter.

In one aspect of the invention, there is disclosed a remote unit comprising a processor and one
or more terminal interfaces, the processor being connected to the one or more terminal
interfaces, the terminal interfaces configured for coupling with a set of terminals, wherein the
processor is configured to perform quality of service network testing using one or more of the

set of terminals over one or more communication networks.

The processor may be configured to perform comparative quality of service testing over a first

and a second communication network using a first and second terminal of the set of terminals,
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the first terminal associated with the first network and the second terminal associated with the
second network. Additionally or alternatively, the processor may be configured to perform end-
to-end quality of service testing over one or more communication networks using at least two
terminals of the set of terminals. Additionally or alternatively, the processor may be configured
to perform quality of service testing over one or more communication networks using one of the
terminals of the set of terminals. Additionally or alternatively, the processor may be further
configured to perform an outgoing or incoming call quality of service testing over a
communication network using a terminal of the set of terminals. Additionally or alternatively, the
processor may be further configured to perform an outgoing or incoming text message and/or
data message quality of service testing over a communication network using a terminal of the

set of terminals.

The processor may be configured to perform one or more quality of service testing over a
communication network using a terminal of the set of terminals. Additionally or alternatively, the
processor may be further configured to perform two or more quality of service testing
substantially concurrently over a communication network using a terminal of the set of

terminals.

The substantially concurrent testing may include testing an outgoing or incoming call and a data
message or session substantially concurrently. A data session may include uploading,
downloading, messaging, browsing, accessing the internet streaming or similar. The remote
unit may be located in a first geographic region and a second remote unit comprising interfaces
for connecting to a second set of terminals may be located in a second geographic region,
wherein the processor of the remote unit may be configured to conduct quality of service testing
with the second remote unit using one or more of the set of terminals and one or more of the
second set of terminals over one or more communication networks. The processor may be
further configured to perform end-to-end quality of service testing over one or more
communication networks using a first terminal of the set of terminals in communication with a
second terminal of the second set of terminals. Additionally or alternatively, the remote unit
may be located in a first geographic region and a second remote unit may be a virtual remote
unit, wherein the processor of the first remote unit may be further configured to conduct quality
of service testing with the virtual remote unit using one or more of the set of terminals over one

or more communication networks.

The set of terminals may include at least one terminal from the group of: a handset; a mobile
device; a mobile phone; a mobile station; a smartphone; a user equipment; original equipment
manufacturer terminal; machine to machine embedded terminal; a tablet configured to
communicate over the one or more communication networks; a laptop configured to
communicate over the one or more communication networks; and/or any other computing

device capable of communicating over the one or more communications networks. The set of
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terminals may be off-the-shelf or non-custom made, e.g. standardized, terminals provided by
one or more network operators for use by consumers or subscribers of the one or more

communication networks.

The remote unit may be configured to receive one or more network tests associated with quality
of service testing of one or more of the communication networks. The quality of service testing
may include any one or more of call set up delay, connect/disconnect delay, transmission delay,
total failures, call drops, failure to progress, voice quality, video quality, conversation latency,

echo, bit rate, error rate, bandwidth, jitter, delay, latency, packet loss, signal strength or similar.

The remote unit may be configured to send test results from the one or more terminals
associated with the quality of service testing to one or more control units for comparing the
quality of service performance of one or more of the communication networks or one or more

terminals associated with said quality of service testing.

In a further aspect of the invention, there is disclosed a control unit for quality of service testing.
The control unit may comprise a processor and a communications interface, the processor
connectable to the communications interface, wherein when connected the processor and
communications interface are configured to: receive one or more network tests associated with
quality of service testing of one or more of the communication networks; control one or more
remote units to perform quality of service testing over one or more of the communication
networks based on the one or more network tests; retrieve test results associated with the one
or more network tests from one or more of the remote units; and analyse the received test
results for comparing the quality of service performance of one or more of the communication

networks or one or more terminals associated with said network tests.

In a further aspect of the invention, there is disclosed a terminal comprising a processor, a
memory unit and a communications interface, the processor is connected to the memory unit
and the communications interface, wherein the processor, memory unit and communications
interface are configured to: communicate with a remote unit for performing quality of service

testing over a communications network.

In a further aspect of the invention, there is disclosed a network testing system comprising: one

or more remote units; one or more controller units; and one or more terminals.

In a further aspect of the invention, there is disclosed a computer-implemented method for
controlling a network testing system, the network testing system comprising one or more control
units and a plurality of remote units, each remote unit comprising one or more terminals,
wherein the one or more terminals are configured to communicate over one or more

communication networks, the method, performed by the control unit, comprising: receiving an
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input to perform one or more network tests associated with one or more of the communication
networks; generating a list of tests based on the input network tests; sending the list of tests to
one or more of the remote units for use in configuring one or more terminals to perform the
corresponding network tests and generate test results associated with the corresponding
network tests; receiving test results associated with the one or more network tests from one or
more of the remote units; and analysing the test results associated with the one or more
network tests for determining the quality of service performance of one or more of the

communication networks or one or more terminals associated with said network tests.

In a further aspect of the invention, there is disclosed a computer implemented method for
performing network testing in a network testing system, the network testing system comprising a
control unit and a plurality of remote units, each remote unit comprising one or more terminals,
wherein the one or more terminals are configured to communicate over one or more
communication networks, the method, performed by a remote unit, comprising: receiving a list
of tests based on one or more network tests associated with one or more of the communication
networks; configuring one or more of the terminals of the remote unit to operate in the one or
more communication networks in accordance with the list or tests, wherein the one or more
terminals are further configured to generate test results associated with the list of tests;
receiving test results from the one or more terminals of the remote unit; sending test results
associated with the one or more network tests towards the control unit for determining the
quality of service performance of one or more of the communication networks or one or more

terminals associated with said network tests.

In a further aspect of the invention, there is disclosed a computer implemented method for
performing network testing in a network testing system, the network testing system comprising a
control unit and a plurality of remote units, each remote unit comprising one or more terminals,
wherein the one or more terminals are configured to communicate over one or more
communication networks, the method, performed by a terminal, comprising: receiving
configuration data representative of a list of tests based on one or more network tests
associated with one or more of the communication networks; configuring the terminal to operate
in the one or more communication networks in accordance with the configuration data;
generating test results associated with the list of tests based on operating the terminal in the
one or more communication networks in accordance with the configuration data; and sending
the test results towards the control unit for determining the quality of service performance of one
or more of the communication networks or one or more terminals associated with said network

tests.

In a further aspect of the invention, there is disclosed a computer readable medium comprising
program code stored thereon which, when executed on a processor, causes the processor to

perform a method described herein.
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In a further aspect of the invention, there is disclosed a remote unit comprising a processor and
one or more terminals, the processor being operatively connectable to the one or more
terminals, wherein the processor is configured to perform quality of service network testing

using the one or more of the set of terminals over one or more communication networks.

In a further aspect of the invention, there is disclosed a control unit connectable to one or more
remote units comprising one or more terminals, the control unit operable to conduct quality of

service testing in respect the one or more terminals over one or more communication networks.

In a further aspect of the invention, there is disclosed a computer-implemented method of
quality of service testing, the method comprising: deploying one or more remote units
comprising one or more terminals, wherein the one or more terminals are connectable to one or
more communication networks; conducting quality of service testing in respect of the one or
more terminals.

The features of each of the above aspects and/or embodiments may be combined as
appropriate, as would be apparent to the skilled person, and may be combined with any of the
aspects of the invention. Indeed, the order of the embodiments and the ordering and location of
the preferable features is indicative only and has no bearing on the features themselves. It is
intended for each of the preferable and/or optional features to be interchangeable and/or
combinable with not only all of the aspect and embodiments, but also each of preferable

features.

Brief Description of the Drawings

For better understanding of the aspects and/or embodiments described herein and to show how
the same may be carried into effect, reference will now be made, by way of example only, to the

accompanying figures, in which:

Figure 1 is a schematic diagram of a system for network testing according to one embodiment;

Figure 2 is a schematic diagram indicating exemplary modules of a remote unit of Figure 1;

Figure 3 is a schematic diagram depicting exemplary modules of each of the component parts

of the system for network of Figure 1.

Figure 4 is a flow diagram of an exemplary process of the system according to one

embodiment;

Figure 5 is a flow diagram of an exemplary process of the controller unit according to one

embodiment;

Figure 6 is a flow diagram of an exemplary process of the remote units according to one

embodiment; and
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Figure 7 is a schematic diagram depicting the exemplary flow of data between components of

Figure 1 according to one embodiment.

It will also be appreciated that although features from each of the embodiments may be
identified by different reference numerals in the figures and throughout the description, similar
features including the properties and functionality attributed thereto, from one embodiment may

be interchangeable with those of another embodiment.

Detailed Description

References will now be made in detail to the various aspects and/or embodiments, examples of
which are illustrated in the accompanying figures. In the following detailed description,
numerous specific details are set forth in order to provide a thorough understanding of the
invention. However, it will be apparent to one of ordinary skill in the art that the invention may

be practiced without these specific details.

The embodiments described here provide many solutions to the aforementioned problems. For

example, some of the embodiments address one or more of the following:

e Provision of a cost effective testing system;

e Improved control of the tests and/or lists of tests;

¢ The ability to test the network using ‘Real’ SIM cards, including terminals having Multi-
IMSI functionality, advanced Applets and supporting SIM-based databases, etc.;

e Ability to efficiently upgrade the system (for example, to upgrade to LTE testing etc. by
upgrading or replacing terminals with newer models);

e To provide flexible test scheduling;

e To provide continuous monitoring;

e Capability to mix ad-hoc and scripted tests;

e To provide distributed processing;

¢ The ability to provide scripting of multiple step (sequenced) tests;

¢ The ability to provide multiple test types in the same schedule;

e Capability of Machine to Machine (M2M) SIM testing;

e Possibility of distributing scripts over multiple remote units;

e Ability to provide a reactive test schedule modification based on results;

e  Support new inserted tests while still running existing schedules;

¢ Provision of off line testing;

e Provision of self-monitoring with automatic recovery of terminals/handsets and all other
system elements;

e Reduction in site visits and down-time;

¢ Provision of self-configuration and setup of remote units and associated terminal

devices (phones, data dongles, etc.);
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e Deployment of remote units, new terminal hardware and SIMs by unskilled operators;
e Ability to be closely integrated into GSM/LTE (telecoms) cores and networks;

e Ability to integrate with self-healing telecoms network; and

e Ability to generate alerts based on network conditions that can be used to trigger

automatic case information to network providers.

For example, in one exemplary embodiment there is provided a system for testing of a network
using standard or customised mobile terminals (which may include conventional ‘wired” and/or
‘land line’ or Plain Old Telephone Service (POTS) network or Private Automatic Branch
Exchange (PABX) systems) from one arbitrary location to another arbitrary location, wherein
both ‘ends’ of the test call may be monitored by local and/or central servers such that data for
(many) complete end-to-end transaction(s) can be collected and analysed, producing reports,

alerts or automated corrective responses on/off network.

Overview of Architecture

Figure 1 is a schematic diagram of a system 100 for performing network tests over one or more
communication network(s) 102. The system 100 includes one or more communication
network(s) 102 over which one or more remote units 104, more specifically 104a-104n, are
configured to communicate via a set of one or more terminals with terminals of the same remote
unit 104a and/or terminals of one or more other remote units 104b-104n. The remote units 104
may also communicate over one or more of the communication network(s) 102 with a control
unit 106. The one or more remote units 104 may each include a processor connected to a set
of one or more terminals, which can be configured to perform one or more network test(s) over
selected ones of the communication network(s) 102 that the corresponding terminals are

configured to use for communications and/or access.

Although references herein are to a control unit 106, it will be appreciated that more than one
control unit 106 may be provided. For example, a plurality of control units or multiple control
units may be provided that communicate or control one or more of the same and/or different
remote unit(s). In some preferred embodiments, the system 100 comprises more than one
remote unit 104. Although the term remote unit 104 is used throughout, the units may be
remote to each other and/or may be remote to control unit 106 and/or one or more remote units

104 need not be remote and may be local to each other and/or local to the control unit 106.

A user may use the control unit 106 to configure one or more network test(s) to be performed by
one or more of the remote units 104 over the one or more communication network(s) 102. In
response to, for example, a user input, the control unit 106 may generate a list of test(s) (also
known as a sequence of test(s) and/or a schedule or protocol of test(s)) associated with one or
more network test(s). The list of test(s) may be sent over the one or more of the communication
network(s) 102, which may be a backhaul communication network such as, by way of example

but not limited to, a wired network (e.g. the Internet or Public Telephone Switch Network) or a
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wireless network such as a telecommunications network, to a selected one or more remote
unit(s) for performing network tests over one or more of the communication network(s) 102. For
example, the selected one or more remote unit(s) may be configured to perform a network test
over communication networks 102 over which the terminals in the one or more remote unit(s)
operate over. In some embodiments, the control unit 106 may be automatically configured to
generate the list or lists of test(s).

The remote units 104, on receiving the list of tests, may automatically set up and configure their
associated terminals to perform the network tests over one or more of the communication
network 102 based on the list of tests. For example, each of the remote units 104 may include
a processor configured to perform quality of service network testing using one or more of the set

of terminals over the one or more communication network(s) 102.

The control unit 106 may include one or more servers or other computing devices or hardware
that may be configured to control the one or more remote units 104. Additionally or
alternatively, the control unit 106 or any other control unit may be implemented using cloud
computing techniques that access a shared pool of computing resources such as one or more
servers. The control unit 106 may be implemented as a cloud service that is centralised and/or

distributed to operate within the Cloud.

Although one control unit 106 is shown in Figure 1, it is to be appreciated by the skilled person
that one or more control units may be deployed for controlling one or more of the remote units

104 when network tests are performed over the one or more communications network(s) 102.

The one or more communications network(s) 102 may comprise or represent one or more
networks operated by one or more network operators. For example, the one or more networks
may include, but are not limited to, packet switched network(s) and/or circuit-switched
network(s), wired backhaul network(s) such as the Internet and/or Public Switched Telephone
Network (PSTN), wireless network(s) such as Wi-Fi networks or telecommunications networks,
for example, 2m generation, 3¢ generation and 4" generation and beyond type
telecommunication networks such as, by way of example but not limited to, code division
multiple access (CDMA) systems, Advanced Mobile Phone System (AMPS), Global System for
Mobile Communications (GSM), Railways-GSM (R-GSM), Long Term Evolution (LTE) and/or
LTE-Advanced type networks and/or any other network used for wireless and/or wired
communications including specialist variations of the above network types, such as Emergency
service networks etc.

In this example, each of the remote units 104 may include a processor connected to a set of
one or more terminals. Typically, the processor may be connected to a plurality of terminals or
multiple terminals. A terminal may comprise or represent any wireless device capable of
communicating over the communications network 102. For example, a terminal may include, by

way of example only but is not limited to, any wireless device, handset, mobile device, mobile
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phone, mobile station, smartphone, user equipment, tablet, laptop, original equipment
manufacturer terminal, machine-to-machine (M2M) embedded terminal, off-the-shelf terminals
or devices, non-custom made terminals or devices, consumer terminals or devices, or any other
computing device capable of communicating over the one or more communications network
102.

For example, one or more communication networks 102 may be operated by one or more
network operators in which the set of terminals are standard, off-the-shelf, standardized, or non-
custom made terminals that are provided by one or more network operators or provided by
OEM terminal manufacturers for use by consumers or subscribers over the one or more

communication networks 102.

As an example, the system 100 includes one or more remote units 104, each a so-called
“Parachute Box” (PB), with one or more control units that provides a distributed
telecommunications testing system that is able to continuously monitor a network of the one or
more communication networks 102 through a list of test(s) comprising, by way of example only
but is not limited to, a mixture of scripting, ad-hoc tests, and/or quality of service network tests
for network testing. Although the terms “remote units” and “Parachute Box” are used herein, the

terms are intended to be interchangeable.

The remote units 104 may be “parachuted” or placed in the field in geographic locations for
performing network tests over the one or more communications network 102. Each of the
remote units 104 may include a set of one or more terminals or multiple terminals for performing
tests based on the list of test(s) over the one or more communication network(s) 102. For
example, the remote unit 104, i.e. the PB, may work with terminals such as user equipment or
smartphones with standard SIM cards or terminals as defined above. This permits the remote
unit 104 to run SIM card applications in the field allowing the system 100 to fully test the latest
SIM cards. It will be appreciated that the user equipment or smartphones (terminals) need not
use basic standard SIM cards or modules, but may comprise Multiple IMSI (MI) or Subscriber

Identity Module (SIM) apps/applets and/or other SIM-based enhanced functions.

As another example, a remote unit 104 may include standard off-the-shelf (or standardized
and/or non-customized) Personal Computer (PC) hardware and standard off-the-shelf
smartphone or user equipment hardware within a robust case design. The smartphone or user
equipment may be interfaced to the PC over interfaces such as Universal Serial Bus interfaces
that allow easy field upgrade to the latest models of smartphones or user equipment that may
include new band plans, network services and/or radio frequency units. In some embodiments,
the one or more terminals can be housed within compartments or be provided with other

securing means in or on the remote unit 104 which may offer protection and security.

10
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One or more of the remote units 104 are configured to receive the list of test(s) generated by
the control unit 106. The list of test(s) may be sent over a backhaul network or over one or
more other networks that make up the one or more communication network(s) 102. According
to the list of tests, the processor of a remote unit 104 may configure the one or more terminals
to communicate with one or more of the communication network(s) 102 and/or other terminals
in one or more of the communication network(s) 102, servers, content sources, network
elements or nodes or any other network entity or element. End-to-end network tests can be
performed when the terminal of a remote unit 104 is configured to communicate with another

terminal of the remote unit 104 or another terminal of one or more other remote units 104.

It will be appreciated that the aforementioned architecture does not exclude single-ended tests
to be performed such as browsing, streaming and other data services. Indeed, in some
embodiments, the network test(s) executed on one or more of the terminals of the remote
unit(s) 104 are not end-to-end tests, but may involve a network test between one or more
terminals of one or more remote units and a virtual remote unit (provided in the cloud or in the

communications network 102 or elsewhere) and/or the control unit 106.

In operation, the system 100 may be used for testing mobile network services over the
communication network 102. The remote units 104 may be each deployed to one or more
geographical region(s), which may include but are not limited to, one or more cells of a network,
one or more regions of a country, one or more countries, or any other geographical region for
locating a remote unit 104 for performing a list of tests associated with one or more of the
communication network(s) 102. The terminals in each of the remote units 104 may be
provisioned with a selection of on-network and/or off-network Subscriber Identity Module (SIM)
cards. For example, an on-network SIM is a SIM that operates on a particular network
operator’s network while an off-network SIM is a SIM that operates on a different network
operator’'s network. For example, the SIM cards may include, by way of example but are not
limited to, standard SIMs, mini SIMS, nano-SIMS, embedded SIMS, multiple International
Mobile Subscriber Identity (IMSI) SIMs and any other SIM or any other equivalent chip or
module used by a terminal for use over communications network 102. This means that the

performance of different networks may be tested concurrently by multiple terminals.

Each list of test(s) may select terminals for example based on the location of each of the remote
units 104 and also on the network(s) and/or network service(s) available or expected to be

available in each geographic region.

For each of the remote units 104 that receive a list of tests, the corresponding one or more
terminals are configured according to the list of tests to send and receive test calls, test text
messages, test emails, test data sessions and all other services that the respective terminals
are capable of testing under the supervision of the processor of the corresponding remote
unit(s) 104. During each test, each of the scheduled one or more terminals may be used to

monitor the corresponding communication network of the communication network(s) 102 over

11
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which it operates and generates test result(s) based on, but not limited to, network parameters

and/or quality of service associated with the list of tests.

Each test in the list of tests may configure one or more terminals in a remote unit 104 to
perform, for example, a test call to or from other terminals in the same remote unit 104a, or to
and/or from any other one or more of the terminals in any of the other remote units 104b-104n.
The list of tests can be downloaded to one or more of the remote units 104 from the control unit
106. The corresponding test results of the list of tests may be collected from the terminals by
the processors of the remote units 104. Each of the remote units 104 that received the list of
tests may send or upload the test results to the control unit 106. The received test results of

both the calling terminals and receiving terminals can be correlated and/or analysed.

For example, the processor of a remote unit 104a may be further configured to perform
comparative quality of service testing or other network testing over a first of the communication
network(s) 102 and a second of the communication network(s) 102 using a first terminal and
second terminal, respectively, of the set of terminals. The first terminal associated with the first
of the communication network(s) and the second terminal associated with the second of the
communication network(s). The processor of the remote unit 104a may be further configured to
perform end-to-end quality of service network testing over one or more of the communication
networks 102 using at least two terminals of the set of terminals of the remote unit 104a.
Alternatively, the processor of the remote unit 104a may be further configured to perform single
ended testing or quality of service network testing over one or more of the communication
networks 102 using a terminal of the set of terminals of the remote unit 104a. In another
example, the processor of the remote unit 104a may be further configured to perform an
outgoing or incoming call quality of service testing over one of the communication network(s)

102 using a terminal of the set of terminals.

In another example, the remote unit 104a may be located in a first geographic region and a
second remote unit 104n comprising a second set of terminals may be located in a second
geographic region. The processor of the remote unit 104a may be further configured to conduct
quality of service testing and/or other network testing with the second remote unit 104n using
one or more of the set of terminals of the remote unit 104a and one or more of the second set of
terminals over the one or more communication networks 102. The processor of the remote unit
104a may be further configured to perform end-to-end quality of service testing over one or
more of the communication network(s) 102 using a first terminal of the set of terminals of the
remote unit 104a in communication with a second terminal of the second set of terminals of the

second remote unit 104a.

In another example, a remote unit may be implemented in the cloud as a virtual remote unit
comprising a set of one or more virtual terminal(s), where at least one virtual terminal may
emulate a content source for video streaming or other type of network service or data

connection. The remote unit 104a may thus perform network testing over one or more

12
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communication network(s) 102 in which the terminals of the remote unit 104a communicate,

during the network testing, with the virtual terminals of the virtual remote unit.

Although in the above exemplary embodiment the processor(s) of the remote units 104 collect
the test result(s) and send to the control unit 106 for analysis, in additional or alternative

embodiments, analysis of the test result(s) may be performed locally on the remote units 104.
Remote Unit

Figure 2 is a schematic diagram of an example remote unit 104a with exemplary
hardware/software modules. The remote unit 104a in this embodiment includes hardware
modules comprising a processor unit 202, memory unit 204, communications interface 206 and
a plurality of terminal interface points or ports 208a-208m for coupling to corresponding plurality
of terminals 210a-201m, in which the processor unit 202 is connected to the memory unit 204,
the communications interface 206 and the plurality of terminal interface points or ports 208a-
208m.

The memory unit 204 may comprise one or more software module(s) or computer readable
medium(s) (e.g. solid-state or flash memory, random access memory, read only memory, hard-
disk drive, optical disc) for use in storing program instructions associated with a terminal
management application 204a, control logic 204b, and one or more lists of tests 204c, which
when executed by the processor unit 202, configures the remote unit 104a to perform network
test(s) based on the one or more lists of tests 204¢ associated with terminals 210a-210m. The
list of test(s) may comprise or represent, by way of example only but is not limited to, a mixture
of scripting and ad-hoc network tests for use by the processor unit 202 to configure and operate
one or more terminals 210a-210m to perform one or more network tests associated with the list
of tests 204¢. The memory unit 204 may be configured to store and/or analyse one or more test
results generated by one or more terminals 210a-210m during one or more network test(s)
associated with the one or more lists of tests 204c.

Each of the one or more terminals 210a-210m may include one or more applications for use in
performing the network tests. The one or more applications, when executed on a processor of
the terminal, may configure the terminal to perform one or more network tests, monitor and
generate test results associated with the one or more network tests. For example, one of the
applications installed or pre-installed on the terminal 210a may be a “helper” application that
configures the terminal 210a to perform one or more list of test(s) associated with one or more
network test(s). The remote unit 104a may be configured to install the one or more applications
onto the one or more terminals 210a-210m when or after the terminals 210a-210m are
connected/coupled via terminal interface points or ports 208a-208m.  Alternatively or
additionally, the one or more terminals 210a-210m may be pre-installed with the one or more
applications prior to being connected and/or coupled via terminal interface points or ports 208a-

208m to the remote unit 104a. Alternatively or additionally, the one or more applications may
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be downloaded to the one or more terminals 210a-210m, which may be configured to install the
one or more applications. In any event, the terminals 210a-210m may include the functionality
to receive one or more list of test(s) and to be configured to operate according to the tests and
generate or record test results associated with the one or more list to test(s) for sending to a

control unit 106 for analysis.

It is to be appreciated that one or more of the remote units 104, more specifically remote units
104a-104n, may be configured to be deployed and/or installed at a geographic location and
turned on by non-technical personnel. This is because when the remote units 104 have been
deployed and/or turned on and powered up, they can communicate via one or more of the
communication network(s) 102, for example via a backhaul network such as a wired or wireless
network with the control unit 106, which may control and configure the remote units 104 to
perform network tests according to a test schedule. Once each of the remote units 104 have
been deployed, each remote unit 104 may be configured to self-configure and contact (e.g. call
home) the control unit 106 of the system 100 to notify the control unit 106 and/or users of the

system 100 that it is ready for service and may be controlled remotely by the control unit 106.

The remote units 104 may be configured to monitor themselves and/or the terminals connected
to the remote units 104. Should one or more terminals become faulty (e.g. losing power,
software not working or responding i.e. the terminal is “frozen”, the terminal is not connecting to
the communication network 102, etc.), the remote unit 104 may either be configured to rectify
and/or troubleshoot the situation (e.g. power down/up the terminal via the terminal interface; re-
install the one or more applications associated with the terminal performing, monitoring and
generating test results). Alternatively, should the fault persist for the terminal, the remote unit
104 may be configured to use another terminal for any associated network tests and report to
the control unit 106 the fault and any further information it can provide in relation to the faulty
terminal. The control unit 106 may then modify the network test(s) to take into account the
faulty terminal, and/or notify service personnel to replace the faulty terminal at the remote unit
104.

Referring to figure 2 and, by way of example and for simplicity, remote unit 104a, the plurality of
terminal interface points or ports 208a-208m may comprise or represent any suitable
connection for connecting the one or more terminals 210a-210m to the remote unit 104a for
configuration by the processing unit 202 when executing the software modules(s) 204a, 204b
and/or 204c. The plurality of terminal interface points 208a-208m may be configured to provide
each of the corresponding plurality of terminals 210a-210m with a power source as well as the
necessary data lines for use by the processor unit 202 in configuring one or more of the
terminals 210a-210m to perform network tests (e.g. call testing) and for receiving test results
from the corresponding one or more terminals 210a-210m. For example, the terminal interface
points or ports 208a-208m may include, by way of example but are not limited to, at least one

from the group of one or more USB interfaces, USB hub interfaces, or any connection for
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connecting to the one or more terminals 210a-210m. The terminal interface points or ports
208a-208m enable the processing unit 202 to configure one or more terminals 210a-210m to
operate according to one or more of the lists of tests 204¢ received from the control unit 106 for
performing a network test over one or more of the communication network(s) 102. In additional

or alternative embodiments, a supplementary power source may be provided.

The communications interface 206 may be configured to communicate with the control unit 106
over one or more of the communications network(s) 102, which may be a backhaul network or a
network operated by a network operator and used by one or more terminals, for receiving the
one or more lists of tests 204¢ from the control unit 106 and for sending test results from the
one or more terminals 210a-210m associated with the one or more lists of tests 204c. The
communications interface 206 may comprise or represent a transmitter and a receiver and/or a
transceiver unit.  Alternatively or additionally, the communications interface 206 may be
configured to connect with at least one of the terminals 210a-210m for use in receiving the one
or more lists of tests 204¢ from the control unit 106 for performing one or more network tests
over one or more of the communication network(s) 102. Alternatively or additionally, the
communications interface 206 may be configured to connect with at least one of the terminals
210a-210m to send test results associated with the one or more lists of tests 204¢ to the control

unit 106 for analysis.

As another example, the remote unit 104a may include standard off-the-shelf components such
as PC hardware in which the terminals 210a-210m are standard off-the-shelf terminals such as
smartphones or user equipment that are connected together in a robust case design. The
smartphone or user equipment is interfaced to the PC over terminal interface points or ports
208a-208m such as Universal Serial Bus (USB) interfaces that allow easy field upgrade to the
latest models of smartphones or user equipment that may include new band plans, network

services and/or radio frequency units.

Network System

Figure 3 is a schematic diagram depicting exemplary hardware/software modules of each of the
component parts of the system 100 of Figure 1, which will be referred to as system 300. The
system 300 includes a remote unit 304, also referred to as a so-called “Parachute Box” (PB),
which may be in communication with a control unit 306. For simplicity, only one remote unit 304
and one control unit 306 is illustrated in figure 3, however, it is to be appreciated by the skilled
person that the system 300 may include a plurality of remote units and a plurality of control units
that may be connected to each other physically, or even connected to each other over the

communications network 302, which may be a backhaul communications network.

The system 300 provides a distributed telecommunications testing system that is able to
continuously monitor one or more communication network(s) (not shown) through various

network test(s). A network test may comprise or be represented by a list of test(s) comprising,
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by way of example only but is not limited to, a mixture of scripting, ad-hoc tests, quality of
service network tests or other network service tests etc. The remote unit 304 may be
“parachuted” or placed in the field at a geographic location for performing one or more network
tests over one or more communication network(s). The remote unit 304 may include or be
connected to one or more terminals or multiple terminals, e.g. terminal 310a, for performing one
or more network test(s) based on the list of test(s) over the one or more communication
network(s) that the terminal(s) are capable of communicating over and for generating and
sending test results associated with the list of test(s) to the control unit 304 for analysis and

further actioning based on the analysis.

For example, the remote unit 304 (e.g. a PB) may operate with terminals such as user
equipment or smartphones with standard SIM cards/modules. This permits the remote unit 304
(e.g. a PB) to run SIM card/module applications in the field allowing the system 300 to fully test
the latest SIM modules/cards etc. As another example, a remote unit 304 (e.g. a PB) may
include standard off-the-shelf PC hardware and standard off-the-shelf smartphone or user
equipment hardware within a robust case design. The smartphone or user equipment is
interfaced to the PC over interfaces such as USB interfaces, points and/or ports and the like
that allow easy field upgrade to the latest models of smartphones or user equipment that may

include new band plans, network services and/or radio frequency units.

Referring to Figure 3, the system 300 includes the control unit 306 that may be configured to be
connected to the remote unit 304 either directly or via communications network 302 or even via
one or more communication networks that may be under test (e.g. one or more of the
communication network(s) 102 of figure 1). The control unit 306 includes hardware and
software functionality for performing various command and control tasks associated with
performing one or more network test(s) using the terminals over the corresponding one or more
communication network(s). These tasks may include at least one of, by way of example only,
but are not limited to: receiving user input in relation to performing a network test or one or more
network test(s); configuring the network test(s) and generating corresponding list of test(s);
sending the list of test(s) to one or more remote units for initiating the one or more network
test(s) for performing tests over one or more communication network(s); receiving test results
from the one or more remote units in relation to tests performed over the one or more
communication network(s); maintaining, collating, and/or analysing the test results in relation to
the associated network test(s); and/or performing one or more actions in relation to the results

of the analysis of the network tests.

The control unit 306 may include one or more software module(s) or computer readable
medium(s) for use in storing program instructions, which when executed on a processor unit of
the control unit 306, performs the functions associated or assigned to the control unit 306 for
performing one or more network test(s) over one or more communication networks via remote

unit 304. The control unit 306 may be configured to be the overall system controller, and there
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may typically be one per system 300, however, there may be more control units (e.g. a plurality
of control units) in system 300 for, by way of example, but not limited to, fault tolerance,

controlling and performing concurrent network tests etc.

The control unit 306 includes a command module 316 (also referred to as a“jPB Commander”)
that is configured to be the overall system controller. The command module 316 includes, by
way of example, but is not limited to, one or more further modules such as configuration
manager 316a, test manager 316b, environment manager 316c¢, database repository manager
316d, administration manager 316e, notification manager 316f and any other module or

manager configured to perform the functions of the control unit 306.

The configuration manager 316a may be configured to receive input from user or system
interface 318 and user(s) 318a (e.g. staff and/or operators) and/or other systems. Users 318a
may input network test(s) and/or lists of test(s) representing network test(s) via the user
interface 318, which may then be distributed from controller 306. The user request/response
interface 318 may be configured to, by way of example only but is not limited to, provide a
programming interface to the control unit 306; provide one or more test results screens to
human operators; provide an interface for monitoring programming; provide new features
Design Verification Test (DVT) and functional testing; provide strategic targeted reactionary

testing of the one or more communication network(s) that are to be tested or are under test.

Test manager 316b may be used by users to select one or more network test(s) to be
performed on one or more communication network(s), input test parameters, terminal and/or
network operator information associated with one or more network test(s), input new network
test(s), and/or may be used to generate and configure network test(s) based on user inputs and
generate one or more list of test(s) associated with the network test(s) to be performed. Test
manager 316b may also be configured to receive test results from remote units and associate
the received test results with the corresponding network test(s) and/or list(s) of tests. The test
manager 316b may also be configured to analyse the test result(s) received from the
corresponding network test(s) that have been performed over the one or more communication
network(s).

Environment manager 316¢ is an optional component or module may be used to, but it not
limited to: manage the operating environment of the control unit 306; manage the network
connections between the control unit 306, one or more other control units (not shown), remote
unit 304, and/or one or more of the same and/or different remote units; configures
hardware/software components of the system 300 or other such functions affecting the

environment that the control unit 306 operates in or under and the like.

Database repository manager 316d may be configured to store one or more network test(s) and
associated list of test(s) and, when available, one or more corresponding test resuli(s) received

based on one or more network test(s). The database repository manager 316d may also be
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configured to store one or more analysis results based on the analysis of corresponding test
results for one or more network test(s) that have been performed. Administration manager
316e may administer the user inputs and queries from the user interface 318 and send to the

corresponding software modules.

Notifications manager 316f may be configured to send notifications 320 and/or alerts in relation
to the network test(s) being performed, test resuli(s) being received in relation to each network
test. Notifications 320 may be generated from test results of network tests. The notifications
manager 316f may be used to notify the users and/or network operators of the results of the
analysis of test results corresponding to network tests. The notification manager 316f may also
notify other network elements and/or network nodes of the one or more communication
network(s) associated with the network testing. The notifications 320 may be sent via
communications network 302 and/or may be based on the analysis of the test results in relation
to one or more network test(s) that have been performed on the one or more communication

network(s). This may be used to optimise network resources.

For example, the notifications manager 316f may produce or generate output from the system
300 in the form of notifications 320 based on the test results and the associated network test(s),
and/or results of analysing the test results. The notifications 320 may include data
representative of, by way of example only, but not limited to, one or more of: human readable
'Dashboard’ Alerts for the user 318a; controls and/or control information for sending and/or
controlling other network elements and/or nodes of the networks associated with the network
test(s); controls to other network elements; data or further statistical information for use with

statistical systems; and/or customer information.

The remote unit 304 (e.g. 'Parachute Box'), may include one or more software module(s) or
computer readable medium(s) for use in storing program instructions, which when executed on
a processor unit of the remote unit 304, performs the functions associated or assigned to the
remote unit 304 when the control unit 306 initiates one or more network test(s) to be performed
on one or more communication network(s) using remote unit 304. The remote unit 304 may be
located at various points or geographical locations of interest for performing network test(s) over
the one or more communication network(s). For example, the points of interest or geographical
locations may be related to target markets and/or network locations, current markets, network
locations associated with a network operator and their corresponding communication
network(s), and/or network locations associated with other network operators and their

corresponding communication network(s).

The remote unit 304 includes a management module 314 (e.g. “jPB Box manager”) which is
configured to receive network test(s), network test schedules and/or the list of test(s) in relation
to a network test from the command module 316 of the control unit 306 via the communication
network 302, which may be a backhaul communication network that connects the control unit

306 with remote unit 304. The remote unit 304 controls many terminals that may be connected

18



10

15

20

25

30

35

WO 2016/055811 PCT/GB2015/052973

to the remote unit 304. For example, figure 3 illustrates a terminal 310a that is connected to the
remote unit 304 via the management module 314. The management module 314 of the remote
unit 304 includes a remote unit manager (e.g. “Parachute Box Manager”) 314a and a resource
manager 314b, which may be configured to control and manage the terminals connected to the

remote unit 304.

The remote unit 304 may include a set of one or more terminals or an array of terminals that are
connected or coupled to the management module 314 of remote unit 304. The set of one or
more terminals may be connected or coupled to the management module 314 via terminal
interfaces or points. The one or more terminals may comprise an array of terminals or devices
that are used for communicating over the one or more communication network(s) that may be
tested. For simplicity, Figure 3 illustrates a terminal 310a of the array or plurality of terminals.
Although the following description describes terminal 310a, it is to be appreciated by the person
skilled in the art that the one or more terminals, the array of terminals 310 or the plurality of

terminals may include the functionality of the terminal 310a.

The terminal 310a may include one or more software module(s) or computer readable
medium(s) for use in storing program instructions, which when executed on a processor unit of
the terminal 310a, performs the functions associated or assigned to the terminal 310a for
performing one or more network test(s) over a communication network that the terminal 310a is
capable of communicating over and/or accessing. The terminal 310a includes a device module
312 (e.g. “jPB Device”) with a device manager 312a, for example via the helper application, for

managing the terminal 310a.

As described above, the remote unit 304 may include one or more terminals, (e.g. an array of
devices), which may be standard production terminals or devices, such as but not limited to:
smartphones, tablets, data modems (‘dongles’}, machine-to-machine (M2M) terminals, Wi-Fi-
only terminals; and any other device or terminal that may be used to communicate over one or
more of the communication network(s) that may be tested. The terminal 310a and/or each
terminal of the array of terminals may be loaded with a device manger 312a, which may be
configured to be a 'helper' application that accepts commands from and returns test results to
the management module 314 of the remote unit 304. The device manager 312a (e.g. ‘helper’
application) may be controlled by the remote unit 304 to configure the terminal 310a to operate
in accordance with the list of test(s) and/or network test(s) the remote unit 304 received from the
control unit 306, and to generate or refrieve test results when the network test(s) are performed

by the terminal(s) and other remote units on the one or more communication network(s).

The remote unit 304 via the management module 314 is configured to receive the list of test(s)
over communication network 302 from the control unit 306 for performing one or more network
test(s) on the one or more communication network(s) scheduled for testing. The remote unit
304 may receive the list of test(s) from the control unit 306 via a receiver or transceiver unit that

may connect to the communications network 302, which may be a wired or wireless network
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and/or one or more of the communication networks that may be tested. Alternatively or
additionally, the remote unit 304 may be configured to use at least one of the terminals to
receive the list of test(s) from the control unit 306 via at least one of the communication
network(s) that may be tested. Alternatively or additionally, the remote unit 304 may be
configured to enable a user to manually upload the list of test(s) to the remote unit 304 via a
user interface, a data interface or port (e.g. via USB or personal area network e.g. BlueTooth
(RTM)), and/or from another computing device or terminal (e.g. a mobile device, tablet, laptop,
PC, or any other device).

The management module 314, on receiving the list of test(s) associated with a network test,
may be configured to send commands to the device module and/or device manager 312a of the
terminal 310a for configuring the terminal 310a for performing the network test on one or more
communication network(s) associated with the list of test(s) at an appropriate or scheduled time.
The list of test(s) may perform one or more network test(s) on one or more communication
network(s) that may include, by way of example, one or more end-to-end network test(s) over
the one or more communication network(s) with another one or more terminal(s) of the remote
unit 304, another one or more terminal(s) of other remote units located within system 300, or
other network test(s) over one or more other communication network(s) with other network

nodes, elements and the like.

In the terminal 310a, the device module 312 and/or the device manager 312a may use one or
more SIMs, which may be fitted to the terminal 310a. The one or more SIMs may include, but
are not limited to off-the-shelf customer production SIMs, Ml SIMs, or any other type of SIM
module/card or module or hardware that may perform one or more functions of a SIM. The
terminal 310a may also be from any network operator or manufacturer, or system owners that

own the communication network.

Although the remote unit 304 has been described as receiving network test(s) and/or list of
test(s) associated with network test(s) from the control unit 306 over the communication network
302 and/or sending test resuli(s) to the control unit 306 based on corresponding network test(s)
over the communication network 302, it is to be appreciated by the person skilled in the art that
the remote unit 304 may be configured to receive and/or send network test(s) and/or test results
and the like in an off-line or stand-alone mode. The off-line or stand-alone mode may be
required when there is no wired or wireless infrastructure (e.g. no wired Internet, no network
signal or network resources) or signals etc., such that the remote unit 304 does not have a

communications network 302 so it may perform its functions.

In off-line / stand-alone mode, the remote unit 304 may be configured to receive and store
network test(s) and/or list of test(s) at a configuration location different to the geographical
location in which the remote unit 304 is to be deployed. At this point, the remote unit 304 is pre-
loaded with the network test(s) and/or list of test(s) for performing at the geographic location.

Alternatively or additionally, the remote unit 304 may also be configured in the field to receive
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network test(s) and/or a list of test(s) associated with a network test from a user interface or
other data interface or port that connects with another computing device for uploading the
network test(s) and/or list of test(s) for storage on the remote unit 304. The remote device 304
may then be deployed at the geographical location assigned to it and be configured to proceed

to perform the uploaded network test(s) and/or list of test(s).

Should the remote unit 304 not have access to a wired or wireless network such as
communications network 302, the remote unit 304 may also be configured to store test results
associated with the network test(s) and/or list of test(s). The test result(s) associated with the
network test(s) and/or list of test(s) may be retrieved form the remote unit 304 when it is
returned from the field to a location that has access to a network or communication network 302
etc. Alternatively or additionally, the remote unit 304 may include a user interface and/or a data
interface or port for connecting with another computing device for downloading the test results
associated with the network test(s) and/or list of test(s) that were stored in the remote unit 304
and which the remote unit 304 was configured to perform when deployed. The test results may

then be uploaded or stored by the control unit 306 for analysis and actioning etc.

Thus, the remote unit 304 may include remote storage of test results until such data can be
loaded to the confrol unit 306. Network test(s) and/or an associated list of test(s) (e.g.
sequences of test(s) and/or test schedules for the network test(s)) can be downloaded to the
remote unit 304 at a depot or location with a wired or wireless communication network (e.g. the
Internet), after which the remote unit 304 may be taken to a destination location (e.g. the
geographical location to which it is to be deployed) that may not have wired or wireless
communication access to an appropriate network (e.g. an Internet service). The remote units
304 are then primed to perform the network test(s) and associated list of test(s). Test result
data may also be collected from the remote unit 304, and then returned to control unit 306 over
one or more test terminal data services from a remote site or by wired/wireless Internet after

remote unit 304 is recovered from remote site.

The remote unit 304 may include a power source that may include a battery or other portable
power source, and/or it may be configured to be connected to a power source such as line
power, battery power, and/or a generator. Full off-line or stand-alone may be possible or

necessary for specific locations and problems using pre-configured schedules.

Exemplary Processes

Figure 4 depicts an exemplary flow diagram illustrating an exemplary process 400 of the
network system and components of Figures 1 to 3. The system 100, 300 may be configured to

conduct any one or more of the following steps:

Step 402: Configure a control unit to run network test(s) using one or more remote units, each

remote unit connected with one or more terminals (e.g. mobile devices, handsets etc.). For
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example, the remote unit may be coupled to multiple off the shelf terminals. The network test(s)

may be configured to test one or more networks in a communication network.

Step 404: Generate a list of test(s) based on the network test(s).

Step 406: Send the list of test(s) to one or more of the remote unit(s). Each remote unit may be

deployed to test one or more communication networks that may cover a geographical location.

Step 408: Execute test(s) on remote unit(s) based on the list of test(s) and receive test results
from terminals of each of the remote unit(s). The remote unit(s) may store the test results
and/or may send the test results associated with a network test to the control unit.

Step 410: Retrieve test resuli(s) of the network tests from remote unit(s) and/or terminals(s).
The test result(s) associated with a network test(s) may be uploaded to the control unit from

each of the remote unit(s) associated with the network test.

Step 412: Analyse test results in relation to the network test(s). The control unit, once it has
received the test resuli(s) for each network test or even from one or more network test(s) may

analyse the test results and output notifications and/or results of the analysis.

The output notifications may be, by way of example only but not limited to, sent or displayed to
users of the system, provided to operators for use in fault finding and rectification, provided to
customers and/or used by help-line staff when dealing with customers issues, used by other
network elements and nodes to optimise or perform self-service of one or more networks that

have been tested.

Figure 5 is a flow diagram of an exemplary process 500 of a control unit of the network system
and components of Figures 1 to 3. The control unit 106, 306 may be configured to conduct any

one or more of the following steps

Step 502: Receive input to perform network test(s) using remote unit(s) with multiple terminals.
The received input may be from users of the network system via computer terminals that may
be connected to the control unit. The input may define one or more network test(s) and/or may
select one or more network test(s) that have already been defined for testing one or more
networks. The input may define the one or more network test(s) at the user or human level, e.g.

a high level of abstraction.

Step 504: Generate list of test(s) based on received input. The control unit may automatically
select one or more remote units and the corresponding terminals and networks to test based on
the network test(s) and thus generate a corresponding list of test(s) that may be used to
configure the remote units and/or the terminals accordingly to perform the network test(s). The
control unit may include a schedule for use by the remote units for conducting the network
test(s).
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Step 506: Send list of test(s) to remote unit(s) to perform network test(s). Each remote unit may

be deployed to test one or more networks that may cover a geographical location.

Step 508: Receive network test results from terminal(s) of remote unit(s). The test resuli(s)
associated with a network test(s) may be uploaded to the control unit from each of the remote

unit(s) associated with the network test.

Step 510: Analyse test results in relation to network tests. The control unit, once it has received
the test result(s) for each network test or even from one or more network test(s), may analyse
the test results and output notifications and/or results of the analysis.

Figure 6 is a flow diagram of an exemplary process of the remote units of any of Figures 1 to 3

according to one embodimentand
The remote units 104 may be configured to conduct any one or more of the following steps:

Step 602: Receive list of test(s) for one or more terminals (e.g. mobile devices, handsets etc.).
Each remote unit may be deployed to test one or more communication networks that may cover
a geographical location. Each remote unit may be deployed to test one or more networks that

may cover a geographical location.

Step 604: Configure terminals(s) to operate according to the list of test(s). One or more

terminals in the remote units may be configured to conduct the tests.

Step 606: Monitor terminal(s) and receive results generated by terminal(s). The resuli(s) may
be stored and/or compiled on the remote unit(s). In some embodiments, the remote unit(s) may

conduct analysis or the resuli(s).

Step 608: Send test result(s) for analysis of the list of test(s). The remote units may send the
control unit the test resuli(s) for each network test or even from one or more network test(s) to

analyse the test results and output notifications and/or results of the analysis.

Testing

Figure 7 is a schematic diagram depicting the exemplary flow of data between components of
Figures 1 to 3 according to one embodiment. In this example, the remote unit 104A has been
scheduled to instigate a call with remote unit 104B, specifically, one of the terminals in remote
unit 104A has been tasked with instigating a call to a specific one of the terminals of remote unit
104B; although it will be appreciated that in some embodiments, call need not be to a specific

terminal, but may be to a virtual remote unit and/or the controller unit or otherwise.

Although in this example, the exemplified call has been scheduled in a list of tests specified by
controller unit 106, the call could have been instigated by a manual action (e.g. user

intervention) directly at one or more of the remote units 104. At step 1, a specified terminal in
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remote unit 104A instigates a call to a specified terminal in unit 104B. In this embodiment, the
outgoing call (and incoming call respectively) has been scheduled on the list of tests at each of

the specified terminals of the remote units 104A, 104B, respectively.

As described previously, the one or more communications network(s) 102 may include one or
more networks that are to be used in the list of tests. Once the call has been placed by the
terminal at remote unit 104A, the call through various known telephony protocols, as depicted at
step 2, is routed through one or more of the communication network(s) 102. As mentioned
above, it will be understood that the communication network(s) 102 can comprise one or more

networks using one or more protocols.

Via the routing, the call is transmitted to the specified terminal in unit 104B per step 3, which in
this example is expecting the incoming call. The specified terminal in unit 104B answers the
call (step 4) and this data is routed through one or more of the communication network(s) 102
(step 5) to the instigating terminal in remote unit 104A (step 6). An active call session is

therefore in place.

It will be appreciated that the terminals need not be located at different remote units 104, but
rather both could be located in the same unit or only one or the terminals can be located in one

of the remote units 104.

From the active session, a number of parameters at both ends of the call and the quality of
service of the session itself can be monitored and tested, as will be specified in more detail
below. For example, the test can monitor any one or more of the following quality of service
parameters during the session: voice quality, video quality, conversation latency, echo, bit rate,

error rate, bandwidth, jitter, delay, latency, packet loss, signal strength, etc.

Additionally, as the call is being conducted by two terminals forming part of the system,
parameters specific to placing the outgoing call and/or receiving the incoming call can be
monitored. For example, call set up delay, connect/disconnect delay, transmission delay, total

failures, call drops, failure to progress, etc.

The results of any one or more of the aforementioned tests, or similar, can be transferred to the

controller unit 106 (steps 7 and 8), for example for compilation and/or further analysis.

It will be understood that other parameters may also be specified for monitoring.

Herein, the term “call” is intended to include, but not limited to telephony sessions including
Internet telephony sessions, for example, sessions made using voice over internet protocol
(VolP), video conferencing sessions and or any session which links the two specified terminals,
including machine to machine or other automated communications devices, for a period of time.
It will be appreciated that these calls can be machine controlled, for example for automated data

collection etc.
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Although in the above example testing has been conducted via a call placed by one of the
terminals to another of the terminals, in additional or alternative tests, the test can be the
transfer of a short message service (SMS), for example a text message, data message and/or
multimedia message, including emails, instant messages etc. It will be appreciated that the
message may use any known telephony or internet based protocol for transferring the
messages to and/or between the terminals. It will also be understood that the aforementioned
system is equally and/or additionally applicable to network testing and quality of service testing
for internet based protocols including data upload, data download, streaming etc.

In additional or alternative embodiments, the test may be a composite test. For example, the
test can require a terminal to receive an incoming call and SMS substantially concurrently. In
this example, the parameters relating both the call and the SMS can be monitored to determine
the impact of the concurrent events. Although in this example a call and SMS are being
exemplified as being concurrently run, it will be appreciated that any combination of tests can be
concurrently or substantially concurrently run; typically one concurrent voice call and data

session.

Advantageously, as more than one terminal can be provided on the remote units 104, it will be
appreciated that comparative tests can additionally be run. For example, two of terminals in the
remote unit 104 may comprise SIMs of different network providers. Testing each of these
terminals concurrently or substantially concurrently can provide test results relating the
performance of the communications network 102 in respect of particular network providers. It
will be appreciated that the tests need not be for different network providers, but may for
different handset types and/or may be different types of tests and/or to or from different
networks or locations etc. Although some types of tests are exemplified, it will be understood
that this is not a comprehensive listing of the different types of tests.

Further exemplary embodiments and related tests

Further details of the types of test and example user interfaces are depicted in the Appendix.
Indeed, it will be appreciated that one or more user interfaces can be provided which support
one or more of the functionalities of the Parachute Box network testing system. The remote
units 104 may be deployed in locations without requiring specialist knowledge for installation or
deployment. For example, in some embodiments, the remote units 104 are sealed units and
therefore a user need only connect the remote unit 104 with a power source and/or an internet

connection. In some embodiments, the remote unit 104 will function entirely autonomously.

In additional or alternative embodiments, a user may be provided with varying degrees of
access to the remote unit 104 (e.g. parachute box (PB)) and/or functionality therefore. For
example, a user may be provided with read only access (this kind of user may have access to
read functionalities except to some fields that may be hidden); with read and execute access

(this kind of user will have access to the same functionalities as “Read only users”, and can
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execute tests and scenarios); with read and schedule access (this kind of user will have same
type of access as “Read and execute” and can schedule tests and scenarios) and/or with full
access (this kind of users will have access to all functionalities and all type of operations). For
example, where a user has only read access, they may be unable to schedule tests etc. but

may be able to view the sequence of test being run.

In some embodiments, a user may be above to access a list of remote units and/or terminals in
one or more of the remote units. In some embodiments, the list of remote units and/or terminals
may only show terminals and/or remote units which are currently online. In additional or
alternative embodiments, error messages may be displayed with regards to any one or more
remote units and/or terminals where there is a problem or error with the terminals and/or remote

units.

In some embodiments, the system provides a user with the functionality to reboot any one or
more of the terminals and/or remote units. Although these embodiments are written as access
being provided and/or tests being initiated by a user, it will be appreciated that each of these

functionalities may be automatically performed.

In some exemplary embodiments, the system may provide specific details regarding one or
more, or preferably each, terminal in one or more, or preferably, each remote unit. The specific
details may be include one or more of the following pieces of information: name, radio provider,
whether roaming is turned on, serial number, International Mobile Equipment Identity (IMEI)
number, Access Data Bearer (ADB), for example General packet radio service (GPRS),
Enhanced Data Rates for GSM Evolution (EDGE), 3G and/or 4G, etc. operating system details,
operation system version, Integrated Circuit Card Identifier (ICCID), product type, Subscriber
Identity Module (SIM) provider, radio provider, specification of the International Mobile
Subscriber Identity (IMSI), and where more than one IMSI is available details of all IMSls
available and an indication of which IMSI is selected and/or in use, and Mobile Station
Integrated Services Digital Network (MSISDN) (including country details and an indication of the
MSISDN is primary), and any other relevant information for example access point/access point
name (APN}).

The details provided relevant to the box may including one or more of: the box ID, the location

of the box, for example country and/or city.

Also provided can be details of the list of scheduled tests (test protocol) and/or tests being

performed or cuing for performance as will be described in more detail below.

A user can provided with and/or a display can set out details regarding the list of test(s)
including future, current and finished tests. For example, various tests can include one or more

of: receiving an incoming call, conducting an outgoing call, receiving or sending a Short
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Message System (SMS) and or a scenario. A scenario may include streaming, accessing the

internet, Voice over Internet Protocol (VOIP), video calls etc.

Each of these executions can be recorded and the results can be categorized. For example,
the start of a call can be noted and a timer functionality can detail the amount of time it took for

a call to connect to the intended recipient.

The type of information which can be accorded from the above can include one or more of: the
type of execution, the result (for example, failure and success), the priority (for example, manual
or automatic and/or a classification such as, but not limited to, high or low), the timing when the
execution started and/or stopped, the destination MSISDN, the dialled MSISDN, the ringing
MSISDN, a ringing timestamp, a dial timestamp, an answer timestamp, a ready answer
timestamp, a disconnect timestamp of the originating mobile (MO), disconnect timestamp of the
terminating mobile (MT), call setup time, disconnect delay, radio provider MO, radio provider
MT, public land mobile network (PLMN) MO, mobile network (MN} MT, ready answer global
system of mobile communications (GSM) bit error rate, ready answer GSM signal strength,
dialled GSM bit error rate, dialled GSM signal strength, ringing GSM bit error rate, ringing GSM
signal strength, answer GSM bit error rate, answer GSM signal strength, disconnect MO GSM
bit error rate, disconnect MO GSM signal strength, disconnect MT GSM signal strength, MO
(city, country, product type), MT (city, country, product type) and any other quality of service
information. The above information in specific to GSM, however it will be appreciated that
equivalents may be provide for any access technology. For example, the system can establish
the bit error rate or the signal strength etc., it need not be a GSM bit error rate or GSM signal

strength etc.

The above information can be advantageously accorded by virtue of having two or more
terminals connected in a session. It will be appreciated that the two or more terminals may be

provided in one or more remote units 104.

For example, where the test includes an “Outgoing call”, the type of information which can be
accorded from the above can include one or more of: the type of execution, the result (for
example, failure and success), the priority (for example, manual or automatic and/or a
classification such as, but not limited to, high or low), the timing when the execution started
and/or stopped, the destination MSISDN, the dialled MSISDN, a disconnect timestamp of the
originating mobile (MO), radio provider MO, public land mobile network (PLMN) MO, dialled
GSM bit error rate, dialled GSM signal strength, disconnect GSM bit error rate, disconnect MO
GSM signal strength as well as details regarding the MO (city, country, product type).

In this example where the test for execution relates to an SMS, it will be noted that some of the

test criteria detailed above with regards to incoming and outgoing calls is different.

27



10

15

20

25

30

35

WO 2016/055811 PCT/GB2015/052973

Although in this example, the information which is accorded requires only details from the
originating mobile, it will be appreciated that this data can be gathered from the call session
detailed above. However, it should also be noted that an end-to-end (e.g. terminal-to-terminal)

call need to not be required for conducting this type of testing.

Similarly, testing can be conducted for incoming calls, wherein the following type of information
can be accorded, including one or more of: the type of execution, the result (for example, failure
and success), the priority (for example, manual or automatic and/or a classification such as, but
not limited to, high or low), the timing when the execution started and/or stopped, the ringing
MSISDN, the expected MSISDN, a ringing timestamp, an answer timestamp, a disconnect
timestamp of the terminating mobile (MT), a ready answer timestamp, a public land mobile
network (PLMN) MT, a radio provider MT, a ready answer global system of mobile
communications (GSM) bit error rate, ready answer GSM signal strength, a ringing GSM bit
error rate, ringing GSM signal strength, answer GSM bit error rate, answer GSM signal strength,
disconnect MT GSM bit error rate, disconnect MT GSM signal strength, MT (city, country,

product type) and any other quality of service information.

As with the outgoing call example, it will be appreciated that the information obtained from an
incoming call can be obtained during a call session or can be obtained from a non-end-to-end

call to the terminal (for example, via an emulated and/or simulated call thereto).

A similar architecture regarding the call scenario detailed above is relevant respect to the SMS
scenario detailed below. Although test results can be obtained via individual handset(s)
receiving or sending an SMS (or similar as described above), in a preferred embodiment, test
result(s) are obtained during an SMS session between two or more terminals in one or more

remote units 104.

For example, the type of information which can be accorded during SMS testing includes from
the above can include one or more of: the type of execution, the result (for example, failure and
success), the priority (for example, manual or automatic and/or a classification such as, but not
limited to, high or low), the timing when the execution started and/or stopped, the destination
MSISDN, the sent MSISDN, received MSISDN, the received timestamp, the sent timestamp,
the sent intent timestamp, SMS MO delay, SMS MT delay, SMS MO MT delay (E2E), Not sent
intent error, Not sent intent timestamp, parts, text, sent text, received text, radio provider MO,
radio provider MT, public land mobile network (PLMN) MO, public land mobile network (PLMN})
MT, mobile network (MN) MT, sent GSM bit error rate, the sent GSM signal strength, received
GSM bit error rate, the received GSM signal strength, MO (city, country, product type), MT (city,
country, product type).

It will be appreciated that the various pieces of information may be provided by the originating
mobile (MO) and/or the terminating mobile (MT) respectively.
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In some embodiments, the list of tests executed can be compiled at the remote unit, the helper
module in the terminal and/or at the controller unit. The compiled information can include one or
more of: name, the type of execution, execution ID, the priority (for example, manual or
automatic and/or a classification such as, but not limited to, high or low), the timing when the
execution started and/or stopped, the result (for example, failure and success), details regarding
the tests table including, ID, name, type, status, MO (city, product type), MT (city, product type),
Fallback (condition, test ID). In this context, fallback may refer to starting a call a particular
access technology (such as 3G) and having handed off to another (such as 2G/GSM) or any

other similar handoff.

Further, options may be provided allowing a user to (i) run/schedule a particular test and/or list
of tests; (i) unscheduled or stop a test and/or list of tests; and/or (iii) clone/duplicate a particular

test and/or list of tests.

The test and/or list of tests can be defined by one or more of the following, including but not
limited to: the test id, name, type, user, fallback condition, fallback test id. An export option can
be provided. Such that a display of the test(s) and/or list of tests may detail on or more of the
following: name, user, description, details relating the trigger (for example, description,
timestamp, scheduled operation, for example via a time-based job scheduler, e.g. ‘cron’, result
action table (for example, result, to, subject, detailed, message), tests (ID, name, type, status,

MO (city, product type), MT (city, product type), Fallback (condition, test ID})).

Each of the tests can be varied and/or are individually adjustable. For example, during a call
type test, any one or more of may be varied and/or specified including but not limited to: name,
type, user, description, wait resources timeout, duration, max dialling delay, ringing time, max
disconnect delay, MSISDN format, disconnect call MO, disconnect call MT, device selection
MO, device selection MT, fallback (execute inexistent condition, result to meet condition, test ID
), schedule, unscheduled, clone. It will be understood that the above specifies particular
exemplary testing and/or test parameters, it will be understood that these could be referred to

by different names and indeed that different parameters can be defined.

During an outgoing call type test, any one or more of following testing and/or test parameters
may be varied and/or specified, including but not limited to: name, type, user, description, wait
resources timeout, destination MSISDN, duration device selection MO, fallback (execute
unexistent condition, result to meet condition, test ID), schedule, unscheduled, clone. During an
incoming call type test, any one or more of may be varied and/or specified: name, type, user,
description, wait resources timeout, disconnect call MT, duration, expected MO MSISDN, Max
disconnection delay, wait ringing time, ringing time, MO MSISDN, Device selection MT, fallback
(execute unexistent condition, result to meet condition, test ID), with various optional varying
options including schedule, unscheduled and/or clone/duplicate. It will be understood that the

above specifies exemplary testing parameters and/or testing types, it will be understood that
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these could be referred to by different names and indeed that different parameters can be

selected and/or defined.

During a test involving transmission of an SMS, any one or more of may be varied and/or
specified: name, type, user, description, wait resources timeout, maximum duration, late,
MSISDN format, text, device selection MO, device selection MT, fallback (execute unexistent
condition, result to meet condition, test ID), schedule, unscheduled, clone. During transmission
of an outgoing SMS any one or more of may be varied and/or specified: name, type, user,
description, wait resources timeout, maximum duration, destination MSISDN, text, device
selection MO, fallback (execute unexistent condition, result to meet condition, test ID),
schedule, unscheduled, clone. During a test relating receipt of an incoming SMS any one or
more of may be varied and/or specified: name, type, user, description, wait resources timeout,
maximum duration, late time, MO MSISDN, text, device selection MT, fallback (execute

unexistent condition, result to meet condition, test ID), schedule, unscheduled, clone.

In some embodiments, a user can manually schedule a test and/or list of tests and/or vary a test

and/or list of tests, including but not limited to reordering the lists.

For example, a user may be enabled to create a new test by selecting a particular test type from
the list of predefined types of tests and selecting a particular handset and/or remote unit and/or
network to test. For example, a user define they wish to conduct a test involving sending an
message, for example an email, between a handset from one remote unit 104A to a handset of
another remote unit 104B. To define the particular test to be conducted, one or more for the
following criteria may be defined by any one or more of including but not limited to: tests table
(id, name, type, MO (city, product type), MT (city, product type), fallback (condition, test id),
fallback (condition, test ID), add, edit and/or remove.

The specific handset to be tested can be selected via one or more of, including but not limited
to: IGCID, MSISDN, name, serial number, IMEI, and/or a search may be conducted. In
additional or alternative embodiments, a handset to be tested can be selected by choosing one
or more of: specific device selection (ICCID, IMEI, MSISDN to use, Name, Serial),
Characteristics device selection (Location (city, country), Radio provider, SIM provider, product

type, operation system, MSISDN (country code, primary).

In some embodiments, a user can define one or more triggers to instigate the one or more lists

and/or list of tests.

In some embodiments, when user selects to export a list of tests or scenarios, the data may be
compiled, for example via generation of a data file which may include one or more of the
following: 1D - According to the type, this ID will reference the execution on the corresponding
type sheet, Name, Type - The type can be: Scenario, Call test, Outgoing call test, Incoming call
test, SMS test, Outgoing SMS test, Incoming SMS test. It will be understood that the above
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specifies exemplary testing parameters and/or testing types, it will be understood that these
could be referred to by different names and indeed that different parameters/tests can be

selected and/or defined.
General

The systems and apparatus described above may be implemented at least in part in computer
software. Those skilled in the art will appreciate that the apparatus described above may be
implemented using general purpose computer equipment or using bespoke equipment. The
different components of the systems may be provided by software modules executing on a

computer.

The hardware elements, operating systems and programming languages of such computers are
conventional in nature, and it is presumed that those skilled in the art are adequately familiar
therewith. In an embodiment the server may be centrally located and the clients are distributed.
In other embodiments, the server functions may be implemented in a distributed fashion on a
number of similar platforms, to distribute the processing load. For example, there may be more
than one controller units which may be talking to the same and/or different deployed set of
remote units. It will be appreciated that remote processes can still be scheduled appropriately

and/or clashes reported and/or modifications to optimise scheduling can be conducted.

Here, aspects of the methods and apparatuses described herein can be executed on a
computing device such as a server. Program aspects of the technology can be thought of as
“products” or “articles of manufacture” typically in the form of executable code and/or associated
data that is carried on or embodied in a type of machine readable medium. “Storage” type
media include any or all of the memory of the computers, processors or the like, or associated
modules thereof, such as various semiconductor memories, tape drives, disk drives, and the
like, which may provide storage at any time for the software programming. All or portions of the
software may at times be communicated through the internet or various other
telecommunications networks. Such communications, for example, may enable loading of the
software from one computer or processor into another computer or processor. Thus, another
type of media that may bear the software elements includes optical, electrical and
electromagnetic waves, such as used across physical interfaces between local devices, through
wired and optical landline networks and over various air-links. The physical elements that carry
such waves, such as wired or wireless links, optical links or the like, also may be considered as
media bearing the software. As used herein, unless restricted to tangible non-transitory
“storage” media, terms such as computer or machine “readable medium” refer to any medium

that participates in providing instructions to a processor for execution.

Hence, a machine readable medium may take many forms, including but not limited to, a
tangible storage carrier, a carrier wave medium or physical transaction medium. Non-volatile

storage media include, for example, optical or magnetic disks, such as any of the storage
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devices in computer(s) or the like, such as may be used to implement the encoder, the decoder,
etc. shown in the drawings. Volatile storage media include dynamic memory, such as the main
memory of a computer platform. Tangible transmission media include coaxial cables; copper
wire and fiber optics, including the wires that comprise the bus within a computer system.
Carrier-wave transmission media can take the form of electric or electromagnetic signals, or
acoustic or light waves such as those generated during radio frequency (RF) and infrared (IR)
data communications. Common forms of computer-readable media therefore include for
example: a floppy disk, a flexible disk, hard disk, magnetic tape, any other magnetic medium, a
CD-ROM, DVD or DVD-ROM, any other optical medium, any other physical storage medium
with patterns of holes, a RAM, a PROM and EPROM, a FLASH-EPROM, any other memory
chip or cartridge, a carrier wave transporting data or instructions, cables or links transporting
such a carrier wave, or any other medium from which a computer can read programming code
and/or data. Many of these forms of computer readable media may be involved in carrying one

or more sequences of one or more instructions to a processor for execution.

Those skilled in the art will appreciate that while the foregoing has described what are
considered to be the best mode and, where appropriate, other modes of performing the
invention, the invention should not be limited to specific apparatus configurations or method
steps disclosed in this description of the preferred embodiment. It is understood that various
modifications may be made therein and that the subject matter disclosed herein may be
implemented in various forms and examples, and that the teachings may be applied in
numerous applications, only some of which have been described herein. It is intended by the
following claims to claim any and all applications, modifications and variations that fall within the
true scope of the present teachings. Those skilled in the art will recognize that the invention has
a broad range of applications, and that the embodiments may take a wide range of

modifications without departing from the inventive concept as defined in the appended claims.

In particular, it will be understood that the benefits and advantages described above may relate
to one embodiment or may relate to several embodiments. The embodiments are not limited to
those that solve any or all of the stated problems or those that have any or all of the stated
benefits and advantages. Additionally, any reference to 'an' item refers to one or more of those
items. The term 'comprising’ is used herein to mean including the method blocks or elements
identified, but that such blocks or elements do not comprise an exclusive list and an apparatus
may contain additional blocks or elements and a method may contain additional operations or
elements. Furthermore, the blocks, elements and operations are themselves not impliedly

closed.

Furthermore, the steps of the methods described herein may be carried out in any suitable
order, or simultaneously where appropriate. The arrows between boxes in the figures show one
example sequence of method steps but are not intended to exclude other sequences or the

performance of multiple steps in parallel. Additionally, individual blocks may be deleted from
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any of the methods without departing from the spirit and scope of the subject matter described
herein. Aspects of any of the examples described above may be combined with aspects of any
of the other examples described to form further examples without losing the effect sought.
Where elements of the figures are shown connected by arrows, it will be appreciated that these
arrows show just one example flow of communications (including data and control messages)

between elements. The flow between elements may be in either direction or in both directions.

Although the present invention has been described in terms of specific exemplary
embodiments, it will be appreciated that various modifications, alterations and/or combinations
of features disclosed herein will be apparent to those skilled in the art without departing from the

scope of the invention as set forth in the following claims.

It will be appreciated that one or more of the remote units hereinbefore referred to may be
deployed in any location. In some embodiments, one or more of the remote units may be

mobile, for example they may be deployed in one or more vehicles, or similar.
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APPENDIX
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The ntent of this doowment is to desceribe the user intarface that will supsart a8 hundtionalities of
thie Farachule Box {PE) first versign.

Please nnte that the sorsens presesded are Shastrative, admsd a8 clarifving navigation, as well =8
Theide and data,

Profiles
Eigers that fave scoess to the Parschute Boy moduls will have ene of the following profiles:

+«  Boad onle: this bed of wsers will bave access to read funchionalities except to some fislds
thiat will B2 Midden {see more information in the functionalities deseribed balow};

* Read and occuts: this ind of usey will have access to the sarne functionalities as "Read saly
uEars”, any can axecute wils and seenarios;

¢ Read ang schedude this kind of wser will have sarme type of acepss 33 "Bead and execigie”

Fnd van s::he@m& rt@sﬁ st Wﬂﬁﬂ!"i{?'ﬁ"
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Aceess to Parachute Box meny eptions, will be determined by the sser prafife.
K hoggedd user has "Read ardy™ profile, the fallowing men will be displayed:

possanes

- ineBosas

st Brrevives.

éExems’ims

e pnsgprens, plonnsd vid flaished
List Exmustines

iarewim

%T:*:&ts

Lisk Yoty

¥ the profile & “Full scoess”, "Read angd schedols” or “Bead and secote™ vas
the following atenu:

Besotrom

Lisk Bomds
List Dafely

i ghnprass, plomad aed fnisted
¢ Lt Exasutines
5; Rcanarios

st Sosnarios
Fests
T
cherute

| Stonio
|y
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Resources

A A LA AR LA AL AL AT R L L3R 1808 7 T3 E ST T Y A R E A A T A T R T A Y R A A R

The "Resources” many antry will sacompass nformation sbout online boxes and devices.

List haxes

The “List boves” view will st g/l ontioe boxes srd dovioes Hut are connestad to esah Box,

The “List hoxes™ activity will foliow the steps desevibad n the Howshart belown

capriiirs

4;:{1'1111

PN 5 o LI T SR RSN

T TRt buttas selacion

3 TDrewioee” Sabde %ie ST

|

e |
1

|

Dimgrant 1 — LSt Bougs eothity
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Whan user selects "Resources » List Boxes™ many andry, the M5 boxes sendee will be invcad. n

sase of evrty, an srror message will De displayed warning the wser, 1 case of sucsess the following
vigw will be displayed:

S ON TR

o Qo

Dok

Debaalo Wooe" T 2T H il s Sia dev SR S

Fig. 1 - Doy Pagn

The follpwing tehle presents a description of all the information thet the previouy soreen sreg wilt
Planage

Bouses” areR - it s ane sl Gowes Wil be listed
Eisld Name Fiokd Type | Field Stetue isiie Setion
Bow 1d Taxt Raagd prsy TRUE
. PETR e - 'Ixt_ _ Baaad o TRU O fow s
Bowen T T . .
. Lhry Faad oy THUE s "Deiee:
taile "
Crunt i deckoos ok st ondy TRLUE Wi
HS Tont 3 only If b 3 Bl 3000’ usar
AAAAA The nehoot servior will e
) . ! . frivoshed and the: rturn
Rebigat Hatian I & 8 “Foll aooas™ weey .
SRIRAES JOE O Seeas)
will b dsplayad

i Far e i
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List devices

The YList devices” viow Wil 5t ol ondine devices and afmes 1o see the detaied biormation of one
suteciad devics,

Thie List boves sctivity witl follow the steps destribed in the Homechart below:

®

Ohie Voot e O TTond whing s desor” poealan

Ty L T

Slagran 2 ~ Lisk dewicas sotivity
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When yser selects “Resouress » Uist Revioes” meny sntry, the st devites sendee will be fvoked. In
warse of greor, an errgr essage will be tlsplayed warning the user. [n case of sucoess the folowing
wiew will e displayed:

§ o e

TN iy PRV §uy
¥

JE S
BN

D ket B
¥ SedotrSends B

ek Vo il

Fig. 2 ~ Divioss DRES

The following table presents » description of all the Information that the previeus sorees s will
HEERage:

Finld Name Fiotd Typs | Held States Wisdbds ctio

Hesk

Read ol TRUE

IR Tt Foad wnly TR

RS 2an Uise Tow Sesand sy

Frivnary MESON Vany Kead only TRUE

eoReRs Frissloct Type Tent Redd anby THRUS o ft“w @ t&cmr\:«;‘ .
N - thie “Desden detaik™
tabihe Raslin Proeitey T Rieasd anly TRUE

aras Wil da enfrexbiaed

SIS Bravides Veux Head owiy TRE

Tkt Rsad xniy

Chaek box Head oy

Text Reagd &mﬁf
Bastbon
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o ratrs ndorination

Bavice detalls

Wiien uaer salects to see the details of » devige, the following wview will be displapad:

Baohvp it

RIS

T T SN SR
HE ST Bk phoaet Todrtne R
 Sravatn, [ RIS

NSNS

| Tox

RS I s .
3 T Wi wiong o' SR Doy ¥

TR S S = A =~
L ey Tod e Mt

HEENN

SSIRAES |
AR |

Fig. 3 - Dandes detalls page
&
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The fuliowing table presents 3 desceiptiong of 28 the infermation that the previous screen arsa will

MN3NJET
>>>>>>>>> " *mmeﬂéta 5™ sned - in | sl will e
Hetd Name Wisiishe
Mame Tsaud Rssgend iseily TRUE -
RRF e Tt it iy TRESE -

Rosaoning

Rewd andy

Tewrh Rawd ondy
EES Taat Rizgsef spiy TRGE -
Tent Regd pidy e ] # .
system® & Andonid |
| Cprstion systa Road ondy TRUE |
Diperatinn syshant wersion Raad ey TRUE
I Raxed tiendy TRUE -
Friathiact Yy Fext Rt onidy wme | e
i prosdday Text Read oy TRUE “

Rzand ey

Read aridy

Rewacd andy

B35 Tatia

Rawand warnly

Lheck B Rz oy
Text Bead ondy
RAGESEEN bahie TRk Rand andy

Paiswasy

Chieah Bz

R sl

Check B

| Tess Nawe

Tty

| Yess watting
| fior thvis i
- table

,..
5
S

Road oy

TR

TR
@l e ppeaed
in & waw fah
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Executions

The “Executions merss erdny will sncompass information aboud scenarios and test mxecutions,

Exeocutions gverview

The “Execetions overview” view will sisplay three tables. The fest table will B3t the nekt executions,
the sscond one Wil list axenutions that are in progress, and the last tabbe witt Bst the last finished

TR VN

The “Executions cverview” aotivity will follow the staps described in the flawchant belaw

QUEE TR PG

»

siecion

s pbvvned” behls mey v
: 3 sevbisay

& dr pepgrans” bl avw

o "ErveaSiners et Wl rons Solesin

BN e wedavadan

4 Sew Teviens Qs

s

QAR IS PIIE BRAS GRIE RES PELe AP OERe LPEE SRR CPRES WEE WRR WRR eem AR e

3% Vel seauion

D)

i
i
!
{
{
i
!
!
{
I
I
*
|
|
I
i
I
¢
£
I

T e war wan e aan e waes oan e sae s e cmww smem e e, e o e s e

Diargrran 3~ ExQuuiionms owsereitn R0ty
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e

When user sedects the "Executions » Gwerndew”™, the following view will be displayed:

AR
DMEENDEANR |

RS
122 R0

L Sianwortes Wy Wt N
RS E (&3 R fdes wm Mg laey
e Taxe i LRSS e £ By by

3 helaige

BAgNIR R =

1wy TN ) AR
{is : Ry N B
IR i i ety w N
i 3 : !
i i i N
i H i |
i 3 i b

{’ Py

fosedce Bt

Fig, 4 ~ Executicns crareive pIgE
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The following table presents & deseription of all the information that the previous screen sves will

managa:

Flobd Type | Feld Status | vhible Hchlon
Teat i TRUE
s Taxt 4 TRLE
3 TREUE ; .
Braridinn TR i Tawt R BRREN Ein s asdseiinn, ths
ghanni LRy Teext 8Q TRUE o demily” o
N (S ' 5 b stk by
sskie Srestizs Sy Taodt 03 TRUS ek LSS R TR
Lty Vawy a0 TRLE
SR R
Tawd Bis TRUE
. o _— Se® for maoee
Txpent Hustiini - TRLK s
g ; information
TEASDEMONS IR progress” srEd - i IS Sred the Sxecuiins i progeess will he sted.
Frobd Type Flodd Status 5 Visibke Aetion
EeER Teut [ THLIE
Text RG TRUE
s Tt Bk THE O o slaotian,
Executions — S N
™ — Sha "Saensstion detsds
I8 BPIRERES Text Bes TR .
Y- -
table b :
Pradurt &y Text G
Lf Sy Yt Ry
P
Frasduck tygs Tust Ris)
Sxpars Bt

“Exstaions Saibeed" ares - in this area

the axshiong §i

sty i che last el b ol

Yo listedt

Finfd Name Fisdd Type | FlekiStates | Wishe ARt
R FRUE
Ty Rt ERLE
et awpeiion Tt B TREE
Fxostions TR0 mOnHRon Text RO TRUE Qan vonw selection,
v - — e PExerntion detai”
{ fimishesd Tawt R} TR N
IR B e ; - s wil
i Pesdwtt tepe RO TRLE bes refroshad
N 5 RO TRUE
Frroadiect type B2 TRUE
Resit 50 T
o Fag” " for o
Bxpart Butson - TRUE

Infosng

“Frocution details™ aroa - i Hhis Soda wil W ARy

W

v T hekatls Fov the seberied eneution
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Lisl sxecnilons

The “List executions” view will display infoonation abouwt @il exenutions, and user can view dntaind
information abhout the selected ensnistion,

The “List sxecutions” activity will follow the steps deseribed in the fowchart Below:

H
X AAL Al UIAR ARRRL GUUR AaIR SRR SIRE evER ewwe swea wewy cwwws
[ i
| x =
1
I: !
I i
! i
i e *Ereoulinis ™ Lk e Sl ;
; ‘
N \
1
f S
i v Eees Bwedntion e as » Terts Baenndns”
. s o R v !
s‘
! e o om0
; N {5 tedas ¢
H H i -
; 1 Dsica” skt ; 3 T
: T "Peen” sk o ) NP —— N
§ H = i S s Indan Rt :
3
N ; 3 Sd
i § :
<, i3
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Vhen wger selects the "Execudivns » Ust Ewecutions” meno entry, the following wisw will fe
displayed:

WRERR S

NI ISR o

§ SR TR E:
THMISTREIORG | 9NN et

LY

"’y
; St SRS el RSN s e
L e SReop e Mt L RSRRNRE MR R N ke
ot ) ’

oot dtd TP

SN 5 Ty SRR e TRty o QR ot Rt e

Fg. 5~ Bxetelions pege

The following table presends a description of & the kdormation that the grevious soreen ares will
mansge:

CExpoutinns” arss ~ arsa s Nl pasadilng

 Field Nawg Fioded Ty | Rield Status | Wisible

¥ Yest Ruzaed ey THRGE

Fewy  § Buoed awly
Lravh Ennrusinn Teog F ead sy
Stop Exenution Tes® | Resd oaby TRUE e g wefadtioe,
ety > N tha ™
o City Text Resdonty THUE
fadio AT FR e
Produst Type Texk Rl ool b vednssbissd

ity

[SIEY

ISH

Headd only THLE

Resd andy TRUE

Ferssisey,

- TRUE Sew “E

Escpraist e For mors HSpranatin

“Exerption detals” area ~ I this arsa thee deteily for the sologred axenition will be dsplayed

Be" for mare forsastion
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Fxecution details

This visw wilt display the detalffs of an execstion that was proviously selected.

£ai axvontion ¢

wher user sefecds fo ses the details of an exsoution of fyos "GN the follbwing view will be
siisydaved:

AR AR TP

Taw, TR RN D INUN B N7
PRSI R N DA B g
LI R N - B s LY
= Ry e 8 B LGRS
P e X vwew\ 3 By A RN AREY
KRN SR SeNTRG B i e % ®
B 0By ¥ : Tl Sutbee 8 g P T
P anocd oot I TN RN vaed oagd¥
Dyt s 3 ES 3
X R BN syeed g ®e
B Y R
Acon S Nl iRy
BROGR do e
SRR IR QN R
- N RIS
R isaasar BT AR v ik

o i
Qe
Pty S W3

Fig. 8 - ol eenontion detalls pege
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The Tollowing table presents a description of

Engge

84 the information thet the

SFE\NEUE

PCT/GB2015/052973

SETRETt g W

“Ewmm mtam Are < i EhE oy Shee ceetails w § "i’:dll * “"\‘&"‘\mﬂﬂ wil im N;i wred S
Field famse Fiald type Plald statey {Viside Agtion
e CTest | Readoske ]TRUE o
Rsssuty Taxt Rood anly | TR
Prebavidy Tesi Read anly §TRUE -
Stact Executine Tewt Rowgonly § TRLE -
St Snmouiion Text :
e RHRstian RBHSOR ?‘exew i -
ipiter RARIADN Fexg ~
lrgging HUEISHR Tent -
Mirghog tsstassg et ~
Yot Read a‘-ﬂ!:g
Vet | Seedowly [TRUEL .
Tent fead anly § TRUE
- FOFPRPNE Bl B —=
Ditscopnect Hrestamg 8T EL: *{E\xd miv,r TRUE -
ol sivug e 0 Rond ooy | TRAE .

BRgEEnec delay Temt Resah oonby § TRYR -
Fadio provider MG st R oy
Radio peavider #EF Teast
FRRSS Test Foad oy
T R only
fend ondy | TRUS N
Aad el | THUE -
[ribod TSR B8 Rey sy TRIE .
RNdstod SRS signal strength TRUR .
Risgingy 54 B sy salie ;71‘R=,J€ ~
[Risgiog S5M sigonf srength TR -
rsver RS Dif sver rats Seadosly  TRUS .
Braeer TRARS sigrat] stoeagth fead anl ] ¥
EHscRnEch MG GIPA it sreor ks Readd asl TRUE -
tiseeinect HYS GIM sgnal strevgth]  Tewt | Rosdasly | TRGE -
Ciistannect BT G5 sigral shoengih Tany fead avly | TRUE -
RO link Fad oy | FRUE )
£ isa;. Yoo vl 0 HY
Rty Yot || Beadooly |EROET ~
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Tent

PCT/GB2015/052973

Head oniy

T

fead asly

Read iy

Road anly | TR -

Frozdost Type

Brmd oady | TRUE -

Sutpaing call axeoution detalis

Whan user selecds o sew the detalls of an esecution of bhype “OQutgoing call” the following waw will

he displayed:

R
R TOENK
R ENN O §
Toontex i WA vy
Fryaen D Resk s
[ NS
( 00 R, N
I RSN 1
i
[ e R
: Proged w568,

FRRERENY QR R
B A S E R SRS R SN

TR R ISR

Tl pradter B redslie®

SO DI B o et
DRI B et g
s S R N
DTN e g

¥ - Crsgodng ¥ execation deteils page
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The folimwing table prosents & desoription of aff the infermation that the previous screen ares will

TREANRELT

U "Exwenian detsils! hvsa - in this dres the de

i be dizplayesd.

Fiufd o

Fiaded Ty | Findd Status Atian
Type Tany fradd anly N
RETNN Bead ouly

Rexel vwhy

Higbed MISINEN

Tows Srsed aamly
Skeags EReiion Besd ovly -
Dastinadinn (AN Fray asly .

Reess] anly

3z gl ]

Brad only

Diisrasnact tennsiamp MO

Reay osly

Rl pravider MG

Seeaaned samby

FLAAN MG Text Baad only
(iiahesd GEM Mt awver e TERt Read osly

Bialed S5 signad stresgth Famt Seraed andy
Daseonnast GE Bt arror rats fgad andy YRIE -

4

Digudnnsct GRS sgasl strength

Foad ondy TRUGE

Bl

Fesed sy FRLEE

City TeRl Read andy TRIFE -
Caasntry Tawt OTRUE ~
Prosthact types Taxi TRLE -

Trconaing o

syesn s Jetails

Wehen user sulacts to sow the detaily of an ewecution of type “incoming il the eliowing view will

be displayved:

VTR
SRR 1

oridi S A0

FRORIRY R wtER
Rl 0wy vt

BpsectSoie RE B AR W

RMBRS e

AR PORRE 2Ty
Wdy dxoane SR aere
Bty artont SO R iRk
FeagFUTEL oy
R BT NS N
Ao SR AN i

Ao SRR Sg oF AR
BN AR e R
ARt N st AN

Fig. $- larening oulf sxetuison deeils pags
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The followdng tables presents 8 desorigtion of aff the information that the provious soreen aves will

MInage:

iy

Ewecution detalls™ drew ~ In this ave the dotadls of 3 "Ircormdng <all” exooalin sl e g

stadies | Visible

3.

Fiakd narme Fheddd typee | B

Taxt Read anly TREEE -

Tast B anly TREE | B

Task Bk ity TRLE

Tast Ragdt gnly TRGE | -

Srop sracution Taxt Rsastd andy TRE

Rirsgioge RRE0ON Teeat, Rt nily TREFE

Frprearhion B0 RASINNY Text

Hinging timestamg Task
Argwer Hrsstamg Taal

floady auvwer Hmestams Taxt

LI BT Taet | Resdony

[xgheig

Rahio provkier 8T Ferg et o

Roady auwer GRS B e rats Tast

TREE

Reoady asmwar GEM sgnal strangth Tiak

finging E3M Bt arras st fe | seadonly | DR

Tirging G5R4 sigash stvength Test | Resdonyy | TRWE

Hewd cndy
Rl ondy

Rty

Ansisr GRS B oreor e

Anwwer R dignal stawetls

fRgonnnrect BT GERE D e eafe

Disconned BT IR signal sirengin Read nndy

BT Avad ool

iy Resdonly
Conimtiy Pt e oy
Broduct e Tewr I Readondy
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5T aexwvcutiown detatls

Whien uger seluoly 10 ses the detaile of an oxecution of type "S85 the Wllowing view will be
displayed:

ARTEN

e uw NTRDRE SRR 2 goesdee B
EER ] TORRSAMN W X RGN T
I Soxe B URANE MR T AN A G
S avbattes: AR ESERRCE Teot RO SRR N,
o dader AR Retved Sisiamg FLNGRN TR Farohad T Mzt oRy
T e I 7

IR
]
B2 Seonliid

Wi

[ A
Feodiet WM el tdaaghh
R e N

SEny Gl

Fodwipipe AR

erntion setatlx page
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The fullowing tabde presendy s deseription of alt the nformation that the previgus sorsen res will

REUETCR

“Exaenbim detelaT ared - ivths aree the detaifs of & "S85 sxatution ol be -ﬂis;‘ilsw&_ IR

Flada fers

Fietd Status

Winidake

Agticn

Type

Beeansd oy

FLBEN R

Rl sinfy

Sefavity Tot Fesdowly | TRGE .

Rl ey Rewd oy TR -

SERTT SxaTiu Text 7 Rﬁm }snty TRISE -

i,m aviatios TaRt Reond Qmy IRUE ~

Destinatinn MASISON Text Resgd anly weE §
BYCRNEC R N Taxk Bead nnly TRIME -

e Taxit famd ondy TRE .

Sarosnivend Qorhumg Tegt Head ordy TRUE -

trap Yext Rivad ey TR -
ﬁon* ey Wensstang Tt Read gy IHU& E i

SR 248 dhelay st Bead a,:-;-i-g TRUE

SRS MY dalay Texk Bl anly TR -

ERES M AT ety {E2EY Texd fiaad valy .

Party Yiemt

Faxt et TROGE -

femtbed 0 Tewt TROE

Bseeacved Deat Jendt Raad only TR -

Rzl grovider MO Tend Resd ondy W L T

Raifio growider Sﬂ:‘ fesd Faad only TRUE
-------- h T -

PLRIN BT

Resased wendy
Rewestf teniy

sivest BAMS spval slydaglh

G AT RNt Sy -
Text Reagaed eendy TRUY
Tt Fead only TRUE
F Revsivad BSM Hir arver fats

sdatls” poge
3 o Lol

vy TRUE -
Cowetry TRUE

Frondunt Iy

THUE

TRUE

SN

TRUR

Loty

Redd aaly

TRUE
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} Tt ] Revared eandy l !RLR § o - §

Gutgoing FME evecution detalls

Wher user selects to see the details of an execution of tyes "Outgoing SRS the following view will
be disphyad

RS R

AN T beaton RN §F
3 AR :

AR N Qg R

WOl Fdex
FEE e

MR RRY N WD Yo

HEERCECIEAINN

LR R P S RN

HETI—. . i . .
HE e Rapkeecdae TR SeplRRa RodiRey, SR8 MET AT oo Lo
: RLSR NGBS

HIRESE T LT S

FR S A i Rodmayye R

e 1

Fig, 30 Balgaing S5 seaautinn detals pags
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The following tabbs presents & desgription of sl the information that the previges sorsen sres will

ERd fages

“Erisaibion disas” shes - i sve the detaily of 8 "theigning 257 aecution w

frpdeged

Fiald Yypx

Action

Reasl ooby

Iyps Tk
Frraxainn negu Tamy »
Frinity Taad Reoad aowly TRUE -
"""" Ve P~ TRUE .
Yot TR B

Hant RBIREN

Read mnly

RS

Sent Hrastamg Rsnd saniby N
et ltend Hennstamp Tamt Read anfy IRUE -
EhA% 8D dabay R&&d Pgloy THRUE
FRat sept intant errar Tast Pend guniby TRUE
fanet sebl skt shnestarsg Toxg ' Rewd onby TR -
Barts Read aniyp THUE B
«xs T Teeut Reaed by TRUE
Sant tent Yoot Remd by TR ~
Radio provider (4 Teut Rl tanky TRUE

HEN -

LN

Gt G4 Bit arvsr nte Tt Reiad snie TR
Gont GRE signal stagth Head anfy THRUE
sy Link Read oy TRUE o
wild L Qe
ey Tewt Read il TRUE -
PRSTE T Tamt RENEGRY TRUR -
- rsiuet by et R oy TRUE .
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iy SMEE v

Lo details

Wher wser selerds 1o see the details of an execetion of typs “k
b dizplayad:

oing SVE the foliowing wew will

ossssisrsssssssionst
g 1%

IS v
NEERENAY -

NEFVLITH DRI s
05 TOENS § AN IR SR e

x
£
%

%

* AN

HERVEY NN | v -
Y ! !
I
}
&
&
8
e MR REERINN R R b
B A T e Rl R :
BUNoocdior TR NI SRR Reacont BN i s e
Ao IR e AN
Rty RIS :
s S RERFRR 52004100 &
RO H

i

e
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The following table presents o description of aff the information thet the previows screen arey will
ENANIEE:

;W

# “neoming MWS" e

“Execrition detailz” area - in i ey the detalls of e vl e gl

Flefd Marne Foslef Type el Status initsle

Text Read andy TRUE -

Fuxk Road iy THLE

Tant Ragad ondy TRUE -

Tast Rond ey TRUE -

— D Aaidd rdy TALE .

R RASIEDI g Baad ey TRU -

Fares

Tawt N
Rorahsed tewt Radd swly -
Qmm prosider REY B noby

Seovhen GSM Dt etvot Fets Seadusly | TRUE

Serebad G signs stvagth

BLEEN BAT Resdosly | TRUE

3 Sty onge

ey : Liek L Restondy | TRUE N X .
i [ Y ' ] Wl b pened WA e tad
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Sopnarig exacntion datalis

When user sebects 1o see the deailk of an execution of type "Sceranie” the following view will ke
disgslavad:

Untaneaa. EIMNEAINY Do Biedy: -

Y

- Brenair eoontion detadls pege

The following table prasents & desoription of al the information that the previous soreen sres wii
narage:

T Enesution dakels” 3
ik Mg

fame
{Fypa Tt Mo paby
{Eression id Faxt R oy
Faxt i Rewd only
Fext i Rewdonly
Yaxt Read andy
£t Teudt Ruud andy TRUE
Teud S andy - THUE
Yaey - Read anly - ] TRUE
Yok fead andy - THGE
30 roiw sedporion the
Tasts City T Perd oy - TRUE % o e
e S| - - "k wiRws
Unfale PV - o . .
Sroduct type T Rued anly - THRUE Wil B grenRd i e el
iy Tewt foed anly TRUE
W b
Brodust typs Tant Hoed asly

Cisenditian et Head anly

Tk Reavdd ey ~
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Scenarios

[P F TR IR

List scenarios

The "List scensrios” view will display inforoation aboust alf scenarios and uzer can wiow dedailed

iforraation shout the selected scenaris,

Thee “List axecutions” activity will follow the steps desoribad b the flosechast below:

A A A
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| i 3 §
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PO sl SERais” alion sakntanl N | . |
. 3 a 7 R y o
i i Nerals Beosiay” R i antuton | ! i S "Rt posnsain™ |:
. e for mawg wlormative t

ER N

H 3 :L .|:

E VHau e SN e welentiae

Lo, ffﬁl)‘s UHokable seaiiaia”
! "1 tor e feRKatisn
i

i % - List sranavios
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Whar user selects the “Seenavio » List Soenarins”™ memeantry, the following view will be displayed:

Frate S

Sy

L Hsaee

IR ESEY

T doonwdih P

RSN
NN

K O e R U
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The folfowing tebde prosents a desoription of alf the information that the previsus soreers area will

MENIEE

N

D listed

Fisld Rame Fold Tyme | HeddMotus | Vilhle Aation

Name et B ™
Nurriey of tests Tent ) TRUE Gn v sehection,

it darails™ som
wilk b rndreshisg

Seenmcios talie

Rl s Tevet O] | TRUE

Usar Tast RES TRIE
Fogwt Buitos - TRUE

“Srenarin detals” area - i s asns the detally of o “Seenarie™ vl e

*foF mave information

e R

Beegario details

Wiher user seferts ty sow the detslls of a sslected scanario, the following view will be displayed:

fmebnd

T R R

DRRENN

R oot 1500 MY EUR RN SRR R

N
§ NSRRI RN TP
' St

RNRANY

Fig. 1§ - Roenarin details page
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The following table presents 9 desoription of & the Infarmation that the previous wreen area will

manage:

Rivaned vy

TRUS

KSE

ity

Kesd only

Pt type

Farsiiion

iz

Test

| Read ondy

¥ Pk S Sedia
hams Had onby Ul ~
User Fesd by -
Bresuiption Bead aaly .
Doscription e arnby TR -
TriggRr Thnesiamps Raad awnly i S 3 Gmestanmy SrigesT
Crais Rsard anly I8 & eovn IigRRy
Ragd onby YR -
Semdtl Rand wvriby _ TRIE o
Aaction TRUY -
ke s T T
e Ratf anby THIE
Sdsrenagn Rt oty REEEN
id Rz oy TRUE
RESES Ressef sl THRUE
Tyen Fead ondy TR
Statis Fand oriy TRUR
N - T s SRISCHIOR,
Tests R any TRUE - T
RIS L ¢ page
table Pavsdin oy

# S apened B a naw ek

R this soengric

Rsar: Ehis geandis

RN RIS AR ER

| o soenaviy isschadule endd i

& "ol porasy”
or "Read ang schedule® user

Ussschavdude this soenasia

Shose Thas

 ncoreashs I & FUY aovres” o “Miad end
seasalube” user if i 8 “Read and axecute”
B il UEEeY B RSt naw

i

page will bay pigserned with
foermation of tiy
wenssie
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L iﬁ § IQSL;‘;

The “Tesls” wisw wil display fonnation shoot aff tests, and user can view dotaiied information
#inut the sebected test,

Thee List vests sciivity will follow the stpps describesd i the fowchart below:
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H axaoaanaals 3 it Tor sore: fossratlost | X
a ! ot for

ol R B Saiien DR

i ] s Nchidikd Bet” actiy

gy Foe ey ofenmibiey

S a sd e
P
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When user selocts “Tests o List Tests” mienu entry, the following view will be displaged:

AT
AR B
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The following table prosends » description of aff the bdormation that the previgus soreen ares will
RN REN

7 ST AT - by M an e Wil o i bei

Fladd plame Biold typs | Fiold Status | Wistile Ao

Tast bl Tex{ | Resdonly
Nasmg Tewt | Rosdody

I . S rae sadeetinng,
Tests | Ty Vet | Aead ooy GG,

“Tast debslis” oo
willi be vefvechad

Tawy Rend by

Tewy f Road oy

Tewt [ Hesd onde

sps® fide

oot Button | -

)

o Mo inforatisn

Toesi detalis

This wiswe will display the details of 3 test that was previously selected,

Lol test deladls page

LWhan user sedents 1o sow the detadls of 3 test of type "Gl the Tollowing wew will be displayed:

SR ARONSS NS 1IN Taddeck Foosbiee

REC AN

B fefingday 3N

v, o v

et

Saovatx coositononats
TN N NAT SRR

PrardAns Mgy Sor N o1 toaN
RPN R SRR

AN et S dens
DNONNT RO HE, o

T 20 AT Nl

T Nifohae
S

Fig. 18 - Call vost Setnily pags
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The followving txble preseats @ description of all the information that the gravious soreen ares will

Manage

C et el R - by e ares we GiR stow

il oo et Type | Fleld Status] Wisibbe

Tank TR

e Pkt TRUE

s Text | Bl sly | TRUE -
Dseseriptin 11238 Regd anly “RL,E -
R IR Rt Tt Head only TRUE -
Traiion Tamt Res onky TRESE v
i Halifng sdebyy - Yesi  § Rosd onby TRIE

RInging Yieme Tad Vf Faad onbdy -
vt sfisionnest geday Vexy ] -
ERENY Tant .
Drisednret call M et | Restony 1 TReE | -
Rsowsminggg call 84T RE S .

Drecvice seloction B0 THIE

oine suhvdin RAY TRUE

Sunnute ueekitest vossditim et TRUE

S aftecy

o TRUE

i‘wwi‘. s s, onnd

Prem i TRUE

chedule . TRUE

B s SEenEca

Srschedisy Bution - TRUE Linuchediule WHis Se8nask
The ©
Chyvss Betion TREE page wilf s th the

leesrvvsations of 1his Bt

e

Slng” page for more infsrmatin
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Cutgoing call ot dotsil page

Yhen user selents (o ste the details of 3
displaved:

of type "Culghing sll™ the following view will be

W aacacen o, 1N
Wesorton R, W

a1

FARGRN TN

LRSS mind s
3 H RN A s i et
¥ esm i . Refid LG

U vaporonn

! RN

Fig. 17 - Duigolag ool tost detalls page
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The follvwing tehie prasents 3 description of all the information thet the previous soreen ares will

Manage:

Tt chetalE” e o i Eh soes s will b » Tost ety

Fiedd Hame Eipbrd Fope | Fiebd Status Wizitrhy  Action
fHama Taxt pead oty THLIE .
Ty Taxk Raad anly TRUE «
RS Tent R aerdy TRUE -
Lracringion Faxt Bend only wee F -
1 Weall sesources Hmenut Faxt Pesavd ey TRUE
| Dewisvion RaEIRON Fasy R THUE -
Punstion Tent Rewd andy THUE -
Device sstec Yest T— TROE .
Espouie unenfaisat coadithan Frat Reasard vapdy TRGE -
Faiffvack 1 Hosult {s romes condithon Tt Reead crdy
Tesh i TFawh Rl farily
Futian ~
suttms V0 - ) wwE
Rutron ’ TRE e infosssation af s
Taugd

"Exeretions” ke - It 1R anes 1Hhe sxatadions oF $hs et Kbl Hebed

g T ma

When user selects 1o see the details of a test of wype

hiuplayed:

g call™ the Yollowing visw will ba

LA 1]

[ WA LR
AR ey R
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AT v SR
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Tl SRNUEIR
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gy e

N AL g

T Neleaxing

REWENRE
FITH

SR BN
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Fig. 18 <!

nsrning o8 tast desis
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The following table presants x dosceiption of &l the information that the previcus seroey arss will

MRnIgE

sy detalls” seea o i this dres we wil s s o dutalls

Frufd Name

Fletd Status | Visibie Actie

PEHA PSS TRERE € o g

Disconnsss el T

Duratien

Eapincived R RASESTIN

i dinconnection delay

W ieging v

{irging Shywe

R0 BARIBRR

Qevios selsctinm T

Feastd oly

Exguty unrnistant ol Tast R oty FRUE
it Rineit b et o Tigxt Rewckanby | TSUE
s Test TRUE | .
é:c:‘aedui& Sutton - TRUE | By thix sonemrio
K rsshedige Suison - TRUE | iascieduls s soansns |
The dule bt
Clopsy Hrtlon - TRUE | poge will be opsasd with

Sha infanvwatinn of 1he test

“Erarwtions” ared - i W ane e seseutin

sus 6F TRl et

¥Rl e dsted
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S3E toeh detedls pags

When user seigchs 1o ses the deteils of 8 tegh of bype "SHST the followdng view will be displayed:

L RETERER T
A ongiaee R
T

RN Farataes Hekad

¥ b AR NS

& XNkt

Fig 19 - 545 sl oledaily page
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N shed & st detals

Fiald Typa Piokd Stetus | Vicihis Achion

Tant Read anfy TRE .

Text Resadd by TRUE

voxt | Resdony | YRUS

‘\E‘xt ) Rudt andy TRUS

ek | Resdosy | oTRME | -
E:Maxjazsusfﬁ e Yot Head cri‘g TRUE )
L\‘-‘f\“ Text Read anly AR S

SIS frarmat Yoy Read asly TRUE -

Taxt S snky TRGE

Lranion sefition MO ; Tt Reard mwly TRUE -

Chavion aefuction MY Text Headd ke TRUE -

Exeouts Enovigtent comditioss Toxt Read mnly TRUE -

FatibackjREsult fo met conditinn P ovee Readonty | TRUE

Vet ig i Tent - Raad oy TRIE

e Btian B TRUF R thes seevari

BN}
Unashgfole Butten - TRUE Unsehedide this wenssie

The “schedle ten®
i Rutton TRGE page will by opersd with ths
intormatice: of thiy bk

“Exesutions™ area - i s ants the exeoutione of dis tesl will fz istad

§ g for made Infonmation
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Draigeing SMS tost detalis

When user sebects o sen the dotalls of a8 test of type "Outgeing SPEY e folicwing wisw will be
displayed;

IR
AR

 doxeve,
T ke B o —
 Sreoaen ;
H SN

S S R
e decain Lk
EID USRS B RS S

s s
RS

1 mex,

Rt e W Felad: Prediten

W2

N Bt 3

Byt e L
TNy RNty }
wer S E- ’
Wit E e N b

Seid §

Fig. F¥ - fhatpning SMA5 rest detsils page

21
-

The following tadde prosents & Sestription of el the nformation that the previous soreerss dred
Enage:

Fiadd Nawis Feld Status Yisitiin

] Mo T Rz ondy TaLk N
Tt Taawy Ryl oy TRUE N

st Tt TRUE -

&ez&tsigﬁsﬁ -------------------- Tead TRUE

WSE resweREs smeout Taut I‘R.ilé -

RS duratinn Feunt Reaisd sy g L -
Fiestingtion MRSEN | Tem Sewd ouly TRUE .

Yout ' | e Rsad mly TRLE .
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Tast Rt sy YHLE -

Extud mnaxisdent oo 3 Tesxt g by TR

Fellback | Besulc Yot Rasd only YRS
Trwt R mnly TRUE N

Seheduls Hution . REE Resri 1303 soanaths

Lmsehadule Busttesn - TRUYE

The “Sxhwababe fest
S Bysytesr: | TS | pages o be opesed with the
] dosdavsivitions of this tesd
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Incoming SME bnsb kel

Whes user selests 1o see the details of @ test of type “hworning S the following view witl he
displayad:

LRSS SRR S
RTINS

Freaglaee

SRR
BRI NN

PaRor Sg ol

Perzg e W -
e .

: BN RS .

3 b § Rpoverten Tond
: { FaguNy
HER { Sieo Ten

Fig. 38 - imeorning SRS Last detells page
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The following table presends & desoription of s the information that the previoes soreen ares will

migaaga

Fipid Type {Field Shetus | Wikl Rckion
Deanne vemt | Resdony § TRUE
Ty R T T
U:.ef AAAAAAAAAA Tt Read onfy | TRUE
Vet Tt &i’aﬁ asly | YRUE -
reet | Soadusly | TeuE
s duratie Tasst Resaud “I‘;‘i‘é‘ THUE -
131\: ﬁms: Tiwat Rogd ool | vie
B BRSO Ve | Reedony -
bt et
e selastion 8T Fext
E(ﬁs‘uie s hinss dadafition Vet -
Faadlbisek Wbt i et coneition Fawd
et ik Yext
Lohedls Bystbar - TRLE Fues this srenaris
{riseheduls B
o pes BN -
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Schedule

in “Schedule™ mend entry user can schadile 3 dast, soenario or upload & e that will heve & groupof
Eests aned scenarias.

Schedule scenario

The Schodide test activity wilh Tollow the steps desrifed in the Sowchan below:

Sl fest kulton seRecion
Tl fesd bodton sadectica

When aser selects “Schadubs = Scenaris™ mena antry, the “Schedule Scenariy” page view will be
displayed:
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HEEENY
Dt sy

Reow - B S
vDARIN
fasesn

RIS SR RN

SRS

oy R FENA N

..... -

Fig. 22 - Sokarile s
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The following table presents 1 desorfption of &l the information that the provisus soresn ares will

| “schieduie Senavio” st~ kthy e

Flelef Meawrse Fizld Type | HehiStatus | Wisible Seifon

Namre Ve Wirite ondy TRUE -

Desgriptle ; Yaxt Wit iy TRUE

Creade thiy wonnarie Baatbex - YRLSE
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<M fE drisre SRR maticn
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— T} Witeonly TRUE R
| dctines § Suget Tewt [ erte oy TRUE I
b : — O T ——
Dbl Wt oy TRUE N
REmmags TRt Werite sndy TRISE
Aol - Brattan TRUE ke 3 e SmEky roa i the table

7
>

RO L Ruitan . YRUE Renien e solerted raw

) ‘ “Fewts™ sub area o .
Riedd Nare Finid Type Field Status Winlhie Actinn

kel Taut Bt anly .
Tams Resa] wnly TRUE -
Sendin Sam Rz anby TRUE
City Yemy Pead o TRGE -
Tasis BIG ;
L Frnsdist tyoe Teugd e only
tadle ! e
iy RESEXS .
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1 Pt Spe Tt Resdoeity -
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T S - S——
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S Butiosn

ad Togd st

Fustioen TR Rerrasos the seleoiad row
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The Schedule test sothdty wilf follow e steps desoribend i the flowohart Below:

]

chesiile faed view

ERCTCIpNeTey

v rvmmw e e rmmn e e owe et WA AR ARARE AbANA e e amaan e

TESNS MR IR

Fgge

EL E\:‘

Reastactos 43

#ig 23 -Sohodiuls tetpags

80



WO 2016/055811

PCT/GB2015/052973

The fullowing table prasents o description of alf the infarmation that the previows serean ame will

mange:

Fimid Mame

Fiadd Tyss

et aume

RL<

w4

Wride andy

Tk tepe Widte ruansstasy TRUE
Description Taext Wirite wsly TRAT

o

Wirkte anly

§ s e i

“Result action™ sub ared

il Status

Wistie

TRu

Rt e Tt TR
B U - S . S ST
sehons Taxt Whriie qushy TRUE .

Sabie

Write anly

- Mdsrsage

Wit by

Lreatad ® naw wuiigly
1wy i the &bl

Tustitenk

TRLE

Neraer the selacted miw

s o tha type selacied, s Hedl wil! budotee
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cen e
AR R

g R
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3

Fig. 29 - Schedube call ton guge

The following table presents o description of afl the nformation that the previous sorsen sres will
RENSER

Findd Nawme [ ik Ty Fietd Stabus Dratastt Mo vidite

RIS Taad Weeite mandstory - THASE

CLvation 5 Tewt [ Waks mandaby | TRUE

| Stex dinkrg defay kL I wrte mavidatory - THUE

Rimging v Tawk L Wit sandateny N TRUE
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EhHe tesl Iype “Ouigoing Call”, the fellowing view will be disglayed:
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R 30

 oaton.

Dt

Soraals Yk Wi

e

ey

\ oy
JAESRE H
e emeetan W
?
}
!
2
%
§

¥

1%

L 25 - Setedul oigaing cadl Teat nags

The fofiowing table presemts @ deseription of all the information thet the previous screen syea will

maEnage:

i Type

Fedd Status

Londanll vabus

it rexemares Hesedut

e

Bestination MES0N

Winte pandetany -
Buratihn Tant Wik R nsstany ~

Qr
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fncerning el

i user selfects the test type “incoming Call®, the foflowing visw will be displayed:

ke )

Fa oonN
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=SS

S e Mt

b

e

B
D edR

2

Mot e T

X,

ey incovniog cold TET Qg

The falfowing table prosems g descrigtion of a¥ the nformation that the previows screas arga will

MAnage:

Fledd Name

Flebd Typw

Field Status

Tofsuit Valus | Visible etion

Whadt respuvies tmmnut

Wirike

. FHLSE
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Trergtion
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TRLSE
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IE3 BATISEHN

Tabig

Weite
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WS 56T Il

77 AAGIEON,
3 new e weil] o orented
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ISR ey
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Tt

Wik
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Brhedale 3348

i uger selects the test type "SAIST, the following vhew will e displaped:

USRS

taas .

SraalnoNel ettt

R
e R

SR

s

T e T Tiatw

Flg. IF - Schadhsle SAE busd page

The following takhe presents & description of il the information that the previnus screen sraa will
QIEEEEL

Fhekd Shatus

isibiy

Write madetury | - TRUE

Vet LU R P RS R ety - THRLUE

oot | Wite mantatory . TRUE

R eHsOUTORS ThmewEst

e Tt TRUE
fdsd

§T

i

far g inforeation
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Schadule sudpning SMX

he fallowing view will by displayed:
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L Ry 5
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Wi e 4
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The folfowdng table prasents @ desceiption of 3l the nformation that the pravious serpen areg will
manage:

Fratd Tepe Fichi Status Dhefaudt Wahee | Visigle

Tent: Widte sardsfosy - {  Tmie

Tert Wirite swandatay - N A

Tk Wirite mandatoey
Tewk Text Weite mandstony IRUE

* for moans iforma i
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If sy sedects the tast typs Minconilng M7, the folfowing view will be displeyed:

Teve

Srart N KON
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RAY AN AN ]

{0y Hmaawke

' Sas WhARESS: B

NI

Fig, 23 « Sehedude incdombng S e pege

The following table pravents & descrinticey of alf the formation that the previous soreen ares will

PRENAge:

Vit Rarse Fhisld Tupe

Wits dasdstoey

Welte Mandatary

g wiesrativss .
sem Tt nirite Mandatany TRUE
Walt re sc;;s.ms Lswamu Tast drite Mandistosy TRGE
""""" ot TRUE .

WS hMendatiy

Wehen user Fsers Qne JSISUN,
@ ey pove il B crestad

Write hMandatory
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Upload file

When wser selects the “schedule » Upload file menu erdry, the following view will he disployerd:

Dase proadseaiieg

W ooy

in this visw, user must sedect an excel file with tosts sod scenaria.

{Truls” file fue vore information.
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The “Trigger” area will prasent e information of the trigger sssociated to o test or scenaris.

Thee sger can choose testdenarnio o be exenuted row, create 3 nov Trigger o use av saistent one.
By defoult this wilt B “Exetute Now™.
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fry This Sres, user can chaose the davios that will be used on the tast, User can choose ong ypecifie
chivvine or sefect g devics based on some charactesisties,
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Scenarios/Tests file

When user selects 1o export 2 st of tests or scenacios, one excel file will ke geasrated with the
following information:
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Executions file
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CLAIMS:

1. A remote unit comprising a processor and one or more terminal interfaces, the
processor being connected to the one or more terminal interfaces, the terminal interfaces
configured for coupling with a set of terminals, wherein the processor is configured to perform
quality of service network testing using one or more of the set of terminals over one or more

communication networks.

2. A remote unit as claimed in claim 1, wherein the processor is further configured to
perform comparative quality of service testing over a first and a second communication network
using a first and second terminal of the set of terminals, the first terminal associated with the

first network and the second terminal associated with the second network.

3. A remote unit as claimed in claims 1 or 2, wherein the processor is further configured to
perform end-to-end quality of service testing over one or more communication networks using at

least two terminals of the set of terminals.

4, A remote unit as claimed in claims 1 or 2, wherein the processor is further configured to
perform quality of service testing over one or more communication networks using one of the

terminals of the set of terminals.

5. A remote unit as claimed in any preceding claim, wherein the processor is further
configured to perform an outgoing or incoming call quality of service testing over a

communication network using a terminal of the set of terminals.

6. A remote unit as claimed in any preceding claim, wherein the processor is further
configured to perform an outgoing or incoming text message and/or data message quality of

service testing over a communication network using a terminal of the set of terminals.

7. A remote unit as claimed in any preceding claim, wherein the processor is further
configured to perform one or more quality of service testing over a communication network

using a terminal of the set of terminals.
8. A remote unit as claimed in claim 7, wherein the processor is further configured to

perform two or more quality of service testing substantially concurrently over a communication

network using a terminal of the set of terminals.
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9. A remote unit as claimed in claim 8, wherein the substantially concurrent testing
includes testing an outgoing or incoming call and a data message or session substantially

concurrently.

10. A remote unit as claimed in claim 9, wherein a data session includes uploading,

downloading, messaging, browsing, accessing the internet streaming or similar.

11. A remote unit as claimed in any preceding claim, wherein the remote unit is located in a
first geographic region and a second remote unit comprising interfaces for connecting to a
second set of terminals is located in a second geographic region, wherein the processor of the
remote unit is further configured to conduct quality of service testing with the second remote unit
using one or more of the set of terminals and one or more of the second set of terminals over

one or more communication networks.

12. A remote unit as claimed in claim 11, wherein the processor is further configured to
perform end-to-end quality of service testing over one or more communication networks using a
first terminal of the set of terminals in communication with a second terminal of the second set

of terminals.

13. A remote unit as claimed in any of claims 1 to 12, wherein the remote unit is located in a
first geographic region and a second remote unit is a virtual remote unit, wherein the processor
of the remote unit is further configured to conduct quality of service testing with the virtual
remote unit using one or more of the set of terminals over one or more communication

networks.

14. A remote unit as claimed in any preceding claim, wherein the set of terminals include at
least one terminal from the group of:

a handset;

a mobile device;

a mobile phone;

a mobile station;

a smartphone;

a user equipment;

original equipment manufacturer terminal;

machine to machine embedded terminal;

a tablet configured to communicate over the one or more communication networks;

a laptop configured to communicate over the one or more communication networks;

any other computing device capable of communicating over the one or more

communications networks.
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15. A remote unit as claimed in any preceding claim, wherein the set of terminals are off-
the-shelf or non-custom made, standardized terminals provided by one or more network

operators for use by consumers or subscribers of the one or more communication networks.

16. A remote unit as claimed in any preceding claim, wherein the remote unit is configured
to receive one or more network tests associated with quality of service testing of one or more of

the communication networks.

17. A remote unit as claimed in any preceding claim, wherein the quality of service testing
includes any one or more of call set up delay, connect/disconnect delay, transmission delay,
total failures, call drops, failure to progress, voice quality, video quality, conversation latency,

echo, bit rate, error rate, bandwidth, jitter, delay, latency, packet loss, signal strength or similar.

18. A remote unit as claimed in any preceding claim, wherein the remote unit is configured
to send test results from the one or more terminals associated with the quality of service testing
to one or more control units for comparing the quality of service performance of one or more of
the communication networks or one or more terminals associated with said quality of service

testing.

19. A control unit comprising a processor and a communications interface, the processor
connectable to the communications interface, wherein when connected the processor and
communications interface are configured to:

receive one or more network tests associated with quality of service testing of one or
more of the communication networks;

control one or more remote units according to any one of claims 1 to 18 to perform
quality of service testing over one or more of the communication networks based on the one or
more network tests;

retrieve test results associated with the one or more network tests from one or more of
the remote units; and

analyse the received test results for comparing the quality of service performance of
one or more of the communication networks or one or more terminals associated with said

network tests.

20. A terminal comprising a processor, a memory unit and a communications interface, the
processor is connected to the memory unit and the communications interface, wherein the
processor, memory unit and communications interface are configured to:

communicate with a remote unit as claimed in any of claims 1 to 18 for performing

quality of service testing over a communications network.

21. A network testing system comprising:
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one or more remote units as claimed in any of claims 1 to 18;
one or more controller units as claimed in claim 19; and

one or more terminals as claimed in claim 20.

22. A computer-implemented method for controlling a network testing system, the network
testing system comprising one or more control units and a plurality of remote units, each remote
unit comprising one or more terminals, wherein the one or more terminals are configured to
communicate over one or more communication networks, the method, performed by the control
unit, comprising:

receiving an input to perform one or more network tests associated with one or more of
the communication networks;

generating a list of tests based on the input network tests;

sending the list of tests to one or more of the remote units for use in configuring one or
more terminals to perform the corresponding network tests and generate test results associated
with the corresponding network tests;

receiving test results associated with the one or more network tests from one or more of
the remote units; and

analysing the test results associated with the one or more network tests for determining
the quality of service performance of one or more of the communication networks or one or

more terminals associated with said network tests.

23. A computer implemented method for performing network testing in a network testing
system, the network testing system comprising a control unit and a plurality of remote units,
each remote unit comprising one or more terminals, wherein the one or more terminals are
configured to communicate over one or more communication networks, the method, performed
by a remote unit, comprising:

receiving a list of tests based on one or more network tests associated with one or more
of the communication networks;

configuring one or more of the terminals of the remote unit to operate in the one or more
communication networks in accordance with the list or tests, wherein the one or more terminals
are further configured to generate test results associated with the list of tests;

receiving test results from the one or more terminals of the remote unit;

sending test results associated with the one or more network tests towards the control
unit for determining the quality of service performance of one or more of the communication

networks or one or more terminals associated with said network tests.
24, A computer implemented method for performing network testing in a network testing

system, the network testing system comprising a control unit and a plurality of remote units,

each remote unit comprising one or more terminals, wherein the one or more terminals are
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configured to communicate over one or more communication networks, the method, performed
by a terminal, comprising:

receiving configuration data representative of a list of tests based on one or more
network tests associated with one or more of the communication networks;

configuring the terminal to operate in the one or more communication networks in
accordance with the configuration data;

generating test results associated with the list of tests based on operating the terminal
in the one or more communication networks in accordance with the configuration data; and

sending the test results towards the control unit for determining the quality of service
performance of one or more of the communication networks or one or more terminals

associated with said network tests.

25. A computer readable medium comprising program code stored thereon which, when

executed on a processor, causes the processor to perform a method according to claim 22.

26. A computer readable medium comprising program code stored thereon which, when

executed on a processor, causes the processor to perform a method according to claim 23.

27. A computer readable medium comprising program code stored thereon which, when

executed on a processor, causes the processor to perform a method according to claim 24.

28. A remote unit comprising a processor and one or more terminals, the processor being
operatively connectable to the one or more terminals, wherein the processor is configured to
perform quality of service network testing using the one or more of the set of terminals over one

or more communication networks.

29. A control unit connectable to one or more remote units comprising one or more
terminals, the control unit operable to conduct quality of service testing in respect the one or

more terminals over one or more communication networks.

30. A computer-implemented method of quality of service testing, the method comprising:
deploying one or more remote units comprising one or more terminals, wherein the one
or more terminals are connectable to one or more communication networks;

conducting quality of service testing in respect of the one or more terminals.
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