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A data provider server generates an NxM dimensional target
matrix based on N data samples and M dimensional data
features respectively corresponding to the N data samples
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:

The data provider server performs dimension reduction
calculation on the target matrix based on a PCA algorithm to
obtain an NxK dimensional encryption matrix, where K is less
than M
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Transmit the encryption matrix to a modeling server, where the
encryption matrix is used to train a machine learning model
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Separately perform zero averaging on values of vectors
corresponding to M dimensional data features in a target matrix

v

Calculate a covariance matrix that corresponds to the target
matrix and that is obtained after the zero averaging

v

Calculate eigenvalues of the covariance matrix and eigenvectors
corresponding to the eigenvalues

v

Sort the calculated eigenvectors based on the corresponding
eigenvalues, and extract K eigenvectors with the largest
eigenvalues to generate an M=K dimensional projection matrix

v

Multiply the target matrix by the projection matrix to obtain an
encrypted NxK dimensional encryption matrix
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Receive an encryption matrix transmitted by a data
provider server, where the encryption matrix is an
NxK dimensional encryption matrix obtained by -~/ 502
the data provider server by performing encryption
calculation on an NxM dimensional target matrix
based on a PCA algorithm, and K is less than M

v

Train a machine learning model by using the ) S04
encryption matrix as a training sample
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/- Apparatus 70 for encrypting data
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Apparatus 90 for training a
machine learning model

—

1
e 90 Ve 902

Receiving module Training module

FIG. 9



