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Obtain, based on information about a target user to be tested, a test
object needed for performing a biometric recognition attack on the
target user, where the test object includes a test image and/or a
physical model of a body part corresponding to the biometric
recognition attack

Y

Control a mechanical arm to place the test image or the physical model
of the body part in the test object in a recognition area of a biometric
recognition device, and control the mechanical arm to adjust the test

object in a plurality of different positions and poses to perform a
biometric recognition attack test, to obtain a test result for the test
object in each position and pose
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y

Determine, based on the test result corresponding to the test object in
each position and pose, a test result of the biometric recognition attack
performed on the target user
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Obtain current environmental information, where the environmental
information includes one or more of a temperature, humidity,
and light intensity

Y

Adjust the current environmental information based on predetermined
reference environmental information, to obtain environmental
information for performing a biometric recognition attack test

\

v

Obtain, based on information about a target user to be tested in an
environment corresponding to the environmental information for
performing the biometric recognition attack test, a test object needed
for performing a biometric recognition attack on the target user, where
the test object includes a test image and/or a physical model of a body
part corresponding to the biometric recognition attack
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A biometric recognition device obtains a reference biometric feature
image for performing biometric recognition on the target user
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Y

Control a mechanical arm to place the test image or the physical model
of the body part in the test object in a recognition area of the biometric
recognition device

Y

Control the mechanical arm to adjust the test object in a plurality of
different positions and poses and adjust a position and pose of the
biometric recognition device to perform the biometric recognition

attack test, to obtain a test result for the test object in each position and
pose and a test result of the biometric recognition device in each
position and pose

v

Determine, based on the test result corresponding to the test object in
each position and pose, a test result of the biometric recognition attack
performed on the target user
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Biometric recognition attack test device
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