VERIFYING INTEGRITY OF DATA STORED IN A CONSORTIUM
BLOCKCHAIN USING A PUBLIC SIDECHAIN

BACKGROUND

[0001]  Distributed ledger systems (DLSs), which can also be referred to as consensus
networks, and/or blockchain networks, enable participating entities to securely, and
immutably store data. DLSs are commonly referred to as blockchain networks without
referencing any particular user case. Examples of types of blockchain networks can
include public blockchain networks, private blockchain networks, and consortium
blockchain networks. A public blockchain network is open for all entities to use the
DLS, and participate in the consensus process. A private blockchain network is provided
for particular entity, which centrally controls read and write permissions. A consortium
blockchain network is provided for a select group of entities, which control the consensus
process, and includes an access control layer.

[0002] Blockchain is a decentralized and temper-proof distributed data storage
technology. User data and contracts are logically operated and stored on the chain in a
public manner. In many scenarios, users need to meet privacy protection requirements
and do not want their data and logics to be leaked to unauthorized parties.

[0003]  Although cryptography can be used to enhance privacy protection for some
specific scenario designs, a more versatile and efficient solution is desired to solve

existing privacy issues of the blockchain operations.

SUMMARY

[0004] Implementations of the present specification include computer-implemented
methods for storing and retrieving to-be-verified data associated with nodes of a
blockchain network. More particularly, implementations of the present specification are
directed to storing a data digest of the to-be-verified data associated with one or more
consortium blockchain network nodes using a number of verification nodes, and
retrieving the to-be-verified data and the stored data digests.

[0005] In some implementations, actions include storing a data item in a consortium
blockchain maintained by a consortium blockchain network; generating a first data digest

based on the stored data item; sending a copy of the first data digest to each of a plurality



of verification nodes, so that each verification node cryptographically signs the first data
digest and stores a corresponding copy of a first signed first data digest in a public
blockchain maintained by a public blockchain network; receiving a request to retrieve the
stored data item; in response to receiving the request, retrieving the requested data item
from the consortium blockchain; generating a second data digest based on the retrieved
data item; sending a copy of the second data digest to each of the plurality of verification
nodes so that each verification node cryptographically signs the second data digest and
returns a corresponding copy of a second signed second data digest; receiving the second
signed second data digests from the verification nodes; retrieving the first signed first
data digests from the public blockchain; determining that the first signed first data digests
match the second signed second data digests; and in response to determining that the first
signed digests match the second signed digests, sending a response to the request to
retrieve the stored data item , the response indicating that the stored data item has not
changed since it was stored. Other implementations include corresponding systems,
apparatus, and computer programs, configured to perform the actions of the methods,
encoded on computer storage devices.

[0006] In some implementations, a non-transitory computer-readable storage medium
is coupled to one or more computers and configured with instructions executable by the
one or more computers to: store a data item in a consortium blockchain maintained by a
consortium blockchain network; generate a first data digest based on the stored data item;
send the first data digest to verification nodes so that each verification node
cryptographically signs the first data digest and stores its signed first data digest in a
public blockchain maintained by a public blockchain network; receive a request to
retrieve the stored data item; in response to receive the request, retrieving the requested
data item from the consortium blockchain; generate a second data digest based on the
retrieved data item; send the second data digest to verification nodes so that each
verification node cryptographically signs the second data digest and returns its signed
second data digest; receive the signed second data digests from the verification nodes;
retrieve the signed first data digests from the public blockchain; determine that the signed
first data digests match the signed second data digests; and in response to the determine,
sending a response to the request to retrieve the stored data item , the response indicating

that the stored data item has not changed since it was stored.
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CLAIMS

1. A computer-implemented method, comprising:

storing a data item in a consortium blockchain maintained by a consortium blockchain
network;

generating a first data digest based on the stored data item;

sending a copy of the first data digest to each of a plurality of verification nodes so that
each verification node cryptographically signs the first data digest and stores a corresponding copy of
a first signed first data digest in a public blockchain maintained by a public blockchain network;

receiving a request to retrieve the stored data item;

in response to receiving the request, retrieving the requested data item from the consortium
blockchain;

generating a second data digest based on the retrieved data item;

sending a copy of the second data digest to each of the plurality of verification nodes so that
each verification node cryptographically signs the second data digest and returns a corresponding
copy of a second signed second data digest;

receiving the second signed second data digests from the plurality of verification nodes;

retrieving the first signed first data digests from the public blockchain;

determining that the first signed first data digests match the second signed second data
digests; and

in response to determining that the first signed digests match the second signed digests,
sending a response to the request to retrieve stored data item, the response indicating that the stored

data item has not changed since it was stored.

2. The computer-implemented method of claim 1, wherein the plurality of verification

nodes are computing devices participating in the public blockchain network.
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3. The computer-implemented method of claim 1, further comprising storing a smart
contract in the public blockchain, wherein the smart contract is configured to provide a monetary
reward to the verification nodes in response to receiving the requested signed second data digests

from the verification nodes.

4. The computer-implemented method of claim 1, wherein generating the first data digest

includes calculating a hash of the stored data item.

5. The computer-implemented method of claim 1, wherein each verification node is
configured to cryptographically sign the first data digest using a private key associated with that

verification node.

6. The computer-implemented method of claim 1, wherein sending the first data digest to
the plurality of verification nodes includes broadcasting the first data digest to the public

blockchain network.

7. The computer-implemented method of claim 1, wherein retrieving the first signed first
data digests from the public blockchain includes identifying the first signed first data digests

based on an identifier associated with the stored data item and stored in the public blockchain.

8. A non-transitory computer-readable storage medium storing one or more instructions
executable by a computer system to perform operations comprising:

storing a data item in a consortium blockchain maintained by a consortium blockchain
network;

generating a first data digest based on the stored data item,;

sending a copy of the first data digest to each of a plurality of verification nodes so that each
verification node cryptographically signs the first data digest and stores a corresponding copy of a
first signed first data digest in a public blockchain maintained by a public blockchain network;

receiving a request to retrieve the stored data item;

in response to receive the request, retrieving the requested data item from the consortium

blockchain;
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generating a second data digest based on the retrieved data item;

sending a copy of the second data digest to each of the plurality of verification nodes so that
each verification node cryptographically signs the second data digest and returns a corresponding
copy of a second signed second data digest;

receiving the second signed second data digests from the plurality of verification nodes;

retrieving the first signed first data digests from the public blockchain;

determining that the first signed first data digests match the second signed second data
digests; and

in response to determining that the first signed digests match the second signed digests,
sending a response to the request to retrieve stored data item, the response indicating that the stored

data item has not changed since it was stored.

0. The non-transitory computer-readable storage medium of claim 8, wherein the plurality

of verification nodes are computing devices participating in the public blockchain network.

10.  The non-transitory computer-readable storage medium of claim 8, wherein the operations
comprise:

store a smart contract in the public blockchain, wherein the smart contract is configured
to provide a monetary reward to the verification nodes in response to receiving the requested

signed second data digests from the verification nodes.

11. The non-transitory computer-readable storage medium of claim 8, wherein generating the

first data digest includes calculating a hash of the stored data item.

12. The non-transitory computer-readable storage medium of claim 8, wherein each
verification node is configured to cryptographically sign the first data digest using a private key

associated with that verification node.
13.  The non-transitory computer-readable storage medium of claim 8, wherein sending the

first data digest to the plurality of verification nodes includes broadcasting the first data digest to

the public blockchain network.
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14. The non-transitory computer-readable storage medium of claim 8, wherein retrieving the
first signed first data digests from the public blockchain includes identifying the first signed first
data digests based on an identifier associated with the stored data item and stored in the public

blockchain.

15. A system, comprising:
one or more computers; and
one or more computer memory devices interoperably coupled with the one or more

computers and having tangible, non-transitory, machine-readable media storing one or more
instructions that, when executed by the one or more computers, perform one or more
operations comprising:

storing a data item in a consortium blockchain maintained by a consortium
blockchain network;

generating a first data digest based on the stored data item;

sending a copy of the first data digest to each of a plurality of verification nodes
so that each verification node cryptographically signs the first data digest and stores a
corresponding copy of a first signed first data digest in a public blockchain maintained by a
public blockchain network;

receiving a request to retrieve the stored data item;

in response to receiving the request, retrieving the requested data item from the
consortium blockchain;

generating a second data digest based on the retrieved data item;

sending a copy of the second data digest to each of the plurality of verification
nodes so that each verification node cryptographically signs the second data digest and
returns a corresponding copy of a second signed second data digest;

receiving the second signed second data digests from the plurality of verification
nodes;

retrieving the first signed first data digests from the public blockchain;

determining that the first signed first data digests match the second signed second

data digests; and
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in response to determining that the first signed digests match the second signed
digests, sending a response to the request to retrieve stored data item, the response indicating

that the stored data item has not changed since it was stored.

16. The system of claim 15, wherein the plurality of verification nodes are computing

devices participating in the public blockchain network.

17. The system of claim 15, wherein the operations further comprise:
store a smart contract in the public blockchain, wherein the smart contract is configured
to provide a monetary reward to the verification nodes in response to receiving the requested

signed second data digests from the verification nodes.

18. The system of claim 15, wherein generating the first data digest includes calculating a

hash of the stored data item.

19. The system of claim 15, wherein each verification node is configured to
cryptographically sign the first data digest using a private key associated with that

verification node.

20. The system of claim 15, wherein sending the first data digest to the plurality of
verification nodes includes broadcasting the first data digest to the public blockchain

network.
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